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Abstract

The volume, variety, and high availability of data backing decision support systems have
impacted on business intelligence, the discipline providing strategies to transform raw data
into decision-making insights. Such transformation is usually abstracted in the “knowledge
pyramid,” where data collected from the real world are processed into meaningful patterns. In
this context, volume, variety, and data availability have opened for challenges in augmenting
the knowledge pyramid. On the one hand, the volume and varietyezinventionatlata (i.e.,
unstructured non-relational data generated by heterogeneous sources such as sensor networks)
demand novel and type-specific data management, integration, and analysis techniques. On
the other hand, the high availability of unconventional data is increasingly attracting data
scientists with high competence in the business domain but low competence in computer
science and data engineering; enabling effective participation requires the investigation of
new paradigms to drive and ease knowledge extraction. The goal of this thesis is to augment
the knowledge pyramid from two points of view, namely, by including unconventional data
and by providing advanced analytics. As to unconventional data, we focus on mobility data
and on the privacy issues related to them by providing (de-)anonymization models. As to
analytics, we introduce a higher abstraction level than writing formal queries. Specifically,
we design advanced techniques that allow data scientists to explore data either by expressing
intentions or by interacting with smart assistants in hand-free scenarios.
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Chapter 1

The Knowledge Pyramid

Data science extracts actionable insights from raw de88][ The data transformation
process is usually abstracted in the “knowledge pyramid” (also known as the “Data Infor-
mation Knowledge Wisdom pyramid” or “knowledge hierarchy”; Figure 1.1), where data
(i.e., symbols) are collected through measurements taken from the real world; information
is processed and linked data that it is meaningful to scientists; knowledge is interpreted,
understood, and organized information; and wisdom is knowledge in action. Climbing the
pyramid is not a straightforward path and requires the iterative exploration and preparation of
data so that patterns can be extracted, evaluated, and later deployed into models supporting
effective decisions.

Analytic applications strive to extract knowledge from data fueled by pervasive systems
[71], where any device can be turned into a sensor leading to a huge volume and variety
of available datag77. Theseunconventiondldata (i.e., unstructured and non-relational
data) have impacted on business intelligence (Bl)—the discipline providing strategies and
technologies to transform data into decision-making information—Ileading to Bl 2.0, where
decisions are drawnot onlyon the data owned by the organization. Indeed, bigger data
volumes lead to a holistic view of historic and current trends; higher data velocities ground
decisions in continuously updated data, and broader data varieties provide many nuances of
the matter at handl]. On the one hand, volume and variety hinder the management, the
integration, and the analysis of the collected data (from “World” to “Data” in Figure 1.1),
since each instance of unstructured data might have a different structure. This requires
ad-hoc techniques for different data types (e.g., social netw8# o[ sensor datad?)).

On the other hand, high availability has attracted scientists with no expertise in computer
science or data engineering, requiring novel paradigms to support the “Data’-to-“Knowledge”

IWe consideconventionathe data collected by operational databases, ERP (enterprise resource planning),
and CRM (customer relationship management) enterprise systems
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Figure 1.1: The “knowledge pyramid” (also known as the “Data Information Knowledge
Wisdom pyramid” or “knowledge hierarchy”; adapted from [259]).

transformation with a higher abstraction level than formal programming languages (e.g.,
through graphical metaphors, recommender systems, or automatic transformation pipelines).
Additionally, availability has enabled pervasive analyses, allowing data scientists to access
data in hand-free contexts involving augmented reality and smart assistants.

While investigating these challenges, this thesis evolves into two parts.

Part I: Unconventional Data. Sensing provides real-time data upon which “contextual”
decisions—ranging from user-centered to societal problems—are based. This includes data
collected from human and technological assets (e.g., sensor or mobile networks), which are
analyzed to monitor and manage urban and rural areas. Sensor data are highly available due
to the growth of Internet of Things devices, have variable content, and their value comes
from historic trends that range from hours to yedrsj. Such volume and variety demand

for augmenting the knowledge pyramid with novel and scalable techniques for different
data types (Figure 1.2). In urban mobility, spatiotemporal data (i.e., temporal sequences of
spatial locations traced by moving objects and sampled through global or relative positioning
sensors) are collected and processed for the sake of traf ¢ analysis and forecasting, clustering
of objects moving in similar paths, and habits pro ling. Spatiotemporal data are challenging
because of their uncertain, sparse, and multiresolution natQf [Also, due to the number

of moving objects (e.g., mobile devices, cars, taxis, and public transport in a metropolitan
area) and to the sampling rate of positioning sensors (e.g., from minutes to seconds), mining



Figure 1.2: Augmenting the knowledge pyramid with unconventional data (left) and advanced
analytics (right).

mobility data easily scale up to big-data problems that require big-data solutions, hence
introducing new business opportunities that were previously ignored because of technology
limitations. Besides the valuable knowledge, due to high uniqueBdsaiid sensitivity

(e.g., home and work locations), trajectory data expose individuals to privacy violations,
demanding for ad-hoc techniques to (de-)anonymize historical trajectory datasets. In this
direction, Part | focuses on trajectory data and on the privacy implications of the publication
of long-term mobility datasets.

Part Il: Advanced Analytics. Since the introduction of the relational model in the "70s,
users used relational queries (e.g., SQL queries) to retrieve data collected in operational
databases. This requires a good comprehension of programming languages and database
management systems. Later, more user-friendly abstractions and tools provided a simpler
view of the data, hiding the complexity of the underlying databa®é§ pnd transitioning

from static (repetitive) workloads involving a few records (On-Line Transaction Processing,
OLTP) to dynamic workloads (On-Line Analytical Processing, OLAP, and On-Line Analyti-

cal Mining, OLAM) involving a huge amount of records (Figure 1.2). The spread of data
and analytical tools at hand has brought an increasing participation of data scientists with
high competence in the business domain but low competence in computer science and data
engineering27Y5. Indeed, data science emerged as an amalgamation of domain expertise
with disciplines such as statistics, data mining, and datab23&s [Such amalgamation

has brought challenges not only concerning big data volumes but also in terms of the in-
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creasing complexity and interdisciplinarity of the analytic questions. Enabling an effective
participation in data science requires the investigation of user-centered paradigms supporting
analytical querying and making knowledge extraction more accessible. Data scientists can
bene t from proactive systems that “understand” the tasks at hand, make recommendations,
and generate effective visualizatiod®f. For instance, in the digital twin scenaridd4]

where physical entities are mapped into a digital world, the synergy of personal assistants and
augmented reality lacks analytic capabilities. Additionally, limited attention has been devoted
to providing analytical reports that can be useful to let the user compare the current behavior
of the visualized objects with their historical behavior. To this end, unconventional data
sources, such as smart glasses and wearable devices, can be accessed by personal assistants
(e.g., recommender systems) to address users' ngéfd$Jata scientists can interact with
personal assistants through natural language interfaces which provide a higher abstraction
level than formal queries and programming languages. In this direction, Part Il focuses
on supporting data scientists with higher analytic abstractions than formal queries also in
scenarios entailing pervasive data access.



Part |

Unconventional Data






Chapter 2

Introduction

2.1 Motivation and contributions

Following the spread of positioning systems and mobile devices, mobility data are at the core
of location-based decision support systems and augment the knowledge pyramid (Figure 1.1)
with novel storage, integration, and analysis techniques speci c to spatiotemporal data. Exam-
ples of valuable applications are urban-mobility analysis, point-of-interest recommendation,
and personal navigation systems [157].

Mobility data are described along spatial and temporal dimensions and are also known
as trajectory data (or spatiotemporal data). A spatiotemporal entity is a moving object (e.qg.,
an individual, an animal, a car) characterized by its position in space that varies over time.
Position can be recorded by positioning sensors (e.g., a traf c monitor collecting passing
vehicles), by issuing geolocalized queries to location-based systems (e.g., return the closest
restaurant to my location), by social check-ins (e.g., foursquare), or by wearable or smart
devices with positioning technologies (e.g., GPS). Such heterogeneity demands for ad-hoc
analytic techniques and has driven an intensive research activity [310].

De nition 1 (Trajectory) Thetrajectory(or trace) of a spatiotemporal entity (or “mov-

ing object”, interchangeably) represents its entire movement history. It is a sequence of

a location(x;y) (e.g., longitude and latitude) at tinte Points in a trace are organized
chronologically. The set of trajectories is denotedlby

Example 1 (Trajectory) With reference to Figure 2.T;; Tg; Tp are examples of trajectories
in a two-dimensional space, with = fT;; Tg; Tpg.

In this context, we contribute to the following research directions.
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Figure 2.1: Example of trajectories in a two-dimensional space; trajectory points are orga-
nized chronologically.

Scaling up to big data analytics. The volume of trajectory datasets is always increasing,
demanding big data solutions supporting the processing of trajectory data. In urban mobil-
ity, map-matching aims to project GPS points generated by moving objects onto the road
segments representing the actual object positions. Up to now, map-matching has found
interesting applications in traf ¢ analysis, frequent path extraction, and location prediction.
However, state-of-art implementations of map-matching algorithms are either private, se-
guential, or inef cient. We propose an extension of an existing centralized algorithm of
known ef ciency by reformulating it in a distributed way, in order to achieve great scalability
on real big data scenario8g]. Furthermore, we enhance the robustness of the algorithm,
which is based on a rst-order Hidden Markov Model, by introducing a smatrt strategy to
avoid gaps in the matched road segments; indeed, this problem may occur under sparse GPS
sampling or in urban areas with highly fragmented road segments.

(De-)Anonymization of trajectory data. The ubiquity of mobility data can bene t various
real-world applications such as traf c management and location-based services. However, tra-
jectories may disclose highly sensitive information of an individual including ideritidg[
personal pro les 91], and social relationships, making it indispensable to consider privacy
protection when releasing trajectory data. Ensuring privacy on trajectories demands more
than hiding single locations since trajectories are intrinsically sparse and high-dimensional,
and requires to protect multi-scale correlations. To this end, extensive research has been
conducted to design effective techniques for privacy-preserving trajectory data publishing.
Furthermore, protecting privacy requires to carefully balance two metrics: privacy and utility.
In other words, it needs to protect privacy as much as possible and meanwhile guarantee the
usefulness of the released trajectories for data analysis. We provide a comprehensive study
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of the existing protection models. We also conduct experiments in de-anonymization privacy
models.

2.2 Structure

This part of the thesis hinges on the above-mentioned contributions and is organized as
follows. In Chapter 3, we design a map-matching algorithm in Spark, a big data frame-
work. Chapter 4 introduces the sensitivity of mobility data (e.g., the exposure of individual
identity and frequented locations) and surveys the existing approaches addressing the privacy-
preserving publication of trajectory data. Chapter 5 introduces DART, an algorithm exploiting
personal gazetteers (i.e., the set of relevant places in everyday life such as home and work
locations) to de-anonymize individuals while scaling up to big data problems. Finally,
Chapter 6 draws the conclusion and future research directions.






Chapter 3

Map-Matching on Big Data

3.1 Introduction

Following the spread of mobile devices and enhancements in positioning systems, trajectory
data has gained much attention. Among the plethora of applications suitable for trajectory
mining [310, map-matching projects inaccurate Global Positioning System (GPS) points
generated by objects moving in urban areas (Figure 3.1) onto the road segments representing
the actual object positions (Figure 3.2). Up to now, map-matching algorithms had interesting
applications, such as predicting moving object (MO) locatid®J, generating traf c
analysis models [110, 126], and uncovering frequent routes [164].

Figure 3.1: GPS points of a trajectory in the road network of Milan, Italy.

Figure 3.2: Sequence of road segments matched to the trajectory in Figure 3.1; colors
represent different segments.
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Despite its straightforward applications, map-matching is not easily addressable due the
articulated topology of urban networks (parallel roads, roundabouts, road crosses, as seen in
Figure 3.1). Over the years, several models capturing increasingly complex matching features
have been proposed. Zehng categorizes four map-matching approdtfieggometric
(e.g., mapping GPS onto the closest road segment), topological (e.g., mapping relies on local
connections of adjacent segments), probabilistic (e.g., mapping is about nding the most
likely path under noisy conditions), and advanced (e.g., mappings relies on mixing the above
techniques).

Among the advanced map-matching methods, Luo etE1][propose a promising
map-matching algorithm based on rst-order Hidden Markov Model (HMM) to nd the
sequence of roads segments with highest probability of being the exact path traveled by a MO.
In their experimental evaluation, the authors demonstrated that the proposed solution achieves
good accuracy performance. However, when it comes to real big data applications accuracy
is not all. Indeed, Peixoto et al227] introduce a further categorization of map-matching
algorithms with respect to sequential and distributed computation. Peixoto et al. highlight
that although sequential algorithms achieve high accuracies, they are capable to process only
few trajectories at a time. Hence, they do not account for scalability.

In this chapter, we propose a distributed extension of the sequential algorithm proposed
by Luo et al. [L81], overcoming its limitations in terms of: (1) distributed, scalable and
open-source implementation; (2) higher robustness in case of highly fragmented urban maps;
and (3) the inference of MO movement in trajectories with silence periods (i.e., GPS pings
are missing or compromised for short time periods). Although distributed algorithms for map
matching do exist, their implementations are either private or less accurate than sequential
models. Our implementation is based on the Apache Spark ergfidegnd leverages the
GeoSpark 299 library. Due to its execution engine and in memory computation, Spark
achieves higher performance than MapReduce [65].

The remainder of the chapter is organized as follows. We introduce the formal background
on map-matching in Section 3.2 and our distributed implementation in Section 3.3. In
Section 3.4, we test our algorithm against a real big data case study in the Italian city of
Milan. In Section 3.5, we discuss a summary of the state-of-art related contributions to our
work. Finally, in Section 3.6, we summarize future works to extend our contribution.

3.2 Formal foundation

A Hidden Markov Model (HMM) is a temporal and nite model that describes a probability
distribution over an in nite number of sequencé&s]. The HMM is composed of hidden
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states that emit observable symbols; the goal is to nd the most likely sequence of hidden
states depending on the observed symbols. simebol emission probabilitfor simply
emission probabilitydetermines the probability of a certain state emitting a certain sym-
bol, while thestate-transition probabilitfor simplytransition probabilityy determines the
probability of moving from one state to another. Given an initial stateate sequence

is generated by moving from state to state. The sequence of states is a Markov chain, i.e.
the transition to the next state only depends on the current state. The state sequence is
hidden (i.e., it is not directly observable), while the sequence of symbols generated by the
hidden states is observed. One of the applications of HMMs is to uncover the most likely
state sequence that generates the observed symbols. Map-matching can be modeled as an
HMM, where: states correspond to road segments and symbols correspond to GPS points;
the emission probabilities depend on the geometrical relationships between GPS points (i.e.,
the symbols) and close road segments (i.e., the states), while the transition probabilities
re ect topological relationships between consequent segments. Finally, the HMM identi es
the optimal sequence of road segments that most likely emits the sequence of observed GPS
points. To de ne emission and transition probabilities of the HMM, we recall the de nition

of (GPS) trajectory from De nition 1 and formalize the concept of road network.

De nition 2 (Road Network) A road network is a directed grapB(V; S), whereSis the set
of road segments connecting the set of terminal p&nta route is a sequence of consequent
road segments.

Following the notation provided ir2B7, let us denote with¥; the index of the road
segment in which a MO is possibly located at titnge., X; =[ 1;jS]). With a slight abuse of
notation, we denote witg the i-th segment its. Then, we de ne the emission and transition
probabilities as follows.

De nition 3 (Emission Probability) Given the set of road segmeigsand the MO position
p; at timet, the emission probabilit?(pijX; = i) is the probability of a stateto generate the
observation g

o du(pss) *
P(pX=1)= - -
(p%e=1) &si2n(pusat) dr (P pri(pes)) 1
N(pt;Sa;t) is the operation that returns timeighborhoodof a pointp, i.e., the set of
a closest segments iBwhose distance tg is less than a spatial threshdlddy is the
great-circle distandebetween the poinp; and its projectiorprj() to the road segmest.

1The great-circle distance is the shortest distance between two points on the surface of a sphere, measured
along the surface of the sphere.
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Since road segments are quite dense in urban areas, the road network topology provides
constraints to the map-matching process (i.e., a MO cannot “jump” from road one segment
to another if they are not somehow connected), thus it should be taken into consideration
to de ne the transition probability. In181], the authors estimate the (global) average road
segment length (i.e., 119 meters) and the (global) average distance between successive
GPS pings (i.e., 21 meters) to estimate the transition probability on same road segments
(estimated as 3/5), on adjacent road segments (estimated as 2/5), segments separated by one
road segment (estimated as 1/5), and O otherwise. However, this probability distribution
performs poorly on road networks with high variance on segment length (e.g., a road network
including highly segmented urban roads and long highway segments) and/or on high variance
on GPS sampling rates. Additionally, the higher the resolution of the road network, the worst
the transition probability represents the network topology. For instance, a roundabout with 3
exits is modeled with at least 6 segments (i.e., 3 segments for the roundabout and 3 for the
outgoing roads). As a consequence, if the sampling between consequent GPS pings is not
high enough (e.g., 10 to 20 seconds), then the transition probability assigriei]ins[O
even if the two points are close but farther than 3 segments in the road network. Thus, while
De nition 3 is compliant to [181], we adopt the transition probability from [212].

De nition 4 (Transition probability) Given the set of road segments S, the state-to-state
transitionP(X;j X 1) isaS Smatrix, whereP(X; = jjX 1= 1) is the transition probability
from segment i (i.e., the state at time 1) to segment j (i.e., the state at time t)

.. ) 1 _
P(%= X 1=1)= ;e d=b

where
d=jdu(pspe 1) dr(Pri(pesi); pri(pe 1;9))]

prj projectsp; andp; 1 to road segments; ands;, dr is the length of the shortest-path
between two points, and is a smoothing paramete212. In other words, given two GPS
pointsp; andp; 1, the transition probability is de ned as the difference between the great
circle distance between the two poimks(pt; p: 1) and the road-network based distance
between their projections onto segments of the road netde{ihr j(pe; Sj); Pri(pe 1,;S))-
In fact, in the actual routes there is typically a small difference betwigeemddg [212].

The formal de nition of the map-matching process is summarized in Algorithm 1.
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Algorithm 1 Map-Matching Algorithm

Require: T: trajectory,G(V;S): road networkp: prob. smoothinga: nearest neighbor
card.,t : spatial thr.g: max. route distance: max. route depth

Ensure: M: map-matched trajectory
routes routes of max. distanagand max. deptly . pre-computed to determirgg in
transition prob.
I  155;852S . All segments are equally probable pg
O P(pj%=1);8p:2T;852 N(p;Sa;t) . emission prob. vector
R PX=jjX 1=1):8p;p 12 T;85)2 N(p;Sa;t);85 2 N(pr 1;Sa;t)
transition prob. matrix
M  Viterbi(ST;I;R;O) . Viterbi (state space; trajectory; transition, initial, and
emission prob.)
return M

Figure 3.3: Main transformations involved in the Map Matching process with respect to steps
(A), (B) and (C).

3.3 Algorithm implementation

The algorithm consists of a distributed implementationl@&1], which is depicted in Fig-
ure 3.3. The algorithm undergoes the following steps for each trajectory in the dataset: (A)
computation of the emission probability, (B) computation of the transition probability, and
(C) computation of the result by means of the Viterbi algoritl@4 fo infer the optimal
sequence of hidden states that generates a sequence of observable symbols. As the Viterbi
algorithm map trajectories onto possibly fragmented routes, we embed in this step an aiding
process similar tol[81]. With respect to the sequential implementation provided Bd], we
design the map-matching algorithm in terms of Spark’'s and GeoSpark's Resilient Distributed
Datasets (RDDs) in order to distribute and parallelize the computation of the result for each
trajectory.

Our implementation is publicly available at http://www.github.com/big-unibo/
map-matching. The adopted versions of Spark and GeoSpark are 2.1 and 1.1.3, respec-
tively.
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3.3.1 Emission probability

Given a GPS poing (i.e., an observable symbol in the HMM), the estimation of its emission
probability requires the computation of the neighborhdlfg; S a;t) for each point in

T . This requires a spatiahnge-join(step (A) in Figure 3.3), a spatial operation that
combines two datasets with respect to their element-wise spatial distance (e.g., nding, for
each observed GPS point, the nearby road segments). Note that this transformation is applied
to all GPS points im  independently from the trajectory they belong to, in order to achieve
the maximum degree of parallelism. We rely on GeoSpark's spatial RDDs (SRDDs) to
distribute and range-join the sets of GPS points and road networks; the result is the set
of a road segments closer {® than a spatial thresholkd The ef ciency of the spatial
operation is affected by, as it sensibly reduces the algorithmic search space, whareas
simply determines the size of the output. The setting of these parameters depends on the
cluster speci cs: the highdr anda, the greater the number of candidate segments to be
considered (and nally returned) for each point.

3.3.2 Transition probability

AmongSthere exist unlikely segment transitions (e.g., segments too far for a correct match,
or connected by multiple paths with sensibly different lengths). To lighten the workload,
we prevent the computation of transition probabilities that are close to zero (according to
De nition 4): given two GPS pointg; andp; 1, we consider as candidate states of the
respective points only the road segments that are closet treso, from the list of candidate

pairs of segments, we prune those connected by a shortest-route with depth (i.e., the number
of segments) higher thanor a distance on the road network (i.@z) higher tharg. While

g bounds the routes potentially producing transition probabilities closeddi@hten the
process of the route creation by preventing the computation of long sequences of segments.
Note that the computation of deep routes is necessary in case of highly fragmented urban
areas (Figure 3.2).

To distribute the computation of the transition probability (step (B) in Figure 3.3), given
the result of step (A), we group GPS points by trajectory, we create a sliding window with
size 2 on each trajectory (basically, we build pairgppofind p; 1), and we compute the
transition probabilityP(X; = jjX 1= i) for each pair of candidate segmes{sinds;, with
Si2 N(pi;Sa;t)ands 2 N(p: 1;Sa;t); note that the information about the neighborhood
is kept from step (A). While the estimation @ in De nition 4 is straightforwarddg requires
to compute point-wise distance in the road network. To do so, all routes (i.e., sequences
of road segments) iG(V;S with a maximum distance af and a maximum depth af
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must be computed; thedr is obtained by nding the shortest route for eagtands pair.
Interestingly, as the routes only depend@(V; S), they can be computed once, persisted in
the distributed le system, and then retrieved on demand.

3.3.3 Viterbi computation

For a trajectoryl with jTj GPS points, we could naively compu#e! sequences to nd the
optimal route generating the observed GPS points. However, this solution has exponential
complexity. The Viterbi algorithm is a recursive (optimal) estimation of the state sequence
of a time-discrete Markov proces®4 (i.e., a sequence of events in which the probability

of an event depends only on the state of the previous event) with a polynomial complexity
O(jS3Tj). In other words, the Viterbi algorithm is a dynamic programming algorithm for
nding the most likely sequence of hidden states of a nite-state machine that results in a
sequence of observed events.

When applied to map-matching, the algorithm returns the sequence of road segments
(i.e., a route) that, with the highest likelihood, generates the observed GPS trajectory (step
(C) in Figure 3.3). Intuitively, the Viterbi algorithm detects the most likely transition that
leads into each state at tirhat discards the other transitions into that state, and, when the
algorithm reaches the last timestamp, it determines the most-likely path by concatenating
the states connected by the most-likely transitions. The input parameters required by the
algorithm are: the trajectory; the segment (i.e., state) spagehe emission probability
matrix O (computed for each point as in De nition 3); the initial probability vectpwhere
jlj = j§ andl; = 15§ for each segment i (we consider all the segments equally probable
with respect to the initial GPS point); and the transition probability marfgomputed for
each pair of consequent trajectory points as in De nition 4).

Intuitively, applying the Viterbi algorithm t@ returns the route onto whichis map-
matched by associating to each GPS point an optimal road segment. However, there is
no insurance of consequent GPS points being mapped to adjacent road segments, possibly
resulting in fragmented optimal routes. We embed in the Viterbi algorithm an aiding process
to Il the gaps. In each iteration over two consequent poiptand p; 1, if the shortest
route between the mapped segmeraads’is shorter tham and has a smaller depth than
q, we mapp; 1 also to all the segments included in the shortest path betwaeds’ To
do so, we leverage the possible route that has been pre-computed as in (B). With respect
to [181], the advantage of embedding the aiding process in this step of computation (rather
than after computing Viterbi) prevents an unnecessary further iteration on the map-matched
trajectories.



18 Map-Matching on Big Data

The computational complexity of the Viterbi algorithm can be tackled down by addressing
bothjTj andj§. As tojTj, reducing the trajectory length requires a simpli cation process that
is applicable before the map-matching process (hence is out of the scope of this chapter). As
to ]S, the segment space can be sensibly pruned assuming that, among all the roads segments
in S, only the segments close to the observed points contribute to the matching process with
a non-null probability. For each poim, we only consider the candidate segments in its
neighborhoodN(p;; S;a;t), wherea (i.e., the number of retrieved neighbors) constrains the
Viterbi search space).

Finally, rethinking the Viterbi algorithm is a distributed environment is not straightforward
due to its recursive nature. In this chapter, we limit to apply Viterbilrag-of-taskfashion,
i.e., executing the algorithm to concurrently map each trajectory onto its road network
projection (step (C) in Figure 3.3).

3.4 Evaluation

In our contribution, we engineer the sequential algorithm proposebB [n terms of a dis-
tributed paradigm. Note that, while the distributed implementations described in Section 3.5
approximate the sequential map-matching algorithms, we entirely preserve the accuracy of
the implementation proposed ih§1]. Although the setting of the parameters does have an
impact on the accuracy, the lower bounds that we consider (with reference to Table 3.2) are
higher than the values de ned i181], thus guaranteeing the same minimum accuracy. For
this reason, the evaluation of our implementation is focused on the ef ciency on big data in a
real case study. We run our test on a cluster composed by 11 nodes, each equipped with an
8-core i7 CPU @ 3.60GHz and 32 GB of RAM and interconnected by Gigabit ethernet.

3.4.1 Dataset

We test our implementation against a real-case study scenario in the Italian city of Milan.
The dataset includes 120,000 trajectorieg that contains an average number of 65 GPS
points (resulting in an overall number of 7.8 million of GPS points). The distance between
consequent GPS points is on average of 99 meters, and the average sampling rate is of 0.14Hz
(i.e., 7 seconds). These values, with their respect variances are summarized in Table 3.1.

Our dataset includes ground truth on 50 trajectories. Ground truth data is leveraged to
test the accuracy of the algorithm with respecata , g, . In addition, we used the 50
trajectories to estimate = 10 (as required by [212]).
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Table 3.1: Summary of the dataset features

Feature Value
GPS points B 10°
Trajectories 1210
Avg. trajectory points 6% 42

Avg. ping distance (meters) 9955
Avg. sampling rate (seconds) *76

Figure 3.4: Execution times of the different steps of the algorithm under different parameter
settings; when not speci ed, it@ = 4,t = 100,q = 4, andg = 300.

3.4.2 Efciency

To evaluate our implementation in terms of ef ciency, we rst measure the impact of each
parameter on the execution times of the different steps of the algorithm. We exploit the
metrics of Spark's web GUI to obtain the execution times of the pre-computation of the
routes and the computation of steps (A), (B) in (C). We start from a base con guration where
all parameters are valued at their minimum and, for each parameter, we progressively scale
its value up to its maximum. The results (shown in Figure 3.4) reveal that each parameter
impacts only on one of the algorithm's steps. Increasingeans producing more candidate
segments for each GPS points, thus increasing the complexity of Viterbi (step (C)). A higher
value oft augments the search space of the spatial join to calculate the emission probability
(step (A)). Parameter increases the complexity of the pre-computationootes however,
sinceg is limited to 300, the depth of theutesdoes not actually increase, thus not producing

on effect on step (B). Conversely, a higher valug pfoduces a greater numberrofites

which increases the computation of the transition probability (step (B)).
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Figure 3.5: Execution times of the different steps by scaling the number of worker nodes
(left) and the number of trajectories (right).

Table 3.2: Input parameters; range values are empirically determined

Parameter  Value Meaning
b 10 Probability smoothing
a [4,100 Candidate segments
t [100200 Neighborhood thr. (meters)
q [4;10] Route max. length
g [30G800 Road network distance thr. (meters)

Finally, we evaluate the performance of the algorithm with respect to the computational
power of the cluster and the number of trajectories in the dataset; the results are shown in
Figure 3.5. In the rst case, we scale the number of worker nodes from 1 to 10. The results
demonstrate that the algorithm effectively takes advantage of the higher levels of parallelism,
reducing the execution times from more than 2 hours to as low as 20 minutes. Consistently
with Amdahl's law [17], the speedup is bounded by the serial part of the program and
converges to 7x with respect to the sequential exectitiomstly, scaling on the number of
trajectories shows that execution times increase linearly with number of trajectories in the
last step. The same behavior is not observable in the previous steps due to the overhead of
the parallel execution framework, which hides the actual workload times.

3.5 Related works

In this section, we categorize map-matching related contributions with respect to their
sequential and distributed natures.

As to sequential implementations, ib49, Lou et al. introduce “ST-Matching” to handle
GPS trajectory data at low sampling rates. The idea is to generate all the possible candidate
routes on the map and to identify the-most-likely one by calculating spatial and temporal
probabilities. However, this approach is particularly sensitive to noise, as common errors

2For the fairest comparison, the original sequential implementation should be considered; unfortunately,
however, the authors of [181] have not made the code publicly available.
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in positioning systems lead to the identi cation of erroneous paths. Newson e [
address this problem by adopting a rst-order HMM that models the connectivity of the
road segments and considers multiple path hypotheses. Further accuracy enhancements are
obtained by Lou et al.1[81] by leveraging a formulation based on HMM in which emission

and transition probabilities depend respectively on geometrical and topological information.
The authors leverage the Viterbi algorithm to extract the route that most likely generates a
sequence of observed GPS positions. When estimating the state transition probability, the
topological information on road segments enhance the matching with a sampling rate up to
0.1Hz (10 seconds).

With the rise of big data, distributed implementations have aimed to optimize the per-
formance of existing map-matching algorithms. However, the sequential nature of these
algorithms hinders a trivial reformulation on a distributed environment. For this reason,
a recurring problem in distributed implementations is the trade-off between accuracy and
ef ciency, which is usually in favor of the latter. Almeida et alg] leverage the spatial prob-
ability from the ST-Matching algorithml[7/9 and provide a map-matching implementation
in the MapReduce paradigrd3]. However, they do not take into account the latest enhance-
ments in terms of HMM and road topology. Zeidan et &04] and Peixoto et al. 727
introduce new algorithms that best exploit the characteristics of a distributed environment. In
particular, both contributions rely on the construction of spatial indexes that enable an effec-
tive partitioning of road segments and trajectories, with the goal to minimize the amount of
shuf ed data between the cluster nodes. Although these contributions focus on the scalability
to big data applications, they usually approximate exact sequential algorithms and lack a
sound accuracy comparison against sequential approaches to map matching (whose good
accuracies are well known in the literature). Finally, several spatial libraries (e.g., GeoSpark
[299, SpatialSpark296|, etc.) have been built on top of Spark's RDB(1]; however, none
of these directly addresses map-matching, as they only provide spatial indexing and querying.

3.6 Conclusion

We engineered a Spark-based distributed map-matching algorithm inspired by the sequential
implementation provided by Luo et alLl1]. Our algorithm entirely preserves the accuracy

of the sequential implementation (which, to the best of our knowledge, achieves a higher
accuracy than the existing map-matching algorithms) and it has been tested on a real dataset
of 120,000 trajectories (for a total of 7.8 millions GPS points). Also, we overcome the
limitations of [181] in case of highly fragmented urban networks.






Chapter 4

Trajectory Privacy

4.1 Introduction

Privacy is usually referred to as tHability of an individual to control the terms under
which personal information is acquired and usd@81]. Privacy entails the protection of
several data aspects such as collectZ98], mining [195, querying R14], and publication

[100. Each of these aspects involves its own privacy protection models as well as measures
to evaluate privacy level. We focus on data publication in this chapter, i.e., releasing
datasets without leaking any sensitive information. Privacy-preserving data publishing has
been extensively studied in the database community, and well-known techniques have been
proposed to anonymize tabular records stored in the database including k-anor2a8ity [

267 (introduced in 1998), I-diversityl[84 (2006), t-closenesslf( (2007), differential
privacy [76] (2006), and plausible deniability [30] (2017).

With the increasing popularity of GPS-enabled devices, a wide range of location-based
services keeps track of moving objects, resulting in massive available spatial trajectory data.
Nowadays, trajectory data analysis has become ubiquitous, as evidenced by a huge amount
of trajectory-related techniques, which can bene t various real-world applications including
urban planning, traf c management, personalized recommendation. However, the analysis
of trajectory data can disclose sensitive information of an individual, making it essential
to design techniques for privacy protection. In general, the protection of trajectory privacy
is based on two major directionkcation-based servicg BSs) andprivacy preserving
trajectory publication(PPTD). On the one hand, privacy protection in LBSs requires that
a suf cient quality-of-service is ensured while preventing an adversary to learn the exact
locations of an individualg4]. On the other hand, privacy concerns hinder data-holders in
the publication of private trajectories which, therefore, has spawned extensive research on
privacy-preserving trajectory data publishing. These directions are orthogonal and can be
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distinguished according to the amount of adversary's knowledge (i.e., a sequence of real-time
locations for LBSs; the entire movement history for PPTD) and the protection scope (i.e., the
current location for LBSs; the entire trajectory for PPTD). We focus on PPTD in this chapter,
considering the proliferation of applications relying on the availability of trajectory data.

Formally, the trajectory of an individual is recorded as a sequence of (geo-position, time)
ordered chronologically. Although trajectory data is representable in a tabular format (e.g.,
organizing each individual and the whole moving history as a record), trajectories cannot be
easily anonymized as “classic” tabular data due to the following reasons:

» Trajectory data ful lls spatial constraints (e.g., mobility in an urban area).

» Trajectory locations are not independent (e.g., there is spatiotemporal continuity
between adjacent locations; it is impossible to jump from a road to another).

* Although trajectory data is highly sparse, only a few locations can link 95% of individ-
uals [64]. The longer the trajectory, the easier to break individuals' privacy.

» Trajectory locations represent geographical features mappable into semantics (e.g.,
POIs) that can directly re ect individuals' interests and demographics.

» Trajectories do not have xed quasi-identi er295 54]. Sensitivity depends on
both single locations and arbitrary spatiotemporal patterns (e.g., day and nighttime
mobility).

The sensitivity, uniqueness, and low anonymizability of trajectory data raise many
issues and concerns, and hence extensive research has been conducted to develop effective
techniques for privacy-preserving trajectory data publishing. In 2000s, two main approaches
ad-hocfor spatiotemporal data were introduced to protected individual locations either by
producing dummies locations indistinguishable from the real ob&§ [2005) or by mixing
identi ers of individuals entering/leaving mix-zone217 (2008). Due to the need for
publishing trajectories, both dummy and mix-zone models have been adapted to trajectory
data. Additionally, since 2008enericprivacy models for sequential patterr&6p, 184, 170,

76, 30] were also specialized to protect trajectory data, with trajectory k-anonymity being
implemented rst P10 by making a trajectory indistinguishable in an anonymity group
including k-1 other trajectories. Differential privacy has been introduced for trajectory data
in [48] (2012), where, rather than generalizing/suppressing locations to achieve k-anonymity,
the authors release synthetic trajectories resembling the original ones. Recently, |-diversity,
t-closeness7( and plausible deniabilityd0] have also been applied to trajectory data to
protect semantic locations (e.g., home, work, and frequently-visited pubs).



4.2 Sensitive data and attacks 25

We analyze and organize the articulated spectrum of threat and anonymization models
on the publication of trajectory data. Understanding which anonymization models ful Il
the publication requirements is hard especially because ad-hoc privacy and utility metrics
are usually leveraged in these papers, requiring exhaustive comparison which is missing in
these works. Our goal is to provide a comprehensive and clear overview of the privacy issues
related to trajectory data as well as the privacy models countering these issues. Overall, the
main contributions are the following.

» We provide a detailed overview of the sensitive information and privacy attacks on
trajectory data to highlight the privacy issues related to the publication of trajectory
data.

» We conduct a systematic analysis of models applied to trajectory data publishing and
the ways to quantify their privacy and utility, based on highly-cited papers found in
DBLP, Scopus, and Google Scholar.

The remaining of the chapter is organized as follows: we summarize the privacy threats
in Section 4.2 and the state-of-the-art privacy protection models for trajectory in Section 4.3.
Finally, we summarize future research direction in Section 4.4.

4.2 Sensitive data and attacks

Sensitive data is personal data (iany informationrelated to an identi able natural person)
which, by its nature, is particularly sensitive in relation to fundamental rights and free@pms [
(e.g., which might cause forms of discrimination or undesired pro ling). In this section, we
categorizevhatsensitive data are exposed by spatiotemporal patterndgyamftechnically)

attack models exploit these patterns on published trajectory data. At the end of the section,
Table 4.1 connects and summarizes these two directions.

4.2.1 Sensitive data

By taking inspiration from GDPRZ], we distinguish three categories of sensitive data:
identity(i.e., any data that directly identi es an individual; e.g., scal code and social security
number) personal datgi.e., any information related to an identi able person; e.g., religion
and ethnicity), andocial relationshipgi.e., any relationship between natural people; e.g.,
friendship or partnership). Despite the value of trajectory data is out of question, its peculiar
spatiotemporal, sequential, and recurrent natures threaten the protection of sensitive data.
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Identity: As human mobility is highly uniquedH], individual trajectories act as nger-
prints, since individuals in trajectory datasets are likely to be re-identi ed using only on a few
known locationsFor instance, a trajectory in a rural area generates outlier locations that are
easily exposed3y0(Q, and the identity of an individual might be uncovered by linksigared
paths(i.e., connecting individuals with high trajectory similarity). Additionally to single
trajectory locations, individual moving history unveils personal routines and idiosyncratic
behaviors that are easily linkable to individual identities. For instanceyelsonal gazetteer
identi es recurrent locations in everyday life, such as home, work, and favorite restaurant.
Similarly, thelocation probability distributionidenti es how likely an individual is in a
given location at a given time. Although some spatiotemporal patterns are extracted for the
good purposes such dsstination predictiof287], point-of-interest (POI) recommendation
[312 317], andpersonalized navigatiopt1, 59|, acquiring these distinguishable knowledge
dramatically enhance attackers' capability of identifying a speci c individual.

Personal data: Beside identi cation, personal gazetteers (e.g., frequented locations,
check-ins, POIs) and individual mobility also unveil personal data. The semantic information
on locations contained in personal gazetteers (e.g., Mosque or Catholic chuinciteBor
B&B) expose individual habits (e.g., religion, wage) to user pro li®g]. Similarly, mobility
preference®r recurrent mobility patternge.g., how likely an individual rides a bicycle
instead driving of a car, or knowing her preferred routes or frequent stops) vary from person
to person 203 207, exposing even religiorgp]. Indeed, by the analysis and prediction of
individual trajectories, it is possible to infer demographics, lifestyle, and previously-unknown
locations L0, 266. Interestingly, also fronaggregated location statistig¢g.g., the number
of individuals covered by a GSM cell) it is possible to infer the presence of an individual in
certain dataset, allowing the inference of her personal data related to the dataset (e.g., her
health condition if the dataset is about the movement of hospitalized people).

Social relationships: Social relationships affect user mobilitg1]. Following the
ever-increasing amount of geo-tagged contents (e.g., check-ins or geo-localized games),
individuals not only expose themselves through personal gazetteer, but also give the chance
of inferring their social relationshipsl8Z. Additionally, the spreading of positioning
systems (e.g., GPS and wireless access points) exposes aggregated patterns such as the
encounterof people in area of interest (i.e., a continuous time interval in which individuals
are close in space; e.g., concerts and manifestations). For instance, as individuals tend to
group in communities (e.g., family and colleagues) the encounter and proximity of people in
restricted areas unveils social ties based on co-located trajectories [28].
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4.2.2 Attack models

An adversary can gather sensitive data on individuals within or across the datasets. The
research community is paying much attention to the issue of privacy. While some researchers
continuously invent new algorithms to effectively anonymize sensitive data without compro-
mising its analytical power314], others keep discovering ways to break such anonymity
[226. Among the most famoude-anonymizatioattacks is 207], where more than 80%

of the anonymous users published by Net ix for a competition had been re-identi ed by
matching them with those on the publicly available Internet Movie Database (IMDB). De-
anonymization techniques can be applied to very different kinds of data. For instance, some
works study social network relationships to infer users' identit28[256], while others

rely on pro le data (e.g., username, gender, age) [109, 204].

The sensitivity of trajectory data opened new opportunities to specialize generic attacks to
the spatiotemporal domain. We classify existing attack models in two orthogonal categories:
linkageandprobabilistic Linkage models refer tavhat sensitive data is inferred and are
categorized depending on such information, while the probabilistic attack model quanti es
how muchknowledge is revealed by accessing the dataset.

Linkage

Depending on the target, linkage attack models are categorizegond (i.e., inferring
individual identity),attribute(i.e., inferring personal data such as heal condititable (i.e.,
inferring personal data through the presence kri@vnindividual in the dataset), argltoup
(i.e., inferring social relationships).

Record linkage: An adversary with some background knowledge (e.g., exposed locations
[225, 174, origin and destination location4 93, and social relationshipglp]) can try to
identify the record of a known victim (i.e., perform an identi cation attack). Record linkage
is the principal attack addressed by the state-of-art contributions.

Record linkage is formalized as a k-nearest-neighbor search (i.e., nding the most similar
k individuals to the given one) ill4g. While in [230, the authors model a linkage attack
as a bipartite graph in which individuals are modeled as two disjoint vertex sets connected
by edges weighted by the similarity between the two individuals (e.g., the number co-
occurrences at a certain spatiotemporal bin). The maximal match within the bipartite graph
[167) identi es the optimal linkage. Linkage attacks differentiate by how individual similarity
is computed (i.e., what spatiotemporal patterns are exploited to link two individuals). We
distinguishbehavioral similarityandpoint-wise matching
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Behavioral similarity approaches measure the similarity between two trajectories by
extracting a behavioral model from both of them and by computing the similarity between
the models. One of the most common models is based on the extraction of stay points
[205 206, 189 172 98]. In [285, the authors exploit the uniqueness and regularity of
human mobility P54 (e.g., night and daytime mobility behaviors) to recover individual
trajectories from aggregated mobility data without any prior knowledge; given a dataset
representing the number of trajectories in a cell at a given time, the authors iteratively estimate
the probability for a single individual to move from a cell to another in its neighborhood and
link adjacent locations by maximizing such probability. However, the issue with behavioral
similarity approaches is that they require the adversary's knowledge to be suf ciently rich to
build a model that can be compared with the one built from the anonymous source — which
is not the typical case. For instance, in the case of social networks, only a few points per user
are known to the adversary with respect to the length of the anonymous trajectories. Indeed,
these works are all veri ed by relying on the same dataset to extract both training and test
sets of the approach.

Point-wise matching approaches measure the similarity between two trajectories by
evaluating the match of the single points of one trajectory against the other; each match
is assigned a&coreor a probability, which is then used to compute the nal similarity
[38, 183 230. Differently from behavioral similarity approaches, point-wise matching
ones are usually applied to data coming from different sources (e.g., anonymous GPS
trajectories, and public social network data). For instarg(j[measures the probability of
encountering a certain user in a certain location and point in time. Similari234j, [the
authors use the frequency of user login in different locations to approximate the probability
of visiting these locations. INPQ, the authors discretize a map in a uniform grid, de ne
the similarity between two individuals as the Jensen-Shannon divergence between their
two location probability distributions, and nally link users minimizing the divergence. In
[74], the authors link datasets through a spatiotemporal join on co-occurring locations and
time periods (known locations or areas can be leveraged to prune the join spaddf,In [
the authors map trajectories into road network locations, build compressed spatiotemporal
signatures by selecting the locations with the highest TF-IDF score, and formalize linkage
as k-nearest neighbor problem. While these attacks are based on trajectory micro-data, i.e.,
raw trajectory locations, aggregated trajectory data (e.qg., the count of users in different areas)
also pose privacy issues.

Attribute linkage: If sensitive values frequently occur within similar trajectories, an
adversary can uncover sensitive information even though cannot unequivocally isolate single
trajectories (i.e., she performs an attribute linkage attack but not a linkage attack). Despite
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value diversity can be ensured through [-diversity, if distinct sensitive values sharing a
semantic similarity occur frequently within trajectories, an adversary can still cause a privacy
breach (i.e., perform a similarity attack).

POls and personal gazetteer easily expose personal data, since they characterize the
individual interests§0]. Examples of POIs are home, work, religion or political parties
locations [LO]]. Revealing the POIs can cause a privacy breach as this data may be sensitive
(e.g., frequent visits to a hospital suggest potential diseases)01h fhe authors introduce
a Markov model that represents the mobility behavior of an individual. POls are states and
transitions correspond to movements from one POI (i.e., state) to another. Then, the authors
leverage such model to infer home locations (i.e., where individuals usually spend their
night) and regular patterns emerging from circles in the mobility models. In [303], for each
individual in a dataset of call records, the authors extract her “top N” locations (i.e., locations
with high frequency) and join them with census data. 16(, the authors introduce an
algorithm to classify the POI semantic. Given two government diary studies (i.e., logs of
two-day individual locations), a multi-class classi €9 is trained to assign semantic labels
based on individual demographics, time of visits, and nearby businesses. Furthermore, by
extracting and predicting individual movement patterns (either short-28ih r even up
to a year £38), it is possible to infer sensitive information such as the mode of transport,
demographics and lifestyldQ1]. In [313, given a dataset of locations check-ins, the authors
use spatiotemporal knowledge and the regularity of human mobility to classify demographics
attributes such as gender, age, education, and marital status based on the individual's POIs
extracted from check-in dataset. B, a Reddit user identi ed Muslim taxi drivers in New
York City by integrating anonymized taxi trips data to the to the daily praying times. By
uncovering which taxi drivers were inactive at such times, it is possible to infer sensitive
information such as religion. 119[7], the authors collected and integrated GPS locations with
open data to pro le the income, home and working locations of individuals frequenting a
speci ¢ mall by summarizing frequent location patterns.

Table linkage: The inference of an individual presence in a private dataset set can leak
sensitive information. For instance, learning that a victim is part of a dataset of hospital
patients implies learning that she suffers some dise2&8.[Membership disclosure attacks
determine the presence of target individuals within a datase22n,[the authors train a
classi cation model to infer whether an individual is part of the aggregated released data.
Given a trajectory dataset, the authors extract features for each region of interest (e.g.,
variance and sum of values of each location over time) to train a classi er. A peculiar case of
disclosure—not directly related to individual privacy—is the identi cation of military bases
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from the publication of a visual map representing sport activities using the Strava mobile
application [135].

Group linkage: The analysis of trajectory data can leak social relationships between
individuals with the published dataset. For instance, individuals in the vicinity of each other
on a frequent basis can share home or work place, or share the same religious and political
orientation [LO]]. In [51], the authors investigate the in uence of social relationships on
human mobility, showing that social relationships can explain about 10% to 30% of all
human movement. 12, the authors exploits the ubiquity of Wi-Fi access points to infer
social ties based on co-located trajectories. Individuals tends to group in communities (e.g.,
family and colleagues) where community members share some traits stronger than with
non-membersd5]. Relationships can be represented by an undirected weighted graph where
vertexes are individuals, edges are relationships, and edge weights quantify the relationship
intensity. Communities are represented as sub-graph28]nthe authors characterize
relationship types: friends, classmates, and others. To construct the ground truth data, each
relationship is assigned one (or more) labels based on survey questionnaires. The authors
de ne anencounteras a continuous time interval in which individuals are close in space,
then extracts spatiotemporal features to train a classi er to label social relationships.

Probabilistic

A probabilistic attack quanti ebow muchinformation an adversary can gather by accessing
the dataset rather than focusing on exactly what records, attributes, and tables the adversary
can link to a target victimI0Q. Intuitively, the access to a trajectory dataset should not reveal
too muchadditional information to what is already known to the adversary. Probabilistic
attacks can be understood as a generalization of attribute linB8gesince their goal is
not to infer a speci ¢ sensitive attribute, but rather to increasegdeericknowledge of
an adversary. For instance, given some locations known by an adversary, while linkage
attacks focus on speci ¢ sensitive data, a successful probabilistic attack can reveal the entire
trajectory of an individual (as in record linkage) as well as the sensitive attributes related to
that trajectory (as in attribute linkage).

Recently, probabilistic attack has been formalizedlibtd, where givert known loca-
tions, an adversary is limited to learn only additioadbcations. The adversary knowledge
can be any continued sequence of spatiotemporal samples, and the maximum additional
knowledge that she can learn is called leakage. Simil&26g[formalizes a probabilistic
attack as the probability to learn a location previously unknown, and produces a privacy
model to remove all the privacy breaches given some known locations. Intuitively, such



4.3 Protection of trajectory privacy 31

Table 4.1: Categorization of sensitive information, sensitive spatiotemporal patterns, and
attack models

Sensitive data Attack Model Exploited spatiotemporal pattern ~ Attack models
Known locations [225, 174, 193]
. ) Location probability distribution [74, 230, 190, 285, 148]
Identity Record linkage  po| / Personal gazetteer [91]
Shared path [278]
) _ Recurrent mobility pattern [101, 287, 86]
Attribute linkage  pQy / Personal gazetteer [101, 303, 160, 313, 60, 97]
Personal data Probabilistic attack ~Known locations [119, 266]
Table linkage Aggregate statistics [227]
Social relationship  Group linkage Encounter [28]

probability is related to the uniqueness of unknown locations belonging to the trajectories
containing the known locations.

4.3 Protection of trajectory privacy

We categorize the privacy models for the release of anonymized trajectory datanas
or ad-hoc Formal privacy models are independent from the data type, and adapt the ones
introduced in Section 4.1 to spatiotemporal data (e.g., k-anonymity to produce groups of k
trajectories). Ad-hoc models are speci ¢ to spatiotemporal data and mobility features (e.g.,
road networks constraints). We organize the content of the section at an increasing level
of details. We rst introduce each privacy model and its related works, then we describe
the main contributions in detail. Privacy models and countered attacks are summarized in
Table 4.2.

Note that many privacy models are built atgpneralizationand suppressiorprimi-
tives. Generalizationl[03 coarsen sensitive locations to reduce their sensitivity. However,
generalization achieves anonymization for very coarse trajectories (e.g., at city &lel) [
Suppression deletes sensitive locations to prevent de-anonymization through idiosyncratic
trajectories. Additionally, as long trajectories are rarer than shorter ones (e.g., a two-week
trace reveals 50% population's top two locatio883), splitting a trajectory to anonymize
its subparts retains higher utility [266].
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4.3.1 Formal models

These privacy models de ne privacy on formal requirements usually expressed as parameters
of the anonymization process. Some of the following models address quasi-idepti er
attributes, i.e., attributes enabling to breach privacy after the anonymization process. For
instance, even after removing direct identi ers (e.g., social security number) from census
data, it is possible to recover the identity of 87% of the US population through birth date,
zip code, and gender attribute®l] 261]. Given a dataseD, D(QI) denotes the records
containingQIl (e.qg., the trajectories containing the locatigjs.

k-anonymity

Among the anonymity models, k-anonymity counts the highest number of contributions due
to its intuitive anonymization approach. A dataBesatis es k-anonymity if each value in
D(QI) appears in at least k records. k-anonymity counters record linkage by ensuring the
indistinguishability of an individual within an anonymity group that minimizes information
loss (intuitively, how much distortion is required to hide the individual). Since optimal
k-anonymity has been proved to be NP-hatflq, k-anonymity models share a two-step
greedyprocedure: building groups of at least k trajectories and anonymizing the trajectories
within each group.

(k,d)-anonymity is the rst application of k-anonymity to trajectory data. NWA [
models trajectories as a cylindrical volumes; if two trajectories move within the same
cylinder (i.e., are closer tha), they are indistinguishable. Since NWA measures trajectory
distance with the Euclidean distance, W4%] ¢xtends NWA to overcome the Euclidean
distance limitations (e.qg., it is only applicable to trajectories with equal length) by introducing
an edit distance between two trajectories. Since their introduction, NWA and W4M inspired
further contributions to further reduce information loss, such as applying the minimum
description length principle to a distance metfiéT], coarsening timestamps to increase
the anonymized trajectorieS(], and enabling custom k for speci c trajectories and time
intervals [185, 158, 138].

Rather than a cylindrical volume, GLOVHE1§ represents a location as a rectangle
in space and time, and iteratively merges the two trajectories at minimum stretch effort;
intuitively, the stretch necessary to produce a new generalized rectangle including two
locations. If generalization requires a big stretch, locations are suppressed. Similarly, KAM
[199 merges locations into density-based clusters, transforms trajectories to sequences of
cluster centroids, and prunes all the trajectories whose path is shared by less than k other
trajectories. Rather than locations, TOHB][groups trajectories with the same start/end
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timestamps in anonymity groups of size k, and iterates over the remaining trajectories to
add subtrajectories to existing groups with the same start/end timestampg.1]lrefter
grouping trajectories by start/end timestamps, the authors build a weighted graph for each
group where vertexes are trajectories, and trajectories overlapping in time are connected by
edges weighted with their Euclidean distance. The authors partition the trajectory graph
connected components until no connected component with more than k vertexes exists.
SwapLocations{Z] clusters trajectories overlapping in time, and, for each cluster, swaps
close spatiotemporal locations among trajectories.

While k-anonymity makesio assumptioron the apriori adversary knowledgeT-k
anonymity P25 ensures indistinguishability against an adversary knowing any sequences
of mlocations by computing all the subtrajectories with length upytand by iteratively
generalizing locations with supportk. k' ‘€-anonymity fL19 bounds the amount of know!-
edge an adversary can get, ensuring that any adversary with a knowledge on locations over a
time periodt can only discover additional locations over a time pego#! ¢-anonymity is
a variation of K>-anonymity where mt.

Detailed description of the main contributions. NWA [4] and its extension W4MY],
as well as GLOVE 118, are well-known implementations of trajectory k-anonymity, and
are often taken as baselines in privacy-model comparisons.

NWA models a trajectory as a cylindrical volume where radiugpresents the location
imprecision. Two individuals moving within the same cylinder are indistinguishable, leading
to (k,d)-anonymity. NWA coarsens the timestamps of begin/end trajectory locations within
an interval of length and groups trajectories by begin/end timestamps. Then, NWA clusters
the trajectories in each group by selecting the cluster centers ( rst the trajectory farther from
the dataset center, then the farthest trajectory from the previous center), adding to each cluster
the k-1 closest trajectories and assigning the remaining trajectories to the closest cluster
within a given radius. Clusters with less than k elements are discarded. Finally, NWA maps
each cluster into a (&)-anonymity group by moving the original locations and minimizing
distortion (i.e., the Euclidean distance between trajectories). First, NWA obtains cluster
centers fod = 0 (i.e., the mean location), then it moves the points outside a disk with radius
d along the center-point direction. As the Euclidean distance is de ned for trajectories with
the same number of points and does not capture subtrajectories slightly shifted in time, W4M
[5] introduces a similarity function based on the edit distar2] between two trajectories.
Intuitively, an edit operation occurs when two trajectory locations are far in space/time. This
time-tolerant distance removes the need to group trajectories into equivalence classes.

GLOVE [118 represents a location as a rectangle in space and time (at the beginning, each
rectangle collapse to the location point), and achieves k-anonymity through generalization
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and suppression. GLOVE measures the stretch effort (i.e., the smallest loss of accuracy
necessary to generalize two locations to an indistinguishable one). Given two locations, the
stretch effort measures how much the spatial (and temporal) rectangle should be extended to
cover the minimum area including both spatial (or temporal) rectangles. As in hierarchical
clustering, GLOVE iteratively merges the two trajectories at the minimum stretch effort by
merging each location in the longer trajectory to the location in the shorter trajectory at the
minimum sample stretch (and vice-versa). If generalization requires a big spatial stretch, the
two locations are suppressed.

I-diversity and t-closeness

If individuals within an anonymity group share similar sensitive values, the adversary infers
sensitive information. I-diversityl[84] ensures that an anonymity group contains at least
well-representedalues for each sensitive attribute. Several de nitions of well-represented
values exist. For instance, a dataBetatis esdistinctl-diversity if the number of values
for the sensitive attribute iD(QIl) is greater than or equal to Additional de nitions of
well-represented values are based on entropy and frequé8dly When applied atop k-
anonymity, I-diversity counters both attribute and record linkage. However, assuming that the
distribution of the sensitive attribute “Sex” is 99% female and 1% male, distinct 2-diversity
creates at mogDj] 1% groups (each group contains 1 “male” value) for which an adversary
knows that 99% of the individuals in each group are females (skewness attack). Additionally,
when sensitive values in a group are distinct but semantically similar, an adversary can learn
sensitive information (similarity attack). t-closeness overcomes the limitations of I-diversity
in the protection of attribute linkage threats. t-closené&3§)j[ensures that the distance (e.qg.,
Earth Mover's Distance436]) between the distribution of sensitive attributes within a group
and their global distribution is smaller than

Given raw trajectories labeled with semantic data (e.g., home, work, pub, cinema),
KLT [270 applies I-diversity and t-closeness to ensure that each location in a trajectory
is mapped to heterogeneous semantic classes of POls. Only KLT adopts I-diversity and
t-closeness formulations, but others provide models inspired by I-dive{Kit(), -privacy
[49] guarantees that any subsequeqoef any knownL locations is shared by at least
K records and that the con dence to infer any sensitive valu$ from g is at mostC.
Any subsequenceg (with 0< jgj L) such thaD(q) does not satisfy KCL conditions is
suppressed. Similarly, PPTD 46 suppresses a critical subtrajectdryf the possibility
to link a MO in the private dataset is higher than a given threshal&,()-privacy [175
guarantees that any subtrajectoris contained in a group of at least k elements, that the
probability of inferring a sequence bfsensitive locations frorh is lower thana, and that
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the probability to infer a sensitive values lower thana. (I,a,b)-privacy [294 ensures
distinct |-diversity,a -sensitivity (i.e., the probability to infer sensitive value is belayy
andb-similarity (i.e., the probability to infer a value within a sensitive group is beigw

The authors identify critical sequences of maximum lengtfupper bound to the adversary
knowledge) and modify/drop them to enforce |-diversaysensitivity andb -similarity.
c-safety PO]] protects semantic trajectories based on the generalization of visited places
within a POI taxonomy. This is similar to I-diversity, but the number of sensitive places is
not xed.

Detailed description of the main contribution. KLT [270 is the only approach imple-
menting both |-diversity and t-closeness. Given raw trajectories labeled with semantic data
(e.g., home, work, pub), the authors leverage I-diversity to ensure that each location in a
trajectory is mapped to heterogeneous semantic classes of POIs. The authors partition space
into regions containing POIs from different classes. Each region is regarded as a vertex in
graph connecting neighboring regions via bidirected edges. Given two locations in regions
la;Ip the authors apply Dijkstra to nd the shortest path betwikgeandl, and create a new
connected regioly,. As to time, each location has a time digtta+ da] and[ty;t, + dp] that
is generalized tftc;tc + dc] = [ minf ty; t,g; max ta + da;ty + dpg]. Then, the authors extend
I, to l¢, to satisfy I-diversity. Iflc, has at leastll categories of POIdg, corresponds th, .
Otherwise, the authors calculate the categories of POls and the area for each region, then
pick the neighboring region with minimum area among the ones that, if merded satisfy
I-diversity. Finally, the authors nd a regiolg that extends regioh, to satisfy t-closeness.
t-closeness is guaranteed by constraining the Kullback-Leibler divergence between the POI
distribution oflc, and the POI distribution of the whole dataset. If t-closeness is already
satis ed, | corresponds tt,, elselc, is expanded until the requirement is satis ed.

Differential privacy

Differential privacy [/6] ensures that the presence of a record in a dataset leaks a controlled
amount of informatiore. An algorithm f satis ese-privacy if for any two dataset®;
andD3, that differs of one record, and all s&bf values in the image of the algorithm (i.e.,

S Rangéf))itis

Pr(f(D1)29 ¢€° Pr(f(D2)29

wherePr denotes the probability to observe a speci ¢ output.
Several randomized mechanisms achieve differential privacy for trajectory data. The
Laplace mechanisradds a controlled amount of noise drawn from the Laplacian distribution



36 Trajectory Privacy

Lap(%) [76] to the functionf to compute. Tuning depends on theensitivityd f, i.e.,

the largest effect ori's output that the presence of a single individual has. For instance,
if f returns the number of rows in the datadetD! R= |Dj,itisdf = 1. The Laplace
mechanism requires the imagefofo be real numbers, and is mainly applied to anonymize
aggregate queries (e.g., count queries). Several algorithms adapted it to gsyettettc
trajectories (i.e., data not preserving truthfulness at record level) from the original data
distribution. To this end, trajectories are commonly represented in a pre x tree to which
Laplacian noise is added (e.gL33), and/or statistics on the original trajectory dataset are
extracted to generate synthetic trajectories representing such statistics (e.qg., [125]).

DPT [133 adapts the Laplacian mechanism to pubbghthetidrajectories. The authors
discretize space in hierarchical grids and build a pre x tree for each grid. The tree nodes
represent grid cells, and count the trajectories moving through these cells. To achieve
differential privacy, the authors add noise from the Laplacian distribu##éhtp trajectory
counts, and nally join paths with increasing length to synthesize anonymized trajectories.
While DPT [133 synthesizes spatial trajectories, SafePa#) §ynthesizes spatiotemporal
trajectories by adding the timestamp location to the pre x tree, 808/ [also synthesizes
trajectories with sensitive attributes. DP-STARY synthesizes trajectories by injecting
noise to the utility features introduced in DPI3[: density grid, mobility model, trip
distribution, route length). As for the density grid, note that the probability to transition
from a location to another depends on the grid structure (e.g., a ne-grained grid has many
cells—some with very few visits—and requires more noise addition). DP-STAR samples
trajectory's start/end points and length, and estimates intermediate locations using a random
walk on the mobility model and the probability to reach the nal location from the current
one. Similarly, DP-WHEREZ198 adopts different statistics to synthesize trajectories from a
dataset of geo-localized phone calls (e.g., calls per day, call time, and call location).

The Laplacian mechanism requires a differentially-priviateat maps datasets into real
numbers. However, can map datasets to data structures (e.g., clustering partitions). The
exponential mechanism 94 samples the synthesized output from a probability distribution.
Intuitively, the exponential mechanism generates arti cial samples that preserve the same
distribution of the original dataset (i.e., records which represent the input data)p&ssible
record gets a score based on its likelihood to be derived from the input data, and records
with high scores are drawn. However, the sampling complexity grows exponentially in
the probability space. For instance, it8f, the authors formalize anonymity groups as
the ones with the highesitility (i.e., intra-group similarity) among the groups in all the
possible partitions, but, being the number of partitions exponential, the authors provide
a sub-optimal solution which leverages a single partitioning instance. Similarlyo8 [
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the authors assign a utility to k-means clustering in terms of intra-cluster distance and
sample a clustering partition from an exponential distribution1#Vv], generate synthetic
trajectories by incrementally sampling the next trajectory location distance and direction
from exponential distributions.

Finally, differential privacy can be achieved via randomized response, i.e., deciding by
chance whether to return tlaetual outcome or a randomized one. 240, the authors
sample trajectory locations and interpolate the missing ones. Since locations adjacent
to sensitive ones may leak sensitive information, Lclek81] determines the correlation
between sensitive and adjacent points. For each sensitive region, Lclean nds sequences close
in space/time that either do not contain sensitive information or that show strong correlations.
Given the sequences, Lclean substitutes trajectory subsequences via randomized response,
making it impossible for an adversary to predict sensitive regions.

Detailed description of the main contribution. DPT [133 is a well-known model for
differential trajectory privacy often referred to as a baseline for comparison. The authors
leverage the-gram model introduced im[/] to represent the correlation between trajectory
subsequences, and discretize space using a hierarchical reference system, i.e., a set of
uniform grids with increasing resolutions. Different reference systems capture movements
(i.e., consecutive locations) at different speeds. Within each reference system, individuals
are constrained to move from a cell to a neighboring cell. If a movement is too fast to
be captured within the same reference system, individuals jump to a coarser one. To each
reference system corresponds a pre X tree of deptivhose nodes count the trajectories
moving from the root cell to the current one. The authors add Laplacian régsm[the
nodetrue counts, and decide whether to prune a node by comparimgisycount with a
thresholdQ. The exploration ends when either the depth of the tree reacbeso node can
be further expanded (i.e., the noisy counts do not @assthe privacy budget is exhausted).

The authors leverage an adaptive allocation of the privacy buddet a shorter path, each

node in the path should receive more privacy budget. The authors estimate the length of a
path based on known noisy counts and then distribute the remaining privacy budget. Then,
the authors drop the trees with high noise and low utility. As trajectory directionality could be
lost due to noise addition, the authors weight the sampling of synthetic trajectories with the
likelihood for an individual to move from a cell to another. Based on the 1-st order Markov
assumption, given the noisy pre x tree, synthetic trajectories are built by joining n-grams
sharingn 1 elements.
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Plausible deniability

Plausible deniability30] generates synthetic data with differential privacy guarantees. For
any dataseb and any outpuy = M(d;) with d; 2 D, y is releasable witlk; g)-deniability if
there exist at least k-1 distinct records such that forign@ f 1;:::;kg

1 Pr(y= M(d))
Pr(y= M(d)))

wherePr denotes the probability to observe a speci ¢ output. In other words, an adversary
cannot tell if a synthetic record has been generated by an individual in the original dataset.

Detailed description of the main contribution. The only implementation of plausible
deniability for trajectory data i2P]. SPLT [29] generates synthetic trajectories with high
semantic similarityand lowgeographic similarityto the original ones. Semantic similarity
simg re ects if pairs of locations have the same semantic, while geographic simisamigy
correlates movements through locations. Given two individuals, vgimtg is usually low
(i.e., the two do not frequent tleameplace),simg can be high (i.e., the frequented places
are semantically similar, for instance “home” and “work”).

Firstly, the authors sample real traces (i.e., seed dataset). For each seed, the authors
compute a 1st-order Markov model representing the probability to visit and to transition
between locations. Individual mobility models are averaged into an aggregate one. Secondly,
the authors build a location semantic graph in which vertexes are locations, and edges are
weighted with the semantic similarity between locations. Such graph is clustered in classes,
such that locations in the same class are visited in same way regardless their geographic
positions. Thirdly, the authors replace the geographic locations in the mobility with all
the locations from the same semantic class. Any random walk is a valid trace that is
semantically similar to the seed. To enforce geographical consistency with the general
mobility model, the authors encode traces into an HMM (symbols are locations, observations
are the semantic classes, transition probability matrix follows the aggregate mobility model)
to nd the sequence of locations that most likely generated the semantic one by using
the Viterbi algorithm. Finally, the authors run a privacy test to decide whether to release
each trace undestatistical dissimilarityandplausible deniability Statistical dissimilarity
ensures independence by measuring the EDR distance between the synthetic/seed probability
distributions, and by measuring the distance between the two traces. For albsewbs
respective synthetic trajectorids the trace is rejected if eithesimg(f;s) d orjf[

§ d. Plausible deniability implies that a synthetic trace is generated by multiple seeds.
Given the dataset of trajectories discarded as seeds, the synthetic trace g&tid)es
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plausible deniability if there are at ledst 1 alternative tracea 2 A such thatjsimg(s; f)
simg(a; f)) d.

4.3.2 Ad-hoc models

Ad-hoc models address privacy-preserving publicasipeci c to trajectory data, such as
mix zones (i.e., geographical areas in which individuals swap pseudonyms) and dummy (i.e.,
synthetic trajectories resembling the original).

Mix zone

Mix-zone models prevent long-term tracking of trajectori2§.] Once entered a mix zone,
individuals swap their pseudonyms and exit the mix zone after an unknown length of time.
An adversary observes the pseudonyms of all ingress/egress events in order to reconstruct
mappings between pseudonyms (i.e., record linkage). Givedividuals, there is a total of
n! mappings. Three conditions bound mix-zone aréasation accuracy(i.e., the lower the
accuracy, the bigger the areagmpling accuracyi.e., the higher the rate, the more accurate
the linking), andcomputational costi.e., the more mix-zones, the higher the cost).

MobiMix [ 218 models a mix zone as a k-anonymity region where k individuals enter
in some order, swap pseudonyms, and none leaves before k individuals have entered. The
placement, geometry, and time spent inside mix zones affect the privacy level. If permanence
time is constant, it easy to perform a rst-in rst-out attack. Randomness ensures reordering,
however, individuals are not always able to spend random time inside a road network, and do
not follow uniform transition probabilities when entering/exiting the mix zone (e.g., in case of
traf cked routes R6]). MobiMix introduces thdime window bounded non-rectanguliamix-
zone model: for each branch of a road junction, a mix-zone region starts from the center of the
junction and expands to the outgoing road segment. The length of the region is proportional
to the average road-segment speed1Bf], the authors analyzed the effectiveness of mix-
zones under the assumption that MOs follow the shortest path between origin/destination
locations (e.g., to reduce the cost of taxi trips). An adversary can compare the minimum path
between known origin/destination locations using the Dijkstra algorithm in a road network
and the minimum DTW distance between the anonymized trajectories. Given eight mix
zones positioned in road intersections with the highest traf ¢ ows, the authors linked more
than 90% trajectories back to the original path.

Detailed description of the main contribution. The protection/utility achieved by mix
zones depends on their placement. NUTMPq formalizes placement by minimizing the
number pairwise-associated vertexes in a road-network graph. If a individual can travel
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from a vertex to another without going through a mix zone, the two vertexes are pairwise
associated. The total number of pairwise associations represents the privacy level. The
authors combine this objective function and constraints (e.g., number of mix zones and
traf c density) to derive an NP-hard integer-linear-programming formulation and an heuristic
solution. The road network is partitioned into disconnected components by looking for
articulation points, i.e., vertexes whose removal disconnect the graph. If all vertexes that are
not in an independent set are selected as mix zones (i.e., in graph theory, an independent
set refers to a set of vertices that are not adjacent to each other), there will be no pairwise
association between the vertexes in the independent set. The authors iteratively remove the
vertexes introducing the least number of pairwise associations from the mix zone candidate
set until all constraints are satis ed. To consider the impact of traf ¢ conditions, NUTMP
only considers the articulation points with high uncertainty in determining if a user has
traveled through such vertex, and vertexes ensuring a minimum pairwise entropy (intuitively,
high uncertainty in connecting two pseudonyms).

Dummy

Dummy anonymization release original trajectories along with fake ones. The probability to
disclose true trajectories is minimized by dummy-privacy models.

In [297)], the authors generate dummy trajectories resembling individuals moving in
free space given three privacy parametesisort-term disclosuréi.e., the probability of
successfully identifying a true individual locatiomyng-term disclosuréi.e., the probability
to identify a trajectory depending on its intersection with others); disthnce deviation
(i.e., the distance between dummy and real trajectories for a given individual). The authors
introduce theandom patterrstrategy, which selects dummy start/end points and intermediate
movements as random moves towards the end point. However, this strategy requires the
synthetization of many dummy trajectories to meet privacy requirements. Several contribu-
tions aim at reducing the number of generated dummies by applying different strategies. The
rotation strategy, given an individual trajectory, generates a new dummy trajectory by rotating
the original one. In165, the authors introduce th&-intersectedstrategy, where, givek
intersection points as input, a dummy trajectory is generated by composing two sub-dummy
trajectory sets: one between two intersection points (a sub-dummy is obtained by performing
random moves from the start to the end point), and one of the sub-dummies that do not
contain intersection points (as for the rotation strategy, the authors determine the solution
space based on distance derivation rst, and then pick the locally optimal sub-dummy). The
authors also introduce thmeultiple rotationstrategy. Individual trajectories usually overlap
with a given frequency (i.e., probability). A point within the overlapping area with the high-
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Table 4.2: Privacy models and countered attacks

Attack Model Privacy Models Papers

k-anonymity WA4M [5], GLOVE [118]
Differential privacy DPT [133]
Record linkage Plausible deniability ~ SPLT [29]
Dummy DTPP [174]
Mix-zone NUTMP [176]

Attribute linkage I-diversity, t-closeness KLT [270]

. Plausible deniability = SPLT [29]
Table linkage pifferential privacy ~ DPT [133]

Probabilistic Differential privacy DPT [133]

est probability is used as a rotation point, and new dummies are devised using the rotation
strategy. In 282, the authors introduce thedaptive generatiostrategy. For each given
rotation angle and location in directofy the authors synthesize a new candidate dummy
trajectory satisfying the distance distortion, then perturb trajectory locations to achieve more
uniformly distributed trajectories by moving these locations in sparse areak51h the
authors generate dummies resembling known individual movements between known stop
locations. So far, these contributions do not consider external knowledge.

Detailed description of the main contribution. The effectiveness of dummy-privacy
models relates to the capability to rule out fake trajectories. This highly depends on the
apriori adversary knowledge: if a true spatiotemporal location is known (i.e., exposed),
an adversary can easily rule out all the trajectories not containing such location. DTPP
[174) generates dummy trajectories based on exposed locations. The authors divide the
location space into a uniform grid. If a trajectory location is exposed, the authors get
dummy candidates from the neighboring cells. Otherwise, if the region where the location
belongs cannot generate enough dummy locations to anonymize it the location is suppressed.
DTPPgeneratek-1 dummy trajectories to form an anonymous trajectory set including the
real trajectory (whereas in k-anonymity no synthetic trajectory is generated). The authors
construct dummy trajectories by connecting dummy locations. Since a trajectory generates
dummy locations at each sensitive location, the number of dummy trajectories is exponential.
DTPP leverages spatiotemporal reachability to drop such a number.
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4.4 Conclusion and research directions

In this chapter, we provided an overview of the sensitivity and privacy issues of trajectory
data. Since trajectory locations follow idiosyncratic spatiotemporal patterns, only a few
locations can link 95% of individuals; the more detailed/longer the trajectory, the easier
to break individuals' privacy. As a consequence, many anonymization models have been
introduced to protect privacy issues such as personal gazetteers and information as well as the
linkability of trajectories from different datasets. Since there are no common frameworks and
datasets to compare the existing privacy models, given some privacy requirements, choosing
the appropriate privacy model is non-trivial and requires an extended empirical evaluation.
This is especially true when quantitative distortion/utility criteria have to be met.

In this context, further research directions are the following.

* ldentifying common privacy/utility metrics that enable the comparison of existing
models. Utility metrics measure the usefulness of data with respect to a speci c goal; in
other words, they assess that data aree@muchdistorted. Privacy metrics measure
how muchsensitive information can be disclosed/protected.

» Studying the scalability of the proposed methods. Indeed, the usefulness of a privacy
model is related to its capability to scale up to big datasets. Such metrics are orthogonal
to privacy/utility metrics, but ensure the feasibility of anonymization modz2§j[ A
typical performance metric is the execution time.

» Performing the empirical comparison of the existing privacy approaches in a uni-
fying framework involving sharegublic datasets. Indeed, while many attacks and
anonymization models have been introduced in this chapter, they are usually evaluated
against private datasets and custom metrics.

* ldentifying new attacks that expose the limits of the existing privacy (anonymization)
models since, with the increasing availability of big data, new privacy issues arise by
integrating data from different sources (e.g., mobility and social data; see Chapter 5).
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De-Anonymization of Personal
Gazetteers

5.1 Introduction

The interest towards trajectory data has sensibly increased since the dissemination of mobile
devices; indeed, the latter allows to constantly trace the location of the people by registering
their connections to cell towers, GPS satellites, and WLAN devices. There is enormous value
behind trajectory data, as they enable a wide randecation based servicgt BS), ranging
from navigation applications to crowdsensing applications and target mark2fg Their
collection and ownership are not limited to infrastructure service providers, but it extends to
any application which has been granted access to the geolocalization services of a device.
When trajectory data is ascribed to peoplersonal gazetteef815 are among the most
interesting pieces of information that can be extracted. The personal gazetteer of a user is
intended as the set of places mostly visited by such user (e.g., the home and work places,
restaurants, shops), possibly enriched with the set of time instants of each visit; we refer to
each visited place asstay point Several research efforts have proven that the discovery of
users' personal gazetteers is possible by applying a clustering algorithm on users' trajectories
[315. Due to their sensitiveness, personal gazetteers are usually anonymized; nonetheless,
researchers have shown that they present unique patterns (much like ngerpfigjsiat
expose them to the risk of being de-anonymized, i.e., of being associated with the individual's
true identity. The literature shows that the knowledge of few spatiotemporal points of a user
are enough to uniquely identify his/her anonymous pro le [64, 235].
A de-anonymization attack is carried out byaatversaryto uncover the true identities in
an anonymous dataset by exploiting somé&rnal knowledge/here the users' identities are
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known. To this end, social data is often used as external knowledge due to its relatively easy
accessibility 88, 230 278. Users of social networks often overlook their privacy settings in
the platform, leaving their identities and their posts (including the time of posting and the
possibly associated georeferenced information, e.g., the location a tweet was posted from)
accessible by the general public. A sequence of georeferenced posts on social media still
represents trajectory data, namelyazial trajectory Although the frequency of points in
social trajectories is not very high (and depends on the users' level of interaction with the
social network), they can be leveraged by the adversary for the de-anonymization task by
measuring its overlapping with the mobility ones.

In this chapter, we present DARDE&-Anonymization of peRsonal gazeTtgeas innova-
tive approach for the de-anonymization of personal gazetteers through social trajectories. The
goal is to exploit the uniqueness properties of personal gazetteers to measure their similarities
with social trajectories. State-of-the-art proposals for de-anonymization of trajectory data
follow two main philosophies. The rst one is to extract a more-or-less complex behavioral
model from both sets of trajectories and to compare them. This approach is hardly applicable
to social trajectories, as the sporadic nature of the contained points hinders the extraction of
a behavioral model. The second one is to carry out a point-wise comparison, i.e., to calculate
amatching scordetween the single points of two given trajectories and to measure their
similarity by aggregating these scores. The issue with this approach is that it fails to capture
the unique patterns of trajectories, risking random/irrelevant matches to impact signi cantly
on the similarity score. In this context, the contribution of this chapter can be summarized as
follows.

» We propose DART as an innovative approach that combines the two main philosophies
proposed in existing works to properly address the scenario in which social trajectories
are used as the external source to de-anonymize personal gazetteers. In particular, it
carries out a point-wise comparison to identify the portion of a behavioral model (i.e.,
the personal gazetteer itself) that is matched by the social trajectory. With respect to
the literature discussed in Section 4.2.2, this contribution is categorized as point-wise
record linkage attack.

» The point-wise matching strategy relies on the computations of a spatiotemporal model
from the personal gazetteer, allowing to estimate the location of the user at a certain
moment in time. This makes the approach robust to (i) potentially missing data in the
mobility trajectories, and (ii) potentially misaligned datasets, i.e., when the mobility
and social trajectories are collected over different periods.
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» We rely on a big data implementation that guarantees the scalability of the approach
to large volumes of data. Indeed, the literature often emphasizes the importance of
designing scalable and ef cient algorithms in order to enable their applicability on
large-scale datasets [104, 195].

* We measure the effectiveness of the approach on two real-world datasets (a proprietary
one and the Mobile Data Challenge datagéd) and we compare with state-of-the-art
algorithms [38, 148, 278].

Following the extensive literature survey from Chapter 4, this chapter is structured as
follows. Section 5.2 introduces personal gazetteers and explains how they are computed, their
uniqueness properties and the spatiotemporal model that can be derived; Section 5.3 presents
the details of the de-anonymization approach; the experimental evaluation is discussed in
Section 5.4; nally, the conclusions are drawn in Section 5.5.

5.2 Stay points as personal signatures

The personal gazetteenf a user is the set of places that are meaningful to her (e.g., the
home, the workplace, a shop frequently visited). These places are also commonly referred
to asstay pointsand are typically retrieved by applying some clustering functions on the
user's trajectory. We us8to refer to the personal gazetteer obtained from a trajedtory
(De nition 1), i.e., S= fs;;::1; 500, wheres is a stay point obtained frohi. Each stay
points is a triple(latitude longitude Timestampswherelatitude andlongitudeidentify
the spatial location of the stay point (typically the centroid of the cluster), Whiteestam ps
is the set of timestamps for which there exists a poiri that occurs as.

In this Section:

» we discuss how stay points are retrieved (Section 5.2.1);

* we introduce a measure to evaluate the uniqueness of a set of stay points (Section 5.2.2),
which will be used by DART to determine the effectiveness of a match between a
social trajectory and a personal gazetteer;

» we present our spatiotemporal model based on the user's personal gazetteer (Sec-
tion 5.2.3), which will be used by DART to estimate the user's location in the absence
of punctual data.
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5.2.1 Computing stay points

There exist several methods for computing stay points out of trajectory data. Except for
some attempts based on exploratory approact&® (where the loss of the GPS signal is
interpreted as a clue of the user's stopping in a stay poirkjraeans clusteringl8], most
proposals consist of variations of density-based clustering algorithms like DBSEHN [
Among the most notable ones, we mention DJ-Clusi#§| a density-joinable clustering
technique that improves DBSCAN by addressing some performance issues by applying some
pre-processing rules to the available data. For instance, it focuses only on the points where
the user is known to not be moving by discarding every point associated with a speed higher
than a certain threshold. Otherwise, the risk would be to include in the identi ed clusters her
most common walking/driving paths.

Figure 5.1: Intuition of the algorithm for stay point extraction.

In this chapter, we rely on Patchwork17), i.e., a density-based algorithm that improves
DBSCAN by providing a parallel big data implementation that guarantees linear scalability.
Patchwork discretizes the spatial domain into a uniform grid made of 50x50 m cells; the cells
with less than 20 points are discarded, the others are aggregated into clusters. Figure 5.1
provides the intuition of the algorithm. Noticeably, given a cluster of points, the stay point is
chosen as the centroid of the cluster. As the original algorithm is meant for a single trajectory,
our implementation is further parallelized to analyze every trajectory in the dataset as a
bag-of-taskthe clustering algorithm is applied in parallel by mapping each trajectory to its
extracted stay points. Additionally, we extend Patchwork to include the pre-processing rules
introduced by DJ-Cluster. More speci cally:

* trajectories with less than 100 points are discarded;

* points with accuracy greater than 30 m are discarded;
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* points with an associated speed higher than 2 km/h are discarded;

» each trajectory is sampled down to 1 point per minute to avoid the generation of
clusters on random stopping points (e.g., due to traf c lights).

5.2.2 Uniqueness of stay points

Stay points alone are often enough to uniquely identify a user among the dth6r3(03 64].

the universe of all stay points. Then, let us de ne the concept of adjacency between stay
points as follows.

De nition 5 (Stay points adjacency) A stay points; 2 W is adjacento a stay poins, 2 W
(.e.,s1=adj S2: 81 6 &) if the spatial distance between the two stay points is lower than a
spatial thresholdv, i.e., diStpacds1;S2) W.

Clearly, we are interested in evaluating the adjacency between stay points belonging to
different personal gazetteers. In particular, the adjacency de nition is necessary to introduce
a concept of uniqueness: we say teaP W is uniqueif there is no adjacent stay point
s, 2 W that belongs to a different personal gazetteer,$,2, s, 2 96 &°

Consider the example in Figure 5.2, where the stay points of three personal gazetteers
are plotted; it is®= fs1;s; 539, L& fsy;s50, 0L fs5;57,9. The stay points of° are
not individually unique, because each of them is adjacent to stay points of other personal
gazetteers. However, their combination represents a unique signature. More speci cally, the
subsets s;; s3g andf s,; s3g are also unique, becauS&is the only personal gazetteer that
can be traced back to both places in both cases.

Figure 5.2: Example of stay points of three personal gazetteers
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De nition 6 (Set of stay point uniqueness) Consider a set of stay poin& W, we de ne
theuniquenes®fS inS as an inverse function of the number of personal gazetteers whose
stay points are adjacentto S

1
jfS2S 8512 S 952 S;S1 = aqj S20]

ungS) =

This concept of uniqueness is used in DART to effectively verify the de-anonymization
of a user: the best-case scenario is when a social trajectory matches a unique subset of a
personal gazetteer. To this end, the adjacency threshpldys an important role: on the
one side, the higher the value, the higher is the importance given to stay points in remote
locations; on the other side, a low-value risks to consider all stay points as unique. Based on
an empirical evaluation of our datasets, we nd that a good compromise is toteethe
average diameter of the clusters from which we obtain the stay points in our datasets (the
process is explained in Section 5.2.1), which is 200 meters in our case.

5.2.3 Stay point spatiotemporal model

We exploit stay points to de ne a spatiotemporal model that enables the estimation of a user's
location at a certain moment. This is necessary to “ ll-in the blanks”, as it is not uncommon
for anonymous trajectories to be incomplete (e.qg., the GPS trace may be recorded only under
certain conditions) or for social trajectories to be misaligned with anonymous ones (e.g.,
because the recording period is different). The granularity we consider is the onehoiuthe
of the dayi.e., we split time into 24 time bids Let Sbe the personal gazetteer of a certain
user,s2 Sa stay point of the personal gazetteer, &rid[0; 23] a time bin. Then, we de ne
stp(s; b) as the empirical probability of the user being in stay psiim time binb.

Let timeBin: N! [0;23] be the function that returns the time bin corresponding to
a certain timestamp. Also, letaygs;b) 2 [0;N] be number of distinct days along the
monitoring period for which there exists a timestatajm s such thatimeBints) = b. Then,
the empiricalspatiotemporal probabilitgpf the anonymous user beingsmuring time binb
is:

daygs;b)
stp(s;b) = -
Asb) as,2sdayssn; b)
Intuitively, stp(s; b) 2 [0; 1] indicates the percentage of days for which the user has been
recorded being isand not in other stay points. For instance, in the typical csiggés;b) ! 1

ITime bin 0 refers to the time slot between 00:00 and 00:59; time bin 23 refers to the time slot between
23:00 and 23:59.
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Figure 5.3: Example values atp on three stay points; (home),s, (work), andss
(pub/restaurant) in the different time bins.

for the stay point representing the home place during night hourst(2e[1;5]). Figure 5.3
shows some examples for the valuesion three stay points; (resembling a home place),
S, (resembling a work location), arsd (resembling a pub or restaurant) in the different time
bins.

5.3 The de-anonymization approach

The de-anonymization approach relies on anonymous personal gazetteers, each of which
represents aignatureof a user's most frequented places. Indeed, a personal gazetteer (or
even a subset of it) is often unique within a population of uset§[303 98]. Let us de ne

with S the set of anonymous personal gazetteers andKvitthe set of social trajectories

(e.g., geo-localizated tweet historig&sthe goal of the approach is to associate each social
trajectoryK 2 K to the most probable personal gazett®@rS . To this end, we proceed in

two steps.

1. The rst step consists in calculatingghobal scorebetween each social trajectdfy
and personal gazette®r The global scoring function relies docal scoreghat are
calculated by measuring the spatiotemporal distance between the singlekiidts
and the single stay poing2 S. The details of this step are discussed in Section 5.3.1
and Section 5.3.2.

2The letter “K” refers to the social trajectories beikgowninstead of anonymous.




50 De-Anonymization of Personal Gazetteers

2. The second step consists in assigning dadb the most probabl& based on the
computed global scores. Its details are discussed in Section 5.3.3.

Figure 5.4 shows an intuition of the two steps. In the scoring step (i.e., the left gure),
each poink is associated with the spatiotemporally closest stay @pihie edges represent
these associations. Then, the global score is based on the maximum scores for each stay
point (i.e., the bold edges); indeed, the more stay poin&are matched by the points in
K, the more signi cant is the correspondence betwkKesandS. In the de-anonymization
step (i.e., the right gure), the rationale is similar: among all the possible matches between
personal gazetteers and social trajectories (i.e., the edges), we nd the best matches (i.e.,
the bold edges) such that (a) ed€lis matched to up to ong and (b) eaclsis matched to
up to oneK. This is necessary to avoid having the same social trajectory being assigned to
multiple personal gazetteers, and vice versa.

Figure 5.4: On the left (a) the scoring step between a social trajektoayd a personal
gazettees; edges represent local scores, and the bold ones are those used to compute the
global score. On the right (b) the de-anonymization step to assign to each social trajectory
K 2 K its most probable personal gazett&& S ; here, edges represent global scores, and

the bold ones represent the chosen assignments.

5.3.1 The local scoring function

In order to evaluate the match between a social trajectory and a personal gazetteer, we must
rst de ne a local scoring function to evaluate the single matches between the [xdnis

and the stay points2 S. Given a coupl€k;s), the local score builds on two principles: (1)
theclosenesbetweerk ands from both spatial and temporal perspective; (2) thejueness

of k with respect td5, which depends on whethkiis close to other stay points belonging to
different personal gazetteers (i.e., other t&an
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Let us start from the spatiotemporal closeness between a lpaintl a stay poins.
Measuring the spatial correspondence is trivial, as both are associated with a spatial location
in terms of latitude and longitude. Conversely, to measure the temporal correspondence we
rely on the set of known timestamps fgrwhich indicate the moments in time when the
anonymous user has been recordesd inlowever, due to the potential incompleteness of
trajectory data, it may be hard to nd a punctual correspondence. In the absence of the latter,
we rely on the spatiotemporal model of the personal gazetteer (Section 5.2.3) to measure
the probability of the anonymous user beingsiaround the time ok. Thus, we de ne
the closeness measure as a function of three components, N2¢ply Diime, aNdDhapi.
Considedl = fkj k2 K;K 2 K gthe universe of all known pointsald = fsjs2 SS2 S g
the universe of all stay points.

* LetDspace: (I; W) ! [0;1] be the function de ned by

Dspacdk;s) = g(distpacd k; 5)=200

to calculate thepatial closenessetweerk ands. Here,distspacdK; S) is the spatial dis-
tance in meters betwedrands, andg is a Gaussian distribution with meam= 0 and
standard deviatiod = 0:4. This ensures thddspacdK; ) = 1 whendistspacdk;s) = 0
and thaDspacdk;s)  0:5whendistspacdk;s) = 100meters. Note that the normalizing
factor of200meters is consistent with the threshold for stay point adjacensgt in
Section 5.2.2.

e LetDijme: (1;W) ! [0; 1] be the function de ned by
Drime(k; s) = g(distime(k; ts)=3600

to calculate théemporal punctual closenebgstweerk ands. Here,tsis the timestamp

in sthat is closest to the timestamp kndistime(k;ts) is the temporal distance in
seconds betwednandts, andg is de ned as above. This ensures tBgke(k;s) = 1
whendistime(k;ts) = 0 and thatDjme(k;s)  0:5 whendistime(k;ts) = 30 minutes.
The normalizing factor of 1 hour (i.e3600seconds) is consistent with the granularity
of time bins in our spatiotemporal model (Section 5.2.3) and with the granularity
considered by several related approaches (e.g., [148, 278]).

o Let Dhapit: (1; W) ! [0; 1] be the function de ned by

Dhavit( 9= a Stpsb+X) vy
(xy)29
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to calculate theemporal behavioral closenebgtweerk ands. In practice Dhapit iS the
weighted sum of the empirical probabilities of the user beingandifferent time bins:
bis the time bin ok, andg= f( 2;0:1);( 1,0:2);(0;0:4);(+ 1;0:2);(+ 2,0:1)gis a
set of(x;y) couples wherea is a time bin index relative tb, andy is a weight to be
applied to thest pfunctior?. This means thagt p(s; b) is weighted0:4, stp(s;b+ 1) is
weighted0:2, and so on. The values ghave been obtained from empirical evaluations,
but they can be tuned as longag,)2gy = 1.

The intuition is to accommodate behavioral evolution by considering not only the
empirical probability at the exact time bin(i.e., stp(s; b)) but also the probabilities

in the closest time bins. For instance, with reference to Figure 5.3, consider a point
k made in time birb = 5; here,Dnapit(k;Sp) = stp(sp;3) 0:1+ stp(sp;4) 0:2+
stp(sp;5) 0:4+ stp(spp;6) 0:2+ stp(sp;7) 0:1= 0+ 0+ 0+ 0:02+ 0:04= 0:06.

Thus, instead of completely refusing the possibility of the user beisgjirat the time

bin of k (asstp(sp; 5) = 0), we admit a small probability (as the empirical evidence
shows the user being 81, in the immediately following time bins).

Given the aforementioned components, we de ne the spatiotemporal closeness as follows.

De nition 7 (Closeness) The closeness between a point k and a stay point s is:
closenes;s) = DspacdK;S) (Dtime(K;S)+ (1 Diime(K;S)) Dhanit(k; )

De nition 7 considersDspaceas the spatial component and the rest as the temporal one.
The temporal component gives priority to the punctual closenesdigi,is considered
only in the absence of a punctual correspondence. Indeed, timely correspondences convey
more precise information than those based on the users' habits.

Example 2 The mechanism of the temporal component is further explained by the following
scenarios.

* Diime = 1. there is a punctual correspondence of the anonymous user bemgtin
the time ok; thus, independently of the user's haliig,i;, the temporal component
measureq.

* Diime= 0: there is no punctual correspondence of the anonymous user begaj the
time ofk; thus, the temporal component depends on whether there is any probability of
the user's being in s during k's time bin based on its habBiigj;.

3Notice that we assume circularity in the time bins: e.g+23= 1,and0 2= 22.
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The closeness measure de nes how well a pkimtatches a stay poiisf but it does not
capture the potential crowding that is contextual to this match. Indeed, if different anonymous
users are spatiotemporally closekighe latter will obtain a high closeness to the stay points
of the former's personal gazetteers. To this end, we introduce the point unigi@sess
measure of the actual discriminating power of a p&intith respect t&.

De nition 8 (Point uniqueness) The uniqueness of a point k with respectto S is:

unqk: ) = 4 o sclosenesk; s)
’ d s dmoclosenesk;sd)

The intuition is that the closdsis to stay points of different personal gazetteers, the lower
will be its discriminating power with respect ® Notice thatk may be close to more than
one stay point belonging to the same personal gazetteer; this is why the point uniqueness
with respect td positively considers the closeness with all the stay poing& in

Ultimately, we de ne the local score of a coufle s) by combining the measures of
closeness and point uniqueness.

De nition 9 (Local score) The local score of a couplg;s) is:

localScorék;s) = closenedk;s) ungk;S)

5.3.2 The global scoring function

The global score quanti es how well a social trajectétynatches a personal gazett&er
Let us start by de ning the mapping &f into Sby means of anapping signaturewhich
associates each poikR K to the spatiotemporally closest stay par& S,

De nition 10 (Mapping signature) Given a social trajectorK and a personal gazetteer
S, the mapping signature represents the mappindahto S as set of couple$! =
f(ke;s1);:0 (kKnysn)g. Itis obtained through a partial function : K!' M that maps each
pointk 2 K to the stay poins2 Sthat maximizes the local scoring functitotal Scor€k; s)
(Section 5.3.1). Formally, (k) = argmax, slocalScorgk;s) j localScorgk;s) > 0.

The mapping function is partial as a poink 2 K may be too spatiotemporally far from
any of the stay points i — and the same holds the other way around. The global score
betweerK andSis calculated on the obtained mapping signatdre

4We refer to this measure @sint uniquenesi order to differentiate it from thaniquenesitroduced in
Section 5.2.2, which applies the same principle to sets of stay points.
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De nition 11 (Global score) Let us refer td{yy andSy as the set of points and of stay points
that belong to the mapping signatu, respectively. Also, for a gives2 Sy, considerk 2

Kwm the point mapped tswith the highest local score, i.&, = argmax,,, localScorgk;s).
Then, thgglobal scoreof the mapping signature M is:

globalscorédM) = unqSy) & localScorék :s)
S2 S

Whereas other works (e.g3]) simply aggregate the local scores, our global scoring
function is based on a qualitative and a quantitative principle. The rst part of the equation
(i.e., the multiplication by the uniqueness of the matched stay points, which is de ned in
Section 5.2.2) evaluates the quality of the mapping in terms of the discriminating power of
the matched stay points: the higher their uniqueness, the higher is the nal score. The second
part of the equation (i.e., the sum of closeness values) evaluates the quantitative aspect of the
mapping by summing the local scores. More speci cally, we consider only the maximum
local score for each matched stay point in order to favor the mappings that cover a higher
number of stay points and, therefore, are more representative of the personal gazetteer.

5.3.3 The assignment step

Following the calculation of the global score between each couple i ), we are left
with the problem of assigning to eaghits most probable matcB As anticipated, we want
to avoid the assignment of the saikéo multiple personal gazetteers (and vice versa) and
to maximize the chosen global scores. This problem is well known in the literature as the
assignment problenilp?. Let G=(K ;S ;E) be a weighted bipartite graph where the
edgeskE correspond to the global scores between the social trajectories and the personal
gazetteers. Then, the assignment simply consists in nding the maximum-weight matching.
Finally, DART's approach is summarized in Algorithm 2. Notice that the computation
of the global score between a known traject&rnand a personal gazetteBrcannot be
modeled as a simple function Kfands, this is because the computation of point uniqueness
(which is a component of the local score) requires a global knowledge of the closeness
values between every poiktand every stay poird Thus, we start by computing closeness
values between every poiktand every stay poins (function computeClosenessine
Algorithm 2), then we compute point uniqueness values between everylparat every
personal gazettees (function computePointUngLine 2). At this point, we can iterate
through the(K; S) couples to determine local scores, mappings and global scores (Lines
4 to 7). ThecomputeAssignmefiinction (Line 8) nally computes the maximum-weight
matching on the weighted bipartite graph.
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Algorithm 2 DART algorithm

INPUT S : personal gazetteerK; : social trajectories; : mapping function.
OuTPUT matches between personal gazetteers and social trajectories.
1: C computeClosenedss) 8 (k;s) 2 (K ;S)

2:U  computePointUntk;SC) 8 (k9 2 (K ;S)

3E 2

4: forall (K;92 (K ;S)do

5: L computelLocalScof;s;C;U) 8 (k;s) 2 (K;9

6.

7

8:

M computeMappin@;SL;j )
E E[f K;ScomputeGlobalSco(#;L)g

return computeAssignmeii€ ;S ;E)

5.4 Evaluation

Two anonymous datasets are used, whose statistics are reported in Table 5.1. The rstone is
a proprietary, real-world dataset based on a case study scenario centered on (but not limited
to) the Italian city of Milan; for brevity, we will refer to this dataset as MIL. It spans from
September 2017 to December 2017 and includes nearly 500,000 anonymous GPS trajectories.
For the sake of simplicity, we extract from this dataset a sample of 100 trajectories of users
whose personal gazetteers indicate that they live and work in Milan. As we do not possess
ground-truth data of social trajectories, we simulate the latter by generating them from the
anonymous ones. Each generated trajectory contains a ratfidaample of the original
one, where each point is injected with a spatial and a temporal jitter, misplacing it of up to
100 meters and up to 30 minutes. Different scenarios are simulated by generating different
sets of social trajectories. First, we vary the percentage of points located at a stay point (i.e.,
whether people interact more on social networks while commuting or while at a stay point);
we consider a poinp to be located at a stay poisif distpacdp;S) 100 meters. Also,
we vary the temporal misalignment between the social and the anonymous trajectories. The
second dataset is the Mobile Data Challenge (MDC) dataé&,[which provides real-world
data of nearly 200 individuals from the Lake Geneva region (Switzerland) in 2010-2011. For
each user, it provides a sample of his/her personal gazetteer (which we will use as ground
truth to verify the stay points inferred by DART), as well as the trajectories captured by GPS
satellites and WLAN devices in a complementary way (i.e., either one of them is active for a
single user at the same time, not both). In this case, we use the GPS satellite as the source of
anonymous trajectories and the WLAN as the source of the social ones.

MIL is by far the most challenging dataset due to the higher spatiotemporal density of
the trajectories. In particular, GPS trajectories in MDC are often disjoint from the temporal
perspective. For this reason, our evaluation mostly focuses on the former dataset. Nonetheless,

5The number of social interaction is usually quite low when compared to the frequency of GPS signals.
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Table 5.1: Statistics about the MIL and MDC datasets

Parameter MIL MDC
Number of users 100 190
Avg number of pings per user (anonymous) 2040 13170
Avg number of pings per user (social) 22 9123
Avg number of stay points per user 5 21
Avg number of days per user 28 185

the unusual characteristic of MDC (i.e., the complementarity of GPS and WLAN sources)
allows us to further evaluate the robustness of the approach in a different scenario.

A prototypical implementation of DART has been realized on a big data infrastructure,
consisting of 18 Ubuntu machines mounting the Cloudera Distribution for Hadoop (CDH)
6.2.0; the source code is available on GitflubBhe datasets are stored as Parquet tables on
Apache Hive, while the approach is implemented on Apache Spark.

5.4.1 Stay points validation

In Section 5.2 we have brie y discussed the Patchwork algorithm that we adopt to infer stay
points from GPS trajectories. In this Section, we aim to verify the correspondence between
the stay points that we infer and the ground truth provided by the MDC dataset — even
though it is only a sample of the user's personal gazetteers. In MDC, stay points are simply
calledplaces some of them have semantic labels attached (e.g., distinguishing home places
from working locations and other kinds of stay points), but none of them contains spatial
information. However, since the dataset provides the starting and ending timestamps of each
visit to these places, we are able to estimate their location by averaging the latitude and
longitude recorded for the user between such timestamps.

The MDC sample contains 493 places (i.e., 2.6 for each user on average), whereas our
stay point extraction algorithm infers 3714 (i.e., 19.5 for each user on average). We have
veri ed that 84% of MDC places have a stay point in its close vicinity (i.e., no more than 200
meters apart). Our implementation of Patchwork fails to recognize the remaining places due
to either the low volume or the sparsity of geolocated records, which hinders the recognition
of a cluster. Conversely, only 11% of our stay points can be traced back to MDC places,
meaning that 89% are new with respect to the data provided by MDC.

Shttps://github.com/big-unibo/dart
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Figure 5.5: Uniqueness probability of subsets of stay points from personal gazetteers.

Figure 5.6: Ef ciency of DART and other de-anonymization approaches on the MIL dataset
considering a progressively increasing number of trajectories.

5.4.2 Stay points uniqueness

The fundamental assumptions in DART are that (1) users' social interactions mainly happen
on stay points, and (2) personal gazetteers are often unique and enable the de-anonymization
of users. Figure 5.5 veri es the latter statement in the MIL and MDC datasets: given a
certain percentage of stay points from each user's personal gazetteer, it shows the average
probability that such subset is unique within the population (De nition 6 in Section 5.2.2).
The Figure not only con rms that the personal gazetteer is indeed a unique signature, but it
also indicates that even half of it is enough to identify about 80% of the population in MIL.
The easier de-anonymizability of MDC is also con rmed, as only one third of stay points are
enough to identify 80% of the population. Ultimately, we conclude that we can effectively
rely on stay points to de-anonymize trajectories.

5.4.3 Efciency of DART

State-of-the-art de-anonymization approaches usually focus on the effectiveness of the
algorithm and overlook the evaluation of its ef ciency, even though the importance of
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designing scalable and ef cient algorithms in order to enable their applicability on large-
scale datasets is often emphasized in the literatlg4 195. We implemented DART on
Apache Spark in order to guarantee the scalability of the approach to large volumes of data.
To evaluate DART's ef ciency, we measure its execution time on MIL by progressively
increasing the number of users considered in the dataset (from 100 to the whole 500,000)
and compare it with the sequential implementations (in Python) of Cecaj &8hl.J[n et al.

[148], and Wang et al. [278]

The con guration of Spark for DART's execution consists of 10 executors with 3 cores
and 10GB of RAM for each executor. For the sake of a fair comparison, we parallelized
the algorithms of 38] and 278 as bags-of-tasks and ran 30 concurrent instances that
independently worked on 1/30th of the dat&s€onversely, the algorithm offg cannot
be parallelized (in fact, it requires the whole dataset to run its TF-IDF strategy to compute
the signatures of trajectories), thus it has been executed on one of the available machines.

The results are shown in Figure 5.6; we remark that both axis are logarithmic and that
executions that took more than a day have been halted and are shown as full-sized bars. The
parallel nature of DART's implementation entails a slight disadvantage when working on
small datasets (due to the overhead for managing distributed computations), but it greatly
rewards when the dataset's size becomes signi cantly la@J& jmmediately reaches an
exaggerate execution time, even with a medium-sized dataset. This is probably due to its
complex algorithm, which relies on a Hidden Markov Model to Il incomplete trajectories by
enumerating all possible complete trajectories; although the algorithm altXigstp achieve
fairly good results (as we will show in Section 5.4.4), it sensibly hinders its application
on large-scale datasets. As f&8], it reaches high execution times as well, with a linear
increase with respect to the increase of trajectories. In particular, the execution ta&gis [
mainly given by the pairwise comparison of the point of every couple of trajectories, whereas
we use spatial joins to compute local scores only between points that are close enough. The
execution time of 148 follows a pattern similar to38]. Considering that48 uses1=30th
of the computation power, it is actually considerably fast; indeed, its computation time is
mainly due to the generation of trajectories' signatures, which are easily compared once
they have been computed. However, as we will show in Section 54§, trades a faster
computation with a low accuracy in almost every scenario.

"To the best of our knowledge, [148] and [278] are the most recent related approaches in the literature.
8Differently from DART, the computation of the score between e\&yS) in [38] and [27§ is independent
of the others.
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5.4.4 Effectiveness of DART

In this section, we evaluate the effectiveness of the de-anonymization approach on both
datasets by means of thecuracy de ned as the fraction of correctly guessed assignments
over the actual number of users. The results are compared with [38, 148, 278].

Figure 5.7: Accuracy of DART and other de-anonymization approaches on the MIL dataset.

In the rst experiment, we have created several sets of social trajectories on MIL by
varying the percentage of points located at a stay point. Considering the scenario of social
trajectories being Twitter histories, the extremes are that users always tweet while traveling
(i.e.,0% of points within a stay point) and that users always tweet from home, work, or other
stay points (i.e.100%of points within a stay point). The results are shown in Figure 5.7.
Except for the case where pointsinalways fall outside of stay point (i.e., what we assume
to be a very unlikely scenario), DART performs better tha8| pnd [148. In the former
scenario, the poor performance of DART is physiological, as points outside of stay points are
not considered. Indeed, the results also show that DART's accuracy (as well as the accuracy
of [148) increases as the percentage of point&itocated at stay points also increases
(whereas 39| is unaffected by such variation). Interestingly, the fact that the accuracy
of [148 (which uses a TF-IDF strategy to summarize each trajectory) follows the same
trend of DART con rms that stay points are signatures traceable to unique users; therefore,
we conclude that the more data is located at stay points, the easier it is to de-anonymize
it. Ultimately, the comparison with2[78 shows that the latter achieves consistently good
accuracy, comparable to the one of DART in the latest scenarios. Ind&&afdopts a
complex technique based on a Hidden Markov Model to estimate the user's location when the
original trajectory is not complete. However, as shown in Section 5.4.3, the good accuracy of
this approach comes at the expense of computational complexity, which hinders its adoption
on large-scale datasets.

A second experiment veri es the robustness of DART to the temporal misalignment
between social trajectories and personal gazetteers. Starting frds@%a@nd100%con-
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(a) The temporal misalignment starts from the 50% con guration in Figure 5.7.

(b) The temporal misalignment starts from the 100% con guration in Figure 5.7.

Figure 5.8: Accuracy of DART and other de-anonymization approaches on the MIL dataset
considering a progressive temporal misalignment between personal gazetteers and social
trajectories.

gurations of the previous experiment, we simulate the misalignment by adding a certain
temporal delta to every point in the social dataset. The results are shown in Figure 5.8.
As in the previous experiment278 is able to maintain high accuracy, even though its
execution times remain severely high. DART's accuracy is actually affected by the temporal
misalignment, but the behavioral component of DART is able to maintain the former always
above27%and52%in the respective scenarios. This demonstrates the robustness of DART,
as stay points are proven as a solid bedrock for the de-anonymization. The accurb4§] of [
is constant because their algorithm does not consider the temporal dimension; although this
characteristic makes the approach robust to temporal misalignment as well, it pravihts [
from achieving better accuracy when the temporal dimension is more relevant. Ultimately,
the accuracy of38] progressively decreases down to zero; this is inevitable3&hly
looks for punctual temporal matches.

Finally, we evaluate the accuracy of DART on MDC. On this dataset we observe a
signi cant difference between the four approaches: as shown in Figure 5.9, DART is
able to achieve an optimum result (i.e.94% accuracy) and performs far better than
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Figure 5.9: Accuracy of DART and other de-anonymization approaches on the MDC dataset.

the other algorithms.The poor performance28[is due to its algorithm, which abruptly
excludes a match betwe#&handA if there exists a record &k being too far fronK (i.e.,
distspacd@; k) > 2 ts) in a close time windows (i.edistime(a;K)  tt). This is called the
exclusion rulan [38], and it is based on the principle that a person cannot be in two places
at the same time. However, the complementary nature of the original GPS and WLAN
trajectories in MDC makes it easier for the exclusion rule to be activated. Conversely, the
good performance of DART and 48 (which is much higher than the one on MIL) is

due to the trajectories in MDC being less overlapped; in fact, all trajectories in MIL are
bounded within the city of Milan over one month, whereas in MDC they are centered on
the Geneva lake and can span up to Zurich over one year (i.e., a much larger spatiotemporal
area). Interestingly,47§ is unable to achieve a better accuracy than the one reached in
MIL. This is probably due to the complementarity of GPS and WLAN sources (mentioned
at the beginning of this Section): the behavior of GPS and WLAN trajectories in MDC is
quite different, because the former mostly captures movements between stay points, while
the latter captures visits to stay point. To this end, MDC is similar to the last scenario in
MIL where tweets are mostly made within stay points (Figure 5.7). We conclude2fdt [
achieves a consistent accuracy in different scenarios, but it is unable to exploit the one in
which the concentration of social interactions is mostly around stay points (which, as we
recall, is one of our main assumptions).

5.5 Conclusion

We proposed an original approach to trajectory de-anonymization that relies on personal
gazetteers to model users' behaviors and to effectively capture and recognize each user's
spatiotemporal signature. Our experimental evaluation has proven that DART improves
recent state-of-the-art algorithms by effectively coupling an ef cient implementation with



62 De-Anonymization of Personal Gazetteers

high effectiveness on different datasets and scenarios. Our algorithm is also robustness to
temporal misalignment between the anonymous and known trajectories. The only related
approach that achieves better results in some scenari®gds vhose elevated complexity
severely hinders its applicability on large-scale datasets. At this stage we are currently
working in different directions to further improve the effectiveness of the approach by:
enhancing the behavioral model to improve its effectiveness in case of signi cant temporal
misalignment, e.g., by considering not only the hour of the day but also the day of the week;
and by comparing it with other state-of-the-art algorithms, to improve our understanding as
to which scenarios are better handled by different algorithms, with particular focus on those
scenarios where [278] achieves higher accuracy.



Chapter 6

Conclusion and Research Directions

In the rst part of the thesis, we investigated how the inclusion of unconventional data affects
the knowledge pyramid by requiring speci ¢ techniques for different data types. We focused
on mobility data (i.e., spatiotemporal trajectories) since they fuel location-based services
at the core of pervasive applications such as traf ¢ analysis, route and point-of-interest
recommendation, and even smart-phone videogames. In particular, we addressed two of the
issues posed by mobility data: scalability and privacy.

As for scalability, the ever-increasing number of positioning devices (e.g., smart-phones
and geolocalized networks) is challenging traditional trajectory mining approaches (e.g., clus-
tering and map matching) demanding for big data solutions. While we proposed an approach
to rethink map matching in a distributed fashion, our broader goal is to address trajectory
mining applications in big-data scenarios with high variance in means of transportation (e.g.,
car, walk, bicycle), sampling rates (e.g., from seconds to minutes), and road networks (e.g.,
extending the map-matching from Milan to the entire country). On the one hand, this requires
the introduction of an innovative approach capable to integrate and analyze spatiotemporal
positions at different resolutions (e.g., a GPS point with a limited accuracy or a wide area
traced by GSM antennas). The adoption of auto-machine learning technicg4gfof the
pre-processing and integration of spatiotemporal data is an interesting research direction (e.g.,
by automating transformations such as noise ltering, trajectory segmentation or uncertainty
reduction). On the other hand, smarter indexing and distributed strategies are needed to scale,
since the existing big data frameworks are “limited to” to low-level spatiotemporal operations
(e.g., topological operations or k-nearest neighbors rather than clustering or frequent pattern
mining).

As for privacy, the sensitive nature of mobility data (e.g., home and work locations) easily
identi es the individuals (i.e., moving objects) producing the mobility traces. We investigated
how trajectory data can be anonymized for privacy protection, and how the frequently visited
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locations can be used to de-anonymize individuals within a trajectory dataset. Most of
the (de-)anonymization approaches hardly scale up to big data volumes. Our goal is to
investigate whether it is possible to further improve (de-)anonymization accuracy without
burdening the ef ciency of the involved algorithms. In this direction, an empirical survey
on the effectiveness and ef ciency of the existing anonymization algorithms is necessary
to put a common ground for comparison and to highlight the existing bottlenecks. We
plan to collect—possibly with the help of volunteers—a large-scale ground-truth dataset
to validate the goodness of the studied anonymization approaches, and to measure the
robustness of DART against such anonymization algorithms. Additionally, while the majority
of anonymization algorithms focus on static protection (i.e., anonymization requires the
elaboration of thavhole dataset), dynamic trajectory protection is a promising research
direction.
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Chapter 7

Introduction

7.1 Motivation and contributions

Business Intelligence (BI) includes a wide range of techniques and tools supporting data
transformation in the decision-making process (through the knowledge pyramid in Figure 1.1).
Until the '80s, enterprise databases stored operational data. Since then, the increasing data
variety (e.g., social networks, 10T, and mobility data) has made clear that enterprise data alone
are not suf cient to back strategic decisions, demanding the integration of unconventional
data. However, the exponential increase in data volume affects the access to strategic
knowledge hidden in the data (Figure 7.1), requiring advanced analytic techniques and tools
supporting data scientists. Additionally, Bl is becoming more and more pervasigg |
entailing increasing participation of data scientists with high competence in the business
domain but low competence in computer science and data engineering skills. Enabling
effective participation requires the investigation of user-centered paradigms supporting
analytical querying, making knowledge extraction and narration accessible to everyone
[216 215. So far, “classical” analytic tools required data scientists to write (formal) queries
to access data. However, this is unfeasible in scenarios where data scientists have no keyboard
at hand (e.g., in the case of analytics via augmented reality). Additionally, there is a need to
increase the abstraction level in de ning analytical queries. Rather than demanding formal
queries, analytic systems should be capable (i) of intercepting and interpreting data scientists'
intentions, and (ii) of providing concise representations of the results.

In this context, we contribute to the following research directions.

Augmented OLAP. Augmented reality allows users to superimpose digital information
(typically, of operational type) upon real-world objects. The synergy of analytical frameworks
and augmented reality opens the door to a new wave of situated analytics, in which users
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Figure 7.1: Information value pyramid: the higher the quantity, the lower the strategic value
(a variation of Figure 1.1 highlighting the relationship between quantity and value; adapted
from [113]).

within a physical environment are provided with immersive analyses of local contextual data.
We introduce a novel approach namfeegmented OLAFhat, based on the sensed augmented
context (provided by wearable and smart devices), proposes a set of relevant analytical queries
to the user95, 96]. This is done by relying on a mapping between the objects that can be
recognized by the devices and the elements of the enterprise multidimensional cubes, and
also by taking into account the queries preferred by users during previous interactions that
occurred in similar contexts. A set of experimental tests evaluates the proposed approach in
terms of ef ciency, effectiveness, and user satisfaction.

Conversational OLAP. The democratization of data access and the adoption of OLAP in
scenarios requiring hand-free interfaces push towards the creation of smart OLAP interfaces.
We introduce COOL, a framework devised for conversational OLAP applicat8&9()].

COOL interprets and translates a natural language dialogue into an OLAP session that
starts with a GPSJ (Generalized Projection, Selection and Join) query and continues with
the application of OLAP operators. The interpretation relies on a formal grammar and a
knowledge base storing metadata and values from a multidimensional cube. In case of
ambiguous or incomplete text description, COOL can obtain the correct query either through
automatic inference or through interactions with the user to disambiguate the text. Our
tests show very promising results in terms of effectiveness, ef ciency, and user experience.
Besides adding novel support to the interpretation and translation of complete analytical
OLAP sessions, COOL achieves state-of-the-art accuracy in the interpretation of GPSJ
queries.
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Intentional OLAP. The Intentional Analytics Model (IAM) has been recently envisioned

as a new paradigm to couple OLAP and analyt@sy 93, 44]. It relies on two basic

ideas: (i) letting the user explore data by expressing her analysis intentions rather than the
data she needs, and (ii) returning enhanced cubes, i.e., multidimensional data annotated
with knowledge insights in the form of model components (e.qg., clusters). We provide a
proof-of-concept for the IAM vision by delivering an end-to-end implementatiahestribe

one of the ve intention operators introduced by IAM [44]. Among the research challenges
left open in IAM, those we address are (i) automatically tuning the size of models (e.g., the
number of clusters), (ii) selecting the most effective chart or graph for visualizing each cube
depending on its features, and (iii) devising a visual metaphor to display enhanced cubes and
interact with them.

Multidimensional summarization. Multi-level and multi-dimensional data provide a rich
description of events through multiple features each at different levels of detail. However, the
analysis effectiveness is a compromise between the precision and the size of the information
being displayed while analyzing multi-dimensional cukg®1]. Since multidimensional
cubes are represented in analytic dashboards with pivot tables, the comprehensibility of such
tables becomes is inversely proportional to the quantity of the returned cells (i.e., information
ooding problem). To cope with information ooding, through summarization, we help
data scientists in getting succinct data representation, especially when multidimensional
hierarchies are involved [94, 97].

7.2 Structure

This part of the thesis hinges on the above-mentioned contributions and is organized as
follows. In Chapter 8, we introduce the foundational concepts of Bl and multidimensional
analysis necessary for the comprehension of the subsequent chapters. Chapter 9 introduces
Augmented OLAP, a query recommender system based on contextual data. Chapter 10
describes Conversational OLAP, a framework enabling the interpretation of OLAP queries
expressed in natural language. Chapter 11 makes a step towards the IAM by designing
thedescribeOLAP intention. Chapter 12 introduces a novel summarization approach that
leverages the multidimensional nature of spatial data to group similar patterns. Finally,
Chapter 13 draws the conclusion and future research directions.






Chapter 8
Background

In this chapter, we introduce the foundational concepts of Bl. We present the data ware-
house, a data repository at the core of decision support systems. Then, we introduce the
OLAP operators to query a data warehouse. Finally, we provide a formal de nition of the
multidimensional model.

8.1 Data warehouse

Data warehousings a collection of methods, techniques, and tools supporting knowledge
workers in data analysis. The main actor is da¢a warehousea data collection supporting

the decision-making process. A data warehouse is subject-oriented (i.e., focuses on speci c
analysis concepts), integrated and consistent (i.e., brings multiple data sources in a uni ed
view), and not volatile (i.e., covers historic dataxfl]. In [115, the authors identify the
following requirements for a data warehouaecessibilityto data scientists unfamiliar with

IT and data structuregtegrationof data on the basis of a standard modeiery exibility to
maximize the knowledge obtained from dat#prmation concisenedsr effective analyses;
multidimensionalnd intuitive representation; armmbrrectness and completenasisthe
integrated data. A data warehouse differs from operational databases. Operational databases
store operational data, i.e. data created by business operations involved in daily management
processes (e.g., purchase and sales management). The management of operational data is
characterized by a transactional workload, i.e. a high number of users interacting with the
database to carry out read/write operations.

The query workload involving a data warehouse is known as OLAP (On-Line Analytic
Processing), a dynamic and multidimensional analysis of aggregated data. An OLAP work-
load is characterized by a few users interacting with the data warehouse to carry out complex
read operations (e.g., identifying the products maximizing pro ts). OLAP queries operate
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Figure 8.1: Example of a multidimensioraalescube, where analysis dimensions Brxate,
ProductandStore and measures af@uantity andReceiptgadapted from [113]).

Figure 8.2: Example of hierarchy dtroduct Product Type, Categoryare hierarchy levels
also called dimensional attributes (adapted from [113]).

on a multidimensional representation of a data warehouse, where a data item is a pointin a
space with many analysis dimensions and is described by numerical measures. These notions
recall the visual metaphor of a hyper cube (henceforth, cube) to represent multidimensional
data. In this metaphor, cube edges are analysis dimensions, data items are cube cells, and
each cell is given a value for each measure (Figure 8.1). Dimensions are associated with
(roll-up) hierarchiesthat aggregatevels(called dimensional attributes; Figure 8.2). The
actual values of each level (e.@hinyis a speci cProduc) are referred to anembersThe
dimensional fact model (DFM) [112] conceptualizes the design of a data warehouse and its
cubes (Figure 8.3).

Multidimensional cubes are implemented atop different abstractions: MOLAP (Multidi-
mensional OLAP) uses multidimensional structures (e.g., multidimensional vectors), ROLAP
(Relational OLAP) uses relations from the standard relational model, and HOLAP (Hybrid
OLAP) adopts a hybrid model that relies on both multidimensional and relational models.
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Figure 8.3: Conceptualization of tlgalescube in the Dimensional Fact Model (DFM)12].

Figure 8.4: Relational representation of alesube.

While MOLAP-based systems deliver the best performance through the natural represen-
tation of multidimensional data, data sparsity is a major drawback since multidimensional
DBMSs store every cell in the fact spacde]. ROLAP-based systems rely on decades

of evolution of relational DBMSs and received more research attention than MOLAP and
HOLAP. ROLAP systems enable scalability, since there is no sparsity in relational systems
when storing multidimensional data (Figure 8.4). In this thesis, we adopt the ROLAP model
along with thestar schemanodeling technique. A star schema consists of (i) relations
called dimension tabld3T corresponding to cube hierarchies, and (ii) relations called fact
tablesFT corresponding to cubes (Figure 8.5)FA references dimension tables (i.e., the
dimensions of the cube), and includes an attribute for every measure. The primary key of the
FT composes the keys imported from the refereridgéd. EveryDT has a primary key and

an attribute for each hierarchy level. Dimension tables denormalize all the hierarchy levels in
the same relation. Whereas this causes redundancy, it signi cantly reduces the number of
joins needed to retrieve information.

8.2 OLAP operators

Data in a data warehouse are analyzed at different levels of aggregation by applying a
sequence 0DLAP operatorsEach operator is applied to the outcome of the previous one,
creating a navigation path known @& AP sessionin this thesis, we refer to the following
operators.

* Roll-upaggregates data at a coarser level by removing a detail level from a hierarchy
(e.g., fromProductto Type).



74 Background

Figure 8.5: Example of dimension and fact table for 8adescube.
 Drill-down aggregates data at a ner level by adding a detail level from a hierarchy
(e.g., fromTypeto Produc).

» Slice-and-diceombinessliceanddiceoperatorsSlicereduces the analysis dimensions
by collapsing a dimension to a speci c member (eRroduct= “Shiny). Dice
reduces the retrieved data by a selection predicate {¥egrbetweer2018and 2020.
different viewpoint.

* Drill-acrosslinks concepts in interrelated cubes.

8.3 (Formal) Multidimensional model

We now introduce the formal setting necessary to manipulate multidimensional data (we
summarize the notation symbols in Table 8.1 at the end of the section).

De nition 12 (Hierarchy) A hierarchyis de ned as a triple ke (Ln; n; h) Where:

1. Ly is a set of categoricdkvels each level 2 L, is coupled with alomainDom(I)
including a set ofmembergqall domains are disjoint);

2. nisaroll-up partial order ofLy, (is restricted to aotal order for linearhierarchies);
and

. . S
3. nisapart-ofpartial order of |, Dom(l).

Exactly one levetlim(h) 2 Ly, calleddimensionis such thadim(h) | for each other

| 2 L. The part-of partial order is such that, for each couple of leveasd|°such that

| 119 for each memben 2 Dom(l) there is exactly one membe?2 Dom(19 such that
0

u pu-
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Example 3 (Hierarchy) For the hierarchyTime, itis Date Month Year The hierarchy
Productis linear. 02/12/2020 is a member 8fateand 02/12/2020 12/2020 202Q

Aggregation is the basic mechanism to query cubes, and it is captured by the following
de nition of group-by set. As normally done when working with the multidimensional model,
if a hierarchyh does not appear in a group-by set it is implicitly assumed that a complete
aggregation is done aloriy

De nition 13 (Group-by Set) Given a set of hierarchield, a group-by sebf H is a subset
G of levels in the hierarchies ¢ including at most one level for each hierarchy. The roll-up
order on the hierarchies of H induces a partial order on the group-by sets of H as follows:

G G%8 192G%12Gst | 4I°

The complexity of OLAP queries is also due to the collection/integration of data from
different data sources. To facilitate OLAP analyses, the DW is typically partitioned into
different data marts, each representing a subset or an aggregation of the data stored in the
primary DW. A data mart includes a set of information pieces relevant to either a speci c
business area, a corporate department, or a category of users.

De nition 14 (Cube, Cube Schema, and Data Mart) Given a set of hierarchield, a cube
over H is de ned as a triple & ( G¢; M¢; wc) where:

1. G is agroup-by sebf H;

2. M is a set of numerical measures; each measute M. is coupled with one aggrega-
tion operator ogm) 2 f sumavg;:::g; and

3. w¢ is a partial function that maps the tuples of members for the leveG; @b a
numerical value for each measurezriVi..

A cube schema a coupleC = ( H;M). Adata marDM is a couple of a set of hierarchies
H and a seC of cubes oveH, DM = ( H;C). Each coordinate that participates ¢, with
its associated measure values, is calleckd of c.

The levels, members, and measures of auéee given the generic name wid-elementsf
c. Note that thev. is de ned as partial since cubes are normalharse the cardinality of
c is the number of tuples of members that are mapped thraggind is denoted witixj.
With a slight abuse of notation, we write2 c to state that is a cell ofc.
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Example 4 (Cube) GivenSales= (H; M) (Figure 8.1), it is

H = f Time; Product Storeg;
M = f Quantity, Receiptg

and o Quantity) = op(Receipty= sum(i.e., all measures are addictive).

Cubes are queried through GPSJ (Generalized Projection / Selection / Join) queries, a
well-known class of queries that was rst studied 2. A GPSJ query is composed
of joins, selection predicates, and aggregations. Remarkably, having all the culds in
de ned over the same set of hierarchlésorresponds to assuming that the cubes share a
set ofconformed dimensionghich enables the formulation dfill-across queriegqueries
joining two or more cubes).

De nition 15 (Query) A queryq on data martbM = ( H;C) is a triple q = hGq; Py; Mg
where

* Gqis a group-by set of H;
* Py is a (possibly empty) set of selection predicates each expressed over one keyvel of
* Mg Mis the set of measures whose values are returned by q.

LetCq C be the subset of cubes such that at least one of their measures is payit of
queryq is well-formed if all the measures it returns are available at the required granularity:

1. 8c2CqGe Gqif M6 ?;
2.9c2Cst. G GqifMg=?1

Example 5 (GPSJ query) With reference to th&alescube, the query asking for quantity of
sold products for each month of 2019 and each product type-i$@q; Py; Mgi, with

Gq =fMonth; Typeg
Py=f(Year= 20199
Mg = f Quantityg

We assume that, whevlg = ?, queryq asks for a count of the cardinality &f;, so the existence of at
least a cube at the required granularity ensuresgigtwvell-formed.
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Table 8.1: Notation summary

Notation Meaning

Multidimensional cube
Set of cubes

Cube schema

Data mart

Group by set

Set of hierarchies
Hierarchy level

Set of measures
Selection predicate
Query

Assign measure values to cube cell
Cube cell

s Q 'Uz_IG)gOQO

(]
o

The SQL formulation af on a star schema featuring fact tatfid _Salesand dimension
tablesDT_TimeandDT_Productis

SELECT DT_Time.Month, DT_Product.Type, sum(FT_Sales.Quantity)
FROM FT_Sales

JOIN DT_Time ON (FT_Sales.Date = DT_Time.Date)

JOIN DT_Product ON (FT_Sales.Product = DT_Product.Product)
WHERE DT_Time.Year = 2019
GROUP BY DT_Time.Month, DT_Product.Type

De nition 16 (Base Cube and Derived Cube)A cube whose group-by s&t includes all
and only the dimensions of the hierarchiedHrand such thaM. = M, is called abase cubge
the others are callederived cubeslLetcy be a base cube ov&. The result of applying a
queryqto cg is a derived cube such that (i)\Gc = Gg, (i) Mc = Mg, and (iii) w assigns to
each coordinate 2 c satisfying the conjunction of the predicatesfpand to each measure
m2 M. the value computed by applyiagy(m) to the values oin for all the coordinates of
Co that roll-up toc.

In OLAP terms, a derived cube is the result of either a roll-up, a slice-and-dice, or a projection
made over a base cube.






Chapter 9

Augmented OLAP

9.1 Introduction

With the disruptive advances in pervasive computing and industry 4.0, Bl is shifting its focus
on the integration of (internal) enterprise and (external) contextual data. In this direction, the
synergy of analytical frameworks and augmented reality opens the dsibuéded analytick

in which users within a physical environment are provided with immersive analyses of local
contextual data. Indeedugmented realitfyAR), a variation of virtual reality, allows users to
superimpose digital information upon real-world objedtd]| thus determining an augmented
environment. Nowadays digital data returned to users are typiop#yationa] meaning

that they either describe the current state of the visualized objects (e.g., the temperature of a
machine) or suggest the operations to be carried out (e.g., instructions to use the machinery).
Conversely, limited attention has been devoted to providimgyticalreports that can be

used by decision makers to evaluate the behavior and performance of the visualized objects
from a tactical and strategic point of view, for instance with reference to their past history or
to other objects of the same type.

This new goal opens relevant research challenges and revamps many issues related to
business intelligence and recommendation systé&®js ndeed, when working with high-
dimensional contextual data (the multidimensional nature of the context is well understood
[6, 257)), identifying insightful queries and visualizations is not trivid#lp] and requires
several research issues to be solvEq:[How can data be sensed and accessed in real time?
How is the sensed context mapped to enterprise data? Which data is salient to the user
analysis? How do users interact with the retrieved data?

1situated analytics has been de ned as spatially-organized data representations attached to relevant entities
for the purpose of understanding and decision-making [77]
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Figure 9.1: Overview of the AO framework

To the best of our knowledge, none of the context-aware recommender systems proposed
in the literature addresses the above questions with reference to situated analytics in general,
and to AR in particular. While the research on computer visig®) P60 and situated
visualization B0, 36, 14Q is vivid, not much has been done to set up a business intelligence
process bridging context sensing, data visualization, and decision making.

In this chapter, we envision and formalize a foundationfagmented OLARAO), a
framework empowering AR users with context-aware analytical information under visualiza-
tion and time constraints. The context is modeled as a set of recognizable environment objects
(e.g., a machine in a manufacturing environment) plus a set of additional user/environmental
information (e.g., the user role and the room temperature). The analytical information
returned is tailored to the context currently perceived by the user and comes in the form
of reports obtained by running OLAP queries on the enterprise multidimensional cubes.
The quantity of data returned must be limited in size and focused on the context to meet
performance constraints and be easily interpretable by the user; furthermore, the intrinsic
dynamics of AR applications ask for right-time (a few seconds) responsiveness of AO.

An overview of the AO framework is given in Figure 9.1 which shows Edgar, a controller
working for a company producing tness equipment and wearing AR smart devices featuring
sensors of different types. We assume the pattern recognition capabilities necessary to
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recognize the context are provided by these smart devices. Edgar's task is to optimize the
production based on the assembling times of manufacturing devices, also considering the
sale volumes of the different products. When he stares at an assembly machine, the AR
glasses he is wearing recognize the machinery and some nearby objects (in the picture, a seat
being assembled with an exercise bike); a context is generated accordingly, also including
data about the current date and time and Edgar's position and role.

Our goal in this setting is to suggest to Edgar in real time the set of analytical queries
over the enterprise multidimensional cubes that are more relevant according to both a-priori
knowledge and feedback given by users in similar contexts. Relevant gures could be the
number of produced items, the assembly times, and the revenues for the product being
sensed. With reference to Figure 9.1, this task is carried out b§dinéext interpretation
component using a collaborative ltering approach that relies on the query log. Although
AO supports the possibility of learning meaningful queries from the log, its capability of
returning the right information primarily comes from some a-priori knowledge provided by
domain experts. This choice is not simply a solution to the well-known cold-start problem
(i.e., the problem of providing signi cant recommendations when user feedbacks are still
insuf cient); it is rather a design choice aimed at enabling the system to give a useful answer
in complex context scenarios, where learning from the log would require too many examples.
The a-priori knowledge is modeled through a set of mappings between the potentially
recognizable environment objects (stored mlicionary) and the multidimensional elements
of the enterprise cubes. Rather than proposing the most relevant query only, AO proposes a
set of alternative queries to Edgar; all of them are related to the current context but they are
different enough to offer to the user different avors of the same information. This phase is
implemented by th€uery selectiomomponent. At this time, Edgar can either execute one
of the proposed queries or express a new query to obtain a different report. Finally, Edgar
gives his feedback on the proposed queries, which is stored in the log.

AO can be applied to different application domains ranging from health&&ted
factories P64, 39]; for this reason, the main modeling choices underlying our approach (e.g.,
how to de ne the relevance of an object in a context) have been formalized in a domain-
independent fashion, while domain-dependent examples are provided in the context of AR in
a factory where tness equipment is produced.

To sum up, the main contributions of this chapter are:

1. We envision an AO framework, its functional architecture, and the user/system interac-
tion process.

2. We explain how a-priori expert knowledge can be modeled by mapping context objects
to relevant multidimensional elements.
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Table 9.1: Comparison of recommender systems in terms of user input, context type, recom-
mendation of multidimensional OLAP queries (MD), real-time constraint (RT), cardinality
constraint (C), and query diversi cation (D)

User input Context MD RT C D
[145] OLAP query User pro le 3
[13] OLAP session OLAP sessionlog 3 3
[154] SQL query Query logs 3 3

[268] OLAP query Dashboards, report8
[177] SPARQL query Web documents

[274] SQL query Database statistics 3 3
[68] SQL query Result feedback 3
[121] SQL query Result statistics

[57] SQL query Result statistics 3 3
[291] Web query Clicks, query log

[146] Web query Clicks, query log 3
[228] Web query Location 3 3
[46] Web query Query logs

[105] OLAP query Query logs 3

AO  none Physical env., log 3 3 3 3

3. We describe an ef cient algorithm to generate relevant and diverse queries to be
returned to the user.

4. We propose a collaborative ltering approach to let the system learn from user feedback.

The remainder of the chapter is organized as follows. Section 9.2 describes the related
works in the eld of context-aware recommendation systems. Section Section 9.3 formalizes
the AO framework. Sections 9.4 and 9.5 describe the context interpretation and query
selection components, respectively. Section 9.6 describes the results of experimental tests
that measure the performance of AO. Finally, Section 9.7 sums up our contribution and gives
future research directions.

9.2 Related works

The AO framework can be classi ed asracommender systein the area obusiness

intelligencebased on a context made afigmented entitiedDespite the huge amount of

work in these areas, to the best of our knowledge, no approach lies at their intersection.
Over the years, scholars have highlighted the importance of exploiting contextual in-

formation to provide focused recommendations with the nature of contexts being quite

heterogeneous (a summarized description in provided in Table 9.1), for instance space and
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time [228, query logs 54, 26§, statistics on resultslpP1, 57] or databases?[74], user
interests 145, and social datal[77]. Given such heterogeneity, other contributions (e.g.,
[286, 288 177]) address the integration of contextual data to provide a common ground
(e.g., a global schem@88 or an application programming interfac&7[7/]) enabling rec-
ommendation from multiple data sources. The previous context types have been widely
adopted in several applications where the recommendation process is activated by an explicit
user-de ned input statement (e.g., query or keywords). Examples of applications are web
query categorizationdp, 13], recommendationl45, 291], and diversi cation [L46]; query
completion [L54, 268); localized web keywords suggestia®g; and interactive exploration
of databasesB]. The main differences between AO and these works are: (1) the multidi-
mensional nature of the data handled and returned, (2) the nature of the context as well as
the type of user/system interaction that triggers the recommendation, and the presence of
(3) real-time, (4) cardinality and (5) diversi cation constraints. As to (1), multidimensional
and hierarchical data support recommendations at different granularities, which intrinsically
makes nding the best recommendation more complex; as to (2), physical contexts require
ad-hoc solutions to choose the relevant context elements due to application speci cities (e.g.,
object engagement) and to the possibility of having in the context elements that are perceived
but that are not relevant for the user; as to (3), (4), (5), these constraints are required by
immersive applications [77].

Recommender systems in business intelligence applications are well surve$8d]in [
Recommendations typically involve multidimensional querie3s] or sessions13] (i.e.,
query sequences) using query logs as contexts. These approaches are based on collaborative
Itering techniques that do not synthesize new queries from existing ones, but pick queries
from the log depending on their similarity score. Conversely, AO allows the generation
of queries not already present in the log by combining similar queries from the log and
contextual information into a set of diverse queries. This assumption collocates AO as a
hybrid approach to recommendatidi®f], differentiating AO from the above-mentioned
contributions in multidimensional recommendation systems. Note that diversi cation and
multiple recommendations are used to better meet user inte3@§s A further advantage of
AO over pure collaborative ltering approaches is that AO does not suffer from the so-called
cold start problem, since it is able to return an appropriate recommendation even when the
log is empty [209].

In the area of AR and situated analytics, contexts play an even more central role. There,
a context is the set of objects recognized in the environment that acts as situated stimulus
(i.e., object properties) to be translated into inputs for a search query; it is augmented with
virtual information and is returned to the us86]. Physical environment becomes a source
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of contextual information inJ1], where user interaction with a physical environment is
leveraged to retrieve operational data of interest. The usage of AR as an interactive medium
opens to a natural data exploration and is especially helpful when the analysis goals are
not speci ed [L4(. Scholars focus on nding proper visualization to embed operational
data in physical objects8D, 36, 140, with a particular effort on the implementation of
toolkit allowing the rapid prototyping of such visualizatior258. Although [80] considers
multidimensional data, it is not speci ed how the process of information retrieval and analysis
of data at multiple level of details is carried out. Besides, these approaches do not include
collaborative lItering to discover potentially useful information. Interestingly, altho&fh [

does not consider analytical data, it introduces a mantra for situated analytics: “details rst,
analysis, then context-on-demand” which contradicts the well-known mantra “overview rst,
zoom and lter, then details-on-demand42 of classical visualization systems. Indeed,
when it comes to pure augmented visualizations, information is directly attached to single
objects [80, 36], assigning higher priority to details than to generic information.

9.3 Preliminaries

Given the formal background introduced in Section 8.3, we introducing a formal setting to
manipulate multidimensional data. For simplicity, we consider

* linear hierarchies only; and

« additionally to De nition 15, a query) is well-formed if (i) all predicates i, are
external i.e., they are expressed on levels that are less or equal to a le@glim
the roll-up order 237; and (ii) P is a set of Booleaequalityclauses de ned over
members of levels dfl.

Example 6 (Data Mart) Our working example (Figures 9.1 and 9.2) includes two cubes,
Salesand Assemblywhich share hierarchieBroductand Date; the two cubes are completed
by hierarchiesStoreand Device andPart. Sales are described by measu@santity and
Revenueswvhile Assembly is described by measukesembleditemand AssemblyTimgall
measures are additive, i.e., they are coupled withstimaoperator. A member of thieart

level isSeat while a member oProductis BikeExcite

In the following, we will often need to denote the md-elements to which qgery
hGq; Py; Mgi refers speci cally,

« if | 2 Gg, thenq refers to level,
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Figure 9.2: Roll-up total orders (top), part-of partial orders (middle), and an excerpt of the
group-by set partial order (bottom) for our working example; the group-by sets Sfles
andAssemblyubes are in gray

« if m2 My, thenq refers to measuna,

« if (I = u) 2 Ry, theng refers to membeun and to level, beingl the level whose domain
includesu.

The set of md-elements to whicjrefers will be denoted withe f(Q).

Example 7 (Query) With reference to th&alesube, the query asking for quantity of sold
products for each month of 2019 and each product typesshGq; Py; Mqi , with

Gq =fMonth; Typeg
Py=f(Year= 2019¢g
Mg = f Quantityg

The SQL formulation af on a star schema featuring fact talffd_Salesand dimension
tablesDT_DateandDT_Productwould be

SELECT DT_Date.Month, DT_Product.Type, sum(FT_Sales.Quantity)
FROM FT_Sales

JOIN DT _Date ON (FT_Sales.Dateld = DT_Date.Dateld)

JOIN DT_Product ON (FT_Sales.Productld = DT_Product.Productid)
WHERE DT_Date.Year = 2019

GROUP BY DT_Date.Month, DT_Product.Type
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For this query it is
ref(g) = f Month; Type Year, Quantity, 2019

By adding measurdssembleditemé$rom theAssemblyube, toMy we get an example of a
drill-across query whose SQL formulation is

SELECT DT_Date.Month, DT_Product.Type,
sum(FT_Sales.Quantity), sum(FT_Assembly.Assembledltems)
FROM FT_Sales
JOIN DT_Date ON (FT_Sales.Dateld = DT_Date.Dateld)
JOIN DT_Product ON (FT_Sales.Productld = DT_Product.Productld)
JOIN FT_Assembly ON (FT_Assembly.Dateld = DT_Date.Dateld AND
FT_Assembly.Productld = DT_Product.Productid)
WHERE DT_Date.Year = 2019
GROUP BY DT_Date.Month, DT_Product.Type

Enterprise cubes are the data source for the analytical reports to be returned to users
according to the environment as perceived by the AR device. The set of data possibly
perceived are listed in a dictionary that, intuitively, de nes the device capabilities. These
data are not limited to physical objects recognized in the environment through a pattern
recognition process, but may include user-related information such as the user role as well as
environmental properties such as the room temperature.

De nition 17 (Dictionary) AdictionaryD is a set of classes, each coupled with a domain
of values. Each paid = hclassvaluda such thatvaluebelongs to the domain alassis
called anentryof D.

Note that the dictionary can describe the sensed environment at different levels of precision.
For example, if the smart device that perceives the environment successfully identi es a bike,
but is not capable of labeling the speci ¢ bike model, it will return Hbject Bikei entry.
On the other hand, if the speci ¢ product BikeEXxcite is recognized, the smart device will
return the entrylObject BikeExcita .

The power of the AO framework comes from the ability to bind the perceived entries to
the cube md-elements. This capability is rooted in a-priori knowledge that speci es which
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md-elements can be interesting for the user when a given dictionary entry is perceived. This
knowledge is de ned through a dictionary-to-cube mapping established by a domain expert
at setup time. To enhance the expressiveness of our framework, we consider that some
md-elements may be interesting noer sebut only when associated with other md-elements,

S0 we map entries not on simple sets of md-elements but on siesgyofentseach fragment

being a set of md-elements that should appear all together in queries.

De nition 18 (Mapping) A mappingfrom dictionaryD to data martDM is a multivalued
functionmthat maps an entry to a set of fragments, i.e., sets of md-elements of the cubes in
DM. Each fragment 2 m(d) has a mapping weight,mag(d; f) 2 (0; 1].

The mapping function is multivalued since many fragments of md-elements may be of
interest for each dictionary entry; this typically happens for hierarchy levels, which can
be all interesting —even if with different valueswf For example, when some device is
perceived, besides showing data for that speci ¢ device, also showing aggregated data for the
device type could be interesting. Through mapping weights, domain experts give an a-priori
guanti cation of the interest of each fragment for analyses when a given entry is part of the
context.

Although a discussion about how the dictionary is created and the mappings are estab-
lished is out of the scope of this chapter, we remark that this does not necessarily have to be
done manually for all the cube members, which would be tedious for attributes with large do-
mains, but it can be largely automated. For instance, to reduce the user's effort in populating
the dictionary, an approach like the one proposed g could be used. There, continual
learning is applied to classify known objects and to learn objects of never-seen classes. Once
sensed and marked as relevant, novel objects can be easily learned and added to the dictionary.
Giving novel objects names equal or similar to names of md-elements ensures that a set of ba-
sic mappings from the dictionary to the data mart can be automatically created, to be possibly

ne-tuned later by a domain expert. Alternatively, tentative mappings could be established
by providing universally-quanti ed rules such a$hObject valud) = ff valugggfor each
value that corresponds to a member of some level in a hierarchy.

Example 8 (Dictionary and Mappings) The dictionary for our example includes, among
the others, entries related to products (e.gQbject BikeExcita), product parts (e.g.,
hObject Seat), and user roles (e.ghRole Controllei). An excerpt of the mapping from this
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dictionary to the cubes of Example 6 may look like this (Figure 9.1):

m(hObject Seat) = ff Seat); f Devicgg;
m(hObject BikeExcita ) = ff BikeExcitegg;
m(hRole Controller) = ff AssembledIitemQuantitygg;
m(hDate; 16/10/2018) = ff Dategg

The rst line returns two fragments including a member and a level respectively; it states
that, when the user senses a seat, she may be interested in analyzing either the part to be
assembled or the data concerning the assembly device. The second line returns one fragment
including a member; it states that, when the user senses a product, it is normally interested
in analyzing the data for that product. The third line returns one fragment including two
measures; it states that controllers are interested in comparing the number of assembled
items with the quantity sold. The fourth line returns one fragment including a level; it states
that users are normally interested in daily data. Finally, examples of mapping weights are

Wmap(hODbject BikeExcitd ; f BikeExciteg) = 0:5
Wmap(hRolg Controller ; f Assembleditem@uantityg) = 1

9.4 Context interpretation

In this section, we show how, given a set of perceived objects, AO produces asletait
gueries i.e., queries whose results may be of interest to the user.

9.4.1 Take the context...

The AO starting point is theontext i.e., a set of dictionary entries corresponding to the
currently perceived environment objects. More formally:

De nition 19 (Context) A contextT over dictionaryD is a set of entries dD ; each entry
d 2 T is coupled with aontext weighwen(T;d) 2 (0; 1].

The value of the weight for each entry may depend on different factors, depending on the
application domain. Non-perceived entries (i.e., for which it woulavgg(T;d) = 0) are
not included in the context. In our case study we assume that a subset of enteagaged
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meaning that they have explicitly been indicated by the user as being part of her current
focus of interest36(; for these entries, the weight is always 1. For the other entries, the
weight is inversely proportional to the distance between the user and the speci c object being
observed.

Given a context, the mapping function identi es the relevant fragments of md-elements,
i.e., those that will be involved in the queries to be issued against the cube.

De nition 20 (Image) Given contex@ over dictionaryD and mappingnfromD to data
mart DM, theimageof T throughmis the set of fragments that are mapped throngtom
the entriesin T: [

Im(T)= m(d)

dz2T

Example 9 (Context) A possible context is the one depicted in Figure 9.1, where Edgar is
inspecting the assembly of tness equipment in Room A.1 on October 16th 2018:

T = fhObject Seat;
hObject BikeExcitd ;
hRole Controller ;
hLocationRoomA.1;
hDate; 16/10/201&)

The BikeExcite product is engaged. Possible context weights are

Went(T; hObject Seat) = 0:6;
Went(T; hObject BikeExcitd ) = 1;
Went(T; hRole Controller) = 1;

Went(T; hLocationRoomA.1) = 0:6;

Went(T; hDate; 16/10/2018) = 0:6

The image of T through the mappingdescribed in Example 8 is

Im(T) = ff Seay;f Device; f BikeExcitay; f Assembleditem@uantityg; f Dategg

The image includes the set of fragments relevant to a context according to the mapping,
but it does not specify how they will be used to generate the queries to be proposed to the
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user when that context is sensed. Indeed, given an image, several queries can be generated,
each including a subset of the fragments in the image.

9.4.2 ... addthelog...

The a-priori knowledge expressed through a mapping does not enable the system to learn
by considering how user interests evolve, which instead could lead to picking different
md-elements when proposing queries or to choosing one of them more/less frequently. To
this end, AO exploits the history of previous interactions, stored in the query log, by means of
a collaborative Itering approach. The log stores, for each context, all the queries proposed
to the user and the speci c one chosen for execution.

De nition 21 (Log) A logL is a multiset of triplesiT; q;oki whereT is a contextgis a
guery, and ok (feedback) is 1 if the user accepted the quelryf, she rejected the query.

Example 10 (Log) A possible log for our working examplelis= (hT;qq; 1i;RT;qgp; 1i),
where

g1 = hfDate Part; Product;

f (Product= BikeExcitgg;

f Assembleditemassembly Timgi
g2 = hfMonth; Part; Producty;

f (Product= BikeExcitgg;

f AssembleditemAssemblyTimei

While g1 has been rejected), (which is a roll-up ofg; on theDate hierarchy) has been
accepted.

A log entry related to context® should impact the recommendations related to the
current contex@ only if the two contexts are similar, since it is reasonable to assume that
the user will have similar behaviors in similar contexts.

De nition 22 (Context Similarity) Given two context$, T%over dictionaryD , we de ne
the similarity between T and %as their Jaccard index:

jiT\ TY
jT[ TY

sim(T;TY =
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Given logL, the imagd (T) of contextT is extended to take previous user interactions
into account as follows. Ldtt L be the subset of log triples whose context is similaf to

Lt = fhT%qoki 2 Ls.t.sim(T;TY eg

wheree is a similarity threshold. Themy(T) is extended by adding, for each queyin L,
one fragment corresponding to the set of md-elements referreddo by

| (T)= In(T) [ ref(q) : 9HT%q;0ki 2 Ltg

In this way,|,(T) includes all the fragments that are relevant to contegtther according
to the mapping or to the previous user experience

We now de ne thdog relevanceo T of fragmentf 2 1,,(T) as the weighted number of
timesf has been accepted by the user (io&.= 1) over the number of times it has been
proposed (i.e9k= ); weighting is based on the similarity between the current coritext
and the considered log conték®

1+ &pnrogaiz Ly(r) SIM(T; T9

rr(L;f)= .
r(kh) 2+ &xrog iz Ly(f)SIM(T; T9

whereLt(f) = fhT%q;0ki 2 Lt s.t. f v ref(g)g andv is a hierarchy-aware containment
relationship between sets of md-elements:

fvref(g, (8m2 fs.t.misameasurem?2 ref(qg)”
(8u2 f s.t.uis a member9u®2 ref(g) s.t.u® ,u)»
(812 fs.t.lisaleve] 9192 ref(q) s.t.19 1)

To avoid relevance to be 0 whdrhas never been accepted, a Laplace smoothing is applied in
the formula above. Noticeably, the impact of Laplace smoothing decreases as the cardinality
of L1 (f) increases, that is, the weight tends to O if several queries refefriraye been
proposed but never accepted by the user. Conversely, it tergiisf tmly a few queries
referring f have been proposed.

It is now possible to de ne theslevanceo T of each fragment 2 1,(T) by taking into
account, for each context entythat maps taf, not only the entry weightven(T;d) and the
mapping weightvma(d; ), but also the log relevancer (L; f):

|

relr(f)=rr(L; f) a Went(T;d) Wmap(d; f)
d27T s.t. f2m(d)
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wherewen(T; d) = Wmap(d; f) = %forall f21,(T)nly(T). Clearly, the reason for providing

a default value for all fragments present in the extended image but not deriving from the
context is to avoid the corresponding contribution to the relevance to be null; choosing the
default value of% is in line with the Laplace smoothing applied to the log relevance.

Example 11 (Extended image)With reference to the imadg(T) from Example 9 and to
the log entries in Example 10, the extended image is

|(T) = ff Seag;f Device); f BikeExciteg; f AssembledltemQuantityg; f Dateg;
f Month; Part; Product BikeExcite Assembledlteméssembly Timg;
f Date Part; Product BikeExcite AssembleditemAssemblyTimgg

The last two fragments have been addet}{d) as they corresponds to queries drawn from
contexts similar to T. As tor(L; f) and relr(f) itis

r v(L; f Date Part; Product BikeExcite AssemblediteméssemblyTimg) = 0:33
r 1(L;f Assembleditem®uantityg) = 0:5
relt (f Date Part; Product BikeExcite AssembleditemassemblyTimg) = 0:16
relt (f Assembledltem@uantityg) = 0:5

We close this section by observing that the log size will quickly increase with time and
spending a few words about how the log can be curated. Indeeth]iit [s highlighted that
many recommended queries can become irrelevant (e.g., in case of sensible context variations
such as room refurnishment) or non-computable (e.g., due to changes in the multidimensional
schema). A basic way to deal with memory limitations when storing large logs would be
to provide a log cache, with size limits, where only the latest entries are cached per user. A
more sophisticated way would be to adoptiraicator of obsolescenass in [15] to decide
whether to prune obsolescent log entries.

9.4.3 ... getthe queries

As already stated, the context interpretation component is in charge of generatin@racset
gueries relevant to conteXt In principle, the query that includedl the md-elements in the
fragments of the extended imageToimight be directly proposed to the user. Unfortunately,
when several objects are sensed in the environment and the context includes a large number
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of entries, such queries would beonster queries.e., quite complex queries with very high
cardinalities. Monster queries are particularly undesirable in AR applications since:

 High-cardinality queries take a long time to be computed, transferred to the user smart
device, and visualized.

» While working on the eld, users must be quick and reactive, while the results of
monster queries are hardly interpretable.

In the AO framework, monster queries are avoided in two ways: (i) by posing an upper bound
g to the query cardinality, and (ii) by considering only the most relevant fragments in the
image when generating the queries to be proposed to the user.

As to (i), given queryg = ( Gg; Py; Mg), the expected cardinality of its result, denoted
card(g), can be estimated as follows:

card(qg) = card(Gg) 6 sel(p)
P2Py

wherecard(Gg) is the expected cardinality of a query with group-byGgtand no selection
predicates, andel(p) is the selectivity of each simple predicgidelonging toR;. Note
that we can safely use this formula to estimeaied(q) because, as a consequence of the
way we create queries in our approach, all predicat®y are alwaysxternal i.e., they are
expressed on levels that are less or equal to a lev®}ii237 in the roll-up partial order. As
to card(Gy), it must be computed taking the cube sparsity into account, considering that the
sparsity differs from cube to cube. In the simple case in which all measuhéglelong
to a single cube;, it can be estimated for instance using the Cardenas formula as shown in
[247, 115]:

card(Gq) = card; (Gq) = F(cardma{Gq);icij)

wherejcij is the cardinality ot andcardma(Gg) is the maximum cardinality (i.e., if there
were no sparsity) of group-by sé;:

~

cardna{Gq) = O jDom(l)j

12Gq
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If qis a drill-across quer§,the measures iMq are scattered across two or more cubes

card(Gq) = cardmaxGq) (L)cardci(Gq):cardmaqu)
i=1

wherecard;; (Gg)=cardma{Gq) expresses the probability that a given tuple of members is
present irc;, thus the product expresses the probability of that tuple to be presaihtie
involved cubes. Note that other approaches have been devised for a more precise cardinality
estimation in presence of selection predicates on multiple attributes, for insg@#.efhich

uses singular value decomposition, and [123], based on histograms.

Example 12 (Cardinality) Given cubesAssemblyand Sales let jJAssembly= 200000
jSaleg= 40000Q jDom(Produc)j = 100, andjDom(Date)j = 1000 Consider query

g= hfDate Product;
f (Year= 2019g;
f AssembledItem@uantitygi

By applying the formulas above we get

cardmayf Date Producg) = 100000
cardassempiyf f Datg Product) = 86467
cardsyed f Date Producy) = 98169
card(f Date Product) = 84884

Assuming that s€¥ear= 2019 = 0:25, we get cardq) = 21221

As to (ii), i.e., considering only the most relevant fragments in the image, before we
proceed we remove from the extended imfgd’) all the fragmentd whose relevance
relt(f) is below a given threshold, being the relevance de ned as follows.

De nition 23 (Relevant Queries and Query Relevance)Given contexf, queryqis said
to berelevant toT if (i) itis f ref(q) for at least one fragment in the extended image
of T, (ii) g is well-formed, and (iii) car(l) g. The set of relevant queries to T is denoted

2We recall from Section 9.3 that drill-across queries can be formulated because all cubes in the data mart
share a set of conformed dimensions.
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Figure 9.3: The relevance aof (in blu its md-elements) is the sum of the relevances of
fragmentsf and f©

with Qr. Therelevancdo T of query ® Qy in presence of log L is de ned as

re|T(q) = é reIT(f)
f21(T) s.t. f ref(q)

For instance, with reference to Figure 9.3, the relevancgi®kstimated by summing up
the relevances of fragmentsand f%as these are the only fragmentsl gfT) completely
contained irre f(q).

Example 13 (Query relevance)Given the mapping weights in Example 8, the context
weights in Example 9, the log relevance in Example 10, and the extended image in Ex-
ample 11, the relevance of

g = hfMonth; Part; Producg;
f (Product= BikeExcitg)g;
f AssembleditemAssembly Timgi

is relt(q = 04 The fragments contributing to the query rel-
evance (i.e., those contained inref(q)) are fBikeExciteg and
f Month; Part; Product BikeExcite AssembledltemAssembly Timg.

In the remainder of this section we explain how we create th@setdf relevant queries,
as introduced in De nition 23, to be handed to the query selection component. Basically,
in Algorithm 3 we follow a depth- rst enumeration approa@ip] to generate all possible
combinations of the fragments Ip(T). This is done by calling the recursive procedure
Expand whose pseudocode is shown in Algorithm 4, for each fragment available. Within
Expand functionGer(f) (Line 1) returns a querg using the md-elements in fragmehas
follows:

* Gq includes all the levels irf plus the levels of all the members fn
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Algorithm 3 Generation of relevant queries

INPUT 1,(T): extended imagey: cardinality threshold
OuTPUT Qfr: set of relevant queries

1. Qr 7 . Result set
22 F  14T) . Fragment set
3: foreachf 2 F do . For each fragment...
4 F  Fnffg

5 ExpandF; f) . ...generate relevant queries frdnand add them tQr
6: return Qt

Algorithm 4 Procedurd&expandF; f)

INPUT F: set of fragmentsf: fragment to be used for generating queries
1. q Genf) . Generate a query frorh
2: if wellFormedq) * q 62t then
. If gis not well-formed and has already been generated, stop

3 if card(gq) gthen . If g has low cardinality...
4: Qr Qr[f qg . ...add it toQt

5: for each f°2 F do . For each other fragment ...

6: F FnffYy

7 ExpandF; f[ f9 . ...add ittof and generate relevant queries

* Py includes a selection predicate on each membér in
* Mq includes all the measures in

To avoid redundancies iBq andPy, only levels and members at the nest granularity are
kept for each hierarchy. If the query returned®gn( f) is not already present @y, has

low cardinality, and is well-formed, it is added to the result (Line 4). Then, recursion is
triggered by calling=xpandwith the union off and any other available fragment (Lines 5-7,
parameteF is passed by value).

Remarkably, ifg is not well-formed (Line 2), the current branch of recursion can safely
be pruned. Indeed, a query is not well-formed when either (i) it has non-external predicates
or (i) it returns a measure that is not available at the required granularity (see De nition 15).
As to (i), we note thaGen(q) adds to the query group-by set the levels of all the members in
f, so it cannot generate queries with non-external predicates. As to (ii), when proceeding
with the recursion, new md-elements would be addeg] this may make the granularity gf

ner but it cannot make it coarser. Thus, the queries obtained by adding further md-elements
to a queryg that is not well-formed can never be well-formed. The current branch can also
be pruned ifg has already been added@g ; in this case, since we are adopting a depth- rst
approach, the extension qfwith further fragments has already been done as well. We nally
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Figure 9.4: Depth- rst query generation for Example 14 (gray arcs are safely pruned, so gray
gueries are not added €

note that cardinality cannot be used to prune the search space; indeed, by adding further
md-elements to a high-cardinality query, we get a new query whose cardinality might be
below the threshold.

Example 14 (Query generation)Let

I(T) = ff BikeExcite Quantityg; f Part; Bikeg;
f Month; Assembleditengsf Year Assembledlitengg)

As sketched in Figure 9.4, Algorithm 3 works as follows. The rst fragment picked
by the for cycle of Line 3 i$BikeExcite Quantityg, which corresponds to queny =
hfProducy; f (Product= BikeExciteg;f Quantitygi. This query is well-formed and it has
cardinality equal to 1, so it is added tQy. The depth- rst exploration continues by
picking fragmentf Part; Bikeg (Algorithm 4, Line 5) and callingexpandon the union
fragmentf BikeExcite Quantity, Part; Bikeg. Since measur@uantityis not de ned at the
part granularity, the query obtained is not well-formed and this branch of recursion is
pruned (Algorithm 4, Line 2). The next fragments picked by Line 5 of Algorithm 4 are
f Month; Assembledltengsand f Year, AssembledItengs which are expanded as shown in
Figure 9.4.

Once the recursion started frohBikeExcite Quantityg is terminated, the other three
fragments are picked by Line 3 of Algorithm 3. In particular, wh&fonth; AssembledIitengs
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is picked, the corresponding query is added to the result (assuming it has low cardinality).
Now, the fragment is expanded witliear, AssembledIitengg Algorithm 4, Line 5), producing

the union fragment Month; Assembleditem¥ealqg; remarkably, since the corresponding
query is already present in the resuftgaris coarser tharMonth, so it is removed bgen f)),

this branch is pruned.

9.5 Query selection

Context interpretation returns the €2t of relevant queries, whose results may be of interest

to the user. This set is potentially exponential in the number of fragments; as we will show in
Figure 9.12, discarding ill-formed and high-cardinality queries does not drastically reduce
the cardinality ofQr, which may easily turn out to be several thousands. Clearly, some
selection has to be done to avoid ooding the user with tons of (probably very similar to each
other) queries. Thus, the goal of the step discussed in this section is to sele@franxed
numberrq of queries to be recommended to the user. The guiding criterion is to select the
subset of queries that are both maximally relevant to the context and diverse; this is done by
de ning an ad-hoc measure glery set relevancthat takes both relevance and diversity
into account.

To this end, we start by generalizing to sets of queries the de nition of similarity given
for query pairs in 14]. This de nition combines three components: one related to group-by
sets, one to selection predicates, and one to measure selsvBelowG,) denote the set
of levels that are below a level @ in the roll-up order:

levBelowGg) = f1%:1 1% forl 2 Gyg

andmemBeloR,;) denote the set of members that are below a membiey iofthe part-of
order:
memBeloPy) = fu®:u L ul foru2 Pyg

De nition 24 (Query Similarity) Given contexT, letQ Qr. Thesimilarity of the queries
in Q is de ned as

sIMQ)= a SgrdQ+ b Sse(Q+ g Smead Q)
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Table 9.2: Md-elements for computing quest similarity in Example 15; intersecting md-
elements are in bold

md-element | g° g% %%
Product 3 3
S Type 3 3 3
qolevBelowGy) Category 3 3 3
Month 3 3
Year 3 3
S Bike 3
qzQMemBelodry) Equipment 3 3 3
S Assembleditems |3 3 3
oMq AssemblyTime 3
Quantity 3

wherea, b, andg are normalized to 1 and

T .
< RQ levBelowGy)j

_
Sgbs(Q) - juquleVBe|0WGq)j
Ssel(Q) = J s B9 memBeIO\QPq)J:
@0 memBeloR,)j
oM
Smead Q) = ﬁ%
q

Like in [14], we choosa = 0:35,b = 0.5, andg= 0:15.
Example 15 (Query similarity) Let Q= f g® g®9q°Y, with

o°= hfProduct Monthg; f (Type= Bike)g; f Assembleditem@uantityyi
o°& hfProduct Monthg; f (Category= Equipmen)g; f AssembleditemAssembly Timgi
q°°L hfTypeg; f (Category= Equipmen)g; f Assembleditengs

Considering the roll-up and part-of orders in Figure 9.2 and the involved md-elements (see
Table 9.2), itis sirtQ) = 0:35 £+ 0:5 1+ 0:15 1= 0:44.

Based on the de nition of query similarity, we can now de ne the relevance to the context
of any set of queries. The global relevance of a set of queries cannot be properly computed
as the sum of their relevances due to the intersections between their md-elements, thus we
have to apply the well-known inclusion-exclusion princi@@8§. The inclusion-exclusion
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Figure 9.5: Estimation of query set relevance in Example 16

principle counts the number of distinct elements in the union of nite sets by summing up
the cardinalities of the individual sets, subtracting the number of elements that appear in at
least two sets, adding back the number of elements that appear in at least three sets, and so
on. Similarly, to estimate the global relevance of a set of queries we sum the relevances of
individual queries, subtract the average query relevance weighted by their similarity for any
pair of queries, add back the average query relevance weighted by their similarity for any
triple of queries, and so on.

De nition 25 (Query Set Relevance) Given context, letQ Q. Therelevancdo T of
Qisdenedas

elr(Q= g simQ) —éngorzh(q) ( 1y
?gQO Q JQ

Example 16 (Query set relevanceWith reference to Figure 9.5, give@d = f g;q% such

that rel(g) = 0:8, rel(¢q9 = 0:7, andsim(Q) = 0:2, it is relt(Q) = relr(q) + relt (9
sim(g; 09 (relr(q)+ relr(g))=2= 1:35

Applying the inclusion-exclusion principle in De nition 25 ensures that, at a parity of
relevances of the single queries, the more diverse these queries are, the higher the query set
relevance. Thus, selecting fro@y the subseR of rq queries with the maximum query set
relevance implicitly allows AO to recommend queries that are both relevant to the context
and diverse. More formally:

Problem 1 (Query Selection) Given contex@, select the subs® ? 6 R  Qr, such that
relr(R) relr(RY foreach? 6 RO Q.

The query selection problem can be mappedYdeighted Maximum Coverage Problem
(WMCP) where eaclq 2 Qr corresponds to a set of elements (i.e., fragments), each with its
own weight (i.e., relevance). We want to nd out the suliRet Qr with maximal weight and
such thajRj < rg. The reduction in relevance due to query similarity is taken into account in
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Algorithm 5 Query selection

INPUT Qr: set of relevant queriesy: number of queries to be recommended
OuTPUT R recommended query set

R ? . Result set
220 Qr . Search space
3: while jRj<rg)* (Q6 ?) do

. Still room inR and search space not empty
4 q argmax(relt(R[f qg)) . Pick the most promising query...
5: Q Qnfqg . ... remove it from the search space
6 R R[f qg . ... and add it to the result
7: return R

the WMCP, which adds only once the weight of elements appearing in more thaj2oRe
It is easy to verify that also every WMCP can be mapped to a query selection problem where
(i) for each element a new fragmehts created, (ii) for each set of elements a new query
g2 Qr is created, and (iiijelt () is set to the weight of the element corresponding.to

Since the two problems can be mapped to each other, they must have the same complexity.
In [134 it is shown that the WMCP is NP-hard and that it can be faced with polynomial
complexity by adopting a greedy algorithm that, at each iteration, picks the most promising
element; so we adopt the greedy approach whose pseudocode is shown in Algorithm 5.
Basically, at each iteration we pick fro@r the query that, if added to the resRltmaximizes
the query set relevancelt of R (at the rst iteration, this equals to picking the most relevant
guery). The algorithm is incremental, so queries can be recommended as soon as they are
picked —without having to wait for the algorithm to terminate.

Example 17 (Query selection)LetQr = f % q°¢°Y such thatel (g9 = 0:7, rel(q°Y= 0:6,
rel(q°%= 0:5, sim(q® q®§ = 0:6, sim(q® q°%P= 0:1, and sim(q®°¢°%P= 0:2. After initial-
ization, Algorithm 5 pickg® from Qr (Line 4) as it has top query relevance so it also
maximizes query set relevance. At the second iteratflis picked at Line 4: although
rel(g°Y > rel(g®% g%ds more similar tag°thang®®%hus the query set relevancefds added

to Ris lower (elt(q®q®Y = 0:91, rel+ (% q°%= 1:14). Assumingq = 2, query selection
stops here.

9.6 Experimental tests

In this section, we evaluate the AO framework in terms of (1) effectiveness, (2) ef ciency,
and (3) user satisfaction (i.e., to what extend the recommended queries meet the users'
desiderata).
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As to (1) and (2), we compare AO to our previous implementation A9BJ.[AO extends
A-BI mainly by (i) generalizing queries to operate on multiple culzkgl{across queries
in the OLAP terminology) to better t real decision-making contexts; (ii) generalizing the
object-to-cube mappings to map onto sets of multidimensional elements, so as to enhance
their expressiveness; (iii) giving a new de nition of query relevance and the corresponding
formalization of the query selection problem as an optimization problem; and (iv) providing
an extensive experimental evaluation based on a real manufacturing environment. Tests are
carried out against a synthetic benchmark since we assume the problem of context generation
to be addressed by the smart device and, to the best of our knowledge, no AR open dataset
exists.

The user-system interaction works as follows: a session simulates a user walking through
a factory of 10 rooms. While moving, she collects one view of each room (in a session
each room is visited once). From each view, the smart device recognizes a set of objects
belonging to the dictionary and lists them into a context. For each context, AO recommends
a setR of queries to the user; she either chooses one of these queries (i.e., she gives a positive
feedback for one of the recommended queries) or formulates an additional query that is
slightly different from the ones proposed (i.e., she gives a negative feedback for all the
gueries and adds a new one). After some time, the user ends her exploration of the factory
(i.e., her session). When a new user enters the factory (i.e., a new session begins), AO relies
on the query log to recommend a new set of queries that better suit her interests. Since each
session covers 10 rooms, after each session 10 contexts are added to the log together with the
corresponding user feedback. The contexts related to each room may be slightly different,
since the user could perceive the room from a different point of view, or the smart device
could fail to recognize some of the objects.

This interaction is simulated by randomly generating 10 seed contexts, each correspond-
ing to a different room. Seed contexts differ signi cantly from each other. Then, to simulate
multiple visits of each room, small context variations are generated starting from each seed
(i.e., different room perspectives). The number of objects recognized in each room (i.e., the
context cardinality) ranges between 10 and 16. The test is repeated 10 times and the average
behavior is considered.

We denote withs the number of sessions, i.e., the number of times each room has already
been sensed. Besides, for each context, we call:

* Omax the query with maximal relevance R We recall that Algorithm 5 always
recommends the set af well-formed queries with the highest relevance to the context.

* (u the query formulated by the user. We denote wiitthe similarity between the user
query and the maximal querd & sim(f qu; dmax), as of De nition 24). The lower the
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Table 9.3: Notation summary

Notation Meaning

T Context (corresponds to a view of a factory room)
R Set of recommended queries

rq= jRj 2 [1;4] Number of recommended queries

Omax Query with maximal relevance to the context

du User query

Jdiv Query most similar tay,

s2 [0;8] Number of times the user has already sensed a context
d 2 [0:5;1] Similarity betweery, andgmax

g= 1000 Query cardinality threshold

e= 08 Context similarity threshold

h=0:2 Fragment relevance threshold

g 2 [0:05;0:25] Diversi cation threshold for A-BI

Figure 9.6: The user queny, the maximal querymax and the seR of recommended
gueries; among thenggjy is the one most similar tqy,

value ofd, the higher the difference between the user and maximal querks; i,
the user exactly chooses the maximal query.

* (giv the query most similar tq, among those ifR.

A notation summary is provided in Table 9.3.

Queriesq, andgmax can be different since the relevance initially estimated by AO might
not be aligned with the user's perceived one. This gap, evaluated in Section 9.6.3, decreases
as the user returns in the same rooms since AO can exploit the log to align its estimation
of relevance to the user's one. An intuitive representatioguofimax andqqiy is shown
in Figure 9.6, where the query space is represented as a Cartesian plane with Euclidean
distances.

We executed our tests against a cube including 5 linear hierarchies with 5 levels each.
Each dimension has 64 members, determining a maximum cube cardinality ofl&Bout
The dictionary includes one entry for each md-element (i.e., we assume the smart device
can recognize every single element of the cube); each dictionary @ngrynapped to a
fragmentf containing at most 3 md-elements. Mapping weights (d; €) randomly range
in [0:2;1]. Note that AO entails mappings with higher expressiveness than A-Bl, where
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Figure 9.7: Average similarity betweer;, andq, (left) and average relevance of the
recommended query set (right) for increasing valuegi¢é= 0,d = 0:7,jTj = 12)

dictionary entries were mapped to single md-elements. Also, while in AO diversi cation
is inherently tied to the maximization of the relevance of the returned queries, in A-Bl it
is ruled by a speci c parameteq,. We will compare the two approaches using different
thresholds of diversi catiomg 2 [0:05;0:25]; in the gures, with A-Bly.15 we denote a run of
A-BI with a diversi cation threshold set to 0.15. Values@fhigher than 0.25 deviate too
much from the queries related to the context and are not considered [95].

9.6.1 Effectiveness

AO can recommend a variable number of querigs, The highemrq, the larger the user
effort in choosing the best query out of the recommended ones. In an AR context, due to
real-time and visualization constraints, this aspect becomes even more critical; thus, we limit
the maximum number of retrieved queriesdo= 4.

Figure 9.7 characterizédwhen different numbers of relevant queries are recommended
to the user. The left part of the gure shows that the recommendation effectiveness, measured
as the similarity between the user's quegyandqgiy, improves asq increases. Remarkably,
the similarity betweenygj, andqy is always higher for AO than for A-BI, independently of the
diversi cation strengthg used by A-Bl. AO overcomes A-BI due to (1) its enriched mapping
expressiveness; (2) the improved algorithm for generating relevant queries (Algorithm 4);
and (3) the implicit diversi cation process. As to (1), given two md-elements that are only
relevant if picked together, in AO they can only appear together in a query, while in A-BI
they may be added to the query individually. As to (3), the diversi cation effectiveness
in AO is better understood from Figure 9.7 (right), which shows that the relevance of the
recommended query set is always superior to A-BI, independently of the diversi cation
strengthg.
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Figure 9.8: Average similarity betweeg;, andqy asq, diverges from the context; solid
and dashed lines refer tqg = 1 (no diversi cation) andrq = 4 (diversi cation), respectively
(s=0,jTj= 12)

Figure 9.9: Average similarity betweep;, andqy for repeated visits when the context
slightly changes (left) and, slightly changes (right)d = 0:7,rg= 1,jTj = 12)

Although Figure 9.7 (left) shows that the similarity betwegp andq, slightly increases
with rq, the actual impact of diversi cation will be better appreciated in Section 9.6.3, where
we will see that the users preferred a recommended query different from the most relevant
guerygmax in 15% of the times. This con rms the bene t of diversi cation in offering
users different query avors among which to choo2&d). Clearly, when there is a low
correlation between the user's interest and the context, it becomes hard for a recommender to
return useful answers. In our tests this divergence between the context and the user's query is
simulated by increasind; Figure 9.8 shows that even in this case AO improves over A-BI,
and that diversi cation helps in mitigating the correlation gap.

As rooms are repeatedly visited, collaborative Itering comes into play and the effective-
ness of AO improves. Figure 9.9 depicts to what extent the query log helps in ntgking
closer togy. In a real scenario, both the context and the user ggecpuld slightly change
in different visits. Figure 9.9 compares the recommendation effectiveness when the user
query is xed (left) and when the context is xed (right). It is apparent that, whgis xed,

Jaiv quickly converges tagy. Convergence is hot complete due to context variations: like
hybrid recommendation approach&9]], AO merges the user's interests stored in the log
with the a-priori knowledge stored in the enriched image. If, for the very same context, the
user requires slightly different queries across different visits, convergence is limited to the
query fragments that are permanently required. In all cases, AO performs better than A-BI.

To better emphasize how the hybrid nature of AO impacts effectiveness, in Figure 9.10

we compare it to the two baselines given by its pure collaborative ltering behavior on the
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Figure 9.10: Average similarity betweeg;, andq for repeated visits when both the context
andqy slightly changesr@= 2,jTj = 12)

Figure 9.11: Ef ciency of AO for increasing values of andjTj (s= 0, d = 0:7; where not
specied,rg= 4 andjTj = 12)

one hand, by its pure context-based behavior on the other. The rst baseline, Gahed
returns the query that was chosen in the past from the most similar context; the second one,
Ctx, returns the maximal query. Overdllpll achieves worse performances than AO since (i)

no query is returned fas= 0 (i.e.,sim() = 0), (ii) it completely ignores the currently sensed
entities as it only contains entities sensed in the past, and (iii) if the user picks different
queries in similar contexts, collaborative ltering initially oscillates between different queries.
Conversely, AO outperformGtx since the latter cannot keep into account the fragments that
are actually chosen by the user even if they are not coded by mappings. Fowdllig worse
thanCtx since its recommendations sum up two errors: the exclusion of currently sensed
entities, and the inclusion of entities sensed in the past that are included in the target query.

9.6.2 Efciency

We ran the tests on a machine equipped with Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz
CPU and 8GB RAM, with the AO framework implemented in Scala; the log is stored in main
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Figure 9.12: Effects of pruning in Algorithm 4 (Line 2) as the number of algorithm iterations

memory. Figure 9.11 (left) shows thetal time required to recommend increasing numbers

of queries. Remarkably, the order of magnitudd@s?® seconds. Besides, although the
execution time slightly increases wit), the time needed to return the rst recommendation

is xed as Algorithm 5 never drops a query once it has been added to the restlt set
Figure 9.11 (right) shows the increase in execution time for larger contexts (the higher the
number of context entries, the higher the number of mappings). Query generation (which
encompasses Algorithms 3 and 4) accounts for most of the time; indeed, the generative
approach is computationally heavy, requiring to nd, inside the fragment space, a potentially
exponential number of relevant queries. Pruning in Algorithm 4 (Line 2) helps in constraining
the generation search space. Figure 9.12 shows how pruning decreases the (exponential)
number of generated queries for different context cardinalities. Remarkably, when large
contexts are considered it is possible to cut down generation times by constraining the number
of generated queries.

We nally emphasize that the execution time corresponds to the time necessary to generate
the recommended queries, and not to the time to actually execute them. Queries are executed
against the enterprise data mart and their performance clearly depends on the underlying
multidimensional engine.

9.6.3 User evaluation

There is no point in recommending a set of queries if the relevance estimated by the recom-
mender signi cantly differs from the user's one. To assess how close the user's relevance
is to the one of AO or, in other words, to assess the recommendation quality, we conducted
a set of tests with 30 users, mainly master students in data science with basic or advanced
knowledge of business intelligence and data warehousing. The evaluation is based on a
real-world factory environment provided by Technogym, a large Italian company producing
gym equipment. After a 10 minute introduction to AO, we simulated two user sessions in
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which the user enters two rooms for the rsttime (i.e., the log is not considered). For each
room, the user was asked to impersonate a production controller and to suggest a GPSJ
qgueryqy that could help her in carrying out an assigned task based on a given context. To
avoid biases, the assigned tasks were generic, meaning that there is not a single query that
obviously ful lls the task, so the suggested queries depend on the personal interpretation of
the task. In each room, once the user has provided her query, three queries recommended by
AO were presented to her. Finally, the user was asked to provide (petheivedsimilarity

of each recommended query to the query she suggested, and (2) a score (on a scale from 1 to
10) indicating how the recommended queries are deemed to be relevant to the context and to
the proposed task. The rst question enables the evaluation of how the similarity adopted in
AO is perceived by the users independently of the relevance of the recommended queries
to the context. Conversely, the second question is aimed at understanding the perceived
relevance of the recommended queries to the context/task.

Example 18 (Room visit) With reference to thé&ssemblycube and to the context repre-
sented in Figure 9.1

T = fhf Object BikeExcitegi; hfObject Seagi;
hfDate 20/05/2019i ; hfRole Controllegig

the assigned task is: “Analyze the assembly speed with reference to the context”. Examples
of queries recommended by AO are

g = hfYear, Part; Product;
f(Year= 2019 AND (Part= Sea} AND (Product= BikeExcitgg;
f AssembleditemAssemblyTimei

q°= hfYear Part; Categoryg
f(Year= 2019 AND (Part= Sea} AND (Category= Spor)g;
f AssembleditemAssemblyTimei

o°% hfDate Part; Categoryg;
f (Date= 20/05/2019 AND (Part= Sea} AND (Category= Spor)g;
f AssembleditemAssemblyTimei

The results are summarized in Table 9.4. The average perceived similarity between the
user queryy, and the three queries recommended by AO:&#8+ 0:20 for Room 1 and
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Table 9.4: Results of user evaluation

Room 1 Room 2
Avg. sim) 0:59+ 0:15 061t 0:15
Avg. perceived similarity 8+ 0:2 0.57* 0:2
Pearson correlation 0.41 0.41
Omax Matches 62% 69%
Qgiv Matches 7% 88%

0:57* 0:20for Room 2, which is very close to the one computed thraosighf) (0:59+ 0:15
and0:61* 0:15, respectively). Having near values is not enough to certify the coherence
between the two similarities, thus we also computed their Pearson correlation coef cient
obtaining an overall correlation of 0.41, which further supports this coherence.

As to the perceived relevance of recommended queries to the assigned tasks, the users
evaluated the relevance of the recommended query set as 7.85 for Room 1 and 7.62 for Room
2, proving their satisfaction towards the recommendation. We nally emphasize that, without
diversi cation (rqg = 1), AO would return only the most relevant quegyay Which turned
out to be the most similar one t in 62% of cases for Room 1 and 69% of cases for Room
2. When diversi cation is taken into accountj(= 3), these percentages increase to 77% for
Room 1 and 88% for Room 2.

9.7 Conclusion

The AO framework is a rst result in the direction of establishing a tight connection between
analytical reporting and AR applications. Besides proposing a reference functional architec-
ture and an interaction process, in this chapter we have shown that query recommendations
can be given in real-time, highlighting the role of diversi cation and collaborative Itering

in improving their effectiveness. Noticeably, our framework could be easily generalized to
operate in other contexts, e.g., to recommend analytical queries concerning nearby objects
based on the recognition of RFID tags.

AO can be improved along different directions. First of all, it would be interesting to
investigate how AO could be turned into a purely statistical framework where all weights are
expressed in terms of probabilities and reasoning is probabilistic as well; in this case, the
log could be used to directly update mapping weights. Another possibility is to extend our
model of context to a graph, so as to base recommendations on separate groups of entries
(e.g., to distinguish foreground from background objects and to make mappings role-aware);
this could be particularly relevant to take egocentric computer vision and engagement into
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account P6Q. Also the execution performances of recommended queries deserve further
attention. Some possible enhancements here would be (i) to add a criterion for query selection
that also considers an estimate of the query performance and (ii) to give users, for each
recommended query, an estimate of its execution time plus a quick preview of its its results;
note that the latter point would raise some interesting possibilities for multiquery optimization
and caching. Finally, recommendation could also be extended from plain OLAP queries
to complex analytics, e.g., anomaly detection: some event that is not in line with historical
trends is going on, so it should be singled out.



Chapter 10

Conversational OLAP

10.1 Introduction

Nowadays, one of the most popular research trends in computer science is the democratization
of data access, analysis, and visualization, which means opening them to end-users lacking
the required vertical skills on the services themselves. Smart personal assis2gh{élexa,
Siri, etc.) and auto-machine-learning servic2s( are examples of such research efforts
that are now on corporate agendas [34].

In particular, interfacing natural language processing (either written or spoken) to database
systems opens to new opportunities for data exploration and quedys&y Actually, in the
area of data warehouse, OLAP itself is“ante litteram" smart interface, since it supports
the users with a “point-and-click” metaphor to avoid writing well-formed SQL queries.
Nonetheless, the possibility of having a conversation with a smart assistant to run an OLAP
session (i.e., a sequence of related OLAP queries) opens to new scenarios and applications.
It is not just a matter of further reducing the complexity of posing a query: a conversational
OLAP system must also provide feedback to re ne and correct wrong queries, and it must
have memory to relate subsequent requests. A reference application scenario for this kind of
framework isaugmented OLARChapter 9), where hand-free interfaces are mandatory.

In this chapter, we propose COOL, a COnversational OLap framework able to convert
a natural language text into a GPSJ query and to support query disambiguation and OLAP
navigation. GPSJI24 is the main class of queries used in OLAP since it enables Generalized
Projection, Selection and Join operations over a set of tables. Although some natural language
interfaces to databases have already been proposed, to the best of our knowledge this is the
rst proposal addressing full- edged OLAP analytical sessions through a natural language
interface.

In our vision, the desiderata for an OLAP smart interface are the following.



112 Conversational OLAP

#1 It must be automated and portable: it must exploit cubes metadata (e.g., hierarchy
structures, role of measures, attributes, and aggregation operators) to increase its
understanding capabilities and to simplify the user-machine interaction process.

#2 It must handle OLAP sessions rather than single queries: in an OLAP session the rst
query is fully described by the text, while the following ones are implicitly/partially
described by an OLAP operator (e.g., drill down, roll up, slice and dice) and require to
handle the context and to have memory of the previous queries.

#3 It must be robust with respect to user inaccuracies in using syntax, OLAP terms, and
attribute values; also, it must be able to exploit implicit information.

#4 1t must be easy to con gure on a data warehouse (DW) without a heavy manual
de nition of the lexicon.

More technically, our text-to-SQL approach is based on a grammar driving the parsing of
natural language descriptions of GPSJ queries. The recognized entities include a set of typical
query terms (e.ggroup by selec} and the domain-speci ¢ terms and values automatically
extracted from the DW (see desiderata #1 and #4). Robustness (desiderata #3) is one of the
main goals for COOL and is pursued in all the interpretation steps: lexicon identi cation is
based on a string similarity function, multi-word terms are handled througfams, and
alternative query interpretations are scored and ranked. To sum up, the main contributions of
this chapter are:

1. alist of features and desiderata for an effective conversational OLAP system;

2. an architectural view of COOL;

3. an original approach to translate a natural language analytical session into an OLAP
session that starts with a well-formed GPSJ quényl(query step in Figure 10.1)
and that re nes the GPSJ query with known OLAP operat@ksAP operatorstep in

Figure 10.1);
4. an analysis of the speci cities of natural language interfaces in the OLAP context;

5. a set of tests to verify the ef ciency and effectiveness of our approach. In particular,
we carried out tests with real users to assess how well (i.e., quick, simple and accurate)
COOL supports interactions.

The remainder of the chapter is organized as follows. Section 10.2 provides an
overview of COOL by sketching the functional architecture and the interpretation steps.
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Figure 10.1: A functional architecture of COOL. Grayed-out elements are out of the chapter
scope.

Figure 10.2: Simpli ed DFM representation of the Foodntaalescube.

Section 10.3 presents the contents of Kigewhile the following sections introduce the

core steps within thintepretation  step, i.e.;Tokenization & Mapping (Section 10.4),

Parsing (Section 10.5), an@hecking & Annotation (Section 10.6). The remaining steps
Disambiguation & EnhancementandSQL generation are respectively discussed in Sec-

tion 10.7 and Section 10.8. In Section 10.9, a large set of tests assesses the effectiveness,
ef ciency, and user experience of COOL. Section 10.10 discusses related works on natural
language interface to database systems. Finally, Section 10.11 draws the conclusions and
discusses the evolution of COOL.

10.2 Overview of COOL

Figure 10.1 sketches a functional view of the architecture. GivBh\hat is a set of
multidimensional cubes together with their metadata, we distinguish between an of ine phase
(to initialize and con gure the system) and an online phase (to enable the user interaction).



114 Conversational OLAP

10.2.1 The of ine phase

Theof ine phase extracts the DW-speci ¢ terms used by users to express the queries. Such
information are stored in the knowledge base of CO®B (which relies on the Dimensional

Fact Model (DFM) expressivenes$l]Z. Noticeably, this phase runs only when tb&V
undergoes modi cation either in the cube schemas or in their instances. More in detalil,
the Automatic KB feeding process extracts the categorical attribute values and metadata
from the cubes (e.g., attribute and measure names, table names, hierarchy structures) and
possibly extends them with synonyms, automatically extracted from open data ontologies
(Wordnet fL97] in our implementation) to widen the language understood by COOL. Besides
the domain-speci ¢ terminology, thEBalso includes the set of standard OLAP terms
that are domain independent and that do not require any feedingdemgp by where

selec}. Further enrichment can be optionally carried out manually (i.e., byvaeual

KB enrichment step) when the application domain involves a non-standard vocabulary
(i.e., when the physical names of tables and columns do not match the words of a standard
vocabulary). A closer look to the contents of #Bis given in Section 10.3.

10.2.2 The online phase

Theonlinephase runs every time a natural language query is issued to COOL. The spoken
query is initially translated to text by tH&peech-to-text software module. This task is out
of scope in our research and we exploited the public Web Speech API in our implementation
(https:/Iwicg.github.io/speech-apil).

The uninterpreted text is then analyzed byliiterpretation  step that actually consists
of two alternative stepdzull query is in charge of interpreting the texts describing full
gueries (which typically happens when an OLAP session starts), Wil operator
modi es the latest query when the user states an OLAP operator along an OLAP session.
The switch between the two steps to manage the conversation (i.e., a user/COOL dialog) is
modeled by two stategngageandnavigate

» Engage thisis the initial state, in which the system expects a full query to be issued and
whose interpretation is demandedfoll query . When COOL achieves a successful
interpretation (i.e., it is able to run the query) it switches tortheigatestate.

* Navigate the dialogue evolves by iteratively applying OLAP operators that re ne
the query (i.e., which de ne an OLAP session). The management of these steps is
demanded t©LAP operatoruntil aresetcommand is applied, making COOL return
to theengagestate.
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Figure 10.3: Interpretation of natural language; &®is involved in all steps. The
Interpretation  steps are replicated for boEull query andOLAP operator.

On the one hand, understanding a single OLAP operator is simpler since it involves less
elements than a complete GPSJ query. On the other hand, it requires to have memory of
previous queries (stored in th®g) and to understand which part of the previous query must

be modi ed. BothFull query andOLAP operatorfollow the computational steps repre-
sented in Figure 10.3: (ifokenization & Mapping (see Section 10.4), (iParsing (see
Section 10.5), and (iiilthecking & Annotation (see Section 10.6), but provide different
implementations of (i) and (iii).

Due to natural language ambiguities, speech-to-text inaccuracies and wrong query formu-
lations (e.g., applyingountoperator on a measure or grouping by a descriptive attribute),
part of the text can be misunderstood. Disambiguation & Enhancementstep solves
ambiguities (if any) by asking appropriate questions to the user. The reasons behind the
misunderstandings are manifold, including (but not limited to): ambiguities in the aggrega-
tion operator to be used; inconsistency between attribute and value in a selection predicate;
identi cation of relevant elements in the text without understanding their role in the query.

The output of the previous steps is a data structure (i.e., a parse tree) that models the query
and that can be automatically translated into an SQL query by exploiting the DW structure
stored in theKB Finally, the obtained query is run on tB&¥nd the results are reported to the
user by theexecution & Visualization  software module. Such module could exploit a
standard OLAP visualization tool or it could implement voice-based approa2Bgs¢
create an end-to-end conversational solution. The visual interaction could rely on the DFM,
which natively provides a graphical representation for multidimensional cubes and queries:
such representation is conceptual and user-oriented, and its effectiveness is con rmed by its
adoptions in commercial tool443 for both modeling and descriptive purposes. Although
we have built a prototype to enable the evaluation of COOL (see Section 10.9), the discussion
of this module is out of the scope of the chapter.



116 Conversational OLAP

10.3 The knowledge base

The Knowledge BaseKBin Figure 10.1) relies on the basic expressiveness of the DFM
[112], which includes the multidimensional concepts introduced in Section 8.3.

The content ofKBcan be divided inteentitiesand structural information Entities
compose the translated lexicon (i.e., tiéerpretation  step directly looks for their
occurrence in the user's text), while structural information supports the interpretation (e.g.,
patterns necessary to recognize dates and numbers) and enables consistency checks on the
interpreted query and the SQL generation(e.g., DW schema). More in detail, an entity
E = hy;::5t0 is a sequence of textual words (i.e., a single distinct meaningful element
of speech or writing). We refer to the set alt entities in theKBasE = fEj;:::;Eng.
Additionally, several synonyms can be stored for each entity (Table 10.1), enabling COOL to
cope with slang and different shades of the text.

Orthogonally, entities and structural information are eitth@main-agnostior domain-
dependent The domain-agnostic content includes those keywords and patterns that are
typically used to express a query.

* Intention keywords: entities expressing the role of the subsequent part of text. Exam-
ples of intention keywords amggroup by selectandwhere

» Operators: entities including logicrfot, and or), comparison¥;<>;>;<; ; )
and aggregation operators (e gum avg min, maxy.

 Patterns of dates and numbersstructures used to automatically recognize dates and
numbers in raw text.

TheKBdomain-dependent content is automatically collected by queryinDViaad its
data dictionary and is stored in a QB4OLAP [82] compatible repository.

* DW element names entities corresponding to measures, dimensional attributes and
fact names.

* DW element values entities corresponding to values from categorical attributes
(together with their frequency), and to statistical values (e.g., minimum and maximum)
for numerical attributes.

» Hierarchy structure : information about the roll up relationships between attributes.

» Aggregation operators information about the operators applicable to each measure
and the default one.



10.4 Tokenization & mapping 117

Table 10.1: Sample of domain-agnostic and domain-speci c entities with their synonyms.
Domain-speci c entities refer to th8alescube from Figure 10.2

Domain Type Entity Synonym samples
. where in, on, such that, Iter
Intention keyword
group by by, for each, per
Agnostic =; equal to; greater than
Operator sum total, amount
avg average, medium
Sales transactions
DW element name UnitSales quantities
Specic Gender  sex
DW element value Drink beverage

» DB tables information about the structure of the database implementindive
including table and attribute names, primary and foreign key relationships.

Example 19 (Cube, Entities and Synonyms)n theSaledact schema in Figure 10.2rod-

uct and Storeare dimensiongyionth is a dimensional attribute anNameis a descriptive
attribute. StoreSalesnd UnitSalesare measures. It is possible to aggreg&tereSalesising
sumand avgaggregation operators. An example of GPSJ query would ask to “return the
total quantity sold by month and type only for Italian stores". Drilling down fioypeto
Productmeans grouping on a ner attribute. Conversely rolling up frivhonth to Year
means grouping on a coarser attribute. Finally, we can further slice and dice by adding
a lter on a speci c Categoryof products. With reference to tt&alescube,Month and
UnitSalesare domain-speci ¢ entities, whilavgis a domain-agnostic entity. Examples of
synonyms foavgare “average" and “medium".

10.4 Tokenization & mapping

A raw textT can be modeled as a sequence of tokens (i.e., single wbrdd}s;:::;t;i. The
goal of this step is to identify it the entities, i.e., the only elements that will be involved
in the Parsing step. Turning a text into a sequence of entities means ndingapping
between tokens it andE.

De nition 26 (Mapping & Mapping function) A mapping functioM(T) is a partial func-
tion that associates sub-sequences (@ramg ! from T to entities irE such that:

1The termn-gram is used as a synonym of sub-sequence in the area of text mining.
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» sub-sequences of T have length n at most;
 the mapping function determines a partitioning of T

« a sub-sequenc&®= h;;::;ti2 T (with jTY n) is associated to an entitl if
and only ifSIM(T%E) > a (whereSim() is a similarity function, later de ned) and
E 2 TopNE;T9 (whereTopNE;T9 is the set oN entities inE that are the most
similar to T?according to SiriT % E)).

The output of a mapping function is a sequekte hes;::;;E/i onE that we call amap-
ping. Given the mappin!, the similaritiesSim(T® E;) between each entify; and each
corresponding tokefi ®are also retained and denoted wiimy (E;). A mapping is said to
bevalid if the fraction of mapped tokens inis higher than a given threshola. We callM
the set of valid mappings.

Several mappings might exist betweBndE since De nition 26 admits sub-sequences
of variable lengths (corresponding to different partitioningd pfand associates the top
similar entities to each sub-sequence. This increases interpretation robustness (since it allows
to choose, in the next steps, thest text interpretatioout of a higher number of candidates),
but it can lead to an increase in computation time. The generated mappings differ both in
the number of entities involved and in the speci ¢ entities mapped to a token. In the simple
case where multi-token mappings are not possible (i=.1 in De nition 26) the number
of generated mappings for a raw t@8xtsuch thajTj = z, is:

z

i N' (10.1)

& QJ°N

be

The formula counts the possible con gurations of suf cient length (i.e., higher or equal to
dz be) and, for each length, count the number of mappings determined by the top similar
entities. Since the number of candidate mappings is exponential, we consider only the most
signi cant ones througla, b, andN: a imposes sub-sequence of tokens to be very similar
to an entity;N further imposes to consider only tiheentities with the highest similarity;
nally, b imposes a suf cient portion of the text to be mapped.

The similarity functionSim() is based on the Levenshtein distance and keeps token
permutation into account to make similarity robust to token permutations (e.g., sub-sequences
hP;Edgarn andhEdgar Allan; Poa must result similar). Given two token sequendeand
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Figure 10.4: Token dispositions: arcs denote the correspondence of tokens for a speci c
disposition (the bolder the line, the higher the similarity). The disposition determining the
maximum similarity is shown in a dashed rectangle.

W with jTj = |;jJWj= msuchthat mitis:

Sim(hty; ot hwg s wml) =
o Bl wog) maxti: o))
D2Disp(lim) & y max(jtj; Wo(y) + & 25 Wi

whereD 2 Disp(l;m) is an I-disposition off 1;::::mg and D is the subset of values in
f1;:::;mg that are not present iBD. FunctionSim() weights token similarity based on
their lengths (i.e.max(jtij;jwp(;)J) and penalizes similarities between sequences of different
lengths that imply unmatched tokens (i&;5 5 jwij).

Example 20 (Token similarity) Figure 10.4 shows some of the possible token dispositions
for the two token sequencés= hP.;Edgain andW = hEdgart Allan; Poa . The disposition
determining the highest similarity is surrounded by a dashed rectangle; the simila@i®6s
and it is calculated as

sim(P.; PogjPog + simEdgar EdganjEdgaj

SimM(T;W) = jPog + jEdgayi + jAllan;

We assume the best interpretation of the input text to be the one where (1) all the entities
discovered in the text are included in the query (i.e., all the entities are parsed through
the grammar) and, (2) each entity discovered in the text is perfectly mapped to one sub-
sequence of tokens (i.&jmu(E;) = 1). The two previous statements are modeled through
the following score function. Given a mappiMy= hEy;:::;;Eqni, we de ne its score as

ScoréM) = é’[m Simv(E) (10.2)
i=1
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The score is higher whei includes several entities with high valuesSifny,. Although at

this stage it is not possible to predict if a mapping will be fully parsed, it is apparent that the
higher the mapping score, the higher its probability to determine an optimal interpretation.
As it will be explained in the Section 10.6, sorting the mappings by descending score also
enables pruning strategies to be applied.

Example 21 (Tokenization & mapping) With reference to Table 10.1, given the set of enti-
tiesE and a tokenized text = hmediumsalesin; 2019 by, the region , examples of map-
pings M and M, are:

M1 = havg UnitSaleswhere2019 group byregion
M, = havg UnitSaleswhere2019 group byRegin

where “medium is mapped tavgsince “mediunti is a known synonym of the aggregation
operatoravg “in" is mapped tovheresince “in" can express time-related predicateshg'

is discarded being a stop word, andegion' is mapped to the attributRegionn M1 and

to the value ‘Regint in M, (where “Regint' is a value of attributeCustomerthat holds a
suf cient similarity).

10.5 Parsing

Parsing is the process of analyzing a sequence of entities (i.e., a mapping) to determine its
syntactical structure with respect to a formal grammar. Parsing outputs a data structure called
parse tree that is used by COOL to translate a mapping into SQL.

10.5.1 Full query parsing

In Full query , Parsing is responsible for the interpretation of a complete GPSJ query
stated in natural language. Parsing a full query means searching in a mapping the complex
syntax structures (i.eclause$ that build-up the query. Given a mappikt the output of
a parser is parse treePTy, i.e. an ordered tree that represents the syntactic structure of a
mapping according to the grammar described in Figure 10.5. To the aim of parsing, entities
are terminal elements in the grammar.

As a GPSJ query consists of 3 clauses (measure, group by and selection), in our grammar
we identify four types of derivatioss

2A derivation in the formhXi ::= erepresent a substitution for the non-terminal synibalwith the given
expressiore. Symbols that never appear on the left sideefare named terminals. Non-terminal symbols are
enclosed betweei, while terminal symbols are enclosed between “".
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hGPSJ ::= hMCihGAhSd j hMCihSAhGAd j hSGhGAhMCi j hSAGhMCihGd
j hGAhSAhMCi j hGAhMCIhSd j hMCihSd j hMCihGd
j hSAhMCi j hGAhMCi j hMCi
PMCi ::= (hAgghMed j hMedahAgd j hMea j hCntihFcti j hFctihCnti
j hCntihAttri j hAttrihCnti )+
hGa ::= “group by bAttri+
hSd ::= “wheré SCA
hSCA ::= hSCN “and’ SCAjhSCN
hSCN ::= “not” h[SSGj hSSCG
hSSG ::= hAttrihCoghVali j hAttrihVali j hValihCophAttri j hValihAttri j hVali

MCopi 1= *="j" <> "j*>"j < " "
hAgd ::= “suni j“avg’ j “min’ j “max j “stdeV
hCnti ::= “count’ j “count distinct

hecti ::= Domain-speci c facts

hMead ::= Domain-speci c measures

hAttri ::= Domain-speci c attributes

hvali ::= Domain-speci c values

Figure 10.5: Backus-Naur representation of fludl query grammar. Entities from thKB
are terminal symbols. “+" identi es a list of at least 1 symbol.

» Measure clausehMCi: this derivation consists of a list of measure/aggregation opera-
tor pairs.

» Group by clausehGQa: this derivation consists of a sequence of attribute names
preceded by the entitygtoup by.

» Selection clausdiSA: this derivation consists of a Boolean expression of simple
selection predicatds$SSG preceded by the entitywheré.

* GPSJ queryhGPSJ: this derivation assembles the nal query. Only the measure
clause is mandatory since a GPSJ could aggregate a single measure with no selections.
The order of clauses is irrelevant; this implies the proliferation of derivations due to
clause permutations.

As shown in Figure 10.5, some derivations admit also partial forms (e.g., a measure clause
hMCi missing its aggregation operat®ggd ); in these cases, théhecking & Annotation
step will try to infer the omitted derivations (see Section 10.6).
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(a) The entire mapping is parsed (i.BRy = PTu). (b) “group by hvali cannot be parsed.

Figure 10.6: Parse forests from Example 21.

The GPSJ grammar is LL(3]23], is not ambiguous (i.e., each mapping admits, at most,
a single parse tre@Ty) and can be parsed by a LL(1) parser with linear complex8}.
If the input mappingM is fully parsed PTy includes all the entities as leaves. Conversely,
if only a portion of the input belongs to the grammar, an LL(1) parser produces a partial
parsing, meaning that it returns a parse tree including the portion of the input mapping that
belongs to the grammar (i.e., tRd rooted inhGPSJ). The remaining entities can be either
singletons or complex clauses that were not possible to connect to the main parse tree. We
will call parse foresPR, the union of the parse tree with residual clauses. Obviously, if
all the entities are parsed, it = PTy. Considering the whole forest rather than the
simple parse tree enables disambiguation and errors to be recovere®isdnebiguation
& Enhancemenstep (Section 10.7). To keep the terminology simple, we will refer to the
parser's output as a parse forest independently of the presence of residual clauses.

Example 22 (Parsing) Figure 10.6 reports the parsing outcome for the two mappings in
Example 21.M; is fully parsed, thus its parse forest corresponds to the parse tree (i.e.,
PTvm, = PRv,). Conversely, irM; the last token is wrongly mapped to the attribute value
Reginrather than to the attribute namegion This prevents the full parsing and the parse
tree Py, does not include all the entities in\Mi.e., P, 6 Phu,).

10.5.2 OLAP operator parsing

In OLAP operator, Parsing is responsible for searching in a mapping the syntactic struc-
tures of the OLAP operators that build-up the conversation. The whole grammar is described
in Figure 10.7 (we do not report grammar derivatibAtri, IMCi andhSSG in common

3The rules presented in Figure 10.5 do not satisfy LL(1) constraints for readability reasons. It is easy to
turn such rules in a LL(1) compliant version, but the resulting rules are much more complex to be read and
understood.
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hOPERATOR ::= HDRILL jhROLLUR|jhSAD jhADDi | hDROH j hREPLACE
RDRILL ::= “drill " hAttri from “to” hAttrito j “drill ” bAttri
PROLLUR ::= “rollup” hAttri ;om “t0” bAttrite j “rollup” bAttri
hSAD ::= “slice’ SSG
hADDI ::= “add’ (MMCi j hAttri j hSSQ)
hDRORA ::= “drop’ (MMCij hAttri j hSSQ)
RREPLACE ::= “replace (hMCigg “with” MCi new | hAttri 1" with” hAttri new
j hSSGqiq “with” hSSGpew)

Figure 10.7: Backus-Naur representation of @eAP operatorgrammar. Entities from
theKBare terminal symbols. We omit the derivatidmsCi ; bAttri ; [SSG that are in com-
mon with Figure 10.5. Decoration of non-terminals with subscript is used for the sake of
description.

with Figure 10.5). Our conversation steps are inspired by well-known OLAP visual inter-
faces (e.g., Tabledu To apply an OLAP operator, COOL must be in statevigate(i.e., a

full GPSJ query has been already successfully interpreted). By de nition, the interpreted
guery correspond to a parse tife&: that acts as a context for the operator. For the sake of
explanation, we assume thaic takes the formhGPSJ ::= hMCihGAhSd (even ifhGd
and/orhSA can be missing), and with a slight abuse of notation we adopt the set notation to
denote that a clause is contained in another clause (&tty.i 2 hGA andhGd 2 hGPSJ).

 Drilldown HDRILL : this derivation substitutes the coarser attrid{ri s,om 2 hGA
with a ner attributehAttrio.

* Roll up ROLLUR: this derivation substitutes the ner attribubattri ¢,om 2 hGO
with a coarser attributbAttrio.

+ Slice and dicehSAD : this derivation speci es a new selection predicd3&G2 hSa .

* Add hADD:I: this derivation adds a measure/attribute/selection clause to the corre-
sponding clauseMCi/nGd/hSa 2 hGPSJ.

» Drop DROR: this derivation drops a measure/attribute/selection clause from the
corresponding claug#MCi/hGAd/hSa 2 hGPSJ.

» ReplacenREPLACE: this derivation combine&dd andDrop to substitute an existing
old clause, either measure, attribute or selection, foe\@one.

“https://www.tableau.com/
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Similarly to the GPSJ grammar (Figure 10.5), the OLAP operator grammar admits partial
forms forDrill down andRoll up (e.g., only a single attributettri is provided in @DRILL
clause) that th€hecking & Annotation step will try to complete (see Section 10.7). Also
note that theAdd andDrop operators respectively behavelsll down andRoll up when
applied to attributes; otherwise, they behaveéshse and dicewhen applied to selection
clauses.

Example 23 (Conversational OLAP Session)Given the parse tree from Figure 10.9, an
example of conversation is the following. At rst the user issues the natural language sentence

“Drill down region to city", COOL parses such sentence (Figure 10.8a), recognizes a drill
down operation and modi es the previous parse tree (Figure 10.8b). Then, the user asks to

“replace the unit sales with the sum of store sales". Despite the aggregation operation is not
speci ed, COOL recognizes the measure clause (Figure 10.8c) to be substituted and replaces
it with the new one (Figure 10.8d). Finally, the user asks to “slice on milk" (Figure 10.8e):
COOL automatically infers the attribute containing the value “milk” and combines the new
condition with the previous existing clause (Figure 10.8f).

10.6 Parse forest checking and annotation

TheParsing step does not always output a parse forest that can be directly translated into
executable SQL code. Indeed, syntactic adherence to the grammar does not guarantee the
conformance of the full query (or OLAP operator) with multidimensional structure and
constraints. As it happens for compilers, parsing and type checking (i.e., verifying and
enforcing the constraints of data types) are kept separated to reduce the overall complexity.

In this step, COOL seeks for these problems, and annotates the parse forest accordingly.
Two types of annotations are possible.

» Ambiguity. an inconsistency solvable through disambiguation. Ambiguities are solv-
able either automatically by COOL or by interacting with the user (ésgm unit
sales for Salem'but Salemis member of bottCity andStoreCity;

 Error: aninconsistency that does not admit solution and that can be only noti ed to the
user (e.g.,remove unit sales"but the measurgnitSaless not included irhGPSJ).

Checking & Annotation is responsible for searching problematic clauses (i.e., sub-
trees) in the parse forest and annotating them. Depending on the type of the Claesking
& Annotation evaluates the conformance of the clause to the multidimensional structure
and constraints and marks the subtrees failing such constraints.
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(a) Parsing “Drill down region (b) Drill down Regionto City w.r.t. Figure 10.6a.
to city".

(c) Parsing “Replace unit sales with (d) ReplaceAvg UnitSalesvith Sum StoreSales
the sum of store sales".

(e) Parsing “Slice on milk". () Add a new slice orProduct= Milk.

Figure 10.8: A conversational session modi es the parse tree from Figure 10.6a.

We now describe the allowed annotations for the parse forests produé¢adlbguery
andOLAP operator.

10.6.1 Full query annotation

In Full query , Checking & Annotation searche®T for problematic clauses (i.e., sub-
trees) in a depth- rst fashior269. Table 10.2 reports the annotations resulting from failing
checks.

* Ambiguous attribute (AA) : thehSSG clause has an implicit attribute but the parsed
value belongs to multiple attribute domains.

* Ambiguous aggregation operator (AAO) thehMCi clause has an implicit aggrega-
tion operator but the measure is associated with multiple aggregation operators.

* Attribute-value mismatch (AVM) : the h'SSG clause includes a value that does not
belong to the domain of the speci ed attribut.
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Table 10.2:Full query annotations

Type Name  Gen. derivation sample Example

Ambiguity  AA hSSa ::= hvali “sum unit sales for Salem'but Salemis member of
City andStoreCity

Ambiguity  AAO hMCi ::= hMeai “unit sales by product’ but sum andavg are valid
aggregations

Ambiguity AVM hSSA ::= hAttr ihCopihVali “sum unit sales for product New YorkButNew Y ork
is not aProduct

Ambiguity MV hMCi ::= hAggihMeai “sum prices per store"butPrice is not additive

Ambiguity AV hGGi ::= “group by bAttri+  “average prices by name"but Product is not in
hGCi

Ambiguity UC - “average unit sales by Reginbut Reginis not an at-
tribute

* Violation of a multidimensional constraint on a measure (MV} the hMCi clause
contains an aggregation operator that is not allowed for the speci ed measure.

* Violation of a multidimensional constraint on an attribute (AV) : thehGQ clause
contains a descriptive attribute without the corresponding dimensional atfribute

» Unparsed clause (UC) A clause has been properly parsed, but the parser was not
able to to connect it to thBGPSJ derivation. Thus, a parse forest including@PSJ
derivation and one or more dangling clauses has been returned.

10.6.2 OLAP operator annotation

Although theOLAP operatorgrammar returns simpler parse trees tkafl query , anno-

tating an OLAP operator is more complex since the parse tree must be internally coherent
andalsocompliant to the previous query context, i.e. the latest full query to which the OLAP
operator should be applied. Lefic be the parse tree for the previous query context, and let
PT be the parse tree of the OLAP operatorQbhAP operator, Checking & Annotation
extends the checks in Section 10.6.1 by searching also for possible inconsistencies between
each clause iRPTc andPT. Checking is achieved in a depth- rst fashid26l and exploits

the PTc structure to reduce the search space (e.g., it is meaningful to searchS8Ga

only within thehSAd 2 hGPSJ). As a consequence, checking an OLAP operator requires
additional constraints and annotations with respect to the ones de ned in Section 10.6.1
(Table 10.3):

» Not Existing Clause (NEC) PT references a clause that should be preseRfli
but that is missing. For exampleAttri ¢yom in theDRILL andhROLLUR derivations
must exist inhGd of PTc;

SAccording to DFM adescriptive attributés an attribute that further describes a dimensional level (i.e.,
it is related one-to-one with the level), but that can be used for aggregation only in combination with the
corresponding level.
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Table 10.3:0LAP operatorannotations

Type Name  Gen. derivation sample Example

Ambiguity TO FDRILLI ::= “drill " bAttr i “drill down from year"

Ambiguity FR RDRILLI ::= “drill " bAttr i “drill down to year" buthGCi con-
tainsMonth andQuarter

Error NEC  HDROPiI ::= “drop’ hMCi “remove unit sales'but UnitSales
is not inhGPSJ

Error AEC PADDi ::= “add’ hMCi “add max unit salesbutmax Unit-
Salesis already ilhGPSJ

Error ID hDRILLI ::= “drill " bAttr i “drill down from product"”

Error FA FDRILLI ::= “drill " bAttr i “drill down from name"

Error HM hDRILLI ::= “drill " bAttr i ¢rom “t0” bAttr iy, “drill down from product to city"

Error HSM  HDRILLi ::= “drill " bAttr i from “to” hAttriy,  “drill down from product to type"

» Already Existing Clause (AEC). PT cannot be applied as it references an element
that is already present iTc, while it should not be there. For examphéittri, in
theDRILL andhROLLUR derivations cannot exist inGd of PTc;

* Invalid drill (ID) :itis impossible to drill down omAttri f,om in @aDRILL derivation,
sincebAttri f,om is already the nest attribute in the hierarchy.

» Forbidden Attribute (FA) : it is impossible to drill down/roll up on a descriptive
attribute.

» Hierarchy mismatch (HM) : PAttri ¢om andbAttriio in the (DRILL (or ROLLUR)
derivation belong to two different hierarchies.

* Hierarchy structure mismatch (HSM): bAttri tyom in the (DRILL (or ROLLUR)
derivation is ner (or coarser) thamttri .

» Branching ambiguity (TO): it is impossible to inferbAttriy, in a DRILL (or
hROLLUR) derivation due to the presence of a branch in the hierarchy.

* Rolling ambiguity (FR): it is impossible to inferhAttri oy in @ DRILL (Or
hROLLUR) derivation due to the presence of multiple ner (or coarser) attributes
in hGa.

10.6.3 Parse forest scoring

A textual query generates several parse forests, one for each mapping. In our approach, only
the most promising one is proposed to the user irCisambiguation & Enhancement
step. This choice comes from two main motivations:

» Proposing more than one alternative queries to the user can be confusing and makes
very dif cult to contextualize the disambiguation questions.
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Figure 10.9: Parse forest enhancement: the implicit attrisagghas been added 1d; in
Figure 10.6a.

» Proposing only the most promising choice makes it easier to create a baseline query,
even though the optimal derivation could be missed. The baseline query can still be
improved by adding or removing clauses through further interactions enabled by the
OLAP operatorstep.

De nition 27 (Parse Forest Score) Given a mappingV and the corresponding parse forest
PRy, we de ne its score aScoréPRy) = ScorédM9 whereMPis the sub-sequence bf
belonging to the parse tree QT

The parse forest holding the highest score is the one proposed to the user. This ranking cri-
terion is based on amptimistic-pessimistitorecast of the outcome of tHgisambiguation
& Enhancemenstep. On the one hand, we optimistically assume that the ambiguities be-
longing toP Ty will be positively solved in théisambiguation & Enhancementstep and
the corresponding clauses and entities will be kept. On the other hand, we pessimistically
assume that non-parsed clauses belongirfgFig will be dropped. The rationale of our
choice is that an annotated clause included in the parse tree is more likely to be a proper
interpretation of the text. As shown in Figure 10.10, a totally pessimistic criterion (i.e.,
exclude from the score all the annotated clauses and entities) would carry forward a too
simple, but non-ambiguous, forest; conversely, a totally optimistic criterion (i.e., consider
the score of all the entities iARy) would make preferable a large but largely non-parsed
forest. Please note that the bare score of the mapping (i.e., the one available before parsing)
corresponds to a totally optimistic choice since it sums up the scores of all the entities in the
mapping.

The ranking criterion de ned above enables the pruning of the mappings to be parsed
as shown by Algorithm 6. Reminding that mappings are parsed in descending score order,
let us assume that, at some step, the best parse foegyisvith scoreScoréPRyo). If
the next mapping to be parsdd®® has scor&corédM®) < ScoréPRy0), we can stop the
algorithm and returi®Ryo since the score d¥1%Is an upper bound to the (optimistic) score
of the corresponding parse forest.
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Figure 10.10: Portion of the parse forest contributing to its score depending on the adopted
scoring criterion.

Algorithm 6 Selection of the parse forest

INPUT M : set of valid mappings
OuTPUT PF : best parse forest

1. M sort(M ) . sort mappings by score
2: PF ?

3: whileM 6 ? do . while mapping space is not exhausted
4 M  headM ) . get the mapping with highest score
5: M M nfMg . remove it fromM

6 PRy  pars€M) . parse the mapping
7 if scordPRy) > scorgPF ) then

. if current score is higher than previous score
PF PRu . store the new parse forest
M M nfM%2 M ;scordM9 scordPF )g
. remove mappings with lower scores fravh

© ®

return PF

Algorithm 6 works as follows. At rst, mappings are sorted by their score (Line 1), the
best parse forest is initialized, and the iteration begins. While the set of existing mappings is
not exhausted (Line 3), the best mapping is picked, removed from the set of candidates, and
its parse forest is generated (Lines 4—6). If the score of the current forest is higher than the
score of the stored one (Line 7), then the current forest is stored (Line 8) and all the mappings
with a lower score are removed from the search space (Line 9) as the pruned mappings cannot
produce parse forests with a score greater than what has been already parsed.

Note that, asScor€) requires a parse forest and tRarsing step always produces a
parse forest (which might coincide with the parse tr&epre), ranking and pruning work
for bothFull query andOLAP operatoisteps.
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10.7 Parse forest disambiguation and enhancement

If no ambiguities or errors were found in the previous steps, the parse forest coincides with a
parse tre&that can be directly translated into an executable SQL query. Conversely, if COOL
detects an error the only possible solution is to return an informative warning to the user in
order to help her resubmit a correct command. If none of the above apply, an annotated parse
forest is returned. An annotation does not necessarily imply an interaction with the user to
be solved. Indeed, COOL tries to minimize the number of such interactions by exploiting the
KBand previous activities of the user stored in thog. At the end of thebisambiguation
& Enhancemenstep, the ambiguous parse forest is reduced to a non-ambiguous parse tree
as all the ambiguities are solved in this step (existing unparsed clauses are either added to
hGPSJ or dropped).

We identify three ways to solve ambiguities: implicit, default-based, and user-based.

Implicit Refers to the cases where the parse forest does not include all the information
necessary to produce the SQL code, but the missing parts can be automatically inferred
from theKBsince only one solution is possible. In this case the parse forest is automatically
completed and no interaction with the user is required. Examples of automatic inference are
the following.

 Implicit aggregation operator in IMC i : the aggregation operator irCi clause
is implicit and the measure is associated with a single aggregation operator.

 Implicit attribute in  KSSCi: thehSSG clause has an implicit attribute and the parsed
member belongs to a single attribute domain.

* Implicit attribute in  ADRILL i (or ROLLi): the (DRILL (or hROLL) clause has
an implicit attribute, and, based on the previous query context, it is necessary to infer
its role from or to) to complete the OLAP operator. Given the attribbddtri in
the DRILL (or ROLL) operator, ifAttr 2 hGd, we assumdrom as the role of
hAttri, andbAttriye is inferred as the ner (or coarser) attributel@ttri . Otherwise,
if Attr 2hGd, we assuméo as the role obAttri, andbAttri ¢,om is inferred as the
coarser (or ner) attribute offAttri .

Default-based Refers to the cases where more than one solution can be applied to complete
the parse tree but either a default solution has been de ned ikBobeit can be inferred from

6As unparsed clauses are annotated as ambiguities, if no ambiguities are found then all clauses are included
in the parse tree.
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Table 10.4: User interaction templates and actionsigar-base@mbiguity solution. The
line splits annotations related to full-query interpretation from those related to OLAP-operator
interpretation

Name Template Action

AA hvali is member of these attributés] Pick attribute/drop
AAO hMeai allows these operatofs:] Pick operator/drop
AVM hAttr i andhvali domains mismatch, possible values prg Pick value/drop
MV hMeai does not allowhAggi, possible operators afe:] Pick operator/drop
AV Impossible to group by ohAttr i withouthAttr i Add attribute/drop
UC hGCi There is a dangling grouping clausgCi Add tohGPSJ /drop
UCHhMCi  Thereis a dangling measure claisCi Add tohGPSJ /drop
UC hsCi There is a dangling predicate clausCi Add tohGPSJ /drop
TO hAttr i t,om Can be generalized/specializedto| Pick attribute/drop
FR hAttr ito can be specialized/generalized fr@m Pick attribute/drop
NEC The speci ed clause does not existiBPSJ Alert & drop

AEC The speci ed clause already existshBPSJ Alert & drop

ID Impossible to drill down from the nest attributiedttr i Alert & drop

FA Impossible to roll up/drill down on the descriptive attribtittr i Alert & drop

HM hAttr i trom andbAttr i, belong to different hierarchies Alert & drop
HSM bAttr i from IS coarser/ ner thamAttr i Alert & drop

theLogaccording to the previous user disambiguations. In this case, the preferred solution is
applied and the user interaction is limited to evidencing hias The user caoptionally
manually re ne this solution. More details on this case are provided later in this section.

User-based Refers to the remaining cases where no automatic solutions apply. In this
case a user interaction is required to disambiguate. Table 10.4 reports the user interaction
templates and actions faser-base@mbiguity resolutions. Each template allows to either
provide the missing information or to drop the annotated clause. Templates are standardized
and user choices are limited to keep the interaction easy. This allows also unskilled users to
obtain a baseline query.

As for default-based ambiguities, if th@g highlights a recurring choice in the way of
solving ambiguities, COOL infers a preference and this knowledge can be leveraged to reduce
the number of user interactions, turning a user-based solution in a smoother default-based
one. To this end, similarly to9f], at each disambiguation stepwe store in the.ogL a
tripled = (A;T;T ), whered:A is the annotation namé;T is the annotated subtree and
d:T is the disambiguated subtree (eventually empty if the user droppe@ivenL, the
log-based disambiguation frequency is de ned as the ratio between the number of times in
which a certain replacement is chosen to resolve an ambiguity and the number of times in
which the ambiguity occurred.

jfdo2 Lst: d®A= d:A;d°T = d:T;d°T = d:T gj
1+ jfdO2 L st: dA= d:A;d°T = d:Tgj

f(d) =
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Algorithm 7 Log-based Disambiguation

INPUT PRy: annotated parse forest, frequency threshold
OuTpPUT PFy: partially solved annotated parse forest

1: PR, PRu . Initialize the parse forest

2: for eachd 2 annotation$PRy,) do . Iterate over its annotated subtrees
3 T = argmaxof ((d:A;d:T; T9) . Get the most frequent disambiguation
4 if f((d:A;d:T;T )) tthen . If frequency is higher than threshold
5: Replaced:T with T in PR, . ... replace it

6: AnnotateT as hint . ... annotate the subtree as hint
7: return PR,

Given the frequency threshold Algorithm 7 shows the automatic disambiguation process.
Given an annotated parse forest (Line 1), the algorithm iterates over the annotated subtrees
(Line 2). For each annotation, the algorithm picks the disambiguation with the highest
frequency (Line 3). If the frequency is higher than a given threshold (Line 4), then the
algorithm replaces the annotated subtree with the frequent one within the parse forest (Line
5) and marks it as a hint (Line 6).

Example 24 (Log-based disambiguation)Given the mapping M =
hsum UnitSaleswhereNew York, Parsing outputs a parse forest where the sub-
tree T%= SSENew York’ corresponding to th&SCclauseNew York(whereNew Y orkis

a member of botlstoreCityand CustomerCityis annotated with an ambiguous attributé\
annotation. Given a threshold= 0:5 and thelLog

L= f(AA SSENew Yorl; SSEStoreCity=;New YorR);
(AA SSGNew Yorl; SSEStoreCity=;New Yorh);
(AA; SSGNew York; SSGCustomerCity=;New Yor}); :::g

the subtreeTC is automatically replaced witiT = SSCStoreCity=;New Yor} as
f((AA SSENew Yorl; SSEStoreCity=;New Yorj))= 2= 05 t.
10.8 SQL generation

SQL generation translates a full-query parse tree into an executable SQL query. If an
OLAP operator has been submitted, the context parséffeenust be updated according
to the OLAP operator parse tr&8. All the OLAP operators can be implemented atop the

’Elements between brackets represent children of the parent node. Th8@0idethe parent of the node
New York
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addition/removal of new/existing nodesiic. As in Section 10.6.2, we apply a depth- rst
search algorithm to retrieve the clauses interested by the OLAP operator. We recall that
adding a new clause t&5PSJ (e.g., “add city” requires to add the attribu@éy) requires to
append the new clause to the existmgCi /hGA/NSA (and to create it if it does not exist in
hGPSJ). Note that ah'SSQ is appended with the Booleamdoperator as in Figure 10.8f.
Conversely, when dropping a clause produces an invalid parent clause (e.g., am@&apty
or an unbalancellSSA) in the parse tree, it is suf cient to remove the parent clause from
hGPSJ.

Given a full query parse treeT, the generation of its corresponding SQL requires to |l
in the SELECWHEREBROUP BMdFROIgtatements. The SQL generation applies to both
star and snow ake schemas [112] and is done as follows:

» SELECTmeasures and aggregation operators fibMt€i are added to the query selec-
tion clause together with the attributes in the group by cldEa;

» WHERIgredicates from the selection claused (i.e., values and their respective
attributes) are added to the query predicate;

« GROUP Baftributes from the group by claus&d are added to the query group by
set;

* FROMneasures and attributes/values identify, respectively, the fact and the dimension
tables involved in the query. Given these tables, the join path is identi ed by following
the referential integrity constraints (i.e., by following foreign keys from dimension
tables imported in the fact table).

Example 25 (SQL generation) Given the GPSJ query “sum the unit sales by type in the
month of July”, its corresponding SQL is:

SELECT Type, sum(UnitSales)

FROM Sales s JOIN Product p ON (s.pid = p.id)
JOIN Date d ON (s.did = d.id)

WHERE Month = "July"

GROUP BY Type
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Table 10.5: Parameter values for testing

Symbol Range Meaning

N f2;4;69 Num. of top similar entities

a f0:4,0:5;0:6g Token/entity minimum similarity
b 70% Sentence coverage threshold
n 4 Maximum sub-sequence length

10.9 Experimental tests

In this section, we evaluate COOL in terms of effectiveness, ef ciency, and user experience.
Effectiveness and ef ciency evaluate COOL's capabilities in correctly interpreting a text in
a time compatible with real-time interaction. User experience evaluates how well COOL
helps the user in formulating OLAP sessions. Indeed, there is no point in creating a natural
language interface that is not easy to use by inexperienced users.

Tests are based on the Foodmart scHerfihe Automatic KB feeding module popu-
lated theKBwith 1 fact, 39 attributes, 12500entities. 50 additional synonyms were manually
added in th&KB enrichmentstep (e.g.;for each”, “for every", “per" are synonyms of the
group bystatement).

To the best of our knowledge, no standard benchmark exists for natural language GPSJ
queries. Nonethelesg§] describes a real-word benchmark for generic analytics queries. 110
queries out of 147 (i.e. 75% of the benchmark) turned out to meet the GPSJ expressiveness,
con rming how general and standard GPSJ queries are. Since queriés nefer to private
datasets, we mapped them to the Foodmart schema. While mapping natural language to the
sales domain, we preserved the structure of the original queries (e.g., word order, typos, etc.).
For each query, we manually de ned the ground truth, i.e. the parse tree resulting from the
correct text interpretation.

10.9.1 Effectiveness

Tests in this section quantitatively evaluate how well COOL interprets natural language
gueries. Effectiveness is evaluated as the parse tree simileBit PT; PT ) between the

parse treéT produced by COOL and the correct dAg¢ (i.e., the manually-de ned ground

truth). Parse tree similarity is based on the tree distaB@§[it ranges in[0; 1] and it keeps

into account both the number of correctly parsed entities (i.e., the parse tree leaves) and the

8A public dataset about food sales between 1997 and 14880%://github.com/julianhyde/
foodmart-data-mysy|
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tree (i.e., query) structure (e.g., the selection clatigeand B) or C" and“A and (B or C)"
refers to the same parsed entities but underlie different tree structures).

Table 10.5 summarizes the parameters considered in our approach: token sub-sequences
has maximum length = 4 (i.e., the [1..4]-grams) as no entity in th@is longer than 4
words; each sub-sequence is associated to thE ®imilar entities with similarity at least
higher thara such that at least a percentdgef the tokens inT is covered. The value df
is xed to 70% based on an empirical evaluation of the benchmark queries.

We rst consider the behavior of COOL without disambiguation. Figures 10.11 and 10.12
depict the performance of our approach with respect to variations in either the number
of retrieved top similar entities (i.eN 2 f 2;4;6g) or the similarity threshold (i.ea 2
f0:4;0:5;0:69). Values are reported for the top-k trees (i.e.,klieees with the highest score).

We remind that only one parse forest is involved in Bheambiguation & Enhancement

step; nonetheless, for testing purposes, it is interesting to see if the best parse tree belongs
to the top-k ranked ones. Effectiveness slightly changes by valyiagd it ranges in
[0:88;0:91]. Effectiveness is more affected by the entity/token similarity thresacdahd

ranges irf0:83;0:91]. In both cases, the best results are obtained when more similar entities
are admitted, and more candidate mappings are generated. Independently of the chosen
thresholds, the results of COOL are very stable (i.e., the effectiveness variations are limited)
and, even by considering only the top-1 query, its effectiveness is at the state of the art
[168 289 240. This con rms that (i) the choice of proposing only one query to the user
does not negatively impact on performances (while it positively impacts on interaction
complexity and ef ciency) and (ii) our scoring function properly ranks parse tree similarity

to the correct interpretation for the query since the best ranked is in most cases the most
similar to the correct solution.

Only 58 queries out of 110 are not ambiguous and produce parse trees that can be fed
as-isto SQL generation andExecution & Visualization . This means that 52 queries
— despite being very similar to the correct tree, as shown by the aforementioned results — are
not directly executable without disambiguation (we recall the ambiguities from Table 10.2).
Indeed, of these 52 queries, 38 contain one ambiguity annotation, 12 contain two ambiguity
annotations, and 2 contain three or more ambiguity annotations. Figure 10.13 depicts the
performance when the best parse tree undergoes iterative disambiguation (i.e., an increasing
number of correcting actions is applied). Starting from the best con guration from the
previous tests (foN = 6 anda = 0:4), by applying an increasing number of correcting
actions, the effectiveness increases from 0.89 up to 0.94. Unsolved differences befween
andPT are mainly due to missed entities in the mappings.
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Figure 10.11: Effectiveness varying the number of retrieved top similar entiteesd the
number ofTop-k queries returned (with = 0:4).

Figure 10.12: Effectiveness varying the similarity threshemldnd the number ofop-k
queries returned (withl = 6).

Although our approach shows an effectiveness comparable to the state-of-the-art propos-
als [168 289 240, it was impossible to run a comparison against them as (i) the implemen-
tations are private and the provided descriptions are far from making them reproducible, and
(i) despite the availability of natural language datasets (e.g., the ones udé&8jin fhese
datasets are hardly compatible with multidimensional constraints and GPSJ queries.

10.9.2 Efciency

In Section 10.4, we have shown that the mapping search space increases exponentially in the
text length. Figure 10.14 con rms this result showing the number of generated mappings as
a function of the number of entiti¢¥j included in the optimal parse tr& , jMj is strictly

related to the number of tokens in the tgAt,. Note that, with reference to the parameter
values reported in Table 10.5, the con guration analyzed in Figure 10.14 is the worst case
since it determines the largest search space due to the high number of admitted similar
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Figure 10.13: Effectiveness as a function of the number of disambiguation steps (i.e.,
application of correcting actions; witth= 1,N = 6 anda = 0:4).

Figure 10.14: Number of generated, distinct and parsed mappings varying the nivinbér
entities in the optimal tree (witN = 6 anda = 0:4). Givenall the mappings generated in
theTokenization & Mapping step, some mappings are identical and onlydiséinctones
are kept. The ranking and scoring functions further prune the actt@ahputednapping.

entities. Noticeably, pruning rules strongly limit the number of mappings to be actually
parsed.

We ran the tests on a machine equipped with Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz
CPU and 8GB RAM, with COOL implemented in Java. Figure 10.15 shows the average
execution time by varyingMj and the number of allowed top similar entitils The
execution time increases with the number of entities included in the optimal parse tree, as
such also the number of top similar entities impacts the overall execution time. Effectiveness
remains high also foN = 6, corresponding to an execution time of 1 second. We emphasize
that the execution time corresponds to the time necessary for the interpretation, and not to
the time to actually execute them. Queries are executed against the enterprise data mart and
their performance clearly depends on the underlying multidimensional engine and on the
complexity of the query itself.

It is worth reasoning on what happens by increasing the number of attributes/members.
As for ef ciency, the performance of COOL are based on two aspects: mapping and parsing.
Increasing the number of attributes/members affects mapping due to the wider search space
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Figure 10.15: Execution time varying the numipdij of entities in the optimal tree and the
number of top similar entitiell (with a = 0:4).

for entity similarity (see Equation (10.1)). However, as we pick a xed humber of synonyms,
this does not affect parsing since the number of generated mappings does not change. As
for effectiveness, a larger number of attributes/members could reduce accuracy depending
on the similarity between them. Indeed, a textual token will probably match more entities.
However, this really depends on the dataset at hand. Nonetheless, when the quality of
the spoken/written English is high (e.g., few typos or text matches DW entities with high
similarity) it is intuitive to verify that COOL matches th@ght entities.

10.9.3 User experience evaluation

The main goal of a natural language interface is to enable a user to easily formulate a
command. To this end, we tested COOL with 40 users, mainly master students in data science,
with basic or advanced knowledge of business intelligence and data warehousing. On a scale
from 1 (very poor) to 5 (very high), on average, users sc86@+ 0:7 their familiarity with
the English language, and2B+ 1:1 their familiarity with the OLAP paradigm.

For the sake of testing, we implemented a web application atop the DFM model (Fig-
ure 10.16) in which users submit a written or spoken descriptions of full queries/OLAP
operators. The following testing protocol has been adopted:

» A 10-minute tutorial was presented to show the users how COOL works and how the
test is organized.

» Users undergo 3 OLAP sessidis; S, Scg with increasing complexity. Each OLAP
session is composed by three stép®p® opY, whereq is a full query andpPand
op“are the OLAP operators that are iteratively applied to the full query. In each OLAP
session, we provided three formal querigsa® q°9, with g° (or ¢°§ slightly changing
from g (or g9. At rst, users were asked to produce the natural language description
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(a) The non-ambiguous quefyeturn the medium costs for Beer and Wine by gendsrissued.
Elements highlighted in green have been understood by COOL.

(b) The ambiguous queryeturn the medium costs in USAS issued. COOL asks to the usetdSA
is member ofCountryor StoreCountryor if USAshould be dropped (ambiguity AA in Table 10.4).
Elements highlighted in yellow require user-based disambiguation.

Figure 10.16: User interface of COOL implemented for the testing purpose.

of the full queryq. Then, by difference with the following query, users were asked to
understand which OLAP operatop changedj (or g9 to ¢°(or ¢°9, and to issue the
natural language description opto COOL.

» At each step, users are asked to issue the natural language description in English
to COOL. If fully parsed, COOL visualizes the query result as a pivot table (Fig-
ure 10.16a). Otherwise, the disambiguation process starts, and users are asked to
disambiguate what COOL was not capable to automatically infer (Figure 10.16b).

» When all ambiguities (if any) are solved, the next step in the session is proposed.

« Users explicitly end the OLAP session after runnifi§
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Example 26 (OLAP session)Given the formal full query
g = ff avg StoreCog}; f gendeg; category= “Beer and Wingj

a user is asked to produce a natural language description of the query, such as “return the
medium costs for Beer and Wine by gender”. As COOL is capable of fully interpret this query
(Figure 10.16a), the next formal query

o°= ff avg StoreCosf, f gendermonthg; category= “Beer and Wing

is presented to the user. User is asked to understand which OLAP operator can be applied
to q to produceg® and to issue its natural language description to COOL. Note that the
applicable OLAP operator is not unique. For instance, depending on the familiarity with the
OLAP paradigm, the user may choose either to “drill down to month" or to “add the month".

We callPT¢' the parse tree of the rst full query issued by the user (i.e., the user description
of g), andPTg' the parse tree of the last full query modi cation (i.e., when the user ends the
session). We calPT, andPT, our ground truth, i.e. the parse trees correspondirepetod
q%° Note that there is not a single correct/prede ned path driving the OLAP session. For
instance: (i) the OLAP session can diverge/converge from/to the ground truth (e.g., a full
query that does not comprehend all the necessary entities can be completed with consequent
OLAP operators); users can concatef#&BDi andhrREMOVE instead of theREPLACE
operator; or some disambiguation steps might be necessary to complete the session due to
ambiguities or inaccuracies.

For each OLAP session, we evaluate both the starting full query and the consequent
OLAP operators. We adopt the following key performance indicators (KPIs): accuracy
T Sim(), interpretation timd, extra user interactioris(in the optimal casé= 0; i.e., the
interpretation discloses no ambiguities that require user interactions). In detail:

 Full query . TSImM(PT;PT,) measures how good is the interpretation of the full
guery;Ts adds up the time it takes for the user to formulate the query and COOL to
interpret it; ands counts the number of user interactions to produce a fully-parsed full

query.

» OLAP operator. T Sim(PTS'; PT, ) measures how close the user query is to the correct
query after applying the OLAP operators. For each OLAP opetpof,p sums the
time it took for the user to formulate the operator, and for COOL to interpret them
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Table 10.6: Results of user evaluation in terms of average acclir@iny), average elapsed
timeT (in seconds), average number of user interactipaad average number of ambiguities
A

Full query OLAP operator
ld | TSIMPT,PTs) Ts(s) Is | TSIMPTS;PT.)  Top(s)  lop
Sa 0.98 203 0.26 0.96 159 0.47
S 0.92 210 0.65 0.80 131 0.29
S 0.91 183 0.61 0.94 77 0.11
All 0.94 198 0.5]1 0.90 122 0.29

and to apply it to the user full query; aig}, counts the number of user interactions to
produce a fully-parsed OLAP operator.

All KPIs are averaged on all users (Table 10.6). Following the previous effectiveness eval-
uation, we sed = 0:4,b = 70% N = 6 andn= 4. As for effectiveness, the average accuracy
for full query interpretation is 0.94, consolidating the results depicted in Section 10.9.1. The
decrease in accuradySin(PTg'; PTg ) from s, to s is justi ed by the increasing complexity
of the initial full query. The considerations on accuracy also hold for the average similarity of
the OLAP operator (besides some vocabulary issues ealvable by enriching the knowl-
edge base). As for ef ciency, as expected, the time it takes for a user to formulate a full query
is higher than the time needed for the interpretation and application of an OLAP operator (3
minutes vs 2 minutes). We argue that the time could be sensibly lower if users were already
familiar with the multidimensional cube. Indeed, the time required for the OLAP operator
sensibly decreases along with an increasing familiarity with COOL (the same happens for the
full query, but the effect is compensated by the increasing complexity). As for interactions,
the small number of extra interactions—together with the high accuracy—proves COOL's
robustness in natural language interpretation (we recall that misinterpreted clauses count
as unparsed ambiguities). In turn, this enable users to issue complete queries and OLAP
operators in either 1 or 2 interactions (i.e., 0 or 1 extra interactions).

10.10 Related works

Conversational business intelligence can be classi edreg@ral language interfacéNLI) to
business intelligenceystems to drive analytic sessions. Despite the plethora of contributions
in each area, to the best of our knowledge, no approach lies at their intersection.

NLIs to operational databases enable users to specify complex queries without previ-
ous training on formal programming languages (such as SQL) and software; a recent and
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comprehensive survey is provided ifl.[ Overall, NLIs are divided into two categories:
guestion answering and dialog. While the former are designed to operate on single queries,
only the latter are capable of supporting sequences of related queries as needed in OLAP
analytic sessions. However, to the best of our knowledge, no dialog-based system for OLAP
sessions has been provided so far. The only contribution in the dialog-based direction is
[182, where the authors provide an architecture for querying relational databases; with
respect to this contribution we rely on the formal foundations of the multidimensional model

to drive analytic sessions (e.g., according to the multidimensional model it is impossible to
group by a measure, compute aggregations of categorical attributes, aggregate by descriptive
attributes, ensure drill-across validity). Also differently frob8F), the results we provide are
supported by extensive effectiveness and ef ciency performance evaluation that completely
lack in [182. Finally, existing dialog systems, such &3§|, address the exploration of
linked data. Hence, they are not suitable for analytics on the multidimensional model.

As for question answering, existing systems are well understood and differentiate for the
knowledge required to formulate the query and for the generative approach. Domain agnostic
approaches solely rely on the database schema. NdlA& franslates natural language
queries into dependency treds8f and brute-forcefully transforms promising trees until a
valid query can be generated. In our approach we relg-grams instead of dependency
trees [188] since the latter cannot be directly mapped to entities in the knowledge base (i.e.,
they require tree manipulation) and are sensible to the query syntaX'semg. unit sales"
and“sum the unit sales’produce two different trees with the same meaning). SQLizer
[289 generates templates over the issued query and applies a “repair” loop until it generates
gueries that can be obtained using at most a given number of changes from the initial template.
Domain-speci ¢ approaches add semantics to the translation process by means of domain-
speci c ontologies and ontology-to-database mappings. SCEIpAYses a simple but limited
keyword-based approach that generates a reasonable and executable SQL query based on the
matches between the input query and the database metadata, enriched with domain-speci c
ontologies. ATHENA P4(Q and its recent extensior248 map natural language into an
ontology representation and exploit mappings crafted by the relational schema designer to
resolve SQL queries. Analyz&T] integrates the domain-speci ¢ ontology into a “semantic
grammar” (i.e., a grammar with placeholders for the typed concepts such as measures,
dimensions, etc.) to annotate and nally parse the user query. Additionally, Analyza provides
an intuitive interface facilitating user-system interaction in spreadsheets. Unfortunately, by
relying on the de nition of domain-speci ¢ knowledge and mappings, the adoption of these
approaches is not plug-and-play as an ad-hoc ontology is rarely available and is burdensome
to create.
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In the area of business intelligence, the road to conversation-driven OLAP is not paved
yet. The recommendation of OLAP sessions to improve data exploration has been well-
understood13] also in domains of unconventional contex@s] where hand-free interfaces
are mandatory. Recommendation systems focus on integrating (previous) user experience
with external knowledge to suggest queries or sessions, rather than providing smart interfaces
to Bl tools. To this end, personal assistants and conversational interfaces can help users unfa-
miliar with such tools and SQL language to perform data exploration. However, end-to-end
frameworks are not provided in the domain of analytic sessions over multidimensional data.
QUASL [16]] introduces a QA approach over the multidimensional model that supports
analytical queries but lacks both the formalization of the disambiguation process (i.e., how
ambiguous results are addressed) and the support to OLAP sessions (with respect to QA,
handling OLAP sessions requires to manage previous knowledge frobo¢jend to under-
stand whether the issued sentence re nes previous query or is a new one). Complementary to
COOL, [269] recently formalized the vocalization of OLAP results.

To summarize, the main differences of our approach to the previous works are the
following.

1. The implementation of an end-to-end general-purghakg-drivenframework named
COOL, supporting full- edged OLAP sessions.

2. The de nition of the framework's functional architecture and the formalization of its
steps.

3. The enforcement of multidimensional constraints on GPSJ queries by the means of
(i) a formal grammar ensuring syntactic validity, and (ii) a type checker ensuring
consistency (e.g., it is impossible to assign the “sum™ aggregation operator to a non-
additive measure).

4. A plug-and-play implementation that allows COOL to run on top of existing data
warehouses with no impact on it; furthermore, the integration with external knowledge
is supported but not mandatory.

Being an NLI, this work builds on fundamental notions of Natural Language Processing
(NLP), such as tokenization, parsing, and disambiguation. We refer the reader to a referential
contribution in the areas of Natural Language Processiig fto further delve into this
subject. With respect to the single steps of the approach, we remark the following differences.

» Our parsing technique Section 10.5 is based on a novel formal grammar, used to
interpret OLAP queries and OLAP operations expressed in natural language and to
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obtain parse trees. Among related approact&H:rglies on a limited keyword-based
technique; 24Q uses a similar technique, even though its grammar is not speci c

to OLAP and is aimed at mapping text tokens to ontology concep&8 P89 67]

rely on standard natural language parsers where the produced dependency trees are
sensitive to small linguistic variations in the user query.

» By analyzing the speci cities of natural language interfaces in the OLAP context,
we formally de ne and retrieve the ambiguities that may arise in OLAP queries and
operations (Section 10.6). With respect to related approaches, this allows us to discover
and manage ambiguities that are related more to the OLAP metaphor rather than to
natural language per se.

* Related work deals differently with the disambiguation activit289 relies on a
completely automatic and probabilistic method to resolve ambiguities, whé&das [
always prompts the user.18 adopts a hybrid approach by distinguishing easy
ambiguities (automatically solvable) from hard ambiguities (requiring user interaction);
[31, 24Q also adopt an automatic solving technique, but by relying on a domain-
speci ¢ ontology. COOL integrates these methods by i) implicitly solving some
ambiguities (also thanks to the OLAP speci ¢ parsing and annotation techniques), ii)
inferring the solution from the log whenever possible, and iii) by asking the user when
no solution has been found (Section 10.7).

» Every related approach de nes its way to generate SQL queries from the data structure
parsed from the user query. The technique we discuss in Section 10.8 is speci cally
tied to our novel grammar.

» The techniques we adopt for tokenization and mapping (Section 10.4) are not speci c
to OLAP; nonetheless, a detailed explanation of tokenization and mapping is important
to introduce basic concepts that are later used and to ensure the reproducibility of the
approach.

We sketched the idea of Conversational OLAPSH]|{ this chapter largely extends the
previous contribution by (i) proposing and implementing a solution for the interpretation and
disambiguation of OLAP operators, (ii) providing a log-based ambiguity resolution mecha-
nism that automatically resolves ambiguities by learning the most frequent disambiguations,
(iii) providing a visual interface to handle the interaction, designed on top of the DFM model
(see Section 10.9), and (iv) carrying out extensive tests with real users to assess the usability
of COOL.



10.11 Conclusion 145

10.11 Conclusion

In this chapter, we proposed COOL, a conversational OLAP framework supporting the
translation of a natural language conversation into an OLAP session. COOL supports both
the interpretation of GPSJ queries and OLAP operators. Besides proposing a technical
solution and a reference architecture, the chapter contribution lies in the discussion of
speci c issues related to conversational OLAP systems, paving the way to the application of
conversational OLAP in the context of smart assistants and hand-free scenarios. Tests carried
out on a real-word benchmark, as well as with 40 real users, show that COOL achieves the
state-of-the-art performance. More in detail, we have shown that coupling a grammar-based
text interpretation with automatic/user-based disambiguation determi®é% accuracy.

We are completing COOL with new functionalities essential for improving user experience,
such as thevocalizationof query summarie§i.e., applying mining techniques to reduce

the cardinality of the returned results as @7]) and the support for a full- edged visual
metaphor based on the DFM model.






Chapter 11

Intentional OLAP

11.1 Introduction

Data warehousing and OLAP have been progressively gaining a leading role in enabling
business analyses over enterprise data since the early 90's. During these thirty years, the
underlying technologies have evolved from the early relational implementations (still widely
adopted in corporate environments), to the new architectures solicited by Business Intelli-
gence 2.0 scenarios, and up to the challenges posed by the integration with big data settings.
However, recently, it has become more and more evident that the OLAP paradigm, alone,
is no more suf cient to keep the pace with the increasing needs of new-generation decision
makers. Indeed, the enormous success of machine learning techniques has consistently
shifted the interest of corporate users towards sophisticated analytical applications.

In this direction, thdntentional Analytics Mod€gllAM) has been envisioned as a way to
tightly couple OLAP and analytic2[5. The IAM approach relies on two major corner-
stones: (i) the user explores the data space by expressing her amdgsiwnsrather than
by explicitly stating what data she needs, and (ii) in return she receives both multidimensional
data and knowledge insights in the form of annotations of interesting subsets of data. As
to (i), ve intention operators are proposed, namelgscribgdescribes one or more cube
measures, possibly focused on one or more level memlassgsgudges one or more cube
measures with reference to some baseliegpjain(reveals some hidden information in the
data the user is observing, for instance in the form of a correlation between two measures),
predict(shows data not in the original cubes, derived for instance with regression), and
suggestshows data similar to those the current user, or similar users, have been interested in).
As to (ii), rst-class citizens of the IAM arenhanced cubesle ned as multidimensional
cubes coupled withighlights i.e., sets of cube cells associated with interesting components
of modelsautomatically extracted from cube®75. Each operator is applied to an enhanced
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Figure 11.1: The IAM approach

cube and returns a new enhanced cube. To assess interestingness of model components, a
measure based on their (objective) signi cance and (subjective) surprise is proposed.

An overview of the approach is given in Figure 11.1. Noticeably, having different models
automatically computed and evaluated in terms of their interestingness relieves the user from
the time-wasting effort of trying different possibilities.

Example 27 Let aSALEScube be given, and let the user's intention be
with SALES describe quantity for month = '1997-04" by type using clustering size 3

First, the subset of cells for April 1997 are selected from3Ad_EScube, aggregated by
product type, and projected on measguantity (in OLAP terms, a slice-and-dice and a
roll-up operator are applied). Then, these cells are clustered into 3 clusters based on the
values ofquantity. Finally, a measure of interestingness is computed for each cluster, and
the cells belonging to the cluster with maximum interestingness are highlighted in the results
shown to the user.

Clearly, the IAM vision raises a number of research challenges, e.g., (i) investigate if
there are any other intention operators that should be considered besides the basic ones
proposed, and how different operators can be combined; (ii) nd techniques for automatically
tuning the algorithms that create enhanced cubes by computing models; (iii) enrich the IAM
framework with an approach to select the most effective chart or graph for visualizing each
cube depending on its features such as number of dimensions, size, etc.; (iv) devise a visual
metaphor for displaying enhanced cubes and interacting with them.

The goal of this chapter is to provide a proof-of-concept for the IAM vision by delivering
an end-to-end implementation of tdescribeperator. Speci cally, we address challenges
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