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Abstract

The volume, variety, and high availability of data backing decision support systems have
impacted on business intelligence, the discipline providing strategies to transform raw data
into decision-making insights. Such transformation is usually abstracted in the “knowledge
pyramid,” where data collected from the real world are processed into meaningful patterns. In
this context, volume, variety, and data availability have opened for challenges in augmenting
the knowledge pyramid. On the one hand, the volume and variety ofunconventionaldata (i.e.,
unstructured non-relational data generated by heterogeneous sources such as sensor networks)
demand novel and type-specific data management, integration, and analysis techniques. On
the other hand, the high availability of unconventional data is increasingly attracting data
scientists with high competence in the business domain but low competence in computer
science and data engineering; enabling effective participation requires the investigation of
new paradigms to drive and ease knowledge extraction. The goal of this thesis is to augment
the knowledge pyramid from two points of view, namely, by including unconventional data
and by providing advanced analytics. As to unconventional data, we focus on mobility data
and on the privacy issues related to them by providing (de-)anonymization models. As to
analytics, we introduce a higher abstraction level than writing formal queries. Specifically,
we design advanced techniques that allow data scientists to explore data either by expressing
intentions or by interacting with smart assistants in hand-free scenarios.
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Chapter 1

The Knowledge Pyramid

Data science extracts actionable insights from raw data [153]. The data transformation

process is usually abstracted in the “knowledge pyramid” (also known as the “Data Infor-

mation Knowledge Wisdom pyramid” or “knowledge hierarchy”; Figure 1.1), where data

(i.e., symbols) are collected through measurements taken from the real world; information

is processed and linked data that it is meaningful to scientists; knowledge is interpreted,

understood, and organized information; and wisdom is knowledge in action. Climbing the

pyramid is not a straightforward path and requires the iterative exploration and preparation of

data so that patterns can be extracted, evaluated, and later deployed into models supporting

effective decisions.

Analytic applications strive to extract knowledge from data fueled by pervasive systems

[71], where any device can be turned into a sensor leading to a huge volume and variety

of available data [277]. Theseunconventional1 data (i.e., unstructured and non-relational

data) have impacted on business intelligence (BI)—the discipline providing strategies and

technologies to transform data into decision-making information—leading to BI 2.0, where

decisions are drawnnot onlyon the data owned by the organization. Indeed, bigger data

volumes lead to a holistic view of historic and current trends; higher data velocities ground

decisions in continuously updated data, and broader data varieties provide many nuances of

the matter at hand [1]. On the one hand, volume and variety hinder the management, the

integration, and the analysis of the collected data (from “World” to “Data” in Figure 1.1),

since each instance of unstructured data might have a different structure. This requires

ad-hoc techniques for different data types (e.g., social networks [87] or sensor data [92]).

On the other hand, high availability has attracted scientists with no expertise in computer

science or data engineering, requiring novel paradigms to support the “Data”-to-“Knowledge”

1We considerconventionalthe data collected by operational databases, ERP (enterprise resource planning),
and CRM (customer relationship management) enterprise systems
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Figure 1.1: The “knowledge pyramid” (also known as the “Data Information Knowledge
Wisdom pyramid” or “knowledge hierarchy”; adapted from [259]).

transformation with a higher abstraction level than formal programming languages (e.g.,

through graphical metaphors, recommender systems, or automatic transformation pipelines).

Additionally, availability has enabled pervasive analyses, allowing data scientists to access

data in hand-free contexts involving augmented reality and smart assistants.

While investigating these challenges, this thesis evolves into two parts.

Part I: Unconventional Data. Sensing provides real-time data upon which “contextual”

decisions—ranging from user-centered to societal problems—are based. This includes data

collected from human and technological assets (e.g., sensor or mobile networks), which are

analyzed to monitor and manage urban and rural areas. Sensor data are highly available due

to the growth of Internet of Things devices, have variable content, and their value comes

from historic trends that range from hours to years [153]. Such volume and variety demand

for augmenting the knowledge pyramid with novel and scalable techniques for different

data types (Figure 1.2). In urban mobility, spatiotemporal data (i.e., temporal sequences of

spatial locations traced by moving objects and sampled through global or relative positioning

sensors) are collected and processed for the sake of traf�c analysis and forecasting, clustering

of objects moving in similar paths, and habits pro�ling. Spatiotemporal data are challenging

because of their uncertain, sparse, and multiresolution nature [106]. Also, due to the number

of moving objects (e.g., mobile devices, cars, taxis, and public transport in a metropolitan

area) and to the sampling rate of positioning sensors (e.g., from minutes to seconds), mining
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Figure 1.2: Augmenting the knowledge pyramid with unconventional data (left) and advanced
analytics (right).

mobility data easily scale up to big-data problems that require big-data solutions, hence

introducing new business opportunities that were previously ignored because of technology

limitations. Besides the valuable knowledge, due to high uniqueness [64] and sensitivity

(e.g., home and work locations), trajectory data expose individuals to privacy violations,

demanding for ad-hoc techniques to (de-)anonymize historical trajectory datasets. In this

direction, Part I focuses on trajectory data and on the privacy implications of the publication

of long-term mobility datasets.

Part II: Advanced Analytics. Since the introduction of the relational model in the '70s,

users used relational queries (e.g., SQL queries) to retrieve data collected in operational

databases. This requires a good comprehension of programming languages and database

management systems. Later, more user-friendly abstractions and tools provided a simpler

view of the data, hiding the complexity of the underlying databases [275] and transitioning

from static (repetitive) workloads involving a few records (On-Line Transaction Processing,

OLTP) to dynamic workloads (On-Line Analytical Processing, OLAP, and On-Line Analyti-

cal Mining, OLAM) involving a huge amount of records (Figure 1.2). The spread of data

and analytical tools at hand has brought an increasing participation of data scientists with

high competence in the business domain but low competence in computer science and data

engineering [275]. Indeed, data science emerged as an amalgamation of domain expertise

with disciplines such as statistics, data mining, and databases [272]. Such amalgamation

has brought challenges not only concerning big data volumes but also in terms of the in-
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creasing complexity and interdisciplinarity of the analytic questions. Enabling an effective

participation in data science requires the investigation of user-centered paradigms supporting

analytical querying and making knowledge extraction more accessible. Data scientists can

bene�t from proactive systems that “understand” the tasks at hand, make recommendations,

and generate effective visualizations [106]. For instance, in the digital twin scenario [264]

where physical entities are mapped into a digital world, the synergy of personal assistants and

augmented reality lacks analytic capabilities. Additionally, limited attention has been devoted

to providing analytical reports that can be useful to let the user compare the current behavior

of the visualized objects with their historical behavior. To this end, unconventional data

sources, such as smart glasses and wearable devices, can be accessed by personal assistants

(e.g., recommender systems) to address users' needs [21]. Data scientists can interact with

personal assistants through natural language interfaces which provide a higher abstraction

level than formal queries and programming languages. In this direction, Part II focuses

on supporting data scientists with higher analytic abstractions than formal queries also in

scenarios entailing pervasive data access.



Part I

Unconventional Data





Chapter 2

Introduction

2.1 Motivation and contributions

Following the spread of positioning systems and mobile devices, mobility data are at the core

of location-based decision support systems and augment the knowledge pyramid (Figure 1.1)

with novel storage, integration, and analysis techniques speci�c to spatiotemporal data. Exam-

ples of valuable applications are urban-mobility analysis, point-of-interest recommendation,

and personal navigation systems [157].

Mobility data are described along spatial and temporal dimensions and are also known

as trajectory data (or spatiotemporal data). A spatiotemporal entity is a moving object (e.g.,

an individual, an animal, a car) characterized by its position in space that varies over time.

Position can be recorded by positioning sensors (e.g., a traf�c monitor collecting passing

vehicles), by issuing geolocalized queries to location-based systems (e.g., return the closest

restaurant to my location), by social check-ins (e.g., foursquare), or by wearable or smart

devices with positioning technologies (e.g., GPS). Such heterogeneity demands for ad-hoc

analytic techniques and has driven an intensive research activity [310].

De�nition 1 (Trajectory) Thetrajectory(or trace) of a spatiotemporal entity (or “mov-

ing object”, interchangeably) represents its entire movement history. It is a sequence of

spatiotemporal points, denoted asT = hp1; p2; : : : ; pni where eachp = ( x;y;t) consists of

a location(x;y) (e.g., longitude and latitude) at timet. Points in a trace are organized

chronologically. The set of trajectories is denoted byT .

Example 1 (Trajectory) With reference to Figure 2.1,Tr ;Tg;Tb are examples of trajectories

in a two-dimensional space, withT = f Tr ;Tg;Tbg. �

In this context, we contribute to the following research directions.
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Figure 2.1: Example of trajectories in a two-dimensional space; trajectory points are orga-
nized chronologically.

Scaling up to big data analytics. The volume of trajectory datasets is always increasing,

demanding big data solutions supporting the processing of trajectory data. In urban mobil-

ity, map-matching aims to project GPS points generated by moving objects onto the road

segments representing the actual object positions. Up to now, map-matching has found

interesting applications in traf�c analysis, frequent path extraction, and location prediction.

However, state-of-art implementations of map-matching algorithms are either private, se-

quential, or inef�cient. We propose an extension of an existing centralized algorithm of

known ef�ciency by reformulating it in a distributed way, in order to achieve great scalability

on real big data scenarios [92]. Furthermore, we enhance the robustness of the algorithm,

which is based on a �rst-order Hidden Markov Model, by introducing a smart strategy to

avoid gaps in the matched road segments; indeed, this problem may occur under sparse GPS

sampling or in urban areas with highly fragmented road segments.

(De-)Anonymization of trajectory data. The ubiquity of mobility data can bene�t various

real-world applications such as traf�c management and location-based services. However, tra-

jectories may disclose highly sensitive information of an individual including identity [149],

personal pro�les [91], and social relationships, making it indispensable to consider privacy

protection when releasing trajectory data. Ensuring privacy on trajectories demands more

than hiding single locations since trajectories are intrinsically sparse and high-dimensional,

and requires to protect multi-scale correlations. To this end, extensive research has been

conducted to design effective techniques for privacy-preserving trajectory data publishing.

Furthermore, protecting privacy requires to carefully balance two metrics: privacy and utility.

In other words, it needs to protect privacy as much as possible and meanwhile guarantee the

usefulness of the released trajectories for data analysis. We provide a comprehensive study
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of the existing protection models. We also conduct experiments in de-anonymization privacy

models.

2.2 Structure

This part of the thesis hinges on the above-mentioned contributions and is organized as

follows. In Chapter 3, we design a map-matching algorithm in Spark, a big data frame-

work. Chapter 4 introduces the sensitivity of mobility data (e.g., the exposure of individual

identity and frequented locations) and surveys the existing approaches addressing the privacy-

preserving publication of trajectory data. Chapter 5 introduces DART, an algorithm exploiting

personal gazetteers (i.e., the set of relevant places in everyday life such as home and work

locations) to de-anonymize individuals while scaling up to big data problems. Finally,

Chapter 6 draws the conclusion and future research directions.





Chapter 3

Map-Matching on Big Data

3.1 Introduction

Following the spread of mobile devices and enhancements in positioning systems, trajectory

data has gained much attention. Among the plethora of applications suitable for trajectory

mining [310], map-matching projects inaccurate Global Positioning System (GPS) points

generated by objects moving in urban areas (Figure 3.1) onto the road segments representing

the actual object positions (Figure 3.2). Up to now, map-matching algorithms had interesting

applications, such as predicting moving object (MO) locations [200], generating traf�c

analysis models [110, 126], and uncovering frequent routes [164].

Figure 3.1: GPS points of a trajectory in the road network of Milan, Italy.

Figure 3.2: Sequence of road segments matched to the trajectory in Figure 3.1; colors
represent different segments.
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Despite its straightforward applications, map-matching is not easily addressable due the

articulated topology of urban networks (parallel roads, roundabouts, road crosses, as seen in

Figure 3.1). Over the years, several models capturing increasingly complex matching features

have been proposed. Zehng categorizes four map-matching approaches [310]: geometric

(e.g., mapping GPS onto the closest road segment), topological (e.g., mapping relies on local

connections of adjacent segments), probabilistic (e.g., mapping is about �nding the most

likely path under noisy conditions), and advanced (e.g., mappings relies on mixing the above

techniques).

Among the advanced map-matching methods, Luo et al. [181] propose a promising

map-matching algorithm based on �rst-order Hidden Markov Model (HMM) to �nd the

sequence of roads segments with highest probability of being the exact path traveled by a MO.

In their experimental evaluation, the authors demonstrated that the proposed solution achieves

good accuracy performance. However, when it comes to real big data applications accuracy

is not all. Indeed, Peixoto et al. [222] introduce a further categorization of map-matching

algorithms with respect to sequential and distributed computation. Peixoto et al. highlight

that although sequential algorithms achieve high accuracies, they are capable to process only

few trajectories at a time. Hence, they do not account for scalability.

In this chapter, we propose a distributed extension of the sequential algorithm proposed

by Luo et al. [181], overcoming its limitations in terms of: (1) distributed, scalable and

open-source implementation; (2) higher robustness in case of highly fragmented urban maps;

and (3) the inference of MO movement in trajectories with silence periods (i.e., GPS pings

are missing or compromised for short time periods). Although distributed algorithms for map

matching do exist, their implementations are either private or less accurate than sequential

models. Our implementation is based on the Apache Spark engine [301] and leverages the

GeoSpark [298] library. Due to its execution engine and in memory computation, Spark

achieves higher performance than MapReduce [65].

The remainder of the chapter is organized as follows. We introduce the formal background

on map-matching in Section 3.2 and our distributed implementation in Section 3.3. In

Section 3.4, we test our algorithm against a real big data case study in the Italian city of

Milan. In Section 3.5, we discuss a summary of the state-of-art related contributions to our

work. Finally, in Section 3.6, we summarize future works to extend our contribution.

3.2 Formal foundation

A Hidden Markov Model (HMM) is a temporal and �nite model that describes a probability

distribution over an in�nite number of sequences [78]. The HMM is composed of hidden
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states that emit observable symbols; the goal is to �nd the most likely sequence of hidden

states depending on the observed symbols. Thesymbol emission probability(or simply

emission probability) determines the probability of a certain state emitting a certain sym-

bol, while thestate-transition probability(or simplytransition probability) determines the

probability of moving from one state to another. Given an initial state, astate sequence

is generated by moving from state to state. The sequence of states is a Markov chain, i.e.

the transition to the next state only depends on the current state. The state sequence is

hidden (i.e., it is not directly observable), while the sequence of symbols generated by the

hidden states is observed. One of the applications of HMMs is to uncover the most likely

state sequence that generates the observed symbols. Map-matching can be modeled as an

HMM, where: states correspond to road segments and symbols correspond to GPS points;

the emission probabilities depend on the geometrical relationships between GPS points (i.e.,

the symbols) and close road segments (i.e., the states), while the transition probabilities

re�ect topological relationships between consequent segments. Finally, the HMM identi�es

the optimal sequence of road segments that most likely emits the sequence of observed GPS

points. To de�ne emission and transition probabilities of the HMM, we recall the de�nition

of (GPS) trajectory from De�nition 1 and formalize the concept of road network.

De�nition 2 (Road Network) A road network is a directed graphG(V;S), whereSis the set

of road segments connecting the set of terminal pointsV. A route is a sequence of consequent

road segments.

Following the notation provided in [237], let us denote withXt the index of the road

segment in which a MO is possibly located at timet (i.e.,Xt =[ 1; jSj]). With a slight abuse of

notation, we denote withsi the i-th segment inS. Then, we de�ne the emission and transition

probabilities as follows.

De�nition 3 (Emission Probability) Given the set of road segmentsS, and the MO position

pt at timet, the emission probabilityP(pt jXt = i) is the probability of a statei to generate the

observation pt :

P(pt jXt = i)=
dH(pt ;si)� 1

å sj2N(pt ;S;a ;t ) dH(pt ; pr j(pt ;sj )) � 1

N(pt ;S;a ; t ) is the operation that returns theneighborhoodof a point pt , i.e., the set of

a closest segments inS whose distance topt is less than a spatial thresholdt ; dH is the

great-circle distance1 between the pointpt and its projectionpr j() to the road segmentsi .

1The great-circle distance is the shortest distance between two points on the surface of a sphere, measured
along the surface of the sphere.
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Since road segments are quite dense in urban areas, the road network topology provides

constraints to the map-matching process (i.e., a MO cannot “jump” from road one segment

to another if they are not somehow connected), thus it should be taken into consideration

to de�ne the transition probability. In [181], the authors estimate the (global) average road

segment length (i.e., 119 meters) and the (global) average distance between successive

GPS pings (i.e., 21 meters) to estimate the transition probability on same road segments

(estimated as 3/5), on adjacent road segments (estimated as 2/5), segments separated by one

road segment (estimated as 1/5), and 0 otherwise. However, this probability distribution

performs poorly on road networks with high variance on segment length (e.g., a road network

including highly segmented urban roads and long highway segments) and/or on high variance

on GPS sampling rates. Additionally, the higher the resolution of the road network, the worst

the transition probability represents the network topology. For instance, a roundabout with 3

exits is modeled with at least 6 segments (i.e., 3 segments for the roundabout and 3 for the

outgoing roads). As a consequence, if the sampling between consequent GPS pings is not

high enough (e.g., 10 to 20 seconds), then the transition probability assigned in [181] is 0

even if the two points are close but farther than 3 segments in the road network. Thus, while

De�nition 3 is compliant to [181], we adopt the transition probability from [212].

De�nition 4 (Transition probability) Given the set of road segments S, the state-to-state

transitionP(Xt jXt� 1) is a S� Smatrix, whereP(Xt = jjXt� 1= i) is the transition probability

from segment i (i.e., the state at time t� 1) to segment j (i.e., the state at time t)

P(Xt = jjXt� 1= i)=
1
b

e� d=b

where

d= jdH(pt ; pt� 1) � dR(pr j(pt ;sj ); pr j(pt� 1;si)) j

pr j projectspt and pt� 1 to road segmentssj andsi, dR is the length of the shortest-path

between two points, andb is a smoothing parameter [212]. In other words, given two GPS

pointspt andpt� 1, the transition probability is de�ned as the difference between the great

circle distance between the two pointsdH(pt ; pt� 1) and the road-network based distance

between their projections onto segments of the road networkdR(pr j(pt ;sj ); pr j(pt� 1;si)) .

In fact, in the actual routes there is typically a small difference betweendH anddR [212].

The formal de�nition of the map-matching process is summarized in Algorithm 1.
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Algorithm 1 Map-Matching Algorithm

Require: T: trajectory,G(V;S): road network,b : prob. smoothing,a : nearest neighbor
card.,t : spatial thr.,g: max. route distance,q: max. route depth

Ensure: M: map-matched trajectory
routes routes of max. distanceg and max. depthq . pre-computed to determinedR in
transition prob.
I  1=jSj;8si 2 S . All segments are equally probable top0
O  P(pt jXt = i);8pt 2 T;8si 2 N(pt ;S;a ; t ) . emission prob. vector
R P(Xt = jjXt� 1= i);8pt ; pt� 1 2 T;8sj 2 N(pt ;S;a ; t );8si 2 N(pt� 1;S;a ; t ) .
transition prob. matrix
M  Viterbi(S;T; I ;R;O) . Viterbi (state space; trajectory; transition, initial, and
emission prob.)
return M

Figure 3.3: Main transformations involved in the Map Matching process with respect to steps
(A), (B) and (C).

3.3 Algorithm implementation

The algorithm consists of a distributed implementation of [181], which is depicted in Fig-

ure 3.3. The algorithm undergoes the following steps for each trajectory in the dataset: (A)

computation of the emission probability, (B) computation of the transition probability, and

(C) computation of the result by means of the Viterbi algorithm [84] to infer the optimal

sequence of hidden states that generates a sequence of observable symbols. As the Viterbi

algorithm map trajectories onto possibly fragmented routes, we embed in this step an aiding

process similar to [181]. With respect to the sequential implementation provided in [181], we

design the map-matching algorithm in terms of Spark's and GeoSpark's Resilient Distributed

Datasets (RDDs) in order to distribute and parallelize the computation of the result for each

trajectory.

Our implementation is publicly available at http://www.github.com/big-unibo/

map-matching. The adopted versions of Spark and GeoSpark are 2.1 and 1.1.3, respec-

tively.
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3.3.1 Emission probability

Given a GPS pointpt (i.e., an observable symbol in the HMM), the estimation of its emission

probability requires the computation of the neighborhoodN(pt ;S;a ; t ) for each point in

T . This requires a spatialrange-join (step (A) in Figure 3.3), a spatial operation that

combines two datasets with respect to their element-wise spatial distance (e.g., �nding, for

each observed GPS point, the nearby road segments). Note that this transformation is applied

to all GPS points inT independently from the trajectory they belong to, in order to achieve

the maximum degree of parallelism. We rely on GeoSpark's spatial RDDs (SRDDs) to

distribute and range-join the sets of GPS points and road networks; the result is the set

of a road segments closer topt than a spatial thresholdt . The ef�ciency of the spatial

operation is affected byt , as it sensibly reduces the algorithmic search space, whereasa

simply determines the size of the output. The setting of these parameters depends on the

cluster speci�cs: the highert anda , the greater the number of candidate segments to be

considered (and �nally returned) for each point.

3.3.2 Transition probability

AmongSthere exist unlikely segment transitions (e.g., segments too far for a correct match,

or connected by multiple paths with sensibly different lengths). To lighten the workload,

we prevent the computation of transition probabilities that are close to zero (according to

De�nition 4): given two GPS pointspt and pt� 1, we consider as candidate states of the

respective points only the road segments that are closer thant ; also, from the list of candidate

pairs of segments, we prune those connected by a shortest-route with depth (i.e., the number

of segments) higher thanq or a distance on the road network (i.e.,dR) higher thang. While

g bounds the routes potentially producing transition probabilities close to 0,q lighten the

process of the route creation by preventing the computation of long sequences of segments.

Note that the computation of deep routes is necessary in case of highly fragmented urban

areas (Figure 3.2).

To distribute the computation of the transition probability (step (B) in Figure 3.3), given

the result of step (A), we group GPS points by trajectory, we create a sliding window with

size 2 on each trajectory (basically, we build pairs ofpt and pt� 1), and we compute the

transition probabilityP(Xt = jjXt� 1= i) for each pair of candidate segmentssj andsi, with

sj 2 N(pt ;S;a ; t ) andsi 2 N(pt� 1;S;a ; t ); note that the information about the neighborhood

is kept from step (A). While the estimation ofdH in De�nition 4 is straightforward,dR requires

to compute point-wise distance in the road network. To do so, all routes (i.e., sequences

of road segments) inG(V;S) with a maximum distance ofg and a maximum depth ofq
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must be computed; then,dR is obtained by �nding the shortest route for eachsj andsi pair.

Interestingly, as the routes only depend onG(V;S), they can be computed once, persisted in

the distributed �le system, and then retrieved on demand.

3.3.3 Viterbi computation

For a trajectoryT with jTj GPS points, we could naively computeSjTj sequences to �nd the

optimal route generating the observed GPS points. However, this solution has exponential

complexity. The Viterbi algorithm is a recursive (optimal) estimation of the state sequence

of a time-discrete Markov process [84] (i.e., a sequence of events in which the probability

of an event depends only on the state of the previous event) with a polynomial complexity

O(jSj2jTj). In other words, the Viterbi algorithm is a dynamic programming algorithm for

�nding the most likely sequence of hidden states of a �nite-state machine that results in a

sequence of observed events.

When applied to map-matching, the algorithm returns the sequence of road segments

(i.e., a route) that, with the highest likelihood, generates the observed GPS trajectory (step

(C) in Figure 3.3). Intuitively, the Viterbi algorithm detects the most likely transition that

leads into each state at timet, it discards the other transitions into that state, and, when the

algorithm reaches the last timestamp, it determines the most-likely path by concatenating

the states connected by the most-likely transitions. The input parameters required by the

algorithm are: the trajectoryT; the segment (i.e., state) spaceS; the emission probability

matrix O (computed for each point as in De�nition 3); the initial probability vectorI , where

jI j = jSj andIi = 1=jSj for each segment inS(we consider all the segments equally probable

with respect to the initial GPS point); and the transition probability matrixR (computed for

each pair of consequent trajectory points as in De�nition 4).

Intuitively, applying the Viterbi algorithm toT returns the route onto whichT is map-

matched by associating to each GPS point an optimal road segment. However, there is

no insurance of consequent GPS points being mapped to adjacent road segments, possibly

resulting in fragmented optimal routes. We embed in the Viterbi algorithm an aiding process

to �ll the gaps. In each iteration over two consequent pointspt and pt� 1, if the shortest

route between the mapped segmentssands0 is shorter thang and has a smaller depth than

q, we mappt� 1 also to all the segments included in the shortest path betweens ands0. To

do so, we leverage the possible route that has been pre-computed as in (B). With respect

to [181], the advantage of embedding the aiding process in this step of computation (rather

than after computing Viterbi) prevents an unnecessary further iteration on the map-matched

trajectories.
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The computational complexity of the Viterbi algorithm can be tackled down by addressing

bothjTj andjSj. As tojTj, reducing the trajectory length requires a simpli�cation process that

is applicable before the map-matching process (hence is out of the scope of this chapter). As

to jSj, the segment space can be sensibly pruned assuming that, among all the roads segments

in S, only the segments close to the observed points contribute to the matching process with

a non-null probability. For each pointpt , we only consider the candidate segments in its

neighborhoodN(pt ;S;a ; t ), wherea (i.e., the number of retrieved neighbors) constrains the

Viterbi search space).

Finally, rethinking the Viterbi algorithm is a distributed environment is not straightforward

due to its recursive nature. In this chapter, we limit to apply Viterbi in abag-of-taskfashion,

i.e., executing the algorithm to concurrently map each trajectory onto its road network

projection (step (C) in Figure 3.3).

3.4 Evaluation

In our contribution, we engineer the sequential algorithm proposed in [181] in terms of a dis-

tributed paradigm. Note that, while the distributed implementations described in Section 3.5

approximate the sequential map-matching algorithms, we entirely preserve the accuracy of

the implementation proposed in [181]. Although the setting of the parameters does have an

impact on the accuracy, the lower bounds that we consider (with reference to Table 3.2) are

higher than the values de�ned in [181], thus guaranteeing the same minimum accuracy. For

this reason, the evaluation of our implementation is focused on the ef�ciency on big data in a

real case study. We run our test on a cluster composed by 11 nodes, each equipped with an

8-core i7 CPU @ 3.60GHz and 32 GB of RAM and interconnected by Gigabit ethernet.

3.4.1 Dataset

We test our implementation against a real-case study scenario in the Italian city of Milan.

The dataset includes 120,000 trajectories (T ) that contains an average number of 65 GPS

points (resulting in an overall number of 7.8 million of GPS points). The distance between

consequent GPS points is on average of 99 meters, and the average sampling rate is of 0.14Hz

(i.e., 7 seconds). These values, with their respect variances are summarized in Table 3.1.

Our dataset includes ground truth on 50 trajectories. Ground truth data is leveraged to

test the accuracy of the algorithm with respect toa , t , g, q. In addition, we used the 50

trajectories to estimateb = 10 (as required by [212]).
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Table 3.1: Summary of the dataset features

Feature Value
GPS points 7:8� 106

Trajectories 12� 104

Avg. trajectory points 65+� 42
Avg. ping distance (meters) 99+� 55
Avg. sampling rate (seconds) 7+� 6

Figure 3.4: Execution times of the different steps of the algorithm under different parameter
settings; when not speci�ed, it isa = 4, t = 100,q = 4, andg = 300.

3.4.2 Ef�ciency

To evaluate our implementation in terms of ef�ciency, we �rst measure the impact of each

parameter on the execution times of the different steps of the algorithm. We exploit the

metrics of Spark's web GUI to obtain the execution times of the pre-computation of the

routes and the computation of steps (A), (B) in (C). We start from a base con�guration where

all parameters are valued at their minimum and, for each parameter, we progressively scale

its value up to its maximum. The results (shown in Figure 3.4) reveal that each parameter

impacts only on one of the algorithm's steps. Increasinga means producing more candidate

segments for each GPS points, thus increasing the complexity of Viterbi (step (C)). A higher

value oft augments the search space of the spatial join to calculate the emission probability

(step (A)). Parameterq increases the complexity of the pre-computation ofroutes; however,

sinceg is limited to 300, the depth of theroutesdoes not actually increase, thus not producing

on effect on step (B). Conversely, a higher value ofg produces a greater number ofroutes,

which increases the computation of the transition probability (step (B)).
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Figure 3.5: Execution times of the different steps by scaling the number of worker nodes
(left) and the number of trajectories (right).

Table 3.2: Input parameters; range values are empirically determined

Parameter Value Meaning
b 10 Probability smoothing
a [4;10] Candidate segments
t [100;200] Neighborhood thr. (meters)
q [4;10] Route max. length
g [300;800] Road network distance thr. (meters)

Finally, we evaluate the performance of the algorithm with respect to the computational

power of the cluster and the number of trajectories in the dataset; the results are shown in

Figure 3.5. In the �rst case, we scale the number of worker nodes from 1 to 10. The results

demonstrate that the algorithm effectively takes advantage of the higher levels of parallelism,

reducing the execution times from more than 2 hours to as low as 20 minutes. Consistently

with Amdahl's law [17], the speedup is bounded by the serial part of the program and

converges to 7x with respect to the sequential execution2. Lastly, scaling on the number of

trajectories shows that execution times increase linearly with number of trajectories in the

last step. The same behavior is not observable in the previous steps due to the overhead of

the parallel execution framework, which hides the actual workload times.

3.5 Related works

In this section, we categorize map-matching related contributions with respect to their

sequential and distributed natures.

As to sequential implementations, in [179], Lou et al. introduce “ST-Matching” to handle

GPS trajectory data at low sampling rates. The idea is to generate all the possible candidate

routes on the map and to identify the-most-likely one by calculating spatial and temporal

probabilities. However, this approach is particularly sensitive to noise, as common errors

2For the fairest comparison, the original sequential implementation should be considered; unfortunately,
however, the authors of [181] have not made the code publicly available.
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in positioning systems lead to the identi�cation of erroneous paths. Newson et Al. [212]

address this problem by adopting a �rst-order HMM that models the connectivity of the

road segments and considers multiple path hypotheses. Further accuracy enhancements are

obtained by Lou et al. [181] by leveraging a formulation based on HMM in which emission

and transition probabilities depend respectively on geometrical and topological information.

The authors leverage the Viterbi algorithm to extract the route that most likely generates a

sequence of observed GPS positions. When estimating the state transition probability, the

topological information on road segments enhance the matching with a sampling rate up to

0.1Hz (10 seconds).

With the rise of big data, distributed implementations have aimed to optimize the per-

formance of existing map-matching algorithms. However, the sequential nature of these

algorithms hinders a trivial reformulation on a distributed environment. For this reason,

a recurring problem in distributed implementations is the trade-off between accuracy and

ef�ciency, which is usually in favor of the latter. Almeida et al. [16] leverage the spatial prob-

ability from the ST-Matching algorithm [179] and provide a map-matching implementation

in the MapReduce paradigm [53]. However, they do not take into account the latest enhance-

ments in terms of HMM and road topology. Zeidan et al. [304] and Peixoto et al. [222]

introduce new algorithms that best exploit the characteristics of a distributed environment. In

particular, both contributions rely on the construction of spatial indexes that enable an effec-

tive partitioning of road segments and trajectories, with the goal to minimize the amount of

shuf�ed data between the cluster nodes. Although these contributions focus on the scalability

to big data applications, they usually approximate exact sequential algorithms and lack a

sound accuracy comparison against sequential approaches to map matching (whose good

accuracies are well known in the literature). Finally, several spatial libraries (e.g., GeoSpark

[298], SpatialSpark [296], etc.) have been built on top of Spark's RDD [301]; however, none

of these directly addresses map-matching, as they only provide spatial indexing and querying.

3.6 Conclusion

We engineered a Spark-based distributed map-matching algorithm inspired by the sequential

implementation provided by Luo et al. [181]. Our algorithm entirely preserves the accuracy

of the sequential implementation (which, to the best of our knowledge, achieves a higher

accuracy than the existing map-matching algorithms) and it has been tested on a real dataset

of 120,000 trajectories (for a total of 7.8 millions GPS points). Also, we overcome the

limitations of [181] in case of highly fragmented urban networks.





Chapter 4

Trajectory Privacy

4.1 Introduction

Privacy is usually referred to as the“ability of an individual to control the terms under

which personal information is acquired and used”[281]. Privacy entails the protection of

several data aspects such as collection [293], mining [195], querying [214], and publication

[100]. Each of these aspects involves its own privacy protection models as well as measures

to evaluate privacy level. We focus on data publication in this chapter, i.e., releasing

datasets without leaking any sensitive information. Privacy-preserving data publishing has

been extensively studied in the database community, and well-known techniques have been

proposed to anonymize tabular records stored in the database including k-anonymity [242,

262] (introduced in 1998), l-diversity [184] (2006), t-closeness [170] (2007), differential

privacy [76] (2006), and plausible deniability [30] (2017).

With the increasing popularity of GPS-enabled devices, a wide range of location-based

services keeps track of moving objects, resulting in massive available spatial trajectory data.

Nowadays, trajectory data analysis has become ubiquitous, as evidenced by a huge amount

of trajectory-related techniques, which can bene�t various real-world applications including

urban planning, traf�c management, personalized recommendation. However, the analysis

of trajectory data can disclose sensitive information of an individual, making it essential

to design techniques for privacy protection. In general, the protection of trajectory privacy

is based on two major directions:location-based services(LBSs) andprivacy preserving

trajectory publication(PPTD). On the one hand, privacy protection in LBSs requires that

a suf�cient quality-of-service is ensured while preventing an adversary to learn the exact

locations of an individual [54]. On the other hand, privacy concerns hinder data-holders in

the publication of private trajectories which, therefore, has spawned extensive research on

privacy-preserving trajectory data publishing. These directions are orthogonal and can be
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distinguished according to the amount of adversary's knowledge (i.e., a sequence of real-time

locations for LBSs; the entire movement history for PPTD) and the protection scope (i.e., the

current location for LBSs; the entire trajectory for PPTD). We focus on PPTD in this chapter,

considering the proliferation of applications relying on the availability of trajectory data.

Formally, the trajectory of an individual is recorded as a sequence of (geo-position, time)

ordered chronologically. Although trajectory data is representable in a tabular format (e.g.,

organizing each individual and the whole moving history as a record), trajectories cannot be

easily anonymized as “classic” tabular data due to the following reasons:

• Trajectory data ful�lls spatial constraints (e.g., mobility in an urban area).

• Trajectory locations are not independent (e.g., there is spatiotemporal continuity

between adjacent locations; it is impossible to jump from a road to another).

• Although trajectory data is highly sparse, only a few locations can link 95% of individ-

uals [64]. The longer the trajectory, the easier to break individuals' privacy.

• Trajectory locations represent geographical features mappable into semantics (e.g.,

POIs) that can directly re�ect individuals' interests and demographics.

• Trajectories do not have �xed quasi-identi�ers [295, 54]. Sensitivity depends on

both single locations and arbitrary spatiotemporal patterns (e.g., day and nighttime

mobility).

The sensitivity, uniqueness, and low anonymizability of trajectory data raise many

issues and concerns, and hence extensive research has been conducted to develop effective

techniques for privacy-preserving trajectory data publishing. In 2000s, two main approaches

ad-hocfor spatiotemporal data were introduced to protected individual locations either by

producing dummies locations indistinguishable from the real ones [155] (2005) or by mixing

identi�ers of individuals entering/leaving mix-zones [217] (2008). Due to the need for

publishing trajectories, both dummy and mix-zone models have been adapted to trajectory

data. Additionally, since 2008,genericprivacy models for sequential patterns [262, 184, 170,

76, 30] were also specialized to protect trajectory data, with trajectory k-anonymity being

implemented �rst [210] by making a trajectory indistinguishable in an anonymity group

including k-1 other trajectories. Differential privacy has been introduced for trajectory data

in [48] (2012), where, rather than generalizing/suppressing locations to achieve k-anonymity,

the authors release synthetic trajectories resembling the original ones. Recently, l-diversity,

t-closeness [270] and plausible deniability [30] have also been applied to trajectory data to

protect semantic locations (e.g., home, work, and frequently-visited pubs).
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We analyze and organize the articulated spectrum of threat and anonymization models

on the publication of trajectory data. Understanding which anonymization models ful�ll

the publication requirements is hard especially because ad-hoc privacy and utility metrics

are usually leveraged in these papers, requiring exhaustive comparison which is missing in

these works. Our goal is to provide a comprehensive and clear overview of the privacy issues

related to trajectory data as well as the privacy models countering these issues. Overall, the

main contributions are the following.

• We provide a detailed overview of the sensitive information and privacy attacks on

trajectory data to highlight the privacy issues related to the publication of trajectory

data.

• We conduct a systematic analysis of models applied to trajectory data publishing and

the ways to quantify their privacy and utility, based on highly-cited papers found in

DBLP, Scopus, and Google Scholar.

The remaining of the chapter is organized as follows: we summarize the privacy threats

in Section 4.2 and the state-of-the-art privacy protection models for trajectory in Section 4.3.

Finally, we summarize future research direction in Section 4.4.

4.2 Sensitive data and attacks

Sensitive data is personal data (i.e.,any informationrelated to an identi�able natural person)

which, by its nature, is particularly sensitive in relation to fundamental rights and freedoms [2]

(e.g., which might cause forms of discrimination or undesired pro�ling). In this section, we

categorizewhatsensitive data are exposed by spatiotemporal patterns, andhow(technically)

attack models exploit these patterns on published trajectory data. At the end of the section,

Table 4.1 connects and summarizes these two directions.

4.2.1 Sensitive data

By taking inspiration from GDPR [2], we distinguish three categories of sensitive data:

identity(i.e., any data that directly identi�es an individual; e.g., �scal code and social security

number),personal data(i.e., any information related to an identi�able person; e.g., religion

and ethnicity), andsocial relationships(i.e., any relationship between natural people; e.g.,

friendship or partnership). Despite the value of trajectory data is out of question, its peculiar

spatiotemporal, sequential, and recurrent natures threaten the protection of sensitive data.
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Identity: As human mobility is highly unique [64], individual trajectories act as �nger-

prints, since individuals in trajectory datasets are likely to be re-identi�ed using only on a few

known locations. For instance, a trajectory in a rural area generates outlier locations that are

easily exposed [300], and the identity of an individual might be uncovered by linkingshared

paths(i.e., connecting individuals with high trajectory similarity). Additionally to single

trajectory locations, individual moving history unveils personal routines and idiosyncratic

behaviors that are easily linkable to individual identities. For instance, thepersonal gazetteer

identi�es recurrent locations in everyday life, such as home, work, and favorite restaurant.

Similarly, thelocation probability distributionidenti�es how likely an individual is in a

given location at a given time. Although some spatiotemporal patterns are extracted for the

good purposes such asdestination prediction[287], point-of-interest (POI) recommendation

[312, 311], andpersonalized navigation[41, 59], acquiring these distinguishable knowledge

dramatically enhance attackers' capability of identifying a speci�c individual.

Personal data: Beside identi�cation, personal gazetteers (e.g., frequented locations,

check-ins, POIs) and individual mobility also unveil personal data. The semantic information

on locations contained in personal gazetteers (e.g., Mosque or Catholic church, 5� hotel or

B&B) expose individual habits (e.g., religion, wage) to user pro�ling [97]. Similarly, mobility

preferencesor recurrent mobility patterns(e.g., how likely an individual rides a bicycle

instead driving of a car, or knowing her preferred routes or frequent stops) vary from person

to person [203, 202], exposing even religion [86]. Indeed, by the analysis and prediction of

individual trajectories, it is possible to infer demographics, lifestyle, and previously-unknown

locations [101, 266]. Interestingly, also fromaggregated location statistics(e.g., the number

of individuals covered by a GSM cell) it is possible to infer the presence of an individual in

certain dataset, allowing the inference of her personal data related to the dataset (e.g., her

health condition if the dataset is about the movement of hospitalized people).

Social relationships: Social relationships affect user mobility [51]. Following the

ever-increasing amount of geo-tagged contents (e.g., check-ins or geo-localized games),

individuals not only expose themselves through personal gazetteer, but also give the chance

of inferring their social relationships [132]. Additionally, the spreading of positioning

systems (e.g., GPS and wireless access points) exposes aggregated patterns such as the

encounterof people in area of interest (i.e., a continuous time interval in which individuals

are close in space; e.g., concerts and manifestations). For instance, as individuals tend to

group in communities (e.g., family and colleagues) the encounter and proximity of people in

restricted areas unveils social ties based on co-located trajectories [28].
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4.2.2 Attack models

An adversary can gather sensitive data on individuals within or across the datasets. The

research community is paying much attention to the issue of privacy. While some researchers

continuously invent new algorithms to effectively anonymize sensitive data without compro-

mising its analytical power [314], others keep discovering ways to break such anonymity

[226]. Among the most famousde-anonymizationattacks is [207], where more than 80%

of the anonymous users published by Net�ix for a competition had been re-identi�ed by

matching them with those on the publicly available Internet Movie Database (IMDB). De-

anonymization techniques can be applied to very different kinds of data. For instance, some

works study social network relationships to infer users' identities [208, 256], while others

rely on pro�le data (e.g., username, gender, age) [109, 204].

The sensitivity of trajectory data opened new opportunities to specialize generic attacks to

the spatiotemporal domain. We classify existing attack models in two orthogonal categories:

linkageandprobabilistic. Linkage models refer towhatsensitive data is inferred and are

categorized depending on such information, while the probabilistic attack model quanti�es

how muchknowledge is revealed by accessing the dataset.

Linkage

Depending on the target, linkage attack models are categorized inrecord (i.e., inferring

individual identity),attribute(i.e., inferring personal data such as heal condition),table(i.e.,

inferring personal data through the presence of aknownindividual in the dataset), andgroup

(i.e., inferring social relationships).

Record linkage: An adversary with some background knowledge (e.g., exposed locations

[225, 174], origin and destination locations [193], and social relationships [42]) can try to

identify the record of a known victim (i.e., perform an identi�cation attack). Record linkage

is the principal attack addressed by the state-of-art contributions.

Record linkage is formalized as a k-nearest-neighbor search (i.e., �nding the most similar

k individuals to the given one) in [148]. While in [230], the authors model a linkage attack

as a bipartite graph in which individuals are modeled as two disjoint vertex sets connected

by edges weighted by the similarity between the two individuals (e.g., the number co-

occurrences at a certain spatiotemporal bin). The maximal match within the bipartite graph

[162] identi�es the optimal linkage. Linkage attacks differentiate by how individual similarity

is computed (i.e., what spatiotemporal patterns are exploited to link two individuals). We

distinguishbehavioral similarityandpoint-wise matching.



28 Trajectory Privacy

Behavioral similarity approaches measure the similarity between two trajectories by

extracting a behavioral model from both of them and by computing the similarity between

the models. One of the most common models is based on the extraction of stay points

[205, 206, 189, 172, 98]. In [285], the authors exploit the uniqueness and regularity of

human mobility [254] (e.g., night and daytime mobility behaviors) to recover individual

trajectories from aggregated mobility data without any prior knowledge; given a dataset

representing the number of trajectories in a cell at a given time, the authors iteratively estimate

the probability for a single individual to move from a cell to another in its neighborhood and

link adjacent locations by maximizing such probability. However, the issue with behavioral

similarity approaches is that they require the adversary's knowledge to be suf�ciently rich to

build a model that can be compared with the one built from the anonymous source — which

is not the typical case. For instance, in the case of social networks, only a few points per user

are known to the adversary with respect to the length of the anonymous trajectories. Indeed,

these works are all veri�ed by relying on the same dataset to extract both training and test

sets of the approach.

Point-wise matching approaches measure the similarity between two trajectories by

evaluating the match of the single points of one trajectory against the other; each match

is assigned ascoreor a probability, which is then used to compute the �nal similarity

[38, 183, 230]. Differently from behavioral similarity approaches, point-wise matching

ones are usually applied to data coming from different sources (e.g., anonymous GPS

trajectories, and public social network data). For instance, [230] measures the probability of

encountering a certain user in a certain location and point in time. Similarly, in [234], the

authors use the frequency of user login in different locations to approximate the probability

of visiting these locations. In [190], the authors discretize a map in a uniform grid, de�ne

the similarity between two individuals as the Jensen-Shannon divergence between their

two location probability distributions, and �nally link users minimizing the divergence. In

[74], the authors link datasets through a spatiotemporal join on co-occurring locations and

time periods (known locations or areas can be leveraged to prune the join space). In [148],

the authors map trajectories into road network locations, build compressed spatiotemporal

signatures by selecting the locations with the highest TF-IDF score, and formalize linkage

as k-nearest neighbor problem. While these attacks are based on trajectory micro-data, i.e.,

raw trajectory locations, aggregated trajectory data (e.g., the count of users in different areas)

also pose privacy issues.

Attribute linkage: If sensitive values frequently occur within similar trajectories, an

adversary can uncover sensitive information even though cannot unequivocally isolate single

trajectories (i.e., she performs an attribute linkage attack but not a linkage attack). Despite



4.2 Sensitive data and attacks 29

value diversity can be ensured through l-diversity, if distinct sensitive values sharing a

semantic similarity occur frequently within trajectories, an adversary can still cause a privacy

breach (i.e., perform a similarity attack).

POIs and personal gazetteer easily expose personal data, since they characterize the

individual interests [60]. Examples of POIs are home, work, religion or political parties

locations [101]. Revealing the POIs can cause a privacy breach as this data may be sensitive

(e.g., frequent visits to a hospital suggest potential diseases). In [101], the authors introduce

a Markov model that represents the mobility behavior of an individual. POIs are states and

transitions correspond to movements from one POI (i.e., state) to another. Then, the authors

leverage such model to infer home locations (i.e., where individuals usually spend their

night) and regular patterns emerging from circles in the mobility models. In [303], for each

individual in a dataset of call records, the authors extract her “top N” locations (i.e., locations

with high frequency) and join them with census data. In [160], the authors introduce an

algorithm to classify the POI semantic. Given two government diary studies (i.e., logs of

two-day individual locations), a multi-class classi�er [99] is trained to assign semantic labels

based on individual demographics, time of visits, and nearby businesses. Furthermore, by

extracting and predicting individual movement patterns (either short-term [287] or even up

to a year [238]), it is possible to infer sensitive information such as the mode of transport,

demographics and lifestyle [101]. In [313], given a dataset of locations check-ins, the authors

use spatiotemporal knowledge and the regularity of human mobility to classify demographics

attributes such as gender, age, education, and marital status based on the individual's POIs

extracted from check-in dataset. In [86], a Reddit user identi�ed Muslim taxi drivers in New

York City by integrating anonymized taxi trips data to the to the daily praying times. By

uncovering which taxi drivers were inactive at such times, it is possible to infer sensitive

information such as religion. In [97], the authors collected and integrated GPS locations with

open data to pro�le the income, home and working locations of individuals frequenting a

speci�c mall by summarizing frequent location patterns.

Table linkage: The inference of an individual presence in a private dataset set can leak

sensitive information. For instance, learning that a victim is part of a dataset of hospital

patients implies learning that she suffers some disease [227]. Membership disclosure attacks

determine the presence of target individuals within a dataset. In [227], the authors train a

classi�cation model to infer whether an individual is part of the aggregated released data.

Given a trajectory dataset, the authors extract features for each region of interest (e.g.,

variance and sum of values of each location over time) to train a classi�er. A peculiar case of

disclosure—not directly related to individual privacy—is the identi�cation of military bases
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from the publication of a visual map representing sport activities using the Strava mobile

application [135].

Group linkage: The analysis of trajectory data can leak social relationships between

individuals with the published dataset. For instance, individuals in the vicinity of each other

on a frequent basis can share home or work place, or share the same religious and political

orientation [101]. In [51], the authors investigate the in�uence of social relationships on

human mobility, showing that social relationships can explain about 10% to 30% of all

human movement. In [28], the authors exploits the ubiquity of Wi-Fi access points to infer

social ties based on co-located trajectories. Individuals tends to group in communities (e.g.,

family and colleagues) where community members share some traits stronger than with

non-members [85]. Relationships can be represented by an undirected weighted graph where

vertexes are individuals, edges are relationships, and edge weights quantify the relationship

intensity. Communities are represented as sub-graphs. In [28], the authors characterize

relationship types: friends, classmates, and others. To construct the ground truth data, each

relationship is assigned one (or more) labels based on survey questionnaires. The authors

de�ne anencounteras a continuous time interval in which individuals are close in space,

then extracts spatiotemporal features to train a classi�er to label social relationships.

Probabilistic

A probabilistic attack quanti�eshow muchinformation an adversary can gather by accessing

the dataset rather than focusing on exactly what records, attributes, and tables the adversary

can link to a target victim [100]. Intuitively, the access to a trajectory dataset should not reveal

too muchadditional information to what is already known to the adversary. Probabilistic

attacks can be understood as a generalization of attribute linkage [83], since their goal is

not to infer a speci�c sensitive attribute, but rather to increase thegenericknowledge of

an adversary. For instance, given some locations known by an adversary, while linkage

attacks focus on speci�c sensitive data, a successful probabilistic attack can reveal the entire

trajectory of an individual (as in record linkage) as well as the sensitive attributes related to

that trajectory (as in attribute linkage).

Recently, probabilistic attack has been formalized in [119], where givent known loca-

tions, an adversary is limited to learn only additionale locations. The adversary knowledge

can be any continued sequence of spatiotemporal samples, and the maximum additional

knowledge that she can learn is called leakage. Similarly, [266] formalizes a probabilistic

attack as the probability to learn a location previously unknown, and produces a privacy

model to remove all the privacy breaches given some known locations. Intuitively, such
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Table 4.1: Categorization of sensitive information, sensitive spatiotemporal patterns, and
attack models

Sensitive data Attack Model Exploited spatiotemporal pattern Attack models

Identity Record linkage

Known locations [225, 174, 193]
Location probability distribution [74, 230, 190, 285, 148]
POI / Personal gazetteer [91]
Shared path [278]

Personal data

Attribute linkage
Recurrent mobility pattern [101, 287, 86]
POI / Personal gazetteer [101, 303, 160, 313, 60, 97]

Probabilistic attack Known locations [119, 266]

Table linkage Aggregate statistics [227]

Social relationship Group linkage Encounter [28]

probability is related to the uniqueness of unknown locations belonging to the trajectories

containing the known locations.

4.3 Protection of trajectory privacy

We categorize the privacy models for the release of anonymized trajectory data asformal

or ad-hoc. Formal privacy models are independent from the data type, and adapt the ones

introduced in Section 4.1 to spatiotemporal data (e.g., k-anonymity to produce groups of k

trajectories). Ad-hoc models are speci�c to spatiotemporal data and mobility features (e.g.,

road networks constraints). We organize the content of the section at an increasing level

of details. We �rst introduce each privacy model and its related works, then we describe

the main contributions in detail. Privacy models and countered attacks are summarized in

Table 4.2.

Note that many privacy models are built atopgeneralizationandsuppressionprimi-

tives. Generalization [103] coarsen sensitive locations to reduce their sensitivity. However,

generalization achieves anonymization for very coarse trajectories (e.g., at city level) [64].

Suppression deletes sensitive locations to prevent de-anonymization through idiosyncratic

trajectories. Additionally, as long trajectories are rarer than shorter ones (e.g., a two-week

trace reveals 50% population's top two locations [303]), splitting a trajectory to anonymize

its subparts retains higher utility [266].
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4.3.1 Formal models

These privacy models de�ne privacy on formal requirements usually expressed as parameters

of the anonymization process. Some of the following models address quasi-identi�erQI

attributes, i.e., attributes enabling to breach privacy after the anonymization process. For

instance, even after removing direct identi�ers (e.g., social security number) from census

data, it is possible to recover the identity of 87% of the US population through birth date,

zip code, and gender attributes [61, 261]. Given a datasetD, D(QI) denotes the records

containingQI (e.g., the trajectories containing the locationsQI).

k-anonymity

Among the anonymity models, k-anonymity counts the highest number of contributions due

to its intuitive anonymization approach. A datasetD satis�es k-anonymity if each value in

D(QI) appears in at least k records. k-anonymity counters record linkage by ensuring the

indistinguishability of an individual within an anonymity group that minimizes information

loss (intuitively, how much distortion is required to hide the individual). Since optimal

k-anonymity has been proved to be NP-hard [196], k-anonymity models share a two-step

greedyprocedure: building groups of at least k trajectories and anonymizing the trajectories

within each group.

(k,d)-anonymity is the �rst application of k-anonymity to trajectory data. NWA [4]

models trajectories as a cylindrical volumes; if two trajectories move within the same

cylinder (i.e., are closer thand), they are indistinguishable. Since NWA measures trajectory

distance with the Euclidean distance, W4M [5] extends NWA to overcome the Euclidean

distance limitations (e.g., it is only applicable to trajectories with equal length) by introducing

an edit distance between two trajectories. Since their introduction, NWA and W4M inspired

further contributions to further reduce information loss, such as applying the minimum

description length principle to a distance metric [167], coarsening timestamps to increase

the anonymized trajectories [50], and enabling custom k for speci�c trajectories and time

intervals [185, 158, 138].

Rather than a cylindrical volume, GLOVE [118] represents a location as a rectangle

in space and time, and iteratively merges the two trajectories at minimum stretch effort;

intuitively, the stretch necessary to produce a new generalized rectangle including two

locations. If generalization requires a big stretch, locations are suppressed. Similarly, KAM

[199] merges locations into density-based clusters, transforms trajectories to sequences of

cluster centroids, and prunes all the trajectories whose path is shared by less than k other

trajectories. Rather than locations, TOPF [73] groups trajectories with the same start/end
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timestamps in anonymity groups of size k, and iterates over the remaining trajectories to

add subtrajectories to existing groups with the same start/end timestamps. In [141], after

grouping trajectories by start/end timestamps, the authors build a weighted graph for each

group where vertexes are trajectories, and trajectories overlapping in time are connected by

edges weighted with their Euclidean distance. The authors partition the trajectory graph

connected components until no connected component with more than k vertexes exists.

SwapLocations [72] clusters trajectories overlapping in time, and, for each cluster, swaps

close spatiotemporal locations among trajectories.

While k-anonymity makesno assumptionon the apriori adversary knowledge, km-

anonymity [225] ensures indistinguishability against an adversary knowing any sequences

of m locations by computing all the subtrajectories with length up-tom, and by iteratively

generalizing locations with support� k. kt ;e-anonymity [119] bounds the amount of knowl-

edge an adversary can get, ensuring that any adversary with a knowledge on locations over a

time periodt can only discover additional locations over a time periode. kt ;e-anonymity is

a variation of km-anonymity where m=t .

Detailed description of the main contributions.NWA [4] and its extension W4M [5],

as well as GLOVE [118], are well-known implementations of trajectory k-anonymity, and

are often taken as baselines in privacy-model comparisons.

NWA models a trajectory as a cylindrical volume where radiusd represents the location

imprecision. Two individuals moving within the same cylinder are indistinguishable, leading

to (k,d)-anonymity. NWA coarsens the timestamps of begin/end trajectory locations within

an interval of lengtht and groups trajectories by begin/end timestamps. Then, NWA clusters

the trajectories in each group by selecting the cluster centers (�rst the trajectory farther from

the dataset center, then the farthest trajectory from the previous center), adding to each cluster

the k-1 closest trajectories and assigning the remaining trajectories to the closest cluster

within a given radius. Clusters with less than k elements are discarded. Finally, NWA maps

each cluster into a (k,d)-anonymity group by moving the original locations and minimizing

distortion (i.e., the Euclidean distance between trajectories). First, NWA obtains cluster

centers ford = 0 (i.e., the mean location), then it moves the points outside a disk with radius

d along the center-point direction. As the Euclidean distance is de�ned for trajectories with

the same number of points and does not capture subtrajectories slightly shifted in time, W4M

[5] introduces a similarity function based on the edit distance [271] between two trajectories.

Intuitively, an edit operation occurs when two trajectory locations are far in space/time. This

time-tolerant distance removes the need to group trajectories into equivalence classes.

GLOVE [118] represents a location as a rectangle in space and time (at the beginning, each

rectangle collapse to the location point), and achieves k-anonymity through generalization
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and suppression. GLOVE measures the stretch effort (i.e., the smallest loss of accuracy

necessary to generalize two locations to an indistinguishable one). Given two locations, the

stretch effort measures how much the spatial (and temporal) rectangle should be extended to

cover the minimum area including both spatial (or temporal) rectangles. As in hierarchical

clustering, GLOVE iteratively merges the two trajectories at the minimum stretch effort by

merging each location in the longer trajectory to the location in the shorter trajectory at the

minimum sample stretch (and vice-versa). If generalization requires a big spatial stretch, the

two locations are suppressed.

l-diversity and t-closeness

If individuals within an anonymity group share similar sensitive values, the adversary infers

sensitive information. l-diversity [184] ensures that an anonymity group contains at leastl

well-representedvalues for each sensitive attribute. Several de�nitions of well-represented

values exist. For instance, a datasetD satis�esdistinct l-diversity if the number of values

for the sensitive attribute inD(QI) is greater than or equal tol . Additional de�nitions of

well-represented values are based on entropy and frequency [184]. When applied atop k-

anonymity, l-diversity counters both attribute and record linkage. However, assuming that the

distribution of the sensitive attribute “Sex” is 99% female and 1% male, distinct 2-diversity

creates at mostjDj � 1%groups (each group contains 1 “male” value) for which an adversary

knows that 99% of the individuals in each group are females (skewness attack). Additionally,

when sensitive values in a group are distinct but semantically similar, an adversary can learn

sensitive information (similarity attack). t-closeness overcomes the limitations of l-diversity

in the protection of attribute linkage threats. t-closeness [170] ensures that the distance (e.g.,

Earth Mover's Distance [236]) between the distribution of sensitive attributes within a group

and their global distribution is smaller thant.

Given raw trajectories labeled with semantic data (e.g., home, work, pub, cinema),

KLT [ 270] applies l-diversity and t-closeness to ensure that each location in a trajectory

is mapped to heterogeneous semantic classes of POIs. Only KLT adopts l-diversity and

t-closeness formulations, but others provide models inspired by l-diversity.(K;C)L-privacy

[49] guarantees that any subsequenceq of any knownL locations is shared by at least

K records and that the con�dence to infer any sensitive value inS from q is at mostC.

Any subsequenceq (with 0 < jqj � L) such thatD(q) does not satisfy KCL conditions is

suppressed. Similarly, PPTD [156] suppresses a critical subtrajectoryt if the possibility

to link a MO in the private dataset is higher than a given threshold. (a ,K,L)-privacy [175]

guarantees that any subtrajectoryt is contained in a group of at least k elements, that the

probability of inferring a sequence ofL sensitive locations fromt is lower thana , and that
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the probability to infer a sensitive valuev is lower thana . (l,a ,b)-privacy [294] ensures

distinct l-diversity,a -sensitivity (i.e., the probability to infer sensitive value is belowa ),

andb-similarity (i.e., the probability to infer a value within a sensitive group is belowb).

The authors identify critical sequences of maximum lengthm (upper bound to the adversary

knowledge) and modify/drop them to enforce l-diversity,a -sensitivity andb-similarity.

c-safety [201] protects semantic trajectories based on the generalization of visited places

within a POI taxonomy. This is similar to l-diversity, but the number of sensitive places is

not �xed.

Detailed description of the main contribution. KLT [ 270] is the only approach imple-

menting both l-diversity and t-closeness. Given raw trajectories labeled with semantic data

(e.g., home, work, pub), the authors leverage l-diversity to ensure that each location in a

trajectory is mapped to heterogeneous semantic classes of POIs. The authors partition space

into regions containing POIs from different classes. Each region is regarded as a vertex in

graph connecting neighboring regions via bidirected edges. Given two locations in regions

la; lb the authors apply Dijkstra to �nd the shortest path betweenla andlb and create a new

connected regionlc1. As to time, each location has a time slot[ta; ta + da] and[tb; tb + db] that

is generalized to[tc; tc + dc] = [ minf ta; tbg;maxf ta + da; tb + dbg]. Then, the authors extend

lc1 to lc2 to satisfy l-diversity. Iflc1 has at leastdl categories of POIs,lc2 corresponds tolc1.

Otherwise, the authors calculate the categories of POIs and the area for each region, then

pick the neighboring region with minimum area among the ones that, if merged tolc1, satisfy

l-diversity. Finally, the authors �nd a regionlc that extends regionlc2 to satisfy t-closeness.

t-closeness is guaranteed by constraining the Kullback-Leibler divergence between the POI

distribution oflc2 and the POI distribution of the whole dataset. If t-closeness is already

satis�ed,lc corresponds tolc2, elselc2 is expanded until the requirement is satis�ed.

Differential privacy

Differential privacy [76] ensures that the presence of a record in a dataset leaks a controlled

amount of informatione. An algorithm f satis�ese-privacy if for any two datasetsD1

andD2 that differs of one record, and all setSof values in the image of the algorithm (i.e.,

S� Range( f )) it is

Pr( f (D1) 2 S) � ee � Pr( f (D2) 2 S)

wherePr denotes the probability to observe a speci�c output.

Several randomized mechanisms achieve differential privacy for trajectory data. The

Laplace mechanismadds a controlled amount of noise drawn from the Laplacian distribution
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Lap( d f
e ) [76] to the functionf to compute. Tuninge depends on thesensitivityd f , i.e.,

the largest effect onf 's output that the presence of a single individual has. For instance,

if f returns the number of rows in the dataset,f : D ! R= jDj, it is d f = 1. The Laplace

mechanism requires the image off to be real numbers, and is mainly applied to anonymize

aggregate queries (e.g., count queries). Several algorithms adapted it to generatesynthetic

trajectories (i.e., data not preserving truthfulness at record level) from the original data

distribution. To this end, trajectories are commonly represented in a pre�x tree to which

Laplacian noise is added (e.g., [133]), and/or statistics on the original trajectory dataset are

extracted to generate synthetic trajectories representing such statistics (e.g., [125]).

DPT [133] adapts the Laplacian mechanism to publishsynthetictrajectories. The authors

discretize space in hierarchical grids and build a pre�x tree for each grid. The tree nodes

represent grid cells, and count the trajectories moving through these cells. To achieve

differential privacy, the authors add noise from the Laplacian distribution [76] to trajectory

counts, and �nally join paths with increasing length to synthesize anonymized trajectories.

While DPT [133] synthesizes spatial trajectories, SafePath [12] synthesizes spatiotemporal

trajectories by adding the timestamp location to the pre�x tree, and [308] also synthesizes

trajectories with sensitive attributes. DP-STAR [125] synthesizes trajectories by injecting

noise to the utility features introduced in DPT [133]: density grid, mobility model, trip

distribution, route length). As for the density grid, note that the probability to transition

from a location to another depends on the grid structure (e.g., a �ne-grained grid has many

cells—some with very few visits—and requires more noise addition). DP-STAR samples

trajectory's start/end points and length, and estimates intermediate locations using a random

walk on the mobility model and the probability to reach the �nal location from the current

one. Similarly, DP-WHERE [198] adopts different statistics to synthesize trajectories from a

dataset of geo-localized phone calls (e.g., calls per day, call time, and call location).

The Laplacian mechanism requires a differentially-privatef that maps datasets into real

numbers. However,f can map datasets to data structures (e.g., clustering partitions). The

exponential mechanism [194] samples the synthesized output from a probability distribution.

Intuitively, the exponential mechanism generates arti�cial samples that preserve the same

distribution of the original dataset (i.e., records which represent the input data). Eachpossible

record gets a score based on its likelihood to be derived from the input data, and records

with high scores are drawn. However, the sampling complexity grows exponentially in

the probability space. For instance, in [139], the authors formalize anonymity groups as

the ones with the highestutility (i.e., intra-group similarity) among the groups in all the

possible partitions, but, being the number of partitions exponential, the authors provide

a sub-optimal solution which leverages a single partitioning instance. Similarly, in [169],
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the authors assign a utility to k-means clustering in terms of intra-cluster distance and

sample a clustering partition from an exponential distribution. In [147], generate synthetic

trajectories by incrementally sampling the next trajectory location distance and direction

from exponential distributions.

Finally, differential privacy can be achieved via randomized response, i.e., deciding by

chance whether to return theactualoutcome or a randomized one. In [249], the authors

sample trajectory locations and interpolate the missing ones. Since locations adjacent

to sensitive ones may leak sensitive information, Lclean [131] determines the correlation

between sensitive and adjacent points. For each sensitive region, Lclean �nds sequences close

in space/time that either do not contain sensitive information or that show strong correlations.

Given the sequences, Lclean substitutes trajectory subsequences via randomized response,

making it impossible for an adversary to predict sensitive regions.

Detailed description of the main contribution. DPT [133] is a well-known model for

differential trajectory privacy often referred to as a baseline for comparison. The authors

leverage then-gram model introduced in [47] to represent the correlation between trajectory

subsequences, and discretize space using a hierarchical reference system, i.e., a set of

uniform grids with increasing resolutions. Different reference systems capture movements

(i.e., consecutive locations) at different speeds. Within each reference system, individuals

are constrained to move from a cell to a neighboring cell. If a movement is too fast to

be captured within the same reference system, individuals jump to a coarser one. To each

reference system corresponds a pre�x tree of depthn, whose nodes count the trajectories

moving from the root cell to the current one. The authors add Laplacian noise [76] to the

nodetruecounts, and decide whether to prune a node by comparing itsnoisycount with a

thresholdQ. The exploration ends when either the depth of the tree reachesn or no node can

be further expanded (i.e., the noisy counts do not passQ or the privacy budget is exhausted).

The authors leverage an adaptive allocation of the privacy budgete: for a shorter path, each

node in the path should receive more privacy budget. The authors estimate the length of a

path based on known noisy counts and then distribute the remaining privacy budget. Then,

the authors drop the trees with high noise and low utility. As trajectory directionality could be

lost due to noise addition, the authors weight the sampling of synthetic trajectories with the

likelihood for an individual to move from a cell to another. Based on the 1-st order Markov

assumption, given the noisy pre�x tree, synthetic trajectories are built by joining n-grams

sharingn� 1 elements.
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Plausible deniability

Plausible deniability [30] generates synthetic data with differential privacy guarantees. For

any datasetD and any outputy = M(d1) with d1 2 D, y is releasable with(k;g)-deniability if

there exist at least k-1 distinct records such that for anyi; j 2 f 1; :::;kg

g� 1 �
Pr(y = M(di))
Pr(y = M(d j ))

� g

wherePr denotes the probability to observe a speci�c output. In other words, an adversary

cannot tell if a synthetic record has been generated by an individual in the original dataset.

Detailed description of the main contribution. The only implementation of plausible

deniability for trajectory data is [29]. SPLT [29] generates synthetic trajectories with high

semantic similarityand lowgeographic similarityto the original ones. Semantic similarity

simS re�ects if pairs of locations have the same semantic, while geographic similaritysimG

correlates movements through locations. Given two individuals, whilesimG is usually low

(i.e., the two do not frequent thesameplace),simS can be high (i.e., the frequented places

are semantically similar, for instance “home” and “work”).

Firstly, the authors sample real traces (i.e., seed dataset). For each seed, the authors

compute a 1st-order Markov model representing the probability to visit and to transition

between locations. Individual mobility models are averaged into an aggregate one. Secondly,

the authors build a location semantic graph in which vertexes are locations, and edges are

weighted with the semantic similarity between locations. Such graph is clustered in classes,

such that locations in the same class are visited in same way regardless their geographic

positions. Thirdly, the authors replace the geographic locations in the mobility with all

the locations from the same semantic class. Any random walk is a valid trace that is

semantically similar to the seed. To enforce geographical consistency with the general

mobility model, the authors encode traces into an HMM (symbols are locations, observations

are the semantic classes, transition probability matrix follows the aggregate mobility model)

to �nd the sequence of locations that most likely generated the semantic one by using

the Viterbi algorithm. Finally, the authors run a privacy test to decide whether to release

each trace understatistical dissimilarityandplausible deniability. Statistical dissimilarity

ensures independence by measuring the EDR distance between the synthetic/seed probability

distributions, and by measuring the distance between the two traces. For all seedss and

respective synthetic trajectoriesf , the trace is rejected if eithersimG( f ;s) � d or j f [

sj � di. Plausible deniability implies that a synthetic trace is generated by multiple seeds.

Given the dataset of trajectories discarded as seeds, the synthetic trace satis�es(k;d)-
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plausible deniability if there are at leastk � 1 alternative tracesa 2 A such that:jsimS(s; f ) �

simS(a; f )j � d.

4.3.2 Ad-hoc models

Ad-hoc models address privacy-preserving publicationspeci�c to trajectory data, such as

mix zones (i.e., geographical areas in which individuals swap pseudonyms) and dummy (i.e.,

synthetic trajectories resembling the original).

Mix zone

Mix-zone models prevent long-term tracking of trajectories [26]. Once entered a mix zone,

individuals swap their pseudonyms and exit the mix zone after an unknown length of time.

An adversary observes the pseudonyms of all ingress/egress events in order to reconstruct

mappings between pseudonyms (i.e., record linkage). Givenn individuals, there is a total of

n! mappings. Three conditions bound mix-zone areas:location accuracy(i.e., the lower the

accuracy, the bigger the area),sampling accuracy(i.e., the higher the rate, the more accurate

the linking), andcomputational cost(i.e., the more mix-zones, the higher the cost).

MobiMix [ 218] models a mix zone as a k-anonymity region where k individuals enter

in some order, swap pseudonyms, and none leaves before k individuals have entered. The

placement, geometry, and time spent inside mix zones affect the privacy level. If permanence

time is constant, it easy to perform a �rst-in �rst-out attack. Randomness ensures reordering,

however, individuals are not always able to spend random time inside a road network, and do

not follow uniform transition probabilities when entering/exiting the mix zone (e.g., in case of

traf�cked routes [26]). MobiMix introduces thetime window bounded non-rectangularmix-

zone model: for each branch of a road junction, a mix-zone region starts from the center of the

junction and expands to the outgoing road segment. The length of the region is proportional

to the average road-segment speed. In [193], the authors analyzed the effectiveness of mix-

zones under the assumption that MOs follow the shortest path between origin/destination

locations (e.g., to reduce the cost of taxi trips). An adversary can compare the minimum path

between known origin/destination locations using the Dijkstra algorithm in a road network

and the minimum DTW distance between the anonymized trajectories. Given eight mix

zones positioned in road intersections with the highest traf�c �ows, the authors linked more

than 90% trajectories back to the original path.

Detailed description of the main contribution. The protection/utility achieved by mix

zones depends on their placement. NUTMP [176] formalizes placement by minimizing the

number pairwise-associated vertexes in a road-network graph. If a individual can travel
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from a vertex to another without going through a mix zone, the two vertexes are pairwise

associated. The total number of pairwise associations represents the privacy level. The

authors combine this objective function and constraints (e.g., number of mix zones and

traf�c density) to derive an NP-hard integer-linear-programming formulation and an heuristic

solution. The road network is partitioned into disconnected components by looking for

articulation points, i.e., vertexes whose removal disconnect the graph. If all vertexes that are

not in an independent set are selected as mix zones (i.e., in graph theory, an independent

set refers to a set of vertices that are not adjacent to each other), there will be no pairwise

association between the vertexes in the independent set. The authors iteratively remove the

vertexes introducing the least number of pairwise associations from the mix zone candidate

set until all constraints are satis�ed. To consider the impact of traf�c conditions, NUTMP

only considers the articulation points with high uncertainty in determining if a user has

traveled through such vertex, and vertexes ensuring a minimum pairwise entropy (intuitively,

high uncertainty in connecting two pseudonyms).

Dummy

Dummy anonymization release original trajectories along with fake ones. The probability to

disclose true trajectories is minimized by dummy-privacy models.

In [297], the authors generate dummy trajectories resembling individuals moving in

free space given three privacy parameters:short-term disclosure(i.e., the probability of

successfully identifying a true individual location);long-term disclosure(i.e., the probability

to identify a trajectory depending on its intersection with others); anddistance deviation

(i.e., the distance between dummy and real trajectories for a given individual). The authors

introduce therandom patternstrategy, which selects dummy start/end points and intermediate

movements as random moves towards the end point. However, this strategy requires the

synthetization of many dummy trajectories to meet privacy requirements. Several contribu-

tions aim at reducing the number of generated dummies by applying different strategies. The

rotationstrategy, given an individual trajectory, generates a new dummy trajectory by rotating

the original one. In [165], the authors introduce theK-intersectedstrategy, where, givenK

intersection points as input, a dummy trajectory is generated by composing two sub-dummy

trajectory sets: one between two intersection points (a sub-dummy is obtained by performing

random moves from the start to the end point), and one of the sub-dummies that do not

contain intersection points (as for the rotation strategy, the authors determine the solution

space based on distance derivation �rst, and then pick the locally optimal sub-dummy). The

authors also introduce themultiple rotationstrategy. Individual trajectories usually overlap

with a given frequency (i.e., probability). A point within the overlapping area with the high-
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Table 4.2: Privacy models and countered attacks

Attack Model Privacy Models Papers

Record linkage

k-anonymity W4M [5], GLOVE [118]
Differential privacy DPT [133]
Plausible deniability SPLT [29]
Dummy DTPP [174]
Mix-zone NUTMP [176]

Attribute linkage l-diversity, t-closeness KLT [270]

Table linkage
Plausible deniability SPLT [29]
Differential privacy DPT [133]

Probabilistic Differential privacy DPT [133]

est probability is used as a rotation point, and new dummies are devised using the rotation

strategy. In [282], the authors introduce theadaptive generationstrategy. For each given

rotation angle and location in directoryT, the authors synthesize a new candidate dummy

trajectory satisfying the distance distortion, then perturb trajectory locations to achieve more

uniformly distributed trajectories by moving these locations in sparse areas. In [151], the

authors generate dummies resembling known individual movements between known stop

locations. So far, these contributions do not consider external knowledge.

Detailed description of the main contribution. The effectiveness of dummy-privacy

models relates to the capability to rule out fake trajectories. This highly depends on the

apriori adversary knowledge: if a true spatiotemporal location is known (i.e., exposed),

an adversary can easily rule out all the trajectories not containing such location. DTPP

[174] generates dummy trajectories based on exposed locations. The authors divide the

location space into a uniform grid. If a trajectory location is exposed, the authors get

dummy candidates from the neighboring cells. Otherwise, if the region where the location

belongs cannot generate enough dummy locations to anonymize it the location is suppressed.

DTPPgeneratesk-1 dummy trajectories to form an anonymous trajectory set including the

real trajectory (whereas in k-anonymity no synthetic trajectory is generated). The authors

construct dummy trajectories by connecting dummy locations. Since a trajectory generatesm

dummy locations at each sensitive location, the number of dummy trajectories is exponential.

DTPP leverages spatiotemporal reachability to drop such a number.
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4.4 Conclusion and research directions

In this chapter, we provided an overview of the sensitivity and privacy issues of trajectory

data. Since trajectory locations follow idiosyncratic spatiotemporal patterns, only a few

locations can link 95% of individuals; the more detailed/longer the trajectory, the easier

to break individuals' privacy. As a consequence, many anonymization models have been

introduced to protect privacy issues such as personal gazetteers and information as well as the

linkability of trajectories from different datasets. Since there are no common frameworks and

datasets to compare the existing privacy models, given some privacy requirements, choosing

the appropriate privacy model is non-trivial and requires an extended empirical evaluation.

This is especially true when quantitative distortion/utility criteria have to be met.

In this context, further research directions are the following.

• Identifying common privacy/utility metrics that enable the comparison of existing

models. Utility metrics measure the usefulness of data with respect to a speci�c goal; in

other words, they assess that data are nottoo muchdistorted. Privacy metrics measure

how muchsensitive information can be disclosed/protected.

• Studying the scalability of the proposed methods. Indeed, the usefulness of a privacy

model is related to its capability to scale up to big datasets. Such metrics are orthogonal

to privacy/utility metrics, but ensure the feasibility of anonymization models [226]. A

typical performance metric is the execution time.

• Performing the empirical comparison of the existing privacy approaches in a uni-

fying framework involving sharedpublic datasets. Indeed, while many attacks and

anonymization models have been introduced in this chapter, they are usually evaluated

against private datasets and custom metrics.

• Identifying new attacks that expose the limits of the existing privacy (anonymization)

models since, with the increasing availability of big data, new privacy issues arise by

integrating data from different sources (e.g., mobility and social data; see Chapter 5).



Chapter 5

De-Anonymization of Personal

Gazetteers

5.1 Introduction

The interest towards trajectory data has sensibly increased since the dissemination of mobile

devices; indeed, the latter allows to constantly trace the location of the people by registering

their connections to cell towers, GPS satellites, and WLAN devices. There is enormous value

behind trajectory data, as they enable a wide range oflocation based services(LBS), ranging

from navigation applications to crowdsensing applications and target marketing [226]. Their

collection and ownership are not limited to infrastructure service providers, but it extends to

any application which has been granted access to the geolocalization services of a device.

When trajectory data is ascribed to people,personal gazetteers[315] are among the most

interesting pieces of information that can be extracted. The personal gazetteer of a user is

intended as the set of places mostly visited by such user (e.g., the home and work places,

restaurants, shops), possibly enriched with the set of time instants of each visit; we refer to

each visited place as astay point. Several research efforts have proven that the discovery of

users' personal gazetteers is possible by applying a clustering algorithm on users' trajectories

[315]. Due to their sensitiveness, personal gazetteers are usually anonymized; nonetheless,

researchers have shown that they present unique patterns (much like �ngerprints [148]) that

expose them to the risk of being de-anonymized, i.e., of being associated with the individual's

true identity. The literature shows that the knowledge of few spatiotemporal points of a user

are enough to uniquely identify his/her anonymous pro�le [64, 235].

A de-anonymization attack is carried out by anadversaryto uncover the true identities in

an anonymous dataset by exploiting someexternal knowledgewhere the users' identities are
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known. To this end, social data is often used as external knowledge due to its relatively easy

accessibility [38, 230, 278]. Users of social networks often overlook their privacy settings in

the platform, leaving their identities and their posts (including the time of posting and the

possibly associated georeferenced information, e.g., the location a tweet was posted from)

accessible by the general public. A sequence of georeferenced posts on social media still

represents trajectory data, namely asocial trajectory. Although the frequency of points in

social trajectories is not very high (and depends on the users' level of interaction with the

social network), they can be leveraged by the adversary for the de-anonymization task by

measuring its overlapping with the mobility ones.

In this chapter, we present DART (De-Anonymization of peRsonal gazeTteers), an innova-

tive approach for the de-anonymization of personal gazetteers through social trajectories. The

goal is to exploit the uniqueness properties of personal gazetteers to measure their similarities

with social trajectories. State-of-the-art proposals for de-anonymization of trajectory data

follow two main philosophies. The �rst one is to extract a more-or-less complex behavioral

model from both sets of trajectories and to compare them. This approach is hardly applicable

to social trajectories, as the sporadic nature of the contained points hinders the extraction of

a behavioral model. The second one is to carry out a point-wise comparison, i.e., to calculate

a matching scorebetween the single points of two given trajectories and to measure their

similarity by aggregating these scores. The issue with this approach is that it fails to capture

the unique patterns of trajectories, risking random/irrelevant matches to impact signi�cantly

on the similarity score. In this context, the contribution of this chapter can be summarized as

follows.

• We propose DART as an innovative approach that combines the two main philosophies

proposed in existing works to properly address the scenario in which social trajectories

are used as the external source to de-anonymize personal gazetteers. In particular, it

carries out a point-wise comparison to identify the portion of a behavioral model (i.e.,

the personal gazetteer itself) that is matched by the social trajectory. With respect to

the literature discussed in Section 4.2.2, this contribution is categorized as point-wise

record linkage attack.

• The point-wise matching strategy relies on the computations of a spatiotemporal model

from the personal gazetteer, allowing to estimate the location of the user at a certain

moment in time. This makes the approach robust to (i) potentially missing data in the

mobility trajectories, and (ii) potentially misaligned datasets, i.e., when the mobility

and social trajectories are collected over different periods.
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• We rely on a big data implementation that guarantees the scalability of the approach

to large volumes of data. Indeed, the literature often emphasizes the importance of

designing scalable and ef�cient algorithms in order to enable their applicability on

large-scale datasets [104, 195].

• We measure the effectiveness of the approach on two real-world datasets (a proprietary

one and the Mobile Data Challenge dataset [163]) and we compare with state-of-the-art

algorithms [38, 148, 278].

Following the extensive literature survey from Chapter 4, this chapter is structured as

follows. Section 5.2 introduces personal gazetteers and explains how they are computed, their

uniqueness properties and the spatiotemporal model that can be derived; Section 5.3 presents

the details of the de-anonymization approach; the experimental evaluation is discussed in

Section 5.4; �nally, the conclusions are drawn in Section 5.5.

5.2 Stay points as personal signatures

Thepersonal gazetteerof a user is the set of places that are meaningful to her (e.g., the

home, the workplace, a shop frequently visited). These places are also commonly referred

to asstay pointsand are typically retrieved by applying some clustering functions on the

user's trajectory. We useSto refer to the personal gazetteer obtained from a trajectoryT

(De�nition 1), i.e., S= f s1; :::;smg, wheresi is a stay point obtained fromT. Each stay

point si is a triple(latitude; longitude;Timestamps) wherelatitudeandlongitudeidentify

the spatial location of the stay point (typically the centroid of the cluster), whileTimestamps

is the set of timestamps for which there exists a point inT that occurs atsi .

In this Section:

• we discuss how stay points are retrieved (Section 5.2.1);

• we introduce a measure to evaluate the uniqueness of a set of stay points (Section 5.2.2),

which will be used by DART to determine the effectiveness of a match between a

social trajectory and a personal gazetteer;

• we present our spatiotemporal model based on the user's personal gazetteer (Sec-

tion 5.2.3), which will be used by DART to estimate the user's location in the absence

of punctual data.
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5.2.1 Computing stay points

There exist several methods for computing stay points out of trajectory data. Except for

some attempts based on exploratory approaches [192] (where the loss of the GPS signal is

interpreted as a clue of the user's stopping in a stay point) ork-means clustering [18], most

proposals consist of variations of density-based clustering algorithms like DBSCAN [81].

Among the most notable ones, we mention DJ-Cluster [315], a density-joinable clustering

technique that improves DBSCAN by addressing some performance issues by applying some

pre-processing rules to the available data. For instance, it focuses only on the points where

the user is known to not be moving by discarding every point associated with a speed higher

than a certain threshold. Otherwise, the risk would be to include in the identi�ed clusters her

most common walking/driving paths.

Figure 5.1: Intuition of the algorithm for stay point extraction.

In this chapter, we rely on Patchwork [117], i.e., a density-based algorithm that improves

DBSCAN by providing a parallel big data implementation that guarantees linear scalability.

Patchwork discretizes the spatial domain into a uniform grid made of 50x50 m cells; the cells

with less than 20 points are discarded, the others are aggregated into clusters. Figure 5.1

provides the intuition of the algorithm. Noticeably, given a cluster of points, the stay point is

chosen as the centroid of the cluster. As the original algorithm is meant for a single trajectory,

our implementation is further parallelized to analyze every trajectory in the dataset as a

bag-of-task; the clustering algorithm is applied in parallel by mapping each trajectory to its

extracted stay points. Additionally, we extend Patchwork to include the pre-processing rules

introduced by DJ-Cluster. More speci�cally:

• trajectories with less than 100 points are discarded;

• points with accuracy greater than 30 m are discarded;



5.2 Stay points as personal signatures 47

• points with an associated speed higher than 2 km/h are discarded;

• each trajectory is sampled down to 1 point per minute to avoid the generation of

clusters on random stopping points (e.g., due to traf�c lights).

5.2.2 Uniqueness of stay points

Stay points alone are often enough to uniquely identify a user among the others [116, 303, 64].

ConsiderS = f S1; : : : ;Sng the set of available personal gazetteers andW = f sj s2 S;S2 S g

the universe of all stay points. Then, let us de�ne the concept of adjacency between stay

points as follows.

De�nition 5 (Stay points adjacency) A stay points1 2 W is adjacentto a stay points2 2 W

(i.e.,s1
�= ad j s2;s1 6= s2) if the spatial distance between the two stay points is lower than a

spatial thresholdw, i.e., distspace(s1;s2) � w.

Clearly, we are interested in evaluating the adjacency between stay points belonging to

different personal gazetteers. In particular, the adjacency de�nition is necessary to introduce

a concept of uniqueness: we say thats1 2 W is uniqueif there is no adjacent stay point

s2 2 W that belongs to a different personal gazetteer, i.e.,s1 2 S0;s2 2 S00;S06= S0.

Consider the example in Figure 5.2, where the stay points of three personal gazetteers

are plotted; it isS0= f s1;s2;s3g, S00= f s4;s5g, S000= f s6;s7g. The stay points ofS0 are

not individually unique, because each of them is adjacent to stay points of other personal

gazetteers. However, their combination represents a unique signature. More speci�cally, the

subsetsf s1;s3g andf s2;s3g are also unique, becauseS0 is the only personal gazetteer that

can be traced back to both places in both cases.

Figure 5.2: Example of stay points of three personal gazetteers
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De�nition 6 (Set of stay point uniqueness)Consider a set of stay pointsS� � W; we de�ne

theuniquenessof S� in S as an inverse function of the number of personal gazetteers whose

stay points are adjacent to S� .

unq(S� ) =
1

jf S2 S j 8s1 2 S� 9s2 2 S;s1
�= ad j s2gj

This concept of uniqueness is used in DART to effectively verify the de-anonymization

of a user: the best-case scenario is when a social trajectory matches a unique subset of a

personal gazetteer. To this end, the adjacency thresholdw plays an important role: on the

one side, the higher the value, the higher is the importance given to stay points in remote

locations; on the other side, a low-value risks to consider all stay points as unique. Based on

an empirical evaluation of our datasets, we �nd that a good compromise is to setw to the

average diameter of the clusters from which we obtain the stay points in our datasets (the

process is explained in Section 5.2.1), which is 200 meters in our case.

5.2.3 Stay point spatiotemporal model

We exploit stay points to de�ne a spatiotemporal model that enables the estimation of a user's

location at a certain moment. This is necessary to “�ll-in the blanks”, as it is not uncommon

for anonymous trajectories to be incomplete (e.g., the GPS trace may be recorded only under

certain conditions) or for social trajectories to be misaligned with anonymous ones (e.g.,

because the recording period is different). The granularity we consider is the one of thehour

of the day, i.e., we split time into 24 time bins1. Let Sbe the personal gazetteer of a certain

user,s2 Sa stay point of the personal gazetteer, andb 2 [0;23] a time bin. Then, we de�ne

st p(s;b) as the empirical probability of the user being in stay points in time binb.

Let timeBin: N ! [0;23] be the function that returns the time bin corresponding to

a certain timestamp. Also, letdays(s;b) 2 [0;N] be number of distinct days along the

monitoring period for which there exists a timestampts in ssuch thattimeBin(ts) = b. Then,

the empiricalspatiotemporal probabilityof the anonymous user being ins during time binb

is:

st p(s;b) =
days(s;b)

å sn2Sdays(sn;b)

Intuitively, st p(s;b) 2 [0;1] indicates the percentage of days for which the user has been

recorded being insand not in other stay points. For instance, in the typical case,st p(s;b) ! 1

1Time bin 0 refers to the time slot between 00:00 and 00:59; time bin 23 refers to the time slot between
23:00 and 23:59.
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Figure 5.3: Example values ofst p on three stay pointss1 (home), s2 (work), ands3
(pub/restaurant) in the different time bins.

for the stay point representing the home place during night hours (i.e.,b 2 [1;5]). Figure 5.3

shows some examples for the values ofst pon three stay pointss1 (resembling a home place),

s2 (resembling a work location), ands3 (resembling a pub or restaurant) in the different time

bins.

5.3 The de-anonymization approach

The de-anonymization approach relies on anonymous personal gazetteers, each of which

represents asignatureof a user's most frequented places. Indeed, a personal gazetteer (or

even a subset of it) is often unique within a population of users [116, 303, 98]. Let us de�ne

with S the set of anonymous personal gazetteers and withK the set of social trajectories

(e.g., geo-localizated tweet histories)2; the goal of the approach is to associate each social

trajectoryK 2 K to the most probable personal gazetteerS2 S . To this end, we proceed in

two steps.

1. The �rst step consists in calculating aglobal scorebetween each social trajectoryK

and personal gazetteerS. The global scoring function relies onlocal scoresthat are

calculated by measuring the spatiotemporal distance between the single pointsk 2 K

and the single stay pointss2 S. The details of this step are discussed in Section 5.3.1

and Section 5.3.2.
2The letter “K” refers to the social trajectories beingknowninstead of anonymous.
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2. The second step consists in assigning eachK to the most probableS based on the

computed global scores. Its details are discussed in Section 5.3.3.

Figure 5.4 shows an intuition of the two steps. In the scoring step (i.e., the left �gure),

each pointk is associated with the spatiotemporally closest stay points; the edges represent

these associations. Then, the global score is based on the maximum scores for each stay

point (i.e., the bold edges); indeed, the more stay points inSare matched by the points in

K, the more signi�cant is the correspondence betweenK andS. In the de-anonymization

step (i.e., the right �gure), the rationale is similar: among all the possible matches between

personal gazetteers and social trajectories (i.e., the edges), we �nd the best matches (i.e.,

the bold edges) such that (a) eachK is matched to up to oneS, and (b) eachSis matched to

up to oneK. This is necessary to avoid having the same social trajectory being assigned to

multiple personal gazetteers, and vice versa.

Figure 5.4: On the left (a) the scoring step between a social trajectoryK1 and a personal
gazetteerS2; edges represent local scores, and the bold ones are those used to compute the
global score. On the right (b) the de-anonymization step to assign to each social trajectory
K 2 K its most probable personal gazetteerS2 S ; here, edges represent global scores, and
the bold ones represent the chosen assignments.

5.3.1 The local scoring function

In order to evaluate the match between a social trajectory and a personal gazetteer, we must

�rst de�ne a local scoring function to evaluate the single matches between the pointsk 2 K

and the stay pointss2 S. Given a couple(k;s), the local score builds on two principles: (1)

theclosenessbetweenk ands from both spatial and temporal perspective; (2) theuniqueness

of k with respect toS, which depends on whetherk is close to other stay points belonging to

different personal gazetteers (i.e., other thanS).
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Let us start from the spatiotemporal closeness between a pointk and a stay points.

Measuring the spatial correspondence is trivial, as both are associated with a spatial location

in terms of latitude and longitude. Conversely, to measure the temporal correspondence we

rely on the set of known timestamps fors, which indicate the moments in time when the

anonymous user has been recorded ins. However, due to the potential incompleteness of

trajectory data, it may be hard to �nd a punctual correspondence. In the absence of the latter,

we rely on the spatiotemporal model of the personal gazetteer (Section 5.2.3) to measure

the probability of the anonymous user being ins around the time ofk. Thus, we de�ne

the closeness measure as a function of three components, namelyDspace, Dtime, andDhabit.

ConsiderI = f k j k 2 K;K 2 K g the universe of all known points andW = f sj s2 S;S2 S g

the universe of all stay points.

• Let Dspace: (I ;W) ! [0;1] be the function de�ned by

Dspace(k;s) = g(distspace(k;s)=200)

to calculate thespatial closenessbetweenk ands. Here,distspace(k;s) is the spatial dis-

tance in meters betweenk ands, andg is a Gaussian distribution with meanm= 0 and

standard deviationd = 0:4. This ensures thatDspace(k;s) = 1 whendistspace(k;s) = 0

and thatDspace(k;s) � 0:5 whendistspace(k;s) = 100meters. Note that the normalizing

factor of200meters is consistent with the threshold for stay point adjacencyw set in

Section 5.2.2.

• Let Dtime : (I ;W) ! [0;1] be the function de�ned by

Dtime(k;s) = g(disttime(k;ts)=3600)

to calculate thetemporal punctual closenessbetweenk ands. Here,ts is the timestamp

in s that is closest to the timestamp ink, disttime(k;ts) is the temporal distance in

seconds betweenk andts, andg is de�ned as above. This ensures thatDtime(k;s) = 1

whendisttime(k;ts) = 0 and thatDtime(k;s) � 0:5 whendisttime(k;ts) = 30 minutes.

The normalizing factor of 1 hour (i.e.,3600seconds) is consistent with the granularity

of time bins in our spatiotemporal model (Section 5.2.3) and with the granularity

considered by several related approaches (e.g., [148, 278]).

• Let Dhabit : (I ;W) ! [0;1] be the function de�ned by

Dhabit(k;s) = å
(x;y)2g

st p(s;b+ x) � y
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to calculate thetemporal behavioral closenessbetweenk ands. In practice,Dhabit is the

weighted sum of the empirical probabilities of the user being insat different time bins:

b is the time bin ofk, andg = f (� 2;0:1); (� 1;0:2); (0;0:4); (+ 1;0:2); (+ 2;0:1)g is a

set of(x;y) couples wherex is a time bin index relative tob, andy is a weight to be

applied to thest pfunction3. This means thatst p(s;b) is weighted0:4, st p(s;b+ 1) is

weighted0:2, and so on. The values ofg have been obtained from empirical evaluations,

but they can be tuned as long aså (x;y)2gy = 1.

The intuition is to accommodate behavioral evolution by considering not only the

empirical probability at the exact time binb (i.e.,st p(s;b)) but also the probabilities

in the closest time bins. For instance, with reference to Figure 5.3, consider a point

k made in time binb = 5; here,Dhabit(k;sp2) = st p(sp2;3) � 0:1+ st p(sp2;4) � 0:2+

st p(sp2;5) � 0:4+ st p(sp2;6) � 0:2+ st p(sp2;7) � 0:1= 0+ 0+ 0+ 0:02+ 0:04= 0:06.

Thus, instead of completely refusing the possibility of the user being insp2 at the time

bin of k (asst p(sp2;5) = 0), we admit a small probability (as the empirical evidence

shows the user being insp2 in the immediately following time bins).

Given the aforementioned components, we de�ne the spatiotemporal closeness as follows.

De�nition 7 (Closeness) The closeness between a point k and a stay point s is:

closeness(k;s) = Dspace(k;s) � (Dtime(k;s)+ ( 1� Dtime(k;s)) � Dhabit(k;s))

De�nition 7 considersDspaceas the spatial component and the rest as the temporal one.

The temporal component gives priority to the punctual closeness, i.e.,Dhabit is considered

only in the absence of a punctual correspondence. Indeed, timely correspondences convey

more precise information than those based on the users' habits.

Example 2 The mechanism of the temporal component is further explained by the following

scenarios.

• Dtime = 1: there is a punctual correspondence of the anonymous user being ins at

the time ofk; thus, independently of the user's habitsDhabit, the temporal component

measures1.

• Dtime = 0: there is no punctual correspondence of the anonymous user being insat the

time ofk; thus, the temporal component depends on whether there is any probability of

the user's being in s during k's time bin based on its habitsDhabit.
3Notice that we assume circularity in the time bins: e.g., 23+ 2 = 1, and 0� 2 = 22.
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The closeness measure de�nes how well a pointk matches a stay points, but it does not

capture the potential crowding that is contextual to this match. Indeed, if different anonymous

users are spatiotemporally close tok, the latter will obtain a high closeness to the stay points

of the former's personal gazetteers. To this end, we introduce the point uniqueness4 as a

measure of the actual discriminating power of a pointk with respect toS.

De�nition 8 (Point uniqueness) The uniqueness of a point k with respect to S is:

unq(k;S) =
å s2Scloseness(k;s)

å S02S å s02S0closeness(k;s0)

The intuition is that the closerk is to stay points of different personal gazetteers, the lower

will be its discriminating power with respect toS. Notice thatk may be close to more than

one stay point belonging to the same personal gazetteer; this is why the point uniqueness

with respect toSpositively considers the closeness with all the stay points inS.

Ultimately, we de�ne the local score of a couple(k;s) by combining the measures of

closeness and point uniqueness.

De�nition 9 (Local score) The local score of a couple(k;s) is:

localScore(k;s) = closeness(k;s) � unq(k;S)

5.3.2 The global scoring function

The global score quanti�es how well a social trajectoryK matches a personal gazetteerS.

Let us start by de�ning the mapping ofK into Sby means of amapping signature, which

associates each pointk 2 K to the spatiotemporally closest stay points2 S.

De�nition 10 (Mapping signature) Given a social trajectoryK and a personal gazetteer

S, the mapping signature represents the mapping ofK into S as set of couplesM =

f (k1;s1); :::; (kn;sn)g. It is obtained through a partial functionj : K ! M that maps each

point k 2 K to the stay points2 Sthat maximizes the local scoring functionlocalScore(k;s)

(Section 5.3.1). Formally,j (k) = argmaxs2SlocalScore(k;s) j localScore(k;s) > 0.

The mapping functionj is partial as a pointk 2 K may be too spatiotemporally far from

any of the stay points inS— and the same holds the other way around. The global score

betweenK andSis calculated on the obtained mapping signatureM.

4We refer to this measure aspoint uniquenessin order to differentiate it from theuniquenessintroduced in
Section 5.2.2, which applies the same principle to sets of stay points.
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De�nition 11 (Global score) Let us refer toKM andSM as the set of points and of stay points

that belong to the mapping signatureM, respectively. Also, for a givens2 SM, considerk� 2

KM the point mapped toswith the highest local score, i.e.,k� = argmaxk2KM
localScore(k;s).

Then, theglobal scoreof the mapping signature M is:

globalscore(M) = unq(SM) � å
s2SM

localScore(k� ;s)

Whereas other works (e.g., [38]) simply aggregate the local scores, our global scoring

function is based on a qualitative and a quantitative principle. The �rst part of the equation

(i.e., the multiplication by the uniqueness of the matched stay points, which is de�ned in

Section 5.2.2) evaluates the quality of the mapping in terms of the discriminating power of

the matched stay points: the higher their uniqueness, the higher is the �nal score. The second

part of the equation (i.e., the sum of closeness values) evaluates the quantitative aspect of the

mapping by summing the local scores. More speci�cally, we consider only the maximum

local score for each matched stay point in order to favor the mappings that cover a higher

number of stay points and, therefore, are more representative of the personal gazetteer.

5.3.3 The assignment step

Following the calculation of the global score between each couple in (K ;S ), we are left

with the problem of assigning to eachK its most probable matchS. As anticipated, we want

to avoid the assignment of the sameK to multiple personal gazetteers (and vice versa) and

to maximize the chosen global scores. This problem is well known in the literature as the

assignment problem [162]. Let G = ( K ;S ;E) be a weighted bipartite graph where the

edgesE correspond to the global scores between the social trajectories and the personal

gazetteers. Then, the assignment simply consists in �nding the maximum-weight matching.

Finally, DART's approach is summarized in Algorithm 2. Notice that the computation

of the global score between a known trajectoryK and a personal gazetteerS cannot be

modeled as a simple function ofK andS; this is because the computation of point uniqueness

(which is a component of the local score) requires a global knowledge of the closeness

values between every pointk and every stay points. Thus, we start by computing closeness

values between every pointk and every stay points (function computeCloseness, Line

Algorithm 2), then we compute point uniqueness values between every pointk and every

personal gazetteerS (function computePointUnq, Line 2). At this point, we can iterate

through the(K;S) couples to determine local scores, mappings and global scores (Lines

4 to 7). ThecomputeAssignmentfunction (Line 8) �nally computes the maximum-weight

matching on the weighted bipartite graph.
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Algorithm 2 DART algorithm
I NPUT S : personal gazetteers;K : social trajectories;j : mapping function.
OUTPUT matches between personal gazetteers and social trajectories.
1: C  computeCloseness(k;s) 8 (k;s) 2 (K ;S )
2: U  computePointUnq(k;S;C) 8 (k;S) 2 (K ;S )
3: E  ?
4: for all (K;S) 2 (K ;S ) do
5: L  computeLocalScore(k;s;C;U) 8 (k;s) 2 (K;S)
6: M  computeMapping(K;S;L; j )
7: E  E [ f K;S;computeGlobalScore(M;L)g
8: return computeAssignment(K ;S ;E)

5.4 Evaluation

Two anonymous datasets are used, whose statistics are reported in Table 5.1. The �rst one is

a proprietary, real-world dataset based on a case study scenario centered on (but not limited

to) the Italian city of Milan; for brevity, we will refer to this dataset as MIL. It spans from

September 2017 to December 2017 and includes nearly 500,000 anonymous GPS trajectories.

For the sake of simplicity, we extract from this dataset a sample of 100 trajectories of users

whose personal gazetteers indicate that they live and work in Milan. As we do not possess

ground-truth data of social trajectories, we simulate the latter by generating them from the

anonymous ones. Each generated trajectory contains a random1% sample of the original

one5, where each point is injected with a spatial and a temporal jitter, misplacing it of up to

100 meters and up to 30 minutes. Different scenarios are simulated by generating different

sets of social trajectories. First, we vary the percentage of points located at a stay point (i.e.,

whether people interact more on social networks while commuting or while at a stay point);

we consider a pointp to be located at a stay points if distspace(p;s) � 100meters. Also,

we vary the temporal misalignment between the social and the anonymous trajectories. The

second dataset is the Mobile Data Challenge (MDC) dataset [163], which provides real-world

data of nearly 200 individuals from the Lake Geneva region (Switzerland) in 2010-2011. For

each user, it provides a sample of his/her personal gazetteer (which we will use as ground

truth to verify the stay points inferred by DART), as well as the trajectories captured by GPS

satellites and WLAN devices in a complementary way (i.e., either one of them is active for a

single user at the same time, not both). In this case, we use the GPS satellite as the source of

anonymous trajectories and the WLAN as the source of the social ones.

MIL is by far the most challenging dataset due to the higher spatiotemporal density of

the trajectories. In particular, GPS trajectories in MDC are often disjoint from the temporal

perspective. For this reason, our evaluation mostly focuses on the former dataset. Nonetheless,

5The number of social interaction is usually quite low when compared to the frequency of GPS signals.
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Table 5.1: Statistics about the MIL and MDC datasets

Parameter MIL MDC
Number of users 100 190
Avg number of pings per user (anonymous) 2040 13170
Avg number of pings per user (social) 22 9123
Avg number of stay points per user 5 21
Avg number of days per user 28 185

the unusual characteristic of MDC (i.e., the complementarity of GPS and WLAN sources)

allows us to further evaluate the robustness of the approach in a different scenario.

A prototypical implementation of DART has been realized on a big data infrastructure,

consisting of 18 Ubuntu machines mounting the Cloudera Distribution for Hadoop (CDH)

6.2.0; the source code is available on GitHub6. The datasets are stored as Parquet tables on

Apache Hive, while the approach is implemented on Apache Spark.

5.4.1 Stay points validation

In Section 5.2 we have brie�y discussed the Patchwork algorithm that we adopt to infer stay

points from GPS trajectories. In this Section, we aim to verify the correspondence between

the stay points that we infer and the ground truth provided by the MDC dataset — even

though it is only a sample of the user's personal gazetteers. In MDC, stay points are simply

calledplaces; some of them have semantic labels attached (e.g., distinguishing home places

from working locations and other kinds of stay points), but none of them contains spatial

information. However, since the dataset provides the starting and ending timestamps of each

visit to these places, we are able to estimate their location by averaging the latitude and

longitude recorded for the user between such timestamps.

The MDC sample contains 493 places (i.e., 2.6 for each user on average), whereas our

stay point extraction algorithm infers 3714 (i.e., 19.5 for each user on average). We have

veri�ed that 84% of MDC places have a stay point in its close vicinity (i.e., no more than 200

meters apart). Our implementation of Patchwork fails to recognize the remaining places due

to either the low volume or the sparsity of geolocated records, which hinders the recognition

of a cluster. Conversely, only 11% of our stay points can be traced back to MDC places,

meaning that 89% are new with respect to the data provided by MDC.

6https://github.com/big-unibo/dart
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Figure 5.5: Uniqueness probability of subsets of stay points from personal gazetteers.

Figure 5.6: Ef�ciency of DART and other de-anonymization approaches on the MIL dataset
considering a progressively increasing number of trajectories.

5.4.2 Stay points uniqueness

The fundamental assumptions in DART are that (1) users' social interactions mainly happen

on stay points, and (2) personal gazetteers are often unique and enable the de-anonymization

of users. Figure 5.5 veri�es the latter statement in the MIL and MDC datasets: given a

certain percentage of stay points from each user's personal gazetteer, it shows the average

probability that such subset is unique within the population (De�nition 6 in Section 5.2.2).

The Figure not only con�rms that the personal gazetteer is indeed a unique signature, but it

also indicates that even half of it is enough to identify about 80% of the population in MIL.

The easier de-anonymizability of MDC is also con�rmed, as only one third of stay points are

enough to identify 80% of the population. Ultimately, we conclude that we can effectively

rely on stay points to de-anonymize trajectories.

5.4.3 Ef�ciency of DART

State-of-the-art de-anonymization approaches usually focus on the effectiveness of the

algorithm and overlook the evaluation of its ef�ciency, even though the importance of
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designing scalable and ef�cient algorithms in order to enable their applicability on large-

scale datasets is often emphasized in the literature [104, 195]. We implemented DART on

Apache Spark in order to guarantee the scalability of the approach to large volumes of data.

To evaluate DART's ef�ciency, we measure its execution time on MIL by progressively

increasing the number of users considered in the dataset (from 100 to the whole 500,000)

and compare it with the sequential implementations (in Python) of Cecaj et al. [38], Jin et al.

[148], and Wang et al. [278]7.

The con�guration of Spark for DART's execution consists of 10 executors with 3 cores

and 10GB of RAM for each executor. For the sake of a fair comparison, we parallelized

the algorithms of [38] and [278] as bags-of-tasks and ran 30 concurrent instances that

independently worked on 1/30th of the dataset8. Conversely, the algorithm of [148] cannot

be parallelized (in fact, it requires the whole dataset to run its TF-IDF strategy to compute

the signatures of trajectories), thus it has been executed on one of the available machines.

The results are shown in Figure 5.6; we remark that both axis are logarithmic and that

executions that took more than a day have been halted and are shown as full-sized bars. The

parallel nature of DART's implementation entails a slight disadvantage when working on

small datasets (due to the overhead for managing distributed computations), but it greatly

rewards when the dataset's size becomes signi�cantly large. [278] immediately reaches an

exaggerate execution time, even with a medium-sized dataset. This is probably due to its

complex algorithm, which relies on a Hidden Markov Model to �ll incomplete trajectories by

enumerating all possible complete trajectories; although the algorithm allows [278] to achieve

fairly good results (as we will show in Section 5.4.4), it sensibly hinders its application

on large-scale datasets. As for [38], it reaches high execution times as well, with a linear

increase with respect to the increase of trajectories. In particular, the execution time in [38] is

mainly given by the pairwise comparison of the point of every couple of trajectories, whereas

we use spatial joins to compute local scores only between points that are close enough. The

execution time of [148] follows a pattern similar to [38]. Considering that [148] uses1=30th

of the computation power, it is actually considerably fast; indeed, its computation time is

mainly due to the generation of trajectories' signatures, which are easily compared once

they have been computed. However, as we will show in Section 5.4.4, [148] trades a faster

computation with a low accuracy in almost every scenario.

7To the best of our knowledge, [148] and [278] are the most recent related approaches in the literature.
8Differently from DART, the computation of the score between every(K;S) in [38] and [278] is independent

of the others.
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5.4.4 Effectiveness of DART

In this section, we evaluate the effectiveness of the de-anonymization approach on both

datasets by means of theaccuracy, de�ned as the fraction of correctly guessed assignments

over the actual number of users. The results are compared with [38, 148, 278].

Figure 5.7: Accuracy of DART and other de-anonymization approaches on the MIL dataset.

In the �rst experiment, we have created several sets of social trajectories on MIL by

varying the percentage of points located at a stay point. Considering the scenario of social

trajectories being Twitter histories, the extremes are that users always tweet while traveling

(i.e.,0%of points within a stay point) and that users always tweet from home, work, or other

stay points (i.e.,100%of points within a stay point). The results are shown in Figure 5.7.

Except for the case where points inK always fall outside of stay point (i.e., what we assume

to be a very unlikely scenario), DART performs better than [38] and [148]. In the former

scenario, the poor performance of DART is physiological, as points outside of stay points are

not considered. Indeed, the results also show that DART's accuracy (as well as the accuracy

of [148]) increases as the percentage of points inK located at stay points also increases

(whereas [38] is unaffected by such variation). Interestingly, the fact that the accuracy

of [148] (which uses a TF-IDF strategy to summarize each trajectory) follows the same

trend of DART con�rms that stay points are signatures traceable to unique users; therefore,

we conclude that the more data is located at stay points, the easier it is to de-anonymize

it. Ultimately, the comparison with [278] shows that the latter achieves consistently good

accuracy, comparable to the one of DART in the latest scenarios. Indeed, [278] adopts a

complex technique based on a Hidden Markov Model to estimate the user's location when the

original trajectory is not complete. However, as shown in Section 5.4.3, the good accuracy of

this approach comes at the expense of computational complexity, which hinders its adoption

on large-scale datasets.

A second experiment veri�es the robustness of DART to the temporal misalignment

between social trajectories and personal gazetteers. Starting from the50%and100%con-
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(a) The temporal misalignment starts from the 50% con�guration in Figure 5.7.

(b) The temporal misalignment starts from the 100% con�guration in Figure 5.7.

Figure 5.8: Accuracy of DART and other de-anonymization approaches on the MIL dataset
considering a progressive temporal misalignment between personal gazetteers and social
trajectories.

�gurations of the previous experiment, we simulate the misalignment by adding a certain

temporal delta to every point in the social dataset. The results are shown in Figure 5.8.

As in the previous experiment, [278] is able to maintain high accuracy, even though its

execution times remain severely high. DART's accuracy is actually affected by the temporal

misalignment, but the behavioral component of DART is able to maintain the former always

above27%and52%in the respective scenarios. This demonstrates the robustness of DART,

as stay points are proven as a solid bedrock for the de-anonymization. The accuracy of [148]

is constant because their algorithm does not consider the temporal dimension; although this

characteristic makes the approach robust to temporal misalignment as well, it prevents [148]

from achieving better accuracy when the temporal dimension is more relevant. Ultimately,

the accuracy of [38] progressively decreases down to zero; this is inevitable, as [38] only

looks for punctual temporal matches.

Finally, we evaluate the accuracy of DART on MDC. On this dataset we observe a

signi�cant difference between the four approaches: as shown in Figure 5.9, DART is

able to achieve an optimum result (i.e., a91% accuracy) and performs far better than
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Figure 5.9: Accuracy of DART and other de-anonymization approaches on the MDC dataset.

the other algorithms.The poor performance of [38] is due to its algorithm, which abruptly

excludes a match betweenK andA if there exists a record ofA being too far fromK (i.e.,

distspace(a;k) > 2� t s) in a close time windows (i.e.,disttime(a;k) � t t). This is called the

exclusion rulein [38], and it is based on the principle that a person cannot be in two places

at the same time. However, the complementary nature of the original GPS and WLAN

trajectories in MDC makes it easier for the exclusion rule to be activated. Conversely, the

good performance of DART and [148] (which is much higher than the one on MIL) is

due to the trajectories in MDC being less overlapped; in fact, all trajectories in MIL are

bounded within the city of Milan over one month, whereas in MDC they are centered on

the Geneva lake and can span up to Zurich over one year (i.e., a much larger spatiotemporal

area). Interestingly, [278] is unable to achieve a better accuracy than the one reached in

MIL. This is probably due to the complementarity of GPS and WLAN sources (mentioned

at the beginning of this Section): the behavior of GPS and WLAN trajectories in MDC is

quite different, because the former mostly captures movements between stay points, while

the latter captures visits to stay point. To this end, MDC is similar to the last scenario in

MIL where tweets are mostly made within stay points (Figure 5.7). We conclude that [278]

achieves a consistent accuracy in different scenarios, but it is unable to exploit the one in

which the concentration of social interactions is mostly around stay points (which, as we

recall, is one of our main assumptions).

5.5 Conclusion

We proposed an original approach to trajectory de-anonymization that relies on personal

gazetteers to model users' behaviors and to effectively capture and recognize each user's

spatiotemporal signature. Our experimental evaluation has proven that DART improves

recent state-of-the-art algorithms by effectively coupling an ef�cient implementation with



62 De-Anonymization of Personal Gazetteers

high effectiveness on different datasets and scenarios. Our algorithm is also robustness to

temporal misalignment between the anonymous and known trajectories. The only related

approach that achieves better results in some scenarios is [278], whose elevated complexity

severely hinders its applicability on large-scale datasets. At this stage we are currently

working in different directions to further improve the effectiveness of the approach by:

enhancing the behavioral model to improve its effectiveness in case of signi�cant temporal

misalignment, e.g., by considering not only the hour of the day but also the day of the week;

and by comparing it with other state-of-the-art algorithms, to improve our understanding as

to which scenarios are better handled by different algorithms, with particular focus on those

scenarios where [278] achieves higher accuracy.
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Conclusion and Research Directions

In the �rst part of the thesis, we investigated how the inclusion of unconventional data affects

the knowledge pyramid by requiring speci�c techniques for different data types. We focused

on mobility data (i.e., spatiotemporal trajectories) since they fuel location-based services

at the core of pervasive applications such as traf�c analysis, route and point-of-interest

recommendation, and even smart-phone videogames. In particular, we addressed two of the

issues posed by mobility data: scalability and privacy.

As for scalability, the ever-increasing number of positioning devices (e.g., smart-phones

and geolocalized networks) is challenging traditional trajectory mining approaches (e.g., clus-

tering and map matching) demanding for big data solutions. While we proposed an approach

to rethink map matching in a distributed fashion, our broader goal is to address trajectory

mining applications in big-data scenarios with high variance in means of transportation (e.g.,

car, walk, bicycle), sampling rates (e.g., from seconds to minutes), and road networks (e.g.,

extending the map-matching from Milan to the entire country). On the one hand, this requires

the introduction of an innovative approach capable to integrate and analyze spatiotemporal

positions at different resolutions (e.g., a GPS point with a limited accuracy or a wide area

traced by GSM antennas). The adoption of auto-machine learning techniques [134] for the

pre-processing and integration of spatiotemporal data is an interesting research direction (e.g.,

by automating transformations such as noise �ltering, trajectory segmentation or uncertainty

reduction). On the other hand, smarter indexing and distributed strategies are needed to scale,

since the existing big data frameworks are “limited to” to low-level spatiotemporal operations

(e.g., topological operations or k-nearest neighbors rather than clustering or frequent pattern

mining).

As for privacy, the sensitive nature of mobility data (e.g., home and work locations) easily

identi�es the individuals (i.e., moving objects) producing the mobility traces. We investigated

how trajectory data can be anonymized for privacy protection, and how the frequently visited
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locations can be used to de-anonymize individuals within a trajectory dataset. Most of

the (de-)anonymization approaches hardly scale up to big data volumes. Our goal is to

investigate whether it is possible to further improve (de-)anonymization accuracy without

burdening the ef�ciency of the involved algorithms. In this direction, an empirical survey

on the effectiveness and ef�ciency of the existing anonymization algorithms is necessary

to put a common ground for comparison and to highlight the existing bottlenecks. We

plan to collect—possibly with the help of volunteers—a large-scale ground-truth dataset

to validate the goodness of the studied anonymization approaches, and to measure the

robustness of DART against such anonymization algorithms. Additionally, while the majority

of anonymization algorithms focus on static protection (i.e., anonymization requires the

elaboration of thewholedataset), dynamic trajectory protection is a promising research

direction.
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Chapter 7

Introduction

7.1 Motivation and contributions

Business Intelligence (BI) includes a wide range of techniques and tools supporting data

transformation in the decision-making process (through the knowledge pyramid in Figure 1.1).

Until the '80s, enterprise databases stored operational data. Since then, the increasing data

variety (e.g., social networks, IoT, and mobility data) has made clear that enterprise data alone

are not suf�cient to back strategic decisions, demanding the integration of unconventional

data. However, the exponential increase in data volume affects the access to strategic

knowledge hidden in the data (Figure 7.1), requiring advanced analytic techniques and tools

supporting data scientists. Additionally, BI is becoming more and more pervasive [275],

entailing increasing participation of data scientists with high competence in the business

domain but low competence in computer science and data engineering skills. Enabling

effective participation requires the investigation of user-centered paradigms supporting

analytical querying, making knowledge extraction and narration accessible to everyone

[216, 215]. So far, “classical” analytic tools required data scientists to write (formal) queries

to access data. However, this is unfeasible in scenarios where data scientists have no keyboard

at hand (e.g., in the case of analytics via augmented reality). Additionally, there is a need to

increase the abstraction level in de�ning analytical queries. Rather than demanding formal

queries, analytic systems should be capable (i) of intercepting and interpreting data scientists'

intentions, and (ii) of providing concise representations of the results.

In this context, we contribute to the following research directions.

Augmented OLAP. Augmented reality allows users to superimpose digital information

(typically, of operational type) upon real-world objects. The synergy of analytical frameworks

and augmented reality opens the door to a new wave of situated analytics, in which users
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Figure 7.1: Information value pyramid: the higher the quantity, the lower the strategic value
(a variation of Figure 1.1 highlighting the relationship between quantity and value; adapted
from [113]).

within a physical environment are provided with immersive analyses of local contextual data.

We introduce a novel approach namedAugmented OLAPthat, based on the sensed augmented

context (provided by wearable and smart devices), proposes a set of relevant analytical queries

to the user [95, 96]. This is done by relying on a mapping between the objects that can be

recognized by the devices and the elements of the enterprise multidimensional cubes, and

also by taking into account the queries preferred by users during previous interactions that

occurred in similar contexts. A set of experimental tests evaluates the proposed approach in

terms of ef�ciency, effectiveness, and user satisfaction.

Conversational OLAP. The democratization of data access and the adoption of OLAP in

scenarios requiring hand-free interfaces push towards the creation of smart OLAP interfaces.

We introduce COOL, a framework devised for conversational OLAP applications [88–90].

COOL interprets and translates a natural language dialogue into an OLAP session that

starts with a GPSJ (Generalized Projection, Selection and Join) query and continues with

the application of OLAP operators. The interpretation relies on a formal grammar and a

knowledge base storing metadata and values from a multidimensional cube. In case of

ambiguous or incomplete text description, COOL can obtain the correct query either through

automatic inference or through interactions with the user to disambiguate the text. Our

tests show very promising results in terms of effectiveness, ef�ciency, and user experience.

Besides adding novel support to the interpretation and translation of complete analytical

OLAP sessions, COOL achieves state-of-the-art accuracy in the interpretation of GPSJ

queries.
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Intentional OLAP. The Intentional Analytics Model (IAM) has been recently envisioned

as a new paradigm to couple OLAP and analytics [275, 93, 44]. It relies on two basic

ideas: (i) letting the user explore data by expressing her analysis intentions rather than the

data she needs, and (ii) returning enhanced cubes, i.e., multidimensional data annotated

with knowledge insights in the form of model components (e.g., clusters). We provide a

proof-of-concept for the IAM vision by delivering an end-to-end implementation ofdescribe,

one of the �ve intention operators introduced by IAM [44]. Among the research challenges

left open in IAM, those we address are (i) automatically tuning the size of models (e.g., the

number of clusters), (ii) selecting the most effective chart or graph for visualizing each cube

depending on its features, and (iii) devising a visual metaphor to display enhanced cubes and

interact with them.

Multidimensional summarization. Multi-level and multi-dimensional data provide a rich

description of events through multiple features each at different levels of detail. However, the

analysis effectiveness is a compromise between the precision and the size of the information

being displayed while analyzing multi-dimensional cubes [231]. Since multidimensional

cubes are represented in analytic dashboards with pivot tables, the comprehensibility of such

tables becomes is inversely proportional to the quantity of the returned cells (i.e., information

�ooding problem). To cope with information �ooding, through summarization, we help

data scientists in getting succinct data representation, especially when multidimensional

hierarchies are involved [94, 97].

7.2 Structure

This part of the thesis hinges on the above-mentioned contributions and is organized as

follows. In Chapter 8, we introduce the foundational concepts of BI and multidimensional

analysis necessary for the comprehension of the subsequent chapters. Chapter 9 introduces

Augmented OLAP, a query recommender system based on contextual data. Chapter 10

describes Conversational OLAP, a framework enabling the interpretation of OLAP queries

expressed in natural language. Chapter 11 makes a step towards the IAM by designing

thedescribeOLAP intention. Chapter 12 introduces a novel summarization approach that

leverages the multidimensional nature of spatial data to group similar patterns. Finally,

Chapter 13 draws the conclusion and future research directions.





Chapter 8

Background

In this chapter, we introduce the foundational concepts of BI. We present the data ware-

house, a data repository at the core of decision support systems. Then, we introduce the

OLAP operators to query a data warehouse. Finally, we provide a formal de�nition of the

multidimensional model.

8.1 Data warehouse

Data warehousingis a collection of methods, techniques, and tools supporting knowledge

workers in data analysis. The main actor is thedata warehouse, a data collection supporting

the decision-making process. A data warehouse is subject-oriented (i.e., focuses on speci�c

analysis concepts), integrated and consistent (i.e., brings multiple data sources in a uni�ed

view), and not volatile (i.e., covers historic data) [144]. In [115], the authors identify the

following requirements for a data warehouse:accessibilityto data scientists unfamiliar with

IT and data structures;integrationof data on the basis of a standard model;query �exibility to

maximize the knowledge obtained from data;information concisenessfor effective analyses;

multidimensionaland intuitive representation; andcorrectness and completenessof the

integrated data. A data warehouse differs from operational databases. Operational databases

store operational data, i.e. data created by business operations involved in daily management

processes (e.g., purchase and sales management). The management of operational data is

characterized by a transactional workload, i.e. a high number of users interacting with the

database to carry out read/write operations.

The query workload involving a data warehouse is known as OLAP (On-Line Analytic

Processing), a dynamic and multidimensional analysis of aggregated data. An OLAP work-

load is characterized by a few users interacting with the data warehouse to carry out complex

read operations (e.g., identifying the products maximizing pro�ts). OLAP queries operate
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Figure 8.1: Example of a multidimensionalSalescube, where analysis dimensions areDate,
ProductandStore, and measures areQuantityandReceipts(adapted from [113]).

Figure 8.2: Example of hierarchy onProduct. Product, Type, Categoryare hierarchy levels
also called dimensional attributes (adapted from [113]).

on a multidimensional representation of a data warehouse, where a data item is a point in a

space with many analysis dimensions and is described by numerical measures. These notions

recall the visual metaphor of a hyper cube (henceforth, cube) to represent multidimensional

data. In this metaphor, cube edges are analysis dimensions, data items are cube cells, and

each cell is given a value for each measure (Figure 8.1). Dimensions are associated with

(roll-up) hierarchiesthat aggregatelevels(called dimensional attributes; Figure 8.2). The

actual values of each level (e.g.,Shinyis a speci�cProduct) are referred to asmembers. The

dimensional fact model (DFM) [112] conceptualizes the design of a data warehouse and its

cubes (Figure 8.3).

Multidimensional cubes are implemented atop different abstractions: MOLAP (Multidi-

mensional OLAP) uses multidimensional structures (e.g., multidimensional vectors), ROLAP

(Relational OLAP) uses relations from the standard relational model, and HOLAP (Hybrid

OLAP) adopts a hybrid model that relies on both multidimensional and relational models.
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Figure 8.3: Conceptualization of theSalescube in the Dimensional Fact Model (DFM) [112].

Figure 8.4: Relational representation of theSalescube.

While MOLAP-based systems deliver the best performance through the natural represen-

tation of multidimensional data, data sparsity is a major drawback since multidimensional

DBMSs store every cell in the fact space [55]. ROLAP-based systems rely on decades

of evolution of relational DBMSs and received more research attention than MOLAP and

HOLAP. ROLAP systems enable scalability, since there is no sparsity in relational systems

when storing multidimensional data (Figure 8.4). In this thesis, we adopt the ROLAP model

along with thestar schemamodeling technique. A star schema consists of (i) relations

called dimension tablesDT corresponding to cube hierarchies, and (ii) relations called fact

tablesFT corresponding to cubes (Figure 8.5). AFT references dimension tables (i.e., the

dimensions of the cube), and includes an attribute for every measure. The primary key of the

FT composes the keys imported from the referencedDTs. EveryDT has a primary key and

an attribute for each hierarchy level. Dimension tables denormalize all the hierarchy levels in

the same relation. Whereas this causes redundancy, it signi�cantly reduces the number of

joins needed to retrieve information.

8.2 OLAP operators

Data in a data warehouse are analyzed at different levels of aggregation by applying a

sequence ofOLAP operators. Each operator is applied to the outcome of the previous one,

creating a navigation path known asOLAP session. In this thesis, we refer to the following

operators.

• Roll-upaggregates data at a coarser level by removing a detail level from a hierarchy

(e.g., fromProductto Type).
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Figure 8.5: Example of dimension and fact table for theSalescube.

• Drill-down aggregates data at a �ner level by adding a detail level from a hierarchy

(e.g., fromTypeto Product).

• Slice-and-dicecombinessliceanddiceoperators.Slicereduces the analysis dimensions

by collapsing a dimension to a speci�c member (e.g.,Product= “Shiny”). Dice

reduces the retrieved data by a selection predicate (e.g.,Yearbetween2018and2020).

different viewpoint.

• Drill-across links concepts in interrelated cubes.

8.3 (Formal) Multidimensional model

We now introduce the formal setting necessary to manipulate multidimensional data (we

summarize the notation symbols in Table 8.1 at the end of the section).

De�nition 12 (Hierarchy) A hierarchyis de�ned as a triple h= ( Lh; � h; � h) where:

1. Lh is a set of categoricallevels; each levell 2 Lh is coupled with adomainDom(l )

including a set ofmembers(all domains are disjoint);

2. � h is a roll-up partial order ofLh (is restricted to atotal order for linearhierarchies);

and

3. � h is apart-ofpartial order of
S

l2Lh
Dom(l ).

Exactly one leveldim(h) 2 Lh, calleddimension, is such thatdim(h) � h l for each other

l 2 Lh. The part-of partial order is such that, for each couple of levelsl and l0 such that

l � h l0, for each memberu 2 Dom(l ) there is exactly one memberu02 Dom(l0) such that

u � h u0.
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Example 3 (Hierarchy) For the hierarchyTime, it is Date� Month � Year. The hierarchy

Productis linear. 02/12/2020 is a member ofDateand 02/12/2020� 12/2020� 2020. �

Aggregation is the basic mechanism to query cubes, and it is captured by the following

de�nition of group-by set. As normally done when working with the multidimensional model,

if a hierarchyh does not appear in a group-by set it is implicitly assumed that a complete

aggregation is done alongh.

De�nition 13 (Group-by Set) Given a set of hierarchiesH, a group-by setof H is a subset

G of levels in the hierarchies ofH including at most one level for each hierarchy. The roll-up

order on the hierarchies of H induces a partial order on the group-by sets of H as follows:

G � G0, 8 l02 G09l 2 G s.t. l � h l0

The complexity of OLAP queries is also due to the collection/integration of data from

different data sources. To facilitate OLAP analyses, the DW is typically partitioned into

different data marts, each representing a subset or an aggregation of the data stored in the

primary DW. A data mart includes a set of information pieces relevant to either a speci�c

business area, a corporate department, or a category of users.

De�nition 14 (Cube, Cube Schema, and Data Mart) Given a set of hierarchiesH, a cube

over H is de�ned as a triple c= ( Gc;Mc;wc) where:

1. Gc is a group-by setof H;

2. Mc is a set of numerical measures; each measurem2 Mc is coupled with one aggrega-

tion operator op(m) 2 f sum;avg; : : :g; and

3. wc is a partial function that maps the tuples of members for the levels ofGc to a

numerical value for each measure m2 Mc.

A cube schemais a coupleC = ( H;M). A data martDM is a couple of a set of hierarchies

H and a setC of cubes overH, DM = ( H;C). Each coordinate that participates inwC, with

its associated measure values, is called acell of c.

The levels, members, and measures of cubec are given the generic name ofmd-elementsof

c. Note that thewc is de�ned as partial since cubes are normallysparse; thecardinalityof

c is the number of tuples of members that are mapped throughwc and is denoted withjcj.

With a slight abuse of notation, we writec 2 c to state thatc is a cell ofc.
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Example 4 (Cube) GivenSales= ( H;M) (Figure 8.1), it is

H = f Time;Product;Storeg;

M = f Quantity;Receiptsg

and op(Quantity) = op(Receipts) = sum(i.e., all measures are addictive). �

Cubes are queried through GPSJ (Generalized Projection / Selection / Join) queries, a

well-known class of queries that was �rst studied in [124]. A GPSJ query is composed

of joins, selection predicates, and aggregations. Remarkably, having all the cubes inDM

de�ned over the same set of hierarchiesH corresponds to assuming that the cubes share a

set ofconformed dimensions, which enables the formulation ofdrill-across queries(queries

joining two or more cubes).

De�nition 15 (Query) A queryq on data martDM = ( H;C) is a triple q = hGq;Pq;Mqi

where

• Gq is a group-by set of H;

• Pq is a (possibly empty) set of selection predicates each expressed over one level ofH;

• Mq � M is the set of measures whose values are returned by q.

LetCq � C be the subset of cubes such that at least one of their measures is part ofMq;

queryq is well-formed if all the measures it returns are available at the required granularity:

1. 8c 2 Cq Gc � Gq if Mq 6= ? ;

2. 9c 2 C s.t. Gc � Gq if Mq = ? 1

Example 5 (GPSJ query) With reference to theSalescube, the query asking for quantity of

sold products for each month of 2019 and each product type is q= hGq;Pq;Mqi , with

Gq = f Month;Typeg

Pq = f (Year= 2019)g

Mq = f Quantityg

1We assume that, whenMq = ? , queryq asks for a count of the cardinality ofGq, so the existence of at
least a cube at the required granularity ensures thatq is well-formed.
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Table 8.1: Notation summary

Notation Meaning

c Multidimensional cube
C Set of cubes
C Cube schema
DM Data mart
G Group by set
H Set of hierarchies
l Hierarchy level
M Set of measures
P Selection predicate
q Query
wc Assign measure values to cube cell
c Cube cell

The SQL formulation ofq on a star schema featuring fact tableFT_Salesand dimension

tablesDT_TimeandDT_Productis

SELECT DT_Time.Month, DT_Product.Type, sum(FT_Sales.Quantity)

FROM FT_Sales

JOIN DT_Time ON (FT_Sales.Date = DT_Time.Date)

JOIN DT_Product ON (FT_Sales.Product = DT_Product.Product)

WHERE DT_Time.Year = 2019

GROUP BY DT_Time.Month, DT_Product.Type

�

De�nition 16 (Base Cube and Derived Cube)A cube whose group-by setGc includes all

and only the dimensions of the hierarchies inH and such thatMc = M, is called abase cube,

the others are calledderived cubes. Letc0 be a base cube overC. The result of applying a

queryq to c0 is a derived cubec such that (i)Gc = Gq, (ii) Mc = Mq, and (iii) wc assigns to

each coordinatec 2 c satisfying the conjunction of the predicates inPq and to each measure

m2 Mc the value computed by applyingop(m) to the values ofm for all the coordinates of

c0 that roll-up toc .

In OLAP terms, a derived cube is the result of either a roll-up, a slice-and-dice, or a projection

made over a base cube.





Chapter 9

Augmented OLAP

9.1 Introduction

With the disruptive advances in pervasive computing and industry 4.0, BI is shifting its focus

on the integration of (internal) enterprise and (external) contextual data. In this direction, the

synergy of analytical frameworks and augmented reality opens the door tosituated analytics1,

in which users within a physical environment are provided with immersive analyses of local

contextual data. Indeed,augmented reality(AR), a variation of virtual reality, allows users to

superimpose digital information upon real-world objects [19], thus determining an augmented

environment. Nowadays digital data returned to users are typicallyoperational, meaning

that they either describe the current state of the visualized objects (e.g., the temperature of a

machine) or suggest the operations to be carried out (e.g., instructions to use the machinery).

Conversely, limited attention has been devoted to providinganalyticalreports that can be

used by decision makers to evaluate the behavior and performance of the visualized objects

from a tactical and strategic point of view, for instance with reference to their past history or

to other objects of the same type.

This new goal opens relevant research challenges and revamps many issues related to

business intelligence and recommendation systems [56]. Indeed, when working with high-

dimensional contextual data (the multidimensional nature of the context is well understood

[6, 257]), identifying insightful queries and visualizations is not trivial [142] and requires

several research issues to be solved [77]: How can data be sensed and accessed in real time?

How is the sensed context mapped to enterprise data? Which data is salient to the user

analysis? How do users interact with the retrieved data?

1Situated analytics has been de�ned as spatially-organized data representations attached to relevant entities
for the purpose of understanding and decision-making [77]
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Figure 9.1: Overview of the AO framework

To the best of our knowledge, none of the context-aware recommender systems proposed

in the literature addresses the above questions with reference to situated analytics in general,

and to AR in particular. While the research on computer vision [35, 260] and situated

visualization [80, 36, 140] is vivid, not much has been done to set up a business intelligence

process bridging context sensing, data visualization, and decision making.

In this chapter, we envision and formalize a foundation forAugmented OLAP(AO), a

framework empowering AR users with context-aware analytical information under visualiza-

tion and time constraints. The context is modeled as a set of recognizable environment objects

(e.g., a machine in a manufacturing environment) plus a set of additional user/environmental

information (e.g., the user role and the room temperature). The analytical information

returned is tailored to the context currently perceived by the user and comes in the form

of reports obtained by running OLAP queries on the enterprise multidimensional cubes.

The quantity of data returned must be limited in size and focused on the context to meet

performance constraints and be easily interpretable by the user; furthermore, the intrinsic

dynamics of AR applications ask for right-time (a few seconds) responsiveness of AO.

An overview of the AO framework is given in Figure 9.1 which shows Edgar, a controller

working for a company producing �tness equipment and wearing AR smart devices featuring

sensors of different types. We assume the pattern recognition capabilities necessary to



9.1 Introduction 81

recognize the context are provided by these smart devices. Edgar's task is to optimize the

production based on the assembling times of manufacturing devices, also considering the

sale volumes of the different products. When he stares at an assembly machine, the AR

glasses he is wearing recognize the machinery and some nearby objects (in the picture, a seat

being assembled with an exercise bike); a context is generated accordingly, also including

data about the current date and time and Edgar's position and role.

Our goal in this setting is to suggest to Edgar in real time the set of analytical queries

over the enterprise multidimensional cubes that are more relevant according to both a-priori

knowledge and feedback given by users in similar contexts. Relevant �gures could be the

number of produced items, the assembly times, and the revenues for the product being

sensed. With reference to Figure 9.1, this task is carried out by theContext interpretation

component using a collaborative �ltering approach that relies on the query log. Although

AO supports the possibility of learning meaningful queries from the log, its capability of

returning the right information primarily comes from some a-priori knowledge provided by

domain experts. This choice is not simply a solution to the well-known cold-start problem

(i.e., the problem of providing signi�cant recommendations when user feedbacks are still

insuf�cient); it is rather a design choice aimed at enabling the system to give a useful answer

in complex context scenarios, where learning from the log would require too many examples.

The a-priori knowledge is modeled through a set of mappings between the potentially

recognizable environment objects (stored in adictionary) and the multidimensional elements

of the enterprise cubes. Rather than proposing the most relevant query only, AO proposes a

set of alternative queries to Edgar; all of them are related to the current context but they are

different enough to offer to the user different �avors of the same information. This phase is

implemented by theQuery selectioncomponent. At this time, Edgar can either execute one

of the proposed queries or express a new query to obtain a different report. Finally, Edgar

gives his feedback on the proposed queries, which is stored in the log.

AO can be applied to different application domains ranging from healthcare [58] to

factories [264, 39]; for this reason, the main modeling choices underlying our approach (e.g.,

how to de�ne the relevance of an object in a context) have been formalized in a domain-

independent fashion, while domain-dependent examples are provided in the context of AR in

a factory where �tness equipment is produced.

To sum up, the main contributions of this chapter are:

1. We envision an AO framework, its functional architecture, and the user/system interac-

tion process.

2. We explain how a-priori expert knowledge can be modeled by mapping context objects

to relevant multidimensional elements.
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Table 9.1: Comparison of recommender systems in terms of user input, context type, recom-
mendation of multidimensional OLAP queries (MD), real-time constraint (RT), cardinality
constraint (C), and query diversi�cation (D)

User input Context MD RT C D
[145] OLAP query User pro�le 3
[13] OLAP session OLAP session log 3 3
[154] SQL query Query logs 3 3
[268] OLAP query Dashboards, reports3
[177] SPARQL query Web documents
[274] SQL query Database statistics 3 3
[68] SQL query Result feedback 3
[121] SQL query Result statistics
[57] SQL query Result statistics 3 3
[291] Web query Clicks, query log
[146] Web query Clicks, query log 3
[228] Web query Location 3 3
[46] Web query Query logs
[105] OLAP query Query logs 3
AO none Physical env., log 3 3 3 3

3. We describe an ef�cient algorithm to generate relevant and diverse queries to be

returned to the user.

4. We propose a collaborative �ltering approach to let the system learn from user feedback.

The remainder of the chapter is organized as follows. Section 9.2 describes the related

works in the �eld of context-aware recommendation systems. Section Section 9.3 formalizes

the AO framework. Sections 9.4 and 9.5 describe the context interpretation and query

selection components, respectively. Section 9.6 describes the results of experimental tests

that measure the performance of AO. Finally, Section 9.7 sums up our contribution and gives

future research directions.

9.2 Related works

The AO framework can be classi�ed as arecommender systemin the area ofbusiness

intelligencebased on a context made ofaugmented entities. Despite the huge amount of

work in these areas, to the best of our knowledge, no approach lies at their intersection.

Over the years, scholars have highlighted the importance of exploiting contextual in-

formation to provide focused recommendations with the nature of contexts being quite

heterogeneous (a summarized description in provided in Table 9.1), for instance space and
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time [228], query logs [154, 268], statistics on results [121, 57] or databases [274], user

interests [145], and social data [177]. Given such heterogeneity, other contributions (e.g.,

[286, 288, 177]) address the integration of contextual data to provide a common ground

(e.g., a global schema [288] or an application programming interface [177]) enabling rec-

ommendation from multiple data sources. The previous context types have been widely

adopted in several applications where the recommendation process is activated by an explicit

user-de�ned input statement (e.g., query or keywords). Examples of applications are web

query categorization [46, 13], recommendation [145, 291], and diversi�cation [146]; query

completion [154, 268]; localized web keywords suggestion [228]; and interactive exploration

of databases [68]. The main differences between AO and these works are: (1) the multidi-

mensional nature of the data handled and returned, (2) the nature of the context as well as

the type of user/system interaction that triggers the recommendation, and the presence of

(3) real-time, (4) cardinality and (5) diversi�cation constraints. As to (1), multidimensional

and hierarchical data support recommendations at different granularities, which intrinsically

makes �nding the best recommendation more complex; as to (2), physical contexts require

ad-hoc solutions to choose the relevant context elements due to application speci�cities (e.g.,

object engagement) and to the possibility of having in the context elements that are perceived

but that are not relevant for the user; as to (3), (4), (5), these constraints are required by

immersive applications [77].

Recommender systems in business intelligence applications are well surveyed in [191].

Recommendations typically involve multidimensional queries [105] or sessions [13] (i.e.,

query sequences) using query logs as contexts. These approaches are based on collaborative

�ltering techniques that do not synthesize new queries from existing ones, but pick queries

from the log depending on their similarity score. Conversely, AO allows the generation

of queries not already present in the log by combining similar queries from the log and

contextual information into a set of diverse queries. This assumption collocates AO as a

hybrid approach to recommendation [191], differentiating AO from the above-mentioned

contributions in multidimensional recommendation systems. Note that diversi�cation and

multiple recommendations are used to better meet user interests [309]. A further advantage of

AO over pure collaborative �ltering approaches is that AO does not suffer from the so-called

cold start problem, since it is able to return an appropriate recommendation even when the

log is empty [209].

In the area of AR and situated analytics, contexts play an even more central role. There,

a context is the set of objects recognized in the environment that acts as situated stimulus

(i.e., object properties) to be translated into inputs for a search query; it is augmented with

virtual information and is returned to the user [36]. Physical environment becomes a source
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of contextual information in [11], where user interaction with a physical environment is

leveraged to retrieve operational data of interest. The usage of AR as an interactive medium

opens to a natural data exploration and is especially helpful when the analysis goals are

not speci�ed [140]. Scholars focus on �nding proper visualization to embed operational

data in physical objects [80, 36, 140], with a particular effort on the implementation of

toolkit allowing the rapid prototyping of such visualizations [253]. Although [80] considers

multidimensional data, it is not speci�ed how the process of information retrieval and analysis

of data at multiple level of details is carried out. Besides, these approaches do not include

collaborative �ltering to discover potentially useful information. Interestingly, although [80]

does not consider analytical data, it introduces a mantra for situated analytics: “details �rst,

analysis, then context-on-demand” which contradicts the well-known mantra “overview �rst,

zoom and �lter, then details-on-demand” [252] of classical visualization systems. Indeed,

when it comes to pure augmented visualizations, information is directly attached to single

objects [80, 36], assigning higher priority to details than to generic information.

9.3 Preliminaries

Given the formal background introduced in Section 8.3, we introducing a formal setting to

manipulate multidimensional data. For simplicity, we consider

• linear hierarchies only; and

• additionally to De�nition 15, a queryq is well-formed if (i) all predicates inPq are

external, i.e., they are expressed on levels that are less or equal to a level inGq in

the roll-up order [232]; and (ii) Pq is a set of Booleanequalityclauses de�ned over

members of levels ofH.

Example 6 (Data Mart) Our working example (Figures 9.1 and 9.2) includes two cubes,

SalesandAssembly, which share hierarchiesProductandDate; the two cubes are completed

by hierarchiesStoreandDevice, andPart. Sales are described by measuresQuantityand

Revenues, while Assembly is described by measuresAssembledItemsandAssemblyTime; all

measures are additive, i.e., they are coupled with thesumoperator. A member of thePart

level isSeat, while a member ofProductis BikeExcite. �

In the following, we will often need to denote the md-elements to which queryq =

hGq;Pq;Mqi refers; speci�cally,

• if l 2 Gq, thenq refers to levell ;
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Figure 9.2: Roll-up total orders (top), part-of partial orders (middle), and an excerpt of the
group-by set partial order (bottom) for our working example; the group-by sets of theSales
andAssemblycubes are in gray

• if m2 Mq, thenq refers to measurem;

• if (l = u) 2 Pq, thenq refers to memberu and to levell , beingl the level whose domain

includesu.

The set of md-elements to whichq refers will be denoted withre f(q).

Example 7 (Query) With reference to theSalescube, the query asking for quantity of sold

products for each month of 2019 and each product type is q= hGq;Pq;Mqi , with

Gq = f Month;Typeg

Pq = f (Year= 2019)g

Mq = f Quantityg

The SQL formulation ofq on a star schema featuring fact tableFT_Salesand dimension

tablesDT_DateandDT_Productwould be

SELECT DT_Date.Month, DT_Product.Type, sum(FT_Sales.Quantity)

FROM FT_Sales

JOIN DT_Date ON (FT_Sales.DateId = DT_Date.DateId)

JOIN DT_Product ON (FT_Sales.ProductId = DT_Product.ProductId)

WHERE DT_Date.Year = 2019

GROUP BY DT_Date.Month, DT_Product.Type
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For this query it is

re f(q) = f Month;Type;Year;Quantity;2019g

By adding measureAssembledItems, from theAssemblycube, toMq we get an example of a

drill-across query whose SQL formulation is

SELECT DT_Date.Month, DT_Product.Type,

sum(FT_Sales.Quantity), sum(FT_Assembly.AssembledItems)

FROM FT_Sales

JOIN DT_Date ON (FT_Sales.DateId = DT_Date.DateId)

JOIN DT_Product ON (FT_Sales.ProductId = DT_Product.ProductId)

JOIN FT_Assembly ON (FT_Assembly.DateId = DT_Date.DateId AND

FT_Assembly.ProductId = DT_Product.ProductId)

WHERE DT_Date.Year = 2019

GROUP BY DT_Date.Month, DT_Product.Type

�

Enterprise cubes are the data source for the analytical reports to be returned to users

according to the environment as perceived by the AR device. The set of data possibly

perceived are listed in a dictionary that, intuitively, de�nes the device capabilities. These

data are not limited to physical objects recognized in the environment through a pattern

recognition process, but may include user-related information such as the user role as well as

environmental properties such as the room temperature.

De�nition 17 (Dictionary) A dictionaryD is a set of classes, each coupled with a domain

of values. Each paird = hclass;valuei such thatvaluebelongs to the domain ofclassis

called anentryof D .

Note that the dictionary can describe the sensed environment at different levels of precision.

For example, if the smart device that perceives the environment successfully identi�es a bike,

but is not capable of labeling the speci�c bike model, it will return thehObject;Bikei entry.

On the other hand, if the speci�c product BikeExcite is recognized, the smart device will

return the entryhObject;BikeExcitei .

The power of the AO framework comes from the ability to bind the perceived entries to

the cube md-elements. This capability is rooted in a-priori knowledge that speci�es which
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md-elements can be interesting for the user when a given dictionary entry is perceived. This

knowledge is de�ned through a dictionary-to-cube mapping established by a domain expert

at setup time. To enhance the expressiveness of our framework, we consider that some

md-elements may be interesting nonper sebut only when associated with other md-elements,

so we map entries not on simple sets of md-elements but on sets offragments, each fragment

being a set of md-elements that should appear all together in queries.

De�nition 18 (Mapping) A mappingfrom dictionaryD to data martDM is a multivalued

functionmthat maps an entryd to a set of fragments, i.e., sets of md-elements of the cubes in

DM. Each fragment f2 m(d) has a mapping weight, wmap(d; f ) 2 (0;1].

The mapping function is multivalued since many fragments of md-elements may be of

interest for each dictionary entry; this typically happens for hierarchy levels, which can

be all interesting —even if with different values ofw. For example, when some device is

perceived, besides showing data for that speci�c device, also showing aggregated data for the

device type could be interesting. Through mapping weights, domain experts give an a-priori

quanti�cation of the interest of each fragment for analyses when a given entry is part of the

context.

Although a discussion about how the dictionary is created and the mappings are estab-

lished is out of the scope of this chapter, we remark that this does not necessarily have to be

done manually for all the cube members, which would be tedious for attributes with large do-

mains, but it can be largely automated. For instance, to reduce the user's effort in populating

the dictionary, an approach like the one proposed in [178] could be used. There, continual

learning is applied to classify known objects and to learn objects of never-seen classes. Once

sensed and marked as relevant, novel objects can be easily learned and added to the dictionary.

Giving novel objects names equal or similar to names of md-elements ensures that a set of ba-

sic mappings from the dictionary to the data mart can be automatically created, to be possibly

�ne-tuned later by a domain expert. Alternatively, tentative mappings could be established

by providing universally-quanti�ed rules such asm(hObject;valuei ) = ff valuegg for each

value that corresponds to a member of some level in a hierarchy.

Example 8 (Dictionary and Mappings) The dictionary for our example includes, among

the others, entries related to products (e.g.,hObject;BikeExcitei ), product parts (e.g.,

hObject; Seati ), and user roles (e.g.,hRole;Controlleri ). An excerpt of the mapping from this



88 Augmented OLAP

dictionary to the cubes of Example 6 may look like this (Figure 9.1):

m(hObject;Seati ) = ff Seatg; f Devicegg;

m(hObject;BikeExcitei ) = ff BikeExcitegg;

m(hRole;Controlleri ) = ff AssembledItems;Quantitygg;

m(hDate;16/10/2018i ) = ff Dategg

The �rst line returns two fragments including a member and a level respectively; it states

that, when the user senses a seat, she may be interested in analyzing either the part to be

assembled or the data concerning the assembly device. The second line returns one fragment

including a member; it states that, when the user senses a product, it is normally interested

in analyzing the data for that product. The third line returns one fragment including two

measures; it states that controllers are interested in comparing the number of assembled

items with the quantity sold. The fourth line returns one fragment including a level; it states

that users are normally interested in daily data. Finally, examples of mapping weights are

wmap(hObject;BikeExcitei ; f BikeExciteg) = 0:5

wmap(hRole;Controlleri ; f AssembledItems;Quantityg) = 1

�

9.4 Context interpretation

In this section, we show how, given a set of perceived objects, AO produces a set ofrelevant

queries, i.e., queries whose results may be of interest to the user.

9.4.1 Take the context...

The AO starting point is thecontext, i.e., a set of dictionary entries corresponding to the

currently perceived environment objects. More formally:

De�nition 19 (Context) A contextT over dictionaryD is a set of entries ofD ; each entry

d 2 T is coupled with acontext weightwcnt(T;d) 2 (0;1].

The value of the weight for each entry may depend on different factors, depending on the

application domain. Non-perceived entries (i.e., for which it would bewcnt(T;d) = 0) are

not included in the context. In our case study we assume that a subset of entries areengaged,
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meaning that they have explicitly been indicated by the user as being part of her current

focus of interest [260]; for these entries, the weight is always 1. For the other entries, the

weight is inversely proportional to the distance between the user and the speci�c object being

observed.

Given a context, the mapping function identi�es the relevant fragments of md-elements,

i.e., those that will be involved in the queries to be issued against the cube.

De�nition 20 (Image) Given contextT over dictionaryD and mappingmfromD to data

mart DM, theimageof T throughmis the set of fragments that are mapped throughmfrom

the entries in T :

Im(T) =
[

d2T

m(d)

Example 9 (Context) A possible context is the one depicted in Figure 9.1, where Edgar is

inspecting the assembly of �tness equipment in Room A.1 on October 16th 2018:

T = fhObject;Seati ;

hObject;BikeExcitei ;

hRole;Controlleri ;

hLocation;RoomA.1i ;

hDate;16/10/2018ig

The BikeExcite product is engaged. Possible context weights are

wcnt(T;hObject;Seati ) = 0:6;

wcnt(T;hObject;BikeExcitei ) = 1;

wcnt(T;hRole;Controlleri ) = 1;

wcnt(T;hLocation;RoomA.1i ) = 0:6;

wcnt(T;hDate;16/10/2018i ) = 0:6

The image of T through the mappingmdescribed in Example 8 is

Im(T) = ff Seatg; f Deviceg; f BikeExciteg; f AssembledItems;Quantityg; f Dategg

�

The image includes the set of fragments relevant to a context according to the mapping,

but it does not specify how they will be used to generate the queries to be proposed to the
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user when that context is sensed. Indeed, given an image, several queries can be generated,

each including a subset of the fragments in the image.

9.4.2 ... add the log...

The a-priori knowledge expressed through a mapping does not enable the system to learn

by considering how user interests evolve, which instead could lead to picking different

md-elements when proposing queries or to choosing one of them more/less frequently. To

this end, AO exploits the history of previous interactions, stored in the query log, by means of

a collaborative �ltering approach. The log stores, for each context, all the queries proposed

to the user and the speci�c one chosen for execution.

De�nition 21 (Log) A log L is a multiset of tripleshT;q;oki whereT is a context,q is a

query, and ok (feedback) is 1 if the user accepted the query,� 1 if she rejected the query.

Example 10 (Log) A possible log for our working example isL = ( hT;q1; � 1i ;hT;q2;1i ),

where

q1 = hfDate;Part;Productg;

f (Product= BikeExcite)g;

f AssembledItems;AssemblyTimegi

q2 = hfMonth;Part;Productg;

f (Product= BikeExcite)g;

f AssembledItems;AssemblyTimegi

Whileq1 has been rejected,q2 (which is a roll-up ofq1 on theDate hierarchy) has been

accepted. �

A log entry related to contextT0 should impact the recommendations related to the

current contextT only if the two contexts are similar, since it is reasonable to assume that

the user will have similar behaviors in similar contexts.

De�nition 22 (Context Similarity) Given two contextsT, T0over dictionaryD , we de�ne

thesimilarity between T and T0as their Jaccard index:

sim(T;T0) =
jT \ T0j
jT [ T0j
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Given logL, the imageIm(T) of contextT is extended to take previous user interactions

into account as follows. LetLT � L be the subset of log triples whose context is similar toT:

LT = fhT0;q;oki 2 L s.t. sim(T;T0) � eg

wheree is a similarity threshold. Then,Im(T) is extended by adding, for each queryq in LT ,

one fragment corresponding to the set of md-elements referred to byq:

I �
m(T) = Im(T) [ f re f(q) : 9hT0;q;oki 2 LTg

In this way,I �
m(T) includes all the fragments that are relevant to contextT either according

to the mapping or to the previous user experience.

We now de�ne thelog relevanceto T of fragmentf 2 I �
m(T) as the weighted number of

times f has been accepted by the user (i.e.,ok = 1) over the number of times it has been

proposed (i.e.,ok= � ); weighting is based on the similarity between the current contextT

and the considered log contextT0:

r T(L; f ) =
1+ å hT0;q;1i2 LT ( f ) sim(T;T0)

2+ å hT0;q;�i2 LT ( f ) sim(T;T0)

whereLT( f ) = fhT0;q;oki 2 LT s.t. f v re f(q)g andv is a hierarchy-aware containment

relationship between sets of md-elements:

f v re f(q) , (8m2 f s.t. m is a measure; m2 re f(q))^

(8u 2 f s.t. u is a member; 9u02 re f(q) s.t. u0� h u)^

(8l 2 f s.t. l is a level; 9l02 re f(q) s.t. l0� h l )

To avoid relevance to be 0 whenf has never been accepted, a Laplace smoothing is applied in

the formula above. Noticeably, the impact of Laplace smoothing decreases as the cardinality

of LT( f ) increases, that is, the weight tends to 0 if several queries referringf have been

proposed but never accepted by the user. Conversely, it tends to1
2 if only a few queries

referring f have been proposed.

It is now possible to de�ne therelevanceto T of each fragmentf 2 I �
m(T) by taking into

account, for each context entryd that maps tof , not only the entry weightwcnt(T;d) and the

mapping weightwmap(d; f ), but also the log relevancer T(L; f ):

relT( f ) = r T(L; f ) �

 

å
d2T s.t. f 2m(d)

wcnt(T;d) � wmap(d; f )

!
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wherewcnt(T;d) = wmap(d; f ) = 1
2 for all f 2 I �

m(T) nIm(T). Clearly, the reason for providing

a default value for all fragments present in the extended image but not deriving from the

context is to avoid the corresponding contribution to the relevance to be null; choosing the

default value of12 is in line with the Laplace smoothing applied to the log relevance.

Example 11 (Extended image)With reference to the imageIm(T) from Example 9 and to

the log entries in Example 10, the extended image is

I �
m(T) = ff Seatg; f Deviceg; f BikeExciteg; f AssembledItems;Quantityg; f Dateg;

f Month;Part;Product;BikeExcite;AssembledItems;AssemblyTimeg;

f Date;Part;Product;BikeExcite;AssembledItems;AssemblyTimegg

The last two fragments have been added toIm(T) as they corresponds to queries drawn from

contexts similar to T . As tor T(L; f ) and relT( f ) it is

r T(L; f Date;Part;Product;BikeExcite;AssembledItems;AssemblyTimeg) = 0:33

r T(L; f AssembledItems;Quantityg) = 0:5

relT(f Date;Part;Product;BikeExcite;AssembledItems;AssemblyTimeg) = 0:16

relT(f AssembledItems;Quantityg) = 0:5

�

We close this section by observing that the log size will quickly increase with time and

spending a few words about how the log can be curated. Indeed, in [15] it is highlighted that

many recommended queries can become irrelevant (e.g., in case of sensible context variations

such as room refurnishment) or non-computable (e.g., due to changes in the multidimensional

schema). A basic way to deal with memory limitations when storing large logs would be

to provide a log cache, with size limits, where only the latest entries are cached per user. A

more sophisticated way would be to adopt anindicator of obsolescenceas in [15] to decide

whether to prune obsolescent log entries.

9.4.3 ... get the queries

As already stated, the context interpretation component is in charge of generating a setQT of

queries relevant to contextT. In principle, the query that includesall the md-elements in the

fragments of the extended image ofT might be directly proposed to the user. Unfortunately,

when several objects are sensed in the environment and the context includes a large number
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of entries, such queries would bemonster queries, i.e., quite complex queries with very high

cardinalities. Monster queries are particularly undesirable in AR applications since:

• High-cardinality queries take a long time to be computed, transferred to the user smart

device, and visualized.

• While working on the �eld, users must be quick and reactive, while the results of

monster queries are hardly interpretable.

In the AO framework, monster queries are avoided in two ways: (i) by posing an upper bound

g to the query cardinality, and (ii) by considering only the most relevant fragments in the

image when generating the queries to be proposed to the user.

As to (i), given queryq = ( Gq;Pq;Mq), the expected cardinality of its result, denoted

card(q), can be estimated as follows:

card(q) = card(Gq) � Õ
p2Pq

sel(p)

wherecard(Gq) is the expected cardinality of a query with group-by setGq and no selection

predicates, andsel(p) is the selectivity of each simple predicatep belonging toPq. Note

that we can safely use this formula to estimatecard(q) because, as a consequence of the

way we create queries in our approach, all predicates inPq are alwaysexternal, i.e., they are

expressed on levels that are less or equal to a level inGq [232] in the roll-up partial order. As

to card(Gq), it must be computed taking the cube sparsity into account, considering that the

sparsity differs from cube to cube. In the simple case in which all measures inMq belong

to a single cubeci, it can be estimated for instance using the Cardenas formula as shown in

[247, 115]:

card(Gq) = cardci (Gq) = F (cardmax(Gq); jci j)

wherejci j is the cardinality ofci andcardmax(Gq) is the maximum cardinality (i.e., if there

were no sparsity) of group-by setGq:

cardmax(Gq) = Õ
l2Gq

jDom(l )j
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If q is a drill-across query,2 the measures inMq are scattered across two or more cubes

c1; : : : ;cr ; in this case the sparsities of these cubes can be assumed to be mutually independent:

card(Gq) = cardmax(Gq) �
r

Õ
i= 1

cardci (Gq)=cardmax(Gq)

wherecardci (Gq)=cardmax(Gq) expresses the probability that a given tuple of members is

present inci, thus the product expresses the probability of that tuple to be present inall the

involved cubes. Note that other approaches have been devised for a more precise cardinality

estimation in presence of selection predicates on multiple attributes, for instance [224], which

uses singular value decomposition, and [123], based on histograms.

Example 12 (Cardinality) Given cubesAssemblyand Sales, let jAssemblyj = 200000,

jSalesj = 400000, jDom(Product)j = 100, andjDom(Date)j = 1000. Consider query

q = hfDate;Productg;

f (Year= 2019)g;

f AssembledItems;Quantitygi

By applying the formulas above we get

cardmax(f Date;Productg) = 100000

cardAssembly(f Date;Productg) = 86467

cardSales(f Date;Productg) = 98169

card(f Date;Productg) = 84884

Assuming that sel(Year= 2019) = 0:25, we get card(q) = 21221. �

As to (ii), i.e., considering only the most relevant fragments in the image, before we

proceed we remove from the extended imageI �
m(T) all the fragmentsf whose relevance

relT( f ) is below a given thresholdh , being the relevance de�ned as follows.

De�nition 23 (Relevant Queries and Query Relevance)Given contextT, queryq is said

to berelevant toT if (i) it is f � re f(q) for at least one fragmentf in the extended image

of T , (ii) q is well-formed, and (iii) card(q) � g. The set of relevant queries to T is denoted

2We recall from Section 9.3 that drill-across queries can be formulated because all cubes in the data mart
share a set of conformed dimensions.
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Figure 9.3: The relevance ofq (in blu its md-elements) is the sum of the relevances of
fragmentsf and f 0

with QT . Therelevanceto T of query q2 QT in presence of log L is de�ned as

relT(q) = å
f 2 I �

m(T) s.t. f� re f(q)

relT( f )

For instance, with reference to Figure 9.3, the relevance ofq is estimated by summing up

the relevances of fragmentsf and f 0as these are the only fragments ofIm(T) completely

contained inre f(q).

Example 13 (Query relevance)Given the mapping weights in Example 8, the context

weights in Example 9, the log relevance in Example 10, and the extended image in Ex-

ample 11, the relevance of

q = hfMonth;Part;Productg;

f (Product= BikeExcite)g;

f AssembledItems;AssemblyTimegi

is relT(q) = 0:4. The fragments contributing to the query rel-

evance (i.e., those contained in re f(q)) are f BikeExciteg and

f Month;Part;Product;BikeExcite;AssembledItems;AssemblyTimeg. �

In the remainder of this section we explain how we create the setQT of relevant queries,

as introduced in De�nition 23, to be handed to the query selection component. Basically,

in Algorithm 3 we follow a depth-�rst enumeration approach [219] to generate all possible

combinations of the fragments inI �
m(T). This is done by calling the recursive procedure

Expand, whose pseudocode is shown in Algorithm 4, for each fragment available. Within

Expand, functionGen( f ) (Line 1) returns a queryq using the md-elements in fragmentf as

follows:

• Gq includes all the levels inf plus the levels of all the members inf ;
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Algorithm 3 Generation of relevant queries

I NPUT I �
m(T): extended image,g: cardinality threshold

OUTPUT QT : set of relevant queries
1: QT  ? . Result set
2: F  I �

m(T) . Fragment set
3: for each f 2 F do . For each fragment...
4: F  F n f f g
5: Expand(F; f ) . ...generate relevant queries fromf and add them toQT

6: return QT

Algorithm 4 ProcedureExpand(F; f )

I NPUT F: set of fragments,f : fragment to be used for generating queries
1: q  Gen( f ) . Generate a query fromf
2: if wellFormed(q) ^ q 62QT then

. If q is not well-formed and has already been generated, stop
3: if card(q) � g then . If q has low cardinality...
4: QT  QT [ f qg . ...add it toQT

5: for each f 02 F do . For each other fragment inF...
6: F  F n f f 0g
7: Expand(F; f [ f 0) . ...add it tof and generate relevant queries

• Pq includes a selection predicate on each member inf ;

• Mq includes all the measures inf .

To avoid redundancies inGq andPq, only levels and members at the �nest granularity are

kept for each hierarchy. If the query returned byGen( f ) is not already present inQT , has

low cardinality, and is well-formed, it is added to the result (Line 4). Then, recursion is

triggered by callingExpandwith the union off and any other available fragment (Lines 5-7,

parameterF is passed by value).

Remarkably, ifq is not well-formed (Line 2), the current branch of recursion can safely

be pruned. Indeed, a query is not well-formed when either (i) it has non-external predicates

or (ii) it returns a measure that is not available at the required granularity (see De�nition 15).

As to (i), we note thatGen(q) adds to the query group-by set the levels of all the members in

f , so it cannot generate queries with non-external predicates. As to (ii), when proceeding

with the recursion, new md-elements would be added toq; this may make the granularity ofq

�ner but it cannot make it coarser. Thus, the queries obtained by adding further md-elements

to a queryq that is not well-formed can never be well-formed. The current branch can also

be pruned ifq has already been added toQT ; in this case, since we are adopting a depth-�rst

approach, the extension ofq with further fragments has already been done as well. We �nally
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Figure 9.4: Depth-�rst query generation for Example 14 (gray arcs are safely pruned, so gray
queries are not added toQT

note that cardinality cannot be used to prune the search space; indeed, by adding further

md-elements to a high-cardinality query, we get a new query whose cardinality might be

below the thresholdg.

Example 14 (Query generation)Let

I �
m(T) = ff BikeExcite;Quantityg; f Part;Bikeg;

f Month;AssembledItemsg; f Year;AssembledItemsgg

As sketched in Figure 9.4, Algorithm 3 works as follows. The �rst fragment picked

by the for cycle of Line 3 isf BikeExcite;Quantityg, which corresponds to queryq =

hfProductg; f (Product= BikeExcite)g; f Quantitygi . This query is well-formed and it has

cardinality equal to 1, so it is added toQT . The depth-�rst exploration continues by

picking fragmentf Part;Bikeg (Algorithm 4, Line 5) and callingExpandon the union

fragmentf BikeExcite;Quantity;Part;Bikeg. Since measureQuantityis not de�ned at the

part granularity, the query obtained is not well-formed and this branch of recursion is

pruned (Algorithm 4, Line 2). The next fragments picked by Line 5 of Algorithm 4 are

f Month;AssembledItemsg and f Year;AssembledItemsg, which are expanded as shown in

Figure 9.4.

Once the recursion started fromf BikeExcite;Quantityg is terminated, the other three

fragments are picked by Line 3 of Algorithm 3. In particular, whenf Month;AssembledItemsg
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is picked, the corresponding query is added to the result (assuming it has low cardinality).

Now, the fragment is expanded withf Year;AssembledItemsg (Algorithm 4, Line 5), producing

the union fragmentf Month;AssembledItems;Yearg; remarkably, since the corresponding

query is already present in the result (Yearis coarser thanMonth, so it is removed byGen( f )),

this branch is pruned. �

9.5 Query selection

Context interpretation returns the setQT of relevant queries, whose results may be of interest

to the user. This set is potentially exponential in the number of fragments; as we will show in

Figure 9.12, discarding ill-formed and high-cardinality queries does not drastically reduce

the cardinality ofQT , which may easily turn out to be several thousands. Clearly, some

selection has to be done to avoid �ooding the user with tons of (probably very similar to each

other) queries. Thus, the goal of the step discussed in this section is to select fromQT a �xed

numberrq of queries to be recommended to the user. The guiding criterion is to select the

subset of queries that are both maximally relevant to the context and diverse; this is done by

de�ning an ad-hoc measure ofquery set relevancethat takes both relevance and diversity

into account.

To this end, we start by generalizing to sets of queries the de�nition of similarity given

for query pairs in [14]. This de�nition combines three components: one related to group-by

sets, one to selection predicates, and one to measure sets. LetlevBelow(Gq) denote the set

of levels that are below a level ofGq in the roll-up order:

levBelow(Gq) = f l0: l � h l0; for l 2 Gqg

andmemBelow(Pq) denote the set of members that are below a member ofPq in the part-of

order:

memBelow(Pq) = f u0: u � h u0; for u 2 Pqg

De�nition 24 (Query Similarity) Given contextT, letQ� QT . Thesimilarity of the queries

in Q is de�ned as

sim(Q) = a � sgbs(Q)+ b � ssel(Q)+ g� smeas(Q)
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Table 9.2: Md-elements for computing quest similarity in Example 15; intersecting md-
elements are in bold

md-element q0 q00 q000

S
q2Q levBelow(Gq)

Product 3 3
Type 3 3 3

Category 3 3 3
Month 3 3
Year 3 3

S
q2QmemBelow(Pq)

Bike 3
Equipment 3 3 3

S
q2QMq

AssembledItems 3 3 3
AssemblyTime 3

Quantity 3

wherea , b , andg are normalized to 1 and

sgbs(Q) =
j
T

q2Q levBelow(Gq)j

j
S

q2Q levBelow(Gq)j

ssel(Q) =
j
T

q2QmemBelow(Pq)j

j
S

q2QmemBelow(Pq)j

smeas(Q) =
j
T

q2QMqj

j
S

q2QMqj

Like in [14], we choosea = 0:35,b = 0:5, andg = 0:15.

Example 15 (Query similarity) Let Q= f q0;q00;q000g, with

q0= hfProduct;Monthg; f (Type= Bike)g; f AssembledItems;Quantitygi

q00= hfProduct;Monthg; f (Category= Equipment)g; f AssembledItems;AssemblyTimegi

q000= hfTypeg; f (Category= Equipment)g; f AssembledItemsgi

Considering the roll-up and part-of orders in Figure 9.2 and the involved md-elements (see

Table 9.2), it is sim(Q) = 0:35� 2
5 + 0:5� 1

2 + 0:15� 1
3 = 0:44. �

Based on the de�nition of query similarity, we can now de�ne the relevance to the context

of any set of queries. The global relevance of a set of queries cannot be properly computed

as the sum of their relevances due to the intersections between their md-elements, thus we

have to apply the well-known inclusion-exclusion principle [233]. The inclusion-exclusion
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Figure 9.5: Estimation of query set relevance in Example 16

principle counts the number of distinct elements in the union of �nite sets by summing up

the cardinalities of the individual sets, subtracting the number of elements that appear in at

least two sets, adding back the number of elements that appear in at least three sets, and so

on. Similarly, to estimate the global relevance of a set of queries we sum the relevances of

individual queries, subtract the average query relevance weighted by their similarity for any

pair of queries, add back the average query relevance weighted by their similarity for any

triple of queries, and so on.

De�nition 25 (Query Set Relevance)Given contextT, let Q � QT . Therelevanceto T of

Q is de�ned as

relT(Q) = å
? 6= Q0� Q

sim(Q0) �
å q2Q0relT(q)

jQ0j
� (� 1) jQ0j+ 1

Example 16 (Query set relevance)With reference to Figure 9.5, givenQ = f q;q0g such

that rel(q) = 0:8, rel(q0) = 0:7, and sim(Q) = 0:2, it is relT(Q) = relT(q) + relT(q0) �

sim(q;q0) � (relT(q)+ relT(q0))=2 = 1:35. �

Applying the inclusion-exclusion principle in De�nition 25 ensures that, at a parity of

relevances of the single queries, the more diverse these queries are, the higher the query set

relevance. Thus, selecting fromQT the subsetR of rq queries with the maximum query set

relevance implicitly allows AO to recommend queries that are both relevant to the context

and diverse. More formally:

Problem 1 (Query Selection)Given contextT, select the subsetR, ? 6= R� QT , such that

relT(R) � relT(R0) for each? 6= R0� QT .

The query selection problem can be mapped to aWeighted Maximum Coverage Problem

(WMCP) where eachq 2 QT corresponds to a set of elements (i.e., fragments), each with its

own weight (i.e., relevance). We want to �nd out the subsetR� QT with maximal weight and

such thatjRj < rq. The reduction in relevance due to query similarity is taken into account in
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Algorithm 5 Query selection

I NPUT QT : set of relevant queries,rq: number of queries to be recommended
OUTPUT R: recommended query set

1: R ? . Result set
2: Q  QT . Search space
3: while (jRj < rq) ^ (Q 6= ? ) do

. Still room in Rand search space not empty
4: q  argmaxQ(relT(R[ f qg)) . Pick the most promising query...
5: Q  Qn f qg . ... remove it from the search space
6: R R[ f qg . ... and add it to the result

7: return R

the WMCP, which adds only once the weight of elements appearing in more than oneq 2 R.

It is easy to verify that also every WMCP can be mapped to a query selection problem where

(i) for each element a new fragmentf is created, (ii) for each set of elements a new query

q 2 QT is created, and (iii)relT( f ) is set to the weight of the element corresponding tof .

Since the two problems can be mapped to each other, they must have the same complexity.

In [136] it is shown that the WMCP is NP-hard and that it can be faced with polynomial

complexity by adopting a greedy algorithm that, at each iteration, picks the most promising

element; so we adopt the greedy approach whose pseudocode is shown in Algorithm 5.

Basically, at each iteration we pick fromQT the query that, if added to the resultR, maximizes

the query set relevancerelT of R(at the �rst iteration, this equals to picking the most relevant

query). The algorithm is incremental, so queries can be recommended as soon as they are

picked —without having to wait for the algorithm to terminate.

Example 17 (Query selection)LetQT = f q0;q00;q000g such thatrel(q0) = 0:7, rel(q00) = 0:6,

rel(q000) = 0:5, sim(q0;q00) = 0:6, sim(q0;q000) = 0:1, and sim(q00;q000) = 0:2. After initial-

ization, Algorithm 5 picksq0 from QT (Line 4) as it has top query relevance so it also

maximizes query set relevance. At the second iteration,q000is picked at Line 4: although

rel(q00) > rel(q000), q00is more similar toq0thanq000, thus the query set relevance ifq00is added

to R is lower (relT(q0;q00) = 0:91, relT(q0;q000) = 1:14). Assumingrq = 2, query selection

stops here. �

9.6 Experimental tests

In this section, we evaluate the AO framework in terms of (1) effectiveness, (2) ef�ciency,

and (3) user satisfaction (i.e., to what extend the recommended queries meet the users'

desiderata).
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As to (1) and (2), we compare AO to our previous implementation A-BI [95]. AO extends

A-BI mainly by (i) generalizing queries to operate on multiple cubes (drill-across queries

in the OLAP terminology) to better �t real decision-making contexts; (ii) generalizing the

object-to-cube mappings to map onto sets of multidimensional elements, so as to enhance

their expressiveness; (iii) giving a new de�nition of query relevance and the corresponding

formalization of the query selection problem as an optimization problem; and (iv) providing

an extensive experimental evaluation based on a real manufacturing environment. Tests are

carried out against a synthetic benchmark since we assume the problem of context generation

to be addressed by the smart device and, to the best of our knowledge, no AR open dataset

exists.

The user-system interaction works as follows: a session simulates a user walking through

a factory of 10 rooms. While moving, she collects one view of each room (in a session

each room is visited once). From each view, the smart device recognizes a set of objects

belonging to the dictionary and lists them into a context. For each context, AO recommends

a setRof queries to the user; she either chooses one of these queries (i.e., she gives a positive

feedback for one of the recommended queries) or formulates an additional query that is

slightly different from the ones proposed (i.e., she gives a negative feedback for all the

queries and adds a new one). After some time, the user ends her exploration of the factory

(i.e., her session). When a new user enters the factory (i.e., a new session begins), AO relies

on the query log to recommend a new set of queries that better suit her interests. Since each

session covers 10 rooms, after each session 10 contexts are added to the log together with the

corresponding user feedback. The contexts related to each room may be slightly different,

since the user could perceive the room from a different point of view, or the smart device

could fail to recognize some of the objects.

This interaction is simulated by randomly generating 10 seed contexts, each correspond-

ing to a different room. Seed contexts differ signi�cantly from each other. Then, to simulate

multiple visits of each room, small context variations are generated starting from each seed

(i.e., different room perspectives). The number of objects recognized in each room (i.e., the

context cardinality) ranges between 10 and 16. The test is repeated 10 times and the average

behavior is considered.

We denote withs the number of sessions, i.e., the number of times each room has already

been sensed. Besides, for each context, we call:

• qmax the query with maximal relevance inR. We recall that Algorithm 5 always

recommends the set ofrq well-formed queries with the highest relevance to the context.

• qu the query formulated by the user. We denote withd the similarity between the user

query and the maximal query (d = sim(f qu;qmaxg), as of De�nition 24). The lower the
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Table 9.3: Notation summary

Notation Meaning
T Context (corresponds to a view of a factory room)
R Set of recommended queries
rq = jRj 2 [1;4] Number of recommended queries
qmax Query with maximal relevance to the context
qu User query
qdiv Query most similar toqu

s2 [0;8] Number of times the user has already sensed a context
d 2 [0:5;1] Similarity betweenqu andqmax
g = 1000 Query cardinality threshold
e = 0:8 Context similarity threshold
h = 0:2 Fragment relevance threshold
q 2 [0:05;0:25] Diversi�cation threshold for A-BI

Figure 9.6: The user queryqu, the maximal queryqmax, and the setR of recommended
queries; among them,qdiv is the one most similar toqu

value ofd, the higher the difference between the user and maximal queries; ifd = 1,

the user exactly chooses the maximal query.

• qdiv the query most similar toqu among those inR.

A notation summary is provided in Table 9.3.

Queriesqu andqmax can be different since the relevance initially estimated by AO might

not be aligned with the user's perceived one. This gap, evaluated in Section 9.6.3, decreases

as the user returns in the same rooms since AO can exploit the log to align its estimation

of relevance to the user's one. An intuitive representation ofqu, qmax, andqdiv is shown

in Figure 9.6, where the query space is represented as a Cartesian plane with Euclidean

distances.

We executed our tests against a cube including 5 linear hierarchies with 5 levels each.

Each dimension has 64 members, determining a maximum cube cardinality of about109.

The dictionary includes one entry for each md-element (i.e., we assume the smart device

can recognize every single element of the cube); each dictionary entryd is mapped to a

fragmentf containing at most 3 md-elements. Mapping weightswmap(d;e) randomly range

in [0:2;1]. Note that AO entails mappings with higher expressiveness than A-BI, where
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Figure 9.7: Average similarity betweenqdiv and qu (left) and average relevance of the
recommended query set (right) for increasing values ofrq (s= 0, d = 0:7, jTj = 12)

dictionary entries were mapped to single md-elements. Also, while in AO diversi�cation

is inherently tied to the maximization of the relevance of the returned queries, in A-BI it

is ruled by a speci�c parameter,q. We will compare the two approaches using different

thresholds of diversi�cationq 2 [0:05;0:25]; in the �gures, with A-BI0:15 we denote a run of

A-BI with a diversi�cation threshold set to 0.15. Values ofq higher than 0.25 deviate too

much from the queries related to the context and are not considered [95].

9.6.1 Effectiveness

AO can recommend a variable number of queries,rq. The higherrq, the larger the user

effort in choosing the best query out of the recommended ones. In an AR context, due to

real-time and visualization constraints, this aspect becomes even more critical; thus, we limit

the maximum number of retrieved queries torq = 4.

Figure 9.7 characterizesR when different numbers of relevant queries are recommended

to the user. The left part of the �gure shows that the recommendation effectiveness, measured

as the similarity between the user's queryqu andqdiv, improves asrq increases. Remarkably,

the similarity betweenqdiv andqu is always higher for AO than for A-BI, independently of the

diversi�cation strengthq used by A-BI. AO overcomes A-BI due to (1) its enriched mapping

expressiveness; (2) the improved algorithm for generating relevant queries (Algorithm 4);

and (3) the implicit diversi�cation process. As to (1), given two md-elements that are only

relevant if picked together, in AO they can only appear together in a query, while in A-BI

they may be added to the query individually. As to (3), the diversi�cation effectiveness

in AO is better understood from Figure 9.7 (right), which shows that the relevance of the

recommended query set is always superior to A-BI, independently of the diversi�cation

strengthq.
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Figure 9.8: Average similarity betweenqdiv andqu asqu diverges from the context; solid
and dashed lines refer torq = 1 (no diversi�cation) andrq = 4 (diversi�cation), respectively
(s= 0, jTj = 12)

Figure 9.9: Average similarity betweenqdiv andqu for repeated visits when the context
slightly changes (left) andqu slightly changes (right) (d = 0:7, rq = 1, jTj = 12)

Although Figure 9.7 (left) shows that the similarity betweenqdiv andqu slightly increases

with rq, the actual impact of diversi�cation will be better appreciated in Section 9.6.3, where

we will see that the users preferred a recommended query different from the most relevant

queryqmax in 15% of the times. This con�rms the bene�t of diversi�cation in offering

users different query �avors among which to choose [276]). Clearly, when there is a low

correlation between the user's interest and the context, it becomes hard for a recommender to

return useful answers. In our tests this divergence between the context and the user's query is

simulated by increasingd; Figure 9.8 shows that even in this case AO improves over A-BI,

and that diversi�cation helps in mitigating the correlation gap.

As rooms are repeatedly visited, collaborative �ltering comes into play and the effective-

ness of AO improves. Figure 9.9 depicts to what extent the query log helps in makingqdiv

closer toqu. In a real scenario, both the context and the user queryqu could slightly change

in different visits. Figure 9.9 compares the recommendation effectiveness when the user

query is �xed (left) and when the context is �xed (right). It is apparent that, whenqu is �xed,

qdiv quickly converges toqu. Convergence is not complete due to context variations: like

hybrid recommendation approaches [191], AO merges the user's interests stored in the log

with the a-priori knowledge stored in the enriched image. If, for the very same context, the

user requires slightly different queries across different visits, convergence is limited to the

query fragments that are permanently required. In all cases, AO performs better than A-BI.

To better emphasize how the hybrid nature of AO impacts effectiveness, in Figure 9.10

we compare it to the two baselines given by its pure collaborative �ltering behavior on the
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Figure 9.10: Average similarity betweenqdiv andqu for repeated visits when both the context
andqu slightly changes (rq = 2, jTj = 12)

Figure 9.11: Ef�ciency of AO for increasing values ofrq andjTj (s= 0, d = 0:7; where not
speci�ed,rq = 4 andjTj = 12)

one hand, by its pure context-based behavior on the other. The �rst baseline, namedColl,

returns the query that was chosen in the past from the most similar context; the second one,

Ctx, returns the maximal query. Overall,Coll achieves worse performances than AO since (i)

no query is returned fors= 0 (i.e.,sim() = 0), (ii) it completely ignores the currently sensed

entities as it only contains entities sensed in the past, and (iii) if the user picks different

queries in similar contexts, collaborative �ltering initially oscillates between different queries.

Conversely, AO outperformsCtx since the latter cannot keep into account the fragments that

are actually chosen by the user even if they are not coded by mappings. Finally,Coll is worse

thanCtx since its recommendations sum up two errors: the exclusion of currently sensed

entities, and the inclusion of entities sensed in the past that are included in the target query.

9.6.2 Ef�ciency

We ran the tests on a machine equipped with Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz

CPU and 8GB RAM, with the AO framework implemented in Scala; the log is stored in main
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Figure 9.12: Effects of pruning in Algorithm 4 (Line 2) as the number of algorithm iterations

memory. Figure 9.11 (left) shows thetotal time required to recommend increasing numbers

of queries. Remarkably, the order of magnitude is10� 1 seconds. Besides, although the

execution time slightly increases withrq, the time needed to return the �rst recommendation

is �xed as Algorithm 5 never drops a query once it has been added to the result setR.

Figure 9.11 (right) shows the increase in execution time for larger contexts (the higher the

number of context entries, the higher the number of mappings). Query generation (which

encompasses Algorithms 3 and 4) accounts for most of the time; indeed, the generative

approach is computationally heavy, requiring to �nd, inside the fragment space, a potentially

exponential number of relevant queries. Pruning in Algorithm 4 (Line 2) helps in constraining

the generation search space. Figure 9.12 shows how pruning decreases the (exponential)

number of generated queries for different context cardinalities. Remarkably, when large

contexts are considered it is possible to cut down generation times by constraining the number

of generated queries.

We �nally emphasize that the execution time corresponds to the time necessary to generate

the recommended queries, and not to the time to actually execute them. Queries are executed

against the enterprise data mart and their performance clearly depends on the underlying

multidimensional engine.

9.6.3 User evaluation

There is no point in recommending a set of queries if the relevance estimated by the recom-

mender signi�cantly differs from the user's one. To assess how close the user's relevance

is to the one of AO or, in other words, to assess the recommendation quality, we conducted

a set of tests with 30 users, mainly master students in data science with basic or advanced

knowledge of business intelligence and data warehousing. The evaluation is based on a

real-world factory environment provided by Technogym, a large Italian company producing

gym equipment. After a 10 minute introduction to AO, we simulated two user sessions in
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which the user enters two rooms for the �rst time (i.e., the log is not considered). For each

room, the user was asked to impersonate a production controller and to suggest a GPSJ

queryqu that could help her in carrying out an assigned task based on a given context. To

avoid biases, the assigned tasks were generic, meaning that there is not a single query that

obviously ful�lls the task, so the suggested queries depend on the personal interpretation of

the task. In each room, once the user has provided her query, three queries recommended by

AO were presented to her. Finally, the user was asked to provide (1) theperceivedsimilarity

of each recommended query to the query she suggested, and (2) a score (on a scale from 1 to

10) indicating how the recommended queries are deemed to be relevant to the context and to

the proposed task. The �rst question enables the evaluation of how the similarity adopted in

AO is perceived by the users independently of the relevance of the recommended queries

to the context. Conversely, the second question is aimed at understanding the perceived

relevance of the recommended queries to the context/task.

Example 18 (Room visit) With reference to theAssemblycube and to the context repre-

sented in Figure 9.1

T = fhf Object;BikeExcitegi ;hfObject;Seatgi ;

hfDate;20/05/2019gi ;hfRole;Controllergig

the assigned task is: “Analyze the assembly speed with reference to the context”. Examples

of queries recommended by AO are

q = hfYear;Part;Productg;

f (Year= 2019) AND (Part = Seat) AND (Product= BikeExcite)g;

f AssembledItems;AssemblyTimegi

q0= hfYear;Part;Categoryg

f (Year= 2019) AND (Part = Seat) AND (Category= Sport)g;

f AssembledItems;AssemblyTimegi

q00= hfDate;Part;Categoryg;

f (Date= 20/05/2019) AND(Part = Seat) AND(Category= Sport)g;

f AssembledItems;AssemblyTimegi

�

The results are summarized in Table 9.4. The average perceived similarity between the

user queryqu and the three queries recommended by AO is0:58+� 0:20 for Room 1 and



9.7 Conclusion 109

Table 9.4: Results of user evaluation

Room 1 Room 2
Avg. sim() 0:59+� 0:15 0:61+� 0:15
Avg. perceived similarity 0:58+� 0:2 0:57+� 0:2
Pearson correlation 0.41 0.41
qmax matches 62% 69%
qdiv matches 77% 88%

0:57+� 0:20 for Room 2, which is very close to the one computed throughsim() (0:59+� 0:15

and0:61+� 0:15, respectively). Having near values is not enough to certify the coherence

between the two similarities, thus we also computed their Pearson correlation coef�cient

obtaining an overall correlation of 0.41, which further supports this coherence.

As to the perceived relevance of recommended queries to the assigned tasks, the users

evaluated the relevance of the recommended query set as 7.85 for Room 1 and 7.62 for Room

2, proving their satisfaction towards the recommendation. We �nally emphasize that, without

diversi�cation (rq = 1), AO would return only the most relevant query,qmax, which turned

out to be the most similar one toqu in 62% of cases for Room 1 and 69% of cases for Room

2. When diversi�cation is taken into account (rq = 3), these percentages increase to 77% for

Room 1 and 88% for Room 2.

9.7 Conclusion

The AO framework is a �rst result in the direction of establishing a tight connection between

analytical reporting and AR applications. Besides proposing a reference functional architec-

ture and an interaction process, in this chapter we have shown that query recommendations

can be given in real-time, highlighting the role of diversi�cation and collaborative �ltering

in improving their effectiveness. Noticeably, our framework could be easily generalized to

operate in other contexts, e.g., to recommend analytical queries concerning nearby objects

based on the recognition of RFID tags.

AO can be improved along different directions. First of all, it would be interesting to

investigate how AO could be turned into a purely statistical framework where all weights are

expressed in terms of probabilities and reasoning is probabilistic as well; in this case, the

log could be used to directly update mapping weights. Another possibility is to extend our

model of context to a graph, so as to base recommendations on separate groups of entries

(e.g., to distinguish foreground from background objects and to make mappings role-aware);

this could be particularly relevant to take egocentric computer vision and engagement into
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account [260]. Also the execution performances of recommended queries deserve further

attention. Some possible enhancements here would be (i) to add a criterion for query selection

that also considers an estimate of the query performance and (ii) to give users, for each

recommended query, an estimate of its execution time plus a quick preview of its its results;

note that the latter point would raise some interesting possibilities for multiquery optimization

and caching. Finally, recommendation could also be extended from plain OLAP queries

to complex analytics, e.g., anomaly detection: some event that is not in line with historical

trends is going on, so it should be singled out.



Chapter 10

Conversational OLAP

10.1 Introduction

Nowadays, one of the most popular research trends in computer science is the democratization

of data access, analysis, and visualization, which means opening them to end-users lacking

the required vertical skills on the services themselves. Smart personal assistants [120] (Alexa,

Siri, etc.) and auto-machine-learning services [250] are examples of such research efforts

that are now on corporate agendas [34].

In particular, interfacing natural language processing (either written or spoken) to database

systems opens to new opportunities for data exploration and querying [168]. Actually, in the

area of data warehouse, OLAP itself is an“ante litteram" smart interface, since it supports

the users with a “point-and-click" metaphor to avoid writing well-formed SQL queries.

Nonetheless, the possibility of having a conversation with a smart assistant to run an OLAP

session (i.e., a sequence of related OLAP queries) opens to new scenarios and applications.

It is not just a matter of further reducing the complexity of posing a query: a conversational

OLAP system must also provide feedback to re�ne and correct wrong queries, and it must

have memory to relate subsequent requests. A reference application scenario for this kind of

framework isaugmented OLAP(Chapter 9), where hand-free interfaces are mandatory.

In this chapter, we propose COOL, a COnversational OLap framework able to convert

a natural language text into a GPSJ query and to support query disambiguation and OLAP

navigation. GPSJ [124] is the main class of queries used in OLAP since it enables Generalized

Projection, Selection and Join operations over a set of tables. Although some natural language

interfaces to databases have already been proposed, to the best of our knowledge this is the

�rst proposal addressing full-�edged OLAP analytical sessions through a natural language

interface.

In our vision, the desiderata for an OLAP smart interface are the following.
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#1 It must be automated and portable: it must exploit cubes metadata (e.g., hierarchy

structures, role of measures, attributes, and aggregation operators) to increase its

understanding capabilities and to simplify the user-machine interaction process.

#2 It must handle OLAP sessions rather than single queries: in an OLAP session the �rst

query is fully described by the text, while the following ones are implicitly/partially

described by an OLAP operator (e.g., drill down, roll up, slice and dice) and require to

handle the context and to have memory of the previous queries.

#3 It must be robust with respect to user inaccuracies in using syntax, OLAP terms, and

attribute values; also, it must be able to exploit implicit information.

#4 It must be easy to con�gure on a data warehouse (DW) without a heavy manual

de�nition of the lexicon.

More technically, our text-to-SQL approach is based on a grammar driving the parsing of

natural language descriptions of GPSJ queries. The recognized entities include a set of typical

query terms (e.g.,group by, select) and the domain-speci�c terms and values automatically

extracted from the DW (see desiderata #1 and #4). Robustness (desiderata #3) is one of the

main goals for COOL and is pursued in all the interpretation steps: lexicon identi�cation is

based on a string similarity function, multi-word terms are handled throughn-grams, and

alternative query interpretations are scored and ranked. To sum up, the main contributions of

this chapter are:

1. a list of features and desiderata for an effective conversational OLAP system;

2. an architectural view of COOL;

3. an original approach to translate a natural language analytical session into an OLAP

session that starts with a well-formed GPSJ query (Full query step in Figure 10.1)

and that re�nes the GPSJ query with known OLAP operators (OLAP operatorstep in

Figure 10.1);

4. an analysis of the speci�cities of natural language interfaces in the OLAP context;

5. a set of tests to verify the ef�ciency and effectiveness of our approach. In particular,

we carried out tests with real users to assess how well (i.e., quick, simple and accurate)

COOL supports interactions.

The remainder of the chapter is organized as follows. Section 10.2 provides an

overview of COOL by sketching the functional architecture and the interpretation steps.
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Figure 10.1: A functional architecture of COOL. Grayed-out elements are out of the chapter
scope.

Figure 10.2: Simpli�ed DFM representation of the FoodmartSalescube.

Section 10.3 presents the contents of theKB, while the following sections introduce the

core steps within theIntepretation step, i.e.,Tokenization & Mapping (Section 10.4),

Parsing (Section 10.5), andChecking & Annotation (Section 10.6). The remaining steps

Disambiguation & EnhancementandSQL generation are respectively discussed in Sec-

tion 10.7 and Section 10.8. In Section 10.9, a large set of tests assesses the effectiveness,

ef�ciency, and user experience of COOL. Section 10.10 discusses related works on natural

language interface to database systems. Finally, Section 10.11 draws the conclusions and

discusses the evolution of COOL.

10.2 Overview of COOL

Figure 10.1 sketches a functional view of the architecture. Given aDW, that is a set of

multidimensional cubes together with their metadata, we distinguish between an of�ine phase

(to initialize and con�gure the system) and an online phase (to enable the user interaction).



114 Conversational OLAP

10.2.1 The of�ine phase

Theof�ine phase extracts the DW-speci�c terms used by users to express the queries. Such

information are stored in the knowledge base of COOL (KB), which relies on the Dimensional

Fact Model (DFM) expressiveness [112]. Noticeably, this phase runs only when theDW

undergoes modi�cation either in the cube schemas or in their instances. More in detail,

theAutomatic KB feeding process extracts the categorical attribute values and metadata

from the cubes (e.g., attribute and measure names, table names, hierarchy structures) and

possibly extends them with synonyms, automatically extracted from open data ontologies

(Wordnet [197] in our implementation) to widen the language understood by COOL. Besides

the domain-speci�c terminology, theKBalso includes the set of standard OLAP terms

that are domain independent and that do not require any feeding (e.g.,group by, where,

select). Further enrichment can be optionally carried out manually (i.e., by theManual

KB enrichment step) when the application domain involves a non-standard vocabulary

(i.e., when the physical names of tables and columns do not match the words of a standard

vocabulary). A closer look to the contents of theKBis given in Section 10.3.

10.2.2 The online phase

Theonlinephase runs every time a natural language query is issued to COOL. The spoken

query is initially translated to text by theSpeech-to-text software module. This task is out

of scope in our research and we exploited the public Web Speech API in our implementation

(https://wicg.github.io/speech-api/).

The uninterpreted text is then analyzed by theInterpretation step that actually consists

of two alternative steps:Full query is in charge of interpreting the texts describing full

queries (which typically happens when an OLAP session starts), whileOLAP operator

modi�es the latest query when the user states an OLAP operator along an OLAP session.

The switch between the two steps to manage the conversation (i.e., a user/COOL dialog) is

modeled by two states:engageandnavigate.

• Engage: this is the initial state, in which the system expects a full query to be issued and

whose interpretation is demanded toFull query . When COOL achieves a successful

interpretation (i.e., it is able to run the query) it switches to thenavigatestate.

• Navigate: the dialogue evolves by iteratively applying OLAP operators that re�ne

the query (i.e., which de�ne an OLAP session). The management of these steps is

demanded toOLAP operatoruntil a resetcommand is applied, making COOL return

to theengagestate.
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Figure 10.3: Interpretation of natural language; theKBis involved in all steps. The
Interpretation steps are replicated for bothFull query andOLAP operator.

On the one hand, understanding a single OLAP operator is simpler since it involves less

elements than a complete GPSJ query. On the other hand, it requires to have memory of

previous queries (stored in theLog) and to understand which part of the previous query must

be modi�ed. BothFull query andOLAP operatorfollow the computational steps repre-

sented in Figure 10.3: (i)Tokenization & Mapping (see Section 10.4), (ii)Parsing (see

Section 10.5), and (iii)Checking & Annotation (see Section 10.6), but provide different

implementations of (ii) and (iii).

Due to natural language ambiguities, speech-to-text inaccuracies and wrong query formu-

lations (e.g., applyingcountoperator on a measure or grouping by a descriptive attribute),

part of the text can be misunderstood. TheDisambiguation & Enhancementstep solves

ambiguities (if any) by asking appropriate questions to the user. The reasons behind the

misunderstandings are manifold, including (but not limited to): ambiguities in the aggrega-

tion operator to be used; inconsistency between attribute and value in a selection predicate;

identi�cation of relevant elements in the text without understanding their role in the query.

The output of the previous steps is a data structure (i.e., a parse tree) that models the query

and that can be automatically translated into an SQL query by exploiting the DW structure

stored in theKB. Finally, the obtained query is run on theDWand the results are reported to the

user by theExecution & Visualization software module. Such module could exploit a

standard OLAP visualization tool or it could implement voice-based approaches [269] to

create an end-to-end conversational solution. The visual interaction could rely on the DFM,

which natively provides a graphical representation for multidimensional cubes and queries:

such representation is conceptual and user-oriented, and its effectiveness is con�rmed by its

adoptions in commercial tools [143] for both modeling and descriptive purposes. Although

we have built a prototype to enable the evaluation of COOL (see Section 10.9), the discussion

of this module is out of the scope of the chapter.
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10.3 The knowledge base

The Knowledge Base (KBin Figure 10.1) relies on the basic expressiveness of the DFM

[112], which includes the multidimensional concepts introduced in Section 8.3.

The content ofKBcan be divided intoentitiesand structural information. Entities

compose the translated lexicon (i.e., theInterpretation step directly looks for their

occurrence in the user's text), while structural information supports the interpretation (e.g.,

patterns necessary to recognize dates and numbers) and enables consistency checks on the

interpreted query and the SQL generation(e.g., DW schema). More in detail, an entity

E = ht1; :::; tr i is a sequence of textual words (i.e., a single distinct meaningful element

of speech or writing). We refer to the set ofall entities in theKBas E = f E1; :::;Emg.

Additionally, several synonyms can be stored for each entity (Table 10.1), enabling COOL to

cope with slang and different shades of the text.

Orthogonally, entities and structural information are eitherdomain-agnosticor domain-

dependent. The domain-agnostic content includes those keywords and patterns that are

typically used to express a query.

• Intention keywords: entities expressing the role of the subsequent part of text. Exam-

ples of intention keywords aregroup by, selectandwhere.

• Operators: entities including logic (not, and, or), comparison (= ;<>;>;<; � ; � )

and aggregation operators (e.g.,sum, avg, min, max).

• Patterns of dates and numbers: structures used to automatically recognize dates and

numbers in raw text.

TheKBdomain-dependent content is automatically collected by querying theDWand its

data dictionary and is stored in a QB4OLAP [82] compatible repository.

• DW element names: entities corresponding to measures, dimensional attributes and

fact names.

• DW element values: entities corresponding to values from categorical attributes

(together with their frequency), and to statistical values (e.g., minimum and maximum)

for numerical attributes.

• Hierarchy structure : information about the roll up relationships between attributes.

• Aggregation operators: information about the operators applicable to each measure

and the default one.
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Table 10.1: Sample of domain-agnostic and domain-speci�c entities with their synonyms.
Domain-speci�c entities refer to theSalescube from Figure 10.2

Domain Type Entity Synonym samples

Agnostic

Intention keyword
where in, on, such that, �lter
group by by, for each, per

Operator
= ; � equal to; greater than
sum total, amount
avg average, medium

Speci�c
DW element name

Sales transactions
UnitSales quantities
Gender sex

DW element value Drink beverage

• DB tables: information about the structure of the database implementing theDW,

including table and attribute names, primary and foreign key relationships.

Example 19 (Cube, Entities and Synonyms)In theSalesfact schema in Figure 10.2,Prod-

uct andStoreare dimensions,Month is a dimensional attribute andNameis a descriptive

attribute.StoreSalesandUnitSalesare measures. It is possible to aggregateStoreSalesusing

sumandavgaggregation operators. An example of GPSJ query would ask to “return the

total quantity sold by month and type only for Italian stores". Drilling down fromTypeto

Productmeans grouping on a �ner attribute. Conversely rolling up fromMonth to Year

means grouping on a coarser attribute. Finally, we can further slice and dice by adding

a �lter on a speci�c Categoryof products. With reference to theSalescube,Month and

UnitSalesare domain-speci�c entities, whileavgis a domain-agnostic entity. Examples of

synonyms foravgare “average" and “medium". �

10.4 Tokenization & mapping

A raw textT can be modeled as a sequence of tokens (i.e., single words)T = ht1; :::; tzi . The

goal of this step is to identify inT the entities, i.e., the only elements that will be involved

in theParsing step. Turning a text into a sequence of entities means �nding amapping

between tokens inT andE.

De�nition 26 (Mapping & Mapping function) A mapping functionM(T) is a partial func-

tion that associates sub-sequences (or n-grams) 1 from T to entities inE such that:
1The termn-gram is used as a synonym of sub-sequence in the area of text mining.
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• sub-sequences of T have length n at most;

• the mapping function determines a partitioning of T ;

• a sub-sequenceT0 = hti ; :::; tl i 2 T (with jT0j � n) is associated to an entityE if

and only ifSim(T0;E) > a (whereSim() is a similarity function, later de�ned) and

E 2 TopN(E;T0) (whereTopN(E;T0) is the set ofN entities inE that are the most

similar to T0according to Sim(T0;E)).

The output of a mapping function is a sequenceM = hE1; :::;El i on E that we call amap-

ping. Given the mappingM, the similaritiesSim(T0;Ei) between each entityEi and each

corresponding tokenT0are also retained and denoted withSimM(Ei). A mapping is said to

bevalid if the fraction of mapped tokens inT is higher than a given thresholdb. We callM

the set of valid mappings.

Several mappings might exist betweenT andE since De�nition 26 admits sub-sequences

of variable lengths (corresponding to different partitionings ofT) and associates the top

similar entities to each sub-sequence. This increases interpretation robustness (since it allows

to choose, in the next steps, thebest text interpretationout of a higher number of candidates),

but it can lead to an increase in computation time. The generated mappings differ both in

the number of entities involved and in the speci�c entities mapped to a token. In the simple

case where multi-token mappings are not possible (i.e.,n = 1 in De�nition 26) the number

of generated mappings for a raw textT, such thatjTj = z, is:

z

å
i= dz�be

�
z
i

�
� Ni (10.1)

The formula counts the possible con�gurations of suf�cient length (i.e., higher or equal to

dz� be) and, for each length, count the number of mappings determined by the top similar

entities. Since the number of candidate mappings is exponential, we consider only the most

signi�cant ones througha , b , andN: a imposes sub-sequence of tokens to be very similar

to an entity;N further imposes to consider only theN entities with the highest similarity;

�nally, b imposes a suf�cient portion of the text to be mapped.

The similarity functionSim() is based on the Levenshtein distance and keeps token

permutation into account to make similarity robust to token permutations (e.g., sub-sequences

hP:;Edgari andhEdgar;Allan;Poei must result similar). Given two token sequencesT and
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Figure 10.4: Token dispositions: arcs denote the correspondence of tokens for a speci�c
disposition (the bolder the line, the higher the similarity). The disposition determining the
maximum similarity is shown in a dashed rectangle.

W with jTj = l ; jWj = msuch thatl � m it is:

Sim(ht1; :::; tl i ;hw1; :::;wmi ) =

max
D2Disp(l ;m)

å l
i= 1sim(ti ;wD(i)) � max(jti j; jwD(i) j)

å l
i= 1max(jti j; jwD(i) j) + å i2D̂ jwi j

whereD 2 Disp(l ;m) is an l-disposition off 1; :::;mg and D̂ is the subset of values in

f 1; :::;mg that are not present inD. FunctionSim() weights token similarity based on

their lengths (i.e.,max(jti j; jwD(i) j) and penalizes similarities between sequences of different

lengths that imply unmatched tokens (i.e.,å i2D̂ jwi j).

Example 20 (Token similarity) Figure 10.4 shows some of the possible token dispositions

for the two token sequencesT = hP:;Edgari andW = hEdgar;Allan;Poei . The disposition

determining the highest similarity is surrounded by a dashed rectangle; the similarity is0:46

and it is calculated as

Sim(T;W) =
sim(P:;Poe)jPoej + sim(Edgar;Edgar)jEdgarj

jPoej + jEdgarj + jAllanj

�

We assume the best interpretation of the input text to be the one where (1) all the entities

discovered in the text are included in the query (i.e., all the entities are parsed through

the grammar) and, (2) each entity discovered in the text is perfectly mapped to one sub-

sequence of tokens (i.e.,SimM(Ei) = 1). The two previous statements are modeled through

the following score function. Given a mappingM = hE1; :::;Emi , we de�ne its score as

Score(M) =
m

å
i= 1

SimM(Ei) (10.2)
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The score is higher whenM includes several entities with high values ofSimM. Although at

this stage it is not possible to predict if a mapping will be fully parsed, it is apparent that the

higher the mapping score, the higher its probability to determine an optimal interpretation.

As it will be explained in the Section 10.6, sorting the mappings by descending score also

enables pruning strategies to be applied.

Example 21 (Tokenization & mapping) With reference to Table 10.1, given the set of enti-

tiesE and a tokenized textT = hmedium;sales; in;2019;by;the; regioni , examples of map-

pings M1 and M2 are:

M1 = havg;UnitSales;where;2019;group by; regioni

M2 = havg;UnitSales;where;2019;group by;Regini

where “medium" is mapped toavgsince “medium" is a known synonym of the aggregation

operatoravg, “ in" is mapped towheresince “in" can express time-related predicates, “the"

is discarded being a stop word, and “region" is mapped to the attributeRegionin M1 and

to the value “Regin" in M2 (where “Regin" is a value of attributeCustomerthat holds a

suf�cient similarity). �

10.5 Parsing

Parsing is the process of analyzing a sequence of entities (i.e., a mapping) to determine its

syntactical structure with respect to a formal grammar. Parsing outputs a data structure called

parse tree that is used by COOL to translate a mapping into SQL.

10.5.1 Full query parsing

In Full query , Parsing is responsible for the interpretation of a complete GPSJ query

stated in natural language. Parsing a full query means searching in a mapping the complex

syntax structures (i.e.,clauses) that build-up the query. Given a mappingM, the output of

a parser is aparse treePTM, i.e. an ordered tree that represents the syntactic structure of a

mapping according to the grammar described in Figure 10.5. To the aim of parsing, entities

are terminal elements in the grammar.

As a GPSJ query consists of 3 clauses (measure, group by and selection), in our grammar

we identify four types of derivations2:
2A derivation in the formhXi ::= e represent a substitution for the non-terminal symbolhXi with the given

expressione. Symbols that never appear on the left side of::= are named terminals. Non-terminal symbols are
enclosed betweenhi, while terminal symbols are enclosed between “ ".
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hGPSJi ::= hMCihGCihSCi j hMCihSCihGCi j hSCihGCihMCi j hSCihMCihGCi

j hGCihSCihMCi j hGCihMCihSCi j hMCihSCi j hMCihGCi

j hSCihMCi j hGCihMCi j hMCi

hMCi ::= ( hAggihMeai j hMeaihAggi j hMeai j hCntihFcti j hFctihCnti

j hCntihAttr i j hAttr ihCnti )+

hGCi ::= “group by” hAttr i +

hSCi ::= “where” hSCAi

hSCAi ::= hSCNi “and” hSCAi j hSCNi

hSCNi ::= “not” hSSCi j hSSCi

hSSCi ::= hAttr ihCopihVali j hAttr ihVali j hValihCopihAttr i j hValihAttr i j hVali

hCopi ::= “ = ” j “ <> ” j “ > ” j “ < ” j “ � ” j “ � ”

hAggi ::= “sum” j “avg” j “min” j “max” j “stdev”

hCnti ::= “count” j “count distinct”

hFcti ::= Domain-speci�c facts

hMeai ::= Domain-speci�c measures

hAttr i ::= Domain-speci�c attributes

hVali ::= Domain-speci�c values

Figure 10.5: Backus-Naur representation of theFull query grammar. Entities from theKB
are terminal symbols. “+" identi�es a list of at least 1 symbol.

• Measure clausehMCi : this derivation consists of a list of measure/aggregation opera-

tor pairs.

• Group by clausehGCi : this derivation consists of a sequence of attribute names

preceded by the entity “group by”.

• Selection clausehSCi : this derivation consists of a Boolean expression of simple

selection predicateshSSCi preceded by the entity “where”.

• GPSJ query hGPSJi : this derivation assembles the �nal query. Only the measure

clause is mandatory since a GPSJ could aggregate a single measure with no selections.

The order of clauses is irrelevant; this implies the proliferation of derivations due to

clause permutations.

As shown in Figure 10.5, some derivations admit also partial forms (e.g., a measure clause

hMCi missing its aggregation operatorhAggi ); in these cases, theChecking & Annotation

step will try to infer the omitted derivations (see Section 10.6).
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(a) The entire mapping is parsed (i.e.,PFM = PTM). (b) “group by” hVali cannot be parsed.

Figure 10.6: Parse forests from Example 21.

The GPSJ grammar is LL(1)3 [23], is not ambiguous (i.e., each mapping admits, at most,

a single parse treePTM) and can be parsed by a LL(1) parser with linear complexity [23].

If the input mappingM is fully parsed,PTM includes all the entities as leaves. Conversely,

if only a portion of the input belongs to the grammar, an LL(1) parser produces a partial

parsing, meaning that it returns a parse tree including the portion of the input mapping that

belongs to the grammar (i.e., thePT rooted inhGPSJi ). The remaining entities can be either

singletons or complex clauses that were not possible to connect to the main parse tree. We

will call parse forestPFM the union of the parse tree with residual clauses. Obviously, if

all the entities are parsed, it isPFM = PTM. Considering the whole forest rather than the

simple parse tree enables disambiguation and errors to be recovered in theDisambiguation

& Enhancementstep (Section 10.7). To keep the terminology simple, we will refer to the

parser's output as a parse forest independently of the presence of residual clauses.

Example 22 (Parsing) Figure 10.6 reports the parsing outcome for the two mappings in

Example 21.M1 is fully parsed, thus its parse forest corresponds to the parse tree (i.e.,

PTM1 = PFM1). Conversely, inM2 the last token is wrongly mapped to the attribute value

Reginrather than to the attribute nameRegion. This prevents the full parsing and the parse

tree PTM2 does not include all the entities in M2 (i.e., PTM2 6= PFM2). �

10.5.2 OLAP operator parsing

In OLAP operator, Parsing is responsible for searching in a mapping the syntactic struc-

tures of the OLAP operators that build-up the conversation. The whole grammar is described

in Figure 10.7 (we do not report grammar derivationshAttr i , hMCi andhSSCi in common

3The rules presented in Figure 10.5 do not satisfy LL(1) constraints for readability reasons. It is easy to
turn such rules in a LL(1) compliant version, but the resulting rules are much more complex to be read and
understood.
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hOPERATORi ::= hDRILLi j hROLLUPi j hSADi j hADDi j hDROPi j hREPLACEi

hDRILLi ::= “drill ” hAttr i f rom “to” hAttr i to j “drill ” hAttr i

hROLLUPi ::= “ rollup” hAttr i f rom “to” hAttr i to j “ rollup” hAttr i

hSADi ::= “slice” hSSCi

hADDi ::= “add” (hMCi j hAttr i j hSSCi )

hDROPi ::= “drop” (hMCi j hAttr i j hSSCi )

hREPLACEi ::= “ replace” (hMCi old “with” hMCi new j hAttr i old“with” hAttr i new

j hSSCi old “with” hSSCi new)

Figure 10.7: Backus-Naur representation of theOLAP operatorgrammar. Entities from
theKBare terminal symbols. We omit the derivationshMCi ;hAttr i ;hSSCi that are in com-
mon with Figure 10.5. Decoration of non-terminals with subscript is used for the sake of
description.

with Figure 10.5). Our conversation steps are inspired by well-known OLAP visual inter-

faces (e.g., Tableau4). To apply an OLAP operator, COOL must be in statenavigate(i.e., a

full GPSJ query has been already successfully interpreted). By de�nition, the interpreted

query correspond to a parse treePTC that acts as a context for the operator. For the sake of

explanation, we assume thatPTC takes the formhGPSJi ::= hMCihGCihSCi (even ifhGCi

and/orhSCi can be missing), and with a slight abuse of notation we adopt the set notation to

denote that a clause is contained in another clause (e.g.,hAttr i 2 hGCi andhGCi 2 hGPSJi ).

• Drill down hDRILLi : this derivation substitutes the coarser attributehAttr i f rom 2 hGCi

with a �ner attributehAttr i to.

• Roll up hROLLUPi : this derivation substitutes the �ner attributehAttr i f rom 2 hGCi

with a coarser attributehAttr i to.

• Slice and dicehSADi : this derivation speci�es a new selection predicatehSSCi 2 hSCi .

• Add hADDi : this derivation adds a measure/attribute/selection clause to the corre-

sponding clausehMCi /hGCi /hSCi 2 hGPSJi .

• Drop hDROPi : this derivation drops a measure/attribute/selection clause from the

corresponding clausehMCi /hGCi /hSCi 2 hGPSJi .

• ReplacehREPLACEi : this derivation combinesAdd andDrop to substitute an existing

old clause, either measure, attribute or selection, for anewone.

4https://www.tableau.com/
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Similarly to the GPSJ grammar (Figure 10.5), the OLAP operator grammar admits partial

forms forDrill down andRoll up (e.g., only a single attributehAttr i is provided in ahDRILLi

clause) that theChecking & Annotation step will try to complete (see Section 10.7). Also

note that theAdd andDrop operators respectively behave asDrill down andRoll up when

applied to attributes; otherwise, they behave asSlice and dicewhen applied to selection

clauses.

Example 23 (Conversational OLAP Session)Given the parse tree from Figure 10.9, an

example of conversation is the following. At �rst the user issues the natural language sentence

“Drill down region to city", COOL parses such sentence (Figure 10.8a), recognizes a drill

down operation and modi�es the previous parse tree (Figure 10.8b). Then, the user asks to

“replace the unit sales with the sum of store sales". Despite the aggregation operation is not

speci�ed, COOL recognizes the measure clause (Figure 10.8c) to be substituted and replaces

it with the new one (Figure 10.8d). Finally, the user asks to “slice on milk" (Figure 10.8e):

COOL automatically infers the attribute containing the value “milk” and combines the new

condition with the previous existing clause (Figure 10.8f). �

10.6 Parse forest checking and annotation

TheParsing step does not always output a parse forest that can be directly translated into

executable SQL code. Indeed, syntactic adherence to the grammar does not guarantee the

conformance of the full query (or OLAP operator) with multidimensional structure and

constraints. As it happens for compilers, parsing and type checking (i.e., verifying and

enforcing the constraints of data types) are kept separated to reduce the overall complexity.

In this step, COOL seeks for these problems, and annotates the parse forest accordingly.

Two types of annotations are possible.

• Ambiguity: an inconsistency solvable through disambiguation. Ambiguities are solv-

able either automatically by COOL or by interacting with the user (e.g.,“sum unit

sales for Salem", butSalemis member of bothCity andStoreCity);

• Error : an inconsistency that does not admit solution and that can be only noti�ed to the

user (e.g.,“remove unit sales", but the measureUnitSalesis not included inhGPSJi ).

Checking & Annotation is responsible for searching problematic clauses (i.e., sub-

trees) in the parse forest and annotating them. Depending on the type of the clause,Checking

& Annotation evaluates the conformance of the clause to the multidimensional structure

and constraints and marks the subtrees failing such constraints.
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(a) Parsing “Drill down region
to city".

(b) Drill down Regionto City w.r.t. Figure 10.6a.

(c) Parsing “Replace unit sales with
the sum of store sales".

(d) ReplaceAvg UnitSaleswith Sum StoreSales.

(e) Parsing “Slice on milk". (f) Add a new slice onProduct= Milk.

Figure 10.8: A conversational session modi�es the parse tree from Figure 10.6a.

We now describe the allowed annotations for the parse forests produced byFull query

andOLAP operator.

10.6.1 Full query annotation

In Full query , Checking & Annotation searchesPT for problematic clauses (i.e., sub-

trees) in a depth-�rst fashion [265]. Table 10.2 reports the annotations resulting from failing

checks.

• Ambiguous attribute (AA) : thehSSCi clause has an implicit attribute but the parsed

value belongs to multiple attribute domains.

• Ambiguous aggregation operator (AAO): thehMCi clause has an implicit aggrega-

tion operator but the measure is associated with multiple aggregation operators.

• Attribute-value mismatch (AVM) : thehSSCi clause includes a value that does not

belong to the domain of the speci�ed attribut.
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Table 10.2:Full query annotations

Type Name Gen. derivation sample Example
Ambiguity AA hSSCi ::= hVali “sum unit sales for Salem", but Salemis member of

City andStoreCity
Ambiguity AAO hMCi ::= hMeai “unit sales by product", but sum and avg are valid

aggregations
Ambiguity AVM hSSCi ::= hAttr ihCopihVali “sum unit sales for product New York", butNew York

is not aProduct
Ambiguity MV hMCi ::= hAggihMeai “sum prices per store", butPrice is not additive
Ambiguity AV hGCi ::= “group by” hAttr i + “average prices by name", but Product is not in

hGCi
Ambiguity UC – “average unit sales by Regin", but Reginis not an at-

tribute

• Violation of a multidimensional constraint on a measure (MV): thehMCi clause

contains an aggregation operator that is not allowed for the speci�ed measure.

• Violation of a multidimensional constraint on an attribute (AV) : thehGCi clause

contains a descriptive attribute without the corresponding dimensional attribute5.

• Unparsed clause (UC): A clause has been properly parsed, but the parser was not

able to to connect it to thehGPSJi derivation. Thus, a parse forest including ahGPSJi

derivation and one or more dangling clauses has been returned.

10.6.2 OLAP operator annotation

Although theOLAP operatorgrammar returns simpler parse trees thanFull query , anno-

tating an OLAP operator is more complex since the parse tree must be internally coherent

andalsocompliant to the previous query context, i.e. the latest full query to which the OLAP

operator should be applied. LetPTC be the parse tree for the previous query context, and let

PT be the parse tree of the OLAP operator. InOLAP operator, Checking & Annotation

extends the checks in Section 10.6.1 by searching also for possible inconsistencies between

each clause inPTC andPT. Checking is achieved in a depth-�rst fashion [265] and exploits

thePTC structure to reduce the search space (e.g., it is meaningful to search for ahSSCi

only within thehSCi 2 hGPSJi ). As a consequence, checking an OLAP operator requires

additional constraints and annotations with respect to the ones de�ned in Section 10.6.1

(Table 10.3):

• Not Existing Clause (NEC): PT references a clause that should be present inPTC,

but that is missing. For example,hAttr i f rom in thehDRILLi andhROLLUPi derivations

must exist inhGCi of PTC;

5According to DFM adescriptive attributeis an attribute that further describes a dimensional level (i.e.,
it is related one-to-one with the level), but that can be used for aggregation only in combination with the
corresponding level.
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Table 10.3:OLAP operatorannotations

Type Name Gen. derivation sample Example
Ambiguity TO hDRILLi ::= “drill ” hAttr i “drill down from year"
Ambiguity FR hDRILLi ::= “drill ” hAttr i “drill down to year" but hGCi con-

tainsMonth andQuarter
Error NEC hDROPi ::= “drop” hMCi “remove unit sales"but UnitSales

is not inhGPSJi
Error AEC hADDi ::= “add” hMCi “add max unit sales"butmax Unit-

Salesis already inhGPSJi
Error ID hDRILLi ::= “drill ” hAttr i “drill down from product"
Error FA hDRILLi ::= “drill ” hAttr i “drill down from name"
Error HM hDRILLi ::= “drill ” hAttr i f rom “to” hAttr i to “drill down from product to city"
Error HSM hDRILLi ::= “drill ” hAttr i f rom “to” hAttr i to “drill down from product to type"

• Already Existing Clause (AEC): PT cannot be applied as it references an element

that is already present inPTC, while it should not be there. For example,hAttr i to in

thehDRILLi andhROLLUPi derivations cannot exist inhGCi of PTC;

• Invalid drill (ID) : it is impossible to drill down onhAttr i f rom in ahDRILLi derivation,

sincehAttr i f rom is already the �nest attribute in the hierarchy.

• Forbidden Attribute (FA) : it is impossible to drill down/roll up on a descriptive

attribute.

• Hierarchy mismatch (HM) : hAttr i f rom andhAttr i to in thehDRILLi (or hROLLUPi )

derivation belong to two different hierarchies.

• Hierarchy structure mismatch (HSM): hAttr i f rom in the hDRILLi (or hROLLUPi )

derivation is �ner (or coarser) thanhAttr i to.

• Branching ambiguity (TO): it is impossible to inferhAttr i to in a hDRILLi (or

hROLLUPi ) derivation due to the presence of a branch in the hierarchy.

• Rolling ambiguity (FR): it is impossible to inferhAttr i f rom in a hDRILLi (or

hROLLUPi ) derivation due to the presence of multiple �ner (or coarser) attributes

in hGCi .

10.6.3 Parse forest scoring

A textual query generates several parse forests, one for each mapping. In our approach, only

the most promising one is proposed to the user in theDisambiguation & Enhancement

step. This choice comes from two main motivations:

• Proposing more than one alternative queries to the user can be confusing and makes

very dif�cult to contextualize the disambiguation questions.
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Figure 10.9: Parse forest enhancement: the implicit attributeYearhas been added toM1 in
Figure 10.6a.

• Proposing only the most promising choice makes it easier to create a baseline query,

even though the optimal derivation could be missed. The baseline query can still be

improved by adding or removing clauses through further interactions enabled by the

OLAP operatorstep.

De�nition 27 (Parse Forest Score)Given a mappingM and the corresponding parse forest

PFM, we de�ne its score asScore(PFM) = Score(M0) whereM0 is the sub-sequence ofM

belonging to the parse tree PTM.

The parse forest holding the highest score is the one proposed to the user. This ranking cri-

terion is based on anoptimistic-pessimisticforecast of the outcome of theDisambiguation

& Enhancementstep. On the one hand, we optimistically assume that the ambiguities be-

longing toPTM will be positively solved in theDisambiguation & Enhancementstep and

the corresponding clauses and entities will be kept. On the other hand, we pessimistically

assume that non-parsed clauses belonging toPFM will be dropped. The rationale of our

choice is that an annotated clause included in the parse tree is more likely to be a proper

interpretation of the text. As shown in Figure 10.10, a totally pessimistic criterion (i.e.,

exclude from the score all the annotated clauses and entities) would carry forward a too

simple, but non-ambiguous, forest; conversely, a totally optimistic criterion (i.e., consider

the score of all the entities inPFM) would make preferable a large but largely non-parsed

forest. Please note that the bare score of the mapping (i.e., the one available before parsing)

corresponds to a totally optimistic choice since it sums up the scores of all the entities in the

mapping.

The ranking criterion de�ned above enables the pruning of the mappings to be parsed

as shown by Algorithm 6. Reminding that mappings are parsed in descending score order,

let us assume that, at some step, the best parse forest isPFM0 with scoreScore(PFM0). If

the next mapping to be parsed,M00, has scoreScore(M00) < Score(PFM0), we can stop the

algorithm and returnPFM0 since the score ofM00is an upper bound to the (optimistic) score

of the corresponding parse forest.
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Figure 10.10: Portion of the parse forest contributing to its score depending on the adopted
scoring criterion.

Algorithm 6 Selection of the parse forest

I NPUT M : set of valid mappings
OUTPUT PF� : best parse forest

1: M  sort(M ) . sort mappings by score
2: PF�  ?
3: while M 6= ? do . while mapping space is not exhausted
4: M  head(M ) . get the mapping with highest score
5: M  M n f Mg . remove it fromM
6: PFM  parse(M) . parse the mapping
7: if score(PFM) > score(PF� ) then

. if current score is higher than previous score
8: PF�  PFM . store the new parse forest
9: M  M n f M02 M ;score(M0) � score(PF� )g

. remove mappings with lower scores fromM
return PF�

Algorithm 6 works as follows. At �rst, mappings are sorted by their score (Line 1), the

best parse forest is initialized, and the iteration begins. While the set of existing mappings is

not exhausted (Line 3), the best mapping is picked, removed from the set of candidates, and

its parse forest is generated (Lines 4–6). If the score of the current forest is higher than the

score of the stored one (Line 7), then the current forest is stored (Line 8) and all the mappings

with a lower score are removed from the search space (Line 9) as the pruned mappings cannot

produce parse forests with a score greater than what has been already parsed.

Note that, asScore() requires a parse forest and theParsing step always produces a

parse forest (which might coincide with the parse tree),Score() , ranking and pruning work

for bothFull query andOLAP operatorsteps.
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10.7 Parse forest disambiguation and enhancement

If no ambiguities or errors were found in the previous steps, the parse forest coincides with a

parse tree6 that can be directly translated into an executable SQL query. Conversely, if COOL

detects an error the only possible solution is to return an informative warning to the user in

order to help her resubmit a correct command. If none of the above apply, an annotated parse

forest is returned. An annotation does not necessarily imply an interaction with the user to

be solved. Indeed, COOL tries to minimize the number of such interactions by exploiting the

KBand previous activities of the user stored in theLog. At the end of theDisambiguation

& Enhancementstep, the ambiguous parse forest is reduced to a non-ambiguous parse tree

as all the ambiguities are solved in this step (existing unparsed clauses are either added to

hGPSJi or dropped).

We identify three ways to solve ambiguities: implicit, default-based, and user-based.

Implicit Refers to the cases where the parse forest does not include all the information

necessary to produce the SQL code, but the missing parts can be automatically inferred

from theKBsince only one solution is possible. In this case the parse forest is automatically

completed and no interaction with the user is required. Examples of automatic inference are

the following.

• Implicit aggregation operator in hMC i : the aggregation operator in ahMCi clause

is implicit and the measure is associated with a single aggregation operator.

• Implicit attribute in hSSCi : thehSSCi clause has an implicit attribute and the parsed

member belongs to a single attribute domain.

• Implicit attribute in hDRILL i (or hROLL i ): thehDRILLi (or hROLLi ) clause has

an implicit attribute, and, based on the previous query context, it is necessary to infer

its role (from or to) to complete the OLAP operator. Given the attributehAttr i in

the hDRILLi (or hROLLi ) operator, ifAttr 2 hGCi , we assumefrom as the role of

hAttr i , andhAttr i to is inferred as the �ner (or coarser) attribute ofhAttr i . Otherwise,

if Attr =2 hGCi , we assumeto as the role ofhAttr i , andhAttr i f rom is inferred as the

coarser (or �ner) attribute ofhAttr i .

Default-based Refers to the cases where more than one solution can be applied to complete

the parse tree but either a default solution has been de�ned in theKBor it can be inferred from

6As unparsed clauses are annotated as ambiguities, if no ambiguities are found then all clauses are included
in the parse tree.
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Table 10.4: User interaction templates and actions foruser-basedambiguity solution. The
line splits annotations related to full-query interpretation from those related to OLAP-operator
interpretation

Name Template Action
AA hVali is member of these attributes[:::] Pick attribute/drop
AAO hMeai allows these operators[:::] Pick operator/drop
AVM hAttr i andhVali domains mismatch, possible values are[:::] Pick value/drop
MV hMeai does not allowhAggi , possible operators are[:::] Pick operator/drop
AV Impossible to group by onhAttr i withouthAttr i Add attribute/drop
UC hGCi There is a dangling grouping clausehGCi Add tohGPSJi /drop
UC hMCi There is a dangling measure clausehMCi Add tohGPSJi /drop
UC hSCi There is a dangling predicate clausehSCi Add tohGPSJi /drop
TO hAttr i f rom can be generalized/specialized to[:::] Pick attribute/drop
FR hAttr i to can be specialized/generalized from[:::] Pick attribute/drop
NEC The speci�ed clause does not exist inhGPSJi Alert & drop
AEC The speci�ed clause already exists inhGPSJi Alert & drop
ID Impossible to drill down from the �nest attributehAttr i Alert & drop
FA Impossible to roll up/drill down on the descriptive attributehAttr i Alert & drop
HM hAttr i f rom andhAttr i to belong to different hierarchies Alert & drop
HSM hAttr i f rom is coarser/�ner thanhAttr i to Alert & drop

theLogaccording to the previous user disambiguations. In this case, the preferred solution is

applied and the user interaction is limited to evidencing it ashint. The user canoptionally

manually re�ne this solution. More details on this case are provided later in this section.

User-based Refers to the remaining cases where no automatic solutions apply. In this

case a user interaction is required to disambiguate. Table 10.4 reports the user interaction

templates and actions foruser-basedambiguity resolutions. Each template allows to either

provide the missing information or to drop the annotated clause. Templates are standardized

and user choices are limited to keep the interaction easy. This allows also unskilled users to

obtain a baseline query.

As for default-based ambiguities, if theLoghighlights a recurring choice in the way of

solving ambiguities, COOL infers a preference and this knowledge can be leveraged to reduce

the number of user interactions, turning a user-based solution in a smoother default-based

one. To this end, similarly to [96], at each disambiguation stepd we store in theLog L a

triple d = ( A;T;T � ), whered:A is the annotation name,d:T is the annotated subtree and

d:T � is the disambiguated subtree (eventually empty if the user droppedT). GivenL, the

log-based disambiguation frequency is de�ned as the ratio between the number of times in

which a certain replacement is chosen to resolve an ambiguity and the number of times in

which the ambiguity occurred.

f (d) =
jf d02 L s:t: d0:A = d:A;d0:T = d:T;d0:T � = d:T � gj

1+ jf d02 L s:t: d0:A = d:A;d0:T = d:Tgj
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Algorithm 7 Log-based Disambiguation

I NPUT PFM: annotated parse forest,t : frequency threshold
OUTPUT PF�

M: partially solved annotated parse forest
1: PF�

M  PFM . Initialize the parse forest
2: for eachd 2 annotations(PFM) do . Iterate over its annotated subtrees
3: T � = argmaxT0f ((d:A;d:T;T0)) . Get the most frequent disambiguation
4: if f ((d:A;d:T;T � )) � t then . If frequency is higher than threshold
5: Replaced:T with T � in PF�

M . ... replace it
6: AnnotateT � as hint . ... annotate the subtree as hint
7: return PF�

M

Given the frequency thresholdt , Algorithm 7 shows the automatic disambiguation process.

Given an annotated parse forest (Line 1), the algorithm iterates over the annotated subtrees

(Line 2). For each annotation, the algorithm picks the disambiguation with the highest

frequency (Line 3). If the frequency is higher than a given threshold (Line 4), then the

algorithm replaces the annotated subtree with the frequent one within the parse forest (Line

5) and marks it as a hint (Line 6).

Example 24 (Log-based disambiguation)Given the mapping M =

hsum;UnitSales;where;New Yorki , Parsing outputs a parse forest where the sub-

treeT0= SSC(New York)7 corresponding to theSSCclauseNew York(whereNew Yorkis

a member of bothStoreCityandCustomerCity) is annotated with an ambiguous attributeAA

annotation. Given a thresholdt = 0:5 and theLog

L = f (AA; SSC(New York); SSC(StoreCity;= ;New York)) ;

(AA; SSC(New York); SSC(StoreCity;= ;New York)) ;

(AA; SSC(New York); SSC(CustomerCity;= ;New York)) ; :::g

the subtreeT0 is automatically replaced withT � = SSC(StoreCity;= ;New York) as

f ((AA; SSC(New York); SSC(StoreCity;= ;New York))) = 2
4 = 0:5 � t . �

10.8 SQL generation

SQL generation translates a full-query parse tree into an executable SQL query. If an

OLAP operator has been submitted, the context parse treePTC must be updated according

to the OLAP operator parse treePT. All the OLAP operators can be implemented atop the

7Elements between brackets represent children of the parent node. The nodeSCCis the parent of the node
New York.
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addition/removal of new/existing nodes inPTC. As in Section 10.6.2, we apply a depth-�rst

search algorithm to retrieve the clauses interested by the OLAP operator. We recall that

adding a new clause tohGPSJi (e.g., “add city" requires to add the attributeCity) requires to

append the new clause to the existinghMCi /hGCi /hSCi (and to create it if it does not exist in

hGPSJi ). Note that anhSSCi is appended with the Booleanandoperator as in Figure 10.8f.

Conversely, when dropping a clause produces an invalid parent clause (e.g., an emptyhGCi

or an unbalancedhSSAi ) in the parse tree, it is suf�cient to remove the parent clause from

hGPSJi .

Given a full query parse treePT, the generation of its corresponding SQL requires to �ll

in theSELECT, WHERE, GROUP BYandFROMstatements. The SQL generation applies to both

star and snow�ake schemas [112] and is done as follows:

• SELECT: measures and aggregation operators fromhMCi are added to the query selec-

tion clause together with the attributes in the group by clausehGCi ;

• WHERE: predicates from the selection clausehSCi (i.e., values and their respective

attributes) are added to the query predicate;

• GROUP BY: attributes from the group by clausehGCi are added to the query group by

set;

• FROM: measures and attributes/values identify, respectively, the fact and the dimension

tables involved in the query. Given these tables, the join path is identi�ed by following

the referential integrity constraints (i.e., by following foreign keys from dimension

tables imported in the fact table).

Example 25 (SQL generation)Given the GPSJ query “sum the unit sales by type in the

month of July", its corresponding SQL is:

SELECT Type, sum(UnitSales)

FROM Sales s JOIN Product p ON (s.pid = p.id)

JOIN Date d ON (s.did = d.id)

WHERE Month = "July"

GROUP BY Type

�
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Table 10.5: Parameter values for testing

Symbol Range Meaning
N f 2;4;6g Num. of top similar entities
a f 0:4;0:5;0:6g Token/entity minimum similarity
b 70% Sentence coverage threshold
n 4 Maximum sub-sequence length

10.9 Experimental tests

In this section, we evaluate COOL in terms of effectiveness, ef�ciency, and user experience.

Effectiveness and ef�ciency evaluate COOL's capabilities in correctly interpreting a text in

a time compatible with real-time interaction. User experience evaluates how well COOL

helps the user in formulating OLAP sessions. Indeed, there is no point in creating a natural

language interface that is not easy to use by inexperienced users.

Tests are based on the Foodmart schema8. TheAutomatic KB feeding module popu-

lated theKBwith 1 fact,39attributes,12500entities. 50 additional synonyms were manually

added in theKB enrichment step (e.g.,“for each", “for every", “per" are synonyms of the

group bystatement).

To the best of our knowledge, no standard benchmark exists for natural language GPSJ

queries. Nonetheless, [75] describes a real-word benchmark for generic analytics queries. 110

queries out of 147 (i.e. 75% of the benchmark) turned out to meet the GPSJ expressiveness,

con�rming how general and standard GPSJ queries are. Since queries in [75] refer to private

datasets, we mapped them to the Foodmart schema. While mapping natural language to the

sales domain, we preserved the structure of the original queries (e.g., word order, typos, etc.).

For each query, we manually de�ned the ground truth, i.e. the parse tree resulting from the

correct text interpretation.

10.9.1 Effectiveness

Tests in this section quantitatively evaluate how well COOL interprets natural language

queries. Effectiveness is evaluated as the parse tree similarityTSim(PT;PT� ) between the

parse treePT produced by COOL and the correct onePT� (i.e., the manually-de�ned ground

truth). Parse tree similarity is based on the tree distance [305]: it ranges in[0;1] and it keeps

into account both the number of correctly parsed entities (i.e., the parse tree leaves) and the

8A public dataset about food sales between 1997 and 1998 (https://github.com/julianhyde/
foodmart-data-mysql).
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tree (i.e., query) structure (e.g., the selection clauses“(A and B) or C" and“A and (B or C)"

refers to the same parsed entities but underlie different tree structures).

Table 10.5 summarizes the parameters considered in our approach: token sub-sequences

has maximum lengthn = 4 (i.e., the [1..4]-grams) as no entity in theKBis longer than 4

words; each sub-sequence is associated to the topN similar entities with similarity at least

higher thana such that at least a percentageb of the tokens inT is covered. The value ofb

is �xed to 70% based on an empirical evaluation of the benchmark queries.

We �rst consider the behavior of COOL without disambiguation. Figures 10.11 and 10.12

depict the performance of our approach with respect to variations in either the number

of retrieved top similar entities (i.e.,N 2 f 2;4;6g) or the similarity threshold (i.e.,a 2

f 0:4;0:5;0:6g). Values are reported for the top-k trees (i.e., thek trees with the highest score).

We remind that only one parse forest is involved in theDisambiguation & Enhancement

step; nonetheless, for testing purposes, it is interesting to see if the best parse tree belongs

to the top-k ranked ones. Effectiveness slightly changes by varyingN and it ranges in

[0:88;0:91]. Effectiveness is more affected by the entity/token similarity thresholda and

ranges in[0:83;0:91]. In both cases, the best results are obtained when more similar entities

are admitted, and more candidate mappings are generated. Independently of the chosen

thresholds, the results of COOL are very stable (i.e., the effectiveness variations are limited)

and, even by considering only the top-1 query, its effectiveness is at the state of the art

[168, 289, 240]. This con�rms that (i) the choice of proposing only one query to the user

does not negatively impact on performances (while it positively impacts on interaction

complexity and ef�ciency) and (ii) our scoring function properly ranks parse tree similarity

to the correct interpretation for the query since the best ranked is in most cases the most

similar to the correct solution.

Only 58 queries out of 110 are not ambiguous and produce parse trees that can be fed

as-isto SQL generation andExecution & Visualization . This means that 52 queries

— despite being very similar to the correct tree, as shown by the aforementioned results — are

not directly executable without disambiguation (we recall the ambiguities from Table 10.2).

Indeed, of these 52 queries, 38 contain one ambiguity annotation, 12 contain two ambiguity

annotations, and 2 contain three or more ambiguity annotations. Figure 10.13 depicts the

performance when the best parse tree undergoes iterative disambiguation (i.e., an increasing

number of correcting actions is applied). Starting from the best con�guration from the

previous tests (forN = 6 anda = 0:4), by applying an increasing number of correcting

actions, the effectiveness increases from 0.89 up to 0.94. Unsolved differences betweenPT

andPT� are mainly due to missed entities in the mappings.
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Figure 10.11: Effectiveness varying the number of retrieved top similar entitiesN and the
number ofTop-k queries returned (witha = 0:4).

Figure 10.12: Effectiveness varying the similarity thresholda and the number ofTop-k
queries returned (withN = 6).

Although our approach shows an effectiveness comparable to the state-of-the-art propos-

als [168, 289, 240], it was impossible to run a comparison against them as (i) the implemen-

tations are private and the provided descriptions are far from making them reproducible, and

(ii) despite the availability of natural language datasets (e.g., the ones used in [168]), these

datasets are hardly compatible with multidimensional constraints and GPSJ queries.

10.9.2 Ef�ciency

In Section 10.4, we have shown that the mapping search space increases exponentially in the

text length. Figure 10.14 con�rms this result showing the number of generated mappings as

a function of the number of entitiesjMj included in the optimal parse treePT� , jMj is strictly

related to the number of tokens in the text,jTj. Note that, with reference to the parameter

values reported in Table 10.5, the con�guration analyzed in Figure 10.14 is the worst case

since it determines the largest search space due to the high number of admitted similar
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Figure 10.13: Effectiveness as a function of the number of disambiguation steps (i.e.,
application of correcting actions; withk = 1, N = 6 anda = 0:4).

Figure 10.14: Number of generated, distinct and parsed mappings varying the numberjMj of
entities in the optimal tree (withN = 6 anda = 0:4). Givenall the mappings generated in
theTokenization & Mapping step, some mappings are identical and only thedistinctones
are kept. The ranking and scoring functions further prune the actuallycomputedmapping.

entities. Noticeably, pruning rules strongly limit the number of mappings to be actually

parsed.

We ran the tests on a machine equipped with Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz

CPU and 8GB RAM, with COOL implemented in Java. Figure 10.15 shows the average

execution time by varyingjMj and the number of allowed top similar entitiesN. The

execution time increases with the number of entities included in the optimal parse tree, as

such also the number of top similar entities impacts the overall execution time. Effectiveness

remains high also forN = 6, corresponding to an execution time of 1 second. We emphasize

that the execution time corresponds to the time necessary for the interpretation, and not to

the time to actually execute them. Queries are executed against the enterprise data mart and

their performance clearly depends on the underlying multidimensional engine and on the

complexity of the query itself.

It is worth reasoning on what happens by increasing the number of attributes/members.

As for ef�ciency, the performance of COOL are based on two aspects: mapping and parsing.

Increasing the number of attributes/members affects mapping due to the wider search space
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Figure 10.15: Execution time varying the numberjMj of entities in the optimal tree and the
number of top similar entitiesN (with a = 0:4).

for entity similarity (see Equation (10.1)). However, as we pick a �xed number of synonyms,

this does not affect parsing since the number of generated mappings does not change. As

for effectiveness, a larger number of attributes/members could reduce accuracy depending

on the similarity between them. Indeed, a textual token will probably match more entities.

However, this really depends on the dataset at hand. Nonetheless, when the quality of

the spoken/written English is high (e.g., few typos or text matches DW entities with high

similarity) it is intuitive to verify that COOL matches theright entities.

10.9.3 User experience evaluation

The main goal of a natural language interface is to enable a user to easily formulate a

command. To this end, we tested COOL with 40 users, mainly master students in data science,

with basic or advanced knowledge of business intelligence and data warehousing. On a scale

from 1 (very poor) to 5 (very high), on average, users scored3:60+� 0:7 their familiarity with

the English language, and 3:28+� 1:1 their familiarity with the OLAP paradigm.

For the sake of testing, we implemented a web application atop the DFM model (Fig-

ure 10.16) in which users submit a written or spoken descriptions of full queries/OLAP

operators. The following testing protocol has been adopted:

• A 10-minute tutorial was presented to show the users how COOL works and how the

test is organized.

• Users undergo 3 OLAP sessionsf sa;sb;scg with increasing complexity. Each OLAP

session is composed by three steps(q;op0;op00), whereq is a full query andop0and

op00are the OLAP operators that are iteratively applied to the full query. In each OLAP

session, we provided three formal queries(q;q0;q00), with q0(or q00) slightly changing

from q (or q0). At �rst, users were asked to produce the natural language description
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(a) The non-ambiguous query“return the medium costs for Beer and Wine by gender"is issued.
Elements highlighted in green have been understood by COOL.

(b) The ambiguous query“return the medium costs in USA"is issued. COOL asks to the user ifUSA
is member ofCountryor StoreCountryor if USAshould be dropped (ambiguity AA in Table 10.4).
Elements highlighted in yellow require user-based disambiguation.

Figure 10.16: User interface of COOL implemented for the testing purpose.

of the full queryq. Then, by difference with the following query, users were asked to

understand which OLAP operatoropchangedq (or q0) to q0(or q00), and to issue the

natural language description ofop to COOL.

• At each step, users are asked to issue the natural language description in English

to COOL. If fully parsed, COOL visualizes the query result as a pivot table (Fig-

ure 10.16a). Otherwise, the disambiguation process starts, and users are asked to

disambiguate what COOL was not capable to automatically infer (Figure 10.16b).

• When all ambiguities (if any) are solved, the next step in the session is proposed.

• Users explicitly end the OLAP session after runningq00.
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Example 26 (OLAP session)Given the formal full query

q = ff avg StoreCostg; f genderg;category= “Beer and Wine”g

a user is asked to produce a natural language description of the query, such as “return the

medium costs for Beer and Wine by gender". As COOL is capable of fully interpret this query

(Figure 10.16a), the next formal query

q0= ff avg StoreCostg; f gender;monthg;category= “Beer and Wine”g

is presented to the user. User is asked to understand which OLAP operator can be applied

to q to produceq0 and to issue its natural language description to COOL. Note that the

applicable OLAP operator is not unique. For instance, depending on the familiarity with the

OLAP paradigm, the user may choose either to “drill down to month" or to “add the month".

�

We callPTu
s the parse tree of the �rst full query issued by the user (i.e., the user description

of q), andPTu
e the parse tree of the last full query modi�cation (i.e., when the user ends the

session). We callPT�
s andPT�

e our ground truth, i.e. the parse trees corresponding toq and

q00. Note that there is not a single correct/prede�ned path driving the OLAP session. For

instance: (i) the OLAP session can diverge/converge from/to the ground truth (e.g., a full

query that does not comprehend all the necessary entities can be completed with consequent

OLAP operators); users can concatenatehADDi andhREMOVEi instead of thehREPLACEi

operator; or some disambiguation steps might be necessary to complete the session due to

ambiguities or inaccuracies.

For each OLAP session, we evaluate both the starting full query and the consequent

OLAP operators. We adopt the following key performance indicators (KPIs): accuracy

TSim() , interpretation timeT, extra user interactionsI (in the optimal caseI = 0; i.e., the

interpretation discloses no ambiguities that require user interactions). In detail:

• Full query . TSim(PTu
s ;PT�

s ) measures how good is the interpretation of the full

query;Ts adds up the time it takes for the user to formulate the query and COOL to

interpret it; andIs counts the number of user interactions to produce a fully-parsed full

query.

• OLAP operator. TSim(PTu
e ;PT�

e ) measures how close the user query is to the correct

query after applying the OLAP operators. For each OLAP operatorop, Top sums the

time it took for the user to formulate the operator, and for COOL to interpret them
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Table 10.6: Results of user evaluation in terms of average accuracyTSim() , average elapsed
timeT (in seconds), average number of user interactionsI , and average number of ambiguities
A

Full query OLAP operator
Id TSim(PTu

s ;PT�
s ) Ts(s) Is TSim(PTu

e ;PT�
e ) Top(s) Iop

sa 0.98 203 0.26 0.96 159 0.47
sb 0.92 210 0.65 0.80 131 0.29
sc 0.91 183 0.61 0.94 77 0.11
All 0.94 198 0.51 0.90 122 0.29

and to apply it to the user full query; andIop counts the number of user interactions to

produce a fully-parsed OLAP operator.

All KPIs are averaged on all users (Table 10.6). Following the previous effectiveness eval-

uation, we seta = 0:4, b = 70%, N = 6 andn= 4. As for effectiveness, the average accuracy

for full query interpretation is 0.94, consolidating the results depicted in Section 10.9.1. The

decrease in accuracyTSim(PTu
s ;PT�

s ) from sa to sc is justi�ed by the increasing complexity

of the initial full query. The considerations on accuracy also hold for the average similarity of

the OLAP operator (besides some vocabulary issues onsb solvable by enriching the knowl-

edge base). As for ef�ciency, as expected, the time it takes for a user to formulate a full query

is higher than the time needed for the interpretation and application of an OLAP operator (3

minutes vs 2 minutes). We argue that the time could be sensibly lower if users were already

familiar with the multidimensional cube. Indeed, the time required for the OLAP operator

sensibly decreases along with an increasing familiarity with COOL (the same happens for the

full query, but the effect is compensated by the increasing complexity). As for interactions,

the small number of extra interactions—together with the high accuracy—proves COOL's

robustness in natural language interpretation (we recall that misinterpreted clauses count

as unparsed ambiguities). In turn, this enable users to issue complete queries and OLAP

operators in either 1 or 2 interactions (i.e., 0 or 1 extra interactions).

10.10 Related works

Conversational business intelligence can be classi�ed as anatural language interface(NLI) to

business intelligencesystems to drive analytic sessions. Despite the plethora of contributions

in each area, to the best of our knowledge, no approach lies at their intersection.

NLIs to operational databases enable users to specify complex queries without previ-

ous training on formal programming languages (such as SQL) and software; a recent and
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comprehensive survey is provided in [7]. Overall, NLIs are divided into two categories:

question answering and dialog. While the former are designed to operate on single queries,

only the latter are capable of supporting sequences of related queries as needed in OLAP

analytic sessions. However, to the best of our knowledge, no dialog-based system for OLAP

sessions has been provided so far. The only contribution in the dialog-based direction is

[182], where the authors provide an architecture for querying relational databases; with

respect to this contribution we rely on the formal foundations of the multidimensional model

to drive analytic sessions (e.g., according to the multidimensional model it is impossible to

group by a measure, compute aggregations of categorical attributes, aggregate by descriptive

attributes, ensure drill-across validity). Also differently from [182], the results we provide are

supported by extensive effectiveness and ef�ciency performance evaluation that completely

lack in [182]. Finally, existing dialog systems, such as [239], address the exploration of

linked data. Hence, they are not suitable for analytics on the multidimensional model.

As for question answering, existing systems are well understood and differentiate for the

knowledge required to formulate the query and for the generative approach. Domain agnostic

approaches solely rely on the database schema. NaLIR [168] translates natural language

queries into dependency trees [188] and brute-forcefully transforms promising trees until a

valid query can be generated. In our approach we rely onn-grams instead of dependency

trees [188] since the latter cannot be directly mapped to entities in the knowledge base (i.e.,

they require tree manipulation) and are sensible to the query syntax (e.g.,“sum unit sales"

and“sum the unit sales"produce two different trees with the same meaning). SQLizer

[289] generates templates over the issued query and applies a “repair" loop until it generates

queries that can be obtained using at most a given number of changes from the initial template.

Domain-speci�c approaches add semantics to the translation process by means of domain-

speci�c ontologies and ontology-to-database mappings. SODA [31] uses a simple but limited

keyword-based approach that generates a reasonable and executable SQL query based on the

matches between the input query and the database metadata, enriched with domain-speci�c

ontologies. ATHENA [240] and its recent extension [248] map natural language into an

ontology representation and exploit mappings crafted by the relational schema designer to

resolve SQL queries. Analyza [67] integrates the domain-speci�c ontology into a “semantic

grammar" (i.e., a grammar with placeholders for the typed concepts such as measures,

dimensions, etc.) to annotate and �nally parse the user query. Additionally, Analyza provides

an intuitive interface facilitating user-system interaction in spreadsheets. Unfortunately, by

relying on the de�nition of domain-speci�c knowledge and mappings, the adoption of these

approaches is not plug-and-play as an ad-hoc ontology is rarely available and is burdensome

to create.
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In the area of business intelligence, the road to conversation-driven OLAP is not paved

yet. The recommendation of OLAP sessions to improve data exploration has been well-

understood [13] also in domains of unconventional contexts [95] where hand-free interfaces

are mandatory. Recommendation systems focus on integrating (previous) user experience

with external knowledge to suggest queries or sessions, rather than providing smart interfaces

to BI tools. To this end, personal assistants and conversational interfaces can help users unfa-

miliar with such tools and SQL language to perform data exploration. However, end-to-end

frameworks are not provided in the domain of analytic sessions over multidimensional data.

QUASL [161] introduces a QA approach over the multidimensional model that supports

analytical queries but lacks both the formalization of the disambiguation process (i.e., how

ambiguous results are addressed) and the support to OLAP sessions (with respect to QA,

handling OLAP sessions requires to manage previous knowledge from theLogand to under-

stand whether the issued sentence re�nes previous query or is a new one). Complementary to

COOL, [269] recently formalized the vocalization of OLAP results.

To summarize, the main differences of our approach to the previous works are the

following.

1. The implementation of an end-to-end general-purposedialog-drivenframework named

COOL, supporting full-�edged OLAP sessions.

2. The de�nition of the framework's functional architecture and the formalization of its

steps.

3. The enforcement of multidimensional constraints on GPSJ queries by the means of

(i) a formal grammar ensuring syntactic validity, and (ii) a type checker ensuring

consistency (e.g., it is impossible to assign the “sum" aggregation operator to a non-

additive measure).

4. A plug-and-play implementation that allows COOL to run on top of existing data

warehouses with no impact on it; furthermore, the integration with external knowledge

is supported but not mandatory.

Being an NLI, this work builds on fundamental notions of Natural Language Processing

(NLP), such as tokenization, parsing, and disambiguation. We refer the reader to a referential

contribution in the areas of Natural Language Processing [187] to further delve into this

subject. With respect to the single steps of the approach, we remark the following differences.

• Our parsing technique Section 10.5 is based on a novel formal grammar, used to

interpret OLAP queries and OLAP operations expressed in natural language and to
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obtain parse trees. Among related approaches: [31] relies on a limited keyword-based

technique; [240] uses a similar technique, even though its grammar is not speci�c

to OLAP and is aimed at mapping text tokens to ontology concepts; [168, 289, 67]

rely on standard natural language parsers where the produced dependency trees are

sensitive to small linguistic variations in the user query.

• By analyzing the speci�cities of natural language interfaces in the OLAP context,

we formally de�ne and retrieve the ambiguities that may arise in OLAP queries and

operations (Section 10.6). With respect to related approaches, this allows us to discover

and manage ambiguities that are related more to the OLAP metaphor rather than to

natural language per se.

• Related work deals differently with the disambiguation activity. [289] relies on a

completely automatic and probabilistic method to resolve ambiguities, whereas [67]

always prompts the user. [168] adopts a hybrid approach by distinguishing easy

ambiguities (automatically solvable) from hard ambiguities (requiring user interaction);

[31, 240] also adopt an automatic solving technique, but by relying on a domain-

speci�c ontology. COOL integrates these methods by i) implicitly solving some

ambiguities (also thanks to the OLAP speci�c parsing and annotation techniques), ii)

inferring the solution from the log whenever possible, and iii) by asking the user when

no solution has been found (Section 10.7).

• Every related approach de�nes its way to generate SQL queries from the data structure

parsed from the user query. The technique we discuss in Section 10.8 is speci�cally

tied to our novel grammar.

• The techniques we adopt for tokenization and mapping (Section 10.4) are not speci�c

to OLAP; nonetheless, a detailed explanation of tokenization and mapping is important

to introduce basic concepts that are later used and to ensure the reproducibility of the

approach.

We sketched the idea of Conversational OLAP in [88]; this chapter largely extends the

previous contribution by (i) proposing and implementing a solution for the interpretation and

disambiguation of OLAP operators, (ii) providing a log-based ambiguity resolution mecha-

nism that automatically resolves ambiguities by learning the most frequent disambiguations,

(iii) providing a visual interface to handle the interaction, designed on top of the DFM model

(see Section 10.9), and (iv) carrying out extensive tests with real users to assess the usability

of COOL.
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10.11 Conclusion

In this chapter, we proposed COOL, a conversational OLAP framework supporting the

translation of a natural language conversation into an OLAP session. COOL supports both

the interpretation of GPSJ queries and OLAP operators. Besides proposing a technical

solution and a reference architecture, the chapter contribution lies in the discussion of

speci�c issues related to conversational OLAP systems, paving the way to the application of

conversational OLAP in the context of smart assistants and hand-free scenarios. Tests carried

out on a real-word benchmark, as well as with 40 real users, show that COOL achieves the

state-of-the-art performance. More in detail, we have shown that coupling a grammar-based

text interpretation with automatic/user-based disambiguation determines a94%accuracy.

We are completing COOL with new functionalities essential for improving user experience,

such as thevocalizationof query summaries(i.e., applying mining techniques to reduce

the cardinality of the returned results as in [97]) and the support for a full-�edged visual

metaphor based on the DFM model.





Chapter 11

Intentional OLAP

11.1 Introduction

Data warehousing and OLAP have been progressively gaining a leading role in enabling

business analyses over enterprise data since the early 90's. During these thirty years, the

underlying technologies have evolved from the early relational implementations (still widely

adopted in corporate environments), to the new architectures solicited by Business Intelli-

gence 2.0 scenarios, and up to the challenges posed by the integration with big data settings.

However, recently, it has become more and more evident that the OLAP paradigm, alone,

is no more suf�cient to keep the pace with the increasing needs of new-generation decision

makers. Indeed, the enormous success of machine learning techniques has consistently

shifted the interest of corporate users towards sophisticated analytical applications.

In this direction, theIntentional Analytics Model(IAM) has been envisioned as a way to

tightly couple OLAP and analytics [275]. The IAM approach relies on two major corner-

stones: (i) the user explores the data space by expressing her analysisintentionsrather than

by explicitly stating what data she needs, and (ii) in return she receives both multidimensional

data and knowledge insights in the form of annotations of interesting subsets of data. As

to (i), �ve intention operators are proposed, namely,describe(describes one or more cube

measures, possibly focused on one or more level members),assess(judges one or more cube

measures with reference to some baseline),explain(reveals some hidden information in the

data the user is observing, for instance in the form of a correlation between two measures),

predict (shows data not in the original cubes, derived for instance with regression), and

suggest(shows data similar to those the current user, or similar users, have been interested in).

As to (ii), �rst-class citizens of the IAM areenhanced cubes, de�ned as multidimensional

cubes coupled withhighlights, i.e., sets of cube cells associated with interesting components

of modelsautomatically extracted from cubes [275]. Each operator is applied to an enhanced
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Figure 11.1: The IAM approach

cube and returns a new enhanced cube. To assess interestingness of model components, a

measure based on their (objective) signi�cance and (subjective) surprise is proposed.

An overview of the approach is given in Figure 11.1. Noticeably, having different models

automatically computed and evaluated in terms of their interestingness relieves the user from

the time-wasting effort of trying different possibilities.

Example 27 Let aSALEScube be given, and let the user's intention be

with SALES describe quantity for month = '1997-04' by type using clustering size 3

First, the subset of cells for April 1997 are selected from theSALEScube, aggregated by

product type, and projected on measurequantity (in OLAP terms, a slice-and-dice and a

roll-up operator are applied). Then, these cells are clustered into 3 clusters based on the

values ofquantity. Finally, a measure of interestingness is computed for each cluster, and

the cells belonging to the cluster with maximum interestingness are highlighted in the results

shown to the user. �

Clearly, the IAM vision raises a number of research challenges, e.g., (i) investigate if

there are any other intention operators that should be considered besides the basic ones

proposed, and how different operators can be combined; (ii) �nd techniques for automatically

tuning the algorithms that create enhanced cubes by computing models; (iii) enrich the IAM

framework with an approach to select the most effective chart or graph for visualizing each

cube depending on its features such as number of dimensions, size, etc.; (iv) devise a visual

metaphor for displaying enhanced cubes and interacting with them.

The goal of this chapter is to provide a proof-of-concept for the IAM vision by delivering

an end-to-end implementation of thedescribeoperator. Speci�cally, we address challenges
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