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Extension of Quantitative Risk Assessment to the Analysis of External Hazard Factors

in the Chemical and Process Industry

Abstract

The PhD research project is aimed at developing and applying an innovative framework toward
Risk Assessment of cascading events within the chemical and process industry, addressing
both domino and security -based events

Cascading events are catastrophic acidents, triggered by external hazard factors, including
safety-based (i.e., domino) and security-based events. In the chemical industry domain,
barriers provide a crucial role for the prevention, control and mitigation of cascading events.
Therefore, it is necessary to apply innovative techniques, aimed at the evaluation of barriers
technical performance and at their optimal economic allocation, to be inserted within
Quantitative Risk Assessment(i.e., QRA).

Concerning barriers technical performance, the researchactivity is aimed at applying Bayesian
Networks to safety barriers performance assessment, regarding domino events. Starting from
a conventional approach, preliminary applications have been aimed at implementing a
Bayesian approach to barriers performance assessment concerning major accidents.
Therefore, the approach has been extended to domino accident analysis, in purpose to evaluate
the effect of barriers introduction within modelling. The case studies demonstrated that the
application of a Bayesian approach provides a very accurate barriers performance assessment
within QRA, with reference to external hazard factors driven accidents (i.e., domino events),

offering a realistic risk picture.

Concerning barriers optimal economic allocation, the research activity is aimed at developing
and applying an original economic model for the prevention of security-based cascading
events. The model includes security upgrades performance and costs assessment, evaluation
of benefits and definition of threat and vulnerability probabilities. The applicati on of economic
techniques, by means ofcost-benefit and cost-effectiveness analysesenables barriers optimal
allocation within budgets constraints. Validation of the model is provided by applic ation to
relevant case studies. Therefore, the model enables defining rational criteria for barriers
optimal selection and allocation and its outputs support the inclusion of security hazards

within QRA, and related decision-making.
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Section 1i Premise

Secti on 1.

Pr emi s e

Since the past century, the worldwide population growth has caused a relentless increase of
energy demand and material supply to fulfill its everyday needs. The chemical and process
industry has seized the challenge by a continuous innovation in its technologies, which leads
to a relevant increase of chemical production and, in turn, to process intensification, with high
amounts of hazardous materials to be handled and stored, as well as severe operating
conditions. Moreover, chemical and process installations tend to form huge and complex
clusters, often located in proximity of densely populated areas for logistic purposes. Due to
these reasons, the occurrence of cascading events, which are catastrophic escalations of
accidental events, triggered by externd hazard factors, and characterized by high impact and
low probability, is a concerning phenomena. These accidental events may be divided based on
their nature, into two classes. Safetybased events, as domino and natural events are
unintentional, while se curity -based events, as ¢rroristic attacks and sabotage, are the results
of intentional malevolent acts. Indeed, the importance of cascading events is strictly linked to
their potential consequences in terms of disruption of operations, destruction of pro perty,
environmental damages, health deterioration or loss of life, both inside and outside facility

boundaries.

Nowadays, quantitative risk assessment is a widely applied tool to provide quantitative
information on risk caused by conventional major accidents in the chemical and process
industry. Therefore, it plays an established and fundamental role for major accidents
prevention. Nevertheless, recent major catastrophic events have raised the need to go beyond
the limits of conventional methods for risk assessment and related techniques to support the
decision-making process, in purpose to address emerging and increasing risk issues, triggered
by external hazard factors, as donmino, security and natural events. This PhD research project
was aimed at develging and applying a novel framework toward risk assessment of cascading
events, addressing both domino and security-based events State of the art methodologies for
risk assessment and related decisionmaking process are presented, with a focus on recent
techniques and tools for the inclusion of external hazard factors. Novel methodologies are

presented and applied to case studies.

In Section 2, the state of the art of quantitative risk assessment background and recent

developments within the chemical and process industry domain is provided. The
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improvements of risk assessment techniquesin the last thirty years, the limitations that still
need to be tackled, and the possible way forward offered by dynamic risk assessment

techniques, capableto deal with emerging and increasing risks, are highlighted.

In Section 3, an overview on the methods and tools to perform risk assessment and on
economic techniques to support related decision-making, in the prevention of external hazard
factors driven accidents, is provided. The description will focus on the role played by safety and
security measures (or barriers), which are widely employed within chemical and process
facilities, in purpose to prevent, control or mitigate unwan ted events or accidents. Indeed,
safety measures refers to unintentional (i.e., safety-based) accidents, while securitymeasures
refers to intentional malevolent acts (i.e., security -based). Classifications and methodologies
for their performance assessment are provided, highlighting parallels and differences. The
analysis of research gaps is conducted to highlight possible needs toapply innovative
techniques for barriers performance assessment andto develop novel economic models for
their optimal selection and allocation, to be inserted within t he broader risk assessment

framework.

With regards to barriers perfo rmance, the research activity isaimed at developing and applying
Bayesian Networks, a graphicalprobabilistic technique able to dynamically revise occurrence
probabilities over time, to safety barriers performance assessment in the context of major
accidents and domino effects analysis A description of the Bayesian approach is available in
Section 3 and the applications thereto related are presented in Section 5. Starting from a
conventional approach, preliminary application s are focused on the implementation of a
Bayesian approach to safety barriers performance assessment and on the comparison of the
obtained results. As the Bayesian approach proves to be able inrepresenting accidental
scenarios with enhanced flexibility in comparison with conventional methodologies and
demonstrates its advantages in the revision of safety barriers performance probabilities, top
event, intermediate and final events probabilities over time, it can be extended to cascading
events prevention, with particular reference to domino accident analysis, to assess the effect of
safety barriers application in the modelling step . Two original case studies, the first regarding
a simplified tank farm and the second regarding a realistic tank farm, are carried out, in

purpose to demonstrate the feasibility of the approach.

With regards to economic models for optimal barriers selection and allocation, the research
activity is aimed at developing and applying an origi nal economic model for the prevention of
security-based cascading events and for related decisiormaking support. A description of the
methodology is available in Section4. Starting from the baseline performance of the physical

security system, the model allows proposing site-specific security upgrades and accounting
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both the performance improvement and the costs of their implementation. The model includes
also the evaluation of benefits, considering avoided losses for several pertinent hypothetical
scenarios. Moreover, it allows defining threat and vulnerability probabilities for a chemical
installation, in relation with possible typologies of malicious acts. The application of economic
techniques, by means of costbenefit and cost-effectiveness analysesenables the comparison
among different security upgrades and the choice of economically feasible ones, as well as the
determination of the combination with the maximum profit, with budgets constraints. The
model is developed in two-fold versions, in purpose to better represent different typologies and
specificities of security-based accidents within chemical and process installations. Validation

of the model is provided by application to relevant case studies, presented in Section 6

In this thesis, advanced tools and methodologies are applied, in purpose to address the
inclusion of cascading events triggered by external hazards factors in quantitative risk

assessment for the chemical and process industry domain.
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Secti on 2.

State of t heAsarets s ma
background and recen

The objective of this section is to analyse the progress of Risk Assessment during the last
decades and to offer an overview on its recent advancements and applications for chemical and
process industries. Despite the general approach of Quantitative Risk Assessment (QRA) is
unchangedsince its origin in the early 1980s, QRA has continuously evolved in different forms
and its fields of application have enlarged significantly beyond process safety,where it has
always been traditionally developed and used for chemical process industries Now risk
assessment techniques play a fundamental role in process design, implementation of safety
systems, inspection and maintenance planning as well as operation management. Eventually
risk assessment has become an essential tool for the developmentcontinued operation and
expansion of process installations. On the other hand, QRA limitations, such as its inability to
update the risk picture, led to the development of several recent dynamic risk assessment
approaches, whose methodological and applicatve contribution s are introduced in this
section. This demonstrates that risk assessment is in continuous development; nevertheless, it
still shows many challenges to face: a way forward is improving its range of application,
preciseness and its capabilityto be dynamically updated, that it will enhance its support to

decision-making.

2.1 INTRODUCTION

During the last three decades, risk assessment has emerged as an essential and systematic tool

that plays a relevant role in the overall management of many aspects of our life.

In particular, risk assessment has shown dramatically its importance in techni cal domains
dealing with hazardous materials. Pasman affirms that events involving hazardous materials
represent the most dreadful risk (Pasman, 2015) Such substances may range in nature and
effect and a high-level definition may be provided by the CBRNE (Chemical, Biological,
Radiological, Nuclear and Explosive) acronym, on which the Council of the European Union
has recently focused its attention. In fact, a CBRNE agenda was defined to develop strategic
and overarching approach to CBRNE policy fields involving internal and external safety and

security aspects(Council of the European Union, 2012).
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Loss of control of such substances has the potential to cause high consequence low probability
accidents (Pasman, 2015)and specific safety measures are designed to mitigate such risk. For
this reason, accurately evaluating risk of a system represents the foundation for effective

prevention.

The chemical and nuclear sectors commonly store large amounts of CBRNE substance$
mostly chemical and explosive the former and radiological and nuclear the latter. Presumably
due to the high social impact of nuclear accidents (e.g.on the 30th anniversary of the
Chernobyl disaster, access within the 30-km exclusion zone is still restricted (Fountain, 2016)),
risk assessment has its rodas in the nuclear sector and only later spread to the chemical process
industry (Pasman, 2015)

Despite the obvious differences between the two sectors, ontinuous exchange of knowledge
and methods from one to the other has led to huge improvements in the chemical process
industry (Charvet et al., 2011)and helped to cope with increasing issues of social accptability
(Marshall, 1997).

Nuclear power risk analysts have a long tradition of quantitative approaches: the United States
Nuclear Regulatory Commission developed its first nuclear power plant Probabilistic Risk
Assessment in the 1970s(NUREG - US Nuclear Regulatory Commission, 2016). However,
Quantitative Risk Analysis (QRA) reached the chemical process industry only at a later stage.
For instance, before 2003 quantitative probability assessment was used to assess risk in the
French chemical industry (Charvet et al., 2011) Similarly, the accident occurred in Buncefield
(United Kingdom) in 2005 called into question the semi -qualitative risk analysis approach
used for flammable substances in the British chemical industry, whereas the other hazardous

substances were subject to QRA since the 1980&Buncefield Major Investigation Board, 2008) .

While the disadvantage of QRA was mainly represented by the computational effort needed to
perform it, its advantage is that it deals with some of the criticisms made to qualitative analysis

(Buncefield Major Investi gation Board, 2008) :

A vagueness i n terminology, for exampl e i a

Aworthwhile (sometimes al most total) protec

A arbitrariness and lack of transparency in selection of the worst-case event, and

through this, potential inconsistency in treatment between installations;

A challenges at comparing the degree of protection achieved with that for other

everyday risks.

With the progressive increase in computation power, QRA is nowadays a tool widely appled
to provide gquantitative information on risk caused by conventional accidents in chemical

process plants.
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Despite the obvious fact that QRA is not an exact description of reality, it may represent the
best available, analytic predictive tool data to assess the risks of complex process and storage
facilities. QRA consists of a set of methodologies for estimating the risk posed by a given system
in terms of human loss or, in some cases, economic los§CCPS- Center for Chemical Process
Safety, 2000; Mannan, 2005) . Recently, risk assessment methodologies and applications have
evolved toward a dynamic direction, in order to address risk issues in a continuously evolving
environment, support operations and overcome limitations of conventional techniques.
Moreover, this allows for continuous integration with more accurate information and
refinement of the risk picture (Paltrinieri and Khan, 2016) . The Living Probabilistic Safety
Analysis (LPSA), theorized for the nuclear sector in 1999 (IAEA, 1999), might have inspired

such evolution.

In the past, several reviews dealt with risk assessment under differert perspectives. Due to the
difference in the review scopes, different techniques have been considered by these studies.
However, they all address the fundamental phases of risk assessment and may provide useful
insight.

Khan and Abbasi have presented a réevant state-of-art review on the techniques and
methodologies available up to 1998 for risk assessment in the chemical process industry, but
some steps forward have been made in the meantimeg(Khan and Abbasi, 1998a). Tixier et al.
have listed 62 risk analysis methodologies, both qualitative and quantitative ones, for generic
industrial plants (Tixier et al., 2002) . Marhavilas et al. have published a review of risk analysis
and assessment, but generically referred to different work sites (Marhavilas et al., 2011). More
recently, Reniers and Cazzani (Reniers and Cozzani, 2013)and Necci et al. (Necci et al., 2015)
presented reviews on quantitative risk assessment for the chemical process industry,

specifically concerning domino accidents.

The presentwork aims to provide a comprehensive and up-to-date picture of risk assessment
methodologies and relevant applications for the chemical process industry, which may be
missing by reading the mentioned past reviews. This sector is addressed because of itsigh
criticality in terms of safety and security. Progresses and drawbacks are identified in order to
propose an overview on recent advancements and future directions. This allows understanding
what is the state of the art of QRA in chemical process industry and why specific approaches
are used today. Achievements and limitations suggest how risk assessment approaches may
(or may not) be applied for different purposes. Moreover, limitations pave the way for future

research and development of the current techniques.

The literature review proposed starts in Section 2.2 with a description of the implications of
risk definition, whose concept provides sound foundation for risk assessment. Fundamentals

of Quantitative Risk Assessment are reported in Section 2.3, h order to make clear what has

7
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been nowadays accomplished as current industrial practice in risk assessment and what are
eventually the criticalities. Section 2.4 intends to consider, with a novel classification approach,
how risk assessment methodologiesand applications have recently evolved toward a dynamic
direction, in order to address risk issues in a continuously evolving environment. A review of
existing dynamic risk assessment methodologies is followed by their application to different
aspects inheent of the process industry: accident and consequence modelling, process design,
implementation of safety systems, control systems, asset integrity and maintenance planning,
inclusion of external factors. Section 2.5 presents a discussion on the advantage and
limitations of dynamic approaches and, in Section 2.6, conclusions are drawn on the state of

art of Risk Assessment and probable future developments for chemical process industries.

2.2 IMPLICATIONS OF RISK DEFINITION

Several efforts have been devotedd define the concept of risk in chemical process industry, as
shown by related literature: Aven and Renn (Aven and Renn, 2010, 2009) proposed 9 general
risk definitions, which have been later revised within risk assessment (Aven and Zio, 2011)and
safety domains (Aven and Reniers, 2013) and eventually refined(Aven, 2012). Risk definitions

provide a sound foundation for risk assessment and management: review of risk definitions is

reported in Table 2. 1.

Table 2. 1 Review of risk definitions by Aven (Aven, 2012).

Definition of Risk
Expected value (Loss)

TReferences R

Risk equals the expected loss(Willis, 2007)
Risk equals the expected disutility. (Campbell, 2005)

Probability of an (undesirable)
event

Risk means the likelihood of a specific effect originating from a
certain hazard occurring within a specified period or in specified
circumstances. (Kirchsteiger, 2002)

Risk is measurable uncertainty, i.e. uncertainty where the
distribution of the outcome in a group of instances is known (either
from calculation a priori or from statistics of past experience).
(Knight, 1921)

“8 Uncertainty

Objective Uncertainty

Risk refers to uncertainty of outcome, of actions and events.
(Cabinet Office, 2002)

Potential/possibility of a loss

Risk is the potential for realisation of unwanted, negative
consequences of an event(Rowe, 1977)

Event estimated frequency
(probability) x event
consequences

Risk is a measure of the probability and severity of adverse effects.
(Lowrance, 1976)

Risk is defined as a set of scenarios, each of which has a probability/
frequency and a consequence set of triplets. For a given scenario,
risk is the product of estimated probability/ frequency and event
consequences(Kaplan, 1997; Kaplan and Garrick, 1981)

Risk is a situation or event where something of human value
(including humans themselves) is at stake and where the outcome
is uncertain. (Rosa, 2003, 1998)

Risk is an uncertain consequence of an event or an activity with
respect to something that humans value. (IRGC - International Risk
Governance Council, 2009)

1
2
s} Consequences/damage/severity
of these + Uncertainty

Risk is equal to the two-dimensional combination of
events/consequences and associated uncertainties (will the events
occur, what will be the consequences).(Aven, 2007)

74 Event or consequence
9

Effect of uncertainty on
objectives

(IS0, 2009; 1SO31000:2009, 2009)
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As we can appreciate, there is a broad set of exiing ways of looking at the concept of risk:
expected loss(Willis, 2007) , likelihood of hazard effect (Kirchsteiger, 2002) , uncertainty of
outcome (Cabinet Office, 2002), potential of negative consequence (Rowe, 1977) or

combination of probability and consequence (Kaplan and Garrick, 1981; Lowrance, 1976)

Reading such definitions and their authors explanation, it can be derived that the terms used

to express loss(Willis, 2007) , disutility (Campbell, 2005), effect (ISO, 2009; 1SO31000:2009,

2009; Lowrance, 1976), outcome (Knight, 1921) and (undesirable) event (Kirchsteiger, 2002)

may be conceptually associated t(Kapl&apdlGarick,and Gar
1981) While uncertainty (Aven, 2007; Cabinet Office, 2002; 1SO, 2009; 1SO31000:2009,

2009; Knight, 1921), likelihood (Kirchsteiger, 2002) , potential or possibility (Rowe, 1977)may

be conceptually associ at oWhbilityo(KaglanpphdaGarrick, 1981).Gar r i c |
In this way, the definitions of risk reported in Table 2.1 may be plotted on a
"consequence/probability” diagram in order to show whether they give more importance to

one or the other aspect (or both) (Figure 2. 1). This may be objected as "oveireduction” to

basic terms, because each definition conveys specific (and important) shades of the risk

concept, according to their authors. For this reason, the diagram gives only a highlevel

overview on the priorities addressed by these risk definitions. Figure 2. 1 can be read in a

twofold manner to highlight the difference be tween risk definitions and risk itself.

1. Consequence/ probability plot for risk defini-
exact statement or description of the nature,
(Stevenson, 2016) It shows that definition 1 (to a lower extent also definition 7 7 Table
1) focuses mainly on the potential event consequence, while definition 4focuses mainly
on the probability. The other definitions address both consequence and probability,
with varying degrees of accuracyi 5, 2 and 9 in a relatively less specific and detailed
way than 3, 6 and 8.

2. Consequence/probability plot to categorize unbiased hypothetical risk into typologies.
Risk of low-probability and low -consequence events resides in the "normal area" (green
area) and it is an acceptable risk to sustain. While the probability and the event
consequence raise, the associated risk is desibed first by the intermediate area (yellow
area), for which risk mitigation measures are needed, and then by the intolerable area,

for which extraordinary measures of risk prevention should be carried out.

Four priority areas are reported on the diagram, showing the typology of risk considered as
worst-case scenario by the definitions from Table 2.1. For instance, the risk definitions 1 and
7 associate risk mainly with consequence. For this reason, they may lead to identify worstcase
scenarios in any point of the elongated priority area 1, without distinction on probability.

Similarly, the priority area 4 shows where worst-case scenarios characterized by high

9
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probability can be identified by following the risk description 4. The priority areas 2 and 3 rely
on both consequence and probability to identify worst -case scenarios. However, while the risk
definitions 5, 2 and 9 being less detailed may lead to uncalibrated assessment, following the

risk definitions 3, 6 and 8 may allow defining actual high -consequence and high-probability

worst-case scenarios.

Priority

area 3
Priority
area 4 @

Priority
area 2

Probability

Priority
@ area 1l

Consequence
Normal area Intermediate area
Intolerable area Beyond definition
@ Risk definitiorreference Priority area

Figure 2. 1 Diagram of risk definitions and related priority areas.
Different risk definitions may lead to different ways of risk assessment and management. For
instance, three out of four priority areas in Figure 2. 1 coincide with the risk classes outlined
by Renn and Klinke (Renn and Klinke, 2004), for which different strategies for action were
defined.
Risk priority area 1. Risk management with focus on reducing the disaster potential,
improving emergency preparedness and increasing resiliencei i.e. the capability to

cope with the unexpected (Renn and Klinke, 2004) .

10
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Risk priority area 2. Risk management with focus on implementing precautionary

principle, improving knowledge and reduction/containme nt (Renn and Klinke, 2004) .

Risk priority area 3. Risk management with focus on consciousness building and risk
communication (Renn and Klinke, 2004) .

Risk priority area 4. Due to the high probability of occurrence, risk management with
focus on lessons learned from past evats. Not included in Renn and Klinke's classes.

This association of different perspectives on the definition of risk and related risk strategies
suggests that there is not one single approach, but several paths leading to relatively different
results, which may be all beneficial but intrinsically incomplete. In order to properly cover the
conseguence/probability diagram (Figure 2. 1), integration is needed for continuous

enrichment with new and important details of the overall risk picture.

2.3 FUNDAMENTALS O F RISK ASSESSMENT

Distant events in time, such as the tragedies occurred in Bhopal (1984) and Piper Alpha (1988),
as well as more recent ones, such as Buncefield (2005) and Deepwater Horizon (2010), have
remarked the essential role of adequate management ad control for chemical process
industry. The European industrial safety regulations aiming to control major -accident hazards
related to chemical substances are named after the town of Seveso, in Italy, scene of a disaster

occurred in a chemical process pant in 1976.

In 2012, the third generation of these regulations (Seveso lll directive) (EU, 2012) was issued
and it applies to more than 10000 industrial establishments in the European Union, mainly
chemical, petrochemical, logistics and metal refining sectors (European Commission -
Environment Directorate, 2015) . QRA is used to comply with Seveso regulationdPasman and
Reniers, 2014), evaluate the overall process safety risk in the chemical process industry and

identify areas requiring risk reduction (CCPS- Center for Chemical Process Safety, 2000)

The installations to be considered in the QRA are selected following consultation between the
operator of an establishment and the competent authority. The operator is responsible for the
calculations needed to select installations. However, the selection of the installations to

consider in the QRA is carried out by the competent authority only (TNO, 2005a).

2.3.1 Quantitative risk assessment for Chemical Process Industries

QRA is a systematic methodology for identifying and quantifying contributions to overall risk
of a process facility. As defined by NORSOK Standard 2013 (NORSOK, 2010) and by ISO/IEC
standard (ISO31000:2009, 2009) Quantitative Risk Assessment includes: establishment of

the context, risk identification, performance of the risk analysis, risk evaluation.

11
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Communication, consultation, monitoring and review activities should b e performed prior to,
during and after the assessment, in purpose to guarantee the achievement of its goals. The Risk
Assessment process defined by the NORSOK standard 013 (NORSOK, 2010) has been
reported in Figure 2. 2.

R v |
I 0. Establishment of the
s e
S context
K R v
- | 1. Hazard Identification
A 2 s ~
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S 2 K g
S 2 l =
g 4 =]
E O A =
o =
3 = N 2. Frequency 3. Consequence ?
S = A Estimation Estimation e
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£ 7e]
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ol 4. Establishment of the risk gr
© < S picture
v
PR = 5. Risk Evaluation » .
| 1

Figure 2. 2 Risk Assessment for Process Industry(CCPS- Center for Chemical Process Safety, 2000;
NORSOK, 2010); figure adapted from NORSOK Standard Z-013 (NORSOK, 2010).

A QRA can provide authorities and stakeholders with a sound basisfor creating awareness
about existing hazards and risks. Based on the outcomes from the QRA, potential measures to
control or reduce the risk can be implemented, and their effect can be assessedA preliminary
step (07 Establishment of the context) define s objectives, responsibilities, methods, as well as
risk acceptance criteria and deliveries throughout process and execution plan, in order to

derive full value from the results obtained (Mannan, 2005) .

The first step in the development of a chemical process QRA is the identification of hazards (1

I Hazard identification), which may have several important aims:

1. Highlighting possible malfunctions of the systems, that even without causing accident,

can give raise to a loss of product quality or to the processplant shutdown.

12
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2. Outlining top -events that are undesired situations, often the potentials of release of

hazardous substances to the environment to be included in the QRA.

3. Describing potential scenarios associated with the top-events and their consequences.
Based on the type of process upset and the performance of control and safety barriers,
the scenario could involve quality loss, safety loss,or both.

As reported by the Center for Chemical Process Safetf{CCPS- Center for Chemical Process
Safety, 2000), several approaches to hazard identification may be employed: check lists,
preliminary hazard analysis (PHA), failure modes and effects analysis (FMEA), fault tree
analysis (FTA), bow-tie analysis (Figure 2. 3), hazard and operability study (HAZOP), etc. Their
applicability depends on the project lifecycle, as well as the amount of information required.
The maximum credible accident scenario analysis method developed by Khan and Abbasi
(Khan and Abbasi, 2002) can be used as a criterion to identify credible scenarios among a large
number of possibilities (Hashemi et al., 2014).

The following phases are central for the whole QRA process and lead to the estimation of
potential initiating events frequencies and evaluation of event consequences (21 Frequency
estimation and 3 7 Consequence estimation). As stated byCrowl and Louvar (Crowl and

Louvar, 2011), risk analysis basically involves the estimation of accident consequences and

frequencies using engineering and mathematical technigues.

Generic failure rates can be retrieved from databases and applied in QRA calculations; specific
plant data should be applied, if available. Guidelines for Quantitative Ri sk Assess ment
B 0 o @NO, 2005a) reports generic loss of containment events (LOCs) and failure frequencies
for a number of standard installations like storage tanks, transport units, pipelines and loading
equipment. LOCs should be included if the failure frequency is higher than 10- per year and if
lethal damage (1% probability) outside the establishment boundary is possible. The failure data
reported in this source are largely based on the research done in the COVO study(COVO
Commission, 1981), as reported by Beerens(Beerens et al., 2006). Similarly, Health & Safety
Executive (HSE) has published a set of generic failure frequency data for process installations
(HSE - Health and Safety Executive, 2009) and it has recently started a comprehensive project
ASt oryb (HBE dHealth and Safety Executive, 2012) in order to update failure
frequencies for process plants.

13
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Safety Barriers

Figure 2. 3 Bow-Tie Diagram: a valuable standard tool for Risk Assessment.

Consequence estimation is used to determine the potential for damage or injury from specific
unwanted events. Quantification of consequences has been usually carried out in terms of
production loss, human health loss, assets loss, and environmental loss(Khan and Haddara,
2004). The assessment of consequences can be performed using a huge number of
mathematical and empirical models; a description of many available approaches has been
presented by Arunraj and Maiti (Arunraj and Maiti, 2009) . Consequences estimation firstly
includes source models, which allow assessing the loss of@ntainment of hazardous substance
(e.g., the release rate of hazardous material, the degree of flashing and the evaporation rate)
and the related physical effects, such as fires, explosions and toxic dispersiongTNO, 2005b) .
Physical-mathematical models for the estimation of impacts, named damage models, can be
applied to calculate the spatial distribution of damage, usually considered by QRA as
probability of human death. For instance, a review of available models for damage estimation
has beencarried out by Cozzani and Salzano(Cozzani and Salzano, 2004a) which brought a
significant contribution to the development of vulnerability models for storage tanks subjected

to shockwaves.

The following step of QRA (41 Establishment of the risk picture), named risk re -composition
can be performed in order to estimate the risk, by summing the contribution of all scenarios to
the risk in each specific position over space(CCPS- Center for Chemical Process Safety, 2000)
The choice of risk metrics is critical as it directs what kind of information to obtain from the

risk analysis and whether the results are considered legitimate and informative by decision-
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makers and stakeholders (Johansen and Rausand, 2014) Further discussion on the choice of

the risk metric is carried out later in this section.

On the basis of risk estimation results, risk is compared with acceptability criteria (5 T Risk
evaluation), defined by both regulations and companies. Relevant examples of different
acceptability criteria are the one developed by National Agencies(Pasman, 2011) as well as the
Risk Matrix developed in the framework of European ARAMIS Project (Salvi and Debray,
2006) . In case of unacceptable risk, adequate measures for its reduction are applieqAven and
Vinnem, 2005) throughout the life cycle of the plant. During the concept and engineering

phase, risk reduction proposals should be focused on possible altenative process options,
different layouts, equipment and location (NORSOK, 2010). During the operational phase, risk
reduction proposals on operational nature and modification projects should be evaluated in

order to demonstrate that the risk level during operations is the lowest, or provide a

justification, if it is not (NORSOK, 2010). A summary of QRA steps from 1 to 5 is reported in
Table 2. 2.

Table 2. 2 Quantitative risk assessment for Chemical Process Industries(CCPS- Center for Chemical
Process Safety, 2000; NORSOK, 2010) description of the steps from 1 to 5.

Description

Establishment
of the context

Definition of the context for the Risk Assessment; this implies defining
the objectives, the scope, the responsibilities, the methods, models and
tools to be used, the system boundaries and basis, the risk acceptance
criteria, the deliveries throughout t he process and the execution plan.

Hazard Definition of the potential event sequences and potential incidents.

Identification This may be based on qualitative hazard analysis for simple or
screening level analysis. Complete or complex analysis isnormally
based on a full range of possible incidents for all sources.

Frequency Estimation of the potential incident frequencies. Fault trees or generic

Estimation databases may be used for thenitial event sequences. Event rees may
be used to accountfor mitigation and post release events.

Consequence Evaluation of the potential incident outcomes (consequences). Some

Estimation typical tools include vapour dispersion modelling and fire and

explosion effect modelling. Then the estimation of incident impacts on
people, environment and property is carried out.

Establishment
of the Risk
Picture

Estimation of the risk is done by combining the potential consequence
for each event with the event frequency, and summing over all events.

Risk Evaluation

Identification of the major sources of risk and determination of cost -
effective process or plant modifications, which can be implemented to
reduce risk. Risk evaluation may be done against legally required risk
criteria, internal corporate guide lines, comparison with other
processes or more subjective criteria. If the risk is considered to be
excessive, then identification and prioritization of potential risk
reduction measures is required. After that, QRA should be performed
iteratively, startin g from step 2, up to the acceptability criteria is
satisfied. If the risk is negligible, then emergency response and Land
Use Planning should face residual risk.
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Eventually, it must be underlined that QRA may be considered an iterative procedure that

provide each time a risk picture of the process facility (CCPS- Center for Chemical Process

Safety, 2000) and should be updated maximum every five years or in case of major plant

changes, as stated by the Seveso directivéEU, 2012). Communications and consultation

activities (6), as well as monitoring, review and update activities (7) should be performed
throughout the process. (NORSOK, 2010)

Johansen and Rausand(Johansen and Rausand, 2012)provide an explanatory overview of 17

common risk metrics relat ed to major accidents (Table 2. 3; most of the metrics express harm

to humans, but environmental and material damage are also covered, een if not considered

by actual standard. A specific evaluation of the choice of the risk metric should be discusses in

this work, in order to introduce the applicability of QRA to different scopes.

In particular, the risk metrics addressing harm to humans (first 10 risk metrics in Table 2. 3)

were analysed. A score from 1 to 5 was assigned for the following dimensions:

1. Tangible application (tangible i score 1) against hypothetical application (hypothetical

I score 5) to the life cycle phases of a chemicabrocess plant. For example, application
of a risk metric to the phase of "Operation and maintenance" has relatively concrete
implication and addresses known, consolidated and, somehow, routine activities (score
1). On the contrary, application of a risk metrics to the phase of "Feasibility" implies a
prediction of the system behaviour, which is modelled on the basis of hypothesis (score
5). Between these two extremes, application to the other life cycle phases is ranked as
it follows (from tangible to hypot hetical): "Detailed Design and Engineering
Installation” (score 2), "Decommissioning/ disposal” (score 3) and "Concept" (score 4).

An average value is defined for risk metrics applied to more than one phase.

Risk metrics focusing on the harm of the single individual (individual T score 1) against
risk metrics addressing the societal effect of an unwanted event (societali score 5).

Group risk metrics are in an intermediate position (score 3).

Specific risk metrics addressing only one life cycle phase (spedic i score 1) against
general risk metrics addressing all the five risk phases (generali score 5). Scoring for

this dimension is straightforward and defines the level of specificity of the risk metrics.

Figure 2. 4 illustrates the results of this qualitative analysis by means of a radar chart. The

three percentages reported on the diagram are calculated comparingthe areas defined by the

three contours and the total chart area.

16



Section 2 - State of the art on Risk Assessment bad&ground and recent developments

Table 2. 3 Risk metrics. Characterization of risk metrics categories adapted from Johansen and Rausand(Johansen and Rausand, 2012)

Life cycle phase applicability

Name Type Meaning
Feasibility Concept Detailed  Design Operation/ Decommissioning/
& Maintenance disposal
Engir:ee_ring/
IRPA - | Loss of life; | The probability that a specific or hypothetical individual will
Individual Risk individual risk be killed due to exposure to the hazards or activities during 5 a
per annum a period of one year.(NORSOK, 2010; Rausand, 2011)
LIRA - | Loss of  life; | The probability that an average unprotected person,
Localized individual risk permanently present at a specified location, is killed during 3 a3 3
individual risk a period of one year due to a hazardous event at an
installation. (Jonkman et al., 2003; Rausand, 2011)
IR nse - | Indirect harm; | The frequency of receiving a dangerous dose of a toxic
Individual risk individual risk chemical, which leads to severe distress, injury or fatality, 3 a 3
of  dangerous per 10° years. (HSE - Health and Safety Executive, 1992)
dose
PLL - Potential Loss of life; group | The expected number of fatalities within a specific a
loss of life risk population per year. (Jonkman et al., 2003; NORSOK, 2010)
FAR - Fatal | Loss of life; group | The expected number of fatalities within a specific
accident rate risk population per 100 million hours of exposure. (NORSOK, a a a
2010; Rausand, 2011)
FN - diagram Loss of life; | Diagram displaying the relationship between severity (i.e.
societal risk number of fatalities) and frequency of single accidents. (Ball a a
and Floyd, 1998)
RI coman - | Loss of life; | Expected number of fatalities corrected for risk aversion
Weighted  risk societal risk w.r.t. a high number of fatalities. (Hirst and Carter, 2002) a a
integral
SRI - Scaled risk Loss of life; group | Group risk per area per year. (Ball and Floyd, 1998) a
integral risk
TR - Total Risk Loss of life; | Expected number of fatalities corrected for risk aversion 3
societal risk w.r.t. extreme events. (Vrijling et al., 1995)
PEF - Potential Loss of life; group | Expected harm per year from both fatalities and injuries,
equivalent risk where injuries are expressed as fractions of a fatality.(EMS, a
fatality 2001)
PER - Potential Environmental Frequency of a defined consequence category for a certain
environmental damage organism, population, habitat or ecosystem within an area. 3 a a
risk (OLF, 2007)
a:yes; Blank: no
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Table 2. 3 (Continued) Risk metrics. Characterization of risk metrics categories adapted from Johansen and Rausand(Johansen and Rausand, 2012)

Life cycle phase applicability
Name Type Meaning
Feasibility Concept Detailed Operation/ Decommissioning/
Design & Maintenance disposal
Engineering/
Installation
RT - Recovery | Environmental The probability per year of having an accident that exceeds the
time damage time needed by the ecosystem to recover from damage(OLF, 3 3
2007)
FE - diagram Environmental Diagram displaying the relationship between the frequency
damage or economic | and environmental/economic loss in a single accident. 3 3
loss; societal risk (Jorissen and Stallen, 1998)
EL - Expected | Economic loss Expected value of economic loss per year(Jonkman et al.,
economic loss 2003) 3 3
Frequency of Indirect loss Frequency of hazardous or intermediate events in an accident
intermediate scenario. (NORSOK, 2010; NUREG - US Nuclear Regulatory E
events Commission, 2003)
CED General loss; | Conditional expected value given that the consequence
Conditional societal risk severity is above a specified level(Haimes, 2004) 3
expected
damage
MCR Combined loss; | Expected total loss in terms of monetary units per year,
Monetary societal/group risk aggregated and weighted across different damage categories 3
collective risk (e.g. fatalities, injuries, disruption of service). (Bohnenblust
and Slovic, 1998)
a:yes; Blank: no
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Figure 2. 4 Analysis of risk metrics expressing harm to humans.

The blue contour is defined by the tangible/hypothetical scoring of the risk metrics. Its area
shows that the representative human harm risk metrics collected by Johansen and Rausand
(Johansen and Rausand, 2012)tend to focus more on tangible/concrete life cycle phases of a
chemical process plant (as previously defined): resulting area of 39%, where 0% represents
tangible/concrete life cycle phases and 100% represents hypothetical modelling phases. This
underline s the fact that there is big care also in terms of safety of the phases of "operation and
maintenance" and "detailed design and engineering installation", which represent the core of
the plant life cycle and are key phases in terms of productivity. However, these phases are
subject to regular tests and inspections and they are supported by operational experience.
Other phases that are performed only once in the life cycle of a plant and have little chance to
be corrected ("Feasibility”, "Concept" and "Decommissioning / disposal”) might hide latent
risks.

The green contour is defined by the individual/societal scoring of the risk metrics. Its area
shows that the risk metrics considered tend to focus more on the individual: resulting area of
39%, where 0% represents individual risk and 100% represents societal risk. A good
overlapping between the green and the blue areas shows that individual risk metrics tend to be

preferred for tangible/concrete plant life cycle phases, such as "operation and maintenance”
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and "detailed design and engineering installation”, while group and societal risk metrics tend

to be used for more hypothetical phases, such as "Feasibility" and "Concept".

The red contour is defined by the specific/general scoring of the risk metrics. Its area shows a
pronounced specificity of these metrics: resulting area of 15%, where 0% represents specific
metrics and 100% represents general metrics. Thus, in most of the cases, the risk metrics are
defined for few life cycle phases of a chemical process @nt and cannot be effectively used to
describe the other phases. In the following section, more details on the applicability of QRA to
these life cycle phases are discussed.

2.3.2 Application of QRA in the chemical process industry

At the beginning of its histor y, QRA was used primarily as a verification activity (Falck et al.,
2000) , while now it plays a relevant role in different aspects of process plant life cycle, as shown
in the previous section. An important application of QRA is r isk-based design; as pointed out
by Fadier and De la Garza(Fadier and De la Garza, 2006) and Hale et al. (Hale et al., 2007),
risk-based or risk-informed design plays a relevant role in risk-reduction for chemical and
process installations. A valid quantitative approach to a risk -based engineering design involves
acquiring and incorporating all of the possible knowledge on the design into the decision
process (Demichela and Piccinini, 2004) . Important QRA results are obtained at the earliest
possible stage of the design proces¢Hendershot, 2006) , such as the feasibility and the concept
phases or at least as soon as the cost of plant and potential accidents can be estimated. As
previously shown, specific risk metrics are applied in these phases and, with the exception of
the LIRA risk metric, a particular attention is given to gr oup and societal risk (Table 2. 3). In
this framework Medina et al. have developed and applied a relevant optimization procedure,
which can be applied to reduce the risk of
(Medina et al., 2009) .

However, as Shariff and Zaini point out, QRA has been often applied in the detailed design and

engineering installation because, at preliminary design stage, process designers normally lack
of information on the risk level from process plant (Shariff and Zaini, 2013). Generally, QRA
is carried out when the main equipment layout has been completed. For instance, safety system
modelling is nowadays an integral part of risk assessment studies and represents a significant
application of QRA. In this regard, safety systems aiming to avoid, prevent, limit or control

accidents are evaluated to examine the extent to which they are effective in reducing the risk
of the accident to an acceptable level. An important contribution was given by SCAP
methodology (Khan et al., 2002a, 2002b, 2001), a quantitative methodology for design of

safety measures based on a feedback system of fault tree and credible acciden€ozzani et al.
(Cozzani et al., 2009) and Khan and Abunada (Khan and Abunada, 2010) proposed a new
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methodology: a risk-based approach to measure process safety using a set of safety

performance indicators.

Another relevant application of QRA is a risk-based approach to operations and maintenance,
which at present time is widely recognized, after many researchers and industries have
addressed thisissue (Apeland and Aven, 2000; Hale et al., 1998; Vaurio, 1995). Risk-based
maintenance is designed to study all the failure modes, determining the risk associated with
those failure modes, and developing a maintenance strategy that minimizes the occurrence of
the high-risk failure modes (Arunraj and Maiti, 2007; Okoh and Hauge, 2013) . Risk-based
maintenance and inspection strategies have been degeloped to provide a basis for not only
taking the reliability of a system into consideration when making decisions regarding the type

and the time for maintenance actions, but also to be able to take into consideration the risk

that would result as a consequence of an unexpected failure(Khan and Haddara, 2004) .

During decommissioning and disposal phases, risk assessmentshould be aimed at evaluating
the risk to the health and safety of the personnel directly involved in the decommissioning and
disposal operations and to the environment, taking into account geographical and social
specificities (1SO, 2002).

However, the application of QRA is not only confined in the mentioned phases of a plant life
cycle. It is applied to entire industrial areas (Egidi et al., 1995) and several subsequen

developments with Land Use Planning purposes (Spadoni et al., 2003, 2000) .

Moreover, in the last years, much attention has been posed on the possible extensionof QRA
to external hazard factors (Antonioni et al., 2009; Cozzani, 2010; Cozzani et al., 2006), as
domino, security and natural hazards. A comprehensive approach was obtained to allow the
inclusion of natural hazards (NaTech), such as flooding (Cozzani et al., 2010)and lightning
(Necci et al.,, 2014), and extending its potentialities to the quantitative assessment of the
contribution to industrial risk due to such scenarios. A summary of the mentioned approaches
can be found in Cozzani etal. (Cozzani et al., 2014)demonstrates that the topic has almost
filled its research gaps. Indeed, as stressed by several authors, the integration of QRA with
domino accidents, still needs improvements in terms of methodo logies to be applied and
insertion of risk reducing measures in the analysis (Janssens et al., 2015; Khakzad, 2015;
Khakzad et al., 2013d). Moreover, the necessity toinclude in QRAs security hazards, such as
possible terrorist attacks and sabotages, in ader to define an exhaustive risk-picture that
represents in a detailed and reaistic way the real situation is pointed out by several authors
(Reniers, 2010; Reniers and Audenaert, 2014; Srivastava and Gupta, 2010) A detailed
overview on the existing methodologies and applications for the inclusion of external hazard
factors in QRA, with particular reference to domino and security hazards, is available in Section
3.
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2.3.3 Accomplishments and criticisms of QRA

Greenberg et d. (Greenberg et al., 2012) describe some of the last accomplishments that
generic risk analysis has had in the last years addressing health, safety, and the environment.
A list of accomplishments can be also identified for QRA along the same lines of what identified

by Greenberg et al. (Greenberg et al., 2012)

1. Risk perception and behaviour are increasingly affected by analytical evaluation. Risk
managers may be perceived more competent by means of QRA, which leads to less
concern and more benefits perceived by the public and greater acceptance of a hazard
(Frewer et al., 1996; Peters et al., 1997; Siegrist, 2000; Siegrist and Cvetkovich, 2000;
Slovic, 2000, 1993).

2. QRA has laid the foundation for estimating the economic impact of hazard events.
Several examples show that such impact should not be disregarded and represent an
important element for critical decision -making (Kyaw and Paltrinieri, 2015; Paltrinieri
et al., 2014c).

3. By means of QRA, risk communication is providing reliable and useful information to
all interested parties, including scientists and managers "who too often think that they

already know whatever they need to know" (National Research Council, 1989).

4. Legal decisions may be now supported by the application of QRA for a more risk
informed outcome, as demonstrated by the outcome of the trials assessing the
responsibilities of the explosion occurred in the Buncefield oil depot in 2005 (HSE -
Health and Safety Executive, 2011)

On the other hand, there are frequent criticisms associated to QRA paving the way to follow
for further improvements.

1. Creedy(Creedy, 2011)addresses the estimation of the frequencies included in the QRA
by stating that Ait stild]l appears to be
He affirms that the decision-making process and management system for risk control
is a field where much has been learned in the last two decades, but it is not clear how
much this learning is taken into account when estimating frequencies. There is need
for both realistic values of failure probability and event frequency better describing the
actual conditions of the system.

2. Classical risk analysis approach is static. It decomposes a system and focuses on failure
events of components. This approach is not sufficient to explain all what can go wrong,
because it does not grasp the dynamics of unsafe interactions and fails to capture the
variation of risks as deviations or changes in the process and plant(Kalantar nia et al.,

2009; Pasman and Reniers, 2014) QRA produces a risk picture in a frozen moment of
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the plant life cycle that may turn to be a partial and temporary description of the overall
safety problem. For instance, analysts may tend to initially focus on changes around a
reference point, such as reference value of risk assessed through a QRA, anetlatively
disregard extreme situations. This is explained by Greenberg et al.(Greenberg et al.,
2012) with the prospect theory and may lead to the choice of an incomplete risk
strategy, asintroduced in Section 2.2. Moreover, as Falck et al. affirms (Falck et al.,
2015), risk assessment performed for a specific life cycle phase of a plant is not always
suitable for the other phases ard needs to be updated. This is also demonstrated by the
presence of risk metrics that are specific for some life cycle phases of the plant and not
for others (Section 2.3.1). Thesecriticisms highlight the need of a dynamic approach

that can be adapted through the lifespan of a plant.

Apostolakis (Apostolakis, 2004) claims that probability cannot be realistically
calculated, meaning that one cannot use straightforward statistical methods and divide
the number of failures by the number of
analysts make an extensive use of expert judgment and should always look at the
uncertainties associated with the results. For this reason, a project such as PDS
(Reliability Prediction Method for Safety Instrumented Systems) (Hauge et al., 2013),
run by SINTEF to provide an evaluation method for reliability analysis, aims to account
for the major reliability influencing factors through consultation with oil companies,

engineering companies, consultants, vendors and researchers.

Hauge et al. mentions the attempts "made to keep the PDS method and associated
formulas as simple and intuitive as possible without losing accuracy" (Hauge et al.,
2013). In fact, decision-makers and/or their staff may need some background in these
methods in order to understand that options are clarified and not obfuscated, and
someone may distrust the method because assuming that values are buried in the
numbers and that these drive the decisions(Greenberg et al., 2012) The estimation of
likelihood is typically treated in a cursory way and sometimes even with apparent
reluctance, as if examining more deeply could call into question the validity of (or faith
in) the risk assessment process(Creedy, 2011) A specific mind-set based on the trust
of this quantitative method should be built by involving decision -makers in the creation
and refinement of the associated tools.

Further methodologies to support the risk evaluation step needs to be developed, in
purpose to account the economic and technical performances of risk reducingmeasures
in the prevention, control and mitigation of major accidents triggered by external
hazard factors (i.e., domino and security events) (Landucci et al., 2015a; Reniers, 2010;
Villa et al., 2016).
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The accomplishments show the maturity of QRA and its systematic stepsi described in Section
2.3.1. QRA solidity is demonstrated by the wide application to the life cycle phases of chemical
process industry i Section 2.3.2. However, despite its diffusion, the risk metrics produced by
a QRA study may reveal overall rigidity, because they are suitable for only few life cycle phases
of the systemi as highlighted in Section 2.3.1. Rigidity is also proved by the tendency of basing
QRA on outdated frequencies data and little capability of progressive improvement and update

i as previously mentioned. Moreover, the necessity to further refine the extension of
guantitative risk assessment to the analysis of external hazard factors was underlined. Such

drawbacks pave the way to follow for further improvements.

2.4 WAY FORWARD IN RISK ASSESSMENT: DYNAMIC RISK
ASSESSMENT APPROACHES

QRA drawback of intrinsic stativity precludes any possible update and integration of the overall
risk figures, due to the actual real world ever-changing environment or later improvements
based on new risk notions. To overcome this limit, during the last d ecade several efforts have
been devoted to the development of novel approaches to risk assessment and management,
which can consider the dynamic evolution of conditions, both internal and external to the
system, affecting risk assessment(Paltrinieri and Scarponi, 2014) . Herein it is reported a brief
description of the most relevant methodologies and applications of dynamic approaches to risk
analysis in the chemical process industry, underlining their relevant features. This specific way
forward in risk assessment (Figure 2. 5), and in general, the growing interest toward the topic

has been derived by:

A Over 250 references on Scopus databasewi t h i nputs #Adynamic ri sk
Aprocess indust r y-@016, provindhtlee intkrest af dcader@idraésdiarchers

toward this topic;

A Recentapplication of these techniques within consulting studies and industries (e.g., in the
framework of Center for Integrated Operations in the Petroleum Industry (Norway)) .

The inclusion of external hazard factors and the application of economic techniques within risk

assessment for the chemical and processndustry is addressed in Section 3.
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Figure 2. 5 Dynamic Risk Assessment as possible way forward for the chemical and process industry
domain.

24.1 Dynamic Risk Assessment Methodology (DRA) with Bayesian
Analysis

Some of the first attempts to simulate the dynamic nature of system behaviour were made by
Swaminathan and Smidts, who proposed a methodology to extend the application of event
sequence diagram (ESDs) to the modellhg of dynamic situations and identification of missing
accidental scenarios (Swaminathan and Smidts, 1999a, 1999b) Al so, Lepin
developed an extension of the wellestablished fault tree to represent time requirements in
safety systems( Lepi n and Mandlsimiarly Bucé 2t)al. (Bucci et al., 2008)
presented a methodology to extend fault trees and event trees in a dynamic perspective. On the
other hand, the attempt to deal with an ever-changing environment led to the definition and
application of a new graphic formalism, named discrete-time Bayesian Network (Boudali and
Dugan, 2005), which represented random variables and their dependencies by means of nodes
and directed arcs. The abovementioned methodologies, even if not completely exhaustive by
themselves, may be considered as an important starting point for a comprehensive risk-

updating approach.

The first complete Dynamic Risk Assessment methodology for process facilities, termed as
Dynamic Failure Assessment, was developed by Meel, Seider et a(Meel et al., 2007; Meel and
Seider, 2008, 2006) . This approach aims at estimating the dynamic probabilities of accident
sequences, including near misses and incident data (named as Accident Sequence Precursors
T ASP) as well as realtime data from processes. This method was applied to several case
studies, such as CSTR reactor safety system@ieel and Seider, 2006), Ethyl Benzene process
(Meel and Seider, 2008), and alarm systems for process equipment(Pariyani et al., 2012a,
2012b).

Dynamic Risk Assessment (DRA) was further developed by Kalantarnia et al.(Abimbola et al.,

2014, Kalantarnia et al., 2010, 2009; Khakzad et al., 2013a} this approach integrates Bayesian
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failure mechanisms with consequence assessment. The novelty of this approach stands in the
presence of tvo additional steps if compared with convention al risk assessment (Table 2. 4).
These steps represent the key to dynamic risk assessment: accident analysis and probability
updating. Accident analysis step uses the event/ fault tree along with real time process data to
estimate eventso probabilities. Then these
information and new data in the form of likelihood function, by means of Bayesian inference.
Subsequently updated probabilities are applied in the re-estimation of the risk profile for a
process facility following an iterative procedure, which mirrors real -time changes in the
system. The Dynamic Risk Assessment process may be implemented to a selected system in
five steps (Kalantarnia et al., 2010, 2009) , as reported in Table 2. 4

As a valuable alternative in revising prior failure probabilities, also a non -Bayesian updating
approach, in which new data are supplied by real time monitoring of parameters, inspection of
process equipment and use of physical reliability models, was proposed (Ferdous et al., 2013;
Khakzad et al., 2012) Despite the slight difference in the updating process, all the other
features are similar to the DRA approach above reported.

DRA was appliedto a real-case represented by the BP Texas Refinery accider(Kalantarnia et
al., 2010) and offshore drilling operations (Abimbola et al., 2014). The integration with
established Bow-Tie technique proved to be an effective solution, as revealed by the application
to a sugar refinery explosion (Khakzad et al., 2012). Starting from the foundational
contribution by Kalantarnia et al. (Kalantarnia et al., 2010, 2009), several methodologies have
tried to enlarge the field of application for Dynamic Risk Assessment, by introducing slight
modifications. For instance, Hierarchical Bayesian Analysis (HBA) widened the field of
application for DRA also to rare event, due to a twostage Bayesian method. The feasibility of
this approach was witnessed by the application to BP Deepwater Horizon accident(Yang et al.,
2013) and to offshore blowouts (Khakzad et al., 2014). System hazard identification, prediction
and prevention methodology (SHIPP) is another relevant approach derived from DRA and
referred specifically to accident modelling, that has been developed by Rathnayaka et al.
(Rathnayaka et al., 2011)and proved, in the application to a LNG facility (Rathnayaka et al.,
2012), to be able to integrate technical and non-technical barriers. Another mentionable
contribution, derived from DRA procedure, is Dynamic Operational Risk Assessment (DORA)
methodology (Yang and Mannan, 2010a, 2010b)that included conceptual framework design,

mathematical modelling and decision-making based on cost benefit analysis.

Dynamic Risk Assessment methodology has demonstratedto be an exhaustive and versatile
approach for chemical process systems, as witnessed byseveral recent applications. The
mathematics that lies behind Dynamic Risk Assessment is explained in detail, in its application

to safety barriers performance evaulation, in Section 3.4.2.2.
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Table 2. 4 DRAT Dynamic Risk Assessment(Kalantarnia et al., 2009) . Description of the steps.

Step
(0]

Collect ASP

Monitoring and reporting of process accidents, incidents and near misses. These data have been called Accident Sequenci

Precursors (ASP).

1 Scenario The potential scenarios, their causes, consequences and related safety barriers ariglentified by means of a bow-tie analysis.
identification A bow-tie analysis is performed at this step to provide a visual representation of consequences, causes and related safet)
barriers in place to mitigate or c-tiendiagramlis generally &naczeatrolless of
contai nment , of t en i n (CE)Gohseqdencsin |€ftband part of thel diagramemdtcauses in the right-
hand part of the diagram have been (lEssgprec tfi owwetvogonf@Es)di cat ¢
2 Prior function The prior failure function of each barrier represents our understanding of it prior to the start of operation. A probability
calculation density function of type Beta can be selected to represent the failure probability of a system(Vose and Rowe, 2000) such as

a safety barrier. If a bow-tie diagram approach to the calculation of prior OE frequencies is used, the mean value of the Beta
distribution of barrier failure probability can be obtained and used as a discrete value. In fact, if the CE frequency (obtained
by gate-by-gate fault tree calculation (Delvosalle et al., 2005)) is multiplied by the conditional probability values encountered
on the branch connecting the CEto an OE, that particular OE frequency is obtained, as shown in the following equation:
Freq(OE) = Freq(CE) Prob(OE) Prob(SBOE)

where Freq(CE) is the frequency of the CE, Prob(OE) represents the probabilities of transmission from the CE to the
considered OE (e.g. probability of immediate or delayed ignition and probability of a VCE) and Prob(SBOE) the failure
probability function mean values of the safety barriers encountered on the branch between the CE and the considered OE.

3 Formation of the
likelihood
function

This function is formed using real time data from the process as it operates. These data are inferred from the ASPs and are
specific numbers within a discrete domain, which is best presented by a binomial distribution. Many approaches exist for
selecting likelihood functions. The most convenient in the present framework is to use the conjugate pair of the prior functi on
(Kalantarnia et al., 2010). Beta and binomial distributions are conjugate pairs and so binomial distribution is used to
represent the likelihood function.

The posterior failure function of the safety barriers has been obtained from the prior and likelihood functions using Bayesia n
inference. Bayesian inference is a tool which uses data to improve an estimate of a parameter. The posterior function is the
same distribution type as the prior (Beta), but the parameters are updated trough the likelihood function. Thus, the posterio r
function can be derived as follows:

f (x|Data) ¢ g(Data]x) D(x)

Where x is the failure probability of the barrier, f(x) is the probability distribution function (prior distribution),  f(x|Data) is
the posterior distribution and g(Data|x) is the likelihood function. Posterior frequencies of the OEsmay be obtained using
the bow-tie diagram approach described previously.

4 Posterior
function
calculation
Analysis

5 Consequence

Consequence analysis is carried out on the scenario in order to estimate the potential consequences of all possibl©Es.
Consequence assessment is a straightforward approach as the consequence of an event is often constant throughout th
lifetime of the pr ocess. Generally, consequences of an event in process facilities are: asset loss, human fatality, environmente
loss, and confidence or reputation loss.
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2.4.2 Coupling of DRA and DyPASI

The use of conventional hazard identification techniques may present some limitations related

to completeness, reproducibility, inscrutability, relevance of experience and subjectivity (CCPS
- Center for Chemical Process Safety, 2008a) To overcome this limit, DRA was coupled with a
dynamic hazard identification techniqgue named DyPASI (Dynamic Procedure for atypical

scenario identification ) (Paltrinieri et al., 2014b, 2014c, 2013a, 2013b). The DyPASI procedure
allows the HAZID process to define and take into account atypical accident scenarios, which
by definition are deviating from normal expectations of unwanted events or the worst -case
reference scenarios. As a preliminary activity, DyPAS requires the application of a

conventional bow-tie technique, followed by the retrieval from databases and searchsystems
of relevant information concerning undetected potential hazards and accident scenarios that

may not have been previously considered(Paltrinieri et al., 2013a, 2013b). A brief description

of DyPASI steps has been reported in Table 2. 5

Table 2. 5 DyPASI (Paltrinieri et al., 2013b) . Desaiption of the steps (Paltrinieri et al., 2014c) .

Step | Description

0 Identification of Preliminary activity in which the application of a conventional bow-
relevant accident tie technique is required for the identification of relevant accident
scenarios by | scenarios and relative safety barriers. This technique provides a visual
means of Bow - | representation of the causes of unintended events, likely outcomes
Tie analysis and the meaaures in place to mitigate or control the hazards. It is

centred on a critical event, i.e. a loss of containment. The left part of

the bow-tie, named fault tree, identifies the possible causes. The right
part of the Bow-Tie, named Event-Tree, identifies the possible

consequences. This step should be ignored in case of update o
previous bow-tie analysis.

1 Search for risk Search for relevant information on undetected potential hazards and
notions on accident scenarios not considered by conventional bow-tie
undetected development. Information retrieval techniques are used to reduce
hazards potential information overload.

2 Assessment  of | Assessment of information to determine whether it is significant
risk notion enough for further action. A register of risk notions to show relevance
relevance and impact is used as support.

3 Scenario Isolation of potential scenarios from early warnings and development
isolation from of cause-consequence chain to integrate into the bowtie diagram.
early warnings

4 Definition of Definition of safety measures for the newly introduced scenarios.
safety measures Safety barriers and related generic safety functions describe the safety

measures.
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DyPASI was applied to both systems where atypical scenarios occurred in the past, such as the
Buncefield oil depot and the Toulouse fertilizer plant (N. Paltrinieri et al., 2012), and to
emerging technologies, whose relative lack of experience may lead to atypical scenarios, such
as a Carbon Capture and Sequestration plant(Paltrinieri et al., 2014d) and LNG (Liquefied
Natural Gas) regasification units (Paltrinieri et al., 2015b, 2011).

The DyPASI technique, whose nature i saliotnkercati ve
this case itwas coupled with DRA (Paltrinieri et al., 2014c) , as illustrated in Figure 2. 6. The

’

results obtained by preliminary applications to systems where actual accidents occurred (BP
Texas City Refinery (Paltrinieri et al., 2014c) and Hoeganaes Metal Dust accident(Paltrinieri
et al., 2014b)) showed that the related scenarios could beidentified and potentially prevented.
Moreover, the application of DyPASI technique showed a strong complementarity with DRA,
which is heavily dependent from the hazard identification and early warning collection systems
(Paltrinieri et al., 2014c) . Therefore, the coupling of two advanced methodologies established
a more exhaustive dynamic risk assessment approach(Paltrinieri et al., 2014b, 2014c), as
visible from Table 2. 6.

DyPASI + DRA

Definition of scope and
information required

A 4

Hazard Identification by

Applicati f DyPASI
means of bow-tie analysis At

-

Yes

A 4 A A NEW

io?
Definition of Definition of 2ECNano:
accident scenario accident scenario
frequency consequences
Posterior function
calculation (DRA)
A l':
Risk estimation by Yes
composition of frequency and Update

consequences frequency?

v NO
Risk Tolerability Evaluation
according to criteria

A 4

Reactive and proactive
intervention on risk

[

Figure 2. 6 DRA and DyPASI integrated methodology flowchart. Figure adapted from Paltrinieri et al.
(Paltrinieri et al., 2014c) .
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-

Step Description

Definition of scope and
information required
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, 2014c).

The framework and the limits of the study are defined. This involves defining the scope of the risk analysis and the
information that is required from it.

Hazard identification
by means of bow -tie
analysis

Basic hazards are identified. In this step, the HAZID methodology applied for the representation of the basic and well -
recognized process hazards is the bowtie analysis.

Definition of accident
scenario frequency

Accident scenario frequency is identified. The frequency of the identified scenarios is calculated.

“

Definition of accident
scenario consequences

Accident scenario consequences are identified. The physical extent and severity of the identified scenarios are
calculated.

5

Risk estimation by
composition of
frequency and
consequence

Risk is estimated. Risk is estimated by the composition of probability and consequence for the scenarios identified, as
recommended by (Kaplan and Garrick, 1981).

6

Risk tolerability
evaluation according to
criteria

Risk tolerability is evaluated according to risk criteria. In case risk exceeds certain limits, appropriate actions are to be
taken in the next step.

Reactive and proactive
intervention on risk

Reactive and proactive intervention on risk is taken. This step is the response to the results previously obtained and,
at the same time, the starting point of a new reiteration of t he analysis. In fact, decision-making should address not
only reactive actions in response to the calculated risk, but also proactive interventions for a more comprehensive risk
assessment. In general, robustness in decisioamaking is of particular relevan ce. In a dynamic system this principle
earns more importance because it is asked to cope with variations in its operating environment without alteration or
loss of functionality.

Application of DyPASI

DyPASI is applied. DyPASI is used in the reiteration of the analysis in order to identify and integrate basic process
hazards with new or atypical scenarios when evidence of them is demonstrated by early warnings. The latter are
identified by a systematic screening process of related risk notions. Every time DyPASI identifies a hew scenario, the
consequence and the frequency analysis must be reiterated in order to assess its risk.

5
g
_

Posterior function
calculation (DRA)

Posterior Probability (DRA) is calculated. By means of the DRA technique (only steps 3 ard 4 should be applied) the
probability of the events identified by the HAZID process is updated. The information for this step (ASPs) is provided
by the screening process of related risk notions per formed in the previous step. This reiteration represents also away
to monitor system performance.
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2.4.3 Dynamic Risk Assessment with Bayesian Networks

Bayesian Networks (BNs) are a graphical representation of uncertain quantities and decisions
that explicitly reveal the probabilistic dependence between the variables and the related
information flow. BNs are directed acyclic graphs for reasoning under uncertainty in which
random variables and their dependencies are represented by means of nodes and déected arcs.
A distinct advantage of using BNs is that they provide a useful tool to deal with uncertainty and
with information from different sources, such as expert judgment, observable information or
experience, as well as common causes and influencesfdhuman factors (Ale et al., 2014). The
mathematics that lies behind Bayesian Networks and the tools offered by a specific software
for BNs application are presented in Section 3 (Section 3.4.2.2).

However, despite about 200 publications regarding Bayesian Networks are available with
reference to dependabiity, maintenance and risk analysis areas, only 26% of them deals with
risk analysis topics and few ones are related to the chemical industry domain (Weber et al.,
2012).

For instance Khakzad et al.(Khakzad et al., 2013b, 2011)made clear how to map conventional
techniques, as fault-tree and Bow-tie diagrams into BNs. They also discussed the enhanced
flexibility of BN structure in comparison with the bow-tie diagram; the crucial point is that
each conventional diagram can be mapped to its corresponding BN, while a BN is na
necessarily equivalent to a BowTie (or a Fault-Tree), due to multi-state variables. The
mapping procedures are presented in detal in Section 3.4.2.2. As a starting point some hybrid -
models were developed and successfully tested, for example in the framework of the
operational safety program for offshore companies in Norwegian Sea, called Risk OMT (risk
modelling - integration of or ganizational, human and technical factors) (Rged et al., 2009;
Vinnem et al., 2012).

In the dynamic risk assessmentframework, Bayesian Networks are howadays considered to
represent a promising tool, suitable to cope with complex and uncertain situations, with a
graphical and easyto-update model, which has recently gained increasing popularity in the
process industry (Ale et al., 2014; Khakzad et al.,, 2013d; Pasman and Rogers, 2013)The
potentiality of BNs approach to Dynamic Risk Assessment has been proved by several
applications: Pasman and Rogers(Pasman and Rogers, 2012)applied BNs for the evaluation
of process design alternatives, Khakzad et al(Khakzad et al., 2013c)showed the role of BNsin
Risk-based Design gplications. The effectiveness of this approach in operational safety was
demonstrated with regards to the prevention of major accidental scenarios, as off-shore
blowouts (Khakzad et al., 2014, 2013a)and dust explosions (Yuan et al., 2015) Recent

applications are aimed at extending the applicability of Bayesian Networks both to risk
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management issues(Ale et al., 2014) and to cascading events, with particular reference to
domino accident modelling (Khakzad, 2015; Khakzad et al., 2013d)

244 Risk Barometer

The Center for Integrated Operations in the Petroleum Industry has recently developed the
iRi sk Bar ome t(dauge ettalge 2016nPalginied et al., 2015a, 2014a; Paltrinieri and
Hokstad, 2015), aiming to continuously monitor risk picture changes and support decision
makers in daily operations. This proactive approach to risk is based on the contribution by
Jien (Bien, 2001a) on the definition of risk indicators describing Risk Influencing Factors

(RIFs), which are aspects of a system or of an activity that affect its risk level(@ien, 2001b).

The risk barometer needs to be performed on an existing QRA, in order to conduct sensitivity
analysis and select the RIFs that are mostly affecting the risk picture. Indicators that assess the
state of RIFs and may be evaluated on a reatime basis are then introduced. The aggregation
of indicators and RIFs by means of a weighted sums approach allows the assessment of the
overall risk variation. An example of Risk Barometer is available in Figure 2. 7.

Figure 2. 7 Risk Barometer. It visualizes the average risk level measured in the last period(tp -
indicated by a dotted line) and the instantaneous risk level (ti - indicated by a solid line and the arrow).
Figure adapted from Paltrinieri et al. (Paltrinieri et al., 2014a)

This approach, whose description of steps is reported in Figure 2. 8, is based on the availability
of a large amount of real-time data, whose collection is made easier by the extensive use of
Information and Communication Technologies. Real -time Risk assessment can provide a basis
for dynamic adjustments of inspection and maintenance plans or implementation of risk

reducing measures while maintaining production (Paltrinieri et al., 2014a) .
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Risk Barometer

Pre-requirements.

Application of conventional QRA and barrier
analysis.  Selection of relevant QRA
parameters, related RIFs and correspondant

indicators.
\. — y,

¥
1 | Introduction of risk indicators

¥
2 Definition of RIF values
3 Definition of RIFs impact
_on QRA parameter

@
4 Development of QRA parameter
influence model

b
s Risk measure expansion
by Taylor series

h 4
e Visualization through
Risk Barometer

Figure 2. 8 Risk Barometer: methodology flowchart (Okstad et al., 2013).
The Risk Barometer was tested on a series of different casestudies from the Oil & Gas sector
(Hauge et al., 2015}

A Process leak on an oil production platform.
A Impact between a platform and a visiting vessel.

A Loss of containment due to sand erosion/corrosion in a Floating Production Storage

and Offloading unit.
A Well leak and blowout

One of the advantages of the Risk Barometer in comparison with other dynamic techniques is
the fact that the model is built in collaboration with the potential users, decision -makers and
key organization personnel. The application on the casestudies listed was conducted through
a series of workshops in order to involve the operators and build trust in the quantitative

evaluation tool (Hauge et al., 2015) A "drill -down" capability was also implemented to allow
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the user to keep a track of each element of the model, for instance by checking the trend of the
single indicators. The philosophy of the "transparent box" (opposite of "black box") was
followed. The user should not only be able to see inputs and outputs, but also the processes

occurring in the box and how the indicators (inputs) turn into o verall risk variation (output).
2.5 DISCUSSION

251 Advantages and limitations of Dynamic Risk Assessment
approaches

Dynamic risk assessment aims to take into account new risks notions and early warnings, and
to systematically update the related risks, ensuring enhancedflexibility. This may answer the
need for more realistic values of failure probability and event frequency. Generic values may
be then refined by the continuous improvement of dynamic assessnment (DRA and DRA with
Bayesian Networks). Morover, the applicatio n of dynamic techniques (as DRA and DRA with
Bayesian Networks) will allow accounting in a more detailed and effective manner risk
reducing measures performance, therefore avoiding overestimation of the risk picture; this

topic is developed in Section 3.42.2 by a description of specific methodologies.

Integration of partial initial risk assessment would be also possible if a dynamic approach
ranging from hazard identification to risk evaluation is employed (coupling of DRA and
DyPASI). Through the use of techniques such as DRA and the Risk Barometer, analysts may
relatively increase their awareness of uncertainties associated with the results. Expert
judgment may be constructively used for the creation and refinement of dynamic tools of risk
assessment inorder to oppose the possible scepticism such techniques may lead to (e.g., Risk
Barometer). Ultimately, techniques such as the Risk Barometer would represent a support for
critical decision and allow risk -informed decision-making, i.e. results obtained from Risk
Assessment process would be weighted with other attributes during the decision process.The
applicability of these methods within the chemical and process industry domain is enforced by

many recent applications, described in Section 2. 4 and summarized in Table 2. 7.

Dynamic risk assessment may be applied not only in the design stage of a process, but also
throughout its lifetime, allowing safer operations and easier maintenance, as well as
supporting a more precise, risk-informed and robust decision -making process (Khakzad et al.,
2014).

As reported in Table 2. 8, Dynamic Approaches may show advantages in design and operation
on processing facilities, while the main limitations are shared between design and operation
phases.Dynamic methods may improve design and comparison between different alternatives

of safety systems, by integrating standard processes of hazard identification with notions on
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emerging risks or external experience on relevant events. Accounting for human and
organizational factors since the beginning of the design process would also allow fo proactive
prevention of potential underlying issues. The operation phase of a plant would be the main
phase to benefit from dynamic risk assessment. In fact, frequent reiteration of risk assessment
may allow continuous evaluation of safety measures, refnement of their management and
enhanced management of safetycritical operations and improved maintenance planning.

Moreover, constant monitoring of human and organizational factors would allow for feedback

on the organization safety culture and support tr aining sessions focusing on key organizational

issues.

In particular, next challenges will be devoted to solving the issues of formalization,
standardization and creation of completely automated software able to perform Dynamic Risk
Assessment. Eventually, despite several steps forward have been made from the pioneering
studies, every dynamic approach showed to be effective only if associated with a proper safety
culture, which continuously search for learning opportunities by monitoring and recording
process performance and incidents (Paltrinieri et al., 2014b) . Moreover, research on Risk
Assessment may be further developed in order to futher include by means of innovative

methods/tools cascaling events (e.g. domino events) and management issues
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Table 2. 7 Dynamic Risk Assessment applications in the Chemical and Process industry domain.

Applicative contributions T Main Topics MTh?]ordetilcal_/
Name . ethodologic
MBI, Accident/ Design Safety Asset Other Contributions
Consequence integrity
Modelling
Dynamic 1  First applications termed as Dynamic Failure Assessment
Risk 1 Two more steps in comparison with conventional QRA: accident A 3 3 A £ £
Assessment analysis and probability updating (often Bayesian)
(DRA) 1  Use of real time data, nearmisses, ASP to update probabilities
1 Possible integration with Bow-Tie diagrams
1  Application also to rare events (HBA - Hierarchical Bayesian
Approach modification)
1  Application to Process accident model with predictive capability
(SHIPP - System hazard identification, prediction and prevention
methodology)
1  Application to operational Risk Assessment (DORA T Dynamic
Operational Risk Assessment).
DRA M Coupling of two advanced dynamic techniques: DyPASI (Dynamic
+ DyPASI Procedure for Atypical Scenarios Identification) and DRA E X 3 X X E
(Dynamic Risk Assessment)
1 Improved Hazard Identification (first step of Risk Assessment) in
comparison with DRA by itself.
Dynamic 1 Direct acyclic graphs representation of variables and probabilities,
Risk with flexible and time -dependent structure 3 5 5 3 3 3
Assessment 1 Possible conversion from Bow-Tie to BNs
with ) 1 Easy integration of technical and non-technical factors (e.g. human
Bayesian and organizational ones).
Networks 1 Transparency and intuitiveness, due to graphical appearance, may
be suitable in purpose to involve non-expert people in important
decisions (e.g. stakeholders).
T Complex events description, with the ability to i ncorporate
multistate variables and common cause failure.
Risk 1 Proactive method based on Risk Indicators
Barometer 1 Requires a QRA to be performed a 3 3 X X a
1 Capture real-time information of critical safety barrier, allowing to
incorporate human barrier performance indicators
1 Easy visualization of results
9  Still limitations in aggregation of data
a: Contributions available X: No contributions currently available, but application is possible. Blank: application is not possible.
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Table 2. 8 Possibilities and limitations of dynamic approaches application to Risk Assessment in design and operation of chemical and process facilities.

Plant life Possibilities Limitations
cycle phase
Improved development of scenario generation and description, due to application of | A No regulations currently available on
early-warnings and specific data from the process (Al-Shanini et al., 2014). A Dynamic Dynamic Risk Assessment Methodologies
Methods for Hazard Identification can tackle Atypical Scenarios, whose detection and Applications (Paltrinieri et al., 2014b) .
Design influences the design process and safety systems implementation. A Effectiveness of the methods relies on
i i i i _ i - continuous monitoring activity and real -time
Transparent comparison between different design alternatives, determining (dis -)utility data capturing. It implies the necessity to
on the basis of risk costs and benefits(Pasman and Rogers, 2012) collect early-warnings, near misses, incidents
R — . . and accident data (Khakzad et al., 2014).
Uncertainties introduced in the analysis are clearer (Pasman and Rogers, 2013) A | A Most of the methodologies presented herein
Increased QRA transparency. are part of on-going studies. There are still
Effective visualization of results (e.g. Risk Barometer, Bayesian Nets, Graphs of Risk vs some issues to be addressed in each method:
Time) A Improved decision-ma ki ng process and stakehol (e.g. for DRA the use of freedistribution data
design phase and throughout the plant lifetime (Weber et al., 2012). (Paltrinieri et al., 2014c), for Bayesian
Networks the Net development (Pasman and
Integration among technical, human and organizational factors from the beginning of Rogers, 2013) for Risk Barometer the
the design process (Ale et al., 2014). A Improved frequency and consequence Indicators aggregation processes(Paltrinieri
calculations, that takes into account common causes and human influences. and Hokstad, 2015)).
. - : : A Lack of knowledge on these methods: no
Evaluation of additional safety measures during the operational phase based on updated completely automated software existing, very
consequences in order to fulfil risk minimization (Yuan et al., 2013. limited experience in industry (Pasman and
Operation Managing operation effectively, determining whether to continue it or stopping it, in A Egggrs’ozfmggnventional models as pre
order to review the existing operating condition to avoid accidents (Abimbola et al., X :
2014). requirements (e.0. Bow—T|_e for DyPASI,
T . . . . . . conventional QRA for Risk Barometer)
Possibility to reiterate Risk Assessment more _frequ_ently in comparison with static (Paltrinieri and Scarponi, 2014) .
methods (Paltrinieri et al., 2014c) . A Real-time Risk Picture. A Necessity to further develop and apply these
Effective detection of lacking/defective maintenance (Paltrinieri et al., 2014c). A methods, in particular to the inclusion of
Improved inspection and maintenance time intervals. external factors (e.g. domino effect, natural
hazards) (Pasman and Rogers, 2013)
Effective detection of organizational issues during operation phase. A Improved
training, planning for personnel and safety communication (Paltrinieri et al., 2014b) .
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2.5.2 Towards the development of a Dynamic Risk Management

Framework

Paltrinieri et al. (Paltrinieri et al., 2014b, 2014c) have recently proposed a dynamic approach

to Risk Management - Dynamic Risk Management Framework (DRMF), developed from a set

of well-known risk management and governance frameworks (IRGC - International Risk

Governance Council, 2009; 1ISO31000:2009, 2009) . The DRMF aims at implementing the

need of continuous improvement and updating in the risk management process, by applying

Dynamic Techniques for Hazard Identification and Risk Assessment. The framework, whose
schematization has been reported in Figure 2. 9a, is composed by two general stages, four

sequential phases and two continuous activities involving all the process. The first stage is a

process of learning and understanding that refers to the processof knowledge and information

management, and includes the phases of Horizon Screening and Hazard Identification. The

second stage is the Decision process, which refers to process of elaboration and judgement of

information subsequent intervention, and inc ludes an assessment phase and a decision and
action phase. Al ong with the risk assessment pha
should be constantly perfor med: imonitoring, re
Acommunication andtboasbGframewonk results to be ¢
and continuously reiterated in order to effectively take into account real -time changes in the

process.

The effectiveness in the application of a Dynamic Risk Management framework in collecting
and considering evidence of emerging risks relies on the continuous development of Dynamic
Techniques for Hazard Identification and Risk Assessment, joined with a proper safety culture.
This is also illustrated by the 3D elaboration of the DRMF in Figure 2. 9 b. In fact, initially
there may be events that are defined by the QRA analysists as "Unknown Unknowns" (analysts
are not aware they do not know them). Information about these events is gradually collected
through the continuous activ ity of "monitoring, review and continuous improvement" once a
reasonable doubt is raised. This information is represented by early warnings, past events,
accident precursors, test results or related studies. Due to an increased awareness of the
potential disregarded related risk, these events turn to be "Known Unknowns" (analysts are
aware they do not know them). The risk evidence is then integrated in the analysis through the
dynamic techniques mentioned in this work, the knowledge about these potential accident
events increases and vice versa, the uncertaities decrease, as shown by Figure 2. 9 bOnce the
potential scenarios are assessed and metabolized in the process, analysts can define them as
"Known Knowns" (analysts are aware they know them). The dynamic process of risk

assessment can be described nobnly as a circular process (Figure 2.9 g, but as a 3D spiral,
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where the radial centripetal movement represents the increase of awareness and the vertical

movement from the top to the bottom represents t he decrease of related uncertainties.

UNDERSTANDIN

a) DECIDING
Unknown| Known TOtalt -
Unknowns| Unknowns uncertainty
of the event

Integrationof event
informationin risk
management
y

Known
Knowns
y -
Reasonable Awarenes®f the event
doubt No _
b) uncertainty
of the event

Figure 2. 9 Dynamic Risk Management Framework (a) and its 3D perspective (b).
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2.6 CONCLUSIONS

In the present section, relevant approaches to risk assessment for chemical and process
facilities have been analysed and classified, applying novel criteria. The classification
highlighted how the application of Risk Assessment has supported process safetyin the last
thirty y ears, and showed its usefulness to support the process industry business by enabling
risk management. Despite the obvious fact that it is not an exact description of reality, QRA
proved to be the best available, analytic, predictive tool to assess the risk of complex chemical
process systems However, the present overview pointed out that more refinement s of Risk
Assessment toolsare required to exploit its full potential. Most of the research is oriented to
improve basic aspects, such as data frequenciesA possible development pathway is given by
the application of dynamic approaches, as a direct consequence of the nowadaydeasible
possibility of real -time monitoring for process facilities. In particular dynamic risk assessment
approach, either coupled with a dynamic procedure for hazard identification, seems to be a
promising step forward. For instance, a novel method based on indicators, the Risk Barometer,
has demonstrated valuable features in its first applications. On the other hand, the
incorporatio n of Bayesian networks into Risk Assessment may be another interesting focus,
for both research and industrial purposes, because it allows a systemic approach considering
human error and management influences. The application of a dynamic approach within
cascading events (e.g., domino accidents) modellingis outlined as possible research field. In a
broader perspective, the insertion of dynamic risk assessment approaches within a Dynamic
Risk Management framework allows effectively taking into account real -time changes in the
process, which results into increased awareness of the analysts toward potentially disregarded

risks.

To conclude, despite the fact that risk assessment application has deeply increased the safety
of chemical process plants, major acctdent scenarios are still occurring and in order to
guarantee a certain level of safety, risk assessment techniques should be constantly improved

and evolve in parallel with the increasing complexity of the systems where they are applied.
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Secti on 3.

St at e of t he ar t on
factor s and e conomi
Wi thin RI sk Assessme

3.1 INTRODUCTION

During the past years, several accidental events raised the attention toward the possible
escalation of major accidental scenarios into cascading events within chemical and process
facilities. Cascading events are catastrophic accidents triggered by external hazard factors, as
domino effects (i.e., triggered by safety-based accidents, as primary fire/explosions), security
threats (i.e., sabotages or terroristic attacks) and natural events (i.e., lightnings, floodings,

earthquakes).

External hazards factors are widely recognized causes of major accidents and cascading events,
which determined about 30.7% of all these accidental events worldwide (Darbra et al., 2010).
Therefore, they should be accounted within Quantitative Risk Assessment in the chemical and

process industry domain.

Considering risk as the effect of uncertainties on objectives (ISO31000:2009, 2009) , the key
different element between safety and security domains is the risk source that in the safety
domain can be considered unintentional, while in the security domain it is the result of a
specific intent. Therefore, many authors (Aven, 2007; Reniers, 2014; Reniers and Audenaert,
2014) suggested a unifed framework the inclusion of external hazard factors within safety and

security risk assessment.

Despite their different causes, all these accidents share low probabilities of occurrence and very
high impacts in terms of human, environmental and assets losses, both inside and outside
facilities boundaries (Reniers and Cozzani, 2013) These catastrophic accidents tend to affect
particularly chemical and process installations, due to the high inventory of hazardous

chemicals and possibly severe operating conditions.

In Section 3. 2, a description of different typologies of cascading events is carried out, together
with available techniques to model and include external hazard factors driven accidents within

risk assessment.
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Indeed the analysis of risk assessment techniques made clear the role of safety and security
measures within cascading events prevention. Safety barriers (or measures) are widely applied,
concerning domino accidents, as well as security barriers (or measues), concerning security-
based accidents, in purpose to prevent, control or mitigate their occurrence. Therefore,
guantitative assessment of barriers performances, from both technical and economic point of
view, takes on a major role in the risk evaluation step of risk assessment, and in a broader

context, in accidents modelling and prevention (Janssens et al., 2015.

Therefore, different typologies of risk reducing measures applied within chemical and process
installations are described in Section 3. 3, together with methodologies to evaluate their

performances.

For what concerns safety barriers, conventional methodology for performance evaluations is
based on BowTie diagram and/or on its constituents (i.e., Fault-Tree and Event-Tree).
Dynamic risk assessment techniques have recerly emerged within the process industry
domain, due to their flexibility in mirroring systems changes over time and to their enhanced
intuitiveness in the presentation of results , as described in Section2. Among these technigues,
Bayesian Networks, a graphical probabilistic method, is nowadays a promising and
increasingly popular tool, suitable to cope with complex and uncertain situations (Ale et al.,
2014), and therefore to model safety barriers behaviour within a chemical installation ; the
mathematics behind Bayesian Networks and a software to construct them will be presented
Therefore, the conversion processes from conventionaltechniques into Bayesian Networks will
be presented, together with methodologies for safety barriers performance assessment by
means of Bayesian techniques and Bayesian Networks. A methodology, which combines
existing ones, to assess safety barriers perfomance assessment, by means of Bayesian

Networks, with an eventual extension to domino accident analysis, is outlined.

For what concerns security barriers, existing methodologies for performance evaluations are

site-specific and accidentspecific; an overview on the most applied techniques is presented.

Due to the increased attention for safety and security issues, an optimal selection and
allocation of risk reducing measures, including related cost issues, is becoming progressively
more important for decis ion-makers. A description of economic models for supporting risk

assessment and related decisioamaking process is presented in Section 3. 4Indeed, economic
analyses, such as cosbenefit and cost-effectiveness analyses, may offer rational criteria for
the selection and allocation of safety and security measures. An overview of recent
contributions regarding theoretical, methodological and applicative aspects of economic
analyses within the safety and security domain, referred to chemical and process industry

installations , is presented The analysis of research gaps highlighted that,despite the potential
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of economic analyses in establishing competitive business advantageprevious contributions
and ongoing researchwithin the chemical industry address economic assessmentwith respect
to unintentional major and occupational accidents (i.e., safety -based accidents). No specific
complete economic models and applications are yet available addressing the selection and
allocation of preventive security measures (e.g., counter terrorism related measures), within

the chemical and process industry domain.

32 CASCADING EVENTS TRIGGERED BY EXTERNAL
HAZARD FACTORS

3.2.1 Safety -based accidents: domino accidents

3.2.1.1 Definition of domino effect

A domino effect indicates a catastrophic escalation of accidental events, characterized by very

low frequency and high consequences that can affect both workers and population in the

nearby, as well as assets and environment. In a domino effect, a chain of accidents in which a

primary accid ent escalates and triggers other secondary or higherorder accidents, occurs. As

explained in Section 2, many significant progresses have been made in the context of
Quantitative Risk Assessment for the Chemical and Process industry domain in the last thirty

years, but the topic of cascading events modelling and inclusion within QRA still needs to be

furt her investigated. Nevertheless, n the past decades cascading events, and among them,

domino accidents, were often neglected by risk analysts because of their very low probability

and high complexity, but, unfortuocat SMMupldydef i ni n

and Conner, 2012) does not mean it would be impossible.

For instance, two surveys on domino effect accidents(Darbra et al., 2010; Planas et al., 2014)
emphasized an increasing trend of domino events occurrence, between 1961 and9B0-1990,
within the chemical domain, followed by a more recent decreasing trend, as visible from Table
3. 1, which may be justified by increasing safety culture and improved risk management.
According to Darbra et al. (Darbra et al., 2010), domino accidents are nowadays significantly
more severe in underdeveloped countries, due to safety culture deficits and lack of proper risk
planning. However, domino events, as demonstrated by BP Texas city refinery accident in
2005 (CSB, 2007a), where a primary Vapor Cloud Explosion was followed by several fires and
explosions and Buncefield depot accident(Buncefield Major Investigation Board, 2008) may

still occur everywhere.

The awareness of hazards posed by domino events reques efforts to prevent these
catastrophic accidental scenarios. In the European Union, the legislation on the control of
maj or accident hbBkbhodDi( ¥ eet i (EB I0)@ENEIRIESIMBASUESS
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to assess, control and prevent domino accidents(Bagster and Pitblado, 1991; Khan and Abbasi,
1999).

Since there is disagreenent on what people define as domino effect, the natural consequence
is that the most of studies on domino effect are carried out independently and focuses either
on very particular aspects of accident escalation process like vulnerability models or on the
definition of methodologies for risk assessment. An overview on available domino events
definitions is presented in Table 3. 2; among these the most recentis the one by Reniers and
Cozzani(Reniers and Cozzani, 2013)

Domino effects modelling requires at its basis the definition of three concepts: primary

accident, accident propagation and escalation probability (Darbra et al., 2010).

A primary event is an accidental scenario that occurs in a certain unit (i.e., either a fire or an
explosion). According, to Landucci et al. (Landucci et al., 2015a), domino accident scenarios
triggered by the escalation of fires were responsible of severe accidents that affected the
chemical and process industry. Past accident data analysis review carried out by Necci et al.
(Necci et al., 2015) confirmed that in more than half of the industrial accidents involving a
domino effect, occurred in the past fifty years, escalation was triggered by a primary fire.
Indeed, fires act a severe heat load to every structure, both irradiative and convective, capable
and destroy hazardous substance containers. There are many different kind of fire accidents
due to hazardous substances, but in the framework of risk assessment four typologies of fires

are relevant: pool fire, flash fire, fireball and jet fire.

A description of accident propagation and escalation probabilities concepts is reported in the
following sections (see Section 3.2.1.2, Section 3.2.1.3 and Section 3.2.1.4).

Table 3. 1 Historical analysis of domino events occurrence within the chemical industry domain,
adapted from Darbra et al. (Darbra et al., 2010).

Period Number of accidents % of domino accident events
1961-1970 49 22
1971-1980 70 31
1981-1990 63 28
1991-2000 24 11
2001 -2007 19 8
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Table 3. 2 Domino effects definitions according to the literature, adapted from Necci et al. (Necci et

al., 2015).

Source/authors

Definition

Third Report of the Advisory
Committee on Major
Hazards (HSE - Health and
Safety Commission, 1984)

The effects of major accidents on other plants on the site or nearby sites.

(Bagster and Pitblado, 1991)

A loss of containment of a plant item that results from a major incident on a nearby plant unit.
An event at one unit that causes a further event at another unit.

Leesd Loss Pre
Process Industry (Mannan,
2005)

An event at one unit that causes a further event at another unit.

A factor to take account of the hazard that can occur if leakage of a hazardous material can lead
to the escalation of the incident, e.g. a small leak which catches fire and damages by flame
impingement a larger pipe or vessel with subsequent spillage of a large inventory of hazardous
material.

(Khan and Abbasi, 1998b)

A chain of accidents or situations when a fire/explosion/missile/toxic load generated by an
accident in one unit in an industry causes secondary and higher order accidents in other units.

(Darbra et al., 2010;
Delvosalle, 1998)

A cascade of events in which the conseqgances of a previous accident are increased both
spatially and temporally by the following ones, thus leading to a major accident.

(TNO, 2005a)

The effect that loss of containment of one installation leads to loss of containment of other
installations. An accident that starts in one item and may affect nearby items by thermal, blast
or fragment impact.

(CCPS- Center for Chemical
Process Safety, 1995)

An accident that starts in one item and may affect nearby items by thermal, blast or fragment
impact.

(Vallee et al., 2002)

An accidental phenomenon affecting one or more installations in an establishment that can
cause an accidental phenomenon in an adjacent establishment, leading to a general increase
in consequences.

(EU, 2012)

A loss of containment in a Seveso installation that is the result (directly and indirectly) from a
loss of containment at a nearby Seveso installation. The two events should happen
simultaneously or in very fast subsequent order, and the domino hazards should be larger than
those of the initial event.

(Post et al., 2003)

A major accidentinasocal | ed 6exposed companyd as -clled
6causing company6. A domino effect is a s
domino accident.

(Cozzani et al., 2006)

Accidental sequences having at least three common features:

A A primary accidental scenario, which initiates the domino accidental sequence;

A The propagation of the pri macyoevemgkn:e
physical effects of the primary scenario, that results in the damage of at least one
secondary equipment item;

A One or more secondary events (i.e., fire, explosion and toxic dispersion), involving
the damaged equipment items (the number of secondary events is usually the same
of the damaged plant items).

(Gorrens et al., 2009)

A major accident in a so-called secondary installation that is caused by failure of a secalled
external hazards source.

(Antonioni et al., 2009)

The propagation of a primary accidental event to nearby units, causing their damages and
further fAsecondar y altng i an averall scanbrio mere severe thanehe
primary event that triggered the escalation.

(Reniers and Cozzani, 2013)

An accident in which a primary unwanted event propagates within an equipment
(6temporallyd), oirpme@mt t (OO snpeaatribayl | g @0 , se
triggering one or more secondary unwanted events, in turn possibly triggering further (i.e.,
higher order) unwanted events, resulting in overall consequences more severe than those of
the primary event.

3.2.1.2

Domi no

ef fect

Accident propagation

takes place when an acci

other accidents in adjacent units by means of escalation vectors(Khakzad et al., 2013d).

Therefore, the study of domino accidents requires the analysis of the physical effects that
trigger the escalation chain, named escalation vectors. The typologies of escalation vectors

depend on several factors including the primary event and the distance between the accident
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epicenter and nearby units. Destructive physical effects that may be accounted as escalation
vectors are fire impingement, fire engulfment, heat radiation, overpressure, or explosion
caused by the projection of fragments (Reniers and Cozzani, 2013) Several models are
available in literature regarding the calculation of escalation vectors (i.e., often named
vulnerability models, which may be divided into three main classes: analytical model, integral
model and averaged model(CCPS- Center for Chemical Process Safety, 2000; TNO, 2005h).
In purpose to determine which nearby units are impacted, a comparison between the
escalation vectors derived from the primary event on the nearby units and predefined
threshold values is carried out; for instance several contributions proposed typical values for
heat radiation and overpressure (Cozzani et al., 2009; Cozzani and Salzano, 2004b, 2004c) a

summary is available in Table 3. 3.

Table 3. 3 Reference values for domino accident analysis(Cozzani et al., 2009). From the left to the
right, in column order : primary events, escalation vector, secondary unit, threshold value, safety

distance. (*) 'Yindicates Sachs energ-scaled, calculated asY - +, Where wis the distance from

explosion center & ; Ois released energy of explosion 0,0 is atmospheric pressure 0 .

Primary event Escalation Secondary unit Threshold Safety distance
Vector value

Fireball Heat radiation Atmospheric 15Qqj & Fireball radius
Fire engulfment Pressurized 50 Qqj & N/A

Jet fire Heat radiation Atmospheric 15°Qdj @ Flame length + 50 &
Fire impingement | Pressurized 50 Qqj & Flame length + 25 &

Pool fire Heat radiation Atmospheric 15°Qdj & Flame length + 50 &
Fire engulfment Pressurized 50 Qqj & Flame length + 154

Explosion Overpressure Atmospheric 22°Q0 & Y o p®*)

Pressurized 16Q0 © Y ¢81()

The escalation vectors whose values is above the relevant thresholds may cause credible
damage to the nearby units, resulting in loss of containment or loss of physical integrity. Thus,
based on a comparison between escalation vectors and threshold valuesa preliminary
screening of the nearby units is performed, leading to the specification of potential secondary
targets. The potential secondary units are the units adjacent to primary unit that may give a
potential contribution to domino effect. Moreover, the escalation vectors that are generated

from secondary units, may in turn trigger other accidents in further units (i.e., tertiary units),
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either by themselves or by means of synergistic effects. By means of synergistic effects, the
escalation vectors ofa unit of order “(rollaborates with those of already engaged units (i.e.,
order ii 1) to impact the units of order i + 1 that had not passed the threshold criteria in
previous levels (Reniers and Cozzani, 2013) Further information on accident propagation
concept is presented in Section 3.3.2.1.3, together with the advanced methodology that will be
applied in case studies. Indeed, it should be remarked that the concept of accident propagation
is particularly sig nificant, because it does not only results in a more realistic and accurate
calculation, but it avoids possible underestimation of the potential risk. Moreover, it offers a
sound support to safety analysts in purpose to choose safety barriers, and consequetly to
hinder domino effect in the early stages.

3.2.1.3  Calculation of escalation probabilities

The calculation of escalation probabilites 0 , named also damage probabilities, is generally
carried out by means of Probit methods (Antonioni et al., 2009; Cozzani et al., 2005; Cozzani
and Salzano, 2004b). Probit methods may consider both the type of equipment (e.g.,
atmospheric or pressurized) and the type of escalation vector that affects the equipment (e.g.,
heat radiation or overpressure); for instance, the Probit variable & can be calculated as

follows, in its generic formula (Reniers and Cozzani, 2013)
O O »d o (3.1)
Where:
A @& and & are Probit coefficients determined using experimental data or regression
methods;

A ®is either the escalation vector (e.g., static overpressure Y0 in case of explosions) or

an escalation related parameter (e.g., time to failure 0 0 TRcase of heat radation).

Therefore, in case of domino accident triggered by heat radiation, Probit values can be

calculated according to the following version of equation (3.1):
® o ©d boQ (3.2)

Where 0 0 "Q i isthe time lapse between the fire start and the thermally induced failure.

In case of domino accident triggered by overpressure, Probit values can be calculated according
to the following version of equation (3.1):

® o ©d Y (3.3)
Where ¥0 Q0 dis the peak static overpressure.

In turn, escalation vectors, expressing the physical effects that trigger the escalation chain, can

be estimated according to specific vulnerability models, as mentioned in Section 3.2.1.2.
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The values of Probit coefficients to beapplied are reported in Section 5, in correspondence of
each case study. Thenthe normalized Probit variable & v is calculated and the cumulative
density function of normal standard distribution is applied to get 0 values, according to

the following expression:

0 AR (3.4)
3.2.1.4  Conventional approach to risk assessment of domino accidents

The inclusion of domino accidents within QRA requires as crucial point the estimation of
events likelihood and consequences. Several past contributions that are analysed in a recent
comprehensive review by Necci et al.(Necci et al., 2015), led to the creation of a conventional
approach. According to the conventional methodology (Antonioni et al., 2009; Cozzani et al.,
2005; Necci et al., 2015) the use of escalation probabilities, domino accident frequencies can
be calculated as follows(Reniers and Cozzani, 2013)

Q M QIO (3.5)

Where "Q is the domino event frequency, "Q is the primary event frequency, 0 is the
escalation probability of the impacted unit and P(E|PE) is the probability of escalation (E),
conditioned to the happening of the primary event (PE).

In addition, a probabilistic version of equation (3.5) can be retrieved from technical literature
(Khakzad et al., 2013d):.

0 0 (3.6)
Where 0 is the domino event probability and 0 s the primary event probability.

Once the domino accident propagation and frequencies are identified, and physical effects are
evaluated, a proper risk profile can be defined. The application of a GIS (i.e., Geographical
Interface Software) tool (Cozzani et al, 2006) may allow the calculation of individual and
societal risk contours due to domino accidents, even to entire industrial areas (Antonioni et al.,
2009) . However, it should be remarked that the inclusion of domino accidents within QRA
deeply influences also many other safety-related aspects (e.g., safety management, plant

design, emergency planning) requiring new solutions to be found (Janssens et al., 2015.
3.2.2 Security -based accidents

3.2.2.1 Definitions and characteristics of security -based accidents

Several recent events raised the attention toward possible major accidents triggered by
external acts of interference in industrial facilities, named for instance security -based
accidents. Many categories of critical infrastructures (Moteff, 2005) can be attractive targets
for deliberate attacks, such as airports, power plants, roads and maritime means of

transportation. Chemical (and process) fixed installations were recognized several years ago
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by CCPS(CCPS- Center for Chemical Process Safety, 2008b, 2003) (amongst others) as
attractive targets for potential intentional malevolent acts, such as terroristic attacks and
sabotage. Due to the high inventory of hazardous chemicals and possibly severe operating
conditions, the potential consequences of these events, in terms of disruption of operations,
destruction of property, health deterioration or loss of life (Bajpai and Gupta, 2007), are severe
and include the possibility of cascading effects(Landucci et al., 2015b; Nolan, 2008).

In particular, among possible typologies of security-based accident, a growng concern is
present with respect to the intentional release of dangerous substances resulting in
environmental and eco-terroristic attacks. Two environmental security -related phenomena,
named enviro-terrorism and eco-terrorism, emerged among security threats to tackle in
chemical and process facilities worldwide. Enviro-terrorism and eco-terrorism are aimed at
respectively triggering severe environmental damages and demonstrating radical
environmentalism by means of unlawful set of actions within chemical facilities (Alpas et al.,
2011). Comparison between the two has been reported in Table 3. 4.

For instance, in 2015, two security-related accidents, possibly terroristic attacks, took place in
France: an attack to a warehouse of explosive chemicals in a gas productiondctory on June
26t, 2015 (BBC News, 2015a)and the sabotage, with consequent explosions, of two storage
tanks in an oil refinery on July 14t 2015 (Le Guernigou and Revilla, 2015). Investigations,
which are still underway, consider the intentional nature of both events and two suspects have
been arrested, one for each of them; crime and terrorism are thus deemed as possible
motivations (Associated Press, 2015; BBC News, 2015a; Pardini, 2016)

These two security-based accidents are just the latest ones of a long series; as reported by the
ARIA governmental agency, only in France, 850 malicious acts have been perpetrated within
industrial facilities, mainly chemical industrial sites, in the period 1992 -2015 (ARIA, 2015).
Indeed, the importance of environmental losses in the context of security-related accidents has
been highlighted by the results of them mentioned ARIA survey (ARIA, 2015). Security-based
accidents may be classified according to four main possible typologies of consequences:
environmental, economic, social and human. For instance, the survey results highlight that
46% of security-based accidents resulted in severe environmental consequences (Figure 3. 1
A), leading also to economic consequences. For instance, economic consequences include
internal damages necessitating repair expenses and production losses, a well as damages to
third parties operations and properties. Environmental damages include soil, air, surface and
ground water pollution. Moreover, release of hazardous or polluting substances occurred in

almost half of security-based accidents (Figure 3.1 B).
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Table 3. 4 Definitions and comparison of enviro -terrorism and eco-terrorism in industrial facilities,

adapted from Alpas et al. (Alpas et al., 2011)

ENVIRO -TERRORISM

ECO-TERRORISM

DEFINITION Unlawful action or set of actions, committed | Severe damage/disruption to property,
by individuals or groups, leading to short or | rare threat and/or harm against p eople,
long term disruption of environmental | and/or nonviolent activism caused by
resources and properties to deprive others of | individuals or groups protesting because
its use. of perceived harm/destruction to the

environment and/or nature.

EXAMPLES Sabotage or terroristic action w.r.t. | Arson actions against housing/industrial
industrial ~ facilities containing large | developments, targeting companies using
inventories of hazardous substances (e.g.,| animals for tests, theft and trespassing;
chemical and process plants, nuclear| demonstrative actions (e.g., machinery
installation, infrastructures involved in and vehicles sabotage) in industrial
energy production) with the aim to trigger a | facilities perceived as pollutant.
major  accident, with the  worst
environmental damages possible.

MOTIVATION Political, religious, personal, economic, etc. | Ideol ogi c al (i.e.,

environmentalismo)

TARGETS Environment Assets (e.g., equipment), rarely people

(e.g., managers)

SCALE OF THE
ACCIDENT/
CONSEQUENCES

Relevant environmental, health and assets
losses, sometimes not confined within
facility boundaries. The accident may cause
the partial/complete interruption  of

operations for several hours/days and may
contribute to the facility closedown. Severe
environm ental take

damages place,

generally requiring massive emergency
intervention, causing health consequences
to workers and, less often to the resident
population  (including injuries and/or

casualties). Remediation costs and assets

losses are relevant.

Generdly, the consequences consist on

minor assets losses, confined within

facility boundaries that might cause a
short and/or

partial interruption of

operations.
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ENVIRONMENTAL

CONSEQUENCES 46.00%
ECONOMIC s o
CONSEQUENCES 84.00

SOCIAL CONSEQUENCES - 32.47%

HUMAN CONSEQUENCES F 14.00%
| 1

A) 0% 20% 40% 60% 80% 100%

EXPLOSION h 8.00%
DISCHARGE OF
HAZARDOUS/POLLUTING - 49.06%
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1
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Figure 3. 1 Overview on security accidents consequences in industrial facilities, based on ARIA survey
regarding 850 accidents in the period 1992-2015 (ARIA, 2015). (A) General overview on consequences
percentage composition according to four main consequence categories: environmental, economic,
social and human. (B) General overview on security-based scenarios according to four main scenario
categories: explosion, discharge of hazardous/polluting substances, fire and other phenomena. The
consequences percenages in (A) and (B) are obtained with respect to the total number of accidents
considered in the mentioned survey (i.e., 850). Consequences and scenario category percentages do not
sum into 100% as a securitybased accident may determine consequences and cenario belonging to
more than one of the listed categories.

However, as demonstrated by Figure 3. 1, securitybased accidents are complex phenomena,
not limited only to environmental and economic damages, wherein social consequences (e.g.,
installation o f safety perimeters and personnel redundancies) and human consequences (e.g.,
casualties and morbidities) should be considered too. Therefore, an accurate monetary
quantification of environmental damages within security -based accident losses, including
intervention and remediation costs, may lead to a more realistic description of all the other

accidents consequences. Consequently, the monetary quantification should be tailored on the
typology of security-based accident to be studied (i.e., envircterrorism or generic security-

based accident).

Despite the growing attention towards counter -terrorism issues in the chemical and process

industry, at a European Union level only a general Directive on how to prevent, prepare and
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respond to terrorist attacks related to critical infrastructures (Council Directive, 2008) was
issued. No detailed guidelines for security management of chemical enterprises currently exist.
Instead, in the United States, following the 9/11 attack, a specific regulation named CFATS
(i.e., Chemical Facility Anti-Terrorism Standards) has become effective since 2007, and
applied to all the facilities classifi erdi sbkyo
(DHS - US Department of Homeland Security, 200 7).

3.2.2.2 Risk assessment of security ~ -based accidents

According to Reniers and Audenaert (Reniers and Audenaert, 2014), security can be defined
as the state of being protected against potential danger or loss thatcan result from the
deliberate, malicious, and unlawful acts of others. Security risks assume threats, vulnerabilities
and consequences as main components. Security risk sources can be several: individuals,
business competitors, intelligence organization, terrorists, and criminals. All may behave
according to different motivations, varying from personal to political, religious, economic and
business advantage. Security risk assessment within chemical plants is a systematic approach
to collect and organize information regarding (Bajpai and Gupta, 2007; CCPS- Center for
Chemical Process Safety, 2003; Reniers et al., 2015)

A Site-specific assets (i.e., people, properties, infrastructures, reputation and

information) that need to be protected,;
A Threats that may be posed against those assets;

A Probabilities and consequences of malevolent attacks against them.

The result of a searity risk assessment is a number of consequent actions planning and

tracking on the threats tackled by the analysis.

Reniers et al. (Reniers et al., 2015) have recently proposed a methodology for security risk
assessment within chemical facilities (Figure 3. 2) that mirrors exactly in its constituen ts the

steps of conventional QRA (Figure 2. 2).

The process start with the facility characterization step that consists on undertaking a
geographical overview of the company, including the identification of neighboring industrial
activities (e.g., hazardous chemicals storages) and facility access. The security hazard and risk
identification process should identify all company security risks, by means of historical data
analysis and other methods. The process should be performed by including relevant
stakeholders (e.g., company, government officials, intelligence representatives, etc.). Then, the
security risk picture is established and the outcomes are compared with acceptability criteria,
generally defined by security management and including both technical and economic criteria,
to define possible security risk-reducing measures to be adopted. As in conventional QRA, the

procedure is iterative and every step in the process has to be rigorous and transparent.

52

Uus



Section 3i State of the art on external hazard factors and economic evaluations within Risk Assessment

However, for security-based events, as terroristc attacks, only qualitative probabilities of
occurrence may be available (e.g., low, medium, high) (Broder and Tucker, 2012; Garcia,
2005), while guantitative probabilities and frequencies of safety related events are generally
available on databases(TNO, 2005a).

Moreover, for security -basedevents, also consequences are generallyot calculated by means
of specific damage model, but only a severity ranking is presented. Therefore, qualitative (or
semi-quantitative) security risk analysis methodologies are largely applied within the chemical

indu stry domain, instead of QRA (Garcia, 2005). Nevertheless, qualitative approaches do not
allow obtaining an accurate risk picture, which is of paramount importan ce whenever HILP
(i.e., high impact, low probability) events may occur, as in the chemical and process industry

domain.

IMPLEMENTATION OF SECURITY MEASURES

Figure 3. 2 Methodology for Security Risk Assessment, adapted from Reniers et al.(Reniers et al.,
2015).
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3.2.3 A common framework for the inclusion of ex ternal hazard factors

within risk assessment

Many authors (Aven, 2007; Reniers, 2014; Reniers and Audenaert, 2014)suggested a unified
generic framework for safety and security risk assessment. Considering risk as the effect of
uncertainties on objectives (1ISO31000:2009, 2009) , the key different element between the two
domains is the risk source, that in the safety domain can be considered unintentional, while in
the security domain it is the result of a specific intent.

The common framework, reported in Figure 3. 3, applies the standard QRA methodological
steps (see &ction 2.3.1 for further details). External hazard factors (e.g., domino, security and
natural events) are included in the Hazard Identification step. The framework emphasizes the
importance of the risk evaluation step, which requires the identification, b y means of a
technical performance assessment, and the evaluation of possible risk reducing measures, by
means of economic analyses techniques. The technical and economic performance criteria
derived from the risk evaluation step are needed to select the &entual additional risk reducing

measures to be implemented and to eventually comply with the acceptability criteria.

3.3 THE ROLE OF RISK REDUCING MEASURES IN
EXTERNAL HAZARD FACTORS - DRIVEN ACCIDENTS

3.3.1 Description of risk reducing measures

3.3.1.1 The concept of risk  reducing measure

The implementation of risk reducing measures (i.e., safety and security measures) may
prevent, control or mi tigate unwanted events or accidents within chemical installations. Risk
reducing measures may either prevent the occurrence of a chain of events or limiting its
consequences(Mannan, 2005) . Before going into details regarding risk reducing measures
classification and performance evaluation, it is necessary to briefly explain the definition of
risk reducing measure. Several synonyms (i.e., barrier, defence, protection layer,
safety/security critical elements, safety/security fu nction, etc.) are used in the literature to
describe risk reducing measures(Sevcik and Gudmestad, 2014) From a general point of view,
the concept of barrier refers to an obstruction towards and emerging threat or accident.
According to Janssens et al.(Janssens et al., 2019, the most complete definition of barrier is
provided by Norwegian Petroleum Safety Authority: Aét echni cal , operati
organizational elements on an offshore or onshore facility, that, individually or collectively,
reduce the possibility of concrete failures, hazard and accident situations occurring , or that

l imit or prevent harm/inconvenienceso
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Figure 3. 3 A unified framework for the inclusion of external hazard factors within QRA.
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3.3.1.2 Safety measures

Safety measures (or barriers) need to be categorized, before evaluating their performances in
the prevention of major accidents and cascading events. Three different categories of barriers
were identified, adapting the classification of protection layers p roposed by AIChE (CCPS-
Center for Chemical Process Safety, 2000)and in the Aramis project (Gowland, 2006) :

A active barriers;
A passive barriers;
A procedural and emergency barriers;

A combination of all categories of safety barriers is generally required to assure the safety of
humans, environment and assets(Mannan, 2005) .

Active or mitigative safety barriers are activated by a detection system. The mitigation action
is carried out using hardware, software, and/or human actions. Despite their wired
application, active protection systems are critically dependent on the availability and correct
design of the detection system and the software activation loop. The high number of
components that requires to be activated on demand may limit the overall system
performance.

On the other hand, a generic passive protection device is a system or &arrier, which does not
require either power or external activation to trigger the protection action. Thus, the
performance is not significantly influenced by physical or psychologic al conditions of operators
or by the performance and position of other equipment. However, in the case of passive safety
barriers such as firewalls, blast walls, dikes, and catch basins, the main limitations are given

by cost and design constraints, maintenance, and possibility of inspection.

Procedural and emergency safety measures rely on management methods such as training,
evacuation, and emergency response. These safety measures depend strongly on human
factors such as safety training effectiveness anchuman response time. However, in the case of
instantaneous accidental events procedural safety measures become ineffectivéKhakzad et
al., 2013e).

The use of protective systems or barriers in the context of domino effects may restrict the
propagation of domino effects, mitigate its consequences and reduce the vulnerability of
possible targets (e.g., by increasing the time to failure).

Nevertheless, it should be remarked that the application of safety barriers, often termed as
fadodh safetyodo is not the solely answer possi bl e

Janssens et al.(Janssens et al., 2019, a significant portion of current research is concerned
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with d esign-based safety with respect to domino effects, which means applying the concept of
inherent safety. Inherent safety focuses on material characteristics, process design, and plant
layout to eliminate the possibility of an escalation scenario, rather than on physical barriers to
be implemented (Cozzani et al., 2009, 2007). However, the implementation of inherent safety
principles requires major plants changes that in most of existing installations are not so easy
to be made, so it becomes very important to optimize safety bariers within an existing
industrial installation, according to technical and economic performance criteria (Janssens et
al., 2015).

The typologies of safety barriers to be implemented may depend also on the typology of critical
event, possibly triggering escalation. For instance, paticular attention is posed to fire
protection safety barriers, as fire is identified as the most common hazard factor triggering
domino events; a summary of fire protection safety barriers typologies is adapted from

Landucci et al. (Landucci et al., 2015a).

Active fire protection systems more relevant in escalation prevention can be divided into two
different categories:

A Systems for the delivery of fire-fighting agents (such as water or water-based foam)
which can be further classified into fixed, semi-fixed, mobile and portable systems;

A Emergency Shutdown Systems {.e., ESD) and Emergency Depressurization Systems
(i.e., EDP).

Active fire protection systems are aimed and designed to:

A Mitigate fire exposure protection of the target, keeping a water film on exposed surfaces
to absorb radiant heat and to cool the steelwork, thus preventing loss of strength (water

delivery systems);

A Isolate and empty the target vessel, reducing the potential loss and consequent damage
connected to the large inventory (ESD and EDP systems);

A Provide effective control of the primary fire and prevention of fire spread in nearby
units (fire -fightin g agents delivery systems).

In the framework of escalation prevention, the application of passive fire protection measures
consists on the use of fireproofing material (cementitious or vermiculite sprays, intumescent,
mineral or ceramic fibers, etc.). Pressure Safety Valves (PSVs) are a further widely applied
passive safety barrier. Fireproofing and PSVs are aimed at combining two possible effects of

mitigation:

A Reduction of the vessel wall temperature (heat resistant coating/shielding effect);
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A Limitation o f the vessel internal pressure by the control of the vapor pressure increase

due to the raise of the liquid temperature (PSV effect).

Procedural measures include the company operating procedures, which are relevant with
respect to escalation prevention. Emergency measuresrepresent the coordinated response to
a major accident scenario, in which different roles and functions are to be performed by
different actors. They typically involve the mobilization of resources and follow specific
procedures since dl actions are to be carried out in agreement with local authorities, fire

brigade, emergency teams, etc.

The selection and allocation of safety barriers, with respect to possible accidental events and
escalation, should be supported by appropriate methodologies for technical and economic

performance assessment, which are described in details in the following sections.

3.3.1.3  Security measures

Physical Protection Systems (PPS) have a crucial role in providing adequate security
protection. A physical protection system is an integration of protection components and
elements that can include people, procedures and equipment for the protection of assets or
facilities against security threats, as theft, sabotage or other malevolent human attacks(Garcia,
2007, 2005) .

The selection, design and upgrade of PPS, often indicated as security barriers or security
measures, require a methodological approach in which the objectives of the PPS are weighted
against available resources and it eventually tuns into a proposed design, that may be
evaluated and subsequently further optimized in order to improve its performance (Garcia,

2007).

Generally, the PPS design and implementation shoud address the systematic and integrated
protection of assets in anticipation of adversary attacks rather than in reaction of attack
occurrence. It should also achieve the protection objectives with respect to operational, safety,
legal and economic constraints of the facility (CCPS- Center for Chemical Process Safety,
2003) . However, the occurrence of an attack may offer the occasion to tackle the weakness of

PPS and consequently upgrad the security measures present in the facility.
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Figure 3. 4 Security measures classification.

The classification of PPS is generally carried out in three main categories accordingly to the
function they serve and the elements that compose a security system(Garcia, 2007, 2005):

detection of an adversary, delay of that adversary and response by security personnel.

Indeed, for the system to be effective in protecting critical assets from theft or sabotage by a
malevolent adversary, there must be notification of an attack (i.e., detection), then adversary
progress must be slowed (i.e., delay), which will allow the response force time to interrupt or
stop the adversary (i.e., response). The respase force time indicates the time it takes for the
response personnel, including proprietary guards, contractors and/or members of local law
enforcement, to arrive at a location and establish interruption of the adversaries from

progressing in their attack.

A flowchart representing the three main security functions and the most common typologies

of security measures belonging to each of them is reported in Figure 3. 4. A detailed description
of each typology of security measures to be applied in chemical &cilities is presented from

Table 3. 5to Table 3. 11.
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Table 3. 5 Exterior intrusion sensors as part of d etection function.

Z0 - 40om-mQag

NAME
SECURITY
MEASURE

GENERAL
DESCRIPTION

OF

PERFORMANCE
CHARACTERISTICS

AVAILABLE
CLASSIFICATION
CRITERIA

Exterior Intrusion Sensors

Sensors posed in outdoor environment for detection of a person or of a vehicle
attempting to gain unauthorized entry into an area that is being protected by

someone who is able to authorize or initiate an appropriate response.

A Probability of assessed detection 0

For an ideal sensor, 0 p. For real sensors0 e Ti®a

A False Alarm Rate; the expected rate ofalarms from an intrusion
detection sensor that can be attributed to known causes unrelated to

intrusion attempts. For an ideal sensor, false alarm rate is 0.

A Vulnerability to defeat; exploitable capability of the sensor to be
defeated though bypass or spod by taking advantage of the sensor
degradation and site

physics, signal processing, installation,

conditions.

Also: communication system for sending and assessing alarms, lightning and
assessment systems, balanced system for adequate protection though the

perimeter.

A Passive/Active; detector of some type of energy emitted by the target
of interest/ transmitter of some type of energy and detector of a

variation in the received energy.
A Covert/Visible: hidden from view/ in plain view of the intruder.

A Line-of-Sight/Terrain -Following: requiring a flat ground surface or a
clean Line-of Sight/ capable of detecting on flat and irregular terrain.

in a certain volume not

identified by the intruder/ detection along a line often easy to identify.

A Volumetric/Line Detection; detection

A Application mode: buried line/ fence -associated/freestanding.

SENSOR TECHNOLOGY (Classification according to application mode)

Buried - Line

Sensors

Fence -Associated
Sensors

Freestanding
Sensors

Emerging
Technology

Ported coaxial cables
Fiber-optic cables

Pressure or fismic sensors
Magnetic field sensors

Fence-disturbance sensors Electric field or capacitance

Sensor fences

Active infrared Bistatic microwave

Passive nfrared Monostatic microwave

Dual-technology sensors

Video motion d etection Ground-based radar

Passive scanning hermal Wireless sensor retwork
Imagers
Active  scanning  thermal Red/blue force tracking
imagers
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Table 3. 6 Interior intrusion s ensors as part of the detection function.

Z0 - 40om-mQag

NAME OF
SECURITY
MEASURE
GENERAL
DESCRIPTION

PERFORMANCE
CHARACTERISTICS

AVAILABLE
CLASSIFICATION
CRITERIA

Interior Intrusion Sensors

Sensors posed in indoor environment for the detection of unauthorized acts

or unauthorized presence of insiders, as well as outsiders, into an area that is
being protected by someone who is able to authorize or initiate an

appropriate response. The main difference with external detection sensors is
that internal ones are vulnerable to both insiders and outsiders.

5

Probability of detection 0 ; the likelihood of detecting an
adversary within the zone covered by an intrusion detection sensor.
For an ideal sensor0 p. For real sensors0 e Ti®a

False Alarm Rate: the expected rate of alarms from an intrusion
detection sensor that can be attributed to known causes unrelated
to intrusion attempts. For an ideal sensor false alarm rate is 0.
Vulnerability to defeat; exploitable capability of the sensor to be
defeated though bypass or spoof by taking advantage of the sensor
physics, signal processing, installation, degradation and site
conditions.

Also: choice of sensor placement in relation with its physical operation and
with other sensors present (i.e., sensor detection areas should overlap).
Consideration of the interaction among equipment, environment (e.g.,

electromagnetic, nuclear radiation, acoustic, thermal environment) and

potential intruders in the selection of sensor technology.

A

Passive/Active; detector of some type of energy emitted by the target
of interest/ transmitter of some type of energy and detector of a
variation in the received energy.

Covert/Visible: hidden from view (e.g., in walls, under floor)/ in
plain view of the intruder (e.g., attached to a door).

Volumetric/Line Detection: detection in a certain volume not
identified by the intruder, regardless of the point of entry into the
zone/ detection along a line often easy to identify.

Application m ode: boundary penetration sensors/Interior motion
sensors/ Proximity sensors; detection of penetration of the
boundary to an interior area/ detection of motion of an intruder
within a confined interior area/ detection of the intruder in the area
adjacent to the object or when the intruder touch the object.

SENSOR TECHNOLOGY (Classification according to application mode)

Boundary -
Penetration
Sensors

Interior Motion
Sensors

Proximity Sensors

Others

Vibration sensors Electromechanical sensors

Capacitance sensors Infrasonic and p assive sonic sensors
Active infrared sensors Fiber-optic cable sensors

Microwave sensors Ultrasonic sensors

Active sonic sensors Passive infrared sensors

Dual-technology sensors Video motion detection

Capacitance poximity = Pressure sensors

sensors

Wireless sensors Miscellaneous (e.g., light and electric field)
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Table 3. 7 Alarm assessment as part of the @tection function.

Z0 - d0o0om-dmag

NAME OF
SECURITY
MEASURE

GENERAL
DESCRIPTION

PERFORMANCE
CHARACTERISTICS

AVAILABLE
CLASSIFICATION
CRITERIA

Alarm Assessment

Process of determining an alarm condition status (i.e., whether the event is an
attack or a false alarm). Alarm is defined as a warning from a sensor or sensor
system that a sensor has been triggered or activated, usuallysignaled by light
or sound; alarm may indicate a nuisance or a false alarm, or a valid alarm.
Alarm assessment includes appraisal of the credibility, reliability pertinence,
pertinence, accuracy, or usefulness of an indicated alarm. Alarm assessment
may be carried out by installing closed-circuit television (CCTV) cameras.
Rarely it has been carried out by dispatching guards to an alarm location.
Alarm assessment performance must support system objectives:

A An immediate on-site response (short time between alarm and

response) is needed to protect high-consequence targets, the system

resolution and timing must be sufficient to enable a timely response.

A A delayed response may be sufficient to protect lowconsequences
targets.

A Choice of adequate level of resolution depending on the expected
threats, their tactics, the target asset to protect, the way the video
information are used.

It includes also: conscientious approach toward installation and maintenance

with equipment burn-in tests before final installation and preventive

maintenance for the light. Minimization of camera vulnerabilities though
correct placement. Realizing integration between alarm assessment system
and intrusion detection system, considering interactions between the video
system, intrusion sensors and display systems. Use of different cameras for
safety and security monitoring.
A Primary/secondary assessment: determining whether the alarm is
due to an adversary or a nuisarce alarm/ providing additional
information about an intrusion that can be relayed to the response
force.

A Resolution of the camera (3 levels): detection/classification/
identification; ability to detect the presence of an object in the area
of interest/ abi lity to determine what is present by class (e.g., animal,
blowing debris, person)/ ability to uniquely identify an object based
on details of appearance (e.g., Marco, not Luca).

COMPONENTS OF A VIDEO ALARM ASSESSMENT SYSTEM

Camera and lens
Lighting system

Transmission

system

Video switching
equipment

Video recording
system

Video monitors

Video controller

Converting an optical image of the physical scene into an electric signal.

llluminating the alarm location evenly with enough intensity for camera and
lens.

Connecting the remote cameras to the local video monitors.
Connecting video signals from multiple cameras to monitors and video
recorders.

Producing record of an event.

Converting electric signal to a visual scene.

Interfacing between alarm sensor system and alarm assessment system.
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Table 3. 8 Alarm communication and d isplay as part of the detection function.

Z0 - -40om-mag

NAME OF

SECURITY
MEASURE

GENERAL
DESCRIPTION

PERFORMANCE
CHARACTERISTICS

AVAILABLE
CLASSIFICATION
CRITERIA

Alarm Communication and Display (AC & D)

Alarm communication and display play s a fundamental role in the successful and
timely response to a threat by controlling the flow of information from sensors
to the operator and displaying it quickly and clearly. The alarm communicatio n
and display system collects alarm data, presents information to a security
operator and enables the operator to enter commands to control the system. The
system may be a simple alarm panel display or a complex multicomputer control
and communication system, depending on specific needs and resources.

An AC & D should promote the rapid evaluation of alarms, by means of:

A Fast reporting time (AC & D system speed is often a measure of
effectiveness); quick information for the operator.

A Communication of the following information: where an alarm has
occurred/ what or who caused the alarm/ when the alarm happened.

A Line supervision of all cables.

A Easy and quick discovery of single point failure that should be repaired
(or at least isolated) without affecting the whole system.

A Isolation and control of sensors by means of a path to check and isolate
individual sensors.

A Expansion flexibility by capability to accommodate easily new sensors
in a computer system.

It includes also: adequate design for the environment (e.g., wide temperature
variations), robustness, reliability by availability of individual components,
redundancy or backup for critical components.

A Classification into two main subsystems: alarm communication
subsystem/ alarm control & display subsystem; alarm communication
subsystem moves data from the collection point (sensors) to a central
repository (display) and often throughout the repository / alarm control
and display subsystem presets information to a security operator and
enables the operator to enter commands affecting the operation of
AC&D system.

A Classification based on Open Source Interconnection (OSI) Reference
Model: Physical Layer/Link Layer/ Network Layer.

MODEL LAYERS FO R AC & D (Classification according to OSI Model

Layers)
Physical Layer

Link Layer

Network Layer

The physical layer provides mechanical, electrical, functional, and procedural
methods used to transmit information from one place to another. It deals with
the media (wire, fiber, etc.) and network architecture (star, bus, point - to i
point), low - level protocols or direct current line supervision that are
characteristics of a communication channel.

The data link layer provides protocol delimiters and framing informat ion. This
layer also performs basic error - checking, notifying higher layers by means of
specific protocols.

The network layer provides addressing, sequencing, flowcontrol,
receipt/acknowledgement, and error - handling services. Thenetwork layer takes
higher - level data and packages it for transmission. It provides the overall
redundancy and reliability of the communication system.
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Table 3. 9 Entry control as part of the detection function.

Z0 - -40om-mag

NAME
SECURITY

MEASURE
GENERAL
DESCRIPTION

OF

PERFORMANCE

CHARACTERISTICS

AVAILABLE

CLASSIFICATION

CRITERIA

Entry Control

Entry control indicates the technology used to verify access (entry/exit)
authorization to a facility and to detect contraband. Access control includes the
databases, proceduresand rules for access that complement technology. The
main objectives of an entry control system are:

A
A

A

Permitting only authorized personnel to enter and exit.

Detecting and preventing the entry or exit of contraband material
(weapons, explosives, authorizedtools and goods, and critical assets).
Providing information to security personnel to facilitate assessment
and response.

Throughput: measure of the time it takes for an authorized person or
material to successfully pass anentry or an exit point (e.g., avoiding use
of long throughput components for entry gates at shift changes in an
industrial facility)

Error rates in personnel identity verification (biometric technologies):
Type | error (False reject) is the improper rejection of a valid user / Type
Il error (false accept) is the improper acceptance of an unauthorized
person. Choice of Acceptance precision should take into account these
two opposite trends of Error Rate VS Acceptance precision.

Also: eventual presence of CCV surveillance, eventual integration with AC & D

system,

testing of the system under different (i.e., normal, abnormal and

malevolent) conditions, entry control system impact on fire codes.

Based on classes: something yo know/ something you possess/
something you are.

Based on components®o subsysten
contraband detection/ Locks/ Procedure/ Administrative Procedures.

COMPONENTS OF AN ENTRY CONTROL SYSTEM

Personnel
Control

Contraband
Detection

Locks

Procedures

Entry

Portion of an entry control = Personal Identification Number i PIN

system

used to authorize

entry and to verify the Credentials (Photo-identification badge,
authorization of personnel = €xchange badge, stored image badge, codec
for entrance in a controlled | credentials)

area. Personnel Identity Verification i Biometrics
(Hand/finger geometry, handwriting,
fingerprints, eye pattern, voice, face, other
techniques)
Personnel entry control bypass

Contraband screening is Manual search Metal detectors

aimed at detecting = package search (bulk and trace explosives

unauthorized weapon, = detection), chemical and biological agent

explosives and tools. detection

Locks secure the moveable Fastening device Strike

portions of barriers in

conjunction  with  other
protection measures.

Hasps and Shackles = Coded Mechanism
(Keyless/ key coded)

Procedural and Empl| oy e es 6 Development of back-up
administrative tasks courses procedures
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Table 3. 10 Access elay as part of delay function.

< > r m O

NAME OF
SECURITY

MEASURE

GENERAL
DESCRIPTION

PERFORMANCE
CHARACTERISTICS

AVAILABLE
CLASSIFICATION
CRITERIA

Access Delay

Access delay follows detection in effective PPS. Delay element prevent
completion of the malevolent act, provide delay until an adequate response force
can arrive, or until additional remotely activated delay and response system can
be activated. The aim of access delay barriers (e.g., reinforced concrete walls.
fences, gates, guards) i s to c arodouding c
impediments along any possible path the adversary may choose.

Time is the key performance measure for access delay barriers; it depends on the
barrier to be breached and the tools/skills that are necessary for it. Barrier
penetration time is a function of the attack mode, which is in turn determined by
the equipment needed. Presence of multiple barriers of different types along
possible adversary paths. Barriersbo
accurate assassment. If possible, incorporation of barriers into the design of the
facility (e.g., facility underground or aboveground with massive overburden).
Use of compensatory measures, as additional guards, during critical operations
(e.g., fire drills, maintenan ce by contractors employees).

Also: assets consolidation into a single room (reduced response time, reduced
cost of delay upgrades), use of design basis threat to make forecasts abou

ACCESS DELAY BARRIERS CLASSIFICATION

Passive Barriers

Guards

Dispensable

Barriers

adversaryos l evel of technical s ks ¢
upgrading over time.

Based on barrier types and principles:

Passive barriers/ guards/ dispensable barriers;

Barriers that do not require any Perimeter A Fences
activation, they are always in place and barriers A Gates

fail secure. They are commercially A Vehicle barriers
available, with reduced costs and high

accessibility, but they are weak against = Structural A Walls

explosive attacks and they often impose = barriers A Doors
operational and esthetic constraints on A Windows and
a facility. utility p orts

A Roofs and floors
Presence of guards can provide flexible and continuous delay to adversaries using
stealth or cover tactics to gain entry. Guards may only provide minimal delay to
adversaries using force, unless in fixed and protected positions. Nevertheless, it
is an operational expense and guards can be subjected to compromise with
adversaries.

Barriers that are deployed only during | Rigid Stabilized aqueous
adversary attack: active barriers can, on = polyurethane foam
command (e.g., guard force and/or foam
sensor), stop or delay an adversary, !
passive barriers do not require any Smoke orfog Sticky _
command and control and they are ';hermoplastlc

oam

activated by the penetration attempt.
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Table 3. 11Response force and response force communication as part of the response function.
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NAME OF

SECURITY
MEASURE

GENERAL
DESCRIPTION

PERFORMANCE
CHARACTERISTICS

AVAILABLE
CLASSIFICATION
CRITERIA

Response Force & Response Force Communications

It indicates the element of a PPS designed to counteract adversary activities and
interrupt the threat. Response force includes corporate policies and procedures,
training, determination of response force tactics, use of force and normal
operating procedures. The response force includes the proprietary guards and
external (contractor and/or members of local law enforcement) personnel who
may be involved in the immediate response to counter the threat of an adversary
at a particular facility (both on -site and off-site).

Two main measures of an immediate response:

A Time for arrival: time it takes for the response personnel (one or more,
depending on the threat) to arrive at a location and establish
interruption that is preventing the adversary from progressing in their
attack. Interruption is a measure of the detection, delay, communication
and response function of the PPS and is represeted by the probability
of interruption 0 . Interruption depends on reliable, accurate, and fast
alarm reporting and assessment, as well as on dependable
communication and effective deployment to the proper location.

A Neutralization effectiveness: neutrali zation measures response force
numbers, training, tactics, and use of any weapons or equipment and is
represented by the probability of neutralization 0 . Neutralization
refers to any confrontation between the adversary and responders and
is defined as defeat of the adversary; neutralization effectiveness
depends on training and capability, the techniques used depend on the
threat.

According on different aspects of response function: contingency planning/
communication/ interruption/ neutralization/ procedures.

According to time: immediate/ after -the-fact recovery.

RESPONSE ASPECTS CLASSIFICATION

Contingency

Planning

Communication

Interruption &

Neutralization

Development of tactical plans to address various threats on relevant targets;

Interaction with outside agencies for joint training exercises;

Definition of the facility use of force policy;

Development of additional procedures describing guard force daily

operations and assistance during abnormal events (e.g., safety events, bad

weather).

Communication network resistant to eavesdropping, deception and jamming:

A Implementation of voice -private radios make the network more resistant to
eaves dropping and deception,but more susceptible to jamming;

A Implementation of digitally encr ypted radio transmission can be more
seaure, but often is too expensive;

A Spread-spectrum radios can provide resistance to jamming.

Careful planning, training and testing of response force capabilities. Periodical

> > >

evaluation of the response force through limited scope performance drills and

written examination.
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3.3.2 Performance assessment for risk reducing measures

In the context of major accidents and cascading events prevention, control and mitigation, risk
reducing measures (i.e., safety and security barriers) are widely employed. Therefore,
quantitative assessment of barriers performances takes o a major role. In the current s ection,
a selection of available methods, including most advanced ones (i.e., dynamic techniques,
mostly based on Bayesian Networks), for safety and security barriers technical performance
assessment are illustrated and compared, with particular mention to cascading events

prevention within the chemical industry domain.

3.3.2.1 Performance assessment for safet y measures

3.3.2.1.1 Conventional methodology for safety measures performance

assessment

At the present time, conventional quantitative assessment of safety barriers performance with
respect to major accident prevention is largely based on EventTree Analysis, representing the
right side of Bow-Tie diagram. Event-Tree is a probabilistic model that correlates a top event
with its outcomes, or consequences. It illustrates, from a qualitative and quantitative

perspective, the logical relationships present in the systemand indeed, it helps understanding
which safety barriers failures would escalate the top event to a certain consequence(De
Dianous and Fiévez, 2006).

The construction of an Event-Tree starts from the identification of credible scenarios, by means
of past-accident data review (Delvosalle et al., 2006). Then, the identification and detailed
description of pertinent safety barriers with respect to the specific operational context should
be carried out. In this phase, the relations among the elements present in the system should be
investigated both qualitatively and quantitatively. In particular, the latter aspect aims at
determining the performance of safety barriers.

Generally, only the availability is accounted as a measure of safety barriers performance (i.e.,
expressed by the probability of failure on demand i PFD). The values of PDF can be either
retrieved by technical literature or calculated by means of conventional techniques, as Fault-
Tree analysis (Khakzad et al., 2013b). Eventually, the potential accident sequences and safety
barriers contributions are outlined by the calculation of final events frequencies (or

probabilities), according to the following equation:

Q- % 000 Q D (3.7)

Where "Q is the frequency (or probability) of a final state i, obtained by multiplying the top
event frequency (or probability) (i.e., "Q ) with the n failure probabilities of the safety

barriers (i.e., 0 "OQleading to that consequence, whose probability is0 .
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3.3.2.1.2 A recent methodology for quantitative safety measures performance

assessment in the prevention of domino escalations

Recent applications stressed the importance of quantitative safety barriers performance
assessment, by means of Evenflree based analysis, in the context of cascading effects
prevention, for instance regarding domino accidents (Janssens et al., 2015; Landucci et al.,
2015a). Recently, the contribution by Landucci et al. (Landucci et al., 2015a) proposed a novel
approach to quantitative safety barriers performance assessment in the prevention of domino
escalations triggered by fires. The approach is based on the conventional Even{Tree tool, but
it includes specific gates to quantitative evaluate all categories of barriers performance (i.e.,
active, passive and procedural ones), in reducing escalation probability. Therefore, the
procedure allows defining final events probabilities and ev entually domino scenario frequency.
A flowchart of the methodology is reported in Figure 3. 5.

Safety Barriers Performance Assessment
(Event-tree based approach)
(1. DATA COLLECTION

Creation of a Data Repository, containing all information
available on reference target equipment, primary fire and
_historical accidental events.

(2. IDENTIFICATION OF PROTECTIVE MEASURES

Identification and classification of relevant protective
measures. Selection of Reliability Data required for the

| analysis.
(3. QUANTITATIVE ASSESSMENT OF SAFETY BARRIERS
PERFORMANCE

3.1 Assessment of safety barriers availability (PFD -
Probability of failure on demand)

-

»,

\

3.2 Assessment of safety barriers effectiveness

3.3 Assessment of safety barriers performance by
\ specific gates )

4

s
4. PROBABILISTIC ASSESSMENT

Event-Tree analysis

4.1 Determination of escalation probabilities for
protected equipment

4.2 Calculation of consequences probabilities

4.3 Determination of domino scenario likelihood

4

5. REVIEW, COMMENTING AND EXTENDING

-

\

Figure 3. 5 Methodology for quantitative assessment of safety barriers performance in the prevention
of domino accidents, triggered by fire. Figure adapted from Landucci et al. (Landucci et al., 2015a).
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After the creation of a specific data repository (i.e., according to step 1), the procedure requires
the identification and classification of safety measures in place (i.e., step 2). Therebre, three
main categories of Reference installations are identified:

A Refinery tank farms (RI. 1)

A LPG storage facilities (RI. 2)];

A Offshore Oil&Gas (O&G) rigs for hydrocarbon extraction (RI. 3)

For each RI identified, possible target equipment (i.e., RTE) for domino escalation and safety
measures in place are identified and summarized in Table 3. 12.

Table 3. 12 Summary of safety barriers considered for each Reference Installation, according to
Landucci et al. (Landucci et al., 2015a). Symbols: PSV= Pressure safety valve;ESD = Emergency Shut
Down system; EDP = Emergency Depressurization System; PFP = Passive Fire Protection with
fireproofing material. * not considered in the quantitative assessment.

Procedural/
RTE n . Passive Protection
RI description RTE Active Protection Systems Systems Emergency
measures
Foam-
water
. sprinkler
Floating roof .
; system Rim seal by
diameter T1 foam pSV ) tI?er;‘llr?]rgency
~60m Semi-fixed flooding*
Foam System *
+ Fixed Water
Spray*
Floating roof Foam-
diameter water
sprinkler
RL1 | >30m
system or Emergency
Fixed roof T2 - ) PSV ) team
Semi-fixed
- Foam System*
Diameter
lamete + Fixed Water
>20m Spray*
Floating roof
diam. <30 m Semi-fixed
Fixed roof T.3 fo_am' - PSvV - Emergency
injection team
diam. < 20 system*
m
Abovegroud Water PFP
pressurized V.1 Spray - PSV tir;rirgency
vessel system (2h rating)
RI.2
Mounded PEP
pressurized V.2 - - PSV tElet;rgency
vessel (2h rating)
Horizontal Object ESD&EDP PFP
separator S1 specific system SV )
P deluge Y (2h rating)
RI.3
Condensate Area ESD&EDP PFP
S.2 PSV -
treaters deluge system (2h rating)
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Then, the third step of the methodology requires performing quantitative safety barriers
performance assessment. According to the mentioned approach, the performance of a safety
barrier is represented by a combination of availability and effectiveness:

A Availability is defined asthe probability of failure on demand (i.e., PFD) of the safety
barriers;

A Effectivenessis defined as the probability that the safety barrier, even if successfully

activated, will be able to prevent the escalation.

The performance of a safety barrier can be described by the following specific gates, reported
in Figure 3. 6 (Landucci et al., 2015a); the upper branch of each gate (i.e., OUT 1) indicates the
failure state. Its probability is the failure probability of the barrier, by combining its
availability, expressed as probability of failure on demand (i.e., PFD;), and its effectiveness(i.e.,
E). All possible outputs from the same gate are mutually exclusive. The three possible
typologies of gates are:

A A simple composite probability (gate type A): availability, expressed as the probability
of failure on demand, is multiplied by a single probability value expressing the
probability of barrier success in the prevention of the escalation. OUT 1 indicates the
failure (i.e., unavailability) of the barrier, OUT 2 indicates the success of the barrier

(i.e., available and with —  p);

A A composite probability distribution (gate type B): availability, expressed as the
probability of failure on demand, is multiplied by a probability distribution expressing
the probability of barrier success in the prevention of escalation, thus obtaining a
composite probability of barrier failure on demand. OUT 1 indicates the failure (i.e.,
unavailability) of the barrier, OUT 2 indicates the success of the barrier (i.e., available,
with —  p);

A A discrete probability distribution (gate type C): depending on barrier effectiveness,
three or more events may originate from the gate describing barrier performance:
barrier success (e.g., OUT 3, no escalation), barrier failure (e.g., OUT 1, unmitigated
escalation), and one or more partially mitigated scenarios (e.g., OUT 2, partial or

delayed escalation).

From a general point of view, gate type A is applied for passive safety measures, gate type B for
active safety measures and gate type C for procedural safety measures, but there are exceptions.
For instance, gatetype A is applied for Water Deluge System (i.e.,WDS), Pressure Safety Valve
(i.e., PSV), Fireproofing coating (i.e., PFP) and Emergency shutdown system (i.e.,EDS). Gate
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type B is applied for Foam-Water sprinkler system (i.e., Sprinkler ), gate type C isapplied for
Emergency intervention (i.e., Em_Team).

DIGS GeLls al ¢ DIFGS (GeL)S aoé
i OUT, =INI PFD —> OUT,=INI [PFD + (' § (1-PFD)]
M /b )/
'—— OUT, =INi (1-PFD}" —— OUT=INI (1-PFDI"
Gate type "c"

OUT, =INI Pl PFD 9EIFYLX S 2F :3+GS GeLis
Emergency team intervention

N @ OUT =INI Rl (1-PFD)" ,
I - ) ——> OUT, =INI P PFD
OUT=INI'Ryl (1-PFD) " @% OUT, =INT P (1-PFDJ (1-' )

OUT, =INT Pl (1-PFDJ ' ,, L—— out,=INT R (1-PFD}’

Figure 3. 6 Gates for safety barriers performance, accounting both availability and effectiveness
(Landucci et al., 2015a).

Then, according to step 4, the EventTree based approach is applied. Ecalation probability
values 0 , are calculated depending on safety barriers states, defined by EveniTree
branches. Three different procedures are outlined for active, passive and procedural measures

respectively.

For active measures, two specific approaches are available for sprinkler and WDS. For a
sprinkler, a gate type B is applied, with — 180 U.TA WDS is represented by a gate type Ajn
case of available WDS systemareduced heat load (Qwps) should be obtained as follows:

0 o O (3.8)

Where 0 is the full heat load value 0 — which can be reduced, according to an

adimensional intensity reduction factor ¢ of T® when the safety barrier is available; else way

* is equal to 1. In case of WDS availability,— is unitary.

Passive safety measures are generally represented by a gate type Aoficerning availability,
passive fire protections (PFP) can be considered as single components, with PFD values can
be derived from literature. Concerning fireproofing effectiveness, this parameter identifies the
degree by which the target resistance is enhanced due to PFP presencé¢he higher the ttf (i.e.,
time to failure) of the target is, the more effective the PFP. In case offailure of PFP system
(e.g. upper output branch of the gatei OUT 1), thettf value can be estimated as a function of

the heat load by the following formula:

0 0 QB p (R (3.9)
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In which ttf is expressed in minutes, Qu. is the heat load, which may be substituted by Qwos in
presence of effective activation of WDS systemy is the vessel volume (n3) and the coefficients
(c, d, f) depend on types of process and storage equipment.

In case of availability of PFP barrier (e.g., lower output branch of the gate i OUT 2) an
effectiveness value equal to 1 is considered, adding a further term (namelyttfc) to the ttf
estimated for the unprotected vessel as follows:

006700 0"®0Q (3.10)

Where ttf ; is the time to failure in presence of thermal protection. A simplified assessment of

ttf c is proposed herein; attf . value of 70 minutes is considered if PFP is available and effective.

For what concerns procedural measures, emergency response can be provided by internal
and/or external emergency teams. These teams can be composed of experts or firdighters as
well as of volunteers or workers who receive a specific training. Three reference times were

defined and associated to the emergency operations for a given industrial facility:

A tta (time to alert) : maximum time required to start the emergency operations, defined as

the time needed for the fire to be detected and the alarm to be given;

A tsm (time to on-site mitigation) : maximum time required to start the pre -planned response
actions to be put in place by personnel and with resources available on site, defined as the
time needed to start the pre-planned operations to contain the fire h azard or mitigate its
impact (e.g. start of the emergency water deluges, gathering and deployment in the fire
area of mobile firefighting equipment, start of water cooling and/or fire control operations
by using fire-fighting water reservoir or tap water n etwork);

A tfm (time for final mitigation) : characteristic time of an effective intervention of external
emergency teams, defined as the maximum time required by the external emergency team
to provide and keep constant, by means of suitable equipment and velicles, the amount of
water which is required for primary fire suppression or effective cooling action on the

target.

In order to establish the value of barrier effectiveness and to quantify the escalation Event-
Tree, thetfm value (i.e., time for final mitigation) is compared to the ttf of each target. Thetfm
is calculated as the sum of different contributions, according to procedure specific for the
Reference Installation, provided by Landucci et al. (Landucci et al., 2015a). The gate type C is
used in the escalation event tree for procedural barriers involving emergency team

intervention. The following three alternative outputs were identified:

A OUT:: if the emergency response is not activated or not available, the escalation will

occur;
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A OUT.: if the emergency response is activated buttfm results higher than ttf, emergency
team is not effective since required actions will come too late to prevent escalation
(E =) a mitigated escalation scenario will occur;

A OUTs: if the emergency response is activated andtfm is lower than ttf, the mitigation
action is successful and the fire escalation will beprevented (E =)1

It should be noted that availability values can be either retrieved from technical literature, or

calculated (only in case of active safety barriers) by means of Falt-Tree Analysis.

At this stage, the values of associated escalation prohbility 0 j , corresponding to each final
state of the Event-Tree can be calculated according to equation (3.2) and equation (3.4).The
probability of each consequence O  can be defined by multiplying the performance
probabilities of all saf ety barriers leading to that specific consequence, according to Section

3.3.2.1.1. Final event probability 0 j for each final state i can be calculated as follows:
0 5 0D j (3.11)

Then, final events frequencies can be calculated "Q , as follows:

Qi QD ; (3.12)
Where "Q is the frequency of the primary event.

However, it should be noted that this procedure has been applied only to a first level domino
and to a simplified case study; moreover, it is based on a conventional $atic methodology (i.e.,

Event-Tree).

3.3.2.1.3 Dynamic safety measures performance assessment and domino

accident analysis methodologies

Despite the popularity of Event-Tree based approach within the process industry, the
methodology shows several limitations. For instance, Event-Tree cannot include multi -state

variables, cannot represent conditional dependencies and cannot apply reattime information

from a facility t o updat e prior ibel i efso, w h
intermediate events and safety barriers (Khakzad et al., 2013b). These limitations hinder from

obtaining a real-time picture of safety barriers performances and final consequences
probabilities, therefore offering just a static risk picture, which is not able to account systems

modifications and information derived from operational experience. Therefore, dynamic risk

assessment techniques are increasingly developed within the chemicaland process industry

domain; as described in Section2, Bayesian Networks are promising techniques to be applied

within major accidents and cascading events prevention.
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3.3.213.1 Fundamentals of Bayesian Analysis technique

As discussed in Section 2.4.1, Bayesian Aalysis technique is the first complete dynamic risk
assessment procedure, developed by Kalantarnia et al(Kalantarnia et al., 2010, 2009) , which
is widely applied and established. Therefore, a summary of its 5 key steps is available in Section
2.4.1. Indeed, the mathematics fundamentals, necessary to aply the procedure to case studies
in Section 5, are described in the current subsection. The procedure starts in Step O from the
retrieval of existing accident precursors data (i.e., ASP), either from the same installation, the

same reference sector, or tocontiguous ones.

Then, in Step 1,the potential scenarios, their causes, consequences and related safety barriers
are identified by means of a conventional Risk Assessment tool (e.g., BowTie analysis or
Event-Tree analysis). This step provides a visual representation of consequences, cags and

related safety barriers in place to mitigate or control the hazards.

Step 2 is aimed at calculating the prior failure probability function for each barrier. The prior
failure function of each barrier represents our understanding of it prior to the start of
operation. Different typologies of probability density function can be selected to represent the
failure probability of a safety barrier (e.g., Beta, Gamma) (Vose and Rowe, 2000), termed as
"Qw , where x is the failure probability of the safety barrier . Each function is characterized by

two parameters (i.e.,| andf ) and can be expressed by the following formula:
MNMw®w p (3.13)

Then, the prior probabilities or frequencies of occurre nce of each final state of the EventTree
are calculated according to equation (3.7). Two approaches are available,for instance,
deterministic and probabilistic one. According to the deterministic ap proach, the value of each
end state can simply multiply the probabilities of each branch related to the state, according to
the second member from the left of equation (3.7). According to the probabilistic approach,
the median value of the selectedprobability distribution is accounted as failure probability of
the safety barrier for the calculation of prior final states probabilities, according to the latter

member of equation (3.7).

In step 3, the likelihood function is created "Q'O & @uad . This function is formed using real

time data from the process as it operates, according to the following equation:
QOO @® ® p W (3.14)

Where[ andf are the revised parameter of the likelihood function. These data are inferred
from the ASPs and are specific numbers within a discrete domain, which is best presented by

a binomial distribution. Many approaches exist for selecting likeli hood functions. The most
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convenient in the present framework is to use the conjugate pair of the prior function
(Kalantarnia et al., 2010).

In step 4, the posterior function ( f (x|Data)) is calculated; this probability revising technique

is often termed as Bayesian adapting. The posterior failure function of the safety barrier has
been obtained from the prior and likelihood functions using Bayesian inference. Bayesian
inference is a tool which uses data to improve an estimate of a parameter. The posterior
function is the same distribution type as the prior (Beta), but the parameters are updated

trough the likelihood function. Thus, the posterior function can be derived as follows:

"EO GO B QOO e 6 p ® O p & O P ® (3.15)

Where x is the failure probability of the barrier, f(x) is the probability distribution function
(prior distribution), f(x|Data) is the posterior distribution and g(Datalx) is the likelihood
function; | [ and f 1 are the two parameters of the posterior distribution.

The last step of the methodology is the consequence analysis, carried out on the scenario in
order to estimate the revised frequencies (or probabilities) of occurrence of final states,
according to the equation (3.7), by inserting the posterior failure function in the equation , to
describe each safety barrier performance.

In Section 5.2.2, some relevant existing applications of the methodology are proposed in
purpose to show how it can be put into practice. However, it should be noted that Dynamic
Risk assessment methodology, specially in case of complex systems, is particularly laborious.

3.3.2.1.3.2 Fundamentals of Bayesian Networks and Limited Memory Influence Diagrams

Among several existing approaches, Bayesian Networks(BNs) have emerged. The most
relevant advantage of BNs is that they provide a useful tool to deal with uncertainties and
information from different sources, such as expert judgment and observable experience, being
able to take into account common causes and influences of human factors as wel(Ale et al.,
2014). Bayesian Networks are also known as Bayesian Belief Networks (BBNs), Causal
Probabilistic Networks, Causal Nets, Graphical Probability Networks, Probabilistic Cause-
Effect Models, Directed Acyclic Graphs and Probabilistic Influence Diagrams (Haugom and
Friis-Hansen, 2011)

Bayesian Networks (BNs) area graphical representation of uncertain quantities and decisions
that explicitly reveal the probabilistic dependence between the variables and the related
information flow. In BNs, variables and their relations are represented by means of nodes and
directed arcs; conditional probability tables (CPTs), assigned to the nodes, represent

conditional dependencies.
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The arcs denote direct dependencies or causeeffect relationships between linked nodes,
whereas conditional probabilities assigned to the nodes detemine the type and strength of
such dependencies.In other words, a BN is defined by a qualitative part and a quantitative

part. The qualitative part consists of a set of nodes which represens the system variables, and
a set of directed arcs between variables, representing the dependencies or the caseffect
relations between variables. The quantitative part consists of conditional probability

distributions for each node, given the states of the influencing nodes, called also parent nodes.

Together, the quantitative and qualitative parts encode all the relevant information about the
system variables and their interrelations, which, mathematically, means the joint distribution

of these variables

Therefore, according to Jensen and Nielsen(Jensen and Nielsen, 2007), under the assumption
of conditional independence, a BN represents the joint probability distribution P(U) of

variablesU = {A;,  é.}, asddscribed by the following equation:

0Y B 0 06D (3.16)

Where Pa(A)) is the parent set of Ai. Indeed, aBN expands the joint probability distribution of
a set of linked nodes. Considering local dependencies, BN factorizes the joint probability
distribution of a set of random variables as the multiplication of the conditional probabilities
of the effect nodes given teir direct cause nodes.

To better understand t he r eas oni ntye joint rabdbisity diswibution of ¢he
random variables A, B, C, and D in the BN of Figure 3. 7, which is exclusively expanded as
(Khakzad et al., 2013d):

O OMMHO 06 W6 6 W EOD O 6 (3.17)
In this way, instead of working with a large joint probability distribution, one can work with

smaller pieces of it, but preserving the overall component interaction within the system.

Accordingly, the marginal probability of ea ch random variable, for example C, can be

calculated via marginalization as:

06 B jp0 OMWMRO (3.18)
The main application of BN the use of probability revising techniques. BN applies Bayes
theorem to revise the prior probabilities of random variables given new information ( i.e., called
evidence) to render posterior or updated probabilities. For example, knowing that the random
variable D is in state d (i.e., evidence), the revised probability of A being in state a can be
calculated as(Khakzad et al., 2013e})
h Brn FHhhA
Brr hhh

06 OO Q (3.19)
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Indeed, Bayesian Networks allows taking into account new evidences and consequently
modifying probability distributions, by means of two different probability -revising techniques,
which are Bayesian Analysis techniques. In fact, Bayesian analysis can be péormed through

probability updating and probability adapting techniques.

Probability updating consists in the calculation of the Most Probable Explanation (i.e., MPE),
which is the most probable state of all the variables (i.e., most probable configuration), given
the accident occurrence (i.e., evidence), according to the following formula (Bobbio et al.,
2001; Khakzad et al., 2011)

0 & & {a0Q ARG E'QN Q6 | Ho-Qé+¢ (3.20)

Therefore, probability updating calculates the posterior probability of event x; given a certain
state of event Q, i.e. P(xj|Q). Probability adapting consists in the calculation of posterior
probability for a generic event x;, given another event Q has occurred n times, which can be
expressed in statistical terms as0 w3 £ . Therefore, probability adapting means applying
prior experience, in the form of additional information collected during a certain time span,
named Accident Sequence Precursors (i.e., ASP), to adapt conditional probabilities
distributions, and therefore, to revise final events probabilities and safety barriers

performance over time.

Figure 3. 7 Example of Bayesian Network; this modelling technique includes both qualitative and
quantitative features. A, B, C, D are random variables.

From a general point of view, the principal steps in application of Bayesian theory include
(Weber et al., 2012).

1) Specifying a probability model for unknown parameter values that includes prior

knowledge about the parameters, if available;
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2) Updating knowledge about the unknown parameters by conditioning this probability

model using observed data;

3) Evaluating the goodness of the conditioned model with respect to the data and the

sensitivity of the conclusions to the assumptions in the probability model.

Up to now, three different versions of BBNs have been applied successfully to the description
of complex real systems, which need to be represented by norinear non-deterministic
models. These versions are Discrete Bayesian Belief Nets, Gaussian Bayesidelief Nets and
Non-parametric BBNs (NPBBNSs); the main differences consist of the mathematical functions
and input -data; the most applied typology that will be applied in the following case studies, is
Discrete Bayesian Belief Net (Weber et al., 2012).

Eventually, the main advantages of Bayesian methods and applications with respect to major
accident and cascading events prevention have been summarized in the attached lis(Khakzad
et al., 2013e})

A Probability updating, using real -time information.
A Flexible structure, with possibility to develop specific sub-models.

A Transparency and intuitiveness, due to graphical appearance, may be suitable in purpose

to involve non-expert people in important decisions (e.g. stakeholders).

A Quantitative technique, by applying conditional pro babilities, with the benefits of a

qualitative one.

A Complex events description, with the ability to incorporate multistate variables and

common cause failure.

Bayesian Techniques offer the advantage of evaluating various decision alternatives and the

utili ties associated with these.

To some extent it is possible to construct a model for decision making with a pure BN (as the

one just described), but the concepts of utility and decisions are not explicitly covered.

A limited memory influence diagram (LIMID ) is simply a Bayesian Network, extended with
utility nodes and decision nodes, which makes a suitable tool for operational safety decisiorn
making (e.g., suitable to define selection criteria for a safety barrier). The other nodes are

renamed ininfluencedi agrams as fAchance nodeso.

Therefore, utilities are associated with the state configurations of the network. These utilities
are represented by utility nodes. Each utility node can be either represented by direct values

or by utility values. In the latte r case, a utility function that associates to each configuration of
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states its parents is applied; an example of utility function can be following one (Reniers and
Van Erp, 2016):

Y o p — (3.21)
Where Y is the utility value, obtained from the direct value & , with respect to the constraint

present (i.e., , expressing for instance the maximum budget/cost).

By making decisions, the analyst influences the probabilities of the configurations of the
network. Therefore, it is possible to compute the expected utility of each decision alternative
and the global utility function is the sum of all the local utility functions. The choice will be on
the alternative with the highest expected utility; this is known as the maximum expected utility

principle.

The miltied Memoryod prefix indicates that this kin
assumptions of the traditional influence diagram: the non -forgetting assumption and the total

order on decisions. Relaxing the non-forgetting assumption and the total order o n decisions

implies a significant change in the semantics of a LIMID compared to a traditional influence

diagram. In a LIMID it is necessary to specify for each decision the information available to

the decision maker at that decision. There are no implicit informational links in a LIMID. A

link into a decision node specify that the value of the parent node is known at the decision.

Each decision in the LIMID has an initial policy which can be de fined by the user either

manually or using expressions. The intial policy is a table specifying a mapping from
configurations of the parents of the decision to states of the decision. This initial policy is

updated in the process of solving the LIMID.

Therefore, Bayesian Network and Bayesian analysis share the sam&ndamental mathematics
concepts, as they both derive from Bayes theorem. The main difference is that dynamic risk
assessment can be either performed manually, by means of Bayesian Analysis, or with more
ease, by means of Bayesian Networksapplying specific software, as Hugin Expert software
version 8.1, which offers dedicated tools (Hugin, 2016) . Hugin software has been applied in

several case studies, regarding Bayesian Network and LIMID presented in Section 5.

Hugin softwareversion 8. 1 can be run in two modes: the AEd
the BNs/LIMID, by creating nodes and connecting them with arcs. It is necessary in this step

to fill the Conditional Probability Tables/Utility Tables manually. Then, accordingtothe A Ru n o

mode, the net can be compiled and the results of probability propagation are summarized in a

probability output panel. Probability revising techniques can be applied by means of specific

tools.

With reference to probability updating, an evidence can be inserted of a node being in a specific

state from the probability panel and the net <ca
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tool 6, in purpose to identify the weak |l inks | ea
probability adapting, information are inserted manually in a specific adaptation panel and

then, the net is run according to the fAsum propa

For instance, the tutori als available in Section 5.2.2for BNs and LIMID explain the tools of the

software that are useful with reference to safety barriers performance assessment.

3.3.21.33 Methodologies for conversion of conventional methodologies into Bayesian
Networks

3.3.21.331 Mapping a Fault-Tree into a Bayesian Network

Nowadays Fault-Tree Analysis (FTA) is a widely applied methodology in the field of risk

assessment for process systems and fault diagnosis. FTA aims at determining the potential
causes of an undesired event (topevent); a downward approach allows linking the top event

(placed at the top of the tree) to primary events. FTA can be applied also to determine the
probability of failure on demand of a safety barrier. However, FTA suffers of some relevant

limitations:

A Primary events are considered binary (with two states i work/fail) and statistically
independent.

A Relations betweenevents are generally represented ANDgates and ORgates.
A Redundant failures and common cause failures cannot be accounted.
A Necessity to determine minimal cut -sets of events.

Khakzad et al. (Khakzad et a., 2011) proposed a mapping algorithm from Fault i Tree to
Bayesian Network, originally developed by Bobbio et al. (Bobbio et al., 2001), that includes

graphical and numerical steps, represented in Figure 3. 8.

In graphical mapping, primary events, intermediate events, and the top event of the FT are
represented as root nodes, inermediate nodes, and the leaf node in the corresponding BN,
respectively. The nodes of a BN are connected in the same way as corresponding components
in the FT.

In numerical mapping, the occurrence probabilities of the primary events are assigned to the
corresponding root nodes as prior probabilities. For each intermediate node as well as leaf
node, a conditional probability table (CPT) needs to be developed(Martins et al., 2014). The
CPTs should be developed according to the type ofjate, as reported in Figure 3. 9. Eventually
in a BN the equivalent versions of OR and AND- Gates differ only for CPT, while the graphical
aspect is exactly the same one.
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Figure 3. 8 Mapping algorithm of Fault -Tree into Bayesian Network, as developed by Khakzad et al

(Khakzad et al., 2011)

AND Gate Conversion

OR Gate Conversion

P(E=1 | A=0; B=0)=0
P(E=1| A=0; B=1)=0
P(E=1| A=1; B=0)=0
P(E=1|A=1; B=1)=1
(State o: work; State 1: fail)

P(E=1| A=0; B=0)=0
P(E=1 | A=0; B=1)=2
P(E=1|A=1; B=0)=1
P(E=1|A=1; B=1)=1
(State o: work; State 1: fail)

Figure 3. 9 Conversion of AND-Gate and OR Gate into Bayesian Network.
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3.3.21.3.3.2 Mapping a Bow-Tie into a Bayesian Network

Bow-Tie (i.e., BT) is a probabilistic cause-consequences model that contains on the left side a
fault tree, and on the right side an event tree. It correlates critical events with outcomes, or
consequences in general. BT represents a comggte accident scenario because, from a
qualitative and quantitative perspective, clearly illustrates the logical relationships here -in
present and it helps understanding which possible combination of primary events would lead
to the top event and which safety barriers failure would escalate the top event to a particular
consequence. Nowadays BowTie diagram is a popular tool in Risk Analysis for many chemical
companies; however, it suffers limitations that are typical of its constituents (i.e. Fault Tree
and Event Tree). To mention the most relevant ones, BT cannot include multi-state variables,
cannot represent conditional dependencies and cannot apply reakttime information from a
facility to update prior fibel i ef arpeventsdndgdafetar e pr i
barriers. (Khakzad et al., 2013b, 2012)Some studies referred to the chemical process industry
domain have recently compared and/or integrated Bow-Tie and Bayesian network methods,
or, at least, Bayesian Updating (Ferdous et al., 2013, 2012, Khakzad et al., 2013b, 2012)

pointing out the advantages of Bayesian Networks.

Fault-Tree mapping procedure has already been described irthe previous subsection. Event
Tree mapping procedure is mainly based on the work of Bearfield and Marsh (Bearfield et al.,

2005), a graphical algorithm is presented in Figure 3. 10.

Top event

Safety Barriers Safety Nodes

Figure 3. 10 Graphical visualization of the conversion from an Event-Tree into a Bayesian Network
(Villa and Cozzani, 2016).
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Khakzad et al. (Khakzad et al., 2013b) proposed a complete mapping algorithm from Bow-Tie
to Bayesian Network that includes Fault Tree mapping and Event Tree mapping, as

represented in Figure 3. 11. Each safety barrier of the Event-Tree is represented by a safety
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node having two states, one for the failure and the other for the successof the safety barrier;

anyway it is possible to consider multi-state variables. Also, a consequence node having as

many states as the number of the event tree consequences (i.&,) should be added to the

network. When mapping Event-Tree into BN, a safety node "Y& should be connected to the

previous safety node,”Y® , only if the failure probability of "Y&depends on whether"Yd has

worked or failed. In probabilistic terms, "Y&must be connected to"Y6 only if 0 "Y&s"Y

0 "Y&s'Y6
0 "Y&s'Y6
consequence node only if the probabilities of the gates of the consequence node are influenced
by the failure or the success of that safety node. After the BN is constructed, the probabilities
of safety barriers are considered as the prior probabilities of safety nodes, and a CPT is assigned
to the consequence node, following a AND T Gate logical model. CPTs for intermediate safety
nodes are assigned too, as simple causal relations. Aftethe equivalent BNs of the Fault-Tree
and the Event-Tree are developed, they are connected to each other via the Top Eve as a pivot
node. The Top Event node should be connected also to the consequence node, this implies the

def i

nition

of

anot her

state (e.g.,

the effect of the non-occurrence of the top event m the consequence node.

Figure 3.

Bow-Tie

Primary Events

&

Intermediate Events

. 2

Top Event

¥

Safety Barriers

L 2

Consequences

Mapping

y¥¥ ¥

Bayesian
Network

Root Nodes

L 2

Intermediate Nodes

A 2

Pivot Node

. 2

Safety Nodes

A 4

Consequence Node

:in the same way"Y® must be connected to"Y6 onlyif 0 "Y8 s"YORYS

. In addition, there must be a connection between each safety node and the

ASafeo)

11 Flowchart representing mapping process from Bow-Tie Diagram to Bayesian Network,
adapted from Khakzad et al. (Khakzad et al., 2013b).
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Two issues raise from the mapping process:

1) Each BT can be mapped to itscorresponding BN, while a BN does not necessarily have
an equivalent BT, due to multi-state variables, different causal relationships rather
than simple Boolean functions such as ORgate and AND-gate, and sequentially
dependent failures.

2) Although able to consider the dependency of sequential safety barriers, BT cannot
capture the conditional dependency of safety barriers on the top event. In other words,
in a BT the top event is simply an initiating event for the event tree, and cannot
influence the failure or success probability of safety barriers. On the other hand, BN
accommodates such dependence by means of causal arcs drawn from the top event to
those safety barriers whose failure probabilities depend on the occurrence and non
occurrence of the top evert.

3.3.2.1.3.4  Application of Bayesian Networks to domino accident analysis

Khakzad et al. (Khakzad et al.,, 2013d) applied Bayesian Networks to domino accident
modelling and prevention, by developing a specific methodology for the propagation pattern,

whose flowchart is reported in Figure 3. 12; the methodology is described in the current section.
To model the likely propagation path of domino effect, expressing the core of the BN, the
following steps are taken:

1. According to the layout of the plant, a node is assigned to each unit (e.g., storage tank).
Each unit is either susceptible to the accident or capable ofescalating the accident. The
example of a plant layout with six units ( Xi, with i ranging from 1 to 6), reported in Figure
3. 13 is taken to explain the procedure.

2. The primary unit where the domino accident is likely to start is determined (e.g., X1in
Figure 3. 13), by considering reasonable occurrence probabilities and enough mventory of
hazardous materials to produce credible escalation vectors should be taken into account
when choosing the primary unit.

3. According to the type of possible accidert scenarios in the primary unit, the escalation
vectors transmitted by the primary unit to nearby units are specified and calculated.

4. 4.1: Based on a comparison between predefined threshold values and escalation vectors,
those nearby units for which the received escalation vectors exceed the threshold values
are defined as potential secondary units (e.g.,X2, X3, and X4 in Figure 3. 13).

4.2: In the case of fire or explosion, the probit values (Y) are calculated for the potential
secondary units, according to equation (3. 1).

4.3: Using the Probit values, the escalation probability of potential secondary units given
the primary event, i.e., P(X2|X1), P(X3|X1), and P(X4|X1).
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4.4: Among the potential secondary units, the one(s) with the highest escalation probability
is chosen as the secondary unit (for example, X3 in Figure 3. 13). Because the secondary
events are caused by the primary event, a causal arc must be directed fromX1 to X3,
showing that the occurrence of X3 is conditional on the occurrence of X1.

5. Given damaged scondary units, potential accident scenarios and their occurrence
probabilities for the secondary units are specified.

6. Substituting the secondary units for the primary unit, steps 3 to 5 are repeated to determine
potential tertiary units (e.g., X2 and X4), potential quaternary units (e.g., X5 and X6), and
so forth. In this case, it has been assumed becausX?2 and X4 (X5 and X6) have the same
escalation probabilities, they both are selected as tertiary units.

By repeating the same procedure, synergistic effects should be considered. For example, in
Figure 3. 13, X2 and X3 coooperate with each other (i.e., their escalation vectors are
superimposed) to trigger an accident in X5. So, causal arcs have to be directed fronX2 and X3
to X5, showing the conditional dependency of the latter on the former units. Accordingly, when
assigning the CPT of X5, the escalation probability of X5 is P(X5|X2, X3), calculated by
implementing a noisy OR-gate.

At that point, the propagation pattern is defined. According to the layout in Figure 3. 13, three
levels of domino, indicated respectively by O {p, ‘O {t, and ‘O i should be added, as three des

to the BN. The probability of first level domino can be expressed by the following:
0 Op O dp D oLy (3.22)

So,DL1 is connected to X1 and X3 by AND-gate causal arcs andP(DL1) will be equal to the
probability of the first -level domino effect. This implies that for the first -level domino effect to
occur, not only the primary event X1, but also the secondary eventX3 is needed.

Similarly, the domino effect could proceed to the second level only if at least one of the tertiary
units X2 and X4 is impacted by the first -level domino accident. Therefore, the probability of
the secondlevel domino effect can be computed as follows:

00k O op D doxp D A OrLpho (3.23)

An auxiliary node, named 0p, is added to the net, such that Op &¢° @r; so X2 and X4 are
connected toOp and the CPT is filled with an OR gate. Then, causal arcs are drawn frombp and
0 ipto Oi; the CPT of O i is filled with an AND gate to obtain 0 O .
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-------------|
Propagation of domino to the next level

Figure 3. 12 Procedure to develop the propagation pattern to domino effect, adapted from Khakzad et
al. (Khakzad et al., 2013d).
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Figure 3. 13 BN to explain the propagation pattern and occurrence probability estimation for domino
effect, according to Khakzad et al.(Khakzad et al., 2013d).

Then, the domino effect can proceed to the third level. According to the layout considered,
either X5 or X6 has to beimpacted by the secondlevel domino effect to have a third-level

domino effect. In this way, the probability of the third -level domino effect is:
0O O &p D GoLyp D 6" rdphdo D G eI oo (3.24)

An auxiliary node, named 0c¢, is added to the net, such that ¢ " Q; so X5 and X6 are
connected to 0¢ and the CPT is filled with an OR gate. Then, causal arcs are drawn frong and
0 ig, to O ; the CPT of O i is filled with an AND gate to obtain 0 O .

The same reasoning can be extended to additional domino levels. The dscribed procedure
allows a detailed domino accident modelling with the powerful tool of BNs. However, domino
probabilities might be overestimated, as safety barriers are not included in the methodology
proposed by Khakzad et al.(Khakzad et al., 2013d).

3.3.2.2 Performance assessment fo  r security measures

3.3.2.2.1 Preliminary assumptions regarding security measures performance

assessment

The performance of a Physical Protection System (i.e., PPS) is generally expressed by its
effectiveness (ie.,— ), which expresses the probability of

foiled, deterred or disrupted.

Effectiveness assessment should take into account the complex configuration of detection,

delay and response function that compose the PPS; for highsecurity systems (i.e., as the ones
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considered for counter-terrorism) the response is generally assumed to be immediate onsite,

so the response force time is part of the PPS effectivenessThe effectiveness of a PPS can be
evaluated according to a qualitative or quantitative form. Quantitative analysis is required for
protections of assets with unacceptably high consequences of loss, regardless a low probability
of adversary attack (Garcia, 2007); Chemical and Process facilities and transportation systems
should be counted among these ones due to the high consequences of an attadkloss of lives,
damage to valuable assets and to the environment (Nolan, 2008). This approach is
Aiper f orbnaasnecded i n the sense that it evaluates

delay and response) contributes to the system effectivenesgGarcia, 2005).

On the other hand, a qualitative approach can be applied for either lower threats and lower
consequences loss assets or whenever the lack of information on the PPS does not allow

carrying out a quantitative approach.

Effectiveness assessment should take into account the complex configuratbn of detection,
delay and response function that compose the PPS system; for highsecurity systems (i.e., as
the ones here in considered) the response is generally assumed to be immediate ossite, so the
response force time is part of the system PPS effetiveness.

Effectiveness assessment results are important for two main reasons:

A They provide a sound basis for the risk evaluation phase within Quantitative Risk
Assessment, together with economic analysis for security measures selection and
allocation;

A They helps to reevaluate and update the design of protection systems over time, in order
to keep it in the state of art and to accommodate the introduction of new processes,

functions or assets within the facility.

The analysis of a protection system requires applying the concept of adversary paths. An
adversary path is an ordered series of actions against a facility, which if completed, results in
successful theft, sabotage, or other malevolent outcome, such as a terroristic attack{Garcia,
2007). The selection of an adversary action sequence should be based on Adversary Sequence
Diagrams and site-specific data. An Adversary Sequence Diagram is a graphic representation
of the plant layout that should consider possible adversary starting points, distances up to the
target(s), locations and typologies of security measures in place, and availability of security
guards on site. Reasonable assumptions regarding the adversary mode of action (e.g by foot

or by car), tactic and attack scope (e.g., triggering an explosion or stealing an asset) should be

taken.

In order to achieve his goal the adversary may adopt two opposite tactics: force attack and

stealth attack. A force attack strategy is basedon the minimization of the time required to
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complete the path, with almost no regard of the probability of being detected; the adversary is
successful if the path is completed before guard response. A stealth attack is based on the
minimization of the pro bability of detection, with little regard to the time required; the
adversary is successful if the path is completed with no deection. Often the adversary tactics
may be intermediate between these two extremes. Adversary path depends also on adversary
objectives: if theft, it implies that the adversary must get in and out the facility to succeed, if
sabotage it requires only the adversary to get to the asset and complete the sabotage action.
Different adversary objectives turn into different times for the response force to interrupt the

adversary and consequently in different PPS effectiveness.

Quantitative analysis of PPS effectiveness can be carried out according toeither a single
measure or a systematic model. Three possible measures of PPS effectivelss can be applied
in chemical and process industries, according to the approach proposed by Garcia(Garcia,

2007), referred to industrial facilities:
A Minimum delay time;
A Cumulative pro bability of detection;
A Timely detection.

Alternatively, a more structured approach (i.e., EASI model) can be applied.

3.3.2.2.2 Minimum delay time

Minimum delay time (Figure 3. 14) is the comparison of the minimum cumulative time along
the path o and the guard response time 0 . The condition of an effective system iso

0 ;asystemimprovement can be achieved either by reducing the guard response time, which
decreasesod hor by adding a protection element with higher delay, increasing © . However,
this effectiveness measure does not take into account the detection function but only the delay,
even if a delay without prior detection is not meaningful since the response force must be

alerted in order to respond and interrupt the ad versary.
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Figure 3. 14 Minimum Delay Time as a Measure of PPS Effectiveness.
3.3.2.2.3 Cumulative probability of detection

Cumulative probability of detection (Figure 3. 15) is the cumulative probability of detecting the
adversary before the goal is achieved 0 . The condition of an effective system is0

O { ,whered | represents the acceptaility threshold. It should be noted that no
consideration on the delay is conveyed by this definition of PPS effectiveness, even if detection
without sufficient subsequent delay is not effective because the response force may not have

enough time to inter rupt the adversary.

Start of Path Completion
of Path
Y l l l 4

...........................................

Minimum Probability of Effectiveness
Detection by a

Protection Element Pyin < PMIN,ACC

..........................................

Minimum Cumulative Probability of Detection Along the Path (P yp)

Figure 3. 15 Cumulative Probability of Detection as an Effectiveness Measure.

3.3.2.2.4 Timely detection

Timely detection measures a system effectiveness by the cumulative probability of detection at
the point where there is still enough time remaining for the response force to interrupt the

adversary (Figure 3. 16). It includes0 , 6 and 0 ; the delay elements along the path
determine the point in which the adversary must be detected. That point has been named

ACritical De ) ©®04dnd ibaorreshonisntd the point where the minimum delay
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along the remaining path 0 just exceedsthe guard response time 0 ;in other words 6 00

is determined by the first point for which the condition 6 0 is valid.

Then the probability of interruption 0 can be computed as the cumulative probability of

detection from the start of the path up to the 6 ‘'O0 is the measure of the system effectiveness.

Quantitative analysis of PPS effectiveness by applying the timely detection measure requires

to determine the probability of detection, delay times and on -site response time and eventualy

to compute the probability of interruption 0 . It should be noted that 0 is different from the

total cumulative probability of detection because it considers detection up to the 6 ‘O DTimely
detection measures howevermarmt on ot e tavceceonu nrt e sipf 0OIT sCe

adversaries.

After having chosen a specific path, under specific conditions of threat and system operation,

0 can be quantified by the following equations (Garcia, 2007):

o B o 0 (3.25)

0 p B 0 ¢ (3.26)

Where 0 is the minimum time delay remaining along the path, 0 is the guard response time,
& is the number of protecti on elements along the path, Qis the first point at which 6 6 HQ
is a generic protection element, 0 is the minimum time delay provided by element ‘Gand 0
is the non-detection probability provided by element "Q
Adversaryg Adversary

Start of Path _ Minimizes: Minimizes ‘ Completion
Detection :  Delay

of Path

., |l | T

Guard Response Time ()

Minimum Time Delay
Remaining Along Path (tg)

Probability ;
of Interruption (P;) :

Critical :
: Detection Point : : PI

Figure 3. 16 Timely Detection as the Usual Measure of System Effectiveness.

The assumptions at the basis of the model are independency of each security element and the

presence of an adaptive adversary tactic. The latter assumption indicates that the adversary
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will try to minimize detection before the 6 ‘O {i.e., by applying a sealth or deceit tactic) and he
will try to minimize delay after the 6 ‘O {i.e., by applying a force tactic, moving very fast and
with almost no concern for detection). This assumption is conservative because the adversary
may also choose to adopt the sae tactic along the whole path; it implies also that the most
skillful adversary is supposed to defeat or bypass detection along the path up to6 O @nd to
know the response force time. If adversary tactics does not follow this assumption, it will turn
into an increase of PPS effectiveness.

However, it should be highlighted that PPS effectiveness is dependent also on adversary tactics

and a well-defined design basis threat is important for system effectiveness.

Clearly, the adversary may follow different paths into a facility, depending on his objective
(e.g., steal or sabotage), but the one with the lowest) (i.e., 0 ° characterizes the effectiveness
of the overall protection systems and it has been named critical path. A tutorial on timely

detection model is available in Section 6.2.2.

3.3.2.2.5 EASI model

Among the three main measures of PPS effectiveness, timely detection is generally the
preferred one because it includes detection, delay and guard response time.

However, in case of a complex systen, with many possible adversary paths, with several
scenarios to consider and several targets as
of a computer-aided tool that is able to repeat the calculation of PPS effectiveness along each
possible adwersary path, under specific conditions of threat and system operation.

As reported by Garcia (Garcia, 2007), quantitative computer aided models for the evaluation

of PPS effectiveness, hsed on the concept of timely detection, are continually being developed.
Among these, the EASI model (i.e., Estimate of Adversary Sequence Interruption), developed
by Sandia Laboratories (Garcia, 2007) stands for the good combination between easiness to

use and accuracy in the results.

This EASI model determines the PPS performance as the probability of interruption 0
referred to a sequence of adversary actions aimed at theft or sabtages. Due to the fact that the
EASI model will be inserted in the original methodology presented in Section 4 for the

calculation of security measures performances, a detailed description of EASI is provided.

EASI is a path-level model, meaning that it can analyze PPS performance along one adversary
path per time; consequently, the preliminary step for its application is the selection of an

adversary action sequence, based on sitespecific data and reasonable assumptions about the
adversary. An adversary ®quence includes a starting point, one or more detection sensors,

transit and barrier delays and an ending point. This systematic representation of the assets
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within the facility that allow the analyst to review possible adversary paths, has been named
Adversary Sequence Diagram (ASD): ASD are sitespecific graphical representation of the
physical layers around a facility, the protection elements between layers and paths to the asset.
The creation of ASD includes (Garcia, 2005): modeling the facility by separating it into
adjacent physical areas, defining protection layers and path elements between the adjacent
areas, recording detection and delay value for each element. In case of multiple paths possible,
effectiveness analysisshould be repeated for each of them.

EASI model requires as input parameters: detection and communication probabilities (i.e.,
indicated respectively with 0 { and 0 ), delay and response mean times and standard
deviations for each protection element "@i.e., indicated respectively with 6 and 0 ). EASI model
(Garcia, 2007, 2005) estimates the cumulative probability of sequence interruption, as follows:

v v D D B 0 DD 5B p 0 j (3.27)
Where: 0 is the probability of r esponse force to arrive prior to the end of adversary actions,
given an alarm for each element ‘Qpresent along the path; 0 is the probability of

communication to the response force for each element (present along the path; 0 f is the
probabil ity of assessedletection for a generic element™Q

In case of single detection sensor,equation (3.27) becomes

0 0 D (3.28)
Whered 0 QD is the probability of notification of the response force, named probability of

an alarm.

In order to have adversary interruption, it is necessary that the remaining time for the

adversary to reach the ending point 6 exceeds the response force time 0
0O 0 T (3.29)

Assuming the random variables 6 and 0 as independent and normally distributed, then the

random variabl e a1

w o0 0 (3.30)
The variable wis normally distributed with mean:

‘ Ow ©o 0o (3.31)
and variance:

L mom OoD e (3.32)
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Then0  should be computed as:

0 b n . —AIP—— AQD (3.33)

The method requires the evaluation of O0 and O 0 at a point "Calong the path of interest,
with respect to the terminal point €, assuming the penetration time through each barriers and
the transit time between barriers as random variables:

00 W £ R M0 O "QEANNODD O 'Q WHHE €@ 6B 00 (3.34)
Where:

A 00 isthe expected time to perform task Q
00 h'QQo6 QEdIQE &
A 00 QEMNOWDO QEdFE SR 0 — h QQO QWHDQE &
nmh  'QQo6 Q@niné &
with 6 beginning, 0 mid and ‘Oend point.

Under the hypothesis of independency among each task, the variance of the path time
remaining between point "Cand the terminal point & can be expressed:

OO h'QQo QaddQE ¢

WWO e

- h QQ@Né &

nh QQ06 QEHINE &

0 OO QANNO WD 6 Q WHHE: @R o

with 6 beginning, 0 mid and Oend.

Clearly, the adversary may follow different paths into a facility, depending on his objective
(e.g., steal or sabotage), but the one with the lowestD (i.e., 0 characterizes the effectiveness

of the overall protection systems and it has been named critical path:
0° TEDs 0°aH opBMMNYG (3.35)

Where 1) is a generic adversary path, amongn possible ones. An attempt of security managers
is to balancing protection among different paths by allocating security upgrades in order to

have approximately the same0 in all the paths leading to critical assets.

In quantitative analysis for most of industrial facilities, the probability of interruption for the
critical path is the measure of PPS effectivenesgGarcia, 2007), which varies from 1tto p:

5 Z

- 0 (3.36)

Nevertheless, equation (3.36) does not account the neutralization in PPS effectiveness,

because, as stated by GarciéGarcia, 2007), it is unlikely that any industrial facility will engage
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in use of lethal force against an adversary. In case a forceon-force engagement (from verbal
commands to deadly force) is expected additional modelling is necessary to predict the
outcome of the conflict, measured by the probability of neutralization 0 . In this case, mostly
inherent to very high-security applications, PPS effectiveness for the most critical path is

expressed as follows:

5 z ~

- ViieY (3.37)

EASI model has been summarized into a single equation (i.e., equation (4.1)) within original
model application presented in Section 4; EASI can be implemented in an Excel version 2013

datasheet. A tutorial on EASI model application is provided in Section 6.2.3.

3.4 ECONOMIC EVALUATIONS FOR RISK ASSESSMENT
SUPPORT

Due to the increased attention for external hazard factors, an optimal allocation of risk
reducing measures, including related cost issues, becomes progressively more important.
Today there are several approaches available to support the decisiormaking process; among
these, CostBenefit Analysis and CostEffectiveness Analysis stands as the most common ones.
Cost-Benefit Analysis (CBA) compares, through the assignment of monetary value, the
investment benefits (often seen as the averted costs) with the coss, in order to provide an
objective evaluation concerning the investment. On the other hand, cost-effectiveness analysis
is aimed at determining the most profitable investments with reference to a specific scenario,
under the constraint of the budget (Campbell and Brown, 2003) .

3.4.1 Existing applications of economic evaluations within Safety and

Security domains

Table 3. 13 and Table 3. 14 summarize recent contributions regarding theoretical,
methodological and applicative aspects of economic analyses within the safety and security
domain, referred to chemical and process industry installations. The analysis of research gaps
highlighted that, despite the potential of economic analyses in establishing competitive
business advantage within chemical process safety and security(Reniers, 2014), previous
contributions are referred mostly to the selection and allocation of safety measures with
respect to unintentional major and occupational accidents (i.e., safety-based accidents).
Indeed, the past decades, costbenefit analyses and the specificfeatures of its application to
the safety domain were explored (Gavious et al., 2009; Martinez and Lambert, 2012; Nicola
Paltrinieri et al., 2012) . Ongoing research within the chemical industry addresses economic
assessment for safety decisioamaking (Janssens et al., 2015 Khakzad and Reniers, 2015;

Reniers and Brijs, 2014a, 2014b) However, no specific complete economic models and
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applications are yet available addressing the seéction and allocation of preventive security

measures, within the chemical and process industry domain.

3.4.2 Cost-Benefit and Cost -Effectiveness analysis for risk reducing

measures selection

Reniers and Brijs (Reniers and Brijs, 2014b) have developed a tool, named CESMA, for the
selection of safety measures within the chemical industry domain, with respect to major
accident scenarios. Following the approach developed by these authors, the gearal expression
for the Net Benefit of a single safety countermeasure with reference to a single scenario can be

computed as (Reniers and Brijs, 2014b):

0 Q0 Q¢ Q QOB D i Q D j Di 6 (3.38)
Where:
A Q : frequency of an initiating event if the safety measure is not implemented;
A6 . Loss or consequaces, expressed in monetary values, without the

additional safety measure;

A Q : frequency of an initiating event if the additional safety measure is
implemented;
A6 : Loss or consequences, expressed in monetary values, witlthe additional

safety measure;
A 0 1: performance of the additional safety measure (e.g, expressed byPFD1 probability
of failure on demand );

A 6 : cost of the safety measure.

Cost modelling indicates the costs of providing the risk-reducing measure that are required to
attain the benefit 6 . The cost evaluations (e.g., the CESMA too[Reniers and Brijs, 2014b))
included several classes (Table 3. 15): Initial Costs, Installation Costs, Operating Costs,
Maintenance Costs, Other Running Costs, Specific Costs.

Hypothetical benefits modelling consists on the definition of the costs of averted accident that
are indeed the losses sstained in a successful attack, eitherwith ¢ j or without
0 , the additional safety measure. The losses sustained in a successful attack

include the fatalities and other damages, both direct and indirect, which will accrue because of
a major accident, taking into account the value and vulnerability of people and infrastr ucture.
Benefit categories for safety measuresavailable in a study referred to safety measures for
Chemical and Process Industry (e.g., the CESMA toolReniers and Brijs, 2014b)) are reported
in Table 3. 16.

CBA can be applied either to each safety device separatelgr to a combination of several ones.
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It should be noted that in order to compare total benefits and total costs occurring at different
point in time it is necessary to introduce a discount rate to convert all cash flows to present
values of annuities (Campbell and Brown, 2003). So the 0 Q® Q& '‘Q "Q&eoounting the
conversion of all cash flows to present value of annuities, can be named also
0Qdi Qi d® & @o . Aninvestment is acceptable if§ Qb1 Qi MADHAQ @ T else it

should be rejected.

Often, safety investments should be compared with budget limitations; in this situation, the
economic evaluation method turns into a Cost-Effectiveness Analysis. CostEffectiveness
Analysis (CEA) determines the optimal combination of investments that leads to the maximum
net benefit, respecting budget constraints. As suggested by Reniers and Sérense(Reniers and
Brijs, 2014b; Reniers and Sdérensen, 2013a) the optimization problem to be solved, known as
AKnapsack problemd, has bsafemmframgwprk:i ed previously
I ABQHQE Q@QO
6ro 6 (3.39)
wf TP

The first equation expresses the total benefit from the selected investments portfolio, which
should be maximized, that means obtaining the maximum Net Benefit. The second equation

expresses the fact that the total cost of the selected measureso o should not exceed the
budget 6 . The third constraint implies that a measure /combination of measures w is

either fully taken or not taken at all.
A number of assumptions are implicitly taken in this formulation:

A The safety investments under consideraion are either fully taken or not ( i.e., they
cannot be partially taken);

A The total hypothetical benefit of all measures taken is the sum of the individual

benefits of the chosen safety countermeasures;

A The total cost of all safety countermeasures taken s the sum of the costs of the

individual measures;

A Safety countermeasures can be implemented independently, without consequences

for the other investments.

Therefore, the state of art highlighted that economic analyses methodologies and applications
have been defined firmly within the chemical and process industry domain and provide
rational criteria for the risk evaluation phase within QRA , with respect to safety-based

accidents.
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Table 3. 13 Previous contributions on economic analysis, regarding safety and security aspects, within the chemical and process industry domain.

Keyword

Reference
accident/
measure typology

Elements of economic analysis

security measures

Measure Cost assessment Losses/consequences Probability of Economic analysis
performance/ risk assessment attack/accident
I reduction occurrence
Contribution ST
(Ale et al., 2015) Unintentional (safety - | Not considered. Discussion Discussion on ethical issues; no | Not considered Cost-benefit analysis,
based) accidents/ hidden costs; classification provided budget limitations
safety measures classification
provided
(Garcia, 2007, 2005) Intentional (security - | EASI  model; other | No classification | No classification provided Deterministic Qualitative discussion on
based) major | models proposed provided approach cost-benefit analysis
accidents/ Physical

(Gavious et al., 2009)

Unintentional (safety -
based) accidents/
safety measures

Not considered

Not considered

Specific classification including

categories,
formula

subcategories and

Not considered

Qualitative discussion on
cost-benefit analysis

Executive, 2016)

(HSE - Health and Safety

Unintentional (safety -
based) accidents/

Not considered

Discussion on costs;
generic classification

Discussion on benefit; generic

classification ~ provided

(no

Not considered

Cost-benefit analysis

safety measures provided formula)
formula)

(Janssens et al., 2015) Unintentional (safety - | Overall values; no | Overall values; Overall values; no methodology | Calculation of | Costeffectiveness
based) major accidents | classification provided classification provided domino probabilities | analysis
(domino)/ safety provided
measures.

(Kyaw and Paltrinieri, 2015) Unintentional (safety - | Not considered Not considered Calculation of reputational losses | Not considered Qualitative discussion on
based) major for notorious major accidents the possible use within
accidents/ safety cost-benefit analysis
measures

(Martinez and Lambert, | Unintentional (safety - | Layer of Protection | Overall values; Overall values; no classification | Deterministic Cost-benefit analysis

2012) based) major | Analysis classification provided approach
accidents/ safety provided
measures

(Nicola Paltrinieri et al., | Unintentional (safety - | Specific  methodology | Overall values; Overall values; no classification | Deterministic Cost-benefit analysis

2012) based) major | for passive safety | classification provided. Only human benefits | approach
accidents/ safety | measures provided considered
measures

(Reniers, 2014) Intentional  (security - | Theoretical discussion | Theoretical Theoretical discussion; no | Not considered Theoretical  discussion
based) and | on performance | discussion; classification provided on interactions between
unintentional (safety - | parameters classification economic analyses and
based) major accidents provided risk management
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Table 3. 14 Previous contributions on economic analysis, regarding safety and security aspects, within the chemicaland process industry domain.

Reference accident/

Elements of economic analysis

safety measures

models

no classification
provided

classification provided

Keyword measure typology
Measure Cost assessment Losses/consequences Probability  of Economic analysis
performance/Risk assessment attack/accident
Contribution reduction occurrence
assessment
(Reniers and Brijs, 2014b; | Unintentional (safety - | Overall values; no | Detailed classification | Classification for major | Deterministic Cost-benefit analysis, cost
Reniers and Van Erp, | based) major accidents/ | methodology provided specific  for safety | accidents, including | approach effectiveness analysis
2016) safety measures measures  including | categories, subcategories
categories, and formula
subcategories and
formula
(Reniers and Brijs, 2014a) | Occupational accidents/ | Not considered Not considered Not considered Not considered Presentation of available
safety measures cost-benefit analysis
software/ methodologies
(Reniers and Sdrensen, | Occupational  accidents/ | Overall values Overall values; no | Severity classes; no| Occurrence classes | Costeffectiveness analysis
2013b) safety measures classification provided | classification provided
(Tappura et al., 2014) Occupational  accidents/ | Presentation of available | Discussion on costs; | Discussion on benefits; no | Not considered Presentation of available

cost-benefit
methodologies

analysis
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Table 3. 15 Cost categoriesand subcategoriesfor a generic safety measure (Reniers and Brijs, 2014b).

Cost Classification for Safety measures

Cost category Cost subcategory

INITIAL COSTS A Investigation costs
Selection and design costs
Material costs

Training costs

> > > >

Changing of guidelines and informing costs

INSTALLATION COSTS Production Loss cost
Start-up costs
Equipment costs

Installing costs

> > > > >

OPERATING COSTS Utilities costs

MAINTENANCE COSTS Material costs
Maintenance team costs
Production loss costs

Start-up costs

> (> > > >

INSPECTION COSTS Inspection team costs

Economic analyses, such as cosbenefit and cost-effectiveness analyses, may offer rational
criteria for the selection and allocation of security measures within the decision-making

process, as demonstrated by the application to other domains, as aviation (Stewart and
Mueller, 2013, 2011, 2008) and navy facilities (Cox, 2009; Dillon et al., 2009) . However, no
economic model for the allocation security measures to be used within the chemical industry
has yet been developed.

Few existing contributions proposed a rather simplified cost -benefit analysis methodology for
the selection of security measure within another domain (i.e., aviation) (Stewart and Mueller,

2013,2012, 2011, 2008). The calculation of the Net Benefit, or Net Present Value, for a security

countermeasure can be implemented as follows:
0 QB QE Q' QU6 BBBO'YDOYDODOD - 6 (3.40)

Where O 0 indicates the expected benefit from the security countermeasure not directly

related to mitigating security threats (e.g., increased personnel confidence, reduction in crime,

etc.). Often the assumption of O 6 e Tis introduced in order t o obtain conservative results.

0 "Y represents the threat probability (e.g., the probability of attack) referred to a critical
infrastructure. 0 'O "Y and 0 0 "O are the vulnerability probabilities. & indicates the
overal/l l osses or consequences, expressed in mo

b e n e fYrepsedents the effectiveness improvement achieved by implementing the Security
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measure (or Physical Protection System, i.e. PPS)0

indicates the overall costs of the

specific security measures (or systems) required to attain the benefits. The summation refers

to the number of possible Threats "Y scenarios, Hazard "O levels and Losses 0 . With the

assumptions of O 0

0 QBQE QQAYD O'YD O 'O 6

FY- 6

T, equation (3.40) can be rewritten for a single scenario@s:

(3.41)

The product of threat and vulnerabi lity probability is sometimes indicated as a single term (i.e.,

0 ) (Stewart and Mueller, 2012, 2011, 2008), expressing the probabilityo f  a

fisuccessful

Equation (3.41) can be the starting point for the development of an original economic model,

aimed at the selection and allocation of security measures within the chemical industry

domain.

Table 3. 16 Benefit categories and subcategories for a major accidenal scenario (Reniers and Brijs,

2014b).

Benefit Classification

Benefit category

Benefit subcategory

SUPPLY CHAIN BENEFITS A Production loss benefits

A Start-up benefits

A Schedule benefits
DAMAGE BENEFITS A Damage to own material/property

A Damage to other companie

A Damage to surrounding living areas

A Damage to public material property
LEGAL BENEFITS A Fines-related benefits

A Interim lawyers benefits

A Specialized lawyer benefits

A Internal research team benefits

A Expert at hearings benefits

A Legislation benefits

A Permit and license benefits
INSURANCE BENEFITS A Insurance premium benefits
HUMAN AND A Compensation victims benefits
ENVIRONMENTAL BENEFITS A Injured employees benefits

A Recruit benefits

A Environmental damage benefits
INTERVENTION BENEFITS A Intervention benefits
REPUTATION BENEFITS A Share price benefits

OTHER BENEFITS

A Manager work-time benefits

A Cleaning benefits
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It should be noted that the existing model by Stewart and Mueller (Stewart and Mueller, 2012,

2011, 2008) has some relevant limitations, paving the way to follow for further improvements:

A It does not address the specificities of operational security within the chemical industry

domain;

A Cost assssment and loss assessment needio be improved, by introducing categories,
subcategories and expessions allowing quantitative assessment instead of applying
empirical flat rates for overall costs and benefits.

A Uncertainties regarding threat and vulnerabilities probabilities need to be addressed

by specific approaches;

A An approach to costeffectiveness analysis needs to be introduced. The application of
cost-effectiveness analysis is particularly important since it allows the allocation of the
security budget on the most profitable combination of security measures. An original

scoring system needs tobe developed to provide overall economic indicators.

3.5 CONCLUSIONS

In this section, an overview on the state of the art regarding the inclusion of external hazard
factors and economic evaluations within risk assessment for the Chemical industry domain is
presented. A description of two typologies of accidental events triggered by external hazard
factors (i.e., domino effects and security-based accidents) is carried out, together with available
techniques to include external hazard factors within risk assessment. Research contributions
highlighted the necessity to implement unified generic framework for safety and security risk

assessment.

Indeed the analysis of risk assessment techniques made clear the paramount important role of
safety and security measures within cascading events prevention, control and mitigation. For
instance, safety measures are applied with respect to unintentional accidents (i.e., domino
effects), while security measures refer to intentional accidents (i.e., security-based accidents).
Indeed, the identification and evaluation of possible risk reducing measure is a fundamental

step of QRA, referred to external hazard factors.

Therefore, different typologies of risk reducing measures applied within chemical and process
installations wer e described, together with methodologies to evaluate their performances, from
economic and technical point of views. A parallelism among the three classes of safety and
security measures (i.e., activedetection measures; passivedelay measures; procedurat
response measures) has been highlighted, but methodologies needed to address performance
assessment have demonstrate to be very different between safety and security measures.
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With regards to the inclusion of safety and security measures performance within risk
assessment of external hazard factors, two main research gaps have been found and are
described in the following paragraphs.

3.5.1 Application of dynamic safety barriers performance assessment by
means of Bayesian Networks with respect to major accidents and

cascading events prevention

The analysis of existing techniques and methodologies for safety measures performance
assessment pointed out that the applications of advanced techniques (i.e., Bayesian Networks)
to safety barriers performance assessment vith respect to major accidents are still scarce and
need to be widened and improved. Moreover, with regards to domino effect modelling and
prevention, no applications of advanced techniques which take into account safety barriers are
available. Therefore, the original research will be aimed at filling this gaps (see Section 5),
according to the concepts expounded in the following subsections.

3.5.1.1 Comparison between quantitative safety barriers performance

assessment by means of Bayesian Networks and Event -Tree analysis

The conventional methodology for safety barriers performance assessment is based on Event
tree Analysis, a probabilistic model that correlates a top event with its consequences. A recent
Event-Tree based methodology, provided by Landucci et al. (Landucci et al., 2015a) and
presented in Section 3.3.2.1.3, allows an accurate evaluation of safety barriers performance by
means of novel gates and can be applied both to major accident and to domino events.

Nevertheless, the limitations of Event-tree analysis hinder from obtaining a real-time picture
of safety barriers performances and consequences probabilities, offering just a static risk
picture, which is not able to account systems modifications and additional information. These
drawbacks promise to be solved by Bayesian Networks.

Therefore, according to the mapping procedure from Event-Tree to Bayesian Network,
provided by Khakzad et al. (Khakzad et al., 2013b), the procedure for safety barriers
performance assessment provided by Landucci et al.(Landucci et al., 20158 can be converted

into Bayesian Networks, keeping the same main steps ad constituents.

Safety barriers performance assessment by means of Bayesian Networks, presented in Figure
3. 17, takes advantage over the Evenfiree based approach, as it allows pegorming Bayesian
Analysis by means of the discussed probability revising techniques (i.e., probability updating
and probability adapting). Indeed, the Bayesian networks based approach is capable to revise
safety barriers performance and final events probabilities over time, providing a more -updated

risk picture. Moreover, the conversion of specific gates (type A, B, C) into BNs represent an
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additional element of novelty, as they have never been implemented before within BNs. The
procedure can be applied bah to major accident prevention, in particular fire prevention, and

to the prevention of fire escalation into domino effect. In the latter case, escalationprobabilities
corresponding to each final state are calculated exacting the same wayboth in the Bayesian

approach and in the conventional one.

The comparison between the procedure by Landucci et al. (Landucci et al., 2015a) and safety
barriers performance assessment by means of Bayesian Network will be developed in several
case studies in Section 5. 3, in purpose to validate the application of Bayesian Networks within

this specific context.

@ ) 1r
1. Identification of accidental scenarios
Creation of a data repository, containing available information on reference equipment and historical
accidental events.
Definition of top event and intermediate Definition of root node and intermediate
| event probabilities. node probabilities. ))
E - = = . . . ™ =
v | 2. Identification and classification of safety barriers B
E |* Identificationof safety barriers pertinent for the reference chemical process installation. A
N | Classification of safety barriers in place (i.e., active, passive and procedural barriers). Y
T i Selection of reliability data required for the analysis. ) E
S
@ : B
T (3. Safety barriers performance assessment '
R , P . A
+ Performance of each barrier generally expressed + Definition of safety node for each barrier.
E by availability. * Performance of each barrier expressed by a N
E * Availability is obtained for each barrier as output combination of availability and effectiveness.
of its subsystems, by means of Fault-tree analysis. * Application of specific logic gates, based on N
A * Conventional logic gates are applied. barriers’ classification.
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S [Application of Event-tree analysis. ] [Compilation of Bayesian Network. ] K
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(Application of probability-revising techniques)
Probability updating: calculation of the Most Probable
Explanation, which is the most probable state of all the variables
given the accident occurrence.
Probability adapting: application of operational data collected
during a certain time span, named Accident Sequence Precursors
we, ASP), to adapt conditional probabilities distributions. /
[ Comments, revisions and extension of the analysis ]
v

Safety barriers performance assessment outputs support auantftattve Risk Assessment!

Figure 3. 17 Comparison between quantitative safety barriers performanc e assessment by means of
Event-Tree analysis and Bayesian Networks.
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3.5.1.2 Inclusion of safety barriers performance assessment by means of

Bayesian Networks within domino acc ident modelling and prevention

With respect to domino accident modelling and prevention, Khakzad et al. (Khakzad et al.,
2013d) have recently developed an advanced methodology to be implemented by means of
Bayesian Networks, which allows considering synergistic effects and several domino levels.
However, in the methodology, safety barriers are not included, resulting in an unrealistic
representation of the system. Therefore, original contributions that compare the introduction

of safety barriers within domino accident modelling and prevention are required, in a Bayesian
Network environment. A flowchart representing this reasoning is reported below (Figure 3.
18).

— T — g,

- pa = - .
- ~.
i /’ Event-tree based N
- -~ \
7/ “  Domino effects analysis ™ \ I ar..iproach to safety .
| using Bayesian 1 \ barriers perfr:)rmanc_e in 4
\ - Mt P ~ " the preventlr:)n of fire y -
e - W escalation -
-‘-..__ _-” S ——_———
B . — Bl ] ] ) — — - -
- Quantitative safety barriers . \
(\ performance assessment by P
Vg means on Bayesian Netw?_rlg __aaall
ORIGINAL APPLICATIONS @
e Inclusion of safety barriers performance within domino T
( < accident analysis by means of Bayesian Networks = )

Figure 3. 18 Flowchart representing the need to include safety barriers performance within domino
accident analysis by means of Bayesian Networks.

3.5.2 Development and application of an economic model for the
allocation of preventive security measures against terroristic attacks

in chemical facilities

The state of the art highlighted that, despite the existence of economic models for supporting
decision-making processes in general, for instance costbenefit and cost-effectiveness
analyses, no specific economic models (and applications) are available in the domain of

operational security (including counter -terrorism decision -making) to be applied within the
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chemical and process industry. As suggested by Stewart and Muller (Stewart and Mueller,
2013, 2012) that have recently developed and applied CostBenefit Analysis for aviation
security, the task is particularly challenging because it involves defining the threat probability,
the losses sustained in the successfl attack, the performance and the costs de¢ermined by the
implementation of a security countermeasure (accordingly to its specific features).

Therefore, an original model for economic analysis and selection of physical security measures,
with respect to different typologies of terroristic attacks in chemical facilities needs to be
developed and validated by application to several case studiesThe model, described in Section
4 and applied in Section 6, allows performing site -specific analysis of the baseline physical
security system performance and comparing the costs of different security upgrades with the
benefits related to either prospective or retrospective losses, meanwhile accounting the
uncertainties related to the threat probability. Selection of the most profitable security
measures within budget constraints and definition of economic indicators will be the main
outputs of the model, in order to support decision -making processes for allocation of security
barriers within the chemical industry domain; a graphical abstract addressing this re search
topic is reported in Figure 3. 19.

Figure 3. 19 Graphical representation of the possible constituents of an original model for the selection
and allocation of security measures within the chemical industry domain.
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Section 4.
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4.1 INTRODUCTION

Several recent events raised the attention toward possible major accidents triggered by
external acts of interference in industrial facilities. In particular, among possible security -
based accidents, a growing concern is present with respect to the intentional release of
dangerous substances resulting in environmental and eco-terroristic attacks. Therefore,
optimal selection and allocation of preventive security measures is becoming more important
for decision-makers. Despite the existence of economic models for supporting decisionmaking
processes in geneal, for instance cost-benefit and cost-effectiveness analyses, no specific
economic models are available in the context of operational security (including counter -
terrorism decision -making) to be applied within the chemical and process industry domain, as
pointed out in Section 3. 6. This section describes a novel model for economic analysis and
allocation of preventive physical security measures (or barriers) specifically for use in the
chemically and process industry domain. The model, starting from the analysis of the baseline
physical security system, allows proposing security upgrades and accounting both the
performance improvement and the costs derived from their implementation. The model also
includes the evaluation of benefits related to either prospective or retrospective losses,
meanwhile accounting threat and vulnerability probabilities for a chemical installation, in

relation with possible malicious acts.

The model, presented in Section 4. 2,can be depicted in a two-fold version, referred to di fferent
typologies of applications. The first version, EM -PICTURES (i.e., Economic Model for Process
Industry related Counter Terrorism measURES) allows performing cost -benefit and cost-
effectiveness analysis of preventive security measures, against genetisecurity-based accidents
and terroristic attacks in chemical facilities. The evaluation of uncertainties related to the

definition of threat and vulnerability probabilities is provided by the analysis. Thus, EM -

PICTURES enables the comparison among diffeent security upgrades and the choice of
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economically feasible ones, as well as the determination of the combination with the maximum

profit, within budget constraints.

The latter version, ECO-SECURE (i.e., ECOnomic model for the selection of SECurity
measURES) is specifically aimed at preventing potential environmental terroristic attacks in
chemical facilities by means of a rational allocation of security resources. Indeed, a specific
classification for environmental losses is elaborated. A coupled approach toward the
estimation of the threat probability (i.e., deterministic and break -even) allows defining a broad
set of economic indicators, made clearer by the development of a specific scoring system.
Indeed, the coupled approach allows including the sensitivity analysis within ECO -SECURE
application. Selection of the most profitable security measures within budget constraints and

definition of economic indicators are the main outputs of ECO -SECURE.

The ultimate aim of the model is allowing a more rational allocation of preventive security
measures and supporting risk assessment and related decisioamaking process, within the
context of chemical and process industries. The model is specifically tailored for security
measures aimed at the prevention of seurity -related events, even if also the adoption of safety
measures may offer sound support in the prevention, control and mitigation of security -based
accidents (Aven, 2007; Reniers, 2010).

4.2 MODEL DESCRIPTION : EM-PICTURES AND ECO -
SECURE VERSIONS
4.2.1 General layout of the model

The model layout is shown in Figure 4.1. Definition of the site-specific adversary sequence of
actions and assessment of baseline physical protection system (PPS) performance need to be
carried out before the model application. This preliminary step was defined as module 0. Six

steps are then required to complete the assessment

A In Module 1, the effectiveness improvement Y- achieved by implementing an
additional security measure "Qo the baseline Physical Protection System (i.e., PPS) is
evaluated. It provides the degree to which the security measure foils, deters, disrupts
or protects against a threat. Guidance on the equations and data necessary to apply this

methodology step and on the possible security upgrades to adopt is provided to users.

A In Module 2, the overall costs of a specific security measure,6 R, are assessed, by

means of 22 cost subcategories and formula to calculate each cost category. This
includes direct and indirect economic costs derived from the application and use of a

security device.
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A Module 3 defines the overall losses or consequences of either perspective or
retrospective accidental scenarios (i.e.,0 ), expressed in monetary values, and
indicated in the following section also
to adopt in case of prospective/retrospective accidents is provided to users.

A Module 4 is aimed at defining the threat probability (i.e., the likelihood o f the attack)
within a chemical facility. In this module also the vulnerability probabilities, expressing

the conditional hazard and loss probabilities, are defined.

A Module 5 allows defining the single security measures that are economically justified
(by means of a costbenefit analysis, indicated with the acronym CBA throughout the

manuscript) with reference to a set of scenarios.

A Module 6 provides the most profitable combination of security measures (by means of
a costeffectiveness analysis, indicatedwith acronym CEA throughout the manuscript)
with reference to a set of scenarios.

The outputs of the model are costbenefit and cost-effectiveness indicators aimed at supporting
the security decision-making process from an economic perspective. The twefold versions of
the model (i.e., EM-PICTURES and ECOSECURE) share the mentionedsix methodological

steps. However, they present a relevant number of differences, in particular:

A Concerning effectiveness assessment, EMPICTURES allows considering in the
calculation s different adversary mode of actions (e.g., sequential, simultaneous

actions) in case of multi-targets terroristic attacks within a chemical facility.

A Concerning losses assessment, the categories are different depending on the focus of
the analysis. In EM-PICTURES, the damages derived from a generic securitybased
major accident are accounted, while ECOSECURE focuses on environmental

consequences.

A Concerning the definition of the threat probability, as wella ascost-benefit and cost-
effectiveness analyses, a coupled approach (i.e., deterministic and breakeven) is
provided in ECO-SECURE, instead of the solely deterministic approach presented in
EM-PICTURES. The coupled approach allows including the sensitivity analysis on the
threat probability wi thin model application. An original scoring system is developed in

ECO-SECURE to provide overall economic indicators.

The model can be implemented in ExceP version 2013 modelling environment. The authors
suggest using 7 different datasheets, defined accaling to the modules (i.e., from Module 0 up
to Module 6). The content and procedures applied in the single modules are explained in detail
in the following.
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(o)  Specific adversary sequence of actions and
assessment of baseline PPS performance

Effectiveness assessment
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Figure 4. 1 General layout of the model, with a two-fold version, named EM-PICTURES and ECO-
SECURE.

4.2.2 Module 0: data gathering and assessment of baseline physical

security system performance

Module 0 is the preliminary step for the application of the model: it provides the definition of
the site-specific adversary sequence of actions and the assessment of baseline physical
protection system performance. The selection of an adversary action sequence should be based
on Adversary Sequence Diagrams and sitespecific data. An Adversary Sequence Diagram is a
graphic representation of the plant layout that should consider possible adversary starting
points, distances up to the target(s), locations and typologies of security measures in place, and
availability of security guar ds on site. Reasonable assumptions regarding the adversary mode
of action (e.g., by foot or by car), tactic (e.qg., stealth or deceit) and attack scope (e.qg., triggering

an explosion or stealing an asset) should be taken.

Several models may be used to detemine the baseline physical protection system performance,
whose principal indicator is its effectiveness — (Hester et al.,, 2010). A description of
available methodologies for the evaluation of physical security measures performance is
available in Section 3.4.3. Estimate of Adversary Sequence Interruption (i.e., EASI) model,
developed by Sandia Laboratories(Garcia, 2007, 2005), was applied to determine physical
protection system performance. Estimate of Adversary Sequence Interruption (i.e., EASI)
model, calculates the probability of interruption 0 , referred to a single sequence of

adversary actions aimed at theft or sabotage. The probability of interruption expresses the
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conditional probability of an att acker s path of g ddng toied,
deterred or disrupted. EASI model requires the following input parameters: assessed detection
and communication probabilities (i.e., indicated respectively with 0 and 0 ), delay mean
times of each protection element "Ti.e., indicated with 0 ; and expressing the mean duration
time of a task), response force mean time 0 and standard deviations for the mentioned
parameters (i.e., indicated respectively with , j and, ). Standard deviation input values are
required because the EASI model, applied for the calculation of the effectiveness, takes into
account uncertainties regarding each task (e.g., presence of a lag time) by applying probability
distribution. According to the conservative assumption on data dispersion of the model
(Garcia, 2007), standard deviation values referred to the delay parameter for each security

element and to the response parameter have been assumed asj p Tof the mean value.

According to EASI model, 0 ; can be computed as follows with reference to a path rj with &

tasks:

g p B p 0y DO, p ¢, ., AgPY], , QY

r'p

N “Y O O (4.1)
. 60 B 0
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Details on the EASI model can be found elsewhere(Garcia, 2007, 2005) and in Section 3.4.3;
the suggested modeling environment is an ExceP datasheet. A sample Exce? datasheet of
EASI model can be retrieved from the mentioned source (Garcia, 2007). In the evaluation of
effectiveness, the neutralization probability is not accounted for, following the stated

assumption that in industrial facilities the use of lethal force against an adversary is unlikely

(Garcia, 2007).

Module 0 differs between EM-PICTURES and ECOSECURE in the calculation of the baseline

PPS effectiveness regarding multitargets sequence of actions, as visible from Figure 4.2

According to EM-PICTURES, in case of multiple targets, the path should be divided into Q
segments, with 0 number of the targets, and effectiveness calculations should be repeated for
each of them. In case of multiple paths possible between contiguous targets, effectiveness
analysis should be repeated for each of them.Therefore, the baseline system effectiveress for

a segmentTQ - ;i can be assessed, as follows:

=

: | EDg 0y pfB M (4.2)

IOy pfB o N &)
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Where the path 1)° with the lowest 0 (i.e., 0 ;- among 1} possible ones, charaterizes the
baseline effectiveness of the protection systemalong the segment Q Qindicates a generic
segments that connects either the starting point to the first target or two contiguous targets; Q
is multiple of the number of possible targets 0 . The calculation should be repeated for each
of the dsegments. The calculation of baseline PPS effectiveness for each path segment provided
by EM-PICTURES may allow a detailed site specific description of adversary mode of action
in case of multi-target attacks.

According to ECO-SECURE the baseline PPS effectiveness (i.e+~ | ) can be assessed as

follows, according to:

re | EDg 0 pBM (4.3)

Ca

— h
Where the path i?, with the lowest 0 (i.e., 0 = among fj possible ones has been named

critical path. U ;- characterizes the baseline effectiveness of the physical protection system,

according to the principles of EASI model (Garcia, 2007). Therefore, ECOSECURE provides
an overall value of baseline PPS effectiveness, regardless the number of targets involved.
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Figure 4. 2 Main contents of Module 0, according to EM -PICTURES and ECOSECURE versions.
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4.2.3 Module 1: preventive security measures performance assessment

This module is aimed at proposing security upgrades and determining the overall effectiveness
improvement Y- due to each security measuréQModule 1 differs between EM-PICTURES and
ECO-SECURE in the calculation of the upgraded PPS effectiveness regarding multitargets
sequence of actions, as visible from Figure 4.3.

According to EM-PICTURES, following the assumption of adding one security device at time,
effectiveness improvement due to the introduction of a generic security measure ‘Qn the
existing Physical Protection System along a generic segmeniQcan be computed as:

Y —

h ~— h
L' plBRE RN® (4.4)
Iy pBOON O
Where — expresses the probability of attackerés
ordisruptedinpresence of each additional {@mongthe posinlee wd) s e

¢ security measures. It expresses the upgraded PPS effectiveness. In order to determine the
upgraded effectiveness, the EASI model was reapplied to the critical pathr® for each of the
security upgrades'Qobtaining — ;A 'Q predE R~ ¢ and therefore the correspondent

effectiveness improvement Y- | referred to each segmentQ

On the other hand, — represents the probability of attacker 6 s pat h of actio
foiled, deterred or disrupted before the addition of a security measure along a segment’Q it

has been indicated as baseline PPS effectiveness and it is the output of module 0. Therefore,

the determination of the effectiveness improvement along a segment’™Q Y-  requires the

evaluation of PPS effectiveness before and after the addition of a security measuréQY— s

someti mes named (Btewarsdnd Muelldru2013,i2014,®008); an explanation

regarding the nomenclature is available in Section 4.2.7. The calculation should be reapplied

to each of the Qsegments, in purpose to obtain the overall effectiveness improvement Y- , as

follows:

y- QB VY- (4.5)

IQ pBRE RN

Where'Q s a function of adversaryd6s mode of action.
In case of a sequential action (e.g., one attacker that sabotage a target and just after a second

one), the overall effectiveness improvement for each security upgrade ‘Qcan be expressed
according to a fiseries model 0:

y- B Y- (4.6)

L' piBFE REN O
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In case of a simultaneous action (e.g., twoor more attackers that sabotage one targt each in
the same time), the overall effectiveness improvement for each security upgrade Qcan be
expressed according to a fiparall el model 0:

Y- pj B Y- (4.7)
L' i R R o
The application of the described EM-PICTURES approach toward effectiveness assessment

all ows taking into account diff er entargehattacksyr sar yos

nevertheless, it requires a relevant amount of inputs.

On the other hand, ECO-SECURE provides a global approach toward effectiveness assessment,

also in case of multi-target attacks. Within model application, in case of no information

available regarding advers ar y6s mode of action, it is suggest
toward effectiveness assessment presented in ECESECURE versionof the model. According

to ECO-SECURE, following the assumption of adding one security device at a time, overall
effectiveness improvement due to the introduction of a generic security measure ‘Qn the

existing Physical Protection System can be computed as:

Y- - i - F (4.8)

I pBR RN

Where—- expresses the probability of attacker ds i
disrupted in presence of each additional (i.,e.,ine w0 ) s e c u iQimbng thempossibleer e

security measures. It expresses the upgraded PPS effectiveness. On the other hand;
represents the probability of attackerés path o
before the addition of a security measure, calculated in module 0, according to ECO-SECURE

version of the model. In order to define the effectiveness of upgrades, the EASI model is applied

to the critical path for each of the security upgrades "Qobtaining — 7, ! pfsdt BN @

Further details on effectiveness assessment by means of EASI model are provided by Garcia
(Garcia, 2007, 2005); a description of EASI model is available in Section3.4.3.

It should be noted that EASI model, applied in both EM -PICTURES and ECOSECURE for the
calculation of the baseline and upgraded system effectiveness, specifically refers to physical
security measures and cannot be generalized (i.e., it cannot be applied fo safety measures
performance evaluations). The choice of an appropriate pool of security upgrade should be
based on the OrganizationalPhysical-Electronics-Reporting principle (i.e., OPER) (Reniers et
al., 2015), which considers a complete PPS as a combination of the three security functions of
detection, delay and response. Therefore, the range of choices should include at least one

security measure belonging to each security function. Further details on security measures
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classification (CCPS- Center for Chemical Process Safety, 2003; Garcia, 2007) based on
security functions, are available in Section 3.4.1.2 A detailed guideline on the possible security
upgrades to beadopted is presented in Section 3.4.1.2, therefore, it is not necessary to use a
specific software for the selection of appropriate security upgrades within EM -PICTURES and
ECO-SECURE versions.

EM-PICTURES Specific adversary sequence ECO-SECURE
of actions and assessment
( ) of baseline PPS performance h
Proposal of i securityupgrades; i € . :
1,..n}nez j Proposal of i security upgrades;
L Effectiveness assessment ic{l.,n}, ncZ
An,
- J

Calculation of upgraded PPS effectiveness; ECost assessment Csecuri
5 ty.d
Nppsnewik Vi€ {1,..,n}, Vke {1,..,t}

s ~
P 5 |E| Benefit assessment Cyoss,j Calculation of upgraded PPS
Calculation of effectiveness improvement; effectiveness; fjppsnew; Vi€ {1,..,1}
ANi=Nppsnew ik — MPPSold k
vie {1,..,n},Yke {1,..,t} Definition of threat and S /
vulnerabilities
p. S
o N
( . 1 : Calculation of
Calculation of overall effectiveness Izl Cost-Benefit Analysis (CBA) . :
p overall effectiveness improvement;
improvement; — _ i
— t 3 AN =Nppsnewi — NMppsola Vi€ {1,..,1m}
An; = fO:k=1 A’?ik) vie {1,..,n} |E| Cost-Effectiveness Analysis
\ J (CEA) \ J

Figure 4. 3 Main contents of Module 1, according to EM-PICTURES and ECOSECURE versions.

424 Module 2: cost assessment

This module, which is completely analogous for EM-PICTURES and ECOSECURE versions,
as visible from Figure 4.4, provides the evaluation of costs for each preventive security measure

0 i . The cost assessment for a security device includeghe direct economic costs of
applying the device and the indirect costs associated with its use. Therefore, it may include
general terms as purchase costs, personnel costs and running costs. On the other hand, also
cost terms either specific for each category of PPS or sitespecific might be determined. Six
main cost categories have been considered. Among these, five arin close analogy with acost
evaluation referred to safety measures for the chemical and process industry (Reniers and
Brijs, 2014b), described in Section 3.5 i) initial costs; ii) installation costs; iii) operating costs;
iv) maintenance, inspection and sustainability cost; v) other running costs; vi) specific costs.
Despite the similarities with the cost classification applied to safety measures (Reniers and
Brijs, 2014b), Module 2 contains cost items specifically tailored for physical security measures,
as described below.

Initial costs are the costs incurred during the investigation, sele ction and design phases of the
project, involving furthermore the costs of materials, training and eventual guidelines changes

(Campbell and Brown, 2003) . Installation costs refer to the expenses sustained to put the
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security measure in place and ready for use(Campbell and Brown, 2003) . The main difference

with similar cost evaluations referred to safety measures (e.g. £e (Reniers and Brijs, 2014b))

is the absence of a fAiProduction | oss costo tern
iSt-aptcosto. I nstall ati on o hotisterferawiththeyprodogiens ur es u
rate of chemical plants, determining the necessity to neglect this term from the analysis.
However, in some situations an integration of safety and security measures has been realized
all owing to extendlosshest@ran Siprtoaduscedcurity measu
Specific adversary sequence »
oF actlons and sk EM-PICTURES & ECO-SECURE
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— | upgrading costs . :
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Figure 4. 4 Main contents of Module 2, according to EM -PICTURES and ECOSECURE versions.
Operating costs are the expenses derived from the operation of the security measure, in terms
of utilities consumption and labor (Campbell and Brown, 2003) . The maintenance costs should
incorporate also inspection and sustainability costs (e.g., renewing license and rental costs).
Al so, Aot her running costso (e.g., cost of provi
stationery items) should be added as a separate category, due tdts limited influence on the
Overall costs(Campbell and Brown, 2003). The | ast category (fAspecific

cost features that are peculiar of a specific category of searity measure or a site.

The Overall annual costs due to the implementation of one generic security measure
0 i can be calculated as the sum of the six mentioned contributions for each security

measure ‘(¢onsidered in the analysis:

0 R 0 B 0 R 0 R 0

=
(@)
=
(@)
=

| pfeE RN O (4.9)
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Where: 0 i is Overall initial costs, 0 A is Overall installation costs,
0 i is Overall operating costs,0  is Maintenance, inspection and sustainability
costs,0  is Otherrunning costsand &  is Overall specific costs.
The expressions applicable to the calculation of each cos category in equation (4.9) were
developed according to the fundamentals of CBA(Campbell and Brown, 2003) and reported
in Table 4. 1.
In order to calculate each cost category, the coss$ pertaining to each subcategory identified in
Table 4.1 need to be added:
6 B 0 j (4.10)

Where 6 is the cost category of interest, andd  is the i-th cost subcategory identified in
Table 4. 1.

The expressionsreported in Table 4. 1 allow the calculation of the single cost terms for a generic
security device. Grouping them into the six mentioned cost categories, the total annual cost
due to the implementation a security measure can be computed. The cost estimaton can be
extended to more than one security device. All the cost terms should be expressed in coherent
monetary value.

For the determination of Overall specific costs 6 | , specific cost subcategories were
outlined for each class of security measures, according to their functions and features. As stated
by Lee et al.(Lee et al., 2002) cost metrics are often site-specific because each organization has
its own security policies and risk factors. Despite the fact that this cost category is open to

eventual additional contributions, Overall specific costs were determined as:
0 R 0 0 \ (4.11)

Where 0 indicates Overall cost of a falsepositive case andd ~ site-specific costs. The
false-positive rate refers to a situation in which the detection device identifies an object (person
or thing) as a potential hazard, when it is not (Lin and Van Gulijk, 2015) . This error turns into
additional security procedure s that cause inconvenience to employees, but it may also delay
systems operation (i.e., due to reinspection) and it may eventually turn into a money and
person-hours waste and reduced employees confidence toward security systems. The formula
proposed by Lin and Van Gulijk (Lin and Van Gulijk, 2015, 2014) was applied to calculate the
cost of such events:

6 6 D06 6 D HAN BEHO O GAPQO Y (4.12)

Where: 6 is the Overall cost of a falsepositive case,0 is the cost of a single falsepositive

case,0 "00 is the false-positive probability or false-alarm probability, 0 “Y is the likelihood
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of the attack. 0 "Ob is a function of the security device and it expresses the probability of having

the alarm without an actual threat 0 "00 0 O OE @0 60 O.OQ

Table 4. 1 Overview on Overall annual cost estimation for a generic security measure. Symbols are
listed in the key according to appearance order.
Cost modelling for a generic security measure

Cost category Symbol Cost subcategory Symbol Formula

INITIAL COSTS FLd Lya4 | Investigation costs FLd o 0 J0%

Selection and Flor

: v JQZ
design costs

Material costs =t 6 W -
h h

Training costs £l
(start -up/in
service)

0 302 0 302

Changing of Fok
guidelines and
informing costs

INSTALLATION FLdjqapp | Start -up costs A4 =14
COSTS

0 Q%

Equipment costs Fr 6 r g 85 ¢
(including P -
purchase & R - 6  raRd g
rental costs, space
requirement costs)

Installing costs FLa g4 =4 0 J0

OPERATING FE | pd =4 i ha Utilities costs Eeit | 5 - -
COSTS heon

Human resources Fd k

) v JQZ
operating costs

MAINTENANCE, (- Material costs i = g
INSPECTION &

SUSTAINABILITY Maintenance team

COSTS costs (A - scheduled
m. /B - unscheduled
m.)

M 0 002 Vie'ole

Inspection team FLa | |

0 Q2%
costs

License and rental B oLe

0 JQ%
renewal

OTHER RUNNING FE4i o Office furniture FEs 6r B
COSTS costs

Transport costs ] -

Additional Frpds -
communication
costs

Insurance costs FL -

Office utilities costs F— 6f D

Office supplies FH -
costs

SPECIFIC COSTS Rl | ey | False -positive case R b 6 D 0d
costs

Site -specific costs I -
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Table 4. 1 (continued) Overview on Overall annual cost estimation for a generic security measure.
Symbols are listed in the key according toappearance order.

Key
Symbol Definition Symbol Definition
Hourly wage of category i _° . Number of employees of category i (n°
2 people)
I Number of hours of categoryi "Q < Number of employee categories
il Price for unit of material i -2 4, & Amount of units for material i (n° units)
v Number of different materials (or 0% Unit cost for changing of guidelines and
equipment) informing =
Fi Price for unit of equipment i o d r Amount of units for equipment i (n° units)
| ke Space requirement cost for unit of equipment T Volume of equipmenti &
)
! o)
RS Cost of office furniture per unit area = g0 {a| Totaloffice area &
& Cost of transport ‘O Frpdy Cost of communication (e.g., post, phones,
mails, etc.) O
Fe Cost of insurance O R = Cost of office utilities per unit area
FE Cost of office supplies ‘O R = Cost of a single false-positive case ‘O
5= False-alarm probability (adimensional)

The right member of equation (4.12) has been determined by applying the probability chain
rule to 0 08, with 0 "0 0 O& O1 B é&HO 0 CAPQ O Y . Further details on the
formula might be retrieved from a deliverable of SURVEILLE European Project on surveillance
devices(Lin and Van Gulijk, 2014) . Therefore, false-positive costs depend on the assumption
regarding the likelihood of the attack. Assuming the likelihood of the attack equal to 1 (i.e., a
possible value according to the deterministic approach) turns false-positive costs to zero.
Indeed, it leads to the minimum specific costs value, and consequently to the minimum Overall
costs for a generic security measure Setting 0 "Y Ttleads to the maximum value of specific
costs and consequently to the maximum value of Overall costsfor a generic security measure.
Therefore, the overall costs for a generic security measure, corresponding to intermediate
values of 0 "Y , fall within these extremes. Further information on the definition of the

likelihood of the attack is reported in Section 4.2.6.

Site-specific costs 0 \ can be eventually added when available. An example of typical
site-specific costs might be the cost related to modification of safety measures/procedures
necessary to accomplish the company safety standards after the implementation of the security
measure. Therefore, specific costs are represented by a range of values (i.e., solely for detection
elements), determining consequently a range of values for Overall costs of a generic security
measure. Nevertheless, in case of a narrow range of values for overhtosts, meaning very low

values of specific costs with respect to overall costs, this dependence may be neglected.
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425 Module 3: benefit assessment

Benefit assessment consists on the definition of the costs of an either prospective or

retrospective accident scenario Gamong & possible ones.

Therefore, benefit assessment requires the quantification of the losses (i.e., named also
damages) derived from a successful terroristic attack or, generally, from a security-based
accident 6 j . Benefit modelling was indicated as module 3 in the general model layout
(Figure 4. 1). As reported by CCPS(CCPS- Center for Chemical Process Safety, 2003) a
security risk assessment, as well as the elated selection and implementation of security
measures, requires a definition either of reference assets or of reference scenarios, leading
respectivelyasedamppasaeho dmadetdo ap pdsmtattehar i o
accidental or intentiona | nature of the event, a scenario-based approach is aimed at quantifying
the probability of occurrence of a given outcome, as well as its causal chain and its
consequences in terms of production loss, human health loss, assets loss, and environmental
loss (CCPS- Center for Chemical Process Safety, 2003)

As stated by Reniers (Reniers, 2010), in the case of security risk assessment within the
chemical and process industry, a scenariecbased approach mightbe more familiar to experts
of safety risk assessment, wherein scenariethinking is widely applied to picture possible
unwanted situations. Considering that the effects of accidental or intentional events are often
comparable (Nolan, 2008) , in the tentative selection of security scenarios those considered for
safety thinking can be considered. Le Sage(Le Sage, 2013)stressed the importance of
considering in the security field a wide range of fictional scenarios to identify to which extent
the proposed security measures can mitigate the identified risks (or threats) and fit within their
operational context.

If available, information should be gathered on previous accidents triggered by terroristic
attacks on similar reference installations. In case of a retrospective analysis (i.e., posterior
application based on a real security-based accident), the actual losses sustained irthe attack,
named realistic benefits, may be accounted. In case of a prospective analysis, if available,
information should be gathered on previous accidents triggered by terroristic attacks on
similar reference installations. An expected scenario, which considers the average hypothetical
benefits, weighted by probabilities of occurrence, of different possible outcomes, can be indeed
considered in the scenario selection phase with reference to prospective analysis(US
Department of Defense, 2000). In this model, a rating for consequence severity composed by
four categories; for instance T1 (i.e., catastrophic accident), T2 (i.e, critical accident), T3 (i.e.,
marginal accident) and T4 (i.e., negligible accident), has been adapted from a previous study

(US Department of Defense, 2000). The mentioned approach has been already applied to the
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economic analysis of safety prevention investments within the chemical industry (Reniers and
Soérensen, 2013b)

Otherwise, in case of no information available regarding scenario selection and prospective
analysiscaaefiwoestari o0 should be taken into acco
of environmental -terrorism, eco-terrorism or generic malicious acts) deliberately search for

the best manner to execute their plans. This means that they are aiming to cause as much

damage as possible, and therefore, certain scenarios that would be labelled as extremely

unlikely in case of safety thinking, might actual ly be considered in case of security thinking

(Reniers and Audenaert, 2014). Ther ef or e, -adse acé@mwarisoo, shoul d
account in the security domain. For instance, the application of both expected and worst-case

scenarios is considered common practice within economic analyses for safety purposes in the

chemical industry domain (Reniers and Van Erp, 2016). For what concerns the definition of

probability for each scenario, the model framework allows considering different values of

0 "Y for different scenarios, if the security analyst deems it necessary.

The losses derived from a successful attack include the damages, both direct and indirect,
which will accrue because of a successful attackiaking into account the value and vulnerability

of people, environment and infrastructure.

Generally, in CBA approach, a monetary quantification of both direct and indirect losses is

carried out, but also non-quantifiable damages (i.e., psychological andpolitical effects) should

be at least mentioned (Stewart and Mueller, 2011), as described in Section 3. 5 Quantification

of direct tangible costs (e.g., replacement costs due to property damage) is quite
straightforward. The quantification of indirect losses has been carried out within the model,

provided that they are often comparable or even superior to direct losses(Reniers and Brijs,

2014b). The indirect losses derived from a major accident include reputational losses, legal

expenses, costs due to accident investigation, involving bothinternal and external personnel,

costs related to supply-chain delays and bottlenecks at the startup phase (Gavious et al.,

2009) . On the other hand monetizing intangible terms related to a terroristic attack (e.g., value

of human lives loss after an attack, long-term environmental consequences, fear or social

issues emerging after the attack, sufferance and victmization costs) is a very difficult task that

has always arisen ethical dilemma since its introduction (Hansson, 2007; Kelman, 1981).

Among these terms, the most controversial issue is the assignment of a monetary figure on a

p e r s o n(Ackerman anceHeinzerling, 2002; Ale et al., 2015). Although the monetization of

the value of human lives loss after an attack is a common practice in CBA(Cropper and Sahin,

2009; Viscusi and Aldy, 2003), it has arisen ethical concerns since its introduction (Kelman,

1981) l ndeed, t he definition of t has begrvVdefinedea o f a
Acompl i cat e(dappuraétal.a20lidama a dAphi | os o(damdsana2007)pr ob | er
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within the cost-benefit analysis domain. As reported by Viscusi and Aldy (Viscusi and Aldy,
2003), the variability of VSL all over the world may give raise to ethical issue and criticism.
Despite detailed descriptions, which can be found elsewhere(Nicola Paltrinieri et al., 2012;
Viscusi and Aldy, 2003), it shoul d be clear that t hleofrmonet ar:
Statistical Lifeo (i.e., VSL) , avoiding any per
estimation of environmental damages may raise ethical bias, as it reflects the subjective
environmental attitude of the analyst (Spash, 1997) Furthermore, environmental and health
consequences of a hazardous substance release, as demonstrated by the notorious Seveso
accident in Italy (1976), may last over 40 years. Indeed, as stressed by Lin and Van GulijkLin
and Van Gulijk, 2015) the alternative of not recognizing these damages is pobably even more
arguable. For instance, an alternative approach to economic analysis with respect to the model
here-in presented, may require different studies for tangible assets and intangible damages

(i.e., human losses) to solve the mentioned issug(Hansson, 2007).

The main steps of module 3 are analogous between EMPICTURES and ECOSECURE, as
visible from Figure 4. 5. The aim of the module is the calculation of the Overall benefits that

indicates, within risk assessment domain (Reniers, 2010), the damages derived from an
accidental scenario 6 . However, benefit classification is different, depending of the focus

of the application, even if benefit categories within the security domain, for both EM -

PICTURES and ECOSECURE, have been developed inanalogy with a similar study referred

to the safety domain for the chemical and process industry (e.g., the CESMA tooldescribed in

Section 3.5 (Reniers and Brijs, 2014b)). The details concerning the loss categories of the
present study, according to EM-PICTURES and ECOSECURE versions, have been reported
below.

Regarding EM-PICTURES version, the Overall annual benefits (i.e., avoided losses) derived
from a generic accidental scenario 6 | can be computed as the sum of nine benefit

categories, for each scenariozonsidered in the analysis:

6 5 o6 5 O h O K 0 i Ooh 0 i 0 i

0 h 0 h
1" phBEG N @ (4.13)
Where: 6 i is Overall supply chain benefits, 6 r is Overall damage benefits,
0 r is Overall legal benefits, 6  is Overall insurance benefits, 6 o  is Overall

human and environmental benefits, 6 i is Overall intervention benefits, 6 RIS
Overall reputation benefits, & ; is Overall other benefits and 6 r IS Overall specific

benefits.
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gt oy EM-PICTURES & ECO-SECURE
of actions and assessment N
of baseline PPS performance ( ] ) Benefit classification
Information gathering
i on previous accidents 3
E| Effectiveness assessment Arn; consequences E(KI SF:::EII ghI:E Eene fits
5 L o (2) Damage benefits
B - ~\ (3) Legal benefits
(4) Insurance benefits
El Cost assessment CSecurtty,i Selection of j scenarios; (5) Human and Environmental benefits
- je {1,.mimeZ (6) Intervention benefits
(7) Reputation benefits
I _J \ J (8) Otherbenefits
|E| Benefit assessment Cy o5, r 5 i (9) Specific benefits
Application of benefits ECO-SECURE
( modelling categories (1) Supply Chain benefits
Definition of threat and vje{l,. . m} (2) Directdamages benefits
vulnerabilities (3) Legal & insurance benefits
% i (4) Human benefits
~ ~ (5) Environmental benefits
i (5.1.) External intervention benefits
E Cost-Benefit Analysis (CBA) Calculation O'.F Ove_rall (5.2.)Internal intervention benefits
losses sustained in (5-3.) Environmental remediation
1 —— " benefits
scenano;( benefits ): (5.4.) Other environmental benefits
CLO_,‘._,‘.J- vje{1,.,m} (6) Reputation benefits
|6 |Cost-Effectiveness Analysis (CEA) . P (7) Specific benefits

Figure 4. 5 Main contents of Module 3, according to EM-PICTURES and ECOSECURE versions.

Regarding ECO SECURE version, he categories and subcategories referred to the costs of each
scenario were adapted to enhance the focus on shorterm and long-term environmental
damages. Within ECO-SECURE, Overall benefits can be computed as the sum of seven

contributions, for each scenario "(zonsidered in the analysis:

¢
Os
¢

0 o} R 0 i 6 o ¥ 0 p 0 i 0
1" pheEG N @ (4.14)
Where: 6 i is Overall supply chain benefits, 6 | is Overall damage beneits,
6 o  isOveralllegal and insurance benefits,0  is Overall human benefits, 6y is

Overall environmental benefits, 6 r is Overall reputation benefitsand 6  j is Overall

specific benefits.

The expressions applicable to the calculation of each benefit category were developed
accordingly to the fundamentals of CBA (Campbell and Brown, 2003) and are reported in
Table 4.2 and Table 4. 3, for EM-PICTURES and ECOSECURE versions respectively.

In order to calculate each benefit category, for both EM-PICTURES and ECOSECURE
versions, the benefits pertaining to each subcategory identified in the mentioned table need to
be added:

& B 8 j (4.15)
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Where 0 is the benefit category of interest, and 0  is the i-th benefit subcategory identified

in Table 4. 2 for EM-PICTURES and in Table 4.3 for ECO-SECURE respectively.

The expressions reported in Table 4.2 and Table 4.3 allow the calculation of the single benefit
terms for either a prospective or a retrospective accidental scenario, acording to EM-
PICTURES and ECOSECURE. Grouping them in the pertinent benefits categories (i.e., nine
in EM-PICTURES, seven in ECOSECURE), the total losses due to a generic accidental
scenario can be computed. All the benefits terms should be expressed incoherent monetary
value (e.g., all of them should be expressed inQj ¢ 1 p. @lthough this category is open to
eventual additional contributions, Overall specific benefits have been determined, both in EM -
PICTURES and in ECOSECURE as:

6 5 6 6 (4.16)

Specific benefits are mostly site-specific 6 and should be considered in case of

additional information available. If additional information is available, also other immaterial

terms 0 ,such as the fAcost of fearo, psychol ogi cal

might be added to the analysis.
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Table 4. 2 Overview on Overall annual benefits estimation for a generic accidental scenario, according
to EM-PICTURES version. The table key is available in Table 4.4.

Benefit modelling for a generic scenario

Benefit category

Symbol

Benefit subcategory

Symbol

Expression

SUPPLY CHAIN
BENEFITS

4 = b

Production loss
benefits

(I

0 i

Start -up benefits

lyq-14

Schedule benefits

"ﬂ F

DAMAGE BENEFITS

Damage to own
material/property

[

Damage to  other
compani esd
material/property

[

Damage to
surrounding living
area

” il =

Damage to public
material property

I et 30k

LEGAL BENEFITS

- r A

Fines -related benefits

”ﬂ £

Interim
benefits

lawyers

[l s =5

0T M 0 23

Specialized lawyer
benefits

T

0 Q%

Internal research

team benefits

leq ea4

0 JQZ%

Expert at hearings
benefits

I'es

0 Q%

Legislation benefits

Il F

"Y J0

Permit and license
benefits

lpos v

6 I

INSURANCE
BENEFITS

sty

Insurance
benefits

premium

e

HUMAN AND
ENVIRONMENTAL
BENEFITS

"ﬁlQlfﬁ|=1r

Compensation
victims benefits

”ﬁlﬁri

Injured employees
benefits

I|ﬂH=|F

Recruit benefits

”ﬂH FFd

Environmental
damage benefits

I

INTERVENTION
BENEFITS

e g

Intervention benefits

REPUTATION
BENEFITS

14 bt

Share price benefits

Iy ¢

OTHER BENEFITS

-

Manager work -time
benefits

=4
||Jj1r1

0 0QZ%

Cleaning benefits

IE

0 JQ2

SPECIFIC
BENEFITS

14 b e

Site -specific benefits

[T

Immaterial benefits

I
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Table 4. 3 Overview on Overall annual benefits estimation for an accidental scenario, with focus on
environmental benefits, according to ECO-SECURE version. The table key is available in Table 44.

Benefit modelling for an environmental scenario

Benefit category

Symbol

Benefit subcategory

Symbol

Expression

SUPPLY CHAIN
BENEFITS

4+ b

Production loss
benefits

I

0D Wi

Start -up benefits

lyq=14

0 0° DD

Schedule benefits

"ﬂ F

2

0% W

DAMAGE BENEFITS

[

Damage to own
material/property

I ot 10}

Damage to other
companies

material/property

I ot ot

Damage to
surrounding living
area

” rrF” =

Damage to
material/property

public

I et s0k

INSURANCE
BENEFITS

LEGAL &

I ACASL 25

Fines -related benefits

”ﬂ £

Interim lawyers
benefits

bd =5

Specialized
benefits

lawyer

lys=5

0 JQZ

Internal research team
benefits

leq ea4

0 JQZ

Expert at
benefits

hearings

les

0 JQZ

Legislation benefits

I- F1

Permit and license

benefits

lpos v ¢

Insurance
benefits

premium

sy

HUMAN BENEFITS

@bk

Compensation victims

benefits

”ﬂFFi

Injured
benefits

employees

o ¢

Recruit benefits

”ﬂH FFd

ENVIRONMENTAL
BENEFITS

-

External intervention
benefits (salaries
related to emergency
interventions /
materials / post
accident monitoring /
others)

lewaqr

Internal  intervention

benefits
work -time

(manager
benefits/

cleaning benefits)

I oeay

0 JQZ%

0 JQZ

Environmental
remediation  benefits
(short -term / long
term)

”4 Fd

Other
benefits

environmental

[

REPUTATION
BENEFITS

14 ¢ bt

Share price benefits

Iy

SPECIFIC BENEFITS

I ¥ s

Site -specific benefits

[T

Immaterial benefits

o
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Table 4. 4 Table key referred to Overall annual benefits estimation for an accidental scenario, according
to both EM-PICTURES and ECOSECURE versions of the model.Symbols are listed according to the
order of appearance in Table 4. 2 and Table 4. 3.

Key
Symbol Definition Symbol Definition
I Production rate of the factory ——— 14 Duration of the stop in production "Q
I » Profit per unit sold 2 e Production rate of the factory at the start of
line reactivaton ——
4 Duration of reduced production during Li. s Fine for a cancelled order/contract
reactivation "Q ©
*iL.4 | N°of orders/contracts cancelled EIDEE O O qm Fine for delays in deliveries per day
(o]
o]
. N° of orders with adelay £JQQd& ® w L N° days of tardiness in the orders £€JQ O Wi
e N° of units given by the contractor £J0 ¢ "Q0 i L . Cost per unit asked by the contractor o
i f In-house cost per unit o = Damage to the company equipment and
machines ‘O
|| Damage to the company buildings and other F Damage to the company raw materials and
infrastructures 'O finished goods O
T Damage to other companies equipment and F Damage to other companies buildings and
machines O other infrastructures ‘O
3 Damage to other companies raw materials and 1 Damage to surrounding living area O
finished goods 'O
3 Damage to public equipment and public L Damage to public buildings and other
machines O public infrastructure ‘O
L Damage to public materials and public goods L Civil liability fines O
(©)
4 Criminal liability fines 'O 4 Administrative liability fines 'O
7 Ld Hourly wage of junior lawyers S “q4 Hourly wage of senior lawyers S
=4 Number of senior lawyers £J& G0 OQi i "Ly Number of junior lawyers £J& OV ®Q1 i
._"g Number of work days per senior lawyers u Number of work days per junior lawyers
EJQO Wi EJQMO QI
g Hourly wage of category i ° I Number of hours of category i "Q
. Number of employees of category i (n° people) < Number of employees categories
-||| Total security budget of the facility © I?III Increase of the security budget for the
facility after major accident occurrence b
Frp Cost due to facility close-down O d I Likelihood of losing operating permit b
||-ﬁ Current total premium cost of the facility O HH Expected increase of the premium b
714 | Value of a statistical lfe —2 " Number of fatalities  £€Jn Q¢ 1 a Q
R Cost of one serious injured worker —— L Number ~ of = serious injured ~workers
€N QénaqQ
B L Cost of one light injured worker —2 4L Number — of light injured workers
EINQE NaQ
Rk Hiring cost per employee of category i —— 45 Trglc)nlng cost per employee of category i
JLay Fire department costs charged to the company "’Lg J Police department costs charged to the
(¢] company O
=L1 Ambulance service costs charged to the -"Lg J Special units costs charged to the company
company O (¢]
I i Unit cost for material i applied during 4, i Amount of units of material i applied
: emergency intervention ©° : during emergency intervention (n° units)
v Number of emergency materials applied during EE Unit cost of monitoring action type i o
emergency intervention
4, g Number of monitoring actions type i (n°® units) o Number of monitoring actions categories

FEA#2dr

Other environmental costs O

Hourly wage of a cleaning employee
(0]

o]

o
=

Number of cleaning employees (n° cleaning

Number of hours worked by a cleaning

employees) employee Q
Oy p Amount of product i spilled Q°Cor & Fl Cost per unit of product i spilled = or =
« Number of products spilled ER Long-term remediation costs O
4 1l Current total market value of the company O ™ ek Expected drop in the share price b
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4.2.6 Module 4: definition of threat and vulnerabilities

In module 4, the threat likelihood and the vulnerability probabilities to be considered in the
economic analysis are determined, according to the steps reported in Figure 4.6. The threat
likelihood © Y al Al i keli hood of t he

named SO0

expresses the prdability of an individual or a group with adequate motivation and capability
to attack a chemical and process facility, committing theft, sabotage or other malevolent acts

that would result in loss of assets.

Specific adversary sequence
of actions and assessment
of baseline PPS performance

EM-PICTURES

Deterministic approach toward
the definition of threat probability

ECO-SECURE
Coupled approach toward the

definition of threat probability

Information gathering on previous security issues
and attacks, including typology of adversary and
mode of attack

Information gathering on previous ElEffectiveness assessment ﬁ[
security issues and attacks, including

typology of adversary and mode of

attack (
% / |E|Cost assessment Cgecurity,i [ e e
41 e BREAK-EVEN
DETERMINISTIC : APPROACH
( A APPROACH : P(T), i K
iti ity - ;is unknown;
Definition oftl‘;)e(%r.e.at probability: El Benefit assessment Cposs ) e P, i ) Rena!rj;-.ed H
| ij ) within the range E P(T)ij* and P(T)vj* it
[0, 1]. | is the output of cost-
- N Definition of threat and _J 2::;::'"9 i b:f"Eﬁt and  cost-
iliti - effectiveness
Definition of the conditional hazard e \l P(D)y; = 1. H modules
probability: P(H| T) emmcdee e e =

Definition of the conditional hazard

| 5| Cost-Benefit Analysis (CBA)
probability: P(H| T)

Definition of the conditional loss
probability: P(L| H)

Definition of the conditional loss probability:

(CEA) P(L| H)

|E| Cost-Effectiveness Analysis

Figure 4. 6 Main contents of Module 4, according to EM -PICTURES and ECOSECURE versions.

Threat assessment is aimed at quantifying the actual or potential threat on a facility by means
of statistical data treatment, based on expert elicitation, as well as on availabk intelligence, law

enforcement and open source information.

However, the probability of terroristic attacks on chemical installation is context -sensitive and
therefore it may vary significantly over time, depending on social and political phenomena
(European Commission, 2008) . As stated by Stewart and Mueller(Stewart and Mueller, 2013),
assessing the probability of terrorist acts is a challenging task, because terrorism is a
phenomenon of multi -causal factors and terrorists deliberate effort to defy prediction. The
complexity of terrorism combined with the unique attrib utes of individual groups makes it
nearly impossible to capture the explanatory characteristics of the phenomenon in a single
variable (i.e., the probability of the attack) (European Commission, 2008). Indeed, se\eral
authors (Garcia, 2007; Stewart and Mueller, 2013; Villa et al., 2016) stressed the difficulty to

get a significant estimate of this term.
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Therefore, in the presence d uncertainties and lack of information on this term, two

approaches can be applied:

Module 4.1  Deterministic approach. In this case, a defined value of 0 Y within the range
Tip is assumed, and is considered an input of the economic analysis. A possible guidace
in the choice of the threat probability, adapted from Stewart and Mueller (Stewart and
Mueller, 2012) has been reported in Table 4.5. As suggested by GarcigGarcia, 2005), in
case of unacceptably high consequences (i.e., major accidents with possibility of cascading
effects, national security at stake), for both prospective and retrospective accidents, a
conditional threat approach may be applied: it implies to consider 0 "Y p. This
assumption means that the consequences of a possible attack are so severe that the
estimation of the threat probability is not required; therefore, it allows focusing on the role
of security measures management.

Module 4.2  Break-even approach. According to this approachd “Y , renamed0 “Y ° and
0y °, respectively for costbenefit and cost-effectiveness analyses, is the output of the
economic analyses and it represents the minimum threat probability required for t he
benefits of a specific scenarioQo equal the costs of a security measureCfor a combination
of security measuresu); the threat probability is calculated in modules 5 and 6.

According to EM-PICTURES version, just a deterministic approach to the threat probability is

carried out (i.e., Module 4.1); this requires performing an additional sensitivity analysis.

According to ECO-SECURE version, a coupled approach toward the threat likelihood,

including deterministic (i.e., Module 4.1) and break -even (i.e., Module 4.2) approaches is

applied. The application of a break-even approach offers a sensitivity analysis on the likelihood

of the attack, directly included in the model.

For both EM-PICTURES and ECOSECURE typologies of applications, module 4 is aimedat
defining also the vulnerability probabilities, which are 0 O "Y and 0 0 "O.0 'O "Y is the
conditional probability of a hazard that indicates an initiating event leading to damage and loss

of life, which can be expressed as followqStewart and Mueller, 2012):
00"Y 0"y (4.17)

Where 'Y  expresses the reliability of the device, which is often an improvised explosive
device (i.e., IED) (Landucci et al., 2015b); the Performance Shaping Factors (i.e., 0 "YyO
represents the performance of adversaries in the use of the device, depending on its complexy,
on adversary skills and location. 0 0 "O guidance global data referred to terroristic
organizations and other typologies of adversaries (e.g., insurgent organization, criminals) have
been reported in Table 4.5; more detailed information regarding sp ecific geographical areas

can be found elsewhere(Stewart and Mueller, 2012).
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0 0 "O is the conditional probability of loss or consequences (e.g., having at least asset

damages), given the occurrence of a hazard; guidance values have been reported in Table 8.

The product of threat and vulnerability probability is sometimes indicated as a single term (i.e.,

0 ) (Stewart and Mueller, 2012, 2011, 2008), expressing the probabilit
attack:
0 0°YDOYDO O (4.18)

However, in the present model, it was preferred to maintain threat and vulnerabilities as

separate terms, in purpose to evaluate clearly their contributions to the final results.

Table 4. 5 Guidance values for the estimation of threat and vulnerability probabilities, retrieved from
(Garcia, 2005; Stewart and Mueller, 2012).

Threat severity Example of adversaries and malicious act |

Low Individual stealing asset/ vandals 0.6 0.25
Medium Organized criminals/ terrorists stealing assets/ weak sabotage action 0.3 0.80
High Terrorists aimed at causing a major accident 0.1 1
Conditional threat Terrorists aimed at causing cascading effects 1 1

Reliability of Improvised Explosives Devices

Device complexity Representative IED  design 4 ber
Simple Pipe bomb 0.931
Medium Mobile phone initiated VBIED (Vehicle Borne Improvised Explosive Device) 0.920
Complex Improvised mortar 0.910
Conservative assumption No information available 1

Global Performance Shaping Factors

Device complexity sfor organizational culture
Terrorist Individual Criminal Insurgent
organization organization
Simple 0.981 0.588 1 1
Medium 0.980 0.695 0.972 1
Complex 0.905 - 0.550 1
No information available 1 1 1 1

4.2.7 Module 5:

selection

Cost -Benefit analysis for preventive security measures

In module 5, the single security measures@hat are economically feasible with reference to all

the & scenarios are identified. According to EM-PICTURES version, only a deterministic

approach is applied, according to the description provided in subsection 4.2.7.1. According to

ECO-SECURE version, deterministic and break-even approaches, indicated as modué 5.1 and

5.2 in the model flowchart (Figure 4. 1), are coupled, following the procedure explained in
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subsections 4.2.7.1 and 4.2.7.2. The content of module 5 is summarized in Figure 47, for both
EM-PICTURES and ECOSECURE typologies of applications.

Before starting an economic analysis, it should be noted that the total benefits and the total
costs occur at different points in time. Therefore, it is necessary to introduce a discount rate to

convert all cash flows in the future to present values of annuities. This conversion process,

named fAactualizationo, i s (GamgbelmndBpwni2003):f ol | owi ng

ofF 60—h =
.2 (4.19)

o 6hi =
Where 6lis the actualized value of overall cost or benefit,§ is the yearly overall cost or benefit,
& is the number of years the security measure will be operating andi represents the discount

rate, intended here as the real rate of interest.
4.2.7.1 Module 5.1: Cost -Benefit analysis with deterministic approach

When deterministic approach is applied, the Net Benefit for every security measure “Gand each
scenario Qs determined according to the following equation:
0QBH'QE QQEY DOYDDOD OB V- 6 i
' pfeEt RN O (4.20)
| prEEt fa v
Where 0 ‘Q@ Q¢ Q "@iQicates the Net benefit obtained by applying a security measure Q

among ¢ possibilities, with reference to a specific scenario’Qamong & scenarios considered in

the analysis.

Following the standard CBA terminology, the term 0 "Y D O 'Y 0 'O B | V-
indicates the overall risk variation obtained by the application of security measure "Qfor
scenario Qwhile 6 i indicates the costs of providing the risk-reducing security measure
“Qhat is necessary to obtainthe benefits. Equation (4.20) allows considering different values

of the threat and vulnerability probabilities for different scenarios, if the security analyst deems

it necessary.

According to a deterministic approach, the implementation of a single security measure (s
acceptable, with reference to all thead scenarios if:
0 Qo Q¢ Q Q@O

L pfea v O (4.21)

Else, it should be rejected. The calculation of 0 Q@ Q¢ Q "@®&Rresents the output of cost-

benefit analysis submodule 5.1. The analysis should be repeated for each security measuréQ
and for each scenario ‘Q obtaining therefore &€ @& values of Net benefits. A single security

measure should be accepted or rejected over all the scenarios.
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Since the purpose of costbenefit analysis is to support the security risk management and

decision-making, often the security risk is made explicit:
Y 0°Y DOYDOD OB O (4.22)

According to equation (4.21), the risk variation Y'Y achieved by implementing an additional
security measure “Qwith reference to the same scenario, depends only on the effectiveness

improvement (i.e., Y-), as follows:
YY 0°Y DOYDO OB fIYy- (4.23)

Indeed, it explains how sometimes the nomenclature for the two terms overlaps (Stewart and
Mueller, 2013, 2011, 2008; Villa et al., 2016).

Therefore, Costbenefit analysis results, according to the deterministic approach, can be
presented also in a column graph reporting Y'Y versus 6 r- According to this alternative
presentation the acceptability threshold for the implementation of a single security measure'Q
with reference to all the & scenarios can be expressed as follows:

YY 6 B

O pfeE i G (4.24)

4.2.7.2 Module 5.2: Cost -Benefit analysis with break -even approach

This submodule, which belong to ECO-SECURE version, calculates the breakeven point,
which is the probability of the attack O “Y °, corresponding to O Q& Q¢ ‘Q Q@dor every

security measure ‘@nd each scenario’Qaccording to the following equation:

7 z h
Y _
U 7

Lo pfeEE R G (4.25)
I pfedn v o
According to a break-even approach, the implementation of a single security measure "Qs
acceptable, with reference to all thed scenarios, if:

0y " 0y

. o e (4.26)
L pfea o N &

Where 0 "Y is a threshold value for the likelihood of the attack, which can be derived from
different sources, as intelligence data or generic accident data gathering, as well as expert
elicitation. Else, the security measure should be rejected. The calculation ofd Y ’ represents
the output of cost-benefit analysis submodule 5.2. The analysis should be repeated for each
security measure ‘Gand for each scenario Qobtaining therefore ¢ @& values ofd Y ‘A single

security measure should be accepted or rejected over all thex scenarios. The application of a
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break-even approach offers a sensitivity analysis on the likelihood of the attack, directly
included in the model.

Figure 4. 7 Main contents of Module 5, according to EM-PICTURES and ECOSECURE versions.

4.2.8 Module 6: Cost -Effectiveness analysis for preventive security measures
allocation

This module calculates the most profitable combination of security measures with reference to
the scenarios. Often, security investments should be compared with budget limitations. In this

situation, the economic evaluation method turns into a cost -effectiveness analysis.

Within EM -PICTURES version, costeffectiveness analysis is performed accordingto the
deterministic approach described in subsection 4.2.8.1. Within ECO-SECURE version, cost
effectiveness analysis is performed according to both deterministic and break-even
approaches, described in subsections 4.2.8.1 and 4.2.8.2 respectively. ThenECO-SECURE
results derived from the two approaches are coupled by means of a specific scoring system,
described in subsection 4.2.8.3. The content of module 6 is summarized in Figure 4.8, for both
EM-PICTURES and ECOSECURE typologies of applications.
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