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Abstract

The continuous technological progress and the constant growing of information flow
we observe every day brought us an urgent need to find a way to defend our data
from malicious intruders; cryptography is the field of computer science that deals
with security and studies techniques to protect communications from third parties,
but in the recent years there has been a crisis in proving the security of cryptographic
protocols, due to the exponential increase in the complexity of modeling proofs.

In this scenario we study interactions in a typed A-calculus properly defined to
fit well into the key aspects of a cryptographic proof: interaction, complexity and
probability. This calculus, RSLR, is an extension of Hofmann’s SLR for probabilistic
polynomial time computations and it is perfect to model cryptographic primitives
and adversaries. In particular, we characterize notions of context equivalence and
context metrics, when defined on linear contexts, by way of traces, making proofs
easier. Furthermore we show how to use this technige to obtain a proof methodology
for computational indistinguishability, a key notion in modern cryptography; finally

we give some motivating examples of concrete cryptographic schemes.
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Chapter 1

Introduction

Nowadays we live in a world in which we observe a continuous increase of information
flowing around us; indeed today we can find a PC in every house, and there often
happens that all members of the family own their personal laptops; furthermore the
use of smartphones allows us to remain connected to the web everywhere and every
time we want. Technological progress allows us to do lots of activities simply by
connecting to the web; by using our PC or smartphone we can get information, talk
with friends, connect ourself to other servers, make financial transactions, do home

banking and so on.

Unfortunately, such a great abundance of possibilities has negative consequences,
indeed the more we send information through the network, the more we show vulner-
abilities to potential malicious agents. Much of the information that runs through
the web are quite considerable, such as identities, passwords, financial transactions,
positions and so on; a contingent theft of information might have very bad conse-
quences, so the question that rises is: “How can we protect our personal data from
intruders?”. There will always be the possibility to avoid to do these considerable
activities, but that’s not what we are looking for; our purpose is to obtain secure

methods that we can trust, in order to do all our activities safely.



1.1. CRYPTOGRAPHY: THE INSTRUMENT TO MAKE
COMMUNICATIONS SECURE

1.1 Cryptography: the instrument to make com-

munications secure

Cryptography is the field of computer science which deals with security and studies
techniques to guarantee secure communications in presence of third parties and then,
it is the instrument we use to achieve our purpose. The main goal of cryptography is
to allow a secure communication between two or more participants over an insecure
channel; the security of a communication is defined depending on what we want to
ensure about the information we want to protect: secrecy, integrity, authentication,
non-repudiation, privacy and so on. This goal is achieved by using the so called
cryptographic algorithms and protocols.

Cryptographic algorithms and cryptographic protocols are sequences of instruc-
tions for one or more participants; these instructions have to be performed sequen-
tially, a new step starts if and only if the previous one is concluded and obviously
the instructions of a protocol should not be ambiguous. For example, a protocol
that guarantees the secrecy of a confidential information is usually defined by giving
a triple (GEN, ENC, DEC) where GEN, ENC, DEC are cryptographic algorithms such
that:

e GEN is used to generate the keys that will be used by the other two algorithms

to protect information.

e ENC s used to encrypt the confidential information by using the keys generated
by GEN so that they become unaccessible for a potential intruder which is not
in possession of the keys. These kind of algorithms take in input a key (the

encryption key) and a message and return a cyphertext.

e DEC is the algorithm used to decrypt the cyphertext generated by using the

encryption algorithm. These algorithms take in input a cyphertext and a key
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COMMUNICATIONS SECURE

(the decryption key) and return a plaintext.

The algorithms of a protocol, such as GEN, ENC, DEC, are called cryptographic prim-
itwves; if the encryption key is the same as the decryption key we call the algorithm
symmetric, otherwise asymmetric.

The continuous need for security guarantees we were talking about previously led
to a significant increase in the complexity of cryptographic protocols design; but how
can we say that a protocol satisfies the security property we are interested in? How
can we say that a protocol is secure? A common way used long ago was to propose
a new cryptographic scheme to the community and wait for some vulnerabilities to
be found. If someone found a potential attack to the scheme, the same had to be
corrected and reanalyzed; if none was able to find errors in the scheme it could be
developed and certified as secure.

Nowadays such a way of certification can’t be considered trustworthy; indeed,
we have lots of examples of cryptographic protocols which have been broken after
several years (For instance the Chor-Rivest cryptosystem was broken after 10 years).
So, what we really need is a way to analyze the cryptanalysis itself in addition to
the protocol; we need the security proof to be certifiable, we need for each protocol
a mathematical proof that all the possible adversaries are not able to break it.

The analysis of a cryptographic protocol can be done by two different points of
view: formal and computational. The formal point of view, also called the Dolev-
Yao model [20], assumes the perfect security of the primitives which are used in
the protocol, so every primitive is seen as a blackbox which works only if the agent
owns the required information. Messages and keys are seen as atomic elements
that can be combined during the protocol, so the purpose of a formal analysis is to
study the protocol and find all the possible bugs that could advantage a malicious
intruder. The computational way, on the other hand, sees primitives as functions
from bitstrings to bitstrings and also messages and keys are seen as concatenations

or lists of bits; so the analysis of a protocol from the computational point of view
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may result more correct, due to the fact that we don’t impose any condition on the
primitives, but in practice more complex and error prone.

The complexity of the computational analysis makes the study of an entire pro-
tocol really difficult; the cryptographers use to analyze protocols from the formal
point of view, whereas they prefer to use the computational point of view to analyze
primitives. An attempt to bridge the gap between these two different approaches
has been proposed by Abadi and Rogaway in 2000 [2]; their work is a first step
towards a reconciliation of the computational and the formal analysis in which it is
provided a computational justification for a formal treatment of an encryption. The
idea is that, under some assumption on the formal expression and on the primitives
used by an encryption scheme, it is possible to prove that the formal equivalence of
two expressions corresponds to computational indistinguishability and so a formal
proof is computationally sound. The difficulty in using this approach is that the
assumptions needed on the primitives of the encryption scheme are not trivial.

In this thesis we will focus our attention on the computational analysis.

1.2 The structure of security proofs

One of the most used methods to build a security proof from the computational

point of view can be described by four steps:
1. Define the security property we are going to prove.
2. Define a realistic model of a potential adversary.
3. Present the cryptographic protocol we are going to study.

4. Reduce the security property of the protocol to a particular assumption.
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This list of actions lead us to the setting of our proof, indeed our path will be
directed to prove the following statement: “If there exists an adversary which can
break the cryptosystem, then the same adversary is able to break the assumption with

little expedients”.

For example we choose secrecy as the security property we want to obtain from a
cryptographic scheme and we define the adversary as a probabilistic polynomial-time
algorithm (this is the most common definition); then we opt for the RSA protocol
and we try to reduce the secrecy property of the RSA protocol to a particular well-
known assumption, in this case the factorization of a large integers. It is possible to
prove that if there exists a PPT algorithm A that can decrypt a message encrypted
by the RSA protocol then the same algorithm can be used efficiently to build a PPT
algorithm A’ that factorize large integers; but, since we know that factorization is a
hard problem, the consequence is that the algorithm A can’t exists and so the RSA

protocol is secure from the secrecy point of view.

This proof is called by reduction and by this way we can establish that if the
assumption holds we have that the cryptosystem under control is secure, i.e. the
security property is proved. One of the most common ways to prove a security prop-
erty of a scheme by reduction is to use the game-based proof; such demonstrations
are buildt as a sequence of games or experiments Gg, Gy, ..., G,. We will discuss

about it in Chapter 2.

In [13] Bellare and Rogaway express a concept clear and free from doubt: “Many
proofs in cryptography have become essentially unverifiable. Our field may be ap-
proaching a crisis of rigor”. As we said previously, with the passing of time, we notice
that cryptographic protocols have become more complex and it often happens that
the security proofs given by hand are error-prone, so we need new instruments to
face this situation. Unfortunately, we assist to a scenario in which the cryptog-
raphers community has not chosen a common path to expand; actually, we could

say that at the moment the cryptographers research is growing horizontally, that is
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proposing always different methods and approaches to this crisis of rigor in proving
cryptoschemes. We will observe some of these approaches, in Chapter 2.

As we said previously, a proof structured as a game sequence is one of the most
used standard to guarantee the security property of cryptographic constructions,
so we decided to remain on this path and to examine in depth the framework of
a game-based proof. A critical point in a game-based proof is the choice of the
calculus used to model the whole system, indeed we are looking for a language that
allows us to describe cryptographic primitives but also to model all the possible and
feasible adversaries that try to break the cryptosystem.

When we deal with cryptography there are three fundamental aspects that we

have to take into account:
e Interaction.
e Complexity.
e Probability.

Interaction is a key aspect, an adversary must be able to interact with the
cryptographic protocol: he must have the possibility to pass arguments (messages,
keys and so on) and to observe all the output of the primitives used; this is formalized
by saying that the adversary has the complete control of the network and it is
necessary to simulate a realistic scene, where we are not able to guarantee the
security of the channel used for communications.

Complexity is another key aspect in a security proof. It is very easy to observe
that an adversary with unbounded resources is able to break almost all cryptographic
schemes, it is so necessary to reduce the possibilities of an adversary in order to face
a realistic situation. The cryptographers assumption follows Cobham’s thesis [16],
that is the reduction of the feasible adversaries to the algorithms computable in

polynomial time.
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Finally we need to take care of Probability. Cryptosystems always deal with
probabilistic primitives, because it is necessary to guarantee the right amount of
randomness in the outputs of the protocols (it is possible to prove that a determin-
istic protocol is not semantically secure), furthermore adversaries are modeled as
probabilistic algorithms so we need a calculus that allows us to work with proba-
bilistic constructions. Moreover, when we propose a game we have a probabilistic
algorithm that plays against a probabilistic scheme, so in the moment we want to
say if the adversary wins or not the game in most cases we will have a probabilistic
answer and then we need a calculus that allows us to reason about this probability
and to evaluate it.

Summing up we are looking for a calculus that allows us to model the interaction

between probabilistic polynomial-time bounded (PPT in the following) programs.

1.3 Implicit Complexity

We decide to start from the A-calculus, a formal system defined by Church to an-
alyze functions. The main features of A-calculus are simplicity in description and
expressiveness, it is very useful to model programs and to study their evolutions
and behavior. Furthermore typed A-calculus allows a certain degree of interaction
by the definition of higher-order types and, as we have seen, this is a key point when
we deal with cryptography.

Traditionally, complexity and probability are not aspects of A-calculus, but there
have been recent progresses that fix these lacks. In the field of the polytime cal-
culus, Hofmann proposed a simply-typed lambda calculus called SLR (Safe Linear
Recursion), which generalizes the characterization of the polytime functions studied
by Bellantoni and Cook to higher order [12]. Hofmann improve Cobham’s charac-

terization of polytime functions applying the work of Bellantoni and Cook which
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allows the use of recursion by a separation of variables into ”safe” and ”normal”
ones [26]. This work offered the basis for the creation of several calculi applied to
cryptography and game-based proofs, indeed there were proposed many extension of
the syntax of SLR by adding probabilistic primitives, in order to obtain the features

required to deal with cryptosystems.

One of the first extension was OSLR, which extend SLR with a 0-1 valued ora-
cle, unfortunately it resulted difficult to build a logic upon the language [35]. Years
later a new extension was proposed by Zhang, CSLR; the most significant feature
of CSLR is the distinction at the type level between deterministic and probabilis-
tic computations [38]. Zhang used CSLR to define a proof system used to justify
computational indistinguishability in a direct way. This proof system may look
similar to the one proposed by Impagliazzo and Kapron, that introduced two log-
ical systems for reasoning about cryptographic construction [28]; the first logic is
based on a non-standard arithmetic model and is proved to capture probabilistic
polynomial-time computations, whereas the second one is focused on computational
indistinguishability and is used to prove the unpredictability of the pseudorandom
generator defined by Goldwasser and Micali [24]. Unfortunately, while the first sys-
tem can be considered quite wide and complete, the second results not precisely

defined and Zhang showed imprecisions in the proof of soundness [38].

An additional extension of CSLR has been developed in 2010, CSLR+; this ex-
tension allows for superpolynomial-time computations and also arbitrary uniform
choices [37]. This thesis is about the RSLR calculus, another SLR extension pre-
sented by Dal Lago and Parisen Toldin for probabilistic polynomial-time computa-

tion, that I will discuss in Chapter 3 [31].

In order to develop the game-based technique and to simplify the automation,
we need to analyze and implement new procedures that offer improvements with-
out loss of mathematical guarantees. The main contribution of this thesis will be a

characterization of Computational Indistinguishability (CI), a key concept in cryp-
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tography, in order to simplify the structure of a proof in a way that can be easily

automated.

1.4 My contribution: a characterization of CI

As already mentioned, indistinguishability plays a central role in cryptographic
proofs, but, what does it mean for two games (or more generally two programs) to
be computationally indistinguishable? Briefly speaking, we consider two programs
computationally indistinguishable if, for every Probabilistic Polynomial Time algo-
rithm A, the probability of A to distinguish between them is negligible, that means
that it can’t distinguish between them.

It is easy to see that the difficulty to establish if two programs are indistinguish-
able or not is focused on the quantification of all possible algorithms; the purpose
of this thesis is to give a characterization of computational indistinguishability that
allows to say if two programs are indistinguishable or not in a easier way, by using
traces instead of arbitrary algorithms.

In order to get this result we will start from Chapter 4 by defining an equivalence
relation based on contexts, terms of RSLR with a hole, that in our system take
the place of PPT algorithms and stand for the feasible adversaries; then we will
propose another equivalence relation based on traces: traces are elements with a
structure simpler than contexts and we will prove that, in our framework, these
two equivalence relations coincide. Furthermore we will propose another approach
to prove equivalence between RSLR terms based on coinduction. Such an approach
will be proved to be sound w.r.t. context equivalence but not complete; it is anyway
interesting to observe this different approach because it allows us to work without
universal quantifications and so in a very simple way.

Next step, in Chapter 5, will be a generalization of the techniques showed in

Chapter 4, by the definition of two different notions of distance, the former based
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on contexts and the latter on traces; we will show once again that the two definitions
are equivalent, but we need to make a small change in the definition of traces.
Finally, in Chapter 6, we will propose a parametric version of context equivalence
and we will show that when we compare base terms (i.e. strings), the parametric con-
text equivalence is equivalent to computational indistinguishability as normally used
by cryptographers; as in the previous cases we will give a definition of parametric
equivalence based on traces and we will prove that it coincides with the paramet-
ric context equivalence. We will conclude this thesis by showing some motivating

examples from cryptographic primitives and protocols (Chapter 7).



Chapter 2

Some Approaches to Computational

Cryptography

In the Introduction we talked about the difficulties and the crisis in proving the
security of a cryptographic scheme due to the exponential growing in the complexity
of the proofs. In order to fix this situation several approaches have been proposed
to help cryptographers to build cryptographic proofs easily: we will start talking
about formal methods that under particular conditions are computationally sound,
then we will talk about automated tools and finally we will describe some methods

based on process calculi and CI.

2.1 Computational Soundness of Formal Proof

Previously, we introduced two different approaches to study the properties of a se-
curity protocol: formal and computational. In the formal approach, also called
symbolic, messages and keys are seen as atomic elements and we assume the per-
fect security of the primitives used in a protocol, whereas in the computational one
messages and keys are bitstring and primitives are functions from bitstrings to bit-
strings; the formal analysis is simpler and easily mechanizable, the computational

one is more precise and therefore more complex, even a small protocol could need a

11
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very complicated proof.
These two approaches evolved separately for almost twenty years, but in 2000,
Abadi and Rogaway [2] opened a window onto the possibility to merge the two

different approaches, in order to give formal proofs that are computationally sound.

2.1.1 Reconciling Two Views of Cryptography

The goal of Abadi and Rogaway is to call attention to the gap between the com-
putational and the formal points of view and to start to bridge this gap; the main
theorem of their work states that if a symbolic notion of equivalence is proved in
the formal framework, then also the equivalent notion in the computational system
is proved.

The work starts with the description of the formal system and the definition of

the set of expressions that will be used:

MN,..:=0 | 1| (M,M) | K | {M}g

where 0,1 € Bool and K € Keys with Keys fixed non empty set disjoint from
Bool. The expression (M, N) is the pairing of two expressions and {M} is the
encryption of M under K; it is important to notice that in this framework we work
only with symmetric encryptions.

The next step is a formal definition of equivalence: this definition starts from
the entailment relation M — N that intuitively means that N can be deduced from
M, and so it is a way to represent what an adversary can deduce from an expression
M. For example we have ({M}x,{N}k),K) — K and ({M}k,{N}k), K) — M,
but ({M}x, {N}x), K) i N.

Once defined the relation , two expressions M, N are defined formally equiv-
alent, written M = N, if pattern(M) and pattern(N) are equal. Patterns are

extensions of expressions with the add of the symbol o, that represents an expres-
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sion undecryptable by an adversary, so a pattern is an expression with some parts
that the adversary can’t see.

Given a set of keys T" and a pattern M we define p(M, T) inductively as follows:

(K,

p(i;
p((M, N),
GMM,

1 € Bool

T) =
T) =
T) = (( 1), p(N, T))

T) = {p(M,T)}x if K €T,

o otherwise.

Intuitively, p(M, T) is the pattern that an attacker can see by using the keys included
in T'. The expression pattern(M) stands for p(M, T'), where T is the set of keys that
can be deduced from M itself.

When Abadi and Rogaway move to the computational point of view, they con-
sider a symmetric encryption scheme IT = (ENC, DEC, GEN) that is type-0 secure.
The type-0 security is a very strong assumption. Intuitively it means that the en-
cryption hides all the information about the plaintext and the encryption key used.
Another important request in this framework is to work only with acyclic expres-
sions. An expression is acyclic if it doesn’t admit encryption cycles. We have an
encryption cycle when the relation between keys K encrypts K, (that is K; en-
crypts an expression M that contains K5) is a cyclic relation, for instance {K}x or
({K1}k,, { K2}k, ); this possibility often lead to a weakness of the scheme and so it
is denied in Abadi and Rogaway framework.

At this point, given a formal expression M, we associate to M an ensemble [M ]y,
so that we are able to reason on it from a computational point of view: each key
symbol K is mapped to a string 7(K) by using the key generator GEN, the formal
bits 0,1 are mapped to their computational representation, a pair (M, N) is encoded
by concatenating the images of M and N, ENC(7(K'), M) is the computational
expression associated to {M}x and each string is tagged with its type (key, bool,
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pair, cyphertext) in order to avoid ambiguities.
So, once defined how associate a formal expression M to an ensemble [M ] the

main result of [2] is given by the following theorem:

Theorem 2.1 Let M, N be two acyclic expressions and let 11 be a type-0 secure
symmetric encryption scheme. Suppose that M = N then [M]n ~ [N]n.

This result links the symbolic equivalence relation defined on patterns to the com-
putational indistinguishability, denoted by ~, showing for the first time a sound
symbolic abstraction of CI.

As we can easily see the work of Abadi and Rogaway is just a starting point
and over time there have been several extensions of this framework, especially on
two points: logic and encryption. The first logic extensions have been made by
Micciancio and Warinschi, that proved by a counter-example that the logic proposed
by Abadi and Rogaway was not complete; indeed it could be possible to have cases
of false negative, i.e. M # N, but [M]n =~ [N]n.

In order to get completeness, Micciancio and Warischi showed that it is sufficient
to request that the encryption scheme is authenticated, that means that an adver-
sary is not able to produce valid cyphertexts [34]. A refinement of this complete-
ness result has been proposed by Gligor and Horvitz, that proposed a new security
definition both sufficient and necessary, weak key-authenticity test for expressions
(WKA-EXP) [27].

In [25] Herzog extends Abadi and Rogaway’s work to a framework independent
of the encryption scheme chosen, in particular he extends the result also to asym-
metric encryption schemes that satisfy the (IND-CCA2) security property, a case in
which the adversary is given access to a decryption oracle that can decrypt arbitrary
adversary’s requests. In [33] the result is extended to a system in which keys are not
elements of a set disjoint form the message set, but are arbitrary expressions. Both of

these extensions continue to present the problem of cyclic expressions; this is due to
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the fact that in formal frameworks key cycles are not considered a threat, whereas in
a computational model the presence of a key cycles can invalidate standard security
properties.

Two different way to handle key cycles have been proposed, the first one based
on giving to the adversary more power, in order to make it able to deduce a key
when it is inside a key cycle [32], the second one based on giving a new security
property, called key-dependant message (KDM), strictly stronger than (IND-CCA2)
and sufficient to ensure soundness even in presence of key cycles [3].

Other extensions can be found in [4], where Adao et al. study which-key and
length-key encryption schemes, [21] where the logic is extended with hash functions

and [15], where the logic is extended with modular exponentiation.

2.1.2 Static Equivalence Soundness

A different approach to computational soundness of symbolic methods is proposed
by Baudet, Cortier and Kremer in [10, 11]; this approach is more general, because
it is independent from the set of primitives chosen in the protocol. The idea is
to express the symbolic secrecy by using the static equivalence instead of patterns.

How does this approach work?

e The first step is the definition of an abstract algebra, a term algebra defined
on a first-order signature with sorts and equipped with an equational theory;
for instance, one of the simplest example of equational theory is Egnc, the

equational theory of a symmetric encryption system, generated by the rule:
DEC(ENC(m, k), k) =pggyc m.

e The second step is the definition of two different equivalence relations based
on deducibility, g, and static equivalence, =g, in order to catch the capability
of a symbolic adversary to distinguish between terms. Deducibility is used to

define the terms that can be evaluated by an adversary from a sequence of
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terms and static equivalence to state if two sequence of terms are equivalent

or not.

e At this point a method is proposed to turn the abstract algebra into a concrete
computational algebra in order to reason about the relations between symbolic

and computational model.

e Finally, they start from the equational theory =g and from the hypothesis that
=g is a reasonable abstraction of the primitives, that means that it is sound
and faithful w.r.t. computational indistinguishability (faithfulness is a stronger
version of completeness); the main contribution of this work is the proof that
also deducibility and static equivalence are two sound and faithful equivalence
relations w.r.t. the computational algebra. Furthermore it is showed that for
many equational theories &g soundness is a sufficient criterion for all the other

notions of faithfulness and soundness.

This framework has been used by Abadi, Baudet and Warinschi in [1] for applications
on offline guessing attacks.

Another definition of formal indistinguishability has been proposed by Bana,
Mohassel and Stegers, that found out that static equivalence is a definition too
rough to reason about many equational theories; for instance they proved that static
equivalence is not sound when working with a framework that uses modular expo-

nentiation [7].

2.1.3 Unconditional soundness

Differently from the approaches we talked about hitherto, the framework proposed
by Bana and Comon-Lundh in [5, 6] starts from a different concept: they are not
interested in defining symbolic properties or adding computational constraints to
obtain soundness anymore, but the goal is to define a model in which an adversary is

able to perform any action that does not contradict the computational assumptions.



2.1. COMPUTATIONAL SOUNDNESS OF FORMAL PROOF

This purpose is reached by giving a list of axioms that reproduces the compu-
tational properties of the protocol under study (for instance IND-CCA); once given
the axioms, we can consider the greatest symbolic model that satisfies this list and
reason formally about its security properties. This way we can obtain the compu-
tational soundness almost by definition, because the computational constraints are
included in the axioms and so a computational attacker can be modeled symbolically.

The main feature of this framework is to reduce the security of protocols to an
inconsistency proof for a set of first order formulas: “If the negation of the security
formula is inconsistent with the set of axioms, then the protocol is secure in any

model of the axioms ” [6]. This approach lead to several advantages, for instance:

e The proofs are built in a symbolic setting, so they are simpler and, if possible,

automated.

e [t is very simple to add cryptographic primitives, because it is only necessary

to write the corresponding axiomatization.

e [t is possible to prove the security properties by using weaker assumption,

simply using a weaker axiomatization.

e The use of an axiomatization makes the assumptions needed to ensure security

properties very clear.

e In order to strengthen the security assumptions, i.e. when an attack is found,
it is sufficient to add an axiom so that we express stronger hypothesis on the

computational implementation of the primitives.

e [t is possible to handle many situations that previously had been discarded,

such as key cycles, dynamic corruption and XOR.

However, this approach has been developed recently, so we don’t have concrete
applications of this method yet, but the authors are confident that inconstency

checks could be implemented efficiently.
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2.2 Automated Tools

A significant help in the construction of cryptographic proofs has come from the
creation of tools that, given a security protocol try to elaborate (in a automatic or
semi-automatic way) a proof that can be easily verified. In the following subsections
I will talk about three different tools which are used to demonstrate the security of
a protocol by using game-based proofs: CertyCrypt, EasyCrypt and Cryptoverif.
Game-based security proofs are built as a sequence Gg, Gy, ..., G, of games or
experiments. The first game Gy encodes the interaction between a generic algorithm
A that stands for the potential adversary and the last one G,, encodes the adversary
that tries to break the assumption we choose. All the games are in the same prob-
ability space, successive games are very similar and for each game we can evaluate
the probability of the adversary to win the game and we call it the advantage; so,
by using this method we are able to put in relation the probability of an adver-
sary to break the cryptosystem with the probability of an adversary to break the
assumption. The game-based proof structure succeeds in combining the intuition
of a game in describing a security protocol to the accuracy and the formalism of a

mathematical demonstration.

2.2.1 CertiCrypt

CertiCrypt is a machine checked framework, which is used to construct crypto-
graphic proofs structured as sequences of games; the pecularity of the CertyCrypt
framework is that the proofs are built on top of the Coq proof assistant, thus we
have the mathematical guarantee of a certified proof assistant and the possibility to
study these proofs and their verification step by step [8]. Some of the features of

this framework are:

e [t is used an imperative programming language with probabilistic assignments,
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structured data types and procedure calls. The choice of such a language is

made in order to be closer to the cryptographer standards in game description.

e The framework doesn’t return asymptotic results, but it focuses on exact secu-
rity; this decision is due to the fact that in this way we can set our parameters

to obtain concrete security bound.

e Every proof yields a proof object which can be checked automatically and

separately.

e The framework is equipped with automated reasoning methods, it’s formalized

as relational Hoare logic and a theory of observational equivalence.

The probabilistic programming language follows this construction:

C u= skip nop
| C; € sequence
| V& assignment
| V5 DE random sampling
| if € then C else € conditional
| while € do @ while loop
|

Ve—PE, ... E) procedure call

where V represents the set of variables, & the set of expressions, DE the set of
distribution expression and P the set of procedures.

In the CertyCrypt framework we have that programs are seen as functions start-
ing from an initial memory m to sub-probability distribution over final memories. To
describe the semantics of programs a distribution that maps a [0,1]-valued random
variable, i.e. a function in A — [0, 1] to its expected value, is used. This function
is defined of type D(A) = (A — [0,1]) — [0,1]. Given a distribution x € D and
a function f : A — [0,1] we have that u(f) represents the expected value of the
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function f.
So we can consider a program as a function which maps an initial memory m to

a distribution on final memories and write its semantics as:
[ce €] : M — D(M)

Where M is the set of memories.

When we study a security protocol we don’t know how an adversary could rea-
son and which strategies he could use to break the cryptosystem; the only way to
model an adversary without loss of generality is giving him an interface and a set
of rules which specify what he can or can’t do. An adversary interface consists in a
triple(Q, RW, R), where O represents the set of procedures he can call, RW repre-
sents the set of variables the adversary can read and write, R represents the set of
variables the adversary can only read. The rules are generic, they are only given in

order to be sure that the adversary makes a correct use of variables and procedures.

2.2.2 Game transitions in CertyCrypt Framework

The CertyCrypt framework follows Shoup classification, and divides transitions be-

tween games in a proof into three categories:
1. Transition which are based on indistinguishability.
2. Transition based on failure event.
3. Transition based on bridging steps.

All these transitions are justified by using a probabilistic Relational Hoare Logic
(pRHL); such approach is useful because it generalizes observational equivalence
and allows us to reason about probabilities of events into different games [8]. A

pRHL judgment has the following structure:
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Definition 1 We define two programs ci, ¢ equivalent with respect to pre-condition

U and post condition ® iff:

ci~c V=0 o v my, mo.miVmey = ([[cl]]ml)q)#([[cg]]mQ)

This definition means that given two arbitrary initial memories my, ms that satisfy
the pre-condition W, i.e. m;¥msy, we have that two programs ci,cy are equiva-
lent if their evaluation from the initial memories satisfies the post condition P, i.e.
([er]rma) @ ([ea]mo).

By using this kind of judgment we can derive the observational equivalence ~,
a particular case of the equivalence defined above and a key property in game tran-
sitions; two programs ci,cy are observationally equivalent if they can be proved
equivalent by using pre- and post- conditions restricted to =, =p, i.e. equalities

over a subset of program variables (Input and Output). So we have:
d
= :IOCQ éfl—c1~023=1r:>20

CertyCrypt takes advantage of the observation equivalence property because it re-
sults easily mechanizable.

CertyCrypt settles the case of a game transition which depends on what cryp-
tographers call failure event, by using the following fundamental lemma. This case
occurs when we have two games G, G, two events A, B and we face with a situation
in which the probability that the event A occurs in G; is the same as the proba-
bility the event B occurs in (G5 unless the verification of an exact event F', which
is called failure event. The fundamental lemma allows to bound the difference of
probability of an event in two different games, it tells us that the difference between
the probabilities that A occurs in G; and B occurs in Gy is bounded by the greatest
probability that F' occurs in G; or Gbs.

Theorem 2.2 (Fundamental Lemma) Let G, Gy be two games and A, B, F' three

events.
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If Pr|Gy: A A —F| = Pr|Gy: B A —F]|, then we have:
|Pr[Gy : A] — Pr[Gs : B]| < maz(Pr|[G; : F], Pr[Gs : F])

This theorem is important because it states that we can reduce the probability
to observe difference between two programs to the probability of the occurence
of a sigle event. Roughly speaking, we can say that a program that returns a
cyphertext is indistinguishable from a program that returns a random message unless
the adversary is able to figure out the key of the cryptographic scheme; so the
probability for the adversary to distinguish between the two programs is equal to
the probability to get the key.

Finally we have game transition based on bridging steps: it occurs that a frag-
ment of code ¢; in a game (G is replaced by an observational equivalent fragment
co in a game Gj.

These substitutions are implemented by using techniques such a deadcode elimina-
tion, constant folding and propagation, procedure call inlining, swapping statement,
common prefix/suffix elimination.

In conclusion, we have a fully automated verification tool based on Coq with an
understandable semantics, which uses a clear set of techniques (that are proved to
be sound) to obtain verifiable proofs of security property of cryptoprotocols. These
tools needs only few Coq lines to establish the security statements and allows the

user to study the proof step by step, without being an expert of Coq.

2.2.3 EasyCrypt

In the last years a new automated tool for elaborating security proofs of cryptopro-
tocols has been developed; indeed, despite the similarity between the CertyCrypt
language and the usual cryptographers standards in describing games, the frame-
work didn’t achieve resounding success between the community. The reason of the

lacking use by the community may be related to the fact that even if CertyCrypt
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offers security proofs with high guarantees, building a machine-checked proof results
hard and expertise necessary. In order to fill this gap, a new tool has been presented,
which is supposed to be easier to use than his predecessors but trustworthy in the
same way [9].

EasyCrypt is an automated tool which elaborates security proofs of cryptosys-
tem from proof sketches, that are checked by using off-the-shelf SMT solvers and
automated theorem provers. These proofs are given in form of games and the idea
behind is the same as in CertyCrypt, that is to study and evaluate relations between

game transitions such as:
Pr(G: Al < Pr|G': A+ A

where G, G’ are games, A, A" are events and A is a quantity which depends on the
oracle calls made by an adversary.

The structure of EasyCrypt is similar to CertyCrypt, indeed the transitions
between games are justified firstly by proving the logical relations using the proba-
bilistic Relational Hoare Logic and then by applying information-theoretic reasoning
to derive probability claims about the occurring of events. In order to increase the
speed of the calculation EasyCrypt implements a procedure that produces a set
of verification conditions that are sufficient to establish the validity of a certain
judgment. This feature is a key point of the effectiveness of EasyCrypt, indeed a pe-
culiarity of this tool is that the verification conditions are expressed in a first-order

logic as follows:

U, oi=b| -0 |[UAD|[UvD|[Ud|Teod]|(D)|Ved|Izd

This kind of expressions avoid the reasoning about probabilities and allow the use
of SMT solvers and theorem provers to discharge automatically their validity; prob-

abilities of events are evaluated by additional automated mechanism by using some
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elementary rules. Furthermore the procedure that generates the verification con-

dition also adds Coq files which can be checked separately (For instance by using

CertyCrypt).

The strategy used to generate the set of verification conditions bases on the

following points:

1. The procedures which aren’t called by the adversary are canceled from games

by inlining their definitions, so that only adversary calls remain.

. The random assignments are moved upfront, so that the code is divided into

two parts, the random and the deterministic one.

. The deterministic part of the code is studied by a relational weakest precondi-

tion calculus by using relational specification to deal with the adversary calls.

. A map f is used to generate the verification condition ¥ =, ®, defined as:
le,mg tl, tl m1\11m2 = ml{F/f} 0] mg{f(tl, ,tl)/g}

The injectivity of the map f is generally a sufficient condition to guarantee
that the validity of ¥ =, ® entails the validity of the corresponding pRHL
judgment.

. Off-the-shelf tools establish the validity of the first-order formula ¥ =, ®.
EasyCrypt generates its verification conditions in Why tool format and then
uses the Simplify prover and the alt-ergo SMT solver to discharge the condi-

tions.

As happens in CertyCrypt, a fundamental lemma is given in order to justify transi-

tion based on a failure event.

Lemma 2.1 (Fundamental Lemma): Let G1,Gy be two games and A, B, F

events such that:

): G ~Gy: ¥ = (F<1> P F<2>) A (—'F<1> — (A<1> P B<2>))
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Then if m1Wmeo
1. Pr|Gi,m; : AA —F] = Pr|Ge,my : B A =F]

2. |Pr[Gy,my : A] — Pr[Ga,my : B]| < Pr[Gy,my : F] = Pr[Ge,my : F]

EasyCrypt presents a limitation in the language, which lacks loops, recursive
procedures and drawing from skewed distributions; furthermore it only generates
partial verifiable evidences and, as said previously, EasyCrypt only generates proof

skeletons for claims about probabilities rather than fully-machine checked proofs.

2.2.4 CryptoVerif

CryptoVerif is a computational sound mechanized prover for cryptographic proto-
cols; it returns results about secrecy and correspondence properties of protocols
and also provides generic methods for specifying properties of cryptographic primi-
tives [14]. CryptoVerif works for a bounded number of sessions N, which is polyno-
mial in the security parameter, in presence of active adversaries. As the precedent
tools, CryptoVerif focus its goal in results of exact security, so it returns a bound of
the probability of a successful attack against the protocol under study.

As seen previously, CryptoVerif gives proofs as sequences of games, so we have
that the first game represents a real protocol, while the last stands for an ideal pro-
tocol, where the occurring of a security property or not results obvious. We can find
the first difference from the two previous tools in the formalization of games, indeed
CryptoVerif uses a process calculus inspired from the pi calculus (substantially it
uses an extension of the pi calculus); the semantics is pure probabilistic, instead of
non-deterministic, and we have an extension which allows us to work with arrays,

that replaces lists in cryptographic proofs.
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The transitions between games are made by using two techniques: the obser-
vational equivalence and the syntactic transformation. We say that two games are
observationally equivalent, and we write G ~ G’ if every adversary has a negligible
probability to distinguish them. We define in CryptoVerif an adversary as a context,
and we have that G ~ G’ = C|G] ~ C[G’] for all acceptable evaluation context. So

our purpose is to obtain a sequence of this form:
G[)%Glz"'%Gm

that implies Gg =~ G,,,.

Transition based on observational equivalence are given as axioms and come from
security properties of the primitives inside the protocol. On the other hand syntactic
transformation are substantially simplifications of the code and expansions of the
arguments: for instance there happens a renaming of variables which are assigned
several times, a merge of several variables into a single array variable, a replace of
variables with its value and so on.

A particular feature of CryptoVerif is the possibility of making a syntactic trans-
formation manually: it is possible to insert manually an event or an instruction and
also to replace a term with another term the the tool verifies to be really equal,
before continuing the demonstration.

The results obtained by CryptoVerif are encouraging beyond any doubt, but the
tools presents evident limitations; indeed it sometimes happens that the prover fails
in proving a particular security property when it doesn’t hold. Furthermore some-
times (In some public-key protocols) the tool stops and waits for manual instruction
to continue the demonstration. In order to go beyond these limits there will be
improved extension turned towards improvements in the proof strategy and handles

of more equations.
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Summing up, we recalled three different tools that return cryptographic proofs
in the form of sequences of games; despite the giant steps made recently these tools
have evident limitations, so it is necessary to find new methods that are easily
mechanizable in order to enlarge the power of these tools and to extend the set of

primitives and protocols that can be analyzed automatically.

2.3 Computational Indistinguishability, Logics, and
Calculi

In this section we will talk about a kind of approach that is quite close to the one
we expose in this thesis. The idea is to propose a method to reason about CI in a
framework based on a process calculus suitably defined to handle cryptographic con-
structions and to model all and only feasible adversaries. The goal of this approach
is to increase the means of cryptographers in building security proofs by showing

new methods to prove computational indistinguishability.

2.3.1 A Process Calculus

In [36] Mitchell et al. studied properties of a process calculus designed to analyze
security protocols; this calculus is a variant of CCS, where bounded replications and
Probabilistic Polynomial-Time (PPT) expressions in messages are allowed. A feature
of this calculus is that all the processes evaluate in polynomial time; this choice is
obviously made to reason about security problems, where adversaries have a limited
power of calculus. Moreover, we have that messages are scheduled probabilistically,
rather than nondeterministically in order to avoid inconsistency between security

and nondeterminism.
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Expressions in this calculus are defined by the following grammar:

Pu=g | v(@).P | in(e,z)(P) | out(c, T).(P) | [TL®) | @IP) | lyw)-(P)

where T is a term that could be a variable or the security parameter 7 or a random
coin or a probabilistic polynomial time function 6 of arity k, applied to k terms
Ty, .., Tk.

& is the empty process, v(c).P is the channel binding of the channel ¢ in the process
P, in(c,x).(P) is the input expression, it waits for an input from the channel ¢ and
then performs P, out(c, T).(P) is the output expression, it reduces T in atoms and
sends in output the results through the channel ¢, [T].(P) is the match expression, it
proceeds with P if the guarding term T reduces to 1, (P|P) is the parallel composition
and y,.(P) is the bounded replication of P. Context expressions are defined by the

following grammar:
€[] ==z | in(e,2).€L]) | out(e,T).([) | [T].€L[])
| €ro) | @l | oD

In this framework security properties are expressed by the use of observational
equivalence. Two processes P, Q are said to be observational equivalent, we write
P = Q if for all contexts C[-] the behavior of C[P] is asymptotically computationally
indistinguishable from the behavior of €[Q]. This is formalized by the following

definition:

Definition 2 Let P, Q be two process and let Val(P, Q) be the set of all valuations
of free variables of P and Q. We say that P ~ Q if:

V¢ e Val(P, Q). VC[] : &(C[P]) = £(C[Q)])

The expression P ~ Q it is used to state that P, Q are asymptotically close, it means
that the probability for P and Q to generate a different observable is negligible in

the security parameter.
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The observational equivalence is proved to be a congruence and it is also devel-
oped a form of probabilistic bisimulation that works as a sound method for demon-
strating observational equivalence and is also used to prove the soundness of a proof
system for reasoning about protocols. Furthermore it is proved that two processes
are asymptotically observationally equivalent if and only if they are computationally
indistinguishable. The idea is that observational equivalence tells us that if we want
to analyze a protocol P and we have a protocol Q which is an idealized form of P

where all channels are secure, then proving P =~ Q means that P is secure.

Finally, in the last section of the work, there are several application of the cal-

culus and the proof system to well-known cryptographic constructions.

2.3.2 First-Order Logic

In [28], Impagliazzo and Kapron propose two systems to reason about cryptographic
construction; the goal of this work is to propose a framework that is sufficiently
powerful to study most of the primitives commonly used in cryptography, but also
simple enough to be used in the analysis of combinations or changes of primitives
when applied in protocols. It can be easily noticed that the difficulties in developing
such system are in formulation of security definitions, reasoning about probability
and randomness, quantification of the computational power of adversaries, wrong
use of induction in security proofs, and in order to overcome this issues concepts from
cryptography, implicit computational complexity and proof complexity are mixed
together.

The first logic system, called T, is a first-order logic system whose aim is to
reason about probabilities, asymptotic and polynomial time functions. The system

is composed by:
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o A security parameter, that is essential to reason about cryptographic construc-

tions and it is assumed to be large enough to handle asymptotic statement.

e Strings, used to represent inputs, outputs and random tapes. Strings must be
of polynomial length and they can be seen as integers so that it is possible to

work with arithmetical operations.

e Moderate integers, that is polynomially bounded by the security parameter.

They are used for instance to express negligible functions.

e Feasible functions, that is polynomial time functions from strings to strings.

They can be defined by composition or (particular) recursion.

e Counting integers, used to represent sizes of set of strings. These integers are
useful when we want to determine the size of the set of strings that satisfy a

particular formula and so it is functional when we reason about probabilities.

e Formulas, defined from the atomic formulas: ¢ = s,¢ < s by the connectives

-, A, v,—,= and quantifiers V,3 .

Once given the syntax of the system it is proposed an axiomatizations made of
a list of axioms divided in: logical, security parameter, basic, poly-time functions,
counting and induction; this axiomatizations is necessary to introduce the notion of
derivation.
Given two formulas ¢, 1, we write T', ¢ - 1 if ¢ can be derived from ¢ and instances

of the axioms in T'; so we get the soundness theorem:

Theorem 2.3 Suppose that 1, s, are bounded formulas such that:

—

T,05(f, f) Vo¥Zoi(f, g, 7,8) - Yo¥Zu(f, g, Z,s)

where f, f' are sequences of function variables and s is the security parameter. We

then have the following for all sequences &, of poly-tyme functions: if &, d' satisfy
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w9 in N and for every poly-time function [, ¢1 holds asymptotically in N, then for
every poly-time function B, ¥ holds asymptotically in N.

The meaning of this theorem is that f is a cryptographic primitive and f’ is built
from f, we use the formula ¢, to define f’ in function of f. The formulas ¢; and
formalize the security of f and f’ respectively, whereas ¢ is a function that stands
for a poly-time adversary. The soundness theorem tells us that if it is possible to
derive ¢ from ¢; then we have a sound proof of the security of f’ by using the
assumption on the security of f.

The T system is quite wide and general, it is conceived to reason about arbitrary
cryptographic constructions, however it doesn’t avoid any explicit reasoning about
probabilities. This is why Impagliazzo and Kapron propose a second logic system
focused on computational indistinguishability. This system is composed by the rules

in Figure 2.1.

T+ Q17 7Qk(5 = t)

let byin ...let brin s ~ let byin ...let bgin t

UNIV

uxu (SUB) let ¢ < rand(p(n)) in u & leti < rand(p(n)) in u{i+1/i}

iz} ~ v{¥/z} u{0/4i} ~ u{P(1™)/i}

. < 7  rand(7(n) . )m < 7 rand(f(n) ) Oy o)
1%} J J

T — rs(Z?zl(pj(n) — x < rs(p(n))

(H-IND)

(EDIT)

Figure 2.1: Rules for CI (Impagliazzo, Kapron)

We don’t go into details of the second system syntax, we just explain the meaning
of each rule. In the rule (UNIV), each Q; is a universal quantifier and b; a random
bitstring, the aim of this rule is to relate the universally quantified equality statement
provable in T" to ~. The (SUB) rule tells us that we are able to substitute terms
that are computationally indistinguishable into PPT contexts. The (EDIT) rule
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allows us to merge, split and/or shorten random strings and we get a result that is
indistinguishable from a random string of the appropriate length. Finally (H-IND)
can be seen as an induction rule.

The soundness proof of this system is made by analyzing each rule and interpret-
ing it in the general system. Finally this system is used to prove the correctness of

a pseudorandom generator built by using the property of next-bit unpredictability.

2.3.3 A X\-Calculus

A similar approach to computational indistinguishability has been made by Zhang,
that developed a logic for reasoning about CI starting from a language called com-
putational SRL(CSLR) [38]; this language is an extension of Hofmann’s SRL and its
main feature is to capture the class of probabilistic polynomial time computation so
that it is very useful to model cryptographic constructions and adversaries.

The syntax of CSLR is defined starting from terms of SLR:

rec,

€1,€9,... =X | nil | Bo | B; | case, A\x.e | €169

(e, €2y | projie | projse | e1® ey | let x @ y = eqin ey

and adding terms for probabilistic computations as:

e1,€z,... 1= ... | rand | val(e) | bind z = ejin ey

In this syntax we have that nil is the empty string, Bg, B; are bitstring constructors,
case, is the term for case distinction, rec, is for safe recursion, Az.e is a lambda
abstraction, ejes is an application, {ej, e5) is a product, proj; are product projections,
e1®es is a tensor product and let z®y = eqin ey is a tensor projection. Furthermore,
rand is an oracle bit that returns 0 or 1 with probability /2, val(e) is the deterministic

computation and bind z = ejin ey is a sequential computation.
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The type system, necessary to ensure the polytime soundness, is also inherited

from SLR; types are defined by:

!/ ! !
oT — T |T—>T |T—07' Tr

Bits is the base type, 7 x 7' is the cartesian product, 7 ® 7’ is the tensor product;
o7 — 7’ is for modal function with no restrictions on arguments, 7 — 7’ is for
non-modal functions where the arguments must be safe arguments and 7 — 7’ is
for linear functions. The type T7 is part of the extension and it is called monadic
or computation type; it is used for computations that return a value of type 7.
The proof system developed by Zhang is composed by two different set of rules:
the first one is used to reason about semantic equivalence, denoted with =, whereas
the second is made by rules to justify computational indistinguishability, denoted
with ~. We focus now our attention to the second one, in figure 2.2, that is is quite

similar to the one proposed by Impagliazzo and Kapron.

Fe; :oBits—>7 (i=1,2) el = ey
=6 EQUIV
e :oBits—>7 (1 =1,2,3 e ~e ex > e
( 2 ) L2 2 ™ PRANS-INDIST
1=e3
z:Bits,y:7He: 7 e :oBits>7 (i=1,2) e1 =~ ey

SUB

Az.e[er(@)/y] > Az.e[e2(z)/y]

x : Bits,nBits - e : 7 An.e[%/z] is numerical for all bitstrings u
Az.e[i@)/n] ~ Ax.e[Bri(x)/n] for all canonical polynomial ¢ such that |i| < |p|
Az.e[nil/n] ~ Az.e[p(@)/n]

H-IND

Figure 2.2: Rules for CI (Zhang)

One of the difference of this system from the one proposed by Impagliazzo and

Kapron is the absence of a rule (EDIT); this is due to the fact that in CSLR there
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are no primitives that modify bitstrings, except for the two bitstring constructor.
Another difference can be found in the H-IND rules, because in this logic there
is not a primitive that returns uniformly a number smaller than a polynomial. It
is finally important to notice that the TRANS-INDIST rule does not break any
assumption about the complexity constraint. By the add of some useful lemmas,
Zhang shows how this proof system can be used to analyze cryptographic examples

of pseudorandom generators.

In his joint work with Nowak, Zhang propose CSLR+, an extension of the lan-
guage realised to allow the possibility to work with games that use superpolynomial
time computations or arbitrary uniform distributions [37]; this feature is necessary
to handle security definitions, but the construction of adversaries and cryptographic
primitives is still bounded polinomially. This add lead Nowak and Zhang to intro-
duce the notion of game indistinguishability, a definition that is not stronger than
computational indistinguishability, but it is more appropriate in a game-based proof

framework.

One of the contribution of this work is the proof that computational indistin-
guishability implies game indistinguishability, so it is still possible to use the proof
system in [38] in proof. Nowak and Zhang also show concrete applications of the
proof system, by implementing in CSRL the public key encryption scheme of El-
Gamal and proving it secure; this proof relies on the formalization of the decisional
Diffie-Hellmann assumption, i.e. the nonexistence of a computational algorithm
able to distinguish between the triples (v*,~¥,4*¥) and (7*,4Y,~*) when x,y, z are
chosen randomly. Another contribution is the implementation and the security def-

inition of the Blum-Blum-Shub pseudorandom generator.

In this chapter we discussed some of the approaches used to enlarge the set of
primitives and protocols that can be studied by the computational point of view:

we started from formal methods computationally sound, then we talked about dif-
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ferent authomated tools and we end with the description of some process calculi
endowed with a proof system to reason aboun computational indistinguishability,
an approach very close to the one proposed in this thesis. In the following chapter
we will introduce the calculus we will use to model our framework, RSLR, a typed
A-calculus for PPT computations, that we will use to model cryptographic schemes

and adversaries.
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Chapter 3

A Calculus for PPT Computation: RSLR

In this first section we present RSLR, a A—calculus for probabilistic polynomial
time computations. The choice to use RSLR is based on the fact that the final
goal of this thesis is to offer a method to study computational indistinguishability,
where an adversary A, an algorithm with a polynomial power of calculus, takes
in input two different programs once each and tries to distinguish between them:;
as we will see in the following, the main feature of this calculus is that the set
of probabilistic functions that can be computed by RSLR terms coincides with the
polytime computable ones, so essentially, the idea behind this choice is that we
can use an RSLR term to describe whatever algorithm A. We will formalize this
concept when we will talk about contexts, RSLR terms with a hole, that represent
in this system the adversaries that takes in input a term and, once studied, return

an output.

The other feature of RSLR that pushed us to this choice is the presence of a
probabilistic operator. The possibility to work with probability and to write proba-
bilistic programs is crucial when we deal with cryptography, indeed it is well-known

that a deterministic cryptographic primitive is not semantically secure.

RSLR, which stands for Random Safe Linear Recursion, is obtained by extending

Hofmann’s SLR with an operator for binary probabilistic choice. One of the dif-
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ferences between RSLR and other languages obtained from Hofmann’s SLR is that
polynomial time soundness is proved operationally instead of semantically and so it
brings to some necessary restrictions from the original SLR. Furthermore in SLR we
have two different function spaces, whereas in RSLR these two spaces collapse into
one; this difference comes from the fact that, in presence of higher-order duplication,
it results very difficult to control the size of reducts when we normalize. Thus, as
a consequence, RSLR merges the two function spaces and, by using a strict type
system, prevents the duplication of arguments of higher-order type.

In this work we will use a version of RSLR which is slightly different from the
original one proposed in [31]: we consider a version in which base terms are bistring
instead of natural numbers and a call-by-value reduction; this way we obtain a

simpler exposition of the theory without losing expressiveness.

3.1 Syntax and Semantics

As we disclosed, RSLR is a typed lambda calculus for probabilistic polynomial time
computation; the type system adopted by RSLR is crucial to ensure the polynomial
complexity and it is based on the idea that variables of a certain type can appear in

a term only once. We introduce the type system by defining the category of type.
Definition 3 (Types) Types in RSLR are defined as follows:
A:z=Str | BASA | cASA

We can easily see that we have one base type Str which stands for bitstrings and two
different function spaces: the first one, characterized by the type A — A describes
all the function that are evaluated in constant time whereas the the one, oA — A is
for the functions that require a time of computation that is polynomial in the size

of the argument.
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In order to highlight the fact that A — A is a subtype of tA — A, RSLR
provides for a notion of aspects, denoted with metavariables a, b, which is used to

formalize the concept of subtyping.

Definition 4 We define an aspect as B or o; we define a partial order between

aspects by using the binary relation {(o,o), (o, ), (B, W)}, that is noted with <:.

Now we are able to give the system of subtyping rules, as described in figure 3.1.

- A<:B B <:C B<:A C<:D a<:b
A<:A A<:C aA >C<:bB—>D

Figure 3.1: Subtyping Rules

At this point we go into the core of the language by describing the syntax of
RSLR.

Definition 5 The synctatical categories of values and terms are defined by the

following grammar:
v oo=m | Ax : aAt;
tu=a | v | 0@ | 10) | tail(t) | | casea(t,t,t,1) | recalt,t,t,t) | rand;

As we can see we have that values are given by strings, denoted with m, which range
over the set of finite binary strings {0,1}* and by lambda abstractions; terms are
given by variables, where x ranges over a denumerable set of variables X, two string
constructors 0,1 and a string destructor tail. Furthermore we have applications
and a nonstandard constant rand that returns 0 or 1 with probability 1/2. The terms
casea(t,to,t1,t.) and reca(t, to, 1, t.) are terms for case distinction and safe recursion,

in which the first argument specifies the term (of tipe Str) which guides the process.
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We give in figure 3.2 a one step semantics in order to explain better the behaviour
of terms in RSLR; we use € to denote the empty string, b € {0, 1} to denote a single

bit, and {0%, 1%} for the distribution that assigns the values 0,1 with probability %

Tr — T v —;
0(m) — Om; 1(m) — 1m;
tail(e) — ¢ tail(bm) — m;
(Ax.t)v — t{v/z}; rand — {Q%,l%};
casea(€, to, t1,te) — te; reca(€, to, t1,t) — t.
casea(0m, to, t1,tc) — to; reca(0m, ¢, t1,t.) — (to0m)(reca(m, to, 1, t.))
casea(lm, to, 21, tc) — t1; reca(lm, to,t1,t.) — (t;1m)(reca(m, to, t1,t.))

Figure 3.2: RSLR One-Step Semantics Rules

The presence of the probabilistic term rand in the syntax of RSLR makes the
operational semantics probabilistic; indeed we have that any closed term does not
evaluate to a single value but to a value distribution. A walue distribution is a
function D : V. — Rpgqy such that > ., D(v) = 1; if >, ., D(v) < 1 then D is
called value sub-distribution. The evaluation of a term ¢ to a value distribution D is
expressed by using the judgment ¢ || D; the set of the values v such that D(v) # 0
is called the support of D and it’s denoted by S(D). We denote a value distribution
D with {(v;)P}ier where {v;}ier = S(D) and p; = D(v;) for all i € I. Given two value

distributions (or sub-distribution) D, & and a number p € [0, 1] we denote:
D+ & = {(v) "} cgmyusce)

p-D = {(0)""} esmy
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t U D S U e {T{U/ﬂ?} u er,v})\m.r,v

vi{v'} rand {Q%’l%} ts | ZM.W D(Az.r) - E(v) - Fryp
tl {( } tl {( } t1D T(mz) - {Omi, 1@1}
0(t) I {(0my,)"} 1(¢) § {(1m,)™} tail(t) § {(m,)P"@)}

tyD to I Do ty | Dy te § De
caseA(t to,tl, ) u Z ( ) : DO + Zm@(l_m) : @1 + D(g) : De

t1 D {(tom)(reca(n, to, t1,tc)) § Dinfm-on
te U ®§ {(tl )(reCA(n to,t1,t )) U D } =1n
reca(t, to, t1,te) || 2, D(m)D

Figure 3.3: Big-Step Semantics Rules

The operational semantics of a term in RSLR is given by the rules in figure 3.3.

Now we can go into details and illustrate the whole type system that is used
in RSLR. First of all we define a typing context I" as a finite set of assignments of
an aspect and a type to a variable, where every variable occurs at most once; an
assignment is indicated with x : aA. We use the expression with a simple comma
I', A for the disjoint union of two typing contexts I' and A; when we want emphasize
that I" only involve variables of base type Str we use the semicolon as in I'; A. Typing
judgment are in the form I' — ¢ : A and the complete type system is given by the
rules in figure 3.4. It is easy to observe how this type system enforces variables of
higher order type to occur free at most once and outside the scope of a recursion;
moreover the type of a term that serves as step-function in a recursion is assumed to
be o-free and these are key points that allow the calculus to characterize polytime
functions. We define TR, V§ as the sets of terms and values of type A under the
typing context I'. In particular, we are interested in T%,, VA, the sets of closed terms

and closed values (i.e. without free variables).
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x:aAel _— ['—t:Str ' t:Str
Tra:A PEm:Str 7o Sr - T 1(f): Str
' t:Str S— '—t:A A<: B
[ tail(t) : Str - rand : Str '—t¢:B
DA Ht:Str T A3 10 A Ay —t:aA—>B
DAty A T A A DA st A ['VAy <:a

[ Ay, Ao, As, Ay 1= casea(t, to, tr, te) - A [ A Ay -ts: B

FI;AI I—tStI’ FhFQ,Fg;AQ I—te A\
',y ty:oStr > WA —> A ', Ay <:o INz:aA+—1t:B
I',T3+t;:oStr > WA - A A is o-free I'HAz:aAt:aA—B

Flar27F3;A17A2 [ reCA(t7t07t17t€) : A

Figure 3.4: RSLR Typing System

Lemma 3.1 (Subject reduction) Given a term t such that -t : A, if it reduces
to t,...,t,, we have that -+ t; : A.

Proof: This is proved by induction on the type derivation [31]. O

Lemma 3.2 For every termt € TAg there is a unique value distribution D such that

t | D and we denote it with [t]. Moreover, if ve S(D) then ve V.

Proof: We proceed by induction on the structure of ¢.
e If we have a value v, then by the rules it converges to {v'}.
e Similarly if we have a term rand the only distribution it can converge is {Q% , l%}.

e Suppose now to have tity, and suppose tity || D, t1ty | D', i.e. that two
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distributions exist for tq,t5. By construction we have:

D= > Di(Awt) - Dy(v)- Dy, D= > Di(Axt) - Dy(v') - D)y
Ax.t,v Azt v
But, by induction hypothesis we have D; = D), Dy = D}, and so also D, ,, =
D} and this means D = D',

e All the other cases are similar.

The second point comes from the RSLR property of subject reduction, so by com-
bining the fact that the type is preserved by reduction and the uniqueness of D we
have that for all v e S(D),+ v : A. O

The main feature of RSLR is the polytime soundness and completeness; before
presenting this result, we define a probabilistic function on {0,1}* as a function
F :{0,1}* — Py 1%, where Pyg 1y« is the set of probabilistic distributions. A term
te T%”‘_’B is said to compute F' if for every string m € {0, 1}* it holds that tm || D,
where D(n) = F(m)(n), for every n € {0,1}*. This means that ¢m evaluates to the
same probability distribution of F'm, so, the probability to get the value n as result
of tm is the same as the probabilty to have n as result of Fm. Now we can recall
the main characteristic of RSLR, a result which is well-known and can be proved in

various ways.

Theorem 3.1 The set of probabilistic functions which can be computed by RSLR

terms coincide with the polytime computable ones.

3.2 Examples of Programs in RSLR

We use this section to propose some programs written as RSLR terms; the purpose
is to describe the calculus and to introduce some programs that will be useful in the

following when we’ll deal with security examples.
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We start with two programs t, s that receive a string in input. The first one is
the identity. The second one, instead, produces a random string and compare it to
the one received in input; if they are different it is the identity, otherwise it returns

the opposite.
t:= Ax:oStrx s := Az : oStr.casesy (x = (RBG z),z, ~x, —x)
Where:

RBG := Ay : DStr'reCStr(y7 free, fRBGaE)

free := Aw : oStr.\z : BStr.cases, (rand, 0(z), 1(2), €)
Notice that, even if we haven’t defined = and —, they are easily implementable in

RSLR.

We give now a simple example of how the big step semantics of a RSLR term is

evaluated; we observe the term RBG applied to a string 01.

[RBG 01] =[RBG](\y.recse (v, frec, frac, €)) - [01](01) - [recse (01, frg, frsc, €)]
=1-1" [recsy(01, frge, frec, €)] =

:[[ﬂ]] (ﬂ) : [[(fRBGﬂ)(reCStr(L free frac, E))]] = [[(fRBGﬂ)(reCStr(la free; Lrac, E))]]

We can easily say that [frse01] = [frec{®/w}] = {(\z.casesy(rand,0(2),1(z),¢€))'}.

Furthermore we have:
[["eCStr(L free, fRBG7§)]] :[[l]] (l) : [[(fRBGl)(reCStr(Ea frea, fRBG;E))]]
So, by the fact that [recsy (€, frre, fre, €)] = {€'} we have:

[recstr(1, £rec, frac, €)] =[casesw(rand,0(e), 1(e), €)] =

[rand](0) - [0(e)] + [rand] (1) - [1(€)] = {02, 17}
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So, by substituting we have:

[RBG 01] =[(frsc01)(recs (1, farc, Fruc, €))] =
=— - [cases(rand, 0(0), 1(0), €)] + % .

11 1 11
{_02 1 2}+§.{_]_27_2}:

[casest, (rand, 0(1),1(1),¢)] =

—

Summing up, in this section we have introduced the calculus we will use in the
following of the thesis: RSLR; we showed its properties and so we have a calculus for
probabilistic polynomial time computation that is perfect to model cryptographic
primitives, protocol and potential adversaries. Now we are interested in observing
relations between terms of RSLR, in particular we want to find out a method that
proves the impossibility to observe differences between two terms.

So, we start from the following chapter, where we will talk about equivalence of
terms in RSLR and how to prove them in way easier than the quantification over all

possible observers.



3.2. EXAMPLES OF PROGRAMS IN RSLR




Chapter 4

Equivalences

In the previous chapter we described a calculus to probabilistic polynomial time
computation, RSLR; in this section we introduce different methods to compare pro-
grams written in RSLR, in particular we observe when we can say that to terms are

equivalent.

Why is this important? As we have seen in the introduction studying if two
programs are equivalent or not is a key point in security game-based proof, indeed
equivalence can be used to justify transitions from a game to another one. Intuitively,
we can say that two programs are equivalent if no one can distinguish between them
by observing their external visible behavior; a formalization of this intuition is given
by proposing the concept of contert. A contexts is defined by taking the syntax of
terms and allowing one or more subterms to be a special variable [-] that is called

hole.

In this thesis we will focus our attention on contexts with at most one hole, we
will work particularly on linear contexts, that are contexts in which the hole lies
outside the scope of any recursion operator; once defined the syntax of contexts we
will give a definition of context equivalence and then we will propose two different

methods that characterize it.
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The first method is based on traces; we will define how a term evolves by perform-
ing a trace and then we will observe the differences between two terms performing
the same trace. Even if this method does not solve the problem of a universal quan-
tification, it allows us to work with traces that have a structure which is simpler
than contexts.

The second method is based on a coinductive approach; we will define a labeled
transition system by using a Markov chain and then we will define a binary relation
called applicative bistmulation on it. The strong point of this method is that we
don’t have a universal quantification, furthermore this is a method that is sound
w.r.t. all contexts, even if they are not linear; the weak point is that this method is

sound but not complete as we will see later.

4.1 Linear Contexts

Definition 6 A context is a term with a unique hole, defined by the following gram-

mar:
Cu=t | [ | eC|ct|tc]oc)| o) | i)
| casea(C, t,t,1) | casea(t, C,C, C) | reca(C,t,t,t).

As we said before we focus our attention on linear contexts, indeed in order to
get a monlinear context we have to extend the grammar above with the constructs
reca(t,C,t,t),reca(t, t,C,t),reca(t,t,t,C), but, at the moment, this is not our inter-
est.

The purpose of contexts is to test terms and to find some difference between
them, so, given a term ¢ we define C[t] as the RSLR term we obtain by substituting
all the occurrences of [-], if any, with ¢. We consider only contexts that are non-

binding, it means that they can be filled only by closed terms, so, in order to be
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more precise we give a typing system for contexts as happens as for terms, by the

rules showed in figure 4.1. A judgment of the form I" - C[— A] : B means that C

F'Ht¢:A S ' C[~ A]: Str
Trizl:A  FIEASA T70Cl- A, 1(CI- A]), tail[Cl A]) - Str

A - C[-A]:bB—>C
A Ht:B Ay <:b
T;A1, Ay - Ct[-A]: C

x:bB, T+ C[—-A]:C
I'-Ae.C[-A]:bB—C

A Ht:bB—C ;A -C[-A]:Str T;Ts -t :B
A - C[HA]:B T As <:b IAsHtg: B Ay -t : B
F;Al,AQ = tC[I— A] : C F;Al,AQ,Ag,A4 = caseB(C, to,tl,té)[l— A] : B

Iy A =t Str A3 = Ci[-A]:B
A = Co[-A]:B T5A4 - C[-A]:B
T Ay, Ay, As, Ay caseg(t, Co, Cr, C)[- Al :

B

I'1; A1 = C[- A] = Str I',T9;I'3; A0 —t.: B
I'y,Is ty:cStr— HEB - B I',A; <:o
I'y,'3 ¢ :cStr -~ EB - B B o-free

T,T9,T3; Ay, Ay + recg(C, to, t1,t)[- A] : B

Figure 4.1: Context Typing Rules

must be filled only by a term of type A and, given t € TA we have C[t] € TE.

Now that the notion of a context is properly defined, we can give one of the

central notions of this thesis, the definition of context equivalence.

Definition 7 (Context Equivalence) Given two terms t,s such that - t,s : A,
we say that t and s are context equivalent iff for every context C' such that - C|
A] : Str we have that:

[C1i](e) = [CTs]T(e)
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What we are intuitively doing is taking all contexts and saying that two terms are
context equivalent if the probability that they return the empty string when filled
with the first one is the same than when they are filled with the second one; notice
that it is not restrictive to observe only the empty string as output, because we are
quantifying over all the contexts. Indeed if we suppose there exists a context C' such
that [C[t]](m) # [C[s]](m) for a certain string m, then we can immediately build
a context C’ such that [C'[t]](e) # [C’[s]](¢). By using some syntactic sugar we
have:

C'|-] ;== if (C[|-] = m) then € else 0

and so:
[CTt1I(e) = [C[H(m) # [C[s]](m) = [C"[s]](e)

As we said before, it is obvious that a quantification over all contexts, even if only
linear, requires an huge amount of resources, so we need to find a simpler method

to prove this kind of equivalence.

4.2 Traces

The first method we propose to characterize context equivalence is based on traces,

so first of all we give a definition of trace.

Definition 8 A trace is a sequence of actions of the form ay - as---a, such that

a; € {pass(v), view(m) | veV,me V¥ Traces are indicated with metavariables

like T,S.

Given a term t : A, what a trace intuitively does is to pass a value if the term is
a function or to observe it if the term is a string; for this reason we give a notion of

compatibility of a trace with a type.
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Definition 9 The compatibility of a trace T with a type A (we write T : A) is
defined inductively on the structure of A. The empty trace € is compatible with
every type; if A = Str then T = view(m), with m € V3, or T = ¢, otherwise, if
A = bB — C then traces compatible with A are in the form T = pass(v) - S with
ve VB and S is itself compatible with C.

With a slight abuse of notation, we often assume traces to be compatible to the
underlying type; furthermore we say that a trace is complete if it ends with the
action view(-) or incomplete otherwise.

But, what does it mean for a term ¢ to perform a compatible trace T? By the
probabilistic nature of our calculus we know that a term evolves to a distribution of
values, so when a trace passes a value or observes a string what it is actually doing is
passing a value to a distribution of functions or observing a distribution of strings.
By these reasons we think that it is more convenient to work directly with term
distributions, i.e. distributions whose support is a set of closed term of a certain
type A. We denote term distributions with metavariables like T, 8§ and we formalize
the effect that traces have on term distributions by introducing the following binary

relations:

e The first relation is defined between term distributions and is called = ; intu-

itively T = 8 iff T evolves to 8§ by performing some internal moves.

e The second relation is defined between term distributions and is called =; it

models internal and ezternal moves.

e Finally we define a third relation —" between term distributions and real num-

bers, it captures the probability of a term distribution to accept a certain trace.

Furthermore we will sometimes use the relation — to indicate a single internal or

external move. These three relations are defined inductively by the rules in figure
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S T =5 {(\x.t;)P) T=8 8§=1U
T =T J —Spass(v) (v })P) T =S
T =% {(m,)"} t— {(t)"}
S I 2 (O =S

Figure 4.2: Binary Relations Rules

4.2.

The following gives basic, easy, results about the relations we have introduced:

Lemma 4.1 Let T be a term distribution for the type A. Then, there is a unique
value distribution D such that T =* D. As a consequence, for every trace T com-
patible for A there is a unique real number p such that T T p. This real number is

denoted as Pr(T,T).
Proof:

e Suppose that T is normal, i.e. all elements in the support are values, then we

have T = D and then the thesis.

e If 7 is not normal then there exists a set of indexes J such that {(t;)" };e; € T
aren’t values. We know by a previous lemma that for all j € J there exists a
unique D;, value distribution, such that ¢; || D, in a finite number of steps.
So, if we set D = T\{(¢;)" }jes + 2jcs i - Dj we have T =* D with D normal
and we can say that for all T there exists 7’ normal such that T =€ J".

For example if we consider T = {(casesy(rand,0,1,¢))z, (0)2} we have that

casesy (rand, 0,1, ¢€) is not a value, but we know:

casesy (rand, 0,1,¢) I} {(0)2, (1)7}
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so if we set
D~ (@4 + 505 O} - (@ ©}

we have T =* D, with D value distribution.

e Given T = S - pass(v) we have by induction hypothesis that T =° {(\z.t;)?¢}.
Then, by performing the action pass(v) we have T =5Pass() {(¢,{v/.})Pi}  but,
by applying the previous point there exists 7’ normal such that {(¢;{v/z})P} =*
77 and then by the binary relations rules we have T =5?2() 7 normal distri-

bution.

e Suppose now that T = S - view(m) then we have by induction hypothesis
T =5 T = {(m,;)"} with 7’ unique; so, if we perform the action view(m) we

S-view(m

have T — ) p = > i —m Di, that is unique by construction.

[]
Now that we have defined the meaning of a term distribution to perform a trace

we are able to give the definition of trace equivalence.

Definition 10 Given two term distributions T,8 we say that they are trace equiv-

alent (and we write T =T 8) if, for all traces T it holds that:
Pr(7,T) = Pr(8,T)

In particular, then, two terms t,s are trace equivalent when {t'} ~T {s'} and we

write t ~T s in that case.
It is easy to prove that ~T is an equivalence relation.
Proposition 4.1 Trace equivalence is an equivalence relation.

Proof: We have to prove that trace equivalence is reflexive, symmetric and transi-

tive.
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o ~T is Reflexive:
For all T we have Pr(T,T) = p and p is unique. So for all T compatible,
Pr(7,T) = Pr(7,T) and then T =T T.

o =T is Symmetric:
For all 7,8, if T ~T § for all T compatible, Pr(T,T) = Pr(§,T), then
Pr(8,T) =Pr(7,T) and so § ~T 7.

o =T is Transitive:
For all 7,8, U if T ~T 8,8 ~T U then for all compatible traces T we have
Pr(7,T) = Pr(8,T) and Pr(8, T) = Pr(U,T). But this means Pr(T,T) =
Pr(U,T) and so T ~T U

L]
We list now some of the properties of trace equivalence, that will be useful in

the following.

Lemma 4.2 Given two term distributions T,8 such that T ~T 8§ then we have:
1. If T= T then T' =T 8.
2. If T —Ps(0) T and § —P2s(V) 8 then T' ~T §

Proof:

1. If T = 7’ then by the binary relations rules we have T = J’. But, for all
traces T we have that Pr(T, T) = Pr(T,e- T), this means:

Pr(T,T) =Pr(T,e-T) = Pr(7,T)
and so we have that if P = P’ then for all traces T:
Pr(7,T) =Pr(7,T) = Pr(8, T)

and so T/ ~T 8.
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2. This point comes by the fact that we quantify over a smaller set of traces.
Indeed if we suppose by contradiction that J’,8" are not trace equivalent then

there exists a trace T such that Pr(7’, T) # Pr(8’, T), but if this is true then:
Pr(T,pass(v) - T) =1-Pr(T,T) # 1-Pr(8',T) = Pr(8, pass(v) - T)

so we have that T, 8 are not trace equivalent and then a contradiction.

4.3 Full Abstraction

As we have seen, it is easy to prove that trace equivalence is an equivalence relation.
The next step, then, is to prove that trace equivalence is compatible, thus paving the
way to a proof of soundness w.r.t. context equivalence. Unfortunately, the direct
proof of compatibility (i.e., an induction on the structure of contexts) simply does
not work: this happens because the operational semantics we defined does not allow
to observe how a term behaves in a context and so we have a lack of information
that makes the proof impossible. Following [19], we proceed by considering a refined
semantics, defined not on terms but on pairs whose first component is a context and

whose second component is a term distribution.

Definition 11 A context pair is a pair of the form (C,T), where the first term is
a context C[ A] : B and the second is a term distribution such that all terms are
of type A. We define a (context) pair distribution P = {(C;, T;)P'} as a distribution
over context pairs such that for all i we have = Ci[ A] : B and T; : A.

We say that a pair distribution P = {(C;, T;)?"}is normal if for all ¢ and for all
t € S(T;) we have that C;[t] is a value.
The purpose of using this approach based on pairs is to separate the reduction

of the contexts and the evolution of the term distributions in order to observe that
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the trace equivalence is preserved; by this reason we will observe how a pair (C,T)

evolves following a trace step-by-step, and so we give a one-step semantics, defined

by the rules in figure 4.3. and a small-step semantics, by the rules in figure 4.4.
The following tells us that working with context pairs is the same as working

with terms as far as traces are concerned:

Lemma 4.3 Given a context C' and a term distribution T if C|T] — {(C;[T:])P*}
then (C,T) — {(C;, T;)P}

Proof: The proof is given by observing the possible reductions.

e Suppose C' to be term ¢, so we have C|T] = t. If it reduces t — {(¢;)"*}, then
we have by the one step rules (¢,T) — {(t;, T)}.

o If C =[] then C[T] = T so if T reduces, we have T — TJ’, By the one step
rules we have ([],7) — {([-],T")'}.

e If the context is in the form Cv, we have that if C' = A\z.C” then

ClTv — {(C"{/=}[T])'}
Similarly:
(Cv,T) = {(C'{7/=},7)"}

Otherwise if C' = [-] then:
[TTvo — {(T)'}

but, similarly:

(o, T) = (1.7}

e The other cases are similar, a simple application of the one step rules.
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‘J‘_)pass(v) J
([],7) _,pass(v) ([1, 7)1 (A\z.C, T) —P2ss(0) {(C{v/a}, T)'}

. . T = {(m;)"}
(m,T) =Y 1 @, T) >0 e
(C,T) = {(C;,T;)P'} (C,T) = {(C;,T;)Pt} (C,T) — {(Cy, Ty)Pi}

(0(C),T) = {(0(C2), Ti)P} - (U(C),T) = {(1(Ch), T)P}  (tail(C), T) — {(tail(Ci), Ti)" }

t—{(t)"} T—-7
(t,T) = {(t:;, To)"} ([L7) = A1 T)

(C, (J') _,pass(v) {(C/7 T’)l}
(Cv, T) = {(C", 7)1}

(C,T) — {(Cy, TP} - {(t)"}  C[v] value, Yo € S(T)
(Ct,T) = {(Cit, T;)Pi} (Ct,T) = {(Ct;, )P}
(C,T) = {(C;,T;)Pt} t— {(t:)P'}
(vC,T) = {(vC;, T;)P*} (tC,T) = {(t::C, T;)Pi}
(C,TYeV

(\2.C),T) = {(C{v/=}, T} (A\z.t)C, T) = {(t{C/a}, T)1}

t— {(t:)"}
(casea(t, Co, C1, Ce),T) — {(casea(ts, Co, C1, Ce), T;)Pi }

(C,7) = {(Cy, TP}
(casea(C, to, t1,te),T) — {(casea(C;, to, t1,tc), T;)Pi}

(CaseA(Oﬁv OOaClacE)a‘I) i {(003‘3-)1} (CaseA(lim’ C07017C€)7T) - {(Clv‘I)l}

(C,T) = {(C;,T;)Pi}

1
(casea(€, Co, C1,Ce), T) = {(Ce, 7)) (reca(Cito, 11, t0), T) — 1(reca(Ci, o, t1,£))P%, T;)P )

Figure 4.3: Context Pairs: One-Step Semantics




4.3. FULL ABSTRACTION

P :>S ﬁP’ :P/ = ﬂ)”
P => P

P=cP

P =5 {(C, TP} (Ch, T;) =P {(CF, TN
P =Srasslv) {(CF ThyPi}

P => {(m;, T} (C,7) = (G5, 7)™
P —S-view(m) Zi;mi:mpi P+ {(C, ‘J‘)p} =P+ {(Cz, ‘J’z)ppl}

Figure 4.4: Small-Step Rules

Lemma 4.4 Suppose given a context C, a term distribution T, and a trace S. Then
if (C,T) => {(Cy, TP} then C[T] =° {(C;[T;])P}. Moreover, if (C,T) —> p, then
Pr(C[T],S) = p.

Proof:

o If S = ¢, we know that if C[T] =¢ {(C;[T;])?'} also (C,T) =° {(C;, T;)?}

because the correspondence is preserved by internal reductions.

e If S = S - pass(v) then we have C[T] =% {(C;[T;])"} and, by induction
hypothesis (C,T) =% {(C;, T;)P"}. For all i, if C; = [] then

CT] = T, -0 (7)1}

but, similarly:
(Ci, T3) = ([], T) =P {([], 70}
Otherwise, if C;[T;] = A\z.C{[T;] then
Az Ci[ T3] =P (O} [T:)')

Similarly:
(MG, T;) =P {(CH{v/a}, T2)'}
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and so the thesis.

o If S =5 view(m) with S’ incomplete trace, by the previous point we have
that C[T] =% {(m,)?"} and (C,T) = {(m;, T:)"*}. So we have
1, ifm, =m;

Pr(C,S) =) pi- (m,[T;] »Y ) = >, - 0’ e

, it m; # m;

= S0 ((my, T) —YE) = (€, T) 3

L]

But how could we exploit context pairs for our purposes? The key idea can be
informally explained as follows: there is a notion of “relatedness” for pair distri-
butions which not only is stricter than trace equivalence, but can be proved to be
preserved along reduction, even when interaction with the environment is taken into

account.

Definition 12 (Trace Relatedness) Let P,Q be two pair distributions. We say
that they are trace-related, and we write PV Q if there exist families {C;}ier, {Ti}ier,
{8i}ier, and {p;}ier such that P = {(C;, T;)'},Q = {(Cy, 8;)P} and for every i€ I, it
holds that T; ~T §,;.

The first observation about trace relatedness has to do with stability with respect
to internal reduction; before going into the details of the proof we observe the
different cases in which a couple (C,T) reduces to a distribution {(C;, T;)?}.

In the following we analyze the four situations in which a couple reduces and the

basic cases.

1. Term Distribution Reduction
This is the case in which we have a reduction inside the hole without interaction

between the term distribution and the context, that is the case in which the
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derivation starts from the premise T — J:

T->7 T->7
(L1, T) = A1, 7' (W[, T) = { @[], 7"}

T T T T

([']ta T) - {([]t7 Tl)l} (CaseA([']7 lo, 11, té)? T) - {(CaseA([']v lo, 11, te), (‘T/)l}

T->7
(reCA([']>t0’t17t6)>7) - {(reCA(['LtO?tlvt€)>TI)1}

2. Mixed Reduction

This is the case in which the context passes some value v to the term distri-

bution. These derivations start from the premise T —P2s(v) J7,

rJ'_)pass(v) T j’_)pass(v) I

([]va) - {([]771)1} (CaseA([']Uﬂt(J?tlvte)?T) - {(CaseA([']vt()?tlvt6)7Tl)l}

T _ypass(v) a7
(reCA([']Ua t07 tl) t6)7 ‘I) - {(reCA([']7 tO? tl7 t6)7 T,)l}

3. Reduction Without Observation
This is the case in which the context reduces without interacting with the term

distribution. These reductions starts from the premise ¢ — {t!*}.

t — {th} t — {9} t— {t'"}  Cisavalue
(t,7) — {(t:, T)""} (tC, T) — {(t:C, T)"} (Ct,T) = {(Ct:;, 7)™}
t—{t'}

(casea(t, Co, C1,C,),T) — {(casea(t;, Co, C1,Ce), T)Pi}

4. Reduction with Observation

This is the case in which the term distribution is a string distribution and so
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the context is allowed to observe it. These reductions start from the premise
T={m'}.
T = {my’} T = {m}}
(L1, 7) = {(my, 7)™} (O([-]), 7) — {(O(my), 7)™}

T ) 7= )
AT > (0w T7) @il 7) — {(elm,) )7}

T = {m}'}
(Az.t[-],T) — {(Az.t m;, T)P}

T = {m}'}
(casea([], to, t1,te), T) — {(casea(m;, to, t1,tc), T)P }
T = {m}'}
(reca([-] to, t1,tc), T) — {(reca(my, to, t1,tc), T)P}

Notice that, after the observation, the context becomes a family of simple

terms.

Now we can go into details and prove that relatedness between two pair distri-

butions is preserved by internal reductions.

Lemma 4.5 (Internal Stability) Let P,Q two pair distributions such that PV Q,
then if P = P’ there exists Q' such that Q = Q" and P'vVQ’.

Proof: Let’s see all the possible reductions of a pair distribution P

1. Term distribution reduction, (C,7T) — {(C,7")'}.
By definition we know that, given (C,T)? € P, there exists (C,8)? € Q such
that T ~T 8. Then by the trace equivalence properties we know 7’ ~T §, so

we have:

P= P =P\(C, T} U {(C,T)"

and obviously P'VQ
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2. Mixed Reduction (C,7T) — {(C',T")'}
This is the case in which the context passes a value to the hole, then we have
a transition with probability 1. Suppose P 3 (C,T)? — {(C’, T")?} then there
exists Q 3 (C, 8)P — {(C’,8')P}, because the context are the same by definition

and " ~T &' by the trace equivalence properties. Then we have:
P =P =P(C T o{(C,T)Y
Q= Q= Q{(C,8)7} v {(C, 8"}
with P'vQ'.
3. Reduction without observation (C,T) — {(C;, T)?}.

By definition we know that there exists (C,8)? € Q that reduces the same way,

so we have:
P= P =P\C T} (G, T
Q= 9 = Q{(C,8)} v {(Cy,8)"}
and obviously P'VQ'.
4. Observation Reduction (C,T) — {(¢;, T)¥}.
Suppose that T = {(m,;)?’}, then we can also suppose that 8§ = {m?} and

T ~T 8 (Otherwise we have 8§ —* 8 = {m}'} with T ~T § by the trace

equivalence properties). Then we have:
P = PO, TP} o (5, T5)P
Q= Q{(C,8)"} v {(t;, 8;)"}
but T ~T 8 so we have p; = ¢; for all j and so the thesis.

L]
Once Internal Stability is proved, and since the relation = can be proved to be

strongly normalizing also for context pair distributions, one gets that:
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Lemma 4.6 (Bisimulation, Internally) If P, Q are pair distributions, with PV Q
then there are P, Q" normal distributions such that P =P, Q = Q" and P'VQ'.

Proof: The proof comes from the fact that, given P if it is not normal, there is P’
normal such that P =* P’ and by the previous lemma we have P’VQ. Then if Q
isn’t normal we can repeat the procedure and get Q" such that Q =* Q" and P'VvQ’.
L]

The next step consists in proving that context pair distributions which are trace
related are not only bisimilar as for internal reduction, but also for external reduc-

tion:

Lemma 4.7 (Bisimulation, Externally) Given two pair distributions P,Q with
PvQ, then for all traces S we have:
1. If P =°> R, with R normal distribution, then Q => W, where RYW and W is a
normal distribution too.
2. If P> p and Q —> ¢ then p = q.
Proof: We act by induction on the length of S.
e IfS = ¢ then by lemma 4.6 we get the thesis. Suppose now S = S'-pass(v) then
we have by induction hypothesis: P =% {(C;, T;)P'}ier and Q =% {(C;, 8;)P }ier

with T; =T 8, for all i € I and the two pair distributions normal. But, by the

one-step rules we have only two possible derivations for an action pass(v):

rJ'_)pass('U) T’
(Az.C,T) —»pass(v) {(C{”/x},T)l} ([1,7) __,pass(v) {([_]77/)1}

Soifweset J={je I|C;=A.Ci},K ={ke I]|C;=[]} we have:

P =S CLT)P Y+ {([]. T 2= {(0a.C), 807} + {([], 81)™)

At this point, if T, —P2®) T} and §;, —P*>*) 8/ we know T}, ~T 8, for all k,

so by using the one step rule we set:

Pr= (O}, TPy AL T Q= (G, 85)7} + {(L], S™)
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and we have P =5"Pass(v) P/ Q 5pass(v) O with P’V Q”; and so by applying

lemma 4.6 we get the (1) thesis.

e Suppose now S =S’ - view(m).
By induction we know that P =3 {(m;, T;)?*},Q =% {(m,, 8;)"} with T; ~T 8,

for all + € I and that the two pair distributions are normal. So we know:
P =% {(m;, TP} 2= {(my,8,)"}
So we have:

P |_>S/~view(m) p= Z 2 Q Hs'.view(m) q= Z Dj
m;=m

m,;=m

and so p = ¢q
L]

Lemma 4.8 Given two term distributions T,8 such that T ~T 8, then for all con-

texts C, for all traces S we have: Pr(C[T],S) = Pr(C[8],S)

Proof:

o If the trace S doesn’t end with the action view(:) then Pr(C[T],S) = 1 =
Pr(C[8],9).

e Otherwise we know that (C,T) —° p, we can write Pr((C,7T),S) = p, and by
Lemma 4.7 we know (C,8) —° p. But by Lemma 4.4 we know Pr(C[7T],S) =
Pr((C,7),S) = Pr((C,8),S) = Pr(C[8],S) and then the thesis.

We are now in a position to prove the main result of this section:
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Theorem 4.1 Trace equivalence is a congruence.

T s then for all

Proof: We have to prove that, given two terms ¢, s such that ¢t ~
contexts C, we have that C[t] =T C[s], i.e., for all traces S we have Pr(C[t],S) =
Pr(C[s],S). But by Lemma 4.4 and Lemma 4.7 we have, indeed, that Pr(C|[t],S) =
Pr((C,{t'}),S) = Pr((C,{s'},S) = Pr(C[s],S), because the two pair distributions

{(C,{t'H'} and {((C,{s'}))'} are trace-related. |
Corollary 4.1 (Soundness) Trace equivalence is included into context equivalence.

Proof: If t =T s, then by the previous theorem we have that for all contexts C
we have C[t] ~T C|s] and this means that if we choose a trace T = view(e) then
we have [C[t]](e) = Pr(C[t],view(e)) = Pr(C[s], view(e)) = [C[s]](e), and so the
thesis. ]

Theorem 4.2 (Full Abstraction) Context equivalence coincides with trace equiv-

alence

Proof: For any admissible trace T for A, there is a context Ct[-] such that Pr(¢, T) =
[Ct[t]](€), which can be proved by induction on the structure of A. ]

4.4 Typed Relations and Applicative Bisimula-
tion

As we already discussed, the quantification over all contexts makes the task of prov-
ing two terms to be context equivalent burdensome, even if we restrict to linear
contexts and we cannot say that trace equivalence really overcomes this problem:
there is a universal quantification anyway, even if contexts are replaced by objects
(i.e. traces) having a simpler structure. It is thus natural to look for other tech-

niques. The interactive view provided by traces suggests the possibility to go for
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coinductive techniques akin to Abramsky’s applicative bisimulation, which has al-
ready been shown to be adaptable to probabilistic A-calculi [30, 17].

Applicative bisimulation is a typed relation defined on a Labeled Transition
System, so in this section we will start by introducing the concept of typed relation
and some useful propertis, then we will present the Labeled Transition System on
which we define the applicative bisimulation and we will show that it is a sound
method to prove that two terms are context equivalent (even if the context is not

linear), but not complete.

Definition 13 We define a typed relation R as a family R = {RR}r.a, where each
relation RY is a binary relation on Tp.

Given two terms t,s € TR we write T =t R s : A to say that they are in relation

RA.
Definition 14 Let R be a typed relation, we say that R is:

o Reflexive: If for all t € TR we have ' =t R t : A.

o Symmetric: I[f 't R s: A impliesI' s Rt:A.

o Transitive: I[f Tt R s:Aandl'+—sRr:Amplyl'—tRr: A

The other concept which plays a key role in typed relations and then in this work

is compatibility.

Definition 15 We define a typed relation R compatible if it satisfies the the fol-

lowing conditions:

1. For allx :aA el
'z Rax:aA

2. Forallt, s,z

Nr:aA+HtRs:B = I' Xt R )r.s:aA—B
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3. For all ty,1t5, 51, 89

F;All—tlthQ:aA—»B AN F;AQI—SlfRSQIA =
= I A, Ay - t1s; Ritgsy B

4. For allt, ty,t1,t.,s, 580,51, S::

ARt Rs:Str A T A tg R sg: A
ATt Rs1:A AT AHE. Rs.: A =
= T A, Ay, Ay, AL - casea(t, to, t1,t.) R casea(t, to, t1,t:)

5. For all t,ty,tq,t., s, S0, S1, Se:

Fi; At Rs:Str A T, To-1tg R sg:oStr—HBA > A A
Fl,rg [ tl R S1 oStr - A - A A Fl,FQ,Fg;AQ [ ts R Se - A =
= F17F27F3;A17A2 = reCA(tathtlatE) R reCA(tathtbts)

A relation R is said a precongruence relation if it is transitive and compatible; if a
precongruence relation is symmetric we call it a congruence relation.

Another important concept when we talk about binary relations is the open
extension of a relation R; in order to define it we need to introduce the I'-closure of

a term.

Definition 16 Given a typing context I' = x1 : a;Aq, ..., x, : a,A,, we call a map
I'-closure.

Given a term t such that I' =t : A then we write t§ to indicate the term obtained by
subsitituting the free varibles of t by the I'-closure &.

Definition 17 If R is a typed binary relation, we define the open extension R, by
saying that two terms t, s, such that I' —t,s : A are in relation R,, we write t R, s,

iff for all T'-closures & we have — t& R s& @ A.
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As we said before, applicative bisimulation is defined on a Labeled Transition

System, so now we introduce the LTS we choose: the Labeled Markov Chain.
Definition 18 We define a Labeled Markov Chain as a triple M = (S, L, P) where:

o S={(t,A) | teTA} It {(v,A) | v e VA} is the set of states and it is composed
by the disjoint union of the set of terms and values coupled with their type.

e L = {eval, pass(-),view(-)} is the set of labels. The labels pass(-),view(-) rep-
resent the same concept we used in traces, the eval label is the evaluation of
a term to a value (It will be more clear when we will define the probability

measure P ).

o P:(S,A)xLx(S,A) = Ryoq is a probability measure; it returns the probability
to pass from a state of the Markov chain to another by a certain label. It is

defined as follows:

P
P
P

A),eval, (v,A)) = [t](v)
Az.t,aA — B), pass(v), (t{/=},B)) =

((t,
((
((x, Str) view(m), (m, Str)) = 1
((m

P((m, Str), view(m)’, (m, Str)) =0

Now we are able to give the definition of applicative bisimulation.

Definition 19 Given a Labeled Markov Chain M = (S,L,P) a probabilistic ap-
plicative bisimulation s an equivalence relation R between the states of the Markov
Chain such that, given two states t,s we have t R s : A if and only if for each

equivalence class E modulo R we have:
P((t,A),l, E) = P((s,A),l, E)

We say that two terms are bisimilar if there exists a bisimulation between them.
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We give an alternative definition of applicative bisimulation which is equivalent

to the previous one but it will be more useful in the congruence proof.

Definition 20 A probabilistic applicative bisimulation is defined to be any type-
indexed family of relations {Ra}aeca such that for each A, Ra is an equivalence rela-

tion over the set of closed terms of type A, and moreover the following holds:

o Ift Ra s, then for every equivalence class E modulo the relation Ra, it holds
that [t[(E) = [s](E), where [{](E) = X[t (v).
o If (A\x.t) Raag (Ax.s), then for every closed value v of type A, it holds that

(t{¥/=}) Re (s{¥/=}).
e /fm Rsy n, then m = n.

It is possible to prove that the greatest applicative bisimulation exists [30, 17],
it consists of the union (at any type) of all bisimulation relations and it is denoted
with ~. We call ~ (applicative)bisimilarity and we can generalize it to a relation

~, on open terms by the usual open extension.

How do we prove that bisimilarity is included in context equivalence? We prove
that ~, is a congruence by using the so called Howe’s method, a general way for
establishing congruence properties of a relation. Given a binary relation R, Howe’s
method consists in defining a lifting of this relation R, which is easy to prove that
is compatible; it is simple to see that R € R¥ so, by showing that R¥ < R we will

prove that R = R and so if R is a congruence also R is.

Definition 21 We define Howe’s lifting ~% of the bisimilarity ~, by the rules in

the following:

H

" b1 ~, $1
m~,t T ~ot t~7's drs~r "
H H to ~' 89 8189 ~T
m"’ot x~ot )\xthr 2 o 2 2
* (o]

titg ~Hr
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t~Hg t~H

o) o) S
H H H H
t[) ~5 S0 te ~o Se t() ~s S0 te ~o Se
H H
ty ~ s1 casea(s, S, S1,8¢) ~ 7T t1 ~2 s1 reca(s, So,S1,8) ~ 7T

NHT-

casea(t,to, t1,t) ~H r reca(t, to, t1,te) ~F

(e}

It is easy to prove that for every binary relation R in RSLR the following results are

valid.

Lemma 4.9 If R is reflezive, then R is compatible. Moreover if T -t R s : A
then T =t R s: A and so R is reflexive.

Proof: This is proved by induction on the structure of ¢. ]

Definition 22 We define (RE)* as the transitive closure of R by the following

rules:
t REs HRDHTs  s(RE)*r
t(RI g (R

Proposition 4.2 If R is reflexive and compatible then also (R)* is compatible

Proof: The proof is given by induction on the derivation of (~)*. ]

So we know that ~, is an equivalence relation, so is reflexive and then ~ is com-

patible; but ~Z is also reflexive and then (~X)* is compatible. Our goal is now to
show that (~H)T =~ but since we defined ~, as the union of all bisimulations it
is sufficient to prove that (~)* is a bisimulation to obtain that inclusion. The first

step to reach this result is given by the following lemma.

Lemma 4.10 (Key Lemma) Given two terms t,s, we have:

H

(e}

o If-t~"s:aA— B, then for all E € TS o/ n equivalence class modulo ~

it holds that [t](A\z.E) = [s](\z.E).

o Ifi—t~H s:Str, then for all m € V¥ we have [t](m) = [s](m).
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Proof: We work by induction on the derivation of [¢].

e Suppose t is a value. If ¢ = m’ by Howe’s derivation rules we know that

Fm' ~ s iff:

that means m’ ~, s and then for all m e V>,

[m'](m) = [s](m)

So the thesis. Similarly, if ¢t = \z.t', by Howe’s derivation rules we know:

t~Hg \ps' ~,s

vt ~H g

So, given E € T3 ,/.n we have:

1, ift' e E; 1, if s e E;
/ ) ) ) )
[Met'|( Az E) = = =
0, otherwise. 0, otherwise.

=[\z.s'](\z.E) = [s](A\z.E)

H

e Suppose now ¢ = caseas(t’, t),t],t.), then:  casesag(t', 1), t],t.) ~5 s :

aA — B, which is derived from:

t~

H

/ ! ! H
tO ~s S0 te ~o Se

! H o/ [ANPN N/}
th ~5 sy caseaasg(s, sp, ST, Se) ~ s

VY Y Y H
caseia(t’, 1), t],tL) ~7 s
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Then for all E € T2,/ # we have by induction hypothesis:

[tl(A\x.E) =[casean s (t', ty, t1, t)](A\x.E) =
=[Ot (. E) +Z[[t]] (0m) [to] (£ +Z[[t]] (1m) [t ])(E) =

=[sT@[s](rz.E) +Z[[S']] (0m) [so] (£ +Z[[S']] (1m) [1](E) =

=[s](A\x.E)
If t = cases, (t', t), t},t.) : Str the proof is similar to the previous case.

e Suppose now t = tit, : aA — B and so we have - tit, ~% s:aA — B that is
derived from:

tl ~, 51

°m

tQ Ngl SS9 S182 ~T

tity ~

We have to face two different cases: ty € TS and ty € TP, If ¢, € TS then

for all E € T2 ,/.n we have:
[t1(\z.E) =[tit2](A\x.E) =

= > [Ll@) | Y X IOy Oe.E) | =

’ Str aA—-B ref
m'eV EreViicr r

= > [Llw) [ D) [LIOyE)E{=/}](\z.E) | =

’ Str aA—B
m'eV Ere Vy :aStr

= Z [s2] (') Z [s1](Ay. EN[EAn/y}](Ax.E) | =

/ Str aA—B
m/eV Ere\/y St

=[s182](\x.E) = [s](\x.E)
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If t, € TP then we have:

[ (Oa.E) = [tito] Oa.E) =

= D 2l | > YWyl (aE) | =

D aA—B
Evevz:cc veky ETEVy:cC—»D reky

= Y BIO=E) | Y B0 BB O E) | -

D aA—B
EUEVZ:CC E”’evy:cC—>D

= ) [s00=E) Y, [sdOw-EDE L=/} |(Aa.E) | =

D aA—B
Evevz:cc Erevy:cCaD

= [s182](A\z. E) = [s](\z.E)

The case t = tity : Str is similar to the previous one.

H

e Finally, if ¢t = recaas(t', 1), 1], t.) then we have - recoag(t, 1), 1], t.) ~5' s

which is derived from:

! H _r

t~J s

! H ! H
ty ~5 So t. ~o S,

/ H [N N N
t) ~ 51 recaams(s’, sy, S1,SL) ~ s

Y Y Y | H
reCaA*)B(t 7t0,t1,t€) ~5 S




4.4. TYPED RELATIONS AND APPLICATIVE BISIMULATION

then for all E € VB, /_n we have:

[t](A\x.E) = [recaas(t’, ty, t], 1) ] (2. E) =
= [t (Az.E)+
+ > [#1(0m) [(£60m) (recans(m, £, £}, )} (Aa. E) +

meVStr

+ 2 [FT(Lm)[(¢) 1) (recanp (m, 13, £, £) ] (Ae. E) =

= [T [s](Az.E)+
+ D [51(0m)[(s50m)(recanp (m, 5, 51, )| (Az.E)+

meVstr

+ D [$1(Qm)[(s) 1m)(reconp (m, 1, 51, 5))[ (A2 E) =

meVstr

= [s](A\z.E)
The case t = recsy (t', 1), t],t.) is similar to the previous one.

So we have the thesis. H

Theorem 4.3 (~H)* is a bisimulation.

o

Proof: We work by induction on the derivation of (~Z)* proving that (~Z)*

satisfies the three points of the definition above. This, in particular, relies on the

Key Lemma. ]
Theorem 4.4 Bisimilarity is a congruence.

Proof: The proof comes easily from the fact that (~2)* is a congruence. Indeed it
is transitive and symmetric by definition and also compatible. By the definition of
(~T)* we have that ~,S~H< (~7)* but the theorem above tells us that (~2)*

(e}

is a bisimulation, and that it must be included in ~,, the symmetric and transitive
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closure of all the bisimulations. So we have ~, (~)* A (~H)* c~, which means
that ~,= (~)* and we get the thesis, namely that ~, is a congruence. O

As usual, being a congruence has soundness as an easy corollary:
Corollary 4.2 (Soundness) Bisimilarity is included in context equivalence.

Is there any hope to get full abstraction? The answer is negative: applicative
bisimilarity is too strong to match context equivalence. A counterexample to that
can be built easily following the analogous one from [30]. Consider the following
two terms:

t = Az.if rand then true else false
s = if rand then (Az.true) else (\zx.false)

where we have used some easy syntactic sugar. It is easy to show that ¢t and s are
trace equivalent, thus context equivalent. On the other hand, ¢ and s cannot be
bisimilar. This, however, is not the end of the story on coinductive methodologies
for context equivalence in RSLR. A different route, suggested by trace equivalence,
consists in taking the naturally definable (deterministic) labeled transition system
of term distributions and ordinary bisimilarity over it. What one obtains this way
is a precise characterization of context equivalence. There is a price to pay however,
since one is forced to reason on distributions rather than terms.

Summing up, in this chapter we started to compare RSLR terms, discussing
about equivalences; we showed how we can use traces to compare terms instead of
arbitrary contexts and obtain the same results. Furthermore we propose a different
approach based on coinduction, the applicative bisimulation, which is easier, due
to the fact that eliminates the universal quantifications, but too strict; indeed we
propose an example that reveals that this method is not complete. In the following
chapter we will relax our constraints and observe a method to evaluate distances

between terms, so that we are able to say how different two terms are.
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Chapter 5

Metrics

In this section we move from equivalences to metrics. As we have seen we consider
two programs t, s equivalent when for all linear contexts C' we have that the proba-
bility that C[t] outputs the empty string is ezactly the same of C|[s]; we also proved

that this is equivalent to observe the probability to perform all traces.

Actually, we can easily notice that asking exactly for the same probability is a
constraint which is too strong; in security and cryptography what we are requested
to prove is that an adversary is not able to distinguish between two program, so
this means that if the adversary is provided of a limited power of calculus it is not
necessary that two programs behave exactly in the same way, what we need is that

they are similar enough so that he can’t distinguish between them.

For this reason, in this section we generalize the concept of equivalence by defin-
ing a notion of distance between programs so that we can evaluate how far two
programs are, and this will be useful to declare how an adversary is able to separate
them. The first step will be the definition of two distances, the first one based on
contexts and the second of traces; then, in order to prove that the two distances are
the same we will show that it is necessary to make a small change on the structure
of traces, in particular we will show that it is necessary to modify the argument of

the action view(:).

7
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5.1 Context and Trace Metrics

Definition 23 The context distance is a function 85 : TA x TA — Rpo,17 defined for

every type A such that, given two terms t,s € TA we have:

05(t,s) = sup | [C[t]](e) — [C[s]](e) |

+C[-A]:Str
For every type A the function 45 is a pseudometric on the space of closed terms,

indeed it is obvious that:
o 0°(t,5) = 0iff t ~C s,
because for all C' we have [C[t]](e) = [C[s]](e)-

o 0C(t,5) = 6%(s, ),
by the property of absolute value.

o 0C(t,5) < 6C(t,r) + 0%(r, s),

indeed we have:

05(t,s) = sup | [C[](e) = [Cls]l(e) | =

FC[+A]:Str
= chﬁ]g [CTtIT{(e) = [Clr]l(e) + [CTrIl(e) — [Cls]l(e) | <
<}—C[S}P£:Str| [CTtIT(e) = [CTr]l(e) | + FCFE/F]:StJ [CTr]I(e) = [Cls]le) | =

=0x(t,r) + 35(r, 5)

With §¢ we refer to the family {5 }aea.

Now by using a similar reasoning we can give the definition of trace distance.

Definition 24 For every type A we define trace distance the function 6" such that

o« TA x TA — Ryo 1) and, given t,s € TA:

6a(t,s) =sup| Pr(t,T) — Pr(s, T) |

T:A
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It is easy to realize that §' is a pseudometric; we have:

o 0i(t,s)=0iff t =T s,
because for all T we have Pr(¢, T) = Pr(s, T).

o §T(t,5) =08 (s,t),
by the property of the absolute value.

o 0T(t,s) < (t,r)+ 07 (r,s).

Indeed we have:
5T (t, s) zsgp| Pr(t,T) — Pr(s,T) | =
= sgp| Pr(t, T) — Pr(r, T) + Pr(r,T) — Pr(s,T) | <
< sgp| Pr(t,T) — Pr(r,T) | + SLT1p| Pr(r,T) — Pr(s,T) | =
=05 (t,7) + Ox (7, 5)
We refer to 7 to the family {64 }aca and now we show some properties of the
trace distance 6" applied on term distributions.
Lemma 5.1 Given two term distributions T, 8 such that 67 (T,8) = d then we have:
1 IfT =T then §7(7",8) = d.
2. If T =pass(v) 7 8 —=pass(v) 87 the we have 61 (T7,8') < d
Proof:
1. If T = T we have by the small-step rules that 7 =¢ 7’ and then:
Pr(T,T) =Pr(T,e-T) = Pr(T,T)

so, if for all traces T we have that Pr(7, T) = Pr(7’, T) then we have the thesis,
6T(T,8) =67(T",8).



5.2. FULL ABSTRACTION

2. It comes from the fact that the quantification is over a smaller set of traces,

so the distance can’t be greater.

5.2 Full Abstraction

How do we proceed if we want to prove that trace metric coincides with context
metric? Could we proceed more or less like in the equivalences case? The answer
is positive, but we need to be careful, let’s observe the following example. Suppose

T, 8 be two string distributions such that:

It is easy to evaluate the trace distance between T and 8 that is: ' (7, 8) = d, but,
what about the context distance 0“?. Let’s consider the context C[— Str] : Str:

C = CaSeStr(['] € Qv Q)

We have:

1

[C[TT] ={(e)7 >4, (0)7 >}
[C[8]] ={(e)2. (0)2}

ando so: 6¢(7,8) =2-d > 46"(7,8).

The solution is a slight change on the definition of traces, in the action view()
instead of observing a single trace, we need to observe a finite set of strings M. Fur-
thermore we need to find something that plays the role of compatibility, since the
latter is a property of equivalences and not of metrics; in metrics the corresponding

of compatibility is non-expansiveness. A distance 0 is said to be non-expansive iff for
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every pair of terms ¢, s : A we have that §(C[t], C[s]) < d(¢, s) for every C[ A] : B.

The way we prove §' is non-expansive is similar to the way we prove that ~T
is a congruence, that is by using pairs of the form (C,T), (C,8); what we need to

change is the notion of relatedness, we need to adapt it to the case of distance.

Definition 25 Given two pair distributions P,Q, we say that they are d—related,

we write PV 49, if there exist:
o {Ci}icr contexts, {T;}ier, {Si}ier term distributions.
o {t;}jes terms, {T;}ie,,{8;}jes term distributions,

o {Ti}ieh {pj }jeJ7 {Qj }jeJ with

Z’l"l'zl—R, ZPJZZQJZR

iel jeJ jeJ
such that:
P ={Ci, T)" Yier 0 {(ts, TP Yjeu
Q = {(C3, 8:)" Yier v {(t5,8;)% }jes
and:
0T(T:,8:) < d 1> pi—gl<R-d
jeJ

Foralliel,Jc J.

So now, the goal is to prove that this relation is preserved by internal and external

reductions.

Lemma 5.2 (Internal d-stability) Given two pair distributions P, Q with Pv;Q
then if there exists P such that P = P then there exists Q' such that Q = Q" or
Q= 9Q and P'v, Q.
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Proof: The pair distribution P can reduce to P’ in different ways: let’s prove the
statement for all the cases. The first two cases are simple, because they represent
transitions that happens with probability 1. The other two cases are more compli-
cated, because they involve probabilistic reductions and so we have to check that
d-relatedness is preserved evaluating the differences between the variuos probabili-

ties.

1. Term distribution reduction, (C,7T) — {(C,7")'}.
By definition we know that, given (C,T)" € P, there exists (C,8)" € Q such
that 67(7,8) < d. Then by the trace metric properties we know §' (7", 8) < d,

so we have:

P= P =P\(C,T)}u{(CT)Y}
and obviously P'v;Q

2. Mixed Reduction (C,T) — {(C",T")'}
This is the case in which the context passes a value to the hole, then we have
a transition with probability 1.
Suppose P 3 (C,T)" — {(C',T")"} then there exists Q 3 (C,8)" — {(C",8")"},
because the contexts are the same by definition and §7 (7", 8') < d by the trace
distance properties.

Then we have:

P =P =P\(C,T)}u{(C, TV}
Q= Q= Q\{(C,8)} u {(C,8")}

with {P,VdQ,.

3. Reduction without observation.
We have to consider two different cases: a context reduction and a term re-

duction.
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(a) Context reduction (C,T) — {(Ck, T)™ }rex-
By definition we know that there exists (C,8)" € Q that reduces the same

way, so we have:
P= P =PC,T)}u{(Cr, 7)™ rex

Q = Q, = Q\{(C, 8)7} ) {(Ck,S)T'Tk}kEK
and obviously P'v,Q'.

(b) Term reduction (¢,7T) — {(tx, Tr)™}.

In this case we need to be careful, we have:
P={(Ci, T)" bier v {(t;,T5)" }jes

Q= {(Cs,8:)" Vier v {(tj,8;)7}jes

With Zie[ Ty = 1—R.
Suppose that there exists j* € J such that t; — {(t)™*}rex (it is the
index of the term that reduces), then, if we set J' = J\{j'} we have:

P=P ={(Ch,T)  Vier v {(t;, T)P s O {{th, Te)P" ™ brer

Q=9 ={(C;,8)  Yier v {(t;,8;)% }jes U {(tr, Sk) Y " }rerc

Now, if we take J < J' U K we have:

Y pi—agl=l D pi—a+ D pi—g¢l=

jeJ jeJnJ’ jeJnK
=l X pi— @+ Y b=y TR =
jeJnJ! keKnJ
= > =g+ 0y —ap) Y, il <
jeJnJ’ keKnJ

= X pi—g+ Wy —a)l=1 ), pi—gl<R-d

jeJnJ’ jeJnJ
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4. Observation Reduction (C,T) — {(t;, T)"} e, where p; = T(m,).
Suppose there exists ¢ € I such that Ty = {Qﬁ-’j Ve
We can also suppose that 8, = {mgj }jes (Otherwise we have 8, —* 8!, =
{m? }je,r with 07(Ty,8],) < d by the trace distance properties).
So, if we set I’ = I\{i'}, we have:

P= P ={(Ci,T) tier Aty TP Yyes  {ty, Te) T Y e

Q= Q= {(Ci,8:) " hier v {(t5:87)" Yjes © {(t5,84) " }jeur
We know Y., 7 =1 — (R +74), so, given J € J U J' we have:
[ Dopi—al =l X —at Y, reepy =gl <
je/J jeJnJ jeJnJ’

<d'R+|7’Z’/ Z p]—qj|<dR+dTl/:(R+’f’Z/)d

jeJnJ’
because if we set M = {m,},c 7, we have
| > pi— qil = | Pr(Ty, view(M)) — Pr(S, view(M))| < d
jeJnJ’

[

Lemma 5.3 (d-Relatedness, internally) Given two pair distributions P,Q with
Pv4Q then there exist P', Q" normal pair distributions with P = P and Q = Q'
such that P'v 49"

Proof: The proof comes from the fact that, given P if it is not normal, there is P’
normal such that P =* P, and by the previous lemma we have P’v;Q. Then if Q
isn’t normal we can repeat the procedure and get Q' such that Q =* Q' and P'v4Q’.
(]

Lemma 5.4 (d-Relatedness, Externally) Given two pair distributions Pv4Q then

for every trace S:
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1. If S is incomplete then there exist P', Q" normal pair distributions such that

P =50 and Q =° Q' with P'v,Q'.
2. If S is a complete trace then if P =°p and Q =° q we have | p — q| < d.

Proof: We act by induction on the length of S first by proving the first case and

then the second one.

1. If S = € then we get the thesis by the previous lemma.
If S=5'pass(v) then by the small-step rules we have

P =P = {(C, T) ier v {(Axty, P))P jes

Q=% 0" = {(C;,8;) bies U {(Aw.t5,8;)% }jes

and by induction hypothesis we have P'v;Q’.
By the small step rules we know that the action pass(v) is allowed only if
C=Xe.C"or C=[]and T = {(Az.ty)P}.

So if we set
by the small-step rules we have:

P =P P = (O} To) e © (L], T bier, © {(t {2}, 7)) Yjes
Q' =) O = {(C{e}, 8) Vier W A([], 81 hier © {(t5{%e},87)" jes

but by a previous lemma 6 (77, 8}) < d so we have evidently P"v,Q” and by

1)

applying the previous lemma we get the thesis.
2. If S=79"-view(M) is a complete trace then we have by induction hypothesis

P =P = {(m;, T }jes, Q=9 = {(1m;,8,)%}jes
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with P'v;Q" and R = 1 (Because there are no r;).

By the small-step rules we know that

fP/ '_)view(M) p= Z P Ql '_)view(M) q = Z 4

j?@j EM j?@j EM

So if we set J = {j € J | m; € M}we have:

p—al=1>pj—ql<1-d
jeJ

by definition of d-relatedness

Now we can prove the result of non-expansiveness.

Theorem 5.1 (Non-expansiveness) Given two term distributions such that 67 (7,8) =

d then for all contexts C we have that 67 (C|T],C[8]) < d.

Proof: In order to get the thesis we have to prove that for all traces S we have that
| Pr(C[7],S) — Pr(C[8],S) | < d

e If S doesn’t end with the view(+) action then we have: | Pr(C[T],S)—Pr(CI[8],S) | =
|1-1]=0<d

e Otherwise we have that (C,T) > p; = Pr(C[7],S) and similarly (C,8) >
p2 = Pr(C[8],S). But it is clear that {(C, T)'}v4{(C,8)'}, and so by lemma 5.4
we have: | p; — p2 | < d and then the thesis.

[

Once proved that the trace metric §7 is non-expansive w.r.t. linear contexts we

can prove that the context metric 6¢ is less or equal than §7, that is:

Theorem 5.2 For all t,s, we have: 6°(t,s) < §'(t,s).



5.2. FULL ABSTRACTION

Proof: By the previous theorem we know that, if 7(¢,s) = d then for all context
C, we have 6" (C[t], C[s]) < d; so:

3°(t, s) =Sgp| [CTel](e) — [CLs]I(e) | = Sgpl Pr(C[t], view(e)) — Pr(C[s], view(¢)) | <

<supd' (C[t], C[s]) < d

As a corollary of non-expansiveness, one gets that:
Theorem 5.3 (Full Abstraction) For allt,s, §7(t,s) = §%(t, s).

Proof: §7(t,s) < §(t,s) because by the full abstraction lemma for all traces T
there exists a context Ct such that [Cr[t]](€) = Pr(¢,T) and so the quantification
over contexts catches the quantification over traces.

The other inclusion, §¢(¢,s) < d'(¢, s), is a consequence of non-expansiveness.

(]

Summing up, in this section we propose two different notions of distance between
terms, based on context and traces, in order to evaluate how different two RSLR
terms are; we proved that these two definitions of distance actually coincide but we
had been forced to slightly modify the definition of the action view() on traces, and
we showed why by using a concrete example.

The results of this chapter are the basis of the following one, where we will pro-
pose a characterization of Computational Indistinguishability by a parametrization

of context and trace distance.
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Chapter 6

Computational Indistinguishability

In this section we show how our notions of equivalence and distance relate to com-
putational indistinguishability (CI in the following), a key notion in modern cryp-
tography. This is the core point of my thesis, because this characterization is the
first step towards the simplification of cryptographic proofs, by the use of adversary
in the form of traces, rather than the more complex use of a PPT algorithm A.
First of all we will give the formal definition of computational indistinguishabil-
ity then, after having observed the similarities with context distance we will give
a parametric definition of context equivalence that, in the case of terms of type
Str, coincides with CI. At this point we will offer a parametric definition of trace

equivalence that will be proved to be the same of parametric context equivalence.

6.1 Parametric Context Equivalence

Definition 26 Two distribution ensembles {D,}nen and {E,}nen (where both D,
and &, are distributions on binary strings) are said to be computationally indis-

tinguishable iff for every PPT algorithm A the following quantity is a negligible!

LA negligible function is a function which tends to 0 faster than any inverse polynomial (see [22]

for more details).

89
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function of n € N:

Pr (A(xz,1") =€) — Pryce, (A(z,1") =¢)

2D,

It is a well-known fact in cryptography that in the definition above, A can be
assumed to sample from x just once without altering the definition itself, provided
the two involved ensembles are efficiently computable ([22], Theorem 3.2.6, page
108). This is in contrast to the case of arbitrary ensembles [23].

The careful reader should have already spotted the similarity between CI and
the notion of context distance as given in Chapter 5. There are some key differences,

though:

1. While context distance is an absolute notion of distance, CI depends on a

parameter n, the so-called security parameter.

2. In computational indistinguishability, one can compare distributions over strings,

while the context distance can evaluate how far terms of arbitrary types are.

The discrepancy Point 1 puts in evidence, however, can be easily overcome by turn-

ing the context distance into something slightly more parametric.

Definition 27 (Parametric Context Equivalence) Given two terms t,s such
that - t, s : aStr — A, we say that t and s are parametrically context equivalent,

we write t ~$ s iff for every context C such that — C[+ A] : Str we have that:
[[CTE™]](e) — [CTLs1™T](e)]

15 negligible in n.

This way, we have obtained a characterization of CI:

Theorem 6.1 Let t,s be two terms of type aStr — Str. Then t,s are paramet-
ric context equivalent iff the distribution ensembles {[t1™]}nen and {[s1™]}nen are

computationally indistinguishable.
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6.2 Parametric Trace Equivalence

How could traces capture the peculiar way parametric context equivalence treats
the security parameter? First of all, observe that, in Definition 27, the security
parameter is passed to the term being tested without any intervention from the
context. The most important difference, however, is that contexts are objects which
test families of terms rather than terms. As a consequence, the action view(-) does
not take strings or finite sets of strings as arguments (as in equivalences or metrics),
but rather distinguishers, namely closed RSLR terms of type aStr — Str that we
denote with the metavariable D.

So now, given a term t : aStr we define the probability of ¢ to satisfy the action
view(D) as t —>view(®) Y. ltl(m) - [Dm](e). Roughly speaking, the term ¢ evaluates
to a string distribution and the observation of this distribution is performed by the
distiguisher; the probability that it outputs the empty string € is the probability that
the term ¢ satisfies the action view(D). Furthermore, a trace T is said parametrically

compatible with a type A = aStr — B if T = pass(m) - S with S : B.

Definition 28 Two terms t,s : A are parametrically trace equivalent, we write
t =T s, iff for every trace T which is parametrically compatible with A, there is a

negligible function € : N — Ryg 1) such that:
|Pr(t, pass(1™) - T) — Pr(s, pass(1™) - T)| < e(n)

The fact that parametric trace equivalence and parametric context equivalence are
strongly related is quite intuitive: they are obtained by altering in a very similar

way two notions which are already known to coincide (by Theorem 5.3). Indeed:

Theorem 6.2 Parametric trace equivalence and parametric context equivalence co-

incide.
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The first inclusion is trivial, indeed every trace can be easily emulated by a context.
The other one, as usual is more difficult, and requires a careful analysis of the be-
havior of terms depending on parameter, when put in a context. Overall, however,

the structure of the proof is similar to the one we presented in Chapter 4.

The first change comes from the fact that the behavior of the terms we want
to analyze depends on the security parameter, so basically we will not test a term
distribution as in the equivalence and metric, but a we will work with a family of
term distribution. This means that, if we want to compare two term ¢, s : aStr — A
what we did before was to consider the term distributions T = {(t)'},8 = {(s)'},
what we do now is to consider two families that we call parametric term distributions
T = {Tnew, S = {8 }nery, where T™ = {(¢1™)1}, 8™ = {(517)!} for all n. Notice that
7,8 are families of distributions of type A; so, given a trace T, compatible with
A we have that a family of term distributions T +—T &, where £ : N — Rpo,1] and
&(n) = Pr(T™,T).

At this point, the definition of parametric trace equivalence can be lifted to
parametric term distributions: we say that two parametric term distributions 7,8
are parametrically trace equivalent, if for all trace T such that T —T £, 8 —T ;i then

there exists a negligible function € : N — Rpg 17 such that for all n € N we have

We write T ~T 8.
Lemma 6.1 If T ~1 § then:
1. If T — T then T ~T 8.

2. If T =pass(v) 7 8 —pass(v) & fhepn T ~T 8.
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6.3 Full Abstraction

So now, in order to obtain the full abstraction, our goal is to prove that parametric
trace equivalence is a congruence w.r.t. linear contexts, that is to prove that, for all
contexts C[A] : B, if ¢, s : aStr — A; are parametrically trace equivalent, than also
My.Cty] =1 M\y.C[sy]. As we disclosed before the way we prove it is similar to the
previous cases: we work with pairs of the form (C,T) and we want to prove that if
T ~T 8§ then also (C,T) ~T (C,8). Notice that a pair (C,T) is actually a parametric
pair, indeed (C,T) = {(C, T")}nen. In order to prove the property of congruence we
will work with parametric pair distributions as P = {(C;, T;)P'}; given a trace T we
have that P T & if {(C;, T?)Pi} T £(n) for all n € N. The definition of parametric
trace equivalence is naturally extended to parametric pair distributions.

The first step towards the congruence proof is to show that if C' is an evaluation
context then, given T ~1 § such that T, 8 : Str, then we have (C,T) ~I (C,§); we

prove it by using the following lemmas.

Lemma 6.2 Given a parametric term distribution T : Str — A and a context C[i-

Al : B then for all traces T = pass(vy) - pass(vs) - - - pass(vy) - view(D) we have:
(C, ‘j‘) T f — (Cvlv2 U, tj’) ., view(D) 5

Proof: We work by induction on the length of T. If T = view(D) then it is obvious.

Suppose now T = pass(v) - S - view(D), then we have two different cases:

1. If C = A\z.C" then we have (C,T) —P2) {(C'{v/.}, T)'}.
Similarly (CvS,T) — {(C"{v/=}S,T)'}.

But now, by the induction hypothesis we know
(Cl{v/ac}, ‘j~) ,_,Sview(D) 5 — (C'{U/x}S,‘j') L, Vview(D) &-

and so the thesis.
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2. Suppose now C = [-] then we have ([-], T) —P>®) {([-], T)'}.
Similarly ([-]JvS,T) — {([-]S, T")'}.
Then by the induction hypothesis we have:
([]754) _,Sview(D) 5 — ([]S, j-l) ., Vview(D)

and so the thesis.

[]
Lemma 6.3 Given two parametric term distributions T, 8 of type string with T ~1 §
then for all evaluation contexts C such that - C[r Str] : B we have (C,T) =~ (C, §).

Proof: Given a trace T = pass(v;) - pass(vq) - - - pass(vy,) - view(D) if we consider the
distinguisher D' = \x.C[z]v vy - - - v, then we have:
(C, :j-) T 5 — ﬁ- L, view(D") f

(C 8) T o= S |_>V|ew (0") m

L]
We can extend this result to parametric pair distributions.
Proposition 1 Given P = {(C;, )P}, Q = {(C;, 8;)P*}, two parametric pair distri-
butions such that, for all i, C; are evaluation contexts, T;,8; : Str and T; ~T S, then
we have P ~T Q.
Proof: For all i we know that (C;,T;) =~ (C;,8;); it means that, given a trace
T, if (C;, 7)) =7 &,(C;,8;) =T p; there exists a negligible function ¢; such that

[€i(n) — pi(n)] < &5(n).
So we have by definition P —T & =Y p;-&, QT p =, p; - u; = and then for all

n:

€(n |—|sz &(n sz pi(n |=|Zpi-(&(n)—ui(n))|<
<ZP¢ & (n) — pi(n) <Zpi'5i(n) < e(n)
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for a certain negligible function e. O
The last step is proving that the previous proposition is valid for all context
C, so, before giving the proof we we give, as in the previous cases, a definition of

relatedness between pair distributions.

Definition 29 Given P = {(Ci, T)P}ier, Q = {(Cy,8:)%}icr, we say that they are

parametrically related, and we write PV,Q if they can be written as:

P =m0 P+ {(Cr, Te) * hrexc

jeJ
Q=179+ {(Cr, 85) " brex
jeJ

Where for all j we have j’j ~T'0Q and for all k we have Ty, ~T §;.

The idea behind this definition is that we say that two pair distributions P, Q
are parametrically related if we can split each one into two subdistributions, P =
Py + P, Q = Q; + Q, such that P; and Q; are parametrically trace equivalent and
Py, Q, are made by couples where the contexts are the same with the same probabil-
ity and the term distributions are parametrically trace related. Notice that, by this
definition, if (C, T), (C,8) are two couples where C' is an evaluation context with the
hole of type Str and T ~T §, then by lemma 6.2 (C,T) and (C, 8) are parametrically
trace equivalent and so included in P; and Q; respectively. The same happens if C is
a term; indeed we have that for every trace T, Pr((¢,7T), T) = Pr(¢t,T) = Pr((¢,8), T),
so (t,T) ~T (¢,8) and then (¢,T) and (¢,8) are included in Py, Q; respectively.

Our goal is now to prove that parametric relatedness is preserved by internal

and external reduction.

Lemma 6.4 (Internal Parametric Stability) Given P,Q such that Pv,Q then
if P= P then P'v,Q or there exists Q' such that Q = Q' and P'v,Q'.
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Proof: As in the previous case we study all the possible reduction of P.
If the reduction is made by one of the ), = P} with h € J then we have:

P= P = Z ri P+ Ph o+ {(Cry Th) ™ hrer
jeJ\{h}

Q = 2 7"]' . Q]’ + Th . Qh + {(Ck,gk)n“}ke[(
jeJ\{h}
but we know P, ~T Q) and so P'v,Q.

Suppose now that the reduction is made by a pair (Cj,T;,) with h € K. As ob-
served before C}, is not an evaluation context of the form +— C[ Str] : B, so we can
exclude reductions with observation from the possible cases. Then we have these

possibilities:

e Term distribution reduction.

Suppose T, — T%. Then we have:

PP =1 P+ {(Cr Ti) * hrercvgny + {(Ch, T3)™)
jeJ
Q= ZTJ' Q4+ {(Cr, 81) ™ ervny + {(Chy Su)™}
jeJ

We know T, ~T'§;, and so P'v,Q.
e Mixed Reduction.

In this case we have (Cy,, T3,) — {(Cy,T4)'}, so, by the fact that Cj, is the same

for P and Q we can say that (Cy, 8,) — {(C},8})'} and T}, ~T 8.

So we have:

— If O} is a term or an evaluation context and T}, 8} : Str, if we set J' =
JU R}, Pn = {(Cy, TN, Q, = {(Ch,8))} then by lemma 6.3, Py, ~T Qy,
So:

PP =1 P+ {(Cr Te) * Sreriny

JeJ!
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0= 0 = Z 75+ Qi + {(Cr, 8k)™ brerc\iny

jeJ’

— Otherwise:

P=P = Z 7+ P+ {(Cry Ti) * Yrerviny + {(Ch, T)™
jedJ
Q=0 = er Q5 4+ {(Chy 81) ™ herviny + {(Ch. 8)™}

jeJ

and so the thesis.

e Reduction without observation.
Suppose now (Cy,Ty) — {(C/, 7)) }ier; by definition we have (Cy,8,) —
{(C{,Sl)T;}leL where ‘j} = ih, Sl = Sh forallle L.

So now:

— If 73, 85, : Str, then we set:

Ly ={le L | (] is an evaluation context or a term}
Lo = I\L,

P ={(C],T)"} with l € L,

Q, = {(C],8)'} with [ € L,

and we have:

PP =D P+ Y1) P {(Cr T beer + {(CFLT)™ ier

jeJ lely

Q= Q' =>r- Q5+ > -1t U+ {(Chy 8 dker + {(C1, 8)™ e,

jeJ lely

— Otherwise we make a similar procedure but we set Ly = {l € L | C] is a term}.

so by the fact that for all [ € Ly, P; ~1 Q; and for all [ € Ly, T; ~T §;, we have
that P'v,Q'.
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[

Lemma 6.5 (Parametric relatedness, Internally) Given P,Q such that Pv,Q
then there exists P', Q' normal, such that if P = P and Q = Q' then P'v,Q'.

Lemma 6.6 (Parametric Relatedness, Externally) Given P, Q : A with Pv,Q,
then for all incomplete traces T, there exist P, Q' normal, such that P =T P',Q =T

Q" and P'v,Q'.

Proof: We work by induction on the length of the trace.
If T = e then by lemma 6.5 we get the thesis.
If T=S"-pass(v) the we have:

jD :>S Z’T’j . j)j + {(Ck,(j'k)rk}ke[(

jeJ
Q=5 Y00+ {(Cro 84 hrex
jeJ
with P; ~1 Q; for all j € J and Ty ~T §; for all k € K.
Then we know P; —Pss() j’;-, Q; —Pass(v) Q;- but j’;- ~T Q;- by the properties of ~T.
Similarly (Cy, Tp,) =P {(Ch, T, (Ck, 8i) =P {(C4, 8,)'} with T), ~T 8! for
all ke K.

So we have:
P =Spass(v) P _ Z T 333 +{(Cr, T) ™ hrere
jeJ
0 =550 @ = 37y 0 {(Ch 8" beer
JjeJ
But P'v,Q’ so by applying lemma 6.5 we get the thesis. ]

Now we are able to prove this result.

Theorem 6.3 Given P, Q such that Pv,Q, then P ~T Q.
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Proof: We want to show that for every trace T = S - view(D) we have Pr(P, T) =
Pr(Q,T).

By lemma 6.6 we know that there exist P’, Q' normal, such that P =° Q’, Q =5 ¢
and P'v,Q'.

So we have P' = {(C;, TP}, Q' = {(C;,8;)%}, but both distributions are normal
and of type Str, that means C; = [~ Str] and J;,8; normal or C; = m,.

If P'v,Q' then we have P’ = P4 + P, and Q' = Q +QY, but all the contexts are strings
or evaluation contexts with the hole of type Str, so we can say that 53’2 = Q’2 =,

that means P’ = P} ~1 Q4 = Q. ]

Corollary 6.1 Parametrically trace equivalence is a congruence w.r.t. linear con-

text.

Proof: Given t,s : aStr — A, such that ¢ ~] s, we want to show that for all context
C[~ A] : B then \y.C[ty] ~T \y.C[sy].

We set T = {T%nen, S = {8%}nen, with T2 = {(t1™)1}, 8" = {(s1™)'}, and P =
{(C.T)'},Q ={(C,8)'}, with P* = {(C,T)1},Q™ = {(C,8")'}.

It is obvious Pv,Q, so for every trace T such that P —T & Q —T p there exists a
negligible function ¢ such that for all n € N we have |{(n) — u(n)| < e(n).

So we get:

| Pr(\y.C[ty], pass(1™) - T) — Pr(Ay.C[sy], pass(1?) - T)| =
= [Pr(Ct1*], T) — Pr(C[s1™], T)| = [{(n) — p(n)]

N

< e(n)

and so the thesis. ]
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Chapter 7

Applications

In this chapter we will give some applications of our method to real cryptographic
situations. As we talked in the introduction, in order to analyze a cryptographic
primitive or a protocol, we need to use a standard approach based on four points:
we need to define the security property we want to prove, we need to define a
realistic model of a potential adversary, then we need to present a formalization of
the cryptographic primitive or protocol under study and finally we need to prove

that the security property reduces to a particular assumption.

7.1 A Simple Encryption Scheme

The first case we are going to analyze is a cryptographic primitive for the encryption
of a message; first of all we need to define the security property we want to prove,
that is secrecy. We formalize this property by saying that the encryptions of two
different messages are indistinguishable.

This is a common assumption in cryptography and it is called IND-CPA (Indis-
tinguishability against Chosen-Plaintext Attack), indeed if an adversary is not able
to distinguish between the encryption of two different messages, that are chosen

by himself, it means that he can’t take any information of the plaintext from the
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cyphertext and so secrecy is certain. The second step is the definition of a real-
istic model of the adversary, so we consider all the probabilistic polynomial time
algorithm A, that are encoded in our system by linear context C'.

Now, we introduce the cryptographic system under study. Consider, as an ex-

ample, the two terms
t = An.( Ak Az \y.ENC(z n) k)(GEN n) s = An.(Ak.\x.\y.ENC(y n) k)(GEN n)

where ENC is meant to be an encryption function, GEN is a function generating a
random key and z, y are two deterministic function that return a string whose length
depends on the security parameter. We can prove that the two terms are paramet-
rically context equivalent if ENC is the cryptoscheme induced by a pseudorandom

generator. We propose:
ENC = Am.\e.m @ (G k) : aStr — bStr — Str

where G : Str — Str is a pseudorandom generator.

Now, in order to prove our security property, that is that ¢ and s are indistin-
guishable, we need to reduce to a particular assumption. We will prove that the
indistinguishability between ¢, s can be reduced to the indistinguishability between
the pseudorandom generator GG and a real random generator R. Going into detail

we consider:
PRG := An.(Ak.G k)(GEN n) RND := An.(Ak.R k)(GEN n)

where PRG is a pseudorandom generator, RND a random generator.

We will show that if we are able to distinguish between ¢ and s then we are able to
distinguish between PRG and RND; but, by the fact that a pseudorandom generator
and a random generator are indistinguishable by definition, we get a contradiction

and so it can’t be possible to distinguish between ¢ and s.
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Suppose t,s aren’t indistinguishable; then there exists a trace T = pass(f) -

pass(g) - view(D), with f, g : aStr — Str, such that:
| Pr(t, pass(1™) - T) — Pr(s, pass(1™) - T)| > &(n)

for all € negligible function.

If GEN 1" — {(k)}es(@ 1») We have:
{ o POBSIE) (17 @) (G K™ e 1

s ") 2025 ((g176) (G W)™ hes(c

and then we have:

e(n) <| Pr(t, pass(1?) - T) — Pr(s, pass(1™) - T)| =
= > nPEr@ G- D pe- D (gD (G K)e)| =

keS(GEN 1m) keS(GEN 1m)

=[¢(m) — p(n)|

for all £ : N — R negligible functions.

Given a random generator R, we can say by the properties of one-time-pad that
[D(f1" @ (1 k)] (e) = [D(g1" @ (1 k))](e) = v(n)

So we have that for all n:

e(n) < l¢(m) — pm)| = [{(n) —v(n) + v(n) — p(0)| < [{(n) — v(n)| +|v(n) — p(n)|

This means that at least one between |{(n) — v(n)| and |v(n) — p(n)| is more than
negligible. Now, we call GEN™" : aStr — Str the inverse function of GEN, that given

a string k returns the security parameter string 1*; this way we can build

Df = Az.D ((f(GEN™'2))®2) Dy =A2D ( (g(GEN'2))®2)
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At this point, we consider:

Pr(PRG, pass(1™) - view(Ds)) = Z I
keS(GEN 1m)

= Z Px

keS(GEN 1m)
=¢{(n)

Pr(RND, pass(1™) - view(Ds)) = Z Dx
keS(GEN 1n)

= Z Pk

keS(GEN 17)
= v(n)
and we have:
| Pr(PRG, pass(1™) - view(Ds)) — Pr(RND, pass(1")
Funrthermore:

Pr(PRG, pass(1™) - view(D,)) = Z I
keS(GEN 1m)

= Z Px

keS(GEN 1m)
= p(n)

Pr(RND, pass(1™) - view(Dg)) = Z Dk
keS(GEN 1n)

= Z Dx

keS(GEN 1m)
= v(n)
and we have:

| Pr(PRG, pass(1™) - view(Dg)) — Pr(RND, pass(1™)

so we have that at least one trace between pass(1”) -

separates PRG and RND and this is a contradiction.

- [De(G K)](e) =

-[D(F1* @ (G K)](e) =

- [De(R k)] (e) =

-[D(f1" @ (R K)](e) =

~view(Df)) | = [ {(n) — v(n) |

- [De(G K)](e) =

-[D(g1™ @ (G K)](e) =

- [Dg(R K)](e) =

-[D(g1™ @ (R K)](e) =

-view(Dg)) | = | p(n) —v(n) |

view (D) and pass(1™) - view(Dg)
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7.2 El-Gamal Encryption Scheme

We propose now another example to test our approach: the El-Gamal Encryption
Scheme.

In order to describe the El-Gamal encryption scheme we have to introduce some
different functions that are necessary to explain how the system works; we won’t give
in details the terms that represent these functions, but we know by the properties

of RSLR that they can be easily implemented.

e The first function we introduce is zr(n); this function takes in input the se-
curity parameter n and returns a random string lesser or equal than n (every
string can be seen as the binary representation of an integer). This function
is necessary because we will work with a finite cyclic group whose cardinality

can be different from a power of 2.

e The second function is the concatenation of bitstrings that we indicate with
o; this function takes in input two strings and return a string that is the
concatenation of the two received in input. We will use the notation m on for

om n.

e The last two function are 7y, m9: these functions take in input a string m and
the security parameter n and returns the string received in input without the
first (or the last in the case of m3) [log, n| bit of the string. For example we

have m;(mon) — n and me(mon) -» m

e Finally we have to suppose that we have the possibility to encode a function
that evaluates the exponential, we will write g™ for g raise to the power m and

a function that encodes multiplication ,we will write g; = go for g; times gs.

Now we are able to introduce the El-Gamal encryption scheme. Given a cyclic group

G of order n and generator g the El-Gamal encryption scheme is defined by the triple
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(GEN, ENC, DEC), where:

GEN =Xn.(A\z.g" o z)(zr n)
ENC =An. \m.A\pk.(Ay.(g? o pkY = mn))(zr n)
DEC =An.Ac.Ask.(mi(c) * ma(c) %)

where m : aStr — Str is a varaible for a function that returns a bitstring distribution
depending on the security parameter.

We can consider a cyphertext obtained by the El-Gamal cryptosystem as:
c = An.dm.(Apk.\y.(pk o g¥ o pkY = mn))(m2GEN(n))(zr(n))

that is the concatenation of the public key pk with g¥ and with the encryption of
the message pkY » m. In order to ensure the security of the cryptosystem we want
to prove that a cyphertext buildt by this system is indistinguishable from a string
where the final part (i.e. the encryption of the message) is chosen randomly, that
is:
rm = An.Am.(Apk.\y.\z.(pk o g¥ o g7))(meGEN(n))(zr(n))(zr(n))

The security proof of the El-Gamal encryption system is based on the DDH as-
sumpion: it says that an adversary in unable to distinguish between (g*, g¥,g?) and
(g*, gY,g%), with x, y, z chosen randomly. We convert this assumption in our language

by saying that, if:

DDH; =An.(Az.\y.g" o g¥ o g™)(zr(n))(zr(n))
DDHy =An.(Az.\y.\.2.g" o g¥ o g°)(zr(n))(zr(n))(zr(n))

then DDH; = DDHs.

Now, in order to prove that ¢ ~T rm we will show that if this is not true then
we will be able to distinguish between DDH; and DDH,. So, suppose there exists T
such that:

| Pr(c, pass(n) - T) — Pr(rm, pass(n) - T)| > ¢(n)
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for all £ negligible functions.

We have T = pass(f) - view(D) and, if fn — {(g™)""}mes(fn) then:

c :pass(n)-pass(f){(gx o gy o gXYer)le%Pm }x,yeG,ngS(m)

rm @PaSS(n)'PaSS(f){(gX oglo gz)“%}xayvzec

that means:
Pricpass(n) T)= 3 Lopn (& 0 o870 = €
x,y€G,gmeS(fn)
Pr(rm,pass() - T) = 3] 5+ ("o’ 0 g)(O) = (o

x,y,2€G

So if we consider T' = view(D") with:

D' = Aw.D((mw) o (m((m1w)) » f(GEN 'w)))

we have:

DDH, =>pass(n){(gx og’o gxy)“% }x,yEG

DDHy =P (g 0 g¥ 0 g7)a5 ., e
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and so:

Pr(DDH, pass(n) - T) = 3] 1 - IY(6" 0’ 0”)1(0) =

x,YEG

= ) é'ﬁm-[[D(gXogyogx”m)]](é)=€(1’1)

x,y€G,gmeS(fn)

Pr(DDH. pass(n) - T) = Y] 5+ [D(g" o’ og)](e) =

x,y,2€G
1 1 X y z+m
:ZE' Z H-pm-[[D(g oglog™™)(e) =
x,y€G zeG,gmeS(fn)
1 X z
=2 5 2, pme[D(gog og)(0) =
x,y,z€G gmeS(fn)
1 x z
= > 5 [D(g g’ og)](e) = u(n)
x,y,z€G

So we have :
| Pr(DDHy, pass(n) - T') — Pr(DDHy, pass(n) - T)| = |{(n) — p(n)| > e(n)

for all € negligible and so a contradiction.



Chapter 8

Conclusions

In this thesis we started from an overview of the actual scenario in the field of
cryptographic proofs; as we said cryptographic proofs are becoming more and more
complex so it is very difficult to give it by hand, furthermore, by this reason, it is

necessary to give the possibility to analyze the proof itself.

In order to help the cryptographer community, there have been developed several
approaches: we presented three of them based on formal methods, automated tools
and process calculi. As we have seen, the game-based proof is one of the most
used standard to give a cryptographic proof. A key point in such proofs are game
transitions, that needs to be justified; these transitions are often justified by saying
that the two games are computationally indistinguishable and this is the key point
of this thesis. We focus our attention on computational indistinguishability, and we

give a characterization of CI by using traces instead of arbitrary algorithms.

We started by studying notions of equivalences and metrics in a language for
higher order probabilistic polynomial time computation, that is very useful to model
primitives and adversaries. More specifically, we have shown that the discriminating
power of linear contexts can be captured by traces, both when equivalences and
metrics are considered. Moreover, we gave evidence on how applicative bisimilarity

is a sound, but not fully abstract, methodology for context equivalence.
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We believe, however, that the main contribution of this work is the new light
it sheds on the relations between computational indistinguishability, linear contexts
and traces. In particular, this approach, which is implicitly used in the literature on
the subject [38, 37|, is shown to have some limitations, but also to suggest a notion
of higher-order indistinguishability which could possibly be an object of study in
itself.

Finally we gave concrete cryptographic examples in which we proved the secrecy
of an encryption induced by a pseudorandom generator, by using the parametric
trace equivalence we defined; the result we offer is a formal reduction proof in which

each step is mathematically justified without external assumptions.

For what concerns real cryptographic applications, the careful reader should have
spotted some limitations to the method we propose. One of the doubt that arises is
about the linearity of the contexts; roughly speaking, this constraint doesn’t permit
to an adversary to copy the term he is testing. Endowing the observer with this
capability would allow him to pass different arguments to the same term and observe
multiple outputs; by this way it would be impossible for a simple trace to catch the
differences seen by the observer. This faculty is a common standard in cryptography,
where an adversary is allowed to do multiple (polynomially bounded) queries to an

oracle that implements a cryptographic primitive.

Another limitation can be found in the calculus itself, that doesn’t admit pairs
and projections. As seen in the El-Gamal example, we can overcome this restriction
in the case of terms of base type Str by postulating the existence of functions that
concatenate and separate bitstrings, but we are not able to manage the case of pairs
where terms are of higher order type.

A possible solution for both problems is the definition of a different framework,
a framework in which we don’t consider single terms but we rather work on tuples
of indexed terms [t1,...,¢"] [18]. In this framework traces are modeled so that they

take into account the index of the term we want to perform the action, for instance



if we want to pass a value v to the j-th term A\x.t/ the action will be in the form
pass(j,v); the observation can be performed only of all the elements of the tuple are
strings and it is made on the whole tuple, not on single values. Another feature of
this framework is the management of pairs by giving the possibility to split them
into new tuples; suppose to have a tuple of the form [..., (s, s9)7,..], then we insert

a new action unfold that split the pair into two different terms such that:
[, {51,890, .. ] »ufld [ 5] sk ]

so that we have a new tuple and we are able to pass argument to both terms of the

pair.

We conclude with a final consideration: Theorem 6.1 and Theorem 6.2 state
that two terms t,s : aStr — Str are computational indistinguishability if and only
if they are parametrically trace equivalent, but there is a question that naturally
becomes apparent: what happens if the type of the terms is a generic aStr — A
with A of higher order type? Actually, we don’t have a definition of higher order
computational indistinguishability present in literature (at any rate, we don’t have
a formal and precise one), so a comparison with parametric context equivalence is
difficult.

Furthermore, it seems that linear contexts do not capture equivalence as tradi-
tionally employed in cryptography already when A is a first-order type bStr — Str.
The simplest example can be found in the definition of pseudo-randomness which
can be spelled out for functions, giving rise to the concept of pseudorandom func-
tions [29]. Formally, a function F' : {0,1}* — {0,1}* — {0,1}* is said to be a
pseudorandom function iff F'(s) is a function which is indistinguishable from a ran-
dom function from {0,1}" to {0,1}" whenever s is drawn at random from n-bit
strings. Indistinguishability, again, is defined in terms of PPT algorithms having

oracle access to F(s). Having access to an oracle for a function is of course different



than having linear access to it. Indeed, building a linear pseudorandom function
is very easy: G(s) is defined to be the function which returns s independently on
the value of its input. G is of course not pseudorandom in the classical sense, since
testing the function multiple times a distinguisher immediately sees the difference
with a truly random function. On the other hand, if s is a term that returns n bits
drawn at random, the RSLR term tgs that implements the function G above can
be proved trace equivalent to a term r that returns a truly random function from
n—bitstrings to n—bitstrings.

However, investigating into higher-order computational indistinguishability is
out of the scope of this thesis, but we believe that these argumentations could be a

first step towards a formal analysis of this theme.
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