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Abstract

Reliable electronicsystens, namelya set of reliable electronic devices
connected to each other and workingrrectly together for the same
functionality, representan essential ingredi¢ for the largescale commercial
implementation of any technological advancemeriicroelectraics
technologies and new powerful integrated circuits provideoticeable
improvementsin performance and ceosffectiveness, andllow introducing
electronic systems in increasingly diversifiedntexs. On the other hand,
opening of newields of applicéion leadsto new, unexploredeliability issues

The develomentof semiconductor device modebnd at the meantime
the creation otlectricalmodels (such as the well knavPICE modelsable
to describe thelectricalbehaviourof devicesand circuitsis a useful means to
simulate and analyse the functionality of nelectronicarchitectures andew
technologies Moreover, it represents an effectivgay to point out the
reliability issuesdue tothe employmenibf advancedlectronicsystemsn new
apgication contexts.A fault analysis and modelindhave always been
important activities needed to improve quality and performance of electronic
devicesand circuits In this thesis mdding and design ofboth advanced
reliable circuits for generalpurpose pplications and device for energy
efficiencyare considered.

More in details amalyzing differentcontexts the following activities
have been carried ouirst, reliability issuesn terms of securityf standard
communication protocols in wireless sen networks araliscussed A new

communication protocas$ introduced, allows increasitige networksecurity



Xii

Second, a novel scherfw the ondie measuremertf either clock jitter
or process parameter variatiorss proposed The developedchemecan be
successfullyused for an accurate evaluation of both jitter and process
parameter variations aegligible area and power caosts

Then reliability issues in the field of Oenergy scavenging systbms®
been analyzed. Particularignaccurate analys&snd modeling othe effectsof
faults affectingcircuit for energy harvesting from mechanical vibratiaes
performed. The results of theperformed analyses havihan driven the
developmenbf a solution able to make tloércuit fault tolerancewith respect
to internal faults.

Finally, the problem of modeling thelectrical andhermal behavior of
photovoltaic (PV) cellsunder hotspot conditionis addresed Two models
have been developetlring thisactivity: a distributed electrical network able
to model the kectrical behavior ok PV cell and a thermal modélased on the
thermal properties of the materials usednmanufacturethe cells.The first
modelis useful to evaluate the electrical performance of the PV cell and to
extract the power dissipated when ig under hospot. The second model
allows estimating the temperature of thet-spotarea as a function of the time
interval during which the PV cell is undeot-spot taking as input the value of

the power dissipation provided by ttistributedelectrical model
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Chapter 1!

Introduction

In this short chapteg brief overview about the main topitsat will be
analyzed in thishesisandshown inthe nextchapterss given The emphasis is
placed on themportance ofmodelling anddesign forreliability applied to
advanced electronic systems and devic&sveral applicative contextsare
briefly descripted and;onsidering electronic circuits and devices used in these
contexts problems in termm of reliability are exposed The explorationof
faults, defects, and Ofailure conditionsGntefgrated circuits andevices for
energy efficiencythrougha circuital analysisthe development of modeksnd

electrical simulationdhas beerthe main motivatiorior this thesis.

1.1 Reliability andmodelling for electronic systems

The emerging new technologies provide ever more challenges to assure
the reliability d electronic devices. Thencreasing of even morehigh
performancentegrated circuits, with bower cost,in aless space (weightand
at the meantime with digher electronic circuits density in a singtdip, itOs
leading to the possibility to useicroelectronictechnologiesverywhereThis

makes the reliability an even more important issue.
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The reliability of electronic assemblies re@sra definitive design effort
that has to be carried out concurrently with the other design functions during
the development phase of the product. While of course, consistent high quality
manufacturingand all that its implies in term of design for assgméihd
design for testability is a necessary prerequisite to assure the reliability of the
device, only a design for reliability (DfR) can assure that the design
manufactured will be reliable in its intended applicatibns well known that
reliability is a requirement needed for any kind of electronic applicaion.
exampleit is important for devices in the aerospace field, or at same time for
biomedical applications.Not least it is important for Oenergy greenO
applicatiors or generalpurposeintegraed circuits, where very low faultrate
is requiredand process vations due to the fabricatiothat can affect the
device must beanalyzed andctivatedduring the testing phase.

First, this requiresan accurate analysis and madihg of eachfault effect
that canaffect the componerg of the circuit considered with particular
emphasido the faultsimpact o thedeviceperformance; the a design ofad
hoc solutionsthrougha preliminarydevelopment of modelsn orderto make
the devicehigh reliabé.

There are many intrinsic factors that are increasing the necessity to give
more attention to the DfFAs already mentionedf increasingminiaturization
and integration ofnicroelectronc technologieswith high design complexity,
hasprovidedsubstarial improvements in performance and eefediveness
for many applicationghis means also th#te presence okliability concerns
as those that can originate frotle parameter variationsccurring during
fabrication it is increasingly difficult toguarantee the availability of clock
signals with sharp edges, limited skew and jitted]l As well known, the
jitter on the clock signal is an undesired deviatath respect to the nominal
behaviorof the clock signal itselfAn exampleof clock jitteris shown in Fig.

1.1. This undesirable effeanay be caused by electromagnetic interference

(EMI), noise on the bias voltage used to supply the integrated ciacuit,
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phenomena of crosstalk with carriers of other signalsiside the

microprocessor.

clock

-~ 7" AT

Figure 1.1: Temporal behavior of the clock signal affected by jitter.

In the latesdigital electronicchips, this effectis one of the must important
factors that must be kept in mind duritihge desiqn, due to the negative impact
on theelectronicperformance that it can introduce Wiits presence.

Reliability issues are also of interest fatherapplications asfor example
the field of Genergy scavengingystemsOThe last decade has shown an
increased research intergst the development of el@onic devicesable to
extractenergy from the environment to supply electrical systeand at the
meantime the design @lectronicsystemsable to generate eleatal energy
from different energysources The mechanical vibrations and sun powaes
two promising source of energy becaudetheir widespread existence-2].

So far,not enough has been done in ternmafdeling andeliability design for

this kind of systems Energyharvesting circuits (EHCs)are generally
composed of many components thatynfiail during infield operation because

of materialdegradation or other effects-8l. An accurate moddihg of faults

in every component of the circuit, like diodes, transistors and capacitors, to
make possible the analysis of their effects by simdati it is an important
step neededuringthedesign,n orde to make these circuits high reliable

As well as for theeHCs,photovoltaic silicon solar cellgrevery sensitive to

material impuitties that can be presenttimeir structure Due to theidarge area,
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the presence othese impuritiesis an intrinsic problem thatanna be
eliminated duringhe fabrication process, but mum analyzeénd mainly its
effect on the solarcell behavior could be modetd Numerical TCAD
simulators are useful taccount for the impact of doping profiles, metal
architectures or passivation schemes in silicon solar cefi$ But due to the
fact that this kind of simulatorsasicallyanalysean element of symmetry (a
small repetitive portion of the solar cell) ander to reduce theomputational
effort, unfortunately,it is not possible to account for ntwwmogeneities iV
solar cell. On the other hand, circuit simulasoof distribued electrical
network (as the distributed electrical model presented in tlapten6 of this
thesis) allowanalysinga larger area with a reduced computational tike
will be shown in the chaptes and6 of this thesis, in some case, a shaded
solar cell can be affected by an kgpot conditiondue to the presee of
impurity in its structurethat canreally introducepermanent faults in the cell
with drastically consequences on the whole photovoltaic syg&formance

A perfect way to simulate this phenomernisrihe development of distributed
models that can account for theald solar celllt is shownthrough simulation
results confirmed by experimental datiat in situation like the above
described, high voltage across the shaded cell results both high power
dissipation and elevate temperature. Depending on thecligtent generated,
the temperature abowambient of the shaded cell can be as high as 200 C;j,
implying potential safety issues.

Finally, reliability issues are also of interestviirelessapplications. In thee
kinds of systens, due to the absence of a phydianedium (wire) of the
communication channel, the information can be exposed to vagpes of
attacks that may try to violatdnd reliability of the network [15]. This is
another issue that has been subject of thissis Defining a standard
communi@tion protocol useful to make sensor nodes in a coamtsecure
way to communicate each other, can be really tomgh wireless sensor
network, because of all the possible situatioage to beconsideredsimulated

and classified including externaltatks. Moreoverthe analysis can became
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very hardin casesof requirementf very low power consum& supply the

sensor nodesDue to the fact thahe messagéravelinginto the networkis

representedvith a lownumberof bits, this makesmore difficultthe possibility

to guaranty property afonfidentality, integrity oravailability of the message.

Following theintroductionabove written, the body of this thesis is composed

of the following chapters:

Chapter 2 Secure communication protocol for w&ss sensor
network The problem about theliability of standarccommunication
protocols in wireless sensor network$o guaranty a secure
communications discussed. The exposition @hew communication
protocol allows to increase the security compareih standard
communication protocols is the main part of this chapter.

Chapter 3Measurement scheme for process parameter variation and
clock jitter: A novel schemeor the ondie measurementf either
clock jitter or process parameter variatiasgpropsed and analyzed
This type of schemés needed during the test and debug phase
microprocessotsin orderto validate the desigand manufacturing
process. 1tOs part of the design for reliability concept needed to
evaluate the possible need for desigprocess improvements

Chapter 4Faults affectingenergyharvestingcircuits of selfpowered
wireless sensorAn accurate analysiand modelling offault effects
affecting an integrated circuit performing energy harvesting from
mechanical vibrations is prsed. Moreovera possible solution to
makethe circuitfault tolerance from internal faults is also presented.
Chapter 5Model for thermal behavior of shaded solar cell under hot
spot condition In this chapterthe problem of modeling the thermal
behavor of photovoltaic (PV) cellsunder hotspot conditionis
addressd. Due tothe combination of their being exposed to shading
andlocalized crystal defects inside thems®¥/ cellsmay experience

a dramatic temperature increase with consequent reductidheo

provided power A thermal model is also presented which allows
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estimating the temperature of thetspotarea as a function of the
time interval during which the PV cell is undestspot condition.

* Chapter 6A distributed electrical network to mddglicon solar cell:
From the activity don@andexposed in the previous chapttre idea
to develop a distributed electrical network able to model in detail the
behavior of silicon solar cellsas born The modetlevelopeds based
on a network of repdive elementary electrical usitallows
accounting for transport through the emitter, the fingers and the
busbars. Moreoverelectrical simuations done with the model
consideringcases of nonuniformities in the solar cell and partial
shadedconditionswill be discussed.

* Finally, in the last chapterconclusions are giverwith some

suggestions for further work.
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Chapter 2 !

Securecommunication
protocol for wireless sensor
networks

In the recent past, wireless sensor netw@d¥KSN) have found their
way into a wide variety of applications and systems widstly varying
requirements and characteristids. a consequencd,is becoming increasingly
difficult to discuss typical requirements regarding hardware issues and
software support. Moreover as already mentioned in the first chapter,
associated to theéesignproblems on which hardware an softwareneededn
order to implemenan efficient systeman important issue fokWSN, is their
security, in terms of confidentiality, intatyr, authenticity, availability2-1]. In
fact, dfferently from a wired networkwhere theinformation transmitted
amongnodes is confinedwvithin a physical medium (a wire), in a wireless
network the information is exchangadhongnodes through electromagnetic
waves that arebroadcasted to the atmosphefdis makes them prone to
variouskinds of attacks that may try to viokthesecurity of the networkke
for instancethe Denial of ServicdDoS), the Man-in-themiddle (MITM), and
the copy and repeafdenoted also a®play) attackq2-2, 2-3]. As consequence
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especially in case aWSN employed within control systems forfety critical
applications (e.g., chemical or nuclear industrial plaatyospace vehicle
platforms,etc), it is of utmost importance to implement countermeastoes
guaranteeheir security 2-3].

In order to provide a \®N with an adequate security gy it is essential
that nodes exchanging informatiamust beable to provide assurance on their
identity, and that the exchanged information is authentic and int@gBhl [

The IEEE 802.15.4 standard and the ZigBee Alliance protocol provide the
communi@tion with some level of authenticity and intiég In particular they

are able to prevent/limit thebovementioned attacks on the messages
transmitted from the transmitter (master) node (Tx) to receiver (slave) nodes
(Rx) [2-4]. Reversely, they do notprovide any protection to the
acknowledgment (ACK) messag2-4], which is sent back by the Rx in order

to confirm to the Tx that the message has been successfully received. The lack
of protection for the ACK is a serious bug}]], possibly harming the sarity

of the whole network. Moreover, in the IEEE 802.15.4 and the ZigBee
protocols, the message freshness against possitlley attacks is guaranteed

by a frame counter only.

Based on these considerations, in thiert chapteris proposéd a new,
secuwe communication protocol for WPANSs, that is able to guarantee message
integrity, authenticity and freshness for hottset messages and
acknowledgment messages. Furthermtre developedprotocol prevents the
copy and repeatattack by a different, andare secure approach, compared to
the IEEE 802.15.4 and ZigBee protocols.

The rest of thischapteris organized as follows. Ine$tion 1.2, some
important security problems of standard WPAN proto@is discused. In
Section 1.3, theproposed protocois illustrated In Sectionl1.4 a possible

hardware implementation tiie proposegrotocolis also given
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2.1 Security problems of standard protocols

As introduced, instandard IEEE 802.15.4 and ZigBee Alliance
protocols when the Rx receives the messaltisG), it verifies its validity
(integrity, authenticity and freshness). If the message is valid, then the Rx
sends an unprotected ACK to the Tx, which considers the communication
successfully concluded upon its receipt, with no check upon the ACK
authentidy (i.e., its coming from the expected Rx node) and freshness (i.e., its
being a new ACK, and not an old ACK copied and repeated by a non
authorized node)The lack of authentication and freshness verification on the
ACK could seriously threaten the seitpiof the whole network. For instance,
letOsconsider the simple case of an attacker trying to avoid that a message
arrives to the Rx, thus starting a MITM attack. It can first simply send an
interference noise to the Rx at the same time as the Tx, tbusnping the Rx
from properly receiving the MSG sent by Tx. Afterwards, the attacker can send
a fake ACK to the Tx. This way, since the ACK is not protected, the Tx can be
fooled that Rx successfully received the MS&hother limit of standard
protocols § that they verify the MSG freshness by checking a sequence
number provided by a simple counter. They are consdguamone to DoS
like attacks [25]. In fact, as shown in {8], such an attack can be carried out
by assembling a fake message that is c@nphith the protocol format and
by setting its sequence number equal to the maximum counting value. This
way, the counter of the node receiving such a fake message will overflow. This
will make the counters of the Tx and Rx no longer synchronous, sthéhRix

will discard all following messages from Tx.

2.2 Proposed secure protocol

Here is proposedvhat has been developetb overcomethe security
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problemsthat havedescribed in the previous sectids significant examplas
considered the case ofmaaster/slave network with one master node, acting
also as network manager, and several slave naétlmsever,the proposed
protocol can be applied to any kind WIPAN by means of straightforward
modifications.Similarly to the standartEEE 802.15.4 and gBeeprotocols
this protocolguaranteeauthenticatiorand integrity othe MSGby means of a
Message Authentication Code AZ) [2-4], that isgeneratedby encrypting the
message in clear text by @uvanced Encryption StandardES) algorithm
[2-4]. Moreover, differently fromthe standard IEEE 802.15.4 and ZigBee
protocols, the proposeaatotocol i) guarantees the authenticapd freshness of
the ACK, thus avoiding MITM attacks; iiprovides a new mechanism to
guarantee the freshneet the MSG, that isable to protect the WPAN with
respect to Dodike attacks.

To guarantee the authenticity of the AGKis proposed to generatevVBAC for
the ACK, ly encrypting theACK in clear textby an AES algoriim [2-6]. To
guarantee the freshness of the ACK andMI&5, aswill be described later in
this sectionthe proposegrotocol embeds a rolling code sequer:é][(#seq)
on both the ACK and MSG, and provides ariginal mechanism to
synchronize the Tx and RxThis makes the WPAN immune to DdiRe
attacks. Tk general structure of the derived MSG or ACK is sciterally
shown in Fig. 2.1

[ Tx_ID [Rx_ID[Msg type|#seq | Payload |
N— —

Encryption
km = "with AES
Tx_ID | Rx_ID | Msg type | #seq Payload MAC

Figure 2.1: Structure of a MAQr ACK of the proposegrotocol.

The fields Tx_ID and Rx_ID contain the idemtdtion codes (IDs) of the



Chapter 2 26

transmitter Tx and receivétx, respectively. Th®ayload is the useful part of

the messagecontainng data, commands or ACKsThe field Msg_type
indicates the type of message (e.g., command, data, ACK, synchronization,
etc.)included inthe payloadield. The field #seq containsdlcurrent sequence
number of the rolling code of the node (Tx/Rsendingthe message-inally,

the MAC of theMSG or ACK s generated by encryptirige first part of the
message (i.e., Tx_ID, Rx_ID, Msg_type, #seq and Payloaith) the AES
algorithm and &ecret keykm. As can be seefiom Fig2.1, the useful message
(i.e., the whole message, but for the MAC) is sent in clear text. This allows to
identify the Rx of the message and to verify the correctness of #seq without
any decryption, thus reducing poweonsumption and the impact on
communication latency. Of course, this approach can not be used if the
message carries critical data, while it does not give rise to any security flow if
the message consists of a simple commasdt, is usually the case WSNSs.

Let@ describe in details hothe developegrotocol guarantees the freshness
of both the AKC and MSGAs for the adopted rolling code sequence, it can be
a pseudaandom sequence, for instance generated bipear Feedback Shift
Register{2-7]. The freshness of the ACK and MSG is verified when the rolling
code sequences (#seq) in the master (Tx) and in the slave (Rx) nodes are
synchronized. This is achieved in the following way.

LetOs sumse, as an example, that the MiS composed by one Tx no¢é1),

and three Rx nodes (N2, N3 and N4), as schematically represented ir2Fig. 2

N2

seq(1,2)
M /

seq (1.2) N3
seq (1,3) seq(1,3)

seq (1,4)
\ N4
seq(1,4)

A
v

Figure 2.2: Sequences of the rolling code memorized on a master node (N1)
and slave nodes (N2, N3, N4).
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Tx must generate/memorize a differefgeqfor any Rx node Thus, in a
network ofn nodes, Tx must generatel differentsequencesséq(l,i) i=2..n),

while each Rx must generate only afseq(the respectiveseq(l,i)sequence),

as represented in Fig.2 In the proposegbrotocol, the synchronism between
the#seqof Tx and Rx is guaranteed by the ACK. When a Rx (Ni, with i=2, 3,
4) receives a message (MSG) from T, it verifies the authenticity and freshness
of the received MSG and, in case these verifications are successful, it accepts
the MSG, updates itseq(1i) and sends back an ACK to Tx (N1). When Tx
receives the ACK, it also updates #sq(1,i)that is specific to the Rx with
which it was communicating. Therefore, upon conclusion of a successful
communication, Tx and Rx are synchronized. If Rx (Tx) rexzia MSG
(ACK) with a#seqdifferent from the expected one (e.g., due to an attack), Rx
(Tx) discards the MSG (ACK) without updating itseq This way, the
synchronization of thétseqof Tx and Rx is still guaranteed, and the RXx is
ready to accept a pobg new (valid) message from TAdditionally, the
protocol provides a retransmission procedulat avoids the loss of
synchronism also when Tx does not receive any ACK fronfeRx, if due to
excessive noise in the channel, the MSG sent by Tx doegamdt RX, or the

ACK sent by Rx does not reach Tx). After sending a MSG, Tx triggers a timer
and waits for the arrival of the ACK for a proper time intetyalf aftert,, Tx

has not yet received the ACK, it sends again the MSG to Rx and triggers again
thetimer. Thet,, is chosen large enough to allow the MSG to reach Rx and be
processed by it, to permit Rx to elaborate the ACK, and the ACK to reach node
TX. TX repeats this retransmission procedure till it receives the ACK from RXx,
or till the maximum numbeof retransmissionénmay allowed by the proposed
protocol is reachedf after nnax retransmissions Tx hamot receive any ACK,

it labels Rx as Oproblematic@de. Retransmissions ar@nagedy node Rx

as follows. WienRx receives aMSG with a #seqgequal toits previous#seq

then it compares the whole MGS with the last MSG received from Tx. If they
match then Rx recognizest as aretransmitted message asends again the

ACK to Tx without increasing it§seq
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Finally, as for the Rx nodes that haveeen labeled as OproblematicO, the
protocol provides the following resynchronization procecheveen Tx and
Rx. Initially, the master Tx starts sending to Rx a synchroniza#iS (which

is built as shown in Figz.1, but without any payload) with its went#segx.
When Rx receives this kind MSG, it makes itsown sequencétsegyx equal to
#seq@x. Then, Rx sends and ACK to Tx witfsegyx and increases its sequence
by 1 (i.e. #seGx*+1). When Tx receives the ACK, it also increases its sequence
by 1 (i.e, #segx+1l) and sends an ACK witkthe updated sequente Rx
Finally, when Rx receives the ACK, it verifies thigegx+1l = #seGx+1. If
they are the same, then Rx assumes that Tanisuthorized node of the
network thus accepting the new sequence. eBtiise, Rx keeps its old

sequence number

2.3 Implementation and validation

In order toverify the effectiveness of the illustratgorotocol the Tx and Rx
blocks havebeen designed implementing the prototoNerilog. The nodes
havebeensynthesized wit Altera Quartus 11 [8].

As an example, here exposedhe case oé single master (Tx) node and three
slave (Rx) node§Fig. 2.2). Moreoverit has beertonsidered a field of 2 bits
for the TxID, for theRx ID andfor themessagéype,while a fieldof 6 bits for

the Rayload. Additionally, and without loosing generalityif has been
considered aolling code implemented by al8ts counter. Finallyjt has been
used a 128 bits AES modulee., input message and secret key of 12§ bit
generate thenessage MAC. Thus, before the encryption of the message (to
generate its MAC), the message is expanded to 18&¥pitdding 0sThe
implementation of the Tx node is schematically shown in ZRy. As for the

Rx node, its structure is very similar andnist shown.Tx is divided in two
functional blocks: i) Txpart, which elaborates the MSGs to be sent to the Rx;

i) Rx-part, which controls the ACK messages received fromAxfor the
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Tx-part, it receives as input: i) the ID of the Rx (ID_RX), ii) theseage type
(MsgT), iii) the Payload, iv) the current rolling code sequence number
(My_RC) of the Tx generated by the 3 bit coun®e_Gen v) the IDs of
problematic Rx nodes (ID_PN), which are loaded during the initialization

phase into a proper tablthin the blockRx_Status

1d_Rx
1d_Rx
—+—> ___________________________________________________________ .
1
- 1, .7L_>
d_Tx 1 Tx part MSG 3 1
1 Reg 5 My_RC |
: To send ' fa_Tx
7 LA
1
1
MsgT | / > Q / > out ]
+> : £ 1{ oS REG 3 : Z
1
1
Payload N Elab MsgT
, : A /b o /
> MSG / v k¢ 7L->
£ T £ e Rx 256 ,{6 :
1
ID_PN h Status 4I—>E“m | A 1 myre
i/ om Done c I : 1 -7L->
1
Update_PN | IMSG_Ready :
! 1
! 1 Jrayioad
1 T
: timeout 1d_Rx timeout : +
! P 1
d_Rx 'My RC * Rx_act i ! Os
1 - Close_act 1
_7L_> ! +> comm v comm . VAN
6 1
1d_Tx 'P'D < ACL Start N B
+’ : 1d_Rx " T : MAC
! Verify '
MsgT : 7 ACK Update Valid : #
1 faTx PN ACK 1 128
_+_> | 1
1 —» I
#seq | 4 I Out
4 1
: 4seq Load_ACK# H MGS
; 1 1
1 —> 1
Payload ] { 1
1 1
+ : Load_ACK :
° ! Upd !
0s 1 pdate_PN |
1 ReTx 1
+’ | Valid_ACK# 1
1 1
. ! Verify > |
1 1
MAC \ |
ya Il /) MAC My_RC :
» »
s’ 1 ase” Valid_ACK RC_Gen !
1
1 Update 1
nput Rx-part !
ACK : i
1

Figure 2.3: Block structure of a Tx node.

Before starting a communication with a B_Statuwyerifies that Rx is not a
problematic node. If Rx is not problemati®x_ Statussets its output
Set_act_conto 1, thus indicating to thACL block (which keeps track of the
Rx nodes with which Tx has active communications) to add the node Rx to the

list of nodes with active communications. In addition, wiSst act_coml,
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Elab_MSGis enabled and starts elaborating the MSG to be sent (as R Big.
Then,Elab_MSGsetsMsg_Reagto 1, to indicate that the message given to its
output (Out MSG), and loaded into the output register 3 is ready to be
sent. Simultaneously, wheMsg_Readyl: i) the timer Start_ Tw (which
accounts for the maximum time that Tx waits for the arrivahe ACK from

Rx) is enabled, and ii) the countéount_Retwhich keeps track of the number

of retransmissions) is incremented by one.

As for the Rxpart, itsVerify_ ACKblock is enabled whetimeout1, which
takes place wheS8tart_Twreaches its maximumount. The block/erify  ACK
verifies the correctness of the Rx ID and the rolling code sequéreq (Of

the received ACK. If the Rx ID is correct and tbseqof the ACK is the same

as the expected one (i.e., equaMyg_RQ, thenVerify ACKsets the gnal
Load ACKto 1. WhenLoad ACK:1, Verify MAC s enabled. This block
regenerates the MAC from the clear text of the input ACK and compares it
with the MAC received in the ACK. If both the received and the regenerated
MACs are equal, then the input ACKdensidered valid anderify  MACsets

the signalValid_ACKto 1. This indicates that the communication with Rx has
been accomplished successfully. Then, Rx is removed from the list of nodes
with active communications IACL, andRC_Genncreasedly RChby 1

Instead, if in the input ACK the IDs of the Rx or Tx aw valid, or thefseqis

not equal taVly RGC then signaLoad_ ACK=0 (Load_ACK#1) and the input
ACK is discarded before analyzing its MAC. The input ACK is also discarded
if its MAC is not corret In this case it i%/alid_ACK= 0 (Valid_ACK#= 1).
WhenLoad ACK#or Valid_ACK#are set to 1, the signal ReTx is set to 1 and
the Out_ MSGis retransmitted to Rx. Therftart Twis restarted, and the
number of retransmissions is incremented by Taount Ret If Count_Ret
reachesnma it sets the signalUpdate PNto 1, which labels the Rx as

OproblematicO.
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2.4Summary

In this short chaptera new communication protocol for wireless sensor
networkshas beerleveloped allowing tonakeit securs with respeciits most
common attacksAs described in the Section 2.Zynepared to the standard
IEEE 802.15.4 an&igBee protocolsthe proposegbrotocol allows tdncrease
security significantly, at negligible impact on node complexity. Finally, a
possiblehardvare scheme to implement tpeotocol has been also shown in
the Sction 2.3
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Measurement scheme for
process parameter variations
and clock itter

As known and briefly described in the first chapter of this thasih,
the continuous scaling of microelectronic technology, defects and parameter
variations occurring during fabrication are becoming ever more likely and
significant. In the case of ¢fih performance microprocessors, this is making
increasingly difficult to guarantee the availability of clock signals with sharp
edges, limited skew andter [3-1, 3-2, 3-3, 34].

Jitter affecting clock signals results in uncertainties on their period an
rising/falling edges, thus forcing designers to either increase time margins
(with consequent performance penalties), or face the possibility of operating
malfunctions. None of these options are of course desirable for high
performance microprocessorsorgequently, accurate -alie measurement of
clock jitter is needed during the test and debug phase, to validate the design
and manufacturing process, and evaluate the possible need for design or

process improvements. Similarly, the continuous increaseteps parameter



Chapter 3 35

variations occurring during fabrication is creating uncertainties in the provided
performance. In order to avoid increasing time margins, accuratieon
measurement of process parameter variations is needed during the test and
debug phase In order to cope with these problems, sevevebposed
measurement schemes for clock jiftg#, 3-5, 3-6, 3-7, 3-8, 3-9] and process
parameter variation$-10, 3-11, 3-12] arebased on the use of Ring Oscillators
(ROs).

Based on these consideratipas well as on the widespread adoption (for
high performance microprocessors) of RO based schemes for process variation
measurement, in thishapter is proposed and analyzedovel low cost scheme
for the ondie measurement of either clock jitter, or g@es parameter
variations. By reusing aml properly modifying such ROs, thproposed
scheme can be easily set in either the process parameter variation measurement
mode, or the clock jitter measurement mode, by externally acting on the
scheme control sighaThis way, during the test or debug phase, clock jitter
can also be measured at negligible area and power costs (6% and 1.4%,
respectively) with respect to process parameter variation measurement only.

The rest othis chapteiis organized as follows. I8ection3.1, it is briefly
describd the considered scheme for process parameter variation measurement,
that has beenproperly reusel and modifiedto allow also clock jitter
measurement. In Section23 the proposed ofdie measurement schene
preserned Section 3.3reports the results of thelectrical level simulations
performed to verify its accuracy in measuring clock jitter and process
parameter vaations. Finally, an evaluation about the costs of {m®posed
scheme anda comparisonto those of tB scheme in 310 for process

parameter variation measuremenalsoshown.
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3.1 Considered Measurement Scheme for Process
Parameter Variation

As a general exampléet refer tothe process parameter variation measurement
scheme in 3-10]. It consistsof many Functional Unit Blocks (hereinafter
referred to as a FUB#)at are properly distributed on the chip.

Each FUB presents the internal structure shown inF1g3-10]. It consists of

g ROs, each composed bi(usually N=99) NOTs. The number of0R within

a FUB and the maber of FUBs on the chip depend the available area and
required measurement accuracy. The NOTs within each RO are equal to each
other. Instead, the ROs within the same FUB are generally different.
Particularly, several ROs aoemposed by min sized NOTSs, several others by
double min sized NOTSs, several others by triple min si@&d's, and so on.
This allows achievingmore accurate measurements mbcess parameter

variations [310].

1

_______________________________________

TCK TDI RESET

Figure 3.1: Internal structure of the FUBs in{B0].

Each RO oscillates at a frequency that is a function of the average of the device
parameter values at its location. Such a frequency is converted intitah wiayd (by

a proper counter, Fig. 3.1), and then compared to the code expected under nominal
values of process parameters. By back tracing the derived code difference to process
parameter values, it is possible to get the measurement of the procasetpara
variations that occurred locally during fabrication. Moreover, by memorizing the
oscillation frequency of each FUB, it is possible to map process parameter variations
over the chip.-The control signals (i.e., TCK, TDI and RESET in Rdl) for
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the ROs may be configured via Test Access Port (TAP). Through these control
signals, the REG (i=1..q) registers are programmed to activate (by making
Ri=1, i=1..q) only the RO required for the measurement. Then, a multiplexer
(MUX in Fig. 3.1) selects the optut of the RO that has been used for
parameter variation measurement. Finally, a frequency divider (the Divide by n
block in Fig.3.1) reduces the oscillation frequency of the ROs, thus allowing

to use a smaller counter.

3.2Proposed Oibie Measurement $eme

In this section, it is described how tpeeviously described measurement
schemas re-usal and properly modiéd in order to allow its adoption also for
ontdie clock jitter measurement. As for clock jitter measureniemias been
followedthe wellassessed and widely used approach of measuring the duration
of the clock high or/and low phase/s over time, and comparing them to their
expected duration fadhe case of jittefree clock [39]. For the sake of brevity,
it will be here considexd the caseof the clock high phase measurement only,
which can however be extended to both clock phasesO measurement by
straightforward modificationslhe proposed scheme is schematically shown in
Fig. 3.2, for the case of jitter measurement resolution equal to @ MEut

output delay (t).

—REG. 1

'y Ar

Measurement Sample (MS)

]

out_n1 Ioul; Ioulg Ioula I outy
RMG Rs Output Stage (OS) |
Control + + + *oRk

ORr1 Or2 Or3
Block

(CB) — out,

P = = = e ————

e i e e e = e = e = e = e = e e e e e e e e e = o e e e e

CKTDI RESET

Figure. 3.2: Block structure of the proposed measurement scheme
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Since the global delay of the NOT chain usedjitter measurements should be
long enough to cover the whole clock periddy) [3-9], we reused a number

k of NOTs of the RO, such thit > Tek (Fig. 3.2.

With respect to the scheme in F&jl, a multiplexer (M1 in Fig3.2) has been
connectedo the input of the N1 NAND. This way, by externally action the
control signal JT, the proposedheme can be easily set in either the process
parameter variation measurement mode (JT=1), or the clock jitter measurement
mode (JT=0)In fact, when JT %, the proposedchemas configured ag Fig.

3.1. Insteadwhen JT = 0, the input of the N1 NAND is connected to the input
clock (CK), whose jitter has to be measured, so that the RO can be used to
measure clock jitter, as described below in more dewWiten JT=0, the NOTs
composing the RO, together with the N1 NANByplement a delay line that
delays signal CK (whose jitter has to be measurednhlgnaount of timeThe

output of the N1 NAND 1fy) is a delayed (by the NAND delay) and inverted
version of CK.The outputs of the invertemare progressively delayed (with a
delay increasing with), and inverted (for even), versions of CK. The logic
values simultaneously present on noagand nodep; after a CK falling (rising)

edge are reported in Fig.3(a) (Fig. 3.3()), in which each row represents the

shapshot at one specific instant of time, according to a vertical time axis

CK M P P2 Ps Py - CK NP1 P2 P3 Ps -
t 1 0 1 0 1 0. t, g _____ 1 0o 1 0 1!
PRCE —?}E____? o 1 0. L P 0 1 0 1
b 0 A 1—0 1 0 . t, 1 <g‘_>__:%>m}\ 0 1!
t, 0 1. 0 2_1 0 . t, 1 0o @ i _0 1!
tt 0 1 0 1 _1Z_>____o . t 10 1 ‘0 3 ﬁl !
t 0 1 0 1 @ 0. t 1 0 1 o0 1 1!

() (b)

Figure 3.3: (a) (b) Schematic representation of the propagation of the CK
falling and rising edges, ngsctively, through the RO gates, whée proposed
scheme is used to measure jitter.
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The position of the CK falling (rising) edge is identified by the occurrence of
two successive 0s, or two successive 1s, whose location moves progressively
the right. Therefore, but for the input NAND and MUXyhen JT=0 the
proposedscheme resembles the delay chain that is frequently adopted for clock
jitter measuremeriB8-4, 35, 3-9].

As known, a major problem of clock jitter measurement schesnesbe able

to makethem irsensitive to power supply noi$8-9]. To adieve this goal,
similarly to [39], in the proposed schemi¢ is possible tasample the values
present on they signals (by asserting RMO=0) when the CK falling edge
arrives to the input of the seconi@ment of the chain (i.e., to the input of the
first NOT after the N1 NAND in Fig. 3)2 rather than when it arrives to the
input of the first element of the chain (i.e., to the input of the N1 NAND). In
fact, since power supply noise is most likely towaapon clock edges (due to
the simultaneous transition of all clock buffers, flipps, etc.), rather than at
the middle or end of its period3{l3, 314, 315], and being the NOTsO
behavior temporarily delayed because of such a power supply foise,
possible towait for the disappearance of such a temporary influence before
sampling the values ap. Infact, the duration of the power supply noise is a
random variable with a maximum value in the order of the rise time of the
clock signal B-15]. Therdore, the proposesicheme samples the values present
on p; (by asserting RMO=0) wheg=p;=1, that is at the time instary tFig.

3.3 (3). Then, the duration of the clock high phase is given by the number of
NOTs within the chain that the CK rising edgas passed through before the
CK falling edge arrives to the input of the chain. This can be identified by the
Measurement Sample (MS) and Output Stage (OS) blocks iB8.Eigrhey can

be implemented ashown in Fig.3.[3-9].
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Divide CK

out, out, out. out, " CK 1
out_n1 I- _____________ 3| . —L! frequency > LR
S by 2 - O Rs
1 > .
1

(@) (b)
Figure 3.4: Possible implementatioof blocks MS and OS (a), and block CB
(b) [3-9].

Similarly to the proposedcheme in3-9], MS samples the values present on
signalsp; (i=1..k) upon the falling edge of signal RMO, which can be generated
by the Control Block (CB)Kig. 34 (b [3-9]). The p; (i=1..k) sampled values

are given to signalsug that, inthe proposedscheme, are given to the OS
block, which encodes them into a word belonging to the thermometer code
(which is given on signalsg). Then, the signal RMOnmains low till reset

(Rs), which is activated (Rs=1) by CB after a time interval long enough to
allow to read the measurement. Afterwards, the circuit is ready to measure the
duration of the next CK high phasklS also samples the value of (i.e.,
outputof the N1 NAND) onout_n1 which is used by the CB block to generate
RMO and RM. The behavior of the MS, OS and CB blocks is the same as that
of the same blocks irB{9]. The produced output thermometer encoding allows

to easily and quicklyerivingthe diuration of clock jitter. As an example, the
produced encodewk; (i=1..k) word can be compared, kyparallelXORs, with

that expected for the case of jitfieee clock, thus providing labit string with

a number of 1s equal to the difference betweenntmmber of Os in the
produced encoded word and Iretexpected one (for the jitteee case). Such

a number of 1s can be easily counted. Jitter measurement can then be simply
obtained by multiplying such a 1s count by the scheme resolittioould be

eadly verified that the scheme in Fi@.2 has a resolution equal to a NOT

delay (t).A higher measurement resolutioan be easily achieved, byusing



Chapter 3 41

and properly modifying more ROs, rather than one. As an exathplecheme

in Fig. 3.5can be considered, which-uses and pragly modifies tvo ROs

Rs Control Block
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RMO

LT

out_nl outy;

Measurement Sample 1 (MS1)

{ |0utu |out12 |0utn |outlk
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1
1
1
1
1
1
1
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|_JREG. 2
A} AP
Measurement Sample 2 (MS2) Counter
e
% |0Utz1 |0Utzz |0u123 |0ut2k
out_n
Output Stage 2 (0S2)
¢0R21 ¢0R22 ¢0R23 """ ¢°R2k FUB

Figure 3.5: Block structure of the proposed scheme providing higher
measurement resolution than that in Fig. 3.1.

This way, when the control signal JI<i.e., in theprocess parameter variation
measurement modehe input of the N1 NAND is emected tq;n, while the
input of the N2 NAND is connected . Instead, when JT = 0 (i.e., in the
clock jitter measurement modehe input of the N1 NAND is connected to
CK, while the input of the N2 NAND is connected to the CK signal, properly
delayed by a delayld equal tohalf of the NOT inpubutput delay Td=t/2).

This way,as illustrated in Fig. 3,3he outputs of the corresponding NOTs of
the two chains (i.ep1 andpy;) present a phase difference equal2awe here
consider only the phasdifference between signal edges, without addressing
existing signal inversions, that will be accounted for by the OS plddien,
considering as output the alternated succession of the two NOT chainsO outputs

(i.e., p11; P21; P12, P22; P13, P23, etc, in Fig. 3.5, any two following outputs will
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havea phase difference equaltf@. Therefore, the scheme in Fig. 3eéatures

a measurement resolution of half a min sized NOT nopiput delay (i.e., t/2).

TTFFWW(

Figure 3.6: Schematic representation of the signals produced at the NOT
outputs when the circuit is used to e CK jitter.

In particular, MS1 (which is the same as the MS block in &ig) receives the
(i=1..K) signals from the NOTs of the upper RO, and prodkcmsputsout;; (i=1..K).
Similarly, MS2 (which is the same as the MS block in B receves thep;
(i=1..K) signals from the NOTs of the lower RO, and producestputsout; (i=1..K).
Thus, at the sampling instant, MS1 gwm signal outthe sampled value @f;, while
MS2 gives on signalout;the sampled value g (Fig. 3.9. As for the case of one
NOT chain, MS1 and MS2 sample the valuenpfand n, on out_nland out_n2
respectively. Signabut_nlis used by the CB block to generate RM and RMO, while
signalout_n2is discardedThen, OS1 (which is the same as the OS block in3-g).
receives signabut; (i=1..k) from MS1, and produces the outpotg; (i=1..k) encoded
by a thermometer code. Analogously, OS2 receives sial(i=1..k) from MS2,
and produces the outpuis,; (i=1..k) encoded by a thermometer code. Then, titer ji
measurement is provided by the outputs of GR)(@nd OS2dry) , that iSOr11, Or21,
Or12 Or22 Or13 ORr23 Orisa Or2s €tc.Similarly to the proposed scheme in Fi§.2, in

order to achieve low sensitivity to power supply noise, the valué® atutputs of the
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NOTs can be sampled by MS1 and MS2 when the CK falling edge arrives to the input
of the first NOT of the upper RO (i.e., whegrpi;=1 in Fig. 3.6).
Similarly to [3-9], even higher resolutions in clock jitter measurement can be

achieved b re-usingn ROs of the FUB.

3.3 Measurement Accuracy

In order to compare the performance of the proposed midegs been
verified the capability of the scheme to measure process pararagtgions
as accurately as {B0] (Fig. 3.1), and clock jitteas acarately as [3], by
means of electrical simulations performed by HSPICE.

All schemedave beeimmplemented by a standard 65 nm CMOS technology,
with Vdd = 1.1V, and clock frequency of 3GHz. Moreover, the proposed
scheme Fig. 3.5), as well as than [3-9], measure the CK high phasand
allowsa jitter measurement resolution of half the delay of asiziad NOT. In
addition, as for the illustrated scheniég( 3.5), as well as that in{BJ], it has
beenconsidered: i) 8 ROs, out of which 2 arengposed by 99 min sized
NOTSs, 2 by 99 double min sized NOTSs, 2 by 99 triple min sized NOTs, and 2
by 99 quad min sized NOTSs; ii) a Divy 16 block; iii) a 10 bit counter.

Let® start showing the ability dhe proposedcheme to measure process
parametewariations as accurdyeas the original scheme in-f3))].

By means of Hspice simulations, the oscillation periogb©f the ROs of
the original scheme irB{10] (Tro [10) has been comparadth that of the ROs
of theproposed scheme ¢ ou), as a fuction of parameters Vth and Tox.

As an example, Fig. 3&) shows ko p10) and Tro our @S a function of
parameter Vth, varying o£30% from its nominal valueCan be seeithat,
throughout the considered variation interval, the difference among the
oscilation periods of the ROs ahe proposedchemeand those of the ROs in
[3-10] is always negligible (reaafiy a maximum difference @6 with respect
to the osdlation period of the ROs in {20]), thus allowing a measurement of

possible Vth variationasaccurate as that provided by18.
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Instead, Fig. 3(b) shows ko 10y and Tro our @S @ function of parameter
Tox, varying of +30% from its nominal valueThroughout the considered
variation intervaljt has beerverified thatthe difference amondn¢ oscillation
periods of the ROs dhe illustratedscheme and those of the ROs 3Aa1[)] is
always negligible (rea@hg a maximum difference &% with respect to the
oscillation period of the scheme i8-10])), thus allowing a measurement of
possible Ta variations as accurate as that provided 3»§(q. Similar results
have been achieved for variations of different process parameters. Therefore,
the proposed modifications to the scheme3i(] to allow also clock jitter

measurement do not impact theasurement accuracy for process parameter

variations.
3
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Figure 3.7: Oscilation periods of the ROs in {80] (Tro p-10), and in the
proposed scheme & ou), as a function of parameters Vth (a) and Tox (b)
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Now letOshow the ability of the illustrated scheme to measure clock jitter as
accurately as th recently proposed scheme in-9l For the considered
implementation ofthe proposed scheme, all NOTs of the tweused and
properly modified ROs present an ingmitpu delay / “ 12ps so tha
similarly to the scheme in {9], the developedscheme (Fig. 3)5should
provide a clock jitter measurement resolution Rés=//2 " 6ps Since the
chains need to cover a fulkk (=333ps), the number of NOTs within each RO
shouldbe # Tck/! =28. Thereforefor the scheme in Fig. 3.8,is k=29.

As an example, Fig3.8 shows the simulation results obtained for nominal
values of electrical parameters, considering the case of: i) no jitter affecting the
first measured CK high phag€K HP 1); ii) a jitter of 7ps widening the
second measured CK high phase (CK HP 2).

CKHpP 1 Read meas 1 CK HP 2 Read meas 2
—

[ T
CK [\ f | | S— L p
Rs
0Rll—RZ1-R12-R22-R13-R23-R14-R24-R15-R25-R16 AR VR
Opps /™ L T /]

Or17 w
w

OR27 1
0R18 T I

1

:

U V) D o Vo W T o
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Oppo /N N
N ) W AR o W A W —
Oroto _ﬂ_/_\_:—h_/_L:—F
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Opus NV N N/ N
Opus |/ N/ N N SN
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Figure 3.8. Simulation results for nominal values of electrical parameters and
case of: i) no jitter (CK HP 1); ii) jitter of 7ps (CK HP 2).

As can be sag when no jitter affects the CK high phase (CK HP 1)ilevh
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RMO=0 (Read meas 1 in Fig.)3i#e proposedcheme gives to its outputs
(ori) @ word encoded by the thermometedewvith 28 zerasas expectedVith

the proposed schemkis possible to gethee jitter measureexpresseds the
difference in the number of Os between the produced output (=28) and the one
expected for the jittefree case (= dx/2 * 1/Res = 168 / 6 = 28) ntiplied by

the resolution of th@roposed scheme (equal to 6ps).cOurse in this casat

has beerobtaired a jitter measurement equal @ps, as it is actually the case.
Instead, when for instance a jitter of 7ps affects the CK high phase (CK HP 2)
while RMO=0 (Read meas 2 in Fig.)3tBe scheme gives to its outpuisz() a

word encoded by the thermometede with 29 zeros. Therefore, in this cédse

has beerobtaired a measurement of jitter = 6p$hereforethe developed
schemeprovidesmeasurement accuracy as the schema-8j.[

Of course, the presence lotal procesgarameter variations could affect the
accuracy of the provided clock jitter measurement. Howetrggugh the
possibilities to set the configuration of the proposed measurement scheme
preliminaily in the process parameter variation measurement modéhamkd
to the insensitivity of suclprovided measure to possible clock jitter, could
allow to correct possible clock jitter measurement errors due to the presence of
process parameter variations. In fact, by accurately measuring process
parameter variationstheir impact on the RO NOT delay (At) can be
evaluatedThis, in turn, will impact the number of O given to the outputha
proposedscheme, thus the derived clock jitter measurement. Particularly,
denoting by#0pv(#0pv) the numbenof Os given to th output of thescheme in
the presence (absence) of process parameter variations, it can be easily derived
that:

#0pv = (Tek/ 2)*(n /(! = $!)) and#0pvf =(Tek /2)*(n /1) (3.1)

wheren denotes the number of ROs modified for jitter measuremente Wwis
the NOT inpwoutput delay expected in case of no process parameter

variations.Therefore, once measured the possibly present parameter variations
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and once derived their impact on the RO NOT delawnx), the clock jitter
measurement provided lilge proposedcheme can be corrected by adding to

the obtained measement a number of Os equal to
#0pv- #0pvf = (Tex/ 2)*(£n$! 11 (! = $))) (3.2)

Of course, such process parameter variations will also impact the provided
clock jitter measwment accuracy, which will become equal(fo+ $!)/n,
wheren is the number of ROs modified for jitter measurement, rather than
being equal to a targetelesvalue. This can be easily compensated by
considering a proper numbemf ROs, such that = (! + $!' ) / Res wherex
At is derived from the performed process parameter measuremisnthe
value of the NOT inpubutput delay expected for the case of no process
parameter variations, amkesis the target clock jitter measurement resolution.

Therefore theproposed scheme allowbtainingan accurate measurement of
clock jitter, despite the presence of process parameter variations, provided that
process parameter variations are preliminary measured with respect to clock

jitter.
3.3.1Cost evaluation ahcomparison

Finally, the cost of the proposed approattave been evaluated the cost in
terms of area overhead and power consumpfltve proposed schenteas
beenimplemented as describ@dthe previousection.

Particularly, for simplicityjt has ben considered each FUB composed by 8
ROs. However, it is worth noticing that usually the FUBs are composed by a
number of ROs that is much higher than 8-1B]. Therefore,a pessimistic
estimation of the area and power overhefathe illustrated scheme ev [3-9]
is provided

As for area, it has been roughly estimated in squares, wiulger
consumption has been evaluated by means of elecialations

Tab. 31 repots the costs of the scheme in1@ for process parameter
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variation only, and thosef the proposed scheme, allowing also clock jitter

measurement.

TABLE 3-I. Area and power costs of the proposeieme and that ir3{9].

SorateEg Area | Area Overhead (% ngr:’]Zr Power Overhead (%
(A ! used FL/E! Aon‘ FUB) . .|(P/s!ussd FUB! Pon FUE)
Scheme (squares)| 100" —=E 100 = usedFUB_ “org LB
Aang_FUB (uW) P, orig_FUB
Original FUB| 9086 - 982 -
Re-used FUB| 9656 +6% 996 +1.4%

As can be seen, the proposeddifications to the scheme in-[3)] allow
achieving also clock jitter measurement at negligible relative increase in area
overhead angower consumption, equal to 6% and 1.4%, respectively. Similar
results are expected for other RO based process parameter variation

measurement schemes.

3.4 Summary

As it has beerdescribed and shown in this chaptermovel low cost
scheme for the edie measurement of either clock jitter, or process parameter
variationshas beemproposed By reusing and properly modifying the ring
oscillators that are currently widely employed for process parameter variation
measurement in higherformance microprocessy theproposed scheme can
be easily set in either the process parameter variation measurement mode, or
the clock jitter measurement mode, by acting on an external control dignal.
particular it has been shown that tipeoposed scheme allows ¢dbtain clock
jitter measurement ategligible relative increasinig area overhead and power
consumption (6% and 1.4%, respectively) with respect to the frequently
adopted scheme for process parameter variation measurem@aojn |

Moreover, thedeveloped schee is scalable in the provided clock jitter

measurement resolution, while allowing the same process parameter variation
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measurement resolution as the ring oscillatsed scheme in{BJ]. It should
be noted that due to its allowing both process parameat@tion and clock
jitter measurementshe novel schemelevelopedeatures accurate clock jitter
measurement, despite the possible presence of significant process parameter
variations, provided that process parameter variations are preliminary
measuredvith respect to clock jitter.

Finally, the proposedpproach can be easily applied also to other process
parameter variation measurement schemes by meénstraightforward

modification for which similar results are expected
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Faults affecting enegy
harvesting circuits of self
powered wireless sensor

Wireless sensing systems have recently gained a lot of interest, and
their employment opens new possibilities in large scale, easy and low cost data
capture The main challenge ithe use of such systems is associated with their
power supply, todayOs still mainly provided by battefibsre is a tradeoff
between the size of the energy storage element (i.e., the battery) and the
lifetime of the device. Due to the required smallesend frequent remote
deployment, any servicing linked with battery replacement is impractical.
Therefore, systems using ambient energy as additional energy source have
recently gained a considerable interest. They employ a circuit that harvests
energy fom the environment in which they are embedded to obtain the
required energy.Systems exploiting Energy Harvesting (EH) would also
feature higher reliability than those using a fixed battery. In fact, they are less
likely to suffer from common problems ofepleted energy supply, and

therefore limited lifetime. This is of great importance in case of powering
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biomedical wearable sensors monitoring critical human vital parameters (e.g.,
breathing, heart activity, etc.Although energy haesting circuits (EHOs
could in principle be more reliable than fixed batteries, they are generally
composed by many components (e.g., diodes, switching transistors, capacitors,
inductors, etc.) that may fail during their-field operation, due to material
degradation, or etgromagnetic interferenced{l, 42]. Up to now, many
architectures for mechanical EH systems have been propéskdd/, 48]
but none of them has yet considered the effects of faults possibly affecting its
componentsBased on these consideratipdaring the research activity, it has
beenanalyze the effects of faults affecting an integrated circuit performing
energy harvesting from mechanical vibrations, and powering a wireless
biomedical multisensor nod&he EHCs is implemented by the same CMOS
technology as the considered multisensor node, lege been anatgd the
effects of all possible faults affecting the EHThe obtained results are
presented in this chapter. Particularly, il we shown that they may make the
EHC fail to produce the reqeid supply voltage to the sensor node, with
consequent dramatic impact on reliability.

Therest of this chaptes organized as follows. In Sectidrl, a description
of the considered energy harvesting circuit used to power the biomedical
multisensor nod consideredn this work is given In Sectiord.2, the effects
of faults possibly affecting the considered EBi@analyzed In Sectior4.3, a
low cost circuit to monitor concurrently the power supply voltage provided by
the EHCis proposedand theresuts of the &ctrical simulations that have been
performed to verify the correct operationtbé developedmonitoring circuit
are presentedn Section 4.4the self-checkingability of the circuit proposed
with respect to its possible internal faulssreported An evaluation ofts costs

is also givenn the Section 4.5
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4.1 The self powered wearable multisensor
considered

For this work, thewvireless biomedical multisensor node describedtin [

2] has been considered. Itdesigned to monitor humarital parametergin
particular, breathing and heart activitgnd consists of the following
components

1) a multisensor;

2) a signaiconditioning block;

3) a microprocessor;

4) communication terminals;

5) apowering system42].

The node featurethree different operating mode:the staneby mode, in
which it consumes a power of 3uW; ii) the data acquisition (DA) mode (for
data collection, processing and storirfgy,which a power lower than 1mW is
reported; iii) the radio transmission (TX) nedfor the wireless transmission
of collected data), during which the power consumption reaches a value
slightly lower than 10mW4-2]. The node is in the data acquisition (DA) mode
most of the time, with short periodic radio transmission (Tx) phases.

The considered multisensor node is pelfvered by an EHC (exploiting
human vibrations) along with a rechargeable battery. The EHC is shown in
Fig4.l. It employs a piezoelectric generator to convert the kinetic energy

generated from human vibrations iiectrical eergy [48].
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AC/DC rectifier DC/DC conver:[er

Figure 4.1: EHC used to power the considered multisensor node
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Such a piezoelectric generator is built using a cantilever beam with
piezoelectric patches, as describeddu®]. Since the voltage produced by the
piezoelectic generator {piez9 IS an AC voltage, it is converted into a DC
voltage, in order to be exploited for powering the multisensor node, here
represented byrload Particularly, firsta full-wave AC/DC rectifier rectifies

the AC voltage Vpiezo to a DC voltagand therthe produced DC voltage is
regulated to a specific value by a stiggwn DC/DC converter (Figt.1). The
full-wave AC/DC rectifier consists of a diode bridge {D4) and a storage
capacitor Csior) that converts the AC voltagé,e., into the DC voltageV1,
which is maintained at the terminals@f,; The DC voltage/1 is regulated to

a lower, specific valueVg,) by the steglown DC/DC converter (Figd.1),
which also maintains constant suckwg value (by itsControl Circuitand M1
trangstor), whichever the current absorbed by the powered sensor. Particularly,
for the correct operation of the considered biomedical multisensor ¥ggde,
should be kept in the [1.92.1V] range [413, 414].

More in details, the DC/DC converter is composédh transistor M1 and a
diode D5 acting as switches and allowing to transfer the required amount of
energy from the input\) to the output Vo). The inductor L1 and the
capacitorC,,; are used to filter out the oscillations thre voltageV,, which an

be induced byhe commutation of M1 and D5. Ti@ontrol Circuitgenerates a
periodic control signal\(cg) that turrs the transistor M1 on and offyith a

fixed frequencyfcs This circuit compares the output voltale,: with a
reference voltagees), and based on such comparison resulnadifies the
duty-cycle of signalVcs (i.e., the time withinT=1/fcs in which Vcsis 1) in
order to maké/,,; equal toVier. The selection of the value of the frequefgy

is based on design constrains of the @it&rcapacitors and inductors
composing the EHC and does not affect the operation of the DCsberter
Typically, fcsis selected within a range comprised between 1kHz and some
tenths of kHz.The EHC in Fig.4.1 has been implemented using the same
180nm standardCMOS technology as the considered multisensor node, and

with discrete capacitors and inductors. In particular, all diodesD®)lhave
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beenimplementedby MOS transistors with shorted drahgate terminals,
while the passive components a@iorage=180pF, Cou=500puF andL1=22mH

Based on the power absorbed by the multisensor node in the DA and Tx
operating modes described above, and the regVisedalue,Rloadhas been
chosen equal t6.3k%, in the DA mode, and t830% in the Tx modeThe
decribed implementationguarantees a nominal,, value of 2.1V,

independently of the power consumed by the multisensor node.

4.2 Faults Affecting the Energy Harvesting Circuit
and their Effects

Faults affecting the EHC in Figl during its in field operdon have
been consideredand their produced impact on the providég: have been
evaluatedFor this analysist has beersupposed that the EHC is exhaustively
tested after fabrication, thugOsfault-free at the begiming of its in field
operation,with its capacitor Gor properly chargedParticularly, all faults
possibly affectinghe EHC component sutircuits (the AC/DC rectifier and
the DC/DC convertg@mhave beemronsidered

For each sultircuit, the following all possiblehave beerconsideed: i)
node stuckat 0 (SAO) [4-14]; ii) transistors stuclon (SONSs)[4-14]; iii)
transistors stuckpen (SOP}M-14]; iv) resistive bridgings (BFs), with realistic
values of connecting resistancesfRin the rangd0..6k2] [4-14]. It is worth
noticing that SA1 faults have not been considered, since thegannot
realistically occur. In fact, ithe EHC analyzed any short between an internal
node and the outpM,.: (which is the \4q4 of the circuit itself) will produce a
variation on theVy voltage valuethus being more realistically modeled as a
resistive bridge (with a value of the connecting resistance equal to 0), rather
than as a stueht 1.

In addition, as usual to 4fteld concurrent detectiont has beerassumed

that faults occur one at arte in the field, and that the time elapsing between
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the occurrence of two following faults is long enough to allow the agiiolic

of all possible inputs [45].

As introduced before, for the reliable operation of the considered biomedical
multisensor nod, it is essential that such faults do not mékgfall out of the
required voltage rang.5V B 2.1V]. However,this analysis applies also for
different, possiblyrequired voltage rangek order to evaluate the fault effects

on the provided/,, electrical simulationshave beemperformed by means of
HSPICE. The results dheseanalyses are reported in details in the following

subsections.

4.2.1 Faults affecting the AC/DC rectifier and
produced effects

In this subsection, the effects of all possitaults affecting the AC/DC

rectifier of the EHC (Fig4.1) are analyzed.
A. StuckAt-0 (SA0)

LetOstart considering SAOs. They may affect the following nodes;#; W)
Vin-; iii) V1. SAO of kind i) is activated during the positive hedfives of \iezo
(Fig. 4.1), independently of the EHC operating mode. When th® &8A
activated, the AC/DC rectifier fails in rectifying the positivge¥ half-waves,
thus failing in charging G (thus also G,) to the expected value. Therefore,
the providedVy is lower than what expected under faudte conditions.
Moreoverit has beewerified that, due to its rapidrop toground,the provided
Vout does not suffice to the correct operation of the driven multisensor node,
whichever the EHC operating mode. Téfere, the correct operation of the
EHC, thus of the driven multisensor nods, compromised due to the
considered SAO.
As for the SAO of kind ii), it is activated during the negative aaives of
Viezo (Fig. 4.1), independently of the EHC operating reodiVhen this SAis
activated, the AC/DC rectifier fails in rectifying the negatiyg)half-waves,
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thus failingin charging Geor Up to the expected value. As a consequence, the
DC/DC converter also fails in charging 2o its expected value. Thered) as
for the SAO of kind i), the voltage provided Wp:is lower than what expected
under faukfree conditions and it does not suffice to the correct operation of the
driven multisensor node, whichever the EHC operating mode. As a
consequence, also this case, the correct operation of the EHC, thus of the
driven multisensor nodés compromised.
The SAO of kind iii) is activated during the time intervals in whichepy >
|Vestof, independently of the EHC operating mode. When this SA is activated,
the capacitor Gor turns out to be not connected to the EHC, and the whole
current produced by the piezoelectric generator flows to ground, being V1
SAO0. Consequently, the capacitos,{ds quickly discharged and the voltage
provided onV,, drops rapidf to ground. Therefore, also in this case, the
correct operation of the EHC, thus of the driven multisensor node, may be
compromised.

B. Transistor SONs / SOPs
Now letOsconsider SONs/SOPs that may affect the transistors implementing
(Fig.4.1): i) diodes [1, D4; ii) diodes D2, D3.
As for SONs/SOPs of kind i), they are activated during the time intervals in
which |Vsiezd> |Vestol, @nd reduce the average current that charges the capacitor
Cstor As a consequence, the DC/DC converter does not receive dsthiepu
power required to keey,,: constant when the multisensor starts a transmission
(i.e., during the TX operating mode), thus producing a temporary voltage drop
that compromises the correct operation of the EHC and the driven multisensor
node. As for SANs/SOPs of kind ii), they are activated during the time
intervals in which |Wezd < |Vcsiol- We have verified that these SONs/SOPs
produce the same effects as SONs/SOPs of kind i) above, causing a temporary
voltage drop during the TX operating mode,shossibly compromising the
correct operation of the EHC and the driven multisensor node.

C. Bridging Faults (BFs)
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Now all possible BFsare analyzed with realistic values of connecting
resistance (B) in the rang€g0..6kQ] [4-14]. Their activating condibns, as
well as their produced effects during both the DA and Tx operating modes are

summarized in Tablé-l.

TABLE 4-I: Effects of BFs possibly affecting the AC/DC converter.

Gradual
No Effect Degradation Overshoot
Activating
BF . to GND
Condition
DA TX DA TX DA TX
V" DGND Vpieze>0V 10,6kQ] - - 10,6kQ]
Vin- DGND V piez<OV 10,6kQ] - - 10,6k
Vin+ DV\n' Vpiezouov ]Oysm] - - ]O,6k§2]
Vit DV1 [Vipiezd>[Vesiol 10,6kQ] - - 10,6k
Vin' bVl |VpieZCJ>|VCSlDI‘| ]O,6k§2] - - ]O,6k§2]
Vin" DVout Viiezo" 2.1V 10,6ke2] -- -- 10,6k2]
Vin' Dvoul Vp\ezo" 2.1V ]Oysm] - - ]O,6k§2]
V1BV Vesor" 2.1V -- -- -- ]0,6ke2] | 10,6k]
V1 DGND Vesior> 0 - - |]0,6k£2] 10,6kQ]

Particularly,it has beerverified that, when activateéach BF (but for the V1

Vout BFs discussed below) results iVa: gradual voltage drop to grod, thus
making the voltage provided on,: not sufficient for the correct operation of
the driven multisensor node, whose correct operation is consequently
compromised. This situation is illustrated in F#§2, which reports, as an
example,the resultsof the electricalsimulation performed considering a BF
between V,+ and GND, with avalue of connecting resistancgR= 1kQ and

the multisensor node operating in the DA mode for# and in the TX mode

fort=t;.
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Figure 4.2: Variation of the voltage on ¥ due to a BF (with B-= 1k!)
between W+ and GND.

As can be seen from Fig.2, after the multisensor enters the TX modeat t
the voltageV,,: quickly drops to a value slightly higher than 1.5V, which is the
minimum voltage value rpiired by the multisensor node to operate correctly.
Afterwards it continues to drop gradually to ground, reaching 1.5V soon after
tl. The BF between V1 and,, is activated each time the voltage value on V1
(i.e., the voltage across) differs fromthe voltage value oWy (i.e., 2.1V).

In particular, this BF connects the positive terminals gf; @nd G, thus
originating a charge distribution process between them. This situation is shown
in Fig.4.3.

Voltage (V)

Vout

0 4 28 42 56 7
t2 time (s)

Figure 4.3: Variation of the voltge on nodes ¥/ (solid line) and V1 (dashed
line) in case of a BF (with g2 = 500!) between them.

As can be seen, this BF generates an initial voltage overshoot (fgy or t
Vou, Which reaches approximately 2.4V (a value higher than the maximum

tolerated voltage of 2.1V), while producing a reduction in the voltage value V1
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across Gor This reduction is caused by a decrease in the charge stored,on C
which makes the EHC fail in keeping.: above 1.5V when the multisensor
node switches from the A mode to the TX mode at time t2 (Fig.3).
Following commutations of the multisensor node from the DA mode to the TX
mode reduce further theoltage value orVy,, which gradually decreases to
GND. Therefore, also in this case, the correct operatiameoEHC, thus of the

driven multisensor node, may be compromised.

4.2.2 Faults affecting the DC/DC converter and
produced effects

In this subsectiorthe effects of all possible faults of the DC/DC step

down converter of the EHC (Fig.1) areanalyzel.

A. StuckAt-0 (SA0)
LetOstart considering SAGhatmay affect nodes (Figt.1): i) V2; i) Vour, iii)
Vs It has beerverified that the SAO of kind i) is activated during the time
intervals in which Vs presents a high logic value (i.e..s¥2.1V) and he
NMOS transistor M1 is conductive. This SAO prevents the current coming from
the AC/DC rectifier from flowing through the inductor L1. Consequently, the
capacitor Gy is quickly discharged and the voltagk,: drops rapidly to
ground. As a consequencie correct operation of the EHC (thus, of the
driven multisensor node) may be compromis8dnilar results have been
obtained for SAOs of kind ii) and iii).

B. Transistor SONs / SOPs
SONSs/SOPs that may affect the following transistors 4Hiy.i) M1; ii) D5.
It has beenverified that the SON of kind i) is activated during the time
intervals in which ¥=0V. This fault connects permanently nodes V1 and V2
(Fig. 4.1), and its effect on the output of the EHC is similar to that of a BF
between nodes V1D V,; described in the previous subsection and

schematically represented in Fig3. Thus, a SON of kind i) produces an
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initial overshoot on V. Then, after successive commutations of the
multisensor node from the DA to the TX operating mode, it causeadaajr
drop to ground oWV, Therefore, the correct operation of EHC and the driven
multisensor node may be compromised.
The SON of kind ii) is activated during the time intervals in whicl=0V
(nMOS M1 off). This SON produces a permanent conductivie fram node
V2 (Fig. 1) to ground, thus not allowing charging the output capaCirAs
a consequenceYy,: drops to ground after the next transmission of the
multisensor node, and theorrect operation of EHC, as well as that of the
driven multisensonode, is compromised.
As for the SOP of kind i), it is activated during the time intervals in whigh V
presents a high logic value (i.e.¢s%2.1V), and induces operating conditions
similar to those previously described for the SAOQO affecting node V2.
Paticularly, in this case, the DC/DC converter is disconnected from the
AC/DC rectifier, since the transistor M1 is always dffonsequently, the
capacitor Gy is quickly discharged and the voltage provided\@n rapidly
drops to ground. Similarly to tharevious case, theorrect operation of EHC
and the driven multisensor node are compromised.
Finally, the SOP of kind ii) is activated during the time intervals in which
V=0V. Due to this SOP, the diode D5 is always off, and aftgflip's to O
switching off M1, no current flows through L1, as in the fau#e case. This
prevents the DC/DC converter from charging,:@Qp to its expected value.
Therefore, the voltage provided ¥, turns out to be lower than that expected
under faukfree conditions, rad it does not suffice to the correct operation of
the multisensor node. Therefore, the correct operation of the EHC, and of the
driven multisensor node, is compromised.

C. Bridging Faults (BFs)
LetOsnow consider all possible BFs, with realistic values amnnecting
resistance (E) in therange]0..6k2] [4-14]. The activating conditions, as well
as the produced effects during both the DA and the TX operating modes are

summarized in Tablé-Il.
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TABLE 4-I1: Effects of BFs possibly affecting the DC/DC converter

Gradual
Activating No Effect Drop to GND Degradationy Overshoot
BF Condition to GND
DA X DA > X DA
V2-GND | Ves=2.1v]06kQ] | - - - 10,6kQ]
V1-Ves| Ves=0V -- -- - - 10,6kR] 10,6kR]
V1-V2 | Ves=2.1V -- -- - - 10,6kR] 10,6kQ]
Ves-V2 | Ves = 2.1V -- - 10,4kQ] - 14k,6K]Q
Vou" OV
VourGND (normal - - 10,6kQ] | 10,6kQ]
operation)
VesGND] Ves =2.1v |10.6kQ] | - - - 10,6kQ]
VesVou | Vs =0V ]]0,6kRQ] - -- - 10,6k]
Viet-Ves | Ves =0V 10,6k - -- - 10,6ke2]
Vrer-Vour | Vou" Vrer ]10,6kQ] |]0,6k2]
V2 -Vou | V2" Vou [10,6k2] |]10,6kQ]

Is it possible toobserve that the BF between node V2 and ground affects the
output voltagée/,,: only during the TX mode, resulting in a gradual degradation
to ground for all bridging resistance values in the carsd range. Therefore,
this BF may compromise theorrect operation of EHC and of the driven
multisensor nodeA similar behaviorhas been verifiedlso for BFs between
nodes s Vour Ves GND, Viet BV, and s V2, the latter for values of
connectingesistance in the rangetk!.

As for the BF between V1 and.y it makes transistor M1 permanently ON.
This BF produces similar effects to the BF between V1\&pddescribed in

the previous subsection for the AC/DC converter. Thereftire, correct
opeation of EHC and of the driven multisensor node may be compromised.
Moreover a similar behavior occurs also for the BF between V1 and ¥%2.

for the BF betweeN,, and GND, it always affects (Table4-Il). Fig. 44
shows the effects on voltayg,: after this BF occurs at time t3, with a bridging

resistance R=500Q. As can be seenthis BF makesV,,: quickly drop to
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ground, thus compromising the correct operation of the driven multisensor
node.It has beerverified that a similar behavior occurts@ for BFs between
nodes \{sand V2, for values of connecting resistance in the rangje.0

Finally, the BF between M andV,, is never activatedndependently of the
multisensor operating modeince during the multisensor normal operation it is
always Ver = Vour = 2.1V. Therefore, this fault does not produce any effect on
Vout Moreover has beewerified that, if this fault is followed by any one of the
faults analyzed before and makig, " 2.1V, the resulting effect oN,is the
same aghat generated by the second fault only, which has been analyzed
before.A similar behavioris obtainedalso fa the BF between nodes V2 and
Vout.

27

0 . 08 16 24 32 4

t3 time (s)

Figure 4.4: Simulation results showing the variation of the voltage gndle
to a BF (with Rg=500!) between V,,:and GND

4.3 Proposed Energy Harvesting Concurrent
Monitoring Circuit

In order to monitor continuously, and concurrently with the system
operation, the correctness of the voltagg: provided by the EHCa
monitoringcircuit has beemproposed and validate@he monitor generates an
error message whern,: drops below 1.5V (that is, below the minimum voltage
value required by the sensor to work properly), or when it is affected by

internal faults (as will be shown ime next edion). The proposed circuit is
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schematically shown in Fig. 4.5. The pMOS M1 and the capacitor C1 generate

an auxiliary voltage Vaux Which is used as power supply for our circuit. In fact,
the circuit cannot use V,,, as power supply, since it should provide an error
indication when, in case of faults, V,,cdrops below the redued voltage value.
Under faultfree conditions, it i8/aux ” Vour. Transistor M1 operates as a diode,
allowing a current to flow fronVoy: to V., , thus charging C1, when Vo, > Vs

(i.e., when the circuit is turned on). Instead, transistor M1 avoids current to
flow from V,,, to V., whenVo,<Vaux due to a fault affecting the EH@hus

avoiding the discharge of C1

INV12

INV11

_________

Figure 4.5: Proposed monitoring circuit

Therefore, afte¥,,; dropsdue to a fault affecting the EHC, C1 allows to keep
Vaux @approximately constant for a chosen time interval (that is a function of the
C1 value), thus allowing the circuit to provide an error indication. MUX1 and
MUX2 receiveV,, and ground GND) as inpus, while the system clockCK)
acts as control signal. In particular, wHeK=0, it is Oyux =Vout and Omux2=0,
while whenCK=1, it is Oyux1=0 and Omux>=Vou. Each multiplexer has been
implemented using two transfer gates (TGs). They are driven by thensyste
clock (CK) and its complemenCKO)whose correct synchronization could be
easily checked using a ciit of the kind in [49]. As for inverters INV11 and
INV21, they are pMOS dominant, and designed to have a nominal logic
threshold voltages (denoted ¥, 1.pp) equal to the 72% of their power supply
voltage Vauy. Finally, INV12 and INV22 are minimum sizedymmetric

inverters, employed to reshape the signals on niddasd|2.
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LetOslescribenow in details the operation ofhe circuit proposedFirst letOs
consider the faulfree case.Under this condition, the voltag&/. Iis
approximately equal t&ax When CK=0, it iS Omux1 = Vout (= Vauy, thus
INV11 produces a low logic valu¢lE0). Instead, since it i®©wux2=0, INV21
produces a high logic va& (2=1). Therefore, whel€K=0, the outputs of our
circuit are Errl, Err2)=(1,0).

When CK=1, it is Omux1=0, so that INV11l produces a high logic value
(11=1). As for Owuxz, it resultsOpux2=Vout (= Vauy, thus it isI2=0. Therefore,
whenCK=1, the output®f our circuit ardErrl, Err2) = (0,1).

Therdore, on the whole, under fatflee conditions, the outputs of our
monitor present always alternating and complementary logic values.

Now let® analyzethe case of a fault affecting EHC, and making; drop
below 1.5V.LetOsefer to this value a8oumin IN this caseYoy it is lower than
the 72% ofVaux, Which is maintained equal to 2.1V by C1. Sincgy¥cts as
power supply for inverters INV11 and INV21, it\Gumir=VLT-pp=1.5V, where
V. 1.pp denoteghe logic threshold voltage of the two inverters.

When CK=0, it is Omux1i=Vour Since it iSVour < Voutmin = ViT-pp, it IS also
Owmux1 < Vit-pp. Consequently, INV11 produces a high logic value as output
(I1=1). On the other hand, it ®uux2=0, so that alsdNV21 produces a high
logic value (2=1). Thus, whenCK=0, the outputs of our monitor af&rrl,
Err2) = (0,0). WhenCK=1, it is Ouux1=0, thus INV11 produces a high logic
value (1=1). Meanwhile, it iISOwux2 =Vout < Voumir=VLT-PD, SO thatl2=1.
Therefore also wherCK=1, the outputs of our monitor at&rrl, Err2)=(0,0).

This way, when V,,; drops below 1.5Vthe proposedmonitor gives non
complementary values oBrrl and Err2 during the wholeCK cycle. It is
possible toassume thatErrl, Err2) = (0,0) or (1,1) are indications of either
faults affecting EHC qras shown in Sect. 4.4aults affecting the proposed
monitor. Instead(Errl, Err2) = (1,0) or (0,1) are indications of faulfree

operation.
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4.3.1 Implementation and validation

The described motaring circuit has beeimplemented considering a
standard 0.18um CMOS techngloof the kind considered in {43] for the
connected multisensmode. Particularlyit has beertonsidered the following
transistor aspect ratios and components for the timcdig. 45: (i) (W/L)=1
for the nMOS andW/L)=2 for the pMOS of the TGs; (iijw/L)=1/20for the
NMOS and (W/L)=50 for the pMOS of INV11 and INV21: (iii)YW/L)=1 for
the nMOS andW/L)=2 for the pMOS of INV12 and INV22; (ivfW/L)=20
for the pMOS M1; §) C1=10pF. It is worth noticing that the value of C1 is
high enough to guarantee the correct operatiogirgliit monitor for many
seconds afteiy, goes below 1.5V, thus allowing the activation of proper
recovery approache$he behavior othe implemeted circuit monitoring has
been analyzed by conventional and Monte Carlo electrical simulations,
performed considering statistical variations (with uniform distribution) up to

20% of oxide thickness, transistor threshold voltage and electron/hole mobility.
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Figure 4.6: Simulation results obtained for nominal values of electrical
parameters and temporary drop of.Mdue to faults) greater than the 28% of
its nominal value
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Fig. 4.6 reports the simulation results obtained under nominal values of
electrical paramters in case of faults makind.,: temporary lower than
Voumir=1.5V. Is it possible taobserve that, during the time interval in which
Vout IS lower thanVoumin it is (Errl, Err2) = (0,0), thus indicating the presence
of an incorrect vltage value oW, Instead, Figl.7 shows some results of the
Monte Carlo simulations thdtavebeenperformed to analyze how parameter
variations occurring during fabrication impact tNe.minvalue, that is the
minimum Vo value resulting in an ernoindication at the output of our
monitor. As can be seen/oumin varies between 1.55V and 1.30V, thus
changing with respect to the value expected by design (equal to 1.5V).
Therefore, process parameter variations can make our monitor generate: i) false
error indications (ifVoumin > 1.5V), or ii) false indications of correct operation
(if Voutmin< 1.5V).

1.8
1.61

1.21

0.8 o -
0.61 =L B 0 010 O

0.4
Err2
0.2 A\

Err1; Errz; Vout (V)
o
[3)]
<
/
[
I

6 6.5 7 75 8
time (ms)

Figure 4.7: Monte Carlo simulations showing the minimum voltage value on
Vout resulting in an error indication in case of statistical \temes of electrical
parameters up to 20%.

In order to avoid i) and) above, the inverters of the proposadnitor
could be designed to allow the calibration of their logic thresholds after
fabrication, for instanceéoy adopting the approach in-]. The derived

inverter is shown in Figd.8, where the programming sigls Cpi (Cni) (i=13)
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allows to choose the number of conductive pMOS (nMOS) in series with MPO
(MNO), thus allowing to calibrate the gate logic threshold. Of course, this
implies an extraost in area which, however, has a negligible impacEth€

area, as will be shown Bection4.5.

Cp1 Cp2 Cp3
—qlmm —q MP2 p—ql MP3
MPO

in out

MNO

Ccn1 cn2 Cn3
—I MN1 —I MN2 —I MN3

Figure 4.8: Inverter derived from [47] allowing logic threshold calibration
after fabrication.

4.4 Self-checking ability

As previously discused the developedmonitor may be itself affected
by faults. To guarantee system high reliability, similarly to checkers of self
checking circuits (SCCs¥#{15], the describednonitor should be able to check
itself with respect to possible internal faulisid satisfy either th€otally Sel
Checking(TSQ [4-15], or theStrongly CodeDisjoint (SCD [4-18] property,
with respect to such internal faults. As usual to-skéicking circuitsjt has
beenassumd that faults in the field occur one at a time, ahdt the time
elapsing between the occurrences of two following faults is long enough to
allow the application of all possible input code words (i.e., the cokggt
value) @-15].

Moreover the consideredet of faults# possibly affectinghe develped

monitor is composed by all possible node stwatk (SAS), transistor stuck

opens (SOPs), transistor stuok (SONs) and resistive bridgings (BFs), with
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realistic values of connecting resistance (R) in the [@ng&Q] [4-14]. Faults
effectshave beeranalyzedoy means of logical and electrical simulations. The
achieved results are summarized below.

A. StuckAt-Faults (SAp
LetOs start consideringde SAs 1/0 They may occur on noded Owmuxi,
Owmuxz; i) 11, 12; i) Errl, Err2; iv) CK, CKOV) Vaux Theactivating conditions

of the considered SAs 1/0 are summarized in Table 4

TABLE 4-11I: Activating conditions for the consded SAs possibly affecting
the proposednonitor.

Kind of SA

i i iii iv v

OMUXI OMUXZ Il 12 Errl ErrZ CK K Vaux

CK=0 or
CK=1

SA0 | CK=0 | CK=1 | CK=0 | CK=1| CK=1 | CK=0| CK=1| CK=0

SA1 | CK=1 | CK=0 | CK=1 | CK=0| CK=0 | CK=1| CK=0 | CK=1 -

As for SAs of kind i)t has beerverified that before these faults are activated,
they do not affect the correct operationttod proposednonitor. Additionally,
when these faults are activated, an error indication is produced during one of
the CK semiperiods (see Tabklll), so thathe circuit is TSCwith respect to
them. Analogous considerations hold true for SAs of kind ii), iii) and iv).

As for a SAO affectingVaux it is activated immediately after its occurrence
(i.e., it is activated with both CK=0 and CK=1), and it results in the generation
of an error messagm fact, such a SAO produces a lo@iat the outputs of all
inverters, thus redting in the error indicationErrl, Err2) = (0,0). The
proposedcircuit is thereforel SCwith respect to such a fault.

Instead, a SA1l oV is never activated, thus it does not result in the
generation of any error message. Moreover, due to suchtatfeutircuit is

not able to indicate an incorrect voltage valueVgn Thus,the implemented
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circuit is neitherTSC,nor SCDwith respect to itThe occurrence of this fault
should be avoided by properly designing the circuit laydtd).

B. Transisor StuckOpen Faults (SOPSs)
As for SOPs, they may affect the transistors of: i) MUX1, MUX2; ii) INV11,
INV12, INV21 and INV22; iii) M1. As for SOPs of kind i), they may affeet: i
a) the pMOS or nMOS of TG2 and TG3, or the nMOS of TG1 and T8}, i
the pMCB5 of TG1 and TG4. The activating conditions of the considered SOPs

are summarized in Tablel¥ .

TABLE 4-1V: Activating conditions for the considered SOPs possibly affecting
the proposed monitor

Kind of SOP Affected transistor Activating Condition
NMOSBpMOS of TG2
CK=0-> CK=1
] and nMOS of TG4
i-a
NMOSBpMOS of TG3
CK=1-> CK=0
and nMOS of TG1
pMOS of TG1 CK=1-> CK=0
i-b
pMOS of TG4 CK=0-> CK=1
pMOS of INV11 CK=0-> CK=1
nMOS of INV11 CK=1-> CK=0
pMOS of INV21 CK=1-> CK=0
. nMOS of INV21 CK=0-> CK=1
ii
pMOS of INV12 CK=1-> CK=0
nNMOS of INV12 CK=0-> CK=1
pMOS of INV22 CK=0-> CK=1
NMOS of INV22 CK=1-> CK=0
CK=0-> CK=1 or CK=1
iii pMOS M1
- CK=0
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When activated, SOPs of kinea) do not result in the generation of an error
message. Howevein the presence of these SOR® circuit continues to
detect incorrect voltage values o,V Moreover,it has beerverified that, if

such SOPs are followed by other faults@nthe circuit continues to detect

incorrect values of Y before the fdbwing fault is activated, while it
produces an error message after the following fault activation. Theréfere,
proposedircuit is SCD with respect to SOPs of kird)i
As for SOPs of kind-b), it has beerverified that the correct operation thie
developed monitor is not modified before their activation. Instead, their
activation results in the generation of an error message, sthéheitcuit is
TSCwith respect to them. Similar considerations apply to SOPs of kind ii) and
iii).

C. Transistor Stck-On Faults (SONSs)
As for SONs, they may affect: i) the transistors of MUX1, MUX2; ii) the
pMOS of INV11 and INV21; iii) the nMOS of INV11 and INV21; iv) the
NMOS and pMOS of INV12 and INV22; v) transistor M1. As for SONs of kind
i), they may affect tramstors of: ta) TG1 or TG4, 4b) TG2 or TG3. The
activating conditions of the considered SONs are summarized in Z-able
SONs of kind 4a), even when activated, do not result in the generation of an
error message. Howevehe circuit continues to deteatcorrect voltage values
on Vot even if it is affected by one of these SONs. Moreover, if SONs of this
kind are fdlowed by other faults inF, the circuit continues to work properly
and produces an error message when the followagt is activated.
Therefore, the proposedrcuit is SCDwith respect to SONs of kinga).
Moreover, it has been verifiedhat, if another fault inF occurs,the circuit
continues to detecd¥,,; incorrect voltage values before the following fault is
activated, while it prodtes an error message after its activation. Therefore, our
circuit isSCDwith respect to SONs of kind iii).
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TABLE 4-V: Activating conditions for the considered SONs plolysaffecting
the developednonitor.

Kind of SON Affected transistor Activating Condition
. NMOS- pMOS of TG1 CK=1
- NMOS- pMOS of TG4 CK=0
. NMOS- pMOS of TG2 CK=0
b NMOS- pMOS of TG3 CK=1

i} PMOS of INV11 CK=0
! pMOS of INV21 CK=1
NMOS of INV11 CK=1
. NMOS of INV21 CK=0

PMOS of INV12 CK=1
. nMOS of INV12 CK=0
Y pPMOS of INV22 CK=0

NMOS of INV22 CK=1

SONs of kind iv) do not alter the correct operation of our monitor before they
are activated. When activated, instead, they result in the generation of an
intermediate voltage value @&hrrl or Err2 duringone of theCK semiperiods.
Depending on the logic threshold of the downstream logic, these faults may or
may not result in an error indication. In the case of no error message
generation, our circuit continues to work properly and, in particular, teatdete
the presence of incorrect voltage values/gn Moreover, if SONs of kind iv)

are followed by other faults irF, our circuit keeps on working correctly,

producing an error message after the following fault is activated. Therefore,
our circuit isTSCor SCDwith respect to this kind of SONs.
Finally, as for a SON of kind v), it produces the same effect as the SAl
affecting nodé/,ux SO that the same considerations apply.

D. Bridging Faults (BFs)
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All possible BFs affecting thenonitoring circuit have &en considered, as
reported in Fig.4.9(a). The maximum resistance value for which each BF
results in an eor message is reported in Fig.419), along with the activation
condiions. It has beerverified that before the activation of the considered BFs,
themonitor continues to indicate incorrect voltage value¥Qn
As for BFs with R.,=6k!, when they are activated, an error indication is
produced during one of theK semiperiods, so thathe circuit is TSCwith
respect to theminstead, BFs with réstances B, Rsz and Ry result in an
error message for values of R lower than 6l5.1 K2 and 0.6K2,
respectively. Howevert has beerverified that, for higher values of Rhe
proposedtircuit continues to detect incorrect voltage value¥gn Moreover,
if such BFs are followed by other faults intRe circuit: 1) continues to detect
Vout INcorrect voltage values before the following fault is activated, and 2)
produces an error message after the following fault is activated. Thetbfore,

devebpedcircuit is SCDwith respect to them.

Rinax Activating

RBi
kQ) condition

Re1 3.6 CK=1
Re> 6 CK=0
Res 51 CK=0or1
Res 6 CK=0or1
Ra7 6 CK=0or1
Res 6 CK=0
Rgo 6 CK=1
Rs1o 0.6 CK=0
Re11 6 CK=1
Re12 6 CK=0or1

Figure 4.9: Comsidered BFs, and maximum fRalue fa which they can be
detected

As for Rss, Rss, and Ry3, they are never activated, thus they do not result in an

error indication. Due to these BRke proposedircuit is no longer able to
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detect incorrect voltage valsi®nV,,. Therefore, the occurrence of such faults
should be avoided by properly designing the circuit laydtd).

To summarizethe proposed monitor satisfies tR&C,or theSCDproperty for

all faults inF, but for a few faults, whose likelihood alid be reduced by

means of proper layout design.

4.5 Cost evaluation

An evaluation ofthe costsof the proposeanonitor in terms of power
consumption and area overhehds also beemperformed As described in
Section 4.3 the monitor has been implementedonsideringthe inverters
designed as shown in Fig8, thus allowing the calibration after fabrication of
their logic threshold voltage value$he area and power required liye
monitor has beencomparedto those of the considered EHC (Fig.l),
implemented as described in Sectibi.

As for power consumptiont has beeriound that the power consumed the
proposedmonitor increases linearly with its operating frequency (i.e., the

frequency of its CK signal in Fig.5), as depicted in Figt.10 (a).

"6! . CHMYQK! e e ° ° ° ) ° °
" L CHMYQ5!
" a
3 Q! n 3
. - £ comvQy
S R =
3 [ S . %-1@/."*/2!
2 . S ool ®:2/9/4%-1@/,*/2!
e s - u:2/9/4%-1@/,"*/2! 3 0 Z'1.%-'3(&!7%,4/2!
) G! CHMYQY
c! C#MYQQ!........
"l #l $! %! &! "l #! $! %! &!
+,$%-./(0&1%%$23$(45&'678*& +,$%-./(0&1%%$23$(45&'678*&
() (b)

Figure 4.10: (a) Power consumed by the proposed monitoring circuit as a
function of its operating frequency. (b) Power consumed by EHC (squares
pattern) and by the monitoring circuit (circle pattern), as a function of the
frequencyfcsof the control signal M.
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As for the power consumed by EHC, it increases with the frequepoy its
control signal \¢s. However, as can be observed from Big0(b), the power
consumed byhe monitor is considerably lower than the power consuimed
EHC for all frequencieq the considered range (i.eetween 1kHD 8kHz),
which is a realistic range of operating frequencies for EH@se in details,
Table4-VI reports the power consumed ttne monitor (Rnon) and that of EHC
(Penc), as well as té relative power consumption increase requiredthsy
monitor over the power consumed by EHC for different values of their
operating frequency (i.e. the frequency of the CK signal for our monitor and
the frequencycs of the control signal ¥s of the EHC).From Table4-VI, it is
possible toobserve that the increase power consumption required by the
developedmonitor is negligible for all considered frequésg with respect to
that of EHC.

TABLE 4-VI: Power consurad bythe proposednonitor (R,n) and byEHC
(Penc), and relative power consumption increasguneed by the
monitor (AP(%)=100(Pror/Perc)).

Monitor/EHC Power consumption
operating frequency .

EHC (uW) monitor (NW) AP (%)
(KHz)
1 480 7.68 0.0016
2 490 8.25 0.0016
3 490.8 8.7 0.0017
4 492 9.28 0.0018
5 492.2 9.79 0.0019
6 492.4 10.2 0.0020
7 492.7 10.8 0.0021
8 493 11.5 0.0023
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As for area overheadhe proposedmonitor requires 41 transistors and a
capacitor C1 (Figt.9). According to the implementation in Sectidr8.1, the

41 transistors of thecircuit require 500 squares, implg an area of
approximately 16pm for the considered 0.18um CMOS technology
Considering that the AC/DC and DC/DC converters of EHC @ID. require

5920 squares and a die size of approximately 189pma 0.18um CMOS
technology,it is possible toconcludethat the area increase required thg
proposednonitor is of approximately the 8.5%s for the capacitor C1, it may

be not integrated using the CMOS 0.18um technology, because of its relatively
large capacitance value (C1=10upF). Thus, the capacitor @Y ie
implemented as a discrete capacitor, together with the discrete capacitors (i.e.,
Cstorand Cour) and inductor LIof EHC (Fig.4.1). As shown in Sectiod.2,

the two capacitors of EHC are considerably larger than C1 (&gzx=180uF

and Cout=500uF). As a consequence, the implementation of C1 in such a
portion of EHC, which includealso the inductor L1, negligibly impacts its

area overhead. Thereforthe develope monitoring circuit implies a very

small area increase over the total area of theideresd EHC

4.6 Summary

In this chaptethe problem of the concurrent detection of faults possibly
affecting an EHC that powers a wearable biomedical sehssr been
addressedA brief description about the EHC analyzed has been shown in the
first section In the next sectiors, the effects of possible faults affecting the
EHC have beemnalyzedshowingthat they may make it fain producing the
required power supplyoltage level for the sensofo address this issue, a new
low cost circuithas beerdewlopedto monitor continuouslhand concurrently
with normal operation, the power supply voltage given to the output of the
EHC. The circuit proposedgives an error indication if the provided power

supply voltage falls below the minimum voltage value reglioy the sensor
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to work properly, thus allowing the activation of proper recovery actions, to
guarantee the correct powering of the sensor, despite such faults occurrence.
The monitor requires very low costs in terms of powensumption and area
overhead Moreover, it features selthecking ability with respect to its
possible internal faults, but for a few faults, whose likelihood can be reduced

by means of proper layout design.
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Model for thermal behavior of
shaded solaralls under hot
spot ondition

As alreadyintroducedin the first clapter, in a photovoltaic system
and in particular in a photoitaic modue, there is a failure conditiathat can
lead to energy output lossedue to localized overheatingh phenomenon
referred to as hepot)in a single solar cell inside the module. Overheating can
produce a permanent damage ofgbkar cellareainvolved with a consequent
drastic reduction of the provided poweaf the whole module.In order to
improve the photovadtic module reliability, an accurateanalysis about
phenomena that can causiiciency degradatiommust becarried out In this
chapter,the problem of modeling the thermal behavior of photovoltaic (PV)
cells is addressd. Due to the combination otheir keing exposed to shading
and localized crystal defects inside themsd#y cells may experience a
dramatic temperature increase with consequent reduction of the provided
power. In particular a thermal model is presentedhich allowsestimatingthe
temperéure of thehot-spotarea as a function of the time interval during which

the PV cell is undehnot-spot conditionThe rest of this chaptés omganized as
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follows. In Section 5.1some preliminaryn PV celland hotspot heatingare
given, with anintroduction of terminologies and equivalent electrical circuit
used to model the solar cell behavjbfl1][5-11]. In Section 5.2the thermal
model to estimate the temperature of a &M underhotspot conditionis
presented andalidated againstexperimentadata. In Section 5.3, thtbermal
behavior of shaded PV cells undergoing kspot conditions obtained by
applying the developednodel is shownand a comparison between partial

shadingover full shading effectis proposed

5.1 Preliminaries on a PV cahd PV cell hot spot
heating

A photovoltaic solar cell can be modelednsidering thesimple

electrical arcuit asshown in Fig. 5.1 [8L0][5-11]:

TR RN

Figure 5.1: Two diode equivalenumped model of a solar cell

When the PV cell is exposed to suhligit generates a photocurrdpi that is
proportional to the solar irradiatid®. [W/m?] as indicated in Fig. 5[3-8, 5
10, 511]. Theoutputcurrentlpy provided by the PV cell is:

lpv = Iph- lp1- Ip2- IrsH (5.1).

The diodes Dland D2 account for the saturation mechanisms in the PV cell.
Particularly, the currents; andlp, are the saturation currents due to diffusion

mechanism and the recomation in the space charge laydrey are given hy
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Ip1=lor [exp(VpV+ |pvRS)Ih1VT -1] (52)
Ip2 = lgy [exp(VpV+ |pvRS)lh2VT -1] (5.3).

where \tis the hermal potential [8, 58], and n, n;the idealityfactors. The
currentlrsy represents the leakage current of B¢ cell, which is accounted
by ashunt resistoRsh[5-2, 5-8]. The resistoRs models the voltage drop across
the PV cell produced by the currda[5-8]. Additionally, the function f(G)
that providethe photocurrenty is given by (Jondceidsir)/1000 where G is
the value of the irradiance Wi, Ace is the area of the PV cell arte
photocurrent density ,J is given considering the standardonditions
(1000Mm?, Teer= 25Ci) under which measurements are usupkyformed
Equation 5.1 can be usedsbhowgraphically the currentoltage depndence

both in dark and under illumination condition.
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Figure 5.2: Dark and illuminated -V, power curve, and basic solar cell
parameters.

Fig. 5.2shows the -V curves of a solar cell idark (red line) and illuminated
(black line)conditions. Considéng thecurvel-V under illuminated condition,
the voltage at which the curreist equal to zero is called open circuit voltage
(Voc) while the current at which the voltage is zero is called short circuit

current(Isc). The blue linerepresentshe geneated powerP(V) =V1. The
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voltage at which the power has a maximum is called maximum power voltage
(Vwp), and thecorrespondingcurrent is called maximum power currengg)l

The pointcorrespondingV we, lvp) is calledmaximum power point (MPP) and

it indicates the maximum power generated by the solar cell under illuminated
condition.Two primary parameters about the solar celli@refficency () and

fill factor (FF). The fill factorFFis defined as:

FF (%)= x!mp)l1tr 11”1 x100% (5.4).
Efficiency"” is defined as
(%)= sl 1/ NTIX100%=11 T Tlgel /T 1 x100% (5.5).

where R is the standardormally incident solar power {8].
Theintroducedmodelis able to describe the electridehavior of the solar cell
when it is forward biased and under different illumination conditions.
However when the cell is reveesbiasedandin particular,it works near the
breakdown regionits behaviorcan bebetter modeled bpdding to the model
in fig. 5.1 a second current generattyr), connected in series to the shunt
resistancewhose produced current is controlled by the output voRaggs-

2]. The schematic is shown in Fig.5.3

Figure 5.3: Two diode modified equivaletimped model ba solar cell [52].

The currenty, is approximately equal to OA for values @, higher than the
cell breakdown voltageVg,). Instead, it islyr = ' &p®l-(Vpy/ Vir))™, for
values of Vpy lower thanVy, [5-2]. The parameterst and m are fitting

pamameters.
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Fig. 5.4shows the currenpy as a function oWpy, for a PV cell modeled
with the circuit shown in Fig. 5.3 considering a solar irradiation
Gir=500W/nf. The photocurrentgenerated idph =4A, and three different
values of the shunt resistanRg,have been considereld can be noticed that,
whenVp, = 0V (i.e., the outputs of the PV cell are shorted), the cutegris
equal to the photocurrety, = 4A. This because, whévky = 0V, no current
flows troughRqh (Irs=0), and D1 and D2 are offp:1=I p,=0). Additionally, it
can be observed that also whes V< 0.5V, it is lpy $ Ipn, Since D1 and D2
are still off andrsnis very small. Instead, fofpy > 0.5V, the currentpy = | pr-
Ip1-Ip2-IrsnHStarts decreasing quickly &syincreases, soe D1 and D2 become
conductive, andph and by increase quickly a¥py increases. Frorkig. 5.4 it
IS possible also tebserve that, when the PV cell is reverse bia¥g&Q), the
current Ipy increases a¥%py decreases. Moreover, the valuelp§ strondy
depends on the value of the shunt resistdRgeln particular,lpy increases

faster when the value &&ydecreass
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Figure 5.4: Solar cell currentgh, as a function of W, for a PV cell modeled
with the circuit in Fig. 5.3 for the case of amadiation Gi,=500W/nf
producing andy=4A and for three different values of the shunt resistarge R

It is worth noticing that, when the PV cell is forward biaséd,is lower than
0.6V. Therefore, even for high valueslef, the power dissipatedylthe PV

cell due to the shunt resistanBg, (Pgiss= valesh) is small[5-2]. Instead,
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when the PV cell is reverse biased, the absolute valWeafan be as high as

10 V (depending on the PV cell breakdown voltage), so that the power
dissipated by th@V cell can be very higtb{2], and the temperature of the PV
cell can considerably increase.

Generally, when the PV cell is reverse biaded,is nonrhomogeneously
distributed throughout the cell area, and tends to concentrate in small regions
(with an aeaor different areagpproximately equal td00unf) of slightly
higher conductivity,where the silicon presents a higher concentratén
defects/impuritiesThese impurities createa filamenttype shunt along grain
boundaries that connect directly the back contact metal with the front,
bypassing ta pn junction of thePV cell. Oftenthe shuntare not random but
occur preferalyl at the cell cuspand grairboundary corners along cell edges
due to physical chippm from the scribing procedure -[8]. This physical
phenomenon is taken into accounte value of shunt resistance,ih Fig.

5.2 and 5.35-6, 5-18]. A low value ofRsy will originate a large value dby

when the cell is reverse biasedhich in turn will produce highpower
dissipation orRsy,. If such a power dissipation is high enouglwill produce a
considerable increase in the temperature of the regions of the PV cell that are
close to the impurity enters, thus giving rise to hepot heating4-6, 512.

Under hotspot heating, the temperature of the heated regions can exeeed th
maximum value tolerated by the PV cell, with possible consequent
permanent damage to the cé&h3]. From the above considerations, it is clear
that, to enter a hegpot condition, a PV cell must operate in its reverse bias
region. This is likely to ozur in typical PV arrays, where many PV cells are
connected in series to obtain an adequate level of DC vobat@.[In fact, if

a PV cell within the series (partially) shaded, it reduces its current and forces
the current of the serially connected Eells to diminish too4-6]. However,

the other cells of the series, which are fully irradiated, tend to produce a higher
current than that imposed by the shaded cell. This condition forces the shaded
cell to enter the reverse biased regibf6], thus mssibly giving rise to het

spot It must be pointed out thatsolar cdlwith local shunt haalso anegative
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behaviorin term of electrical performance, wheit is biased in the forward
region. In thidastcase thempact is not on the temperature thedichedocally
until no critical values, but in term of fill factor and solar cell efficieoythe
next chapterit will be shown how hetpot regionsn a solar celdue to local
shunts, results in a degradatiohthe fill factor andthusof the oveall power

conversion efficiency

5.2 Thermal model description and validation

As described in the previous section, when one PV cell within a series
of PV cells is shaded, it starts operating in the reverse region, with the reverse
current flowing main} through small regions containing impuritiésd]. The
power generated by the reverse current of the cell is therefore dissipated in an
area close to these impurity centers,akhtonsequently undergoes a-sBpot
condition.

In order to introduce the éhmal model developetb analyzea hotspot
condition it is important to give a brief degation of the wholesolar cell
structure, wheiit is encapsulated ia PV module.

In practica) solar cells are encapsulated into a OsandwichO structure that
typicdly consists of glass-ethylene vinyl acetate (EVA) antireflection
coating (ARC) Silicon- Tedlar, as shown in Fig. 5[5-20].

Glass
EVA

X ﬂ*/é

N

Silicon
EVA
— Tedlar

Figure 5.5: Crosssection of an encapsulated silicon solar celaggEVA-
ARC - Silicon-Tedlar) p-20].

The sizesand the thermal properties of each layetheencapsulated cell

can differ caseby-case considering different photovoltaic technologies.
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However for a standard silicon solar cell, typical values are repontddhble

5-1 [5-20].

TABLE 5-1: Size and thenal properties beach layer in an encapsulated
silicon solar cell.

Layer Thickness (mm) | Thermal Conductivity (W/mZ/K)
Glass 3 0.98
EVA 0.5 0.23
ARC 0.610° 1.38
Silicon 0.18 148
Tedlar 0.1 0.36

Analyzing the sizes and the propert@®sentin table 51 it can be derived
that due to its highest thickness and low thermal conductithiiy,glas is the
main thermal resistivéayer in theencapsulated solar cell. So the dissipated
heat of the solarcell strongly dependson this layer. Therefore, for the
performedthermal analysisglass layethasonly been considereah order to
determineeach parameter of the developed model shown in F&.3lte
developedhermal modetonsists of two series thernmRC circuits. The lower
RC circuit (composed b¥Cthcen andRrycen) accounts for the temporal behavior
of the PV cell temperature as a function of solar irradiafiQg (n Fig. 5.6a
only. Instead, the upper thermRC circuit (composed b¥Cty.ns and Rry.ns)
models the temporal behaviof the PV cellportion under hotspot condition
(areaAus) as a function of the power dissipat&didy on the shunt resistdy,.
Particularly, Pyiss has beenestimated by Spice simulations as the power
dissipated on the shunt resistance, tha®is:= Rsudisi [W/m?], wherelgy is

the reverse bias current of the shaded PV cell.
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Figure 5.6: (a) Equivalent thermal modeproposed to estimate the time
dependence of the temperature of the portion of PV cgh)(@nder hotspot
condtion. (b)Schematic representation of a shaded PV cell considered here to
build the model.

Fig. 5.6() shows a representation of the shaded PV cell lthat been
consideredo develophe thermamodelproposedAcei denotes the area of the
PV cell surf@e while the area of the regions affected by-sot heating is
denoted byAys. The value ofAysdepends on the PV cell fabrication process,
andit has been experimentally determined to be in the range af(B%oof
Acel [5-14]. As for the other paramete in Fig. 5.6(9, Tus [OC], Rruus
[ACM#W] and Cruns [0C m*sec/W] are the temperature, thermal resistance
and thermal capacitance, respectively, of the PV cell poAign Teen [OC],
Rricen [AGMYW] and Crucen [0G m*sec/W] are the temperature, thermal
resistance anthermal capacitance, respectively, of the remaining portion of
the shaded PV cell that is not undergoing in adpatt conditionTamp [OC] is

the ambient temperatur€;, [W/m?] is the solar radiation density illuminating
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the PV cell. The values of thegrameter®ruus, Rrucel, Cruns and Crycen have

been calculated as follows:

Rraswn= Drasooe! el 11111 (5.6)

K*Aceu '

! ; Cruns! W 1111 (5.7)

! 7ips |
P ps

wherel [m] is the thikness of the glass covering the PV cklis the glass
thermal conductivity; # [Kg/f is the glass density; $ [J/KIE] is the glass
specific heat capacityzrom the thermal circuit in Figh.6(9, it is possible to
derive the behavior over time of thentperaturélys in the area of the PV cell

undergoing a hesport condition (at timé;s) as follows:

T,+R G. t <t (58)

THcell ~irr
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where (=Gir-shadedGirr denotes the relative mismatch in the irradiation between
the sladed Gir-shadeg @nd the non shadei) cells of the PV array. Thus, a
fully shaded PV cell will present =0, while for nonshaded PV cells it is
(=1. From equatios (5.8) and (5.9)it is possible toobserve thatbefore
entering a hespot condibn (for t<tys), the temperature of the whole PV cell
is constant and given Biyys= Teei = Ta + Rrucersir. In this condition, in fact,

the PV cell works with the same solar irradiati®n as the other PV cells in
the panel, so that the PV cell isnvi@rd biased. Therefore, it Ryiss$ 0, and

the cell temperature turns out to depend only on the solar irradi@tiothe
other handafter the PV cell is shaded (with an irradiation mismgfchand
enters a hespot condition (fort% fs), there are two different phenomena
determining tle temperature of the PV cell: i) the contribution of the reduced
solar irradiation(i.e., second term in (5.9or t% #s), which tends to reduce the
PV cell temperature with a time constdgnd = Rry-ceirr-cen = | && / k[sec];

i) the contributionof the power dissipated bysfRPqis9 (i.€., third term in (5.9
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for t% tg), which tends to increase the PV cell temperature with a time constant
hs = Rruns&rhns = | && [ K[sec]. It is worth noticing thatce = /ns, they
depend only on the glasisickness |, thermal conductivityk), density (#) and
specific heat capacity ($), while they do not depend on the surfacefasieas
andAps. It is also interesting to note that, since iAig >> Ays, in (5.9 and

(5.7) it is Rrucell << Rut-ns. Thus, Gir ricenl << Pgiss®rr-ns in (5.9). Therefore,
even if/cen = /s, the contribution of ii) to the temperatufgs is considerably
higher than the contribution of i). As a result, when a PV cell is shaded, its
temperaturelys tends to increase verguickly, asit will be shown in the next
section. Additionally, fol0 < (< 1 (partial shaded cell)[ys grows faster than

for (=0 (fully shaded cell). From a physical point of view, this is due to the fact
that, in the partial shaded cell, the operatemmperature is higher than in the
fully shaded cell, since part of the cell is still being fully irradiated.

The proposed thermal modehn besimulated by means of any electrical
simulation tool Spicdike. To fulfill this purposejt is only nee@dto canvert
the units of the obtained voltages (currents) to units of temperature (power), so
that, 1V (1A) in the simulated electricaltcuit will correspond to 14C (1W) in
the actual thermal circuit.

The proposedmodel allows to evaluate simply and quickly the maximum
time interval in which a PV cell can remain under adpmit condition, without
suffering from permanent damages dueekxessive temperature. Such an
evaluation is a preliminary step towards the development of shading tolerant
techniqueghat, if activated in the field, could avoid PV cell damage in case of
shading, thus avoiding the consequent efficiency loss of theew?idlarray
The model has beevalidated by comparing its provided results against the
experimental ones reported iB-16, 517], considering the aane operating
conditions. Fig. 5.8hows the temperature behavidraoshaded cell obtained
by the thermaimodel.
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Figure 5.7: Temperature trend over time solar cel] when it is fully shaded
after t1 and for the operation conditions reportefbi5].

As can be seerbefore the cell is shaded at time it presents a constant
operating temperaturef 600C. This is in very good agreement with the
operating temperature of a nehaded PV cell reported jB-16]. After the cell
is shaded (at timg)t themodel estimates a time intend = t; Bt, = 21.%51t0
rise by 900C, thus reaching a temperabfiis500C. This result is in accordance

with the experimental results reported Al 7].

5.3 Solar Cell thermal behavior derived from the
model

In this section, the results obtained whitve model is appliedto
estimate the behavior of the temperatflire of a shaded PV cell undergoing a
hotspot conditionare presenéd As an examplea realistic PV array scheme
has beertonsiderecanddepicted in Figh.8 [5-2]. It is composed by a series
of 36 identical PV cells (PVii=1..36), with 2 bypass diodeDgvp;, i=1, 2),
each connected in parallel to 18 PV celi€?]. It must be pointed out that the

bypass diodes are usea ¢ounteract the detrimental effect of shadimpe



Chapter 5 95

adoption of bypass diodes connected in antiparallel with the eels has

been poposedn [5-2, 54], andnowadayss a standard de facto. Particularly,
bypass diodes limit the reverse voltage that can be applied to a PV cell, thus
preventing it from reaching the breakdown voltage when it is shaded.
Unfortunately, hotspot conditionon shaded PV cells can still arise, even if
bypass diodesare employed within PV arrays -@. This becauseas
previously described,some PV cells exhibit a large reverse current, even
before reaching the reverse breakdown voltage a dagerous hoespot
condition can still happerkor this analysis,it has beerassumedhat the cell
PV36has a localized low value of its shunt resistanceisedher almost fully
shaded (=0.01), or partially shaded( =0.3). Of coursesimilar results would

have beenlatained considering another PV cell in the array. The bypass diodes
(Dgsypy, i=1, 2) avoid that a shaded PV cell, wh is reverse biasedan enter

its breakdown region. In fact, the reverse voltage of a shadeckPWithin

the array in Fig. 5.8equal © the sum of the forward voltages of the other 17
non shaded PV cells sharing the same bypass diode, is always lower than its
breakdown voltage/y: (typically equal to-10V considering each solar cell

working around it$/oc).
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The PV cells of the arrapave been modeledwith the two diode lumped
electricalmodel reported in Fig.5.3 considering the following valuesf the
paameters [5L5]: Vi = -10V; #=1.93; m =1.10, Ry, =139.6!, Rs = 10m!.
Additionally, it has beertonsidered a typical cell areasf\= 243 cni, with a
Aus= l4cnf (i.e., approximately 6% ofcer). Then, from the equations in (5.6
(5.7)it is: Rrycen = 1.4iC/W; Rry.ns = 14iC/W; Crpcenn = 65.5 WSs/iC; Cryns =
6.5 Ws/jC.

As a first step, by means dbpice electrical simulationsthe power
dissipation on the shunt resistariRg of the shaded P\ell (i.e., PV36)has
beenestimatedor the two considered cases: 1) PV3a@lmost fully shaded((
=0.01); 2) PV36 is partially shaddd =0.3). Thevaluesobtainedof dissipated
power have then been employedhethermal model (shown in Fi$.6(@) ard
eq(5.9) to evaluate the temperaturgsbf the shaded cell PV36, as a function
of time. In particular,the model has been uskxevaluate the time required by
the temperaturdys of PV36 to reacli50;C (hereafter denoted biisg) from
the beginning othe partial/full shading. In facti1s0is the minimum value of
temperature that can cause permanent damage to the PV cell, in case of hot
spot heating3-5]. Fig. 5.9(a) shows the results obtained in case of full shading
(y=0.01) of PV36, and for variousalues of its shunt resistandgs.
Particularly,five different values oRs, have been consideredith a +20%
variationwith respect to its nominal value. fact, as stated in Sect. 5.the
shunt resistance may considerably vary for different impuritncentration
and distribution within a PV celbf6, 512].

The initial irradiation is uniform for the whole array at the maximum value
Gir=1000N/m?, and the produced temperaturd g = 600C on all array cells.
At instantt;rs the cell PV36 is completely shade@(=10W/nf), while the
other cells keep on being fully irradiated (thus obtaining.01). As can be
seen, the time interval rs required byTys to reach the critical tempaure
Tis0 (at time torg) strongly depends on the value B, In the worst case

(represented by the lowest valueRaf;= 112!), it is: 't rs=tors(t 1rs= 40s.
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For larger values dRsy, 't rsdecreases, being approximatélys= 65s for the
highest valle of Rsy= 167!. Similarly, Fig. 59(b) depicts the trend over time

of the Tys of PV36 when, starting from the time instampts it is partially
shaded (withGi,;=300W/nf, thus(=0.3), forRs,= 112! (i.e., Rnfixed at the
lowest value considered in Fi§9(a)). It is worth noticing that the temperature

of the partially shaded cell PV36 increases faster than that of the fully shaded
cell shown in Fig. 3(a). Particularly, it isTys reached 150 after a time interval
equal to't ps= topd t1ps=36S< 't gs This counterintuitive behavior highlighted

by the distributedmodel can be explained from a physical point of view by
considering that, in the partially shaded cell, the full irradiation of part of the

cell shortens the time needed to enter thespotcondition.
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Figure 5.9: Results obtained with the model for the temperatygeb€&havior
of PV36 when: (a) PV36 becomes fully shaded afigr(y=0.01) and for
various values of §;; b) PV36 becomes partially shaded afigi(with y=0.3)
and with the lowest value ofsR=112! (worst case from the cell temperature

point of view).

Instead, Fig5.1((a) illustrates the results showing the temperature behavior
over time of PV36 when it is fully shaded (with0.01), and foseveral values
of its reverse voltage. In fact, as showr5-10], the open circuit voltage of an
irradiated cell can slightly vary as a function of the operating temperature,

which depends on the ambient temperature and solar irradiation. Therefore, in
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the considered case, theWof the shaded cell turns out to vary slightly with
temperature in the rang®.6V + -9.1V. The shunt resistand&y, has been
assumed equal to its considered nominal valRes=(139.6!). As can be seen,
the time intervalt rs = tars- tirs required to enter a hapot condition (fis =
T1s0 diminishes with the increase of the cell reverse voltage. In the considered
worstcasescenario (lowest rs), which corresponds topy = -9.6V, it is 't s

= 51s. Instead, fo¥p, = -9.1V, Tys does not reacfhiiso within the considered
simulation time interval of 150s, at which it reaches 112%@nilarly, Fig.
5.1Qb) reports the trend over time obtained for Thg of PV36, when it is
partially shaded aftet;ps (with Gi=300W/nf, thusy=0.3), and folV,, fixed at
the lowest value of the considered reverse voltages\(ke5 -9.6V). As can
be seen, the same behavior as in Fi§b) has been obtained, but forrs=
tops- tips= 48s< 't ks, thus confirming that theE of a partially shaded PV

cell rises faster than that of a fully shaded cell.
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Figure 5.10: Results obtained with the thermal model for the temperature
behavior of PV36 when: (a) PV36 becomes fully shadeat &f (y=0.01) and
for different values of its reverse voltage,(Varying from-9.1 t0-9.6V); (b)
PV36 becomes partially shaded aftey (¥=0.3) and with the lowest of the
considered reverse voltages in Fig. 5.10(a) (worst case from the temperature
point of view).

Fromthe analysis showim this sectionijt can be derived that the presence of

localized defects inside the solar ceglenerating alow shunt resistance in
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terms of equivalent component is the main factors contibuting to the
gereration of a local oveheating whenthe cellis under hotspot condition.
Moreover it has been showthat, PV cells affected by defects camach the
temperaturauntil a critical valuevery quickly, if the voltageappliedis closest

to its breakdown voltageFinally, thedescribedhermalmodel has highlighted
that, differently from what may be expected, a paytiahaded PV cell enters
the hotspot condition faster than a fully shaded PV cell, thus providing useful

hints to PV array design

5.4 Summary

In this chaptera model for the thermal behavior afsilicon solar cell
under hotspot conditiorhas beelntroducedand validated Some preliminary
conceptabout a solar celhas been given in the first siet, with the
description of the electrical behawiof the cell and the discussioaboutthe
considerecequivalent electrical model armbt-spot condition in &ilicon solar
cell. The developed thermal model has bpesentednd validatedn Section
5.2, and a case study using the model hasnbanalyzd in Section 5.3,
Simulation esults have shownthat cells with low shunt resistance can be
affected by local overheatinghen they are shaded thteverse biased. The
thermal model has highlighted that a partially shad®dcell enters the heot
spot condibn faster than a fully shaded PV célhe esultsobtained are in
accordncewith the expementaldatashown in [516, 517].

By this work it was bornthe interest tanalyzethe behavior of &V cell
with local shuntwhen forward biasedA possiblesolutionto modela PV cell
in a spatially distributionwhich could simulate the wholés structurewas the
goal Must be pointed oun fact, thatfor the analysis shown in this chapter a
lumpedelectricalmodelhas been considered aatlmped thermal mdel has
been presented accountifoy the only béavior of the solar cell whereverse

biased. In the next chaptedistributed electrical model able to account for the
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nontuniformity in the solar cellwill be shown and presenteéh order to
analyze the@mpact of the local shunting on the solar cell performaaise

when forward biased.
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A distributed electrical network
to model a silicon solar cell

In this chapterthe development of a three dimensioBaD electrical
network for modellingdouble side silicon solar cell is pegded. The developed
tool is based on a network adpetitive elementary units eaohe modeled by a
two-diode electrical circuit and allowaccountingfor transport through the
emitter, he fingers and the busbars. Moreover the tool is able to accouhifor
nontuniformity in the solar cellPartial shaded condition can be also simulated
In the section 6.1 alescription about the type of elementary urofsthe
distributed models given The method to extract thparameters in order to fit
and sizing ach electrical component of the networksi®wwn in the section.B.
Simulation results obtained by the tool and compared with experimeattaaick
exposed in the section¥in order to demonstrate the correct calibration of the
model and the capabilitgf the tool to characterize the electrical bebawf a
double side solar celFinally in section 6.4as case of studyot-spotregionsdue
to localized crystal defectmside the cellare modeled with the distributed
electrical network in order to alyae the impacbf the local shunting on the solar

cell performance.
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6.1 Description of distributed electrical network

The model develmed represers a solar cell by means of a resistive
network, which connect-@iode equivalent circustthat represd its elementary
units depending on their geometry and position in the solar cell (illuminated area
or metallized area)The description about thed2ode equivalent lumped model
has beeralready shown in the previous chapter 50 in this sectionwill be
repored just the description of thdistributed modelln Fig. 6.1a and Fig. 6.1b
are illustrated twdypes of elementary unit3hey allow modeling the solar cell
properties under the metalized regions and under themedalized regions

respectively.

(b)

Figure 6.1: Elementary units implemented in the distributed electrical network.
They are based on thed®bbde model The elementary un(g) is suitable to model

the area under the fingers and the busbars. The elementary unit (b3 allow
modelingthe area under nemetalized regions.

Both elementary units are composed by distributed resistangg$o(Rccount for
the transport through the emitter region, and by two ditiles as explained in
the section 5.1describe the recombinaticcurrents of thegn junction. The shunt
resistanceRGSH (obtained as the specific shunt resistangedivided by the

elementary unit area¥ placed in parallel to the two diodés. particularly, the

currentslp; andlp, are given by:
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Ip1 (X,y) = A(X,y)Joadexp(V(x,y)" 1Vr -1], (6.1)
Ip2 (X,Y) = A(X,y) Joogexp(V (X, W)/" 2V -1], (6.2)

wherein this caseA(x,y) is the area of the elementary unit. An ideal current
source is implemented iorder to account for the phagenerated current ),

which is supposed to be proportional to the solar irradiaGopW/m?. The

contact resistances of fingers and the busbars are modeled with the Rgistor
while Ry represents the resistance due to the conduction through the metal
structures (i.e. fingers anousbars)It is possible to understand that the above
descripted electrical parameters, are almost the same as shown in the section 5.1
of the previous chapter except for the series resistance and for the dependence of
eachparaneter ofthe position (X,Y) and areanside the solar celln table6-I are
summarized the resistarscelefinition for the elementary units of the[B

distributed model described.

TABLE 6-1: Resistance definition for the elementary units of thd® 3
distributed model

Metal Resistance Ry = (Wshee}'%(!) or Ry = (rMshee)'%(!)

wherervshetis the metal sheet resistance

Emitter Lateral Resistang p_— (rEshee)’%(!) or Re = (feshee) — (1)

whereresheelS theemittersheet resistance

Contact Resistance Rc=#/XY ()

where# is thespecific contact rediance ( 'sz)

It is worth noting that the elementary units are slightly modified on along
the perimeter regions in order to account for the boundaries of ihé-ically,
the whole solar cell can be modeletdy opportunely interconnecting the
elementary unitsThe developeddistributed network can be used to model the
behavior of solar cell in both dark and illuminated conditions. In particularly, the

dark analgis can be easily performed by forcihg = 0. The figure 6.2 shows
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how the complete solar cell can be modeled by connecting the different
elementary units. The resulting circuit consists of thousands and thousands
elementary unitsvhich haveto be solvedy a circuit simulator like Spice. In this
thess ELDO from MENTOR [617] was used

F

*—ﬁ tﬁ {_La@*:ra@%:ra@*p

Figure 6.2: Distributed network model of a single junction silicon solar cell. The
network describes the complete solar cell including bushkagers illuminated
areas as well as the perimeter.

6.1.1 Optimum size of the elementary units

The chosen geometry for the elementary units is ainie key aspect
when too$ able to model large area electronic devicks Bilicon solar cell are
developedAnalysis wth numerical TCAD simulators is useful to account for the
impact of doping profiles, metal architectures or passivatibreraes in silicon
solar cells [62][6-3]. This typeof simulation basically analyses an element of
symmetry (a small repetitive portioof the solar cell) in order to reduce the
computational effort. Unfortunately, in this way is not possible to adcfoun

nonthomogeneities in silicosolar cell. On the other hand, circuit simulation of
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distributed electrical network allows analyzing arger area with a reduced
computational timeAbout circuit simulation of distributed electrical network, the
main compromise required in the elementary unit geometry assignation is
between the simulation accuracy level and the CPU calculation thoee
simulations were carried out to detect the optimum size of the elementary units.
Of course, as well as the accuracy of the simulation therseasral size aspect
that need to be taken into consideration. Mainly, the size of the unifocell
fingers and lusbarsmust be smaller that theurrent transfer lengthL+y (see
appendix A in order to avoid the overestimation in the effective area under the
contact, secondly the size of the rometalized elementary units must be smaller
than the minority carrier diffsion length in the emitterDetails about the
elementary unit dimensions implemented in the developed model will be smown

the next sections.

6.2 Parameters extraction for the calibration of the
distributed electrical model

In order to calibratehie distributed electrical nebrk theknowledgeof Iy,
lo1, lo2, M, M, Rsy is needed.These are thparameters, whicbhharacterize each
electrical component of the modelhe value of ach mentioned parameter
depend on thegeometry angbosition insidethe solar cell. About the total series
resistance (as contribute of the emitter sheet resistance, metal sheet resistance and
contact resistance) the value can be calculated according to the physical properties
of metallization and emitter regioBased orthe approaches wented in [618]
the extraction of the parameteie the distributed electrical modeket started
from the analysis of a dark\M curve of solar celivhich can be estimatefrom
experimental measuremenior this purpose aomogeneouslistribution of the
parameterin the whole solar cels supposedlhe analysis is nowxplained

Considering the two exponentiflehaviorsto model the dark cell-V

characteristic

lc= |01,[!!! IREIAIANE _1] + |02,[! =R _1]+!!! Isth

(6.3)
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where t is thetotal output curent of the solar cellyc the output voltageRsH
and R the equivalent lumped shunt resistance and the equivalent lumped series
resistance othe solar cell respectivelyit is possible toseparate the obtained

curve in two parts as shown in figure 6.3.
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Figure 6.3: Dark I-V characteristic with two different regions.

The higher part includgethe influence of the series resistance and first
exponentiacontribute;the lower parincludes the shunt resistance impact and the
second exponential behavidirough the development ofMatlab algorithmthat
minimizes the errorby considering themeanroot square (standard deviation)
between tk experimental date and the analytiwaldelit is possible to extract the
parameters. In particulaas first stedooking at theexperimentalark -V curve
between the range from 0 to 450mNhere the series resistance has no impact on
the dark charactistic, and using the Matlab algorithm in this range with the only
second exponential behaviand the shunt contributd the analytical modekhe
shunt resistance SR and the second diode saturaticarrent b2 with the
respective ideality factorz2ncan be extractedAs second stegonsideringthe
remained dark-V range (between 450mV and 650mik first diode saturation
current b1 is possible to obtajholding a constant value of the ideality factar n
equal to oneAbout the total series resistanRs, the distributed model tak into

account separatelhe emitter, comict and metal series resistararel the value
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has beercalculated accountingp the physical properties of metallization and
emitter regions.

According with experimental measuremgenn a multicrystallineilicon meSi
solar cell,the parameters for the model havemextracted by using the abeve
described method anthe distributed electrical model has bealilrated In
particular, trough the thermography analysis, aSncolar cell without the
presenceof clustereddefecs inside the structure has been séoin order to
consider a uniform distribution of its eleical propertiesand use thenfor the
calibration of the distributedlectricalmodel. Moreover a comparison withhie
results obtained by using the tvadiode equivient lumped model has been done.
In the following subsectionsthe proceduren detail is shownwith an initial
explanation of the thermographic characterization and d#frlextraction of the

solar cell smpleused for the calibration of the distributed model

6.2.1 Thermographic charactetionof solar cell

Infrared thermography measurement of a silicon solar cedl riscent
technique used in the photovoltaic field in order to evaluate the presehoe o
spot in the solar cellthat usually appear in small region of thself where
clustereddefecs are presen{6-1, 613, 614]. In conventional thermography
setups, a dc bias is applied to the cell and a thermography image is acquired. The
use of dc bias @n have a detrimental effect amsults of thermography
measurements, sindedue to the long measurement tini2beat can spread on
the cell area, negatively affecting the sgat&solution of the measuremenior
the thermal measure of the f8csolar cell used as experimental sample for the
calibration of the distributed electrical model, a setup for symguspulsed
thermal characterizatiorhas been realizedhat allows for a better spatial
resolutionwithout the need of a more expensive Lackhermaraphy system [6
14]. Figure 6.4 shows a schematldock diagram of the measurements sefp.
current pulse is applied on the cell for 500ms in reverse bias conditions and a

spatially thermographic image is acquired immediately after the vottaghe
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cell was stabilied Then a zero current is applied for about ten seconds, to cool
down the cell, and then another measurement can be taken. The final image is
obtained as the average of over ten images in order to reduce noise. This kind of
measureent setup is used to reduce 4gwhting of the cell during the
measurements, thus increasing spatial resolutionfigure 6.4b the spatially

resolved thermography of the cillreported
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Figure 6.4: (a) Schematic diagram ofspatially resolved thermography
measurement setup. (Bynchronous-pulse thermography image of the analyzed
cell.

The image shows that the cell presents a diffused heating of one or two degrees
randomly distributed on device area, tmeans absence afustereddefects
inside thesolarcell and suggsts the possility to consider a uniform distribution

of its electrical propertiewith good approximation.

6.2.2 Dark 1V measurement of solar cell

The dark 1V measurement of the solar cell was made gisinsource
meter The datewere carried out with a four wire technique in order to minimize
the effect of the parasitic impedance of the cabitesrder to avoid large current
flow in reverse conditiomear the breakdown voltagthe characterization vga
stoped at-5V. Thedark FV curveobtained is repdedin figure 6.5. The very

low current valuemeasuredn reverse condition of the cell, shows as the cell
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present an high shunt resistant®at itOs in agreement with the thermal
measurement shown the previus section. This will balso confermed by the
high solar cell perfanance meusered under differémtel of solar irradiation that

will be shown in the next session.
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Figure 6.5: Dark |-V characteristic measured of the+8csolar cell.

6.2.3 Simulation results obtained with the distributed
electricalmodelcalibrated

As first step, the parameters of a tdmdes lumped elemestnodelhave
been extractedrheresults are reported in Tabldl6 It is worth noting that in this
case thecalculated series resistance includes the contribution of emitter, contact

and metal resistances.

TABLE 6-ll: Modelling parameters extracted frothe experimental dark-V
curve.

CELL |Jy(A/em®)| m; | Joz(Alem®) | M2 | Rsu(Q) | Rs(Q)

Sample | 1.0210™2 | 1 2.110° | 155| 80 | 510°
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As second stepthe parameters of thbomogenous distributed electrical
network have been extracted o this purposénave beerconsidered the same
diode paramaters and shunt resistances of Tabld. 80n the other hand, the
resistve network (R, Rv, Rc) has been calculated according to the physical

properties of metallization and éter region reported in Tabk11.

TABLE 6-1ll : Physical parameters of the considered mc-Si solar cell

Parameter Value Description
Jem(S2/") 75 Emitter sheet resistance
)m(2cm) 610° Resistivity of metallization
)c(Qcmd) 310° Contact Resistance
A:()m? 1425 Finger crosssection area
Wag (mm) 2 Bus Bar width
tes()m) 23 Bus Bar thickness

By following this approachitOs possible to observe in Fig. h&ét same result of
the 2diodes lumped element model is achieaad that thelistributedmodel is

in good agreement withoththe experimental datnd Lmped model
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Figure 6.6: Comparison between experimental and simulated d¥rkurves
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Moreover, in Table 6lll itOs possible tobserve that the output electrical
parameters of cell evaluated with the distributed network are very close ao¢h

experimentally measured. This proves the accurate modelling of the resistive

network and the proper operation of thstributed network

TABLE 6-1V: Parameters obtained
experimental measurements under 1.18 Sun.

11t

with the simulated model and with

Cell Eg (%) Voc (V) Isc (A) FF (%)
Lumped Model 14.2 0.59 9.5 73.1
3-D Model 14.2 0.59 9.5 72.8
Experimental 14.4 0.59 9.5 73.4

In Fig.6.7 arereporedthe simulated and measured¥ Icurves under different

illumination levels. The simulatedV curves are able to accurately account for

the impact of the illumination level on the solar cell performance.
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With the calibrated distributed modehder dfferent illumination levelshas been
generated the voltagdistribution under ¥c condition or around the maximum
power point as well as ¢hcurrent density distribution acras® whole solar cell.

In Fig. 6.8 is shown a-B voltage distribution map dhe solar cell, obtained with

the cell forward biased around the maximum power point under a power
irradiation of 12000W/rh

Looking at the zoom in of the-R voltage distribution mapgt is possible to see

that the local voltage is higher in timeiddle of each active area between two
fingers and bus bars with a graddaktreaseintil the biased voltage value applied

on the bus bars. This trend is due to the emitter sheet resistance that introduces a

voltage drop when a photocurrent is generated and tiedvéissough the metal.
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Figure 6.8: (a) 2D Voltage distribution across the whole solar cell when a
forward bias around the maximum power point is applied and under a power
irradiation of 1000W/rh (b) Zoom in (not in sae) of the 2D voltage
distribution in a local region of the solar cell.
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6.4 A case of stud\effect of local shunts and its
modelingin a silicon solar cell

In order to understand how the local shunt resistance is strongly
correlated to the presee of localized defects that cabute to the generation of
hotspot a second m&i solar cell has been analyzaad modeledin this case a
solar cell with lower performance respect the cell shown in the previous section
has been chosen. Must be pothteut that both the cell come from the same
fabrication process, arfabth were composed by two bus bansd eighty fingers
in a total area of 243.36 érfl56cm x 15.6 cm). In Fig. 6.% reported the
spatially resolved thermography of thew cell. It&clearly visible a localized red
region that highlights a high local temperature respect the remaining part of the
solar cell. This effect is due the presence of clustered defects in a small solar

cell fragment that conitrutes to the generation of hgiot [6-1][6-4].

Figure 6.9: Synchronougulse thermography image of the analyzed shunted cell.

With the physical properties of metallization and i#er region already reported

in Table 611l and with the contribute of the abowlhowntherma image ofthe
shunted solar cell, the distributed electrical model has been calibrated considering
a nonuniform distribution of the shunt resistant¢e.particular as first step and

exactly in the same way as described for the previous solar cell Imgdéie
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parameters needed have been extracted considering a homogeneous distribution of
the physical properties in the whole solar céil.table 6V are reported the
parameters extracted for the analysed solar. ¢ellFig. 6.10 a comparison
between theexperimental and simulated darkvlwith both distributed and

lumped electrical model are also shown.

TABLE 6-V: Modelling parameters extracted frotine experimental
dark FV curve

CELL |Jy(A/em®)| n; | Joz(Alem®) | m; | Rsu(Q) | Rs(Q)

Sample | 210™ 1 1.710° | 151 | 0.26 | 410°
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Figure 6.10: Comparison between exp@ental and simulated darkM curves
for a shunted solar cell.

Again, & well as done for the previous solar cell analysed, simulations under
different illumination levels have beecarried outand compared with the
experimental date. Ad is possibé © see in Fig. 6.11 wherthe resultsare
reported a reduction of the illumination level leads to a higher degradation of fill
factor of the solar cell analyzedhis problem can influence the performance of
the single cell and the functionality of theiem®V modulg(if the analyzed cell is

inserted in a PV modulebecause in low illumination condition the shunt
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resistance leads to a degradation of the fill factor and hence of the efficiency.
Therefore the shunt resistance is a fundamental parameterctinbidered in the

"in-line" selection procedure of manufacturing production process.
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Figure 6.10: Experimental and simulateeM curves under different illumination
levelsof the shunted solar cell

As second step the distributed modehas been calibratetb consider anon
uniform distribution of the shunt resistance. Based on the experimental
thermography image of the cell wilow shunt resistance, different valuek
shunt resistanckave been introduced two areas of lie solar cellas shown in
Fig.6.11 The small arein Fig.6.11, represents the keyiot area (1.6n7), hence a
low value of shunt resistance is considered. The remaining part of the solar cell is
modeled with a larger specific shunt resistangéaround 20k!'cn?). The other
parameters are the same of TabldlGnd Table 6V. For the specific shunt
resistance in the small region of Fig. 6.11, three different chaee been
consideredi) rg=0.417! ¢ ii) re=d1m! e i) rs<dm! o (1e-d! cn? or
1le6! cn’1le8! cnv).
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Figure 6.11: Schematic representation of thdasocell with the simulated hot
spot area. The highlighted shunt resistameehe distributed model represent the

local region with a very low valuef the resistare respect the remained solar
cell.

The first value is calculated as the overall shusistance (0.26 !) times the het
spot area (1.6 cfp Intuitively, this means that all the shuntingfeef is
concentrated in the hgpot areaHowever, simulatiorresults, intable 6VI and
Fig.6.12 reveals that the-V curves strongly deviate from the experimental
measurements. Furthermore, the predicted FF is higher than the experimental
value. Therefore, the analysis performed with the distributed network suggests
that the local specific shunt resistangamrust be much lower thah417! cn?. It

is possible to observe in TableVdl that by considering aggmuch lower than

1m! ‘cn’ a good agreement with experimental measurement is achikvisd.
important to highlight that by using several valueshef specificshunt resistance

re, 1ed | cm? and 1e6! cn?, the same value of efficiency is obtaindsy

increasing thes,up to 1m!cn?, the output performances of the solar cell slightly
change
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TABLE 6-V: Parameters obtained with the distributed network by considering

different values of the specific shunt resistance in the hot-spot area
(1.6 cm?) and under 1.18 Sun.

Cell Ex(%) | Voc(V) | Isc(A) | FF (%)
Experimental 11.7 0.580 9.40 60.8
re= 0.417 (1) 12.98 | 0,582 | 9.43 67.9
re= 163(! cmd) 11.8 | 0.580 | 9.40 61
ra= 16*,1€% 1e8(! cnd) 11.7 | 0578 | 9.38 60.7
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Figure 6.12: Experimental and simulatedM curves obtained by considering
different values of local spdi shunt resistance in the hspot area (1.6 cf
under 1.18 Sun.

With this analysis apgars cleathat, by modellinghe hotspot area with éow
specific shunt resistancebtained as the measured overall shurgsistance
(0.26!) times the hotspot area (1.6n7), simulated results are strongly different
from experimental measurements. Irrtigalar, higher value of fill factor and
efficiency are found. Therefore, a lower value of specific shunt resistance must be
considered This means that the impact on the solar cell pertoroe strongly
depend by the hetpot arealn fact, if the specifi shunt resistae is kept
constant and the hgpot area is varied a different fill factor is observable.

Moreover, by performing the analysis under different illumination conditions, it is
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possible to see that the effect of a low shunt resistance is nelex@nt at low
irradiation levelsTo complete this analysis, thecal dissipatedoowerdensityon

the shunted solar cell has been carriedrootder to understand how much power
locally the solar celwith shunt region can dissipat&s well as donefor the
analyzedcell shown in the previousection with the calibrated distributed model
the voltage distribution anspatially current density maps the whole solar cell
have been generated. As shown in Fig. 6.12 waeodar cell voltage distribuin
around the maximum power point is simulated, a local sefiettimpacs on a
biggest area in the solar celbmpared to the effective area with a low shunt
resistancdthe blue region with almost OV due to the very low value of the local
shunt resistace) In thisparticular casethe impact reachebd bus baclosestto

the hotspot making almost this entireegion unavailable for the photocurrent

generation.

0.05

Figure 6.12: 2-D Voltage distribution across the whadelar cellwith a low
shunt resistancethen a forward bias around the maximum power point is applied
and under a power irradiation of 12000\§/m

In this way, it® easy to understand that a-Bpot can affectshe solar cell
performance with different impact, consiogy its different positioninto the solar
cell. Of course this means that the impactalaobe different if a highest number

of fingers are involved in the hapot regbn, or a portion of bus bar tstally
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shunted As well as if the shunted region is localizenl the edge or in the middle

of the solar ci the impact can be differenttOspossible to conclude thale

solar cell performancalepends by the hajpot area,hotspot position and
number of hospot regionsnside the cellAnother important infanation can be
carriedout from the analysis of the current density distribution and, consequently,
from the dissipated power density map shown in Fig. 6.13 and Fig. 6.14
respectively In both the maps shownthe electrical parasters arein a

logarithmic €ale in base 10.

Figure 6.13: 2-D Current density distribution across the whole solar cell with
local low shunt resistance when a forward bias around th@maaxpower point
is appliedunder a power irradiation of 2000W/m
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Figure 6.14: 2-D Dissipated power density distribution across the whole solar
cell with local low shunt resistance when a forward bias around thémuna
power point is appliedinder a power irradiation of 1000W/niThe zoomed
region highlights how th dissipated power is closgsst under the finger
segmentgred color due the highest power dissipated in this case).

As it is possible to see from the F&§13, although the entire hspot region has
been modeled with an equal shunt resistance, alatfio$te current flows trough
the shunt resistances under the fingers invoiwethis region. Thisneans that
most of the power dissipated is closeairvery small region composed liye
finger segmentsaas shown in Fig. 6.14As exposed in the previous apter,
consideringthat for standardphotovoltaic applications usually solar cells are
encapsulated in a modulehich iscomposed by different layevgith low thermal
conductivity [6-16, 619], the power dissipated in a so small region cansea
local increase othe temperaturavith a consequent overheatititat can damage

the cell permanently [89, 620].
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6.5 Summary

In this chapter, the development of a three dimensiorial €ectrical
network for modelling double side silicon solar cell has bpesented and
validated. Based on a network of repetitive elementary units each one modeled by
a twodiode electrical circuit and allows accounting for transport through the
emitter, the fingers and the busbars, the tool is able to account for the non
uniformity in the solar cell and to taketo accountfor shadedcondition with
different irradiation levelsThe presence of local shunting, due to localized crystal
defects,has been analyzed and modeled with the tBoth experimental and
simulation result have showhow hotspot regions results ia degradationf the
fill factor and then of the overall power conversion efficiency

Moreover, the developed distributed electrical model isexploited to
understand how the different spatial distributionazial defects can impact on the

solar cell performance
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Conclusions

In this thesis modeling and design of several advanced reliable circuits and
devices for energy efficiencipave been considered. It has been shown that taking
into acount different applicative contexts, faults analysis and high reliability
modeling are important activities needed to improve quality and performance of
electronic devices.

In particular, discussing separately the applicative contexts considered, the
prodem about the reliability of standard communication protocols in wireless
sensor networks to guaranty a secure communication has been diséussed.
communication protocoallows increasingthe security compared with standard
communication protocols itds also been presented.

In the chapter 3, a novel scheriog the ondie measurement of either clock
jitter, or process parameter variationas been developed and analyzed. It has
been shown that this type of scheim@eeded during the test and debug plaods
microprocessotsto validate the desigand manufacturing process. It should be
noted that due to its allowing both process parameter variation and clock jitter
measurements, the developed scheme features accurate clock jitter measurement,
despite thgossible presence of significant process parameter variations, provided
that process parameter variations are preliminary measured with respect to clock
jitter.

In the field of energgcavengingystemsan accurate analysis on the effects of
fault affectng an integrated circuit performing energy harvesting from mechanical
vibrations has beenarried outwith the development of a possible solution to

make it fault tolerance from internal faults.
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For photovoltaic deviceghe problem of modeling the theambehavior of
photovoltaic (PV) cellshas been analyzedt has been shown thatue to the
combination of their being exposed to shading landlized crystal defects inside
the cell, it may experience a dramatic temperature increase with consequent
redwtion of the provided powerThe thermal model presented which allows
estimding the temperature of the hgpot area as a function of the time interval
during which the PV @l is under hoespot conditionhas been validated against
experimental data, andonstitutes a first preliminary step towards the
development of shadinplerant approachMoreover, the model presented has
highlighted that, differently from what may be expected, a partially shaded PV
cell enters the hegpot condition faster than a lglshaded PV cell, thus providing
useful hints to PV array design. For instance, arrays composed by small cells
could be preferred to arrays made of larger cells

Finally, by the development of a distributed electrical network able to model in
detail the lehaviar of silicon solar cells, the effect of local shunting on-$ic
solar cell lmsbeen modééd. Associated with the thermal model presented in the
chapter 5 and with an infrared thermography characterization of the solar cell, it
has been clearly reaked how the shunt resistangg strongly correlated to the
presence of localized defecthat contibute to the generation of hepot
Moreover, with the distributed modehas been shown how the different spatial
distribution of local defects can impawh the solar cell performance in term of

fill factor, efficiency and power dissipation.



Appendix A

Contact resistance calculation In
a solar cell

In this appendix, details regarding tteculation of the contact resistance
in a solar cell are give(Bect. A.). A brief descriptioron the technique used for
its measurementvith an analysis ortrustworthinessof this techniquewhen

appliedto measure a contact resistanta solar cells also discusse(@ect. A.2)

A.1 The Oreal valueOaufntact resistanda a solar
cell

As well asin a generic integrated circuithere there is interactiobetween
metal and semiconductor, in a photovoltaic solar cell the contact resistance refers
to the resistance associated with the metal/semiconductor barrier at tfecente
between metal contact and semicondudtar. examplejn a solar cell structure
like that oneshown in the previous chapter the current travels through the
emitter toward the fingerand passes in the interfacefdre travelling in the metal
[A-1]. The value of this contact resistance depends noany factors

(semicanductor material, contact material, doping concentration an so on).
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Without taking into accountof the current mechanisms at the
semiconductor/metal interfaca simple way to calculatéhe specific contact
resistance is given by:

Re=!c/A(Y) 1.A)
where! cis the specific contact resistivity of the metal considered and A is the
surface area where metal/semiconductor interface is créfatbhd.voltage across
the metal/semiconductor is considered a constant vildeeguation(1.A) could
also be written as the ratio between the voltdgeross theontact ancturrentl
that flows through the contact:

Re=V/I (1) (2.A)
Unfortunately(1.A) and (2.A) cannot be applieth a solar cellto calculate the
contact resistacbetween metal and substrafbis becausehe potential across
the interfacan contacs that collect lateral current such as the fingara solar
cell, is maximal at the finger edge and minimal at the center due to the substrate
sheet resistance (ihis specific case the emitter sheet resistdRgp below the
finger. In this way the specific contact resistance is related not only to the specific
contact resistivityl c but alsoto the sheet resistance of the substRgg[A-1, A-

2]. By these considerations akdowing that the contact resistivity. and the
emitter sheet resistantgnare of distributed naturéf, Vis the maximal voltage
on the metal edgét, is possible to observihatthere is nearly exponential voltage

decay under theontact as shown in figA.1[A-2].

V(X) & d
Lt |
>
=
[z
\ V(X)=Vgl T >
X
0 LT :X

Figure A.1: Voltage deay under the contact and current transfer length
representatiom a solar cell.
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As can be seerirom the equation shown in fig. A,1la new parameter is

introduced andalled Gurrent transfer leng®Lt that isexpressed afs,l! VAR
Basically, by considering iLthat relates the voltage variation under the contact
area to the distance over which the current trasffem the emitter to the metal,

the contact resistance can be now expressed as:
Re=!c/(Lv*w) (1) (3.A)

whereW s the length of the considered metal finger.
However this equation can be tryeastin case of the contact widthof the metal
is very long respedtr (d >>L1). As analyed and derived by Shockley in {8,

whenthis assumptia camotbe done the contact resistaieis expressed as:

Re= ——1 11 (1) (4.A)

In fact by knowing the trend of the hyperbolic cotangent caadsdy derivable
that ford >> Lt the (4.A)becomes exactly the (3.A)ce versa whed itOs almost
closed to 0.9t the (4.A) carbe reduced to the (1.A).

A.2 Transmission Lindodel appliedto measure the
contact resistance

The abovedescribedcalculation is usedh a common methotb quantify
the real performance of ohmic contacts to semiconductor once manufactured the
solar @ll. This methods defined & Transmission Line Model (TLMAccording
to this methoda segment of solar cell involving several fingers is considered, and
the total resistance Ris measured between one finger and the otlhesder to
graphRr againstthe distancevariation between the finger particular asit is
schematized in fig. A,2a voltage is applied between two fingeasd the current
is measured. Changing finger and consequently the distance between themselves,

a different current can bmeasuredConsidering few fingers, when the contact
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resistance is the same for each finger and the emitter sheet resistance is

homogeneous, a straight line can be plotted

RT A

><VV

(a) (b)
Figure A.2: (a) Schematic represtation of the TLM applied to the solar cell
segment in order to extract the contact resistiviby. Plot of total contactto-
contactresistance as a function of the distance X in order to obtain the current
transfer length and the contact resistance.

The interception of the line witlRr axis can beused to calculaté; considering
that the value of Ris equal to (4.A) Moreover, more information can be

extracted from the straigiihe equation. Writing it as:

Lol

(5.A)

Rr= 11 !!!!*C"th(!!_!)+

It is possibleto extract the value ahe emitter sheet resistance because of the
slope of the considered straight liffhis means that by using this experimental
method it is possible to measure the contact resistivity tae emitter sheet
resistance whictare two important parameters thaust be knew in order to
understand their contribute on the solar cell performa@decourse,for this
method the busba must be disconnected from the fingers to avoid parallel
conduction. In practice, small samples must be cut from the cell
However,in term of model applied to solar cell devicdss method presents
several limitations

1) Its only works when the contact resistance is exactly the same for each

finger considered.
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2) The emitter sheet resistance must be supposed equal in the whole substrate
involved in the measurgithout distinction between metal and roretal
interface area.

3) The negativecontribute in term of measure affected by the metal of the
fingers in the middle between two external fingécensidering for
example the measucd Ry (X3)), isneglected

Although the first two poirgt can be assumed,by doing 2-D device

simulationsusing TCAD Sentaurus (4], an analysidias been carried ouf

order toquantify the error introduced considerimgegligible the third point

listed above Due to the low value of the contact resistivity used in recent

silicon solar ce, when a voltage is applied between the two external fingers

as in the casef Ry (X2) or Ry (X3), the current generated the substrate,
flows not only in the emitteras suposed by the model, but also through the
metal of the fingerghat arein the middle This means that the currgpath

until the external finger is modifiedue to the presence of these metals. To

emphasze this effect two different simulations have beenoré. By

considering exactly the same structéoe both the simulationshe first one

had a low value of the contact resistivity that is very close to the real contact

resistivity used for silicon solar cetlevices; the second one witlundred

timeshigher value ofthe contact resistivityespect the previousor both the
considered cases the TLM has been simulatesrder to measure thetal

resistance R and to extract the contact resistivity from the simulation
results In fig. A.3 a) and b) arshown respectivelyhe simulations with high

and lowcontact resistivity when a voltage generator is applied between two

adjacent fingers (upper part of the figure) and when a voltage generator is

applied between the two external termiflaver part of tie figure)

As can be seeon the lower righpartin the picturethe current (indicated by

a redcolour) flows inside the emitter as well as in the metal of the fingers.

This confirns that when a low value of contact resistivity is used the TLM

cannot woks correctlyin orderto extract the contact resistivity because of the

abovementioned motivations.
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Figure A.3: 2-D Simulationresults of asimple solar cellsegmenttcomposed by
four fingerswith a low value ofl . (1&3!* cn?) (a), and withhigher value of .
(1e*1* cn?) (b). A voltage generator is applied between two adjacent fingers in
thefigure on the upper part of thgicture and between the two external fingers in
the lower part of theicture.

Plotting the resuk obtained respect the nominallue of the contact resistivity
used in the simulations, theror introduced by the TLM to extract the contact
resistivity is displayed. In fig. A.4 the values of the contact tiggis extracted
with the TLM from the simlation resultsare shownrespect thie corresponding

nominal values.
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Figure A.4: Contact resistivity extracted with the TLM from the two different
cases simulatetblue line) respect the nominal value used in the simulat{cet
line).

As can be seerfor high contact resistivity the value extracted with the TLM is
very close to the nominal value considered. This because, due to the high contact
resistivity, almost all the current generatedhe substratd|ows just through the
emitter without passingthrough the metal, and the TLM assumpsiartan be
applied. Vice versa when the case of low contact resistivity is considered, the
value extracted with TLM is totally diffent respect the nominal valué. (
extracted = 29.3!fcm 2 respect thé.measured = 1 ttm ?).

However, with some mathematical consideratamg introducing in the TLM the
contribute in term ofcurrent pathaddeddue to each metal presentsin the
segment, a convergence toward theexircontact resistivity can be also obtained
whena its low value isused In fact, as described in {4], the total resistance

extracted from each measuremean be written as

Rzttt p o2y (L)_+! AT (%i>*!uv! I (6.A)

! T I LIl
where N is the total number of fingerbetween the terminals of the voltage
generator applied for the measure, &nd II'—"l "4 1 (.'_,)' is thecorresponding

value determined fogach one othose finges. As can be seen in fig. A.Where
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the extracted contact resistivity is plotted using the new model, the results

obtained now are in good agreement for both, low and high contact resistivity.
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Figure A.5: contact resistivity extracted with@hTLM from the two different
cases simulated (blue line) and with the modified model (green line) respect the
nominal value used in the simulations (red line).
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