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Abstract

Abstract

Choreographic models in general, and Choreographic Automata (CA) and global
choreographies (g-choreography) in particular, can be used to analyse and vali-
date communicating systems. This thesis applied these models to a case study
in healthcare management, the procedure for accreditation and authorisation of
public and private healthcare structures in the Emilia Romagna region (Italy).
Complex coordination protocols are necessary to manage complex organisations.
The healthcare management sector is no exception, since different authorities,
users, and systems have to interact with each other in order to achieve their
organisational goals. In this thesis, we verified the realisability of communicat-
ing systems using CA and g-choreography in general, and of the case study in

particular. The main contributions of this thesis are as follows:

(1) The formalisation of the case study via BPMN and choreographic models;
(1) The analysis of the protocol using Corinne and PomCho;

(iii)) The theoretical and algorithmic extensions introduced for PomCho to check

realisability;

(iv) The lessons learned from applying these techniques to a real administra-

tive case study;

The case study was originally described in natural language. Therefore, we first
formalised the procedure using a BPMN collaboration diagram as an interme-

diate step. Initially, we converted the BPMN model into CAs. Afterward, we
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Abstract

verify the correctness of the system using the Corinne tool, as its underlying
theory is CAs. The tool Corinne showed a few issues in the formalised model,
but it turned out that such issues were due to too strict requirements posed by
the theory underlying Corinne. This gave us useful feedback for future improve-

ments of Corinne and its underlying theory.

Due to some limitation in the CA and Corinne such as the explosion of the
size of the model due to the fact that CAs model concurrency by explicitly
representing all the interleavings, we moved to g-choreographies so to enable
the analysis of the correctness of its communication patterns using the PomCho
tool. This requires to refine PomCho and its underlying theoretical framework.
First, we extend PomCho to support not only asynchronous communication, but
also synchronous one. Moreover, in both the cases, we provide a more efficient
algorithm to check closure properties ensuring realisability of choreographies.
We refer to the extended version of PomCho as PomCho+-. The new algorithm
allows us to check realisability of larger pomsets than before, which makes our

approach viable for complex systems such as our case study.

Keywords: Choreographies; Healthcare management; Modelling; Pomsets; Com-

municating systems.
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Chapter 1. Introduction

Chapter 1

Introduction

1.1 Protocol Formalisation and Analysis

Distributed software systems present a fundamental tension: while the decom-
position of functionality across multiple components helps managing complex-
ity and improve efficiency, it also scatters execution contexts and states across
the computational environment. Therefore, it becomes difficult to guarantee that
global properties hold. Centralised coordination can enforce those properties but
introduces performance bottlenecks and single points of failure. Consequently,
distributed components must exchange exactly the right information so that each
local state contributes correctly to a globally consistent behavior, an inherently
challenging task.

Due to the challenges in contemporary distributed systems, choreographic mod-
els (see, e.g., the survey in [1]) are gaining popularity in the design and im-
plementation of distributed systems in different domains [2]] e.g., healthcare sys-
tems [3]. This is demonstrated by the creation of standards like BPMN [4], as
well as by their uptake for contemporary architectures like microservices [J5].
Their application in message-passing system modelling, analysis, and program-
ming has been studied. This includes syntax-free approaches [6], formalisation
through behavioral types [7], analysis of liveness and deadlock freedom [1,8,9],
and verification of BPMN specifications [10]. More specifically, the choreo-
graphic approaches are used to holistically describe the interactions among com-
ponents in message-passing systems, and enable to enforce relevant communica-
tion properties such as deadlock-freedom by construction. Choreographic pro-
gramming has also been extensively researched at the programming level [11,
12].

Choreographies provide two complementary views, i.e., the global view and the
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local view. The global view [1] is the abstract description of the entire sys-
tem, i.e., it consists of all the participants and describes their interactions from
a global viewpoint. This global perspective aims to simplify the modelling of
interactions and their ordering constraints. On the contrary, the local view repre-
sents the behavior of a specific participant and the message exchanges involving
this participant. The expected behaviour of each component can be captured by
formal models such as Communicating Finite State Machines [13] or program-
ming languages featuring message-passing (e.g., Erlang or GoLang). The global
view is useful to design a system, while local views are more relevant in the
implementation phase. Given a global view, it is possible to automatically gen-
erate local views enacting the global behavior. Unfortunately, not every choreog-
raphy admits a correct realisation in a set of local behaviours. To bridge this
gap, we have explored two approaches, i.e., Choreographic Automata (CAs) [14]
and g-choreographies [15]], for analysing and verifying the correctness of the
system, so that distributed systems can be implementable.

Let us first discuss CAs. They combine the choreographic approach with the
visual representation and the mathematical theory of finite state automata. We
apply CAs to a case study from healthcare administration, namely the procedure
for accreditation and authorisation of public and private healthcare structures in
the Emilia Romagna region (Italy). We refer to this case study as A&A, de-
noting Accreditation and Authorisation, throughout the thesis. Since A&A is
defined in natural language, in form of a regional law, formalising it directly
as CA is not easy. We found a suitable intermediate step as a collaboration
diagram in the Business Process Modelling Notion (BPMN) [16]. BPMN is a
semi-formal graphical notation for describing business processes, and it is more
flexible than CAs. Such flexibility allows for easier modelling and easier in-
teraction with domain experts. Then, one can refine the BPMN collaboration
diagram to derive a CA, more suitable for the automatic analysis of communi-

cation properties.

For the analysis, we exploit the tool Corinne [17,18], which allows one to anal-
yse CAs represented in the DOT format [19]. On the one hand, this allows us
to verify that the protocol considered in the A&A satisfies relevant communi-
cation properties. On the other hand, this allows us to verify also whether the
expressive power of CAs and the related analysis techniques are suitable for ap-
plications in such a setting. Although CAs inherently support concurrency, their
underlying representation and theoretical foundations are highly complex. Con-
sequently, the modelling of concurrency in CAs leads to an increased number

of interleavings, which, in turn, amplifies the complexity of verifying system
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correctness. Actually, our analysis of the A&A showed that the theory imple-
mented in Corinne (and aligned with most of the theories for choreographies in
the literature, such as the ones surveyed in [1]]) is too rigid, signalling as errors
behaviors that are not problematic in practice. These issues primarily stem from
the limited handling of concurrency and the lack of support for late join (also
called selective participation) [20]. Late join, it requires that if a participant is
involved in some branch of a protocol, then it should be involved in all the
branches. The rationale for this is that if a branch in which the participant
is not involved is taken, then the participant is left waiting, possibly forever.
However, in practice, participants are not waiting for interaction, but just react

if they receive a request.

In this thesis, to bridge this gap, we address two related challenges, namely
late join and avoiding explicit interleavings. To do so, we provide a language-
independent solution based on some realisability conditions on the events in
the global view of the g-choreographies. Concretely, we employ partially or-
dered multisets (pomsets) as an abstract representation of global specifications. A
pomset exposes the causal relationships among send and receive events with-
out prescribing a total order, making it equally suitable for reasoning about
synchronous rendezvous and asynchronous semantics. By analysing only the
partial order of events, we formulate syntax-independent realisability conditions
that can be checked directly on pomsets—eliminating the need to enumerate
interleavings or translate into a particular choreography language. Hence, the
g-choreographies resolve the issues of interleavings. By operating directly on
pomsets, we enable designers to detect and eliminate coordination mismatches

at design time, rather than discovering them as costly implementation bugs.

In analysing the A&A, we employed the PomCho [21] tool and developed its
extended version, PomCho+ [22]], which supports the analysis of g-choreograph-
ies represented in the SGG format [23|]. The analysis of the A&A was per-
formed using PomCho+. Initially, PomCho was implemented in a rather naive
manner, which limited its efficiency when handling large-scale case studies in-
volving a substantial number of interleavings. To overcome this limitation, we
introduced a novel algorithm in PomCho+, making the tool computationally ef-
ficient in terms of both time and space complexity. Moreover, the original ver-
sion of PomCho was capable of analysing only asynchronous semantics. To
enhance its analytical capabilities, we extended the tool to support synchronous
semantics as well. Consequently, PomCho+ can now analyse both asynchronous
and synchronous semantics. Upon reanalysing the A&A using PomCho+, we

observed that all the issues previously reported in Corinne, particularly those
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associated with late join, were resolved. However, one common error was iden-
tified in both the CA and g-choreography analyses. Notably, this error did not
stem from the protocol itself but rather from inaccuracies introduced during the

system modelling process.

1.2 Contributions and Structure of the Thesis

In this thesis, we analyse the A&A using CA and g-choreographies to verify
realisability. To this end, we use the existing tools Corinne and PomCho. The
theoretical foundation of Corinne is based on CA, whereas PomCho is grounded
in the theory of g-choreographies. We have analysed A&A using Corinne. The
A&A consists of multiple concurrent protocols. Due to some limitation in the
CA and Corinne such as the explosion of the size of the model due to the fact
that CAs model concurrency by explicitly representing all the interleavings, we
moved to g-choreographies so to enable the analysis of the correctness of its
communication patterns using the PomCho tool. However, the existing version
of PomCho supported realisability checking only in the asynchronous setting.
Moreover, its underlying algorithm did not scale sufficiently to verify large sys-
tems such as our A&A. In this thesis, we address these limitations by propos-
ing a new algorithm capable of analysing significantly larger models. In ad-
dition, we extend PomCho to support synchronous communication. Finally, we
derive lessons learned from the analysis using both approaches. This dissertation

contains the following chapters:

» Chapter[2} It provides the background of CAs and the properties of CAs
that need to be checked to verify the correctness of the system. It also
introduces the concept of g-choreographies and the asynchronous model,
along with its pomset semantics, to verify the realisability of the system

and determine whether it is implementable.

» Chapter 3} It provides an informal introduction to the A&A in Sec-
tion The A&A is then modelled as a BPMN collaboration diagram
in Section

» Chapter[d It provides the CA based model of A&A in Section We
analyse the CA using Corinne in Section and we discuss the lessons
learned from the modelling and validation in Section 4.3

 Chapter[5} It provides the g-choreography based model of A&A in Sec-

4
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tion [5.I] whose size challenges both the theory [24] and the implementa-
tion in [23]. We refine the pomset framework to encompass synchronous
communication, defining new realisability conditions for rendezvous-style
send/receive primitives in Section We introduce the algorithm of asyn-
chronous and synchronous model for verification of realisability over large
pomsets in Section [5.3] It provides the evaluation of the A&A and the
benchmark of the proposed algorithm with respect of the previous one
in Section

» Chapter|[6; It presents the related work.

* Chapter[7; It describes the conclusion and outlines directions for future
work.

1.3 Publications

The material in this thesis has been published in two conference papers. The
papers are as follows:

¢ Sourabh Pal, Roberto Guanciale, Ivan Lanese, Emilio Tuosto, and Mas-
simo Clo. “Pomsets for Process Management: A Healthcare Case Study.”
In International Colloquium on Theoretical Aspects of Computing, pp. 378-
395. Cham: Springer Nature Switzerland, 2025.

* Sourabh Pal, Ivan Lanese, and Massimo Clo. “Choreographic Automata:
A Case Study in Healthcare Management.” International Conference on
Coordination Models and Languages. Cham: Springer Nature Switzerland,
2024.
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Chapter 2

Background

2.1 A Bird-Eye View of Choreographies

Choreographies allow one to describe distributed systems composed of multiple
participants which interact via message-passing, like formalisms such as Mes-
sage Sequence Charts (MSC) [25,26], multiparty session types [7], and BPMN
choreographies [27]. Following the choreographic approach to system design
(see, e.g., [1]), distributed systems can be represented using two complementary
views, namely a single global view or multiple local views, one per participant.
The global view describes the order in which messages can be exchanged inside
a system from a global point of view. A single global view corresponds to mul-
tiple local views, each of which defines the behaviour of a participant. Broadly
speaking, the global view is more suitable for specification and understanding,
while the local view is closer to the final implementation. Both views focus on

communication, abstracting away computation.

An interaction A—B: m denotes that, participant A sends message m to par-
ticipant B. A interaction represents the combination of an output event and an
input event. An output event, also called a sending action, occurs when a par-
ticipant sends a message to another participant, whereas an input event, also

called a receiving action, occurs when a participant receives a message from
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another participant. Let P be a set of participants, M a set (of types) of mes-
sages. We take P and M disjoint. Participants coordinate with each other by
exchanging messages over communication channels, that are elements of the set
C=(PxP)\{(A,A)| A€ P} We abbreviate (A,B) € C as A-B. The set of

(communication) labels L is defined by
L=r'0L"  where L'=Cx{}xM and L'=Cx{}xM

The elements of L' and L’, outputs and inputs, respectively represent sending
and receiving actions. A-B!m (A-B,!;m) is a sending action, where as A-B7m

(A-B,?,m) is a receiving event.

Projection is the process of deriving the local behaviour of each participant
from a global specification of a system’s interactions. A choreography describes
the overall communication flow among participants—while a projection repre-
sents each participant’s viewpoint. Correctness or realisability refers to whether
a global specification can be faithfully implemented by a collection of local
specifications. A choreography describes the intended overall interaction be-
tween participants, but when it is projected into local behaviours, those com-
ponents may not always coordinate exactly as intended due to issues like mes-
sage reordering, concurrency, or missing synchronisation. Correctness ensures
that, when all local processes execute and exchange messages, their combined
behaviour matches exactly the behaviour described by the global specification.
In other words, a global specification is realisable if it is implementable with-
out introducing unintended behaviours. In this case, properties such as the ab-
sence of deadlocks and message mismatches typically follow. In short, projec-
tion bridges the gap between global specifications and implementable local pro-
cesses. We can verify the implementability of a system in two different ways,

namely using CAs and g-choreographies, as discussed below:
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2.1.1 Choreography Automata

CAs are an expressive and flexible model of global specifications, following the
styles of conversation protocols [28], choreographies [4,29]], global graphs [6]

and multiparty session types [1}/7,30].

A CA is a finite-state model that describes the global behaviour of a distributed
system in terms of the interactions among its participants. Unlike process-based
models, which define the behaviour of each participant individually, a CA speci-
fies the overall communication protocol as a single automaton whose transitions

represent message exchanges between roles.

Definition 1 (Choreography Automaton). A CA is a tuple

A =(0,490,%,9)

where:

* Qs a finite set of global states;
* go € Q is the initial state;
* Y is a finite alphabet of global actions, and

* 30 C O XX xQ is the transition relation.

Each global action 6 € ¥ is of the form

A—B:m

where A and B are participants (or roles) and m is a message label.

Example 2.1.1. Consider the example of a CA shown in Figure There are three

participants in this scenario, namely: the Customer (C), the Bank (B), and the Fraud

8
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:inTrans

SUBJ| UOD 1 )¢

©

Figure 2.1: An example of CA

Detector (F). First, the customer initiates the transfer by sending a message to the
bank: C—B: inTrans, from state O to state 1. Afterwards, the bank requests the
fraud detector to check whether the transfer is fraudulent by sending the message
B—F: frCheck from state 1 to state 2. The fraud detector then sends a report about
the transfer with the message F—B: sndRpt from state 2 to state 3. If the transfer is
not fraudulent, the bank confirms the transfer with the message B—C: conTrans from
state 3 to state 4, otherwise, if it is fraudulent, the bank rejects the transfer with the

message B—C: rejTrans from state 4 back to state 0.

From a CA, the local behaviour of each participant can be obtained by a pro-
jection operation. The projection for a participant A yields a finite-state automa-
ton that includes a send action A-B!m whenever A acts as sender in A—B: m,

and a receive action A-B?m whenever B is the receiver.

Definition 2 (Projection [14]). The projection on participant A € ‘P of a transition

l=q—4q

of a choreography, written r|p, is defined by:

qmn]’ ifA=A—B: m,OR
’”LA:<qﬂ>q' ifA=A—B:m,
g>q otherwise.
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The projection function trivially extends to choreography words and languages.
The projection defined above, apart for determinisation, is essentially homo-
morphic, as most of the projections in the literature. Other approaches such
as [31,32] add hidden communications to be able to deal with larger classes
of choreographies. We prefer the former approach for its simplicity. Hidden
communications can however be added directly at the choreographic level as

proposed in [33].

Example 2.1.2. Consider the CA in the Figure and it’s corresponding projec-
tion with respect to participant A in Figure and B in Figure Although the
diagrammatic representation of the g-choreography differs from that of the CA, their

projections are identical.

@ A-Bla @ B-A?b @ @ A-B?a @ B-Al!b @

A—B: B—A:b
/ (b) Projection of partici- (¢) Projection of partici-
(a) Example of CA pant A pant B

Figure 2.2: Example of projection.

To ensure that the projected local automata, when composed, faithfully imple-
ment the intended global behaviour, the original CA must satisfy two structural
properties: well-sequencedness, ensuring that causally independent interactions
do not interfere, and well-branchedness, ensuring that alternative behaviours are
governed by a single participant (the branch selector). When both conditions
hold, the CA is said to be well-formed. For well-formed choreographies, the
composition of their projections is guaranteed to be live, deadlock-free, and
lock-free under both synchronous and asynchronous semantics. In this discus-

sion, we will restrict our attention to synchronous semantics.

The following definitions are taken from [14].

Definition 3 (Well-sequencedness). A c-automaton CA is well-sequenced if for each

A—=B:m , C=D:n

two consecutive transitions q q" either

10
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* They share a participant, that is {A,B} N{C,D} #0, or

. . C—D:n A—B:m
e They are concurrent, i.e. there is ¢’ such that q s q" i

Intuitively, two transitions that share no participant are independent, hence can
be executed in any order, and well-sequencedness requires that both orders are

explicitly represented.

@A%BZB@C%DIC@

(@ (b)

Figure 2.3: Example of well-sequencedness.

Example 2.1.3. Not all CAs are well-sequenced. Consider the CA in Figure
which is not well-sequenced because of the transitions from state O to state 1 and from
state 1 to state 2, as there is no common participant between these two transitions.
By “completing the diamond” for such transitions (i.e., by adding the new state 3 and
the corresponding transitions), we obtain the CA shown in Figure [2.3D] Now, it is

well-sequenced.

In order to define well-branchedness we need some preliminary definitions.

Definition 4 (Candidate g-branch). A pre-candidate q-branch is a path in the automa-
ton starting from state q and such that each cycle has at most one occurrence within
the path. A candidate g-branch is a maximal pre-candidate q-branch with respect to

prefix order.

Example 2.1.4. The sequence in Figure[2.4)are runs of the CA in Figure They are
all pre-candidates of either state 2 or 3, but the run T, is not a pre-candidate of state 2

because of the cycle2—3—-0—1—-2,3—-0—-1—-2-3,and0—-1-2-3—-0.

11
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F—B: sndRpt B—C: conTrans

Ty 2 3 4
T ) F—B: sndRpt 3 B—>C: rejTrans 0 C—B:inTrans 1
T2 F—B: sndRpt 3 B—C: rejTrans 0 C—B:inTrans 1 B—F: frCheck ) F—B: sndRpt 3 B—C: rejTrans 0
Ty 3 B—C: rejTrans 0 C—B:inTrans 1 B—F: frCheck 2 F—B: sndRpt 3 B—C: conTrans 4

B—C: T
- 3 conTrans, o

Figure 2.4: Runs of CA Figure

Definition 5 (¢g-span). A pair (T, 7') of pre-candidate q-branches of CA is a q-span if

1. either T and T are cofinal, with no common node but q and the last one;
2. or mand T are candidate g-branches with no common node but gq;

3. or T and T are a candidate g-branch and a loop on q with no other common

nodes.

Example 2.1.5. The states with spans in our example (Figure|2.1|) are 2 and 3. State
2 has no spans, since the first transition is unique. A span from state 3 is the pair
(g, m,), where Ty and T, are the runs shown in Figure The runs mt; and &, are
cofinal in state 4 and are pre-candidates of state 3, sharing no common states except
the initial and final ones, i.e., states 3 and 4. But, Ty can be stopped at 3, fitting item
3 of Definition E} In contrast, the pair (T, T.) does not form a span because the runs
have different cofinal states and share intermediate states other than those that are

pre-candidates of state 2.

We can now define well-branchedness. Well-branchedness is defined only on de-

terministic CAs, but A&A 1is deterministic hence this restriction has no impact.

Definition 6 (Well-branchedness). A deterministic CA is well-branched if for each
state q and participant A sender in a transition from g, all of the following conditions

hold:

1. all transitions from q involving A, have sender A;

12
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2. for each transition t from q whose sender is not A and each transition t' from q

whose sender is A, t and t' are concurrent;

3. for each g-span (n, ') where A is the sender of the first transition in both paths
and each participant B # A, consider the first pair of different transitions involv-
ing B in Tt and in T': they are both receive, with a different sender or a different

message.

Intuitively, well-branchedness ensures that when a participant A makes a choice
between two branches m and 7, it makes the choice between all the available
options (condition unless they are concurrent actions (condition [2). Also,
each other participant B, if it has to make different transitions in the two
branches, it is notified of the outcome of the choice by either receiving dif-

ferent messages, or receiving messages from different participants (condition [3).

Such conditions should hold on any pair of paths starting with a common node,
but actually it is enough to make the check only on maximal pairs, which form

what we call g-spans.

2.1.2 G-Choreographies

In order to overcome some limitations of CAs, we also used g-choreographies
(global choreographies, in the terminology of the literature) [6] to represent
global views, and Communicating Finite State Machines [13] to represent local

views. A g-choreography is a term derivable from the following grammar:

G = A—=B:m ‘ GG | G| G ‘ G+ G } repeat G

G-choreographies can be composed in sequence, in parallel, in nondeterministic
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? fork gate ? branch gate loop entry
-—
source node
G
? )

: v v v v
A g m ‘ G (el e fel G
: <—T
o
sink node é e
join gate merge gate [EpEt
interaction sequence parallel nondeterministic choice iteration

Figure 2.5: Diagrammatic Representation of the Syntax of Global Choreogra-
phies

choice, or iterated. Each g-choreography in the syntax above has a graphical
representation that can be formally derived by induction on the syntax of the g-
choreography. Instead of a formal definition, we show how to achieve this using
the sketches in Fig. Intuitively, G can be depicted as a graph rooted in a
source node o and having a single sink node ©. Connecting nodes represent
interaction, branch or fork points, or else looping points; this is immediate in
the representation of interactions in Fig. [2.5] Besides interaction nodes, our
graphical notation uses gafe nodes m and < to identify fork and branch or
iteration as well as their corresponding “closing” points. Gate nodes and dotted
edges allow us to compose the diagrams; more precisely, a dotted edge from
e to a boxed G (the diagrammatic representation of G) means that the gate
connected to the source node of G should be connected to the gate entering
in e and that the source node of G is removed; similarly, a dotted edge from
a boxed G to e means that the gate arriving in the sink node of G has to
be connected to the gate after e and that the sink node of G is removed.
For instance, in the graph for the sequential composition, the top-most edge
identifies the sink node of G and the other edge identifies the source node of

G

We will describe the asynchronous and synchronous semantics of choreographies
in terms of pomsets in Sections [2.2] and [5.2] but the intuition above should be

enough to understand the modelling of A&A, described in the next section.
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2.2 Asynchronous Semantics

The asynchronous semantics of a g-choreography is modelled using partially
ordered multisets (pomsets) [34]. A pomset consists of a finite set of events
labelled by actions, together with a partial order describing causal dependencies
between them. Concurrent events are not ordered, making pomsets a natural se-
mantic model for asynchronous communication, where multiple interactions may
occur independently. We used pomsets to reason about closure and realisability
properties of choreographies. Essentially, a pomset r corresponds to a partial
order <,, called happens-before relation, that specifies the causal dependencies

among some events; if ¢ <, ¢ then ¢

causally depends ¢ in the pomset r. In-
stead of the formal definition of pomsets of g-choreographies (which can be

found in [6,24]), we give an intuitive presentation of the main concepts.

Our pomsets order events labelled by communication actions. More precisely,
actions of the form A-B!m label events where A sends message m to B, while
actions of the form A-B?m label events where B receives message m from
A. The semantics of a g-choreography G is then given by associating the set
of pomsets [[G]] corresponding to the resolutions of each choice in G. This
semantics can be defined by induction on the syntactic structure of G. The
base case being A—B: m for which [[A—B: m] is a singleton set containing
a pomset where an event labelled with A-B!m (dubbed output event) precedes
the one labelled A -B?m (dubbed input event). For the inductive cases, the se-
mantics of a choice G + G’ is the union of the semantics of G and G’ (that is
[G + G =[GJU[GT); the semantics of G;G’ merges the pomsets obtained by
the Cartesian product of the pomsets of [G] and [G']], adding dependencies that
force events of the same participant in G to precede those in G’; the seman-
tics of G | G' is obtained by merging the pomsets obtained by the Cartesian
product of [[G]] and [[G'], without adding any dependencies. Finally, the se-

mantics of iteration is given by taking the union of the semantics of the finite
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unfoldings of G, namely [repear G]| =U,=o[G]:---:[G].
H—/
n—times
Example 2.2.1. Consider the choreography (inspired by A&A) Gzz= G + G/, where
G=0TA—LHA: decAccand G' = (RCOO—LHA: grntAcc | OTA—RCOO : manVer);
OTA—OTAM: chkAutAcc.

The graphical representation of the g-choreography and its asynchronous semantics

are as follows:

([ A
OTA-LHA!decAcc
Vv 4
% OTA -LHA?decAcc
¥ ¥ -
RCOO—LHA: grntAcd OTA—RCOO : manVer [[qm]] —
L J r
RCOO - LHA!grntAcc — RCOO -LHA?grntAcc
OTA= LHf: dechce OTA= OTA'\j': chkAutAcg OTA -OTAMchkAutAcc < OTA -OTAM!chkAutAcc
g \ L OTA -RCOO!manVer —— OTA-RCOO?manVer )

The g-choreography Gyz1 comprises two branches in a choice. The only interaction
in the left branch is OTA—LHA : decAcc, while the right branch consists of the paral-
lel interactions RCOO—LHA : grntAcc and OTA—RCOO : manVer, followed by the
interaction OTA—QOTAM : chkAutAcc.

Hence, [GpzTl| consists of a pomset where LHA must consume the decAcc from OTA
and another where participants LHA and RCOO may receive messages grntAcc and
manVer in any order. Note that the sending of message chkAutAcc depends only on
the sending of message man\Ver, since they are the only interactions in different com-

ponents of the sequential composition done by the same participant. o

A linearisation of a pomset r is a sequence {¢;}; of its events that respects the
happens-before relation of r, namely if i < j then ¢; £, ¢;. The language of a
g-choreography is the union of the sequences of labels of all the linearisations

of the pomsets of its semantics.
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A g-choreography among participants Ap,...,A, is implemented via a commu-
nicating system [13|], that is an assignment to each participant A; of a com-
municating finite-state machine (CFSM) [13] (i.e., a finite-state automaton whose
transition labels are communication actions of A;). In our asynchronous model
of communicating systems, a configuration is a tuple (gi,...,q,,M), where ¢;
is the current state of the CFSM of A; and M is an unordered multiset of
(pending) messages. The firing of a transition g; M g: yields the new con-
figuration (qi,...,q},...,qn, MW {A;-B!m}), where & denotes multiset union. If
M =M ¢{B-A;!m} then the firing of a transition g; mﬂ]ﬁ yields the new
configuration (q1,...,4.,...,qn, M'). The language of a system of CFSMs is the

set of all sequences of labels on runs starting from its initial state.

Some g-choreographies are not properly implementable. For example, in Gzz
(from Example [2.2.1)), participants must agree on whether to take the left or
the right branch. However, RCOO is not involved in the left branch, and can
decide autonomously to move on the right branch sending message grntAcc,
while participant OTA may send decAcc taking the left branch. This leads to

an erroneous computation, not expected from the choreography GrzT.

Formally, a g-choreography G is realisable if there exists a communicating sys-
tem S such that L(S) = L(G), where L(G) is the set of all linearisations of
the pomsets in [[G]l. This ensures that every run of S conforms to at least one

linearisation of a pomset of the g-choreography and vice-versa.

Two sufficient closure conditions for the realisability of a set of pomsets under
the asynchronous semantics have been described in [24]. We introduce some
auxiliary notation to state them (see Example for concrete uses of the
notations below). A pomset r; is a prefix of a pomset rp if its events are
a subset of the events of r, and it is downward closed w.r.t. the happens-

/

before relation of r, (ie., if ¢ <,, ¢ and "€ ry then ¢ €ry) and equipped with

the projection of the happens-before relation of r;. Under the asynchronous
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semantics, a pomset is well-formed if [35]]:

* each output event A-B!m (resp. input event A-B?7m) has at most (resp.
exactly) one immediate successor input event A-B?m (resp. immediate

predecessor output event A-B!m);

e whenever an event ¢ is an immediate predecessor of another event ¢/,

/

then ¢ and are labelled either by communication actions of the same

participant or by matching output and input actions; and

/ /

e for any two distinct outputs ¢ and ¢ with the same label and ¢’ causally

/

depending on ¢, no immediate-successor matching input of ¢ may precede

any immediate-successor matching input of

The projection of a pomset r onto a participant A, denoted r|a, is the sub-
pomset consisting of all events in r that are labeled with communication ac-
tions involving A. Given a set of pomsets R over participants P, we de-
fine the set of branch assignments on R as the set Il of functions such that
(A) € {rla }rER} for A € P. Intuitively, a branch assignment 7 € IIz chooses,
for each to participant A € P, a pomset r € R (corresponding to a resolution of
a g-choreography) and assigns r|a to A. Note that ® can choose different res-
olutions for different participants. We use UaT(A) for the pomset obtained by
merging the pomsets in the codomain of w. Finally, the inter-participant closure
of a pomset, denoted [J(r), is the set of all pomsets that can be constructed by
adding dependencies to connect individual output events with their correspond-
ing input events across participants. The resulting pomsets in [J(r) represent all
valid ways of linking outputs to inputs. A pomset r is more permissive than an-
other pomset 7 if r has the same events and labels of # and its happens-before
relation is a subset of the one of #/ (namely, r imposes fewer causal dependen-
cies than r/). The closure conditions CC2 and CC3 below jointly guarantee
relisability. Intuitively, CC2 requires that if a set of executions (i.e., a pomset)

cannot be taken apart by any participant from the executions (i.e., pomsets) of
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R, then those executions must be part of R.Intuitively, CC3 requires that if a
set of executions (i.e., a pomset) can be consistently represented as a prefix R’
of another pomset in R, indicating that some participants will terminate earlier

while matching the executions of R, then those prefixes R’ must be part of R.

Definition 7 (Closure conditions). A set of pomsets R satisfies CC2 if for all well-
formed r € {(Ua(A)) | n € Iz} there is ' € R that is at least as permissive as r; R
satisfies CC3 if for all R’ set of prefixes of R and all well-formed r € {{J(UaTt(A)) ‘ TE

[}, there is a prefix r' of a pomset in R such that ¥’ is at least as permissive as r.

The closure conditions in Definition [/| are adapted from the realisability crite-
ria for MSCs [35] and avoid the explicit computation of the languages of the

choreography.

Example 2.2.2. We illustrate our closure conditions on the semantics of Gzz from
Example Since [[Ggz]] consists of two pomsets involving participants RCOO,
LHA, OTA, and OTAM}, T contains 2* functions, one for each possible combination

of the projections of these pomsets on the four participants.

It is straightforward to see that only two functions of Ilg have a well-formed inter-
participant closure: the ones where all participants have chosen the same pomset of
R. For example, in one of the other cases, if the participant RCOO chooses the first
pomset and OTA chooses the second one, the input OTA - RCOO?manVer has no cor-
responding output. Since the two well-formed pomsets coincide with the choreography

semantics, the CC2 condition is met.

However, CC3 is not satisfied. In fact, let 1(RCOO) = [RCOO - LHA!grntAcc] (i.e.,
prefix of the first branch), t(LHA) = [RCOO - LHA?grntAcc] (i.e., first branch), t(OTA) =
[OTA - LHA!decAcc] and t(OTAM) = [| (i.e., both second branch). The inter-participant
closure yields the well-formed pomset:

r =[RCOO -LHA!grntAcc — RCOO - LHA?grntAcc  OTA -LHA!decAcc|; However

no prefix of pomsets in R is more permissive than r. Pomset r (as any other where
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RCOO chooses one branch and OTA chooses the other one) demonstrate the lack of

direct or indirect (via other participants) communication between OTA and RCOO to

select the proper branch. o

Note that condition CC3 does not imply condition CC2, as proved by the coun-

terexample in [36].
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Chapter 3
Case Study

3.1 A&A: Natural Language Description

Design and development of distributed communication systems is very com-
plex. Researchers and practitioners consider the choreography approach suitable
to verify the communication properties of distributed systems to avoid issues
such as deadlocks at the design level of the software development [37-40].
The key purpose of choreographies is to enact the principle of correctness-by-
construction [7/], which ensures that choreographies satisfying suitable conditions
are free from communication errors such as deadlocks. We apply the choreo-
graphic approach to a A&A on healthcare management. Health is a fundamen-
tal right of the individual. The Emilia-Romagna region provides regional health
care services to protect the fundamental rights of their citizens. It also en-
sures the quality, safety, and transparency of health services through the process
for authorisation and accreditation of public and private health structures [41],
turned on in 1998 and nowadays regulated by the Regional Law of 6 November

2019, n. 22 [42] .

The healthcare authorisation procedure aims at ensuring the quality of health-
care services and assistance to the citizens. The authorisation guarantees the

structural, organisational, technological, and safety requirements of the patients
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in the public and private healthcare facilities in the Emilia-Romagna region in
Italy. The authorisation to operate the healthcare infrastructure is issued by the
Mayor of the municipality. In contrast, the accreditation gives organisations,
healthcare structures, and professionals, already in possession of healthcare au-
thorisation, the status of “subject suitable for providing services on behalf of
the National Health Service”. It provides for the possession of additional requi-
sites that refer to the quality of health care and the related evaluation methods.
It is granted by the Regional Coordinator of Authorisation and Accreditation with
subsequent verification of the Technical Accreditation Body aimed at ascertaining
the possession or maintenance of the requirements. We have identified three
protocols in this process, namely regional coordination for authorisation and ac-
creditation, authorisation of health services, and accreditation of health services.
In this A&A, we will focus on the regional coordination for authorisation and
accreditation which assists in providing consistency and homogeneity in the ex-
ercise of the functionalities of authorisation and accreditation processes. Initially,
we began formalising the A&A based on the description in the law, which is
in natural language. Since some aspects of the law are implicit and not fully
detailed, the initial protocol design, reported in this section, does not perfectly
match the actual protocol. However, first analysis were done on such a model,
hence we report them. Results would not be too different in the correct model.
Subsequently, we consulted one of the actual participants in the protocol (with
the role of Technical Accreditation Body Manager), and this allowed us to im-
prove the formalisation. We will present the revised protocol in Section [5.1]
Ten participants are involved in this protocol, described below. In order to sim-
plify the match between our models, which use English names for participants,
and the original document, which is in Italian, we report the translations in

Table The participants are:

* General Directorate of Health (GDH): The highest authority in the pro-
cess of authorisation and accreditation, it instructs the other sub-ordinate

participants to perform their tasks to ensure consistency within the autho-
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risation and accreditation, to maintain the organisation rationalisation, and

to maintain the homogeneity to perform the functions.

Regional Coordinator (RCOO): It is the main authority to conduct the dif-
ferent functions to issue authorisation and accreditation to healthcare struc-

tures.

Authorisation Commission (AC): It establishes itself in the public health
departments of the local health unit to ensure the homogeneity in the as-
sessment of authorisation and it also identifies the priority of criteria to

carry out checks for the authorisation.

Local Health Authority (LHA): It is the healthcare organisation that is

seeking authorisation and accreditation.

Registry of Healthcare Structures (RHS): It stores the data for the accred-

itation and it provides the data upon request from RCOO.

Technically Accrediting Body (OTA): It performs the accreditation checks
to ensure impartiality, transparency, and autonomy in the activities of the

management.

OTA Manager (OTAM): It is a manager expert in assessing the quality

of the healthcare management system.

Evaluators (EV): They are qualified and trained professionals from the
public and private national health services that are situated within the

OTA to pursue the technical assessment of the accreditation.

Expert Technicians (ET): They perform further technical investigations on

the LHA.

Regional Council (RC): It identifies the RCOO among the managers of
its own services to ensure homogeneity and consistency in the process. It

also decides how to manage the EV on the proposal of the OTAM.
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Table 3.1: Participant Name in Italian and Corresponding English Translation

| Participants Name (Italian) | Participants Name (English) |
Direzione Generale Competente in Ma- | General Directorate of Health
teria di Sanita (GDH)

Giunta Regionale Regional Council (RC)
Coordinatore Regionale per 1’Autoriz- | Regional Coordinator (RCOO)
zazione e 1’Accreditamento

Commissioni per 1’Autorizzazione Authorisation Commission (AC)
Aziende Usl Local Health Authority (LHA)
Anagrafe Regionale delle Strutture | Registry of Healthcare Structures
Sanitarie (RHS)

Organismo Tecnicamente Accreditante | Technically Accrediting Body

(OTA)

Responsabile dell’OTA OTA Manager (OTAM)

Elenco dei Valutatori Evaluators (EV)

Tecnici Esperti Expert Technicians (ET)

In a distributed communicating system, all the participants interact through mes-
sage passing. We now give an informal description of A&A, to be formalised
in the next sections. The protocol includes an initialisation phase, where roles
and resources are assigned, and then 4 concurrent loops corresponding to differ-
ent functionalities of the RCOO. The main loop is the actual process to check
accreditation of LHA. In A&A, the RCOO will grant accreditation to the public
or private LHA based on the verification of the OTA. The GDH notifies the RC
to identify the RCOO among the managers of its own services. Subsequently,
the GDH provides resources to the RCOO to perform their functions and it also
instructs the RCOQO to pursue verification of specific functions to evaluate the
LHA for further continuation of the accreditation. The RCOO formulates pro-
posals on which data the RHS needs to collect, and on how it should work, to
the RC. Then, the RC sends the criteria established for the topics above to the
RHS. The RCOO coordinates with the AC to check whether existing authorised
LHA maintain prerequisites and satisfy additional criteria to maintain the qual-
ity of healthcare. It also prepares plans for issuing, renewing, and monitoring
accreditation and proposes them to the GDH. The RCOO maintains relations

with the services of the GDH in order to guarantee the connection between its
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own functions and the policies and skills of the area. Moreover, it mandates
the OTA to conduct verification to check whether existing authorised LHA are
maintaining the prerequisites to provide safe health facilities. Besides, the OTA
delegates the actual checks to an OTAM. The OTAM prepares the verification
report of the LHA and it also conducts further technical investigation with sup-
port from the experts, such as EV and ET. Thereafter, the OTAM sends the
report to the RCOO. The RCOO prepares the proposal for renewal, refusal, or
issuing of the accreditation based on that report and submits it to the GDH to

take the necessary action on the LHA.

3.2 A&A: BPMN Collaboration Diagram

Since the specification of A&A, briefly described in the previous section, is
given in natural language and hence necessarily informal, transforming it di-
rectly into a choreographic model is complex and error-prone. Therefore, we
decided to model the protocol first using a BPMN collaboration diagram [16]],
which is closer to the informal specification since they both focus on partici-
pants, activities and processes, while choreographies focus on message passing.
However, moving to a BPMN collaboration diagram allows one to move from
an informal to a semi-formal specification, and to explicitly introduce choices
and message passing communications, key to then move to choreographies. The
fact that the representation of the BPMN collaboration diagram is graphical and
closer to the specification also allows an easier interaction with domain experts
to ensure that the model actually captures the intended protocol. As a sec-
ond step, we then converted the BPMN collaboration diagram into a CA [14]
to enable the verification of the correctness of its structure and behavior using
the Corinne tool [[17,(18]]. We transformed the natural language description of
the healthcare system into a BPMN collaboration diagram manually. The BPMN

collaboration diagram was initially constructed based on the available documen-
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tation and then discussed with a stakeholder involved in the accreditation pro-
cess (OTAM). The stakeholder confirmed that the model was understandable
and largely accurate, suggesting only minor revisions to better reflect operational
details. These changes did not modify the communication patterns captured by
the model and therefore did not affect the subsequent choreography-based mod-

elling and verification.

A BPMN collaboration diagram is a semi-formal specification with a wide vari-
ety of expressive and flexible features to ease the representation of complex sys-
tems. In this section, we present a fragment of A&A, available in Figure [3.1]
to give to the reader an intuition about the transformation of A&A from natural
language to BPMN specification. The whole A&A model is available in [43].
The BPMN collaboration diagram consists of different participants [44] that rep-
resent a specific role or entity that is involved in a business process. Each
participant has its own internal processes, and participants interact through mes-
sage passing. Our example in Figure involves six participants, namely RC,
RCOO, OTA, OTAM, EV, and ET. The process diagram describes the details
of a business process involving them. Notably, it provides a visual represen-
tation that gives a clear understanding of the flow of information and the se-
quence of activities of the business process. In Figure 3.1 for compactness, we
detail the process diagram of the participant OTAM, while leaving not specified
the behavior of other participants. Below, we will describe the different BPMN
features and symbols when they occur in our description of the A&A, while

referring to [16] for a more comprehensive description.

The participants communicate among themselves through message passing. There-
fore, the message event (double circle containing an envelope) indicates the send-
ing or receiving of a message to/from another process or participant. A dashed
line connects the send and the receive. The OTAM is first involved in the
protocol when the OTA appoints it for carrying out the authorisation and ac-

creditation checks. Therefore, the OTA notifies the OTAM to conduct checks
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on existing authorisations through the message event on the left.
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Figure 3.1: BPMN Collaboration Diagram: A Fragment of A&A.

A process is a collection of multiple tasks: in BPMN a single activity within a
process is called a task. The OTAM, after receiving notification from the OTA,
performs the task Request for Resources, where the OTAM requires the RCOO
to provide resources to perform its functions. Note that the dashed arrow from
the activity denotes that as part of the activity a message is sent. Thereafter,
the RCOO provides the required resources to the OTAM via a Provide Re-
sources message. In BPMN, an Exclusive Gateway or XOR Gateway (diamond

containing an X) is a decision gateway used to model a point in the process
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where the flow can take one of several mutually exclusive paths. The decision
about which path to take is based on the evaluation of conditions associated
with each outgoing sequence flow. The OTAM, after getting resources from the
RCOO, checks whether the list of EVs exists. If not, then it first creates the
list of EVs. Otherwise, the OTAM needs to Perform Technical Investigation for
accreditation or needs to Update Evaluators List for assistance with the techni-
cal investigation. Here, we use an exclusive gateway to represent the choice of

the path. The detailed explanations of the two paths are as follows:

* Perform Technical Investigation: The OTAM carries out the technical in-
vestigations, and expresses the technical judgment of competence by veri-

fying the possession and maintenance of the accreditation requirements.

* Update Evaluators List: The OTAM holds and updates the list of EVs.

For the technical investigation for the checks of authorisation and accreditation,
the OTAM may need assistance from experts such as EV and ET sequentially,

as follows:

1. The OTAM performs the checks by making use of the EVs. The OTAM
Notify to Assist Investigation to the EVs. The EVs perform the technical

investigation and submit to the OTAM the technical Investigation Report.

2. The OTAM, after receiving the investigation report from the EVs, needs to
perform further investigation with the assistance of the ETs. Therefore, it
Notify to Get Further Assistance to the ETs. The ETs assist and Submit
Report to the OTAM.

The OTAM Combine Reports of OTAM, EVs, and ETs after performing all nec-

essary checks for authorisation and accreditation. Thereafter, (s)he Notify and
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Submit Report to the RCOO and terminates the process. To Create and Up-
date Evaluators List, the OTAM performs the tasks sequentially i.e., Prepare
List of Evaluators, Propose Update Criteria, Update Evaluator List. Moreover,

the list of EVs gets updated periodically.
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Chapter 4

Analysis with Corinne

4.1 A&A: Choreographic Automaton

We use Choreographic Automata (CAs) [14] to model the message-passing be-
havior of A&A. This will allow us to verify the correctness of such behav-
ior. The key concept of choreographic approaches is to describe the interactions
among participants from a global viewpoint. In CAs, finite state automata are
used, and a transition of the automaton models a message passing communica-
tion. More precisely, the interaction among two participants is represented as a
label A—B: m, where participant A sends message m to participant B, which
in turn receives it [14]]. In this section, we will discuss the transformation of
A&A from BPMN collaboration diagram to CA. We transformed the BPMN col-
laboration diagram into a CA manually. Note that we have a correspondence
between dashed arrows representing message flow in the BPMN Collaboration

Diagram and interactions in the corresponding CA.

We present the CA of A&A in Figure To ease the comparison with the
BPMN collaboration model, identifiers of states from the CA as well as labels
of the transitions are also reported in the BPMN collaboration diagram, in red.
Remember however that only part of the BPMN model is in Figure [3.1, while

the whole model is in [43]. Let us start the description from the initial state
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o

ET — OTAM : rtTec

EV = OTAM : rptTec

OTAM — RCOO :rprlec /'_D
D

GDH — RCOO : assRes m GDH — RC : fndCor
NE

o

GDH — RCOO :perf'unc\)

@ RCOO — RC : mkPropRHS @

RCOO — GDH : proAce

Figure 4.1: Choreographic Automaton for Regional Coordination for Authorisa-
tion and Accreditation.
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(state O in the top-left). GDH proposes RC to identify a RCOO with tran-
sition GDH-—RC: fndCor, to maintain consistency, organisational rationalisation,
and homogeneity of authorisation and accreditation. Further, the GDH notifies
the RCOO that resources have been assigned GDH—RCOO: assRes to execute
the authorisation and accreditation procedure. Moreover, the GDH requires the
RCOO to perform the required functions GDH-—+RCOQO: perFunc for accredita-
tion. The RCOO requires adequate information to perform the tasks for ac-
creditation and authorisation, which will be managed by the RHS. Hence, the
RCOO proposes to the RC with message RCOO-—RC: mkPropRHS which data
the RHS should manage and how it should work. As a result, the RC gives the
criteria to the RHS with message RC—RHS: gvCrite on which data to manage

and how. Afterward, the RCOO may take 4 alternative actions:

1. (loop involving state 6) to ask the AC to check an existing authorisation
RCOO—AC: chkAut of some LHA for further continuation. The AC will
respond with the authorisation report AC—RCOO: rptAut message to the
RCOO;

2. (loop involving state 7) to request the GDH for consultation to prepare a
monitoring policy RCOO—GDH: chkPol, which will trigger a reply from
the GDH confirming the consultation, GDH—RCOQO: confChkPol;

3. (self-loop at state 5) to propose to the GDH the regional planning for

issuing, renewing and monitoring accreditation RCOO—GDH : proAcc;

4. (transition to state 8) to ask the OTA to start the actual procedure for

accreditation, RCOO—OTA: manVer.

In this last case, the OTA notifies the OTAM to check authorisation and ac-
creditation OTA—OTAM : chkAutAcc for checking the quality of the healthcare

management systems of some LHA (this starts the part represented in BPMN

in Figure [3.I). The OTAM requests the RCOO to assign the corresponding
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resources OTAM—RCOO: assRes, and the RCOO makes such resources avail-
able RCOO—OTAM: avaRes to the OTAM. Afterward, the OTAM may take
2 alternative paths: (1) (loop involving state 12) To manage the list of EVs:
while this procedure is quite complex it is mostly local to the OTAM, hence
we only have a loop composed by a pair of interactions, where the OTAM
sends to the RC the proposal OTAM—RC: proCriteEV message about the cri-
teria to manage the EVs, and the RC answers to the OTAM with message
RC—OTAM: confCriteEV to confirm the proposed evaluation criteria; or else (2)
the OTAM asks the EVs for technical assistance with message OTAM-—EV : tecAss
and the EVs reply with a technical report EV—OTAM: rptTec.

In the last case, after receiving the technical report from the EVs, the OTAM
performs a similar message exchange with the ETs (messages OTAM—ET : tcAss
and ET—OTAM: rtTec). Note that from the informal specification it is not
clear whether the two message exchanges should be sequential as in our model
or concurrent. We will come back to this topic in the discussion. Further,
the OTAM sends to the RCOO the results of the investigation with message
OTAM—RCOO: rprTec. The RCOO may react in 2 ways (from left to right):
(a) It sends to the GDH with message RCOO—GDH: sndPro a proposal for
grant, renew, refusal, suspension, or revocation of the accreditation, based on
the report received from the OTA, and it ends the protocol, or (b) It sends
to the GDH with message RCOO—GDH: rptMon the report on the monitoring
of the LHA, based on the OTA report. Upon further analysis, and based on
the seriousness of the violation of the requisites of the LHA, the GDH notifies
the LHA with message GDH—LHA: takAct the outcome of the evaluation. This
may involve to revoke or suspend the accreditation, or to take necessary actions

to fix some violations.
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4.2 Validation

As a result of the modelling exercise above, we represented A&A in the form
of CA. CAs are equipped with a theory [14] ensuring that systems obtained
from their projection are well-behaved, provided that the CA is well-formed.
Well-formedness can be automatically checked using the tool Corinne [17]. Be-
low we introduce well-formedness, which is composed of well-sequencedness
and well-branchedness, and we discuss its application to A&A. The well-formed-
ness properties described in the Section To simplify the analysis, we
slightly extended Corinne. Indeed, Corinne has been conceived to iteratively im-
prove a CA till it becomes well-formed, hence, in case the CA contains many
violations of the conditions, Corinne only showed the first one. We are more
interested in getting full feedback on a protocol to then discuss with domain
experts about the issues. Thus, we extended the tool so that all the violations
of the well-formedness conditions were shown in a single execution. We also
did other minor improvements, and the updated version of Corinne is available

on the Corinne repository [18].

By using the Corinne tool, we first checked well-sequencedness. A number
of pairs of transitions were flagged as violating the condition, but interestingly
they can be categorised in two classes, both involving state 5. On the one
hand, transition from 4 to 5 with label RC—RHS: gvCrite (let us call it t,)
has no participant in common with any of the transitions exiting from state 5.
On the other hand, transition from 18 to 5 with label GDH—LHA: takAct (let
us call it #,) has no participant in common with transitions from state 5 to
either 8 or 6. The intuition behind the issue is similar in both the cases. State
5 is a state where participant RCOO decides which actions to take, but the two
incoming transitions 7, and 7, do not involve him, hence the issue. There are
two ways to fix the diagram, if we deem that it is important that the RCOO

is notified about the end of 7, and/or f,, then notification transitions should be
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added. E.g., in the case of 7,, RHS should send a message to RCOO notifying
him that criteria have been received. Vice versa, one can decide that transitions
ty and 7, should be concurrent to the following actions. In CA, this is done by
explicitly duplicating transitions 7, and 7, so that copies of them could occur
at any point in the following. This will represent them as concurrent actions,
but would make the diagram unreadable. We will come back to this issue in

Section

We then tested well-branchedness. Here a much larger set of issues is raised,
always related to condition [3] We describe one of the issues raised in detail,
and then briefly comment on the others which are similar. Let us consider as
an example the cycles from state 11: the one via 13, 14, 15, 16, 17, 18, 5,
8, 9, 10 involves multiple participants, while the one via state 12 only involves
OTAM and RC. This is flagged as an error of well-branchedness, since other
participants, say EV, are left waiting if the choreography always takes the cycle
via 12. This is not a real issue here, since in practice the small cycle is taken
a small number of times, and more importantly since the other participants are
not actively waiting that the choreography involves them, but just react when
invoked. Taking into account that participants may only be involved in some
branches of the choreography takes the name of late join (or selective participa-
tion), and it has been studied in the literature [20], but it is not yet supported

by Corinne. We will come back to this issue in Section 4.3

Actually, all the other issues raised by Corinne are also related to late join,
since the same issue happens in many other cases, e.g., between different cy-
cles originating from state 5, or between the two paths from state 17 to 5.
Notably, the main reason behind well-branchedness is to ensure that when there
is a choice, participants which need to act differently in different branches are
notified of the outcome of a choice. This always happens in A&A. Consider
for instance participant GDH. It is involved in different branches of the choice

from 5, and the sub-choice from 11. Indeed, at 7 it receives a message chkPol
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from RCOO and then needs to react with message confChkPol, at 17 it re-
ceives a message sndPro but no reaction is expected from him, and at state 18
it receives a message rptMon and it is expected to react by sending message
takAct to LHA. The GDH is not directly participating to the choice of which
path to take from 5 and from 17, but it is always informed of the outcome by
RCOO, which is in charge of deciding the path to be taken, and sends different

messages to GDH in all the paths, hence GDH always knows how to react.

4.3 Lessons Learned

We discuss below a few lessons we learned from the modelling exercise and
analysis above. They will probably apply to other case studies in the same
area, and possibly also in other areas, but this will need to be confirmed by

further studies.

Gap between laws and choreographies: Laws describe protocols in terms of roles,
responsibilities of each role, and activities performed by each role. There
are some mentions of message passing, but it is frequently implicit and
not detailed. Explicit mentions are, e.g., “The global results are sent
to RCOO to proceed with the relevant obligations” (translated from [42]
Art. 13, paragraph 3.b], resulting in the transition from state 13 to 14).
Implicit mentions are, e.g., “The organisational methods, human and in-
strumental resources to be assigned to the RCOO, for performing the
functions referred to in paragraph 3, are defined by the GDH.” (trans-
lated from [42, Art. 3, paragraph 2]), which we modelled as the transition
from state 1 to state 2. In order to better match the activities described
by the laws, and the message passing modelled by the choreography, it
makes sense to use an intermediate model such as a BPMN collaboration

diagram, which describes both the activities and the message exchanges.
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This will be even more needed if multiparty session types [1/7] were
used instead of CAs, since they impose more constraints on the model

than CAs.

Importance of late join: the only issues raised by Corinne related to well-branch
edness are due to the missed support for late join in Corinne. While
historically approaches in the area of choreographies and session types as-
sume that all the participants are aware of when the choreography starts
and how it progresses, in reality, as already mentioned in [20], most of
the participants simply react by taking action when involved by other par-
ticipants, and do not care if they are not involved in some execution.
Hence, we believe that late join [20] is fundamental to reason on real
life protocols, and would deserve more attention by the community. In
our case, supporting late join in Corinne is a main item for future work.
We mention that there are also approaches [45,46]] that allow for late
join, but they require special actions for joining a protocol. In A&A,
it seems joining as a result of receiving a normal message more closely
matches reality. Moreover, the approach based on g-choreographies avoids
the issue of late join since most of the problems that described to late
join disappear when using the PomCho+ tool. Nonetheless, there is still
an issue between the two paths from state 17 to state 5. This issue is
not a real issue in the protocol but an error while modelling. In this
regard, PomCho+ highlights its value in detecting subtle modelling flaws
that might go undetected under less exact semantics by exposing incon-
sistencies already present in the model rather than reintroducing late join

problems. Thus we will turn to this approach in Chapter [3

Parallel protocols: in practice, many actors carry on multiple protocols at the
same time. This is the case of RCOO in A&A, where each activity cor-
responds to one of the loops from state 5. We modelled these activi-
ties using a choice, but in practice these activities can happen together,

hence our model does not fully capture the actual behavior. However,
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such a model would require in CAs to explicitly represent all the possi-
ble interleavings, which would make the model very difficult to manage
and reason about, due to the combinatorial explosion of states. In order
to avoid such problem one could allow for an explicit representation of
parallel composition, as for instance in g-choreographies [6] and BPMN
collaboration or choreography diagrams. Indeed, in Chapter [5| we use g-

choreographies to solve this problem.

Creation of new participants: somehow surprisingly, creation of new participants
occurs quite often in A&A, in the sense that persons are given some role
that they then use in the protocol. For instance, the RC nominates the
RCOO, and then GDH interacts with the newly appointed RCOO. Cur-
rently, explicit creation of new roles is not supported by CAs (and the
same holds for most formalisms in the area), hence errors such as a par-

ticipant having to interact before its creation are not highlighted.
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4.4 Publication

Choreographic Automata:
A Case Study in Healthcare Management*

Sourabh Pal! [0000-0001-6604—387X] Tuan Tanese!10000-0003-2527-9995] 41,
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2 Area ICT e Transizione digitale dei servizial cittadino - Direzione Generale Cura
della Persona, Salute e Welfare - Regione Emilia Romagna, Italy
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Abstract. Choreographic models in general, and Choreographic Au-
tomata (CA) in particular, can be used to analyze and validate commu-
nicating systems. We applied CAs to a case study in healthcare manage-
ment, the procedure for accreditation and authorization of public and
private healthcare structures in the Emilia Romagna region (Italy). We
formalized the procedure first using a BPMN collaboration diagram as
intermediate step, and then using CAs. The tool Corinne showed a few
issues in the formalized model, but it turned out that such issues were
due to too strict requirements posed by the theory underlying Corinne.
This gave us useful feedback for future improvements of Corinne and its
underlying theory.
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Chapter 5

Analysis with PomCho

5.1 A&A: Process Management in Italian Healthcare

The analysis of the A&A in Chapter 4| uses CAs and the Corinne tool. A main
drawback of CAs (and consequently of Corinne) is that concurrency is modelled
by explicitly representing all interleavings. This makes both the diagrammatic
representation and the analysis quickly become unfeasible for highly concurrent
scenarios, such as the one shown in Figure In contrast, g-choreographies
support parallel composition in both its diagrammatic representation and under-
lying theory. In this chapter, we present and analyse the CA in Figure [A.1] in
the form of a g-choreography, as it naturally supports parallel composition. The
protocol describes the interactions among eleven participants, namely the ac-
tors and organisations involved in the process. The analysis of A&A based on
CAs [14] and the Corinne tool [17,/18] in [47] cannot model concurrent flows
of execution in a suitable way (described in Section |4.3). Here, we therefore
use global-choreographies (g-choreographies) to model A&A and the PomCho

tool for the analysis since they natively support concurrency.

The g-choreography modelling A&A takes the form G;;(Gr | G4) where (As-
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sume that _;_ takes precedence over _ + _.)

G; = GDH—RC: fndCor; GDH—RCOO: assRes; GDH—RCOOQ : perFunc;
RCOO—RC: mkPropRHS;RC—RHS: gvCrite

Gr = repeat RCOO—GDH : proAcc
| repeat (RCOO—AC: chkOut; AC—RCOO: rptinvs)
| repeat (RCOO—GHD : chkPol; GHD—RCOO : confChkPol)
| repeat (RC—OTM: proCriteEv;RC—OTAM : confCriteEv)

Gy = repeat(LHA—>GDH: seekAcc; GDH—RCOO: forAcc;
RCOO—HAS: perlnvs;HAS—RCOOQO : rtpinvs; (
RCOO—LHA: decAcc
—
(RCOO—LHA: gnrtAcc | RCOO—OTA: manVer);
G):
(RCOO—GDH: sndPro
-
RCOO—GDH: rptMon; GDH—LHA: takAct)))

Figure [5.1] reports the g-choreography of A&A using the visual representation
of g-choregraphies (cf. Section [2.1.2). Both the syntactic and visual represen-
tation of A&A show that the most complex part of the protocol is Gu, the
g-choreography with highlighted background in Figure [5.1] Below we comment
on Gy, except for G which is a sequence of interactions immaterial for the

rest of the paper.

The g-choreography is a refinement of the CA model shown in Figure H|.1]
amended to correct some inaccuracies with the help of one of the key do-
main experts, OTAM. The first task in the protocol is the nomination of the

RCOO, followed by the steps required to enable the RCOO to operate, which
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{1
< 9% 3 s s
RCOO — GDH : profcc | [[RCOO — AC : chkaut | [ RCOO = GDH : chkPal | [[OTAM = RC : proCriteEV | [LHa = GDH : seekacc |
[ AC = RCOO : rptaut | [ GPH = RCOO : confChkPol | [ RC — OTAM : confCriteEV | [ GBH = RCOO : forAcc |

RCOO — HAS : perinvs

HAS — RCOO : rptinvs

[ REO0 — LHA - gmtAcc | [ RCOC —+ OTA : manVer

RCOO — LHA : decAcc

OTAM = RCOO : rpriec

RCOO — GDH : rptMon

RCOO — GDH : sndPro | [ GDH — LHA : takéct |

Figure 5.1: G-choreography for Regional Coordination for Authorisation and Ac-
creditation

are the same in both CA and the g-choreography. Afterwards, the protocol de-
scribes five concurrent tasks, each of which concerns the iterative execution of

a sub-protocol. The concurrent tasks are:
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1. The loop at the leftmost branch in the g-choreography corresponds to the

self-loop at state 5 in CA;

2. The loop at the second branch from the left in the g-choreography corre-

sponds to the loop involving state 6 in CA;

3. The loop at the third branch from the left in the g-choreography corre-

sponds to the loop involving state 7 in in CA;

4. The loop at the second branch from the right in the g-choreography cor-
responds to the loop involving state 12 in CA. While modelling CA, we
considered the criteria for managing EV as being determined through the
coordination between OTAM and RC within the branch where the actual
process of accreditation to LHA occurs. However, after consulting with
the stakeholders, we found that this represents one of the parallel proto-

cols that takes place after the transition RC—RHS: gvCrite;

5. In the revised version, within the rightmost branch, LHA requests GDH to
initiate the actual procedure for accreditation, represented by
LHA—GDH : seekAcc. In the previous model of CA, however, RCOO was
responsible for requesting OTA to start the procedure. See Section for

the detailed formalisation of the rightmost branch;

Let us now discuss the protocol formalised by Gu. After the request from
LHA to GDH for the initiation of the accreditation process, the request is for-
warded by GDH to RCOO (GDH—RCOO: forAcc), which then asks the Hos-
pital Assistance Sector (HAS) to verify whether LHA satisfies the prerequisite
criteria for obtaining accreditation (RCOO-—HAS: perlnvs). In the new proto-
col, we introduce a new participant, HAS (Italian name is Settore Assistenza
Ospedaliera), which was absent in CA. The role of HAS is to conduct an in-
vestigation to determine whether LHA meets the basic prerequisite conditions
required to either grant or decline accreditation. Hence HAS replies with a re-

port (HAS—RCOO: rptinvs) which triggers a choice:
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e either RCOO declines the accreditation request of LHA based on the re-
port sent by the HAS (RCOO—LHA: decAcc);

* or RCOO grants a preliminary accreditation to LHA (RCOO—LHA: grntAcc)
and in parallel mandates to the OTA (Technically Accrediting Body) to
perform a full verification (RCOO—OTA: manVer) of the LHA organisa-
tion. In the previous protocol of CA, the interaction RCOO—OTA: manVer
was considered the initial transition of the actual protocol, occurring from

state 5 to state §;

The latter branch above continues as a single flow of execution. After granting
accreditation and completing the mandate verification, OTA notifies OTAM to
check the authorisation and accreditation status of LHA through the message
OTA—OTAM: chkAutAcc. This interaction corresponds to the same process as
in the previous model of CA, representing the transition from state 8 to state
9. Thereafter, the transition in the g-choreography corresponds to the transition

from state 11 to state 5 in CA.

Although, there are some refinements in the g-choreography, the CA model was
also approximating the actual protocol due to the impossibility of handling the
combinatorial explosion arising from the necessary explicit enumeration of all
interleavings of concurrent activities. This problem was avoided in [47] by turn-
ing some concurrent computations into non-deterministic choices. Since such
computations were loops, it means that the subprotocols were executed one
at the time instead of in interleaving. Besides imprecision, this model yields
false positives in the analysis, since non-deterministic composition is subject to

stricter conditions than parallel one.

Let us turn our attention to the remarkable structure of G4. Indeed, G4 is an
iterative process where, after the sequence of interactions on top, participants

engage in a choice. The right branch is the sequential composition of two
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activities in parallel, followed by the interactions in G/, and finally a nested
choice. As we will see in the rest of the section this is both a source of

complexity and the source of subtle glitches in the protocol.

5.2 Synchronous Semantics

In order to cope with different communication models, we extend the frame-
work to support synchronous message passing. The synchronous semantics of
a g-choreography G, denoted as [G]*, is defined by induction on the syntac-
tic structure of G. The only difference w.r.t. the asynchronous semantics is the
case for G;G', which adds the dependencies necessary to model the handshake
between sender and receiver: (1) events of a participant in G must precede the
events of the same participant in G’; (2) events in G’ that depend on an out-
put in G must also depend on the corresponding input in G; (3) events in G

preceding an input in G’ must also precede the corresponding output in G'.

The synchronous semantics of a choreography can be computed by adding the

missing dependencies to its asynchronous semantics: for every pomset and for

/ /

every output ¢ and its matching successor input ¢ every predecessor of ¢ must
be a predecessor of ¢ and every successor of ¢ must be successor of ¢/. Ex-
ample below shows a pictorial representation of the translation from asyn-

chronous to synchronous semantics.

Example 5.2.1. The synchronous semantics of the g-choreography of Example
is [Gozal)®, which is as follows:

RCOO - LHA!grntAcc —— RCOO -LHA?grntAcc
“ OTA -OTAM?chkAutAcc ¢<— OTA-OTAM !chkAutAcc
- / 0 ’
- l
i [Gzzll” =

OTA-RCOO!manVer —— OTA-RCOO?manVer
Output —————— Input

l s 1 OTA - LHA!decAcc
4
L OTA -LHA?decAcc
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In the synchronous setting, every successor of the event OTA -RCOO !manVer (here
just OTA - OTAM !chkAutAcc) must be a successor of OTA -RCOO?manVer as well,
hence the additional dashed red arrow in picture. The events corresponding to the
interaction OTA—QOTAM : chkAutAcc remain however independent from those events
for RCOO—LHA: grntAcc since no participant is involved in both the interactions.
Moreover, the events for RCOO—LHA: grntAcc and the ones for

OTA—RCOO: manVer are independent of each others since they belong to different

threads. o

The choice of modelling interactions also in the synchronous case with two
distinct events (send and receive) while preserving independence of concurrent
threads allows us to reuse the same theory and machinery of the asynchronous

semantics, which is grounded on the work in [35] on Message Sequence Charts.

However this results in each interaction (e.g., OTA—RCOO: manVer) being mod
elled by a two-way handshake (e.g., OTA-RCOQO!manVer and

OTA -RCOO?manVer) that cannot be interleaved by other messages of the same
participants on the same thread (e.g., OTA-OTAM!chkAutAcc), but can be in-
terleaved by other messages on other threads (e.g. RCOO -LHA!grntAcc). An
alternative semantics could maintain distinct events per interaction, thus still
benefiting from the asynchronous machinery, while also preventing interleaving
of other threads between the send and receive events of a single interaction.
This would require generating two pomsets per interaction, each enriched with
specific dependencies to reflect thread-level ordering. E.g., we would have: one
pomset with the additional edge OTA-RCOO?manVer — RCOO -LHA!grntAcc
and one pomset with the additional edge RCOO -LHA?grntAcc —

RCOO - LHA!manVer.

To avoid introducing new labels, the two-way handshake scheme described above
is reflected in the LTS for the synchronous semantics of communicating sys-
tems by “overloading” the communication labels to let them represent hand-

shaking. More precisely, the realisation of the synchronous semantics of a g-
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choreography involving participants Ap,...,A, can be attained through a syn-
chronous communicating system, where a configuration is a tuple of length n
whose i-th element is either the current state of (the CFSM of) A; or the hand-
shake point [q;/] with ¢; a state of A; and / a label on a transition from g¢;; call
stable configurations that do not have handshake points. Let (gi,...,q,) be a
Ai-A;7m

Ai-Ailm . .
stable configuration such that g; —J>q§ is a transition of A; and ¢; %q’j

is a transition of A; then the synchronous LTS will have the transitions

Ai-Aj'm
(%a--w%’a---aCij--an) EE— <ql7"’7[ini Aj'm]77[QJAI qum]77qn)
Ai-A7m
- (q17"'7q;7"'7q‘/j7"'7qn)

(and similarly for the configuration (q1,...,qj,--.qi,---,qn))-

The language of a system of CFSMs is the set of all sequences of labels cor-

responding to the transitions of runs from the initial configuration.

In order to check realisability in the synchronous setting, we define synchronous
well-formedness of pomsets: (i) the pomset is well-formed w.r.t. the asyn-
chronous semantics; (ii) each output event A-B!m has exactly one matching
immediate-successor input A -B?7m. Since the verification conditions over pom-
sets are parametrised on well-formedness, to check realisability in the synchronous
case it is enough to check the closure conditions (cf. Definition using the

synchronous well-formedness.

Notice that some choreographies are realisable in the synchronous model while
they are not realisable in the asynchronous one. For instance the g-choreography
of Example [2.2.1] does not satisfy CC3 in the asynchronous case as seen in Ex-
ample [2.2.2] but it does in the synchronous semantics. In fact, the counterex-
ample used for the asynchronous case is:

r =[RCOO -LHA!grntAcc — RCOO - LHA?grntAcc  OTA - LHA!decAcc]

It is not well-formed in the synchronous model, since the output
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OTA -LHA!decAcc has no corresponding input, and therefore it is not considered
for the closure condition in the synchronous case. Intuitively, the g-choreography
of Example can be implemented in the synchronous model since OTA and
RCOO must synchronise in the right thread of the right branch, making impos-

sible for them to choose two different branches.

Some choreographies are also not realisable in the synchronous model. For in-
stance, replacing the interaction OTA—LHA: decAcc with OTAM—LHA: decAcc
in the g-choreography in Example yields the g-choreography Gg with se-

mantics

/ N
[I:qﬂl:” — OTA-OTAM?chkAutAcc <— OTA-OTAM !chkAutAcc

T
OTA-RCOO!manVer —— OTA-RCOO?manVer

{

RCOO -LHA!grntAcc —— RCOO -LHA?grntAcc
)
OTAM - LHA?decAcc

OTAM - LHA!decAcc ]

where the left pomset is as in [[Grzy]l®, whereas the other consists of

OTAM -LHA!decAcc followed by OTAM -LHA?decAcc. Since there is no coor-
dination among the participants OTAM and LHA in the latter pomset with the
participants OTA and RCOO of the first interaction of a thread of the former
pomset, the execution can result in OTAM and LHA taking a branch differ-
ent than the one taken by OTA and RCOO. Consider the prefixes ©(RCOO) =
[OTA-RCOO?manVer| and m(OTA) = [OTA-RCOO!manVer] of the projections
of the first branch and the projections of the second branch

n(LHA) = [OTAM - LHA?decAcc] and m(OTAM) = [OTAM -LHA!decAcc]: there is
no prefix of R that is at least as permissive as the well-formed pomset in the

inter-participant closure of (Jacp®(A), namely

[OTA -RCOO!manVer — OTA - RCOO ?manVer
OTAM - LHA!decAcc — OTAM - LHA?decAcc]
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5.3 Verifying Realisability

Closure conditions are required to ensure that the behaviour specified by a set
of pomsets is preserved under all valid extensions and reorderings consistent
with concurrency. They guarantee that the specification is semantically complete
and implementable, preventing unrealisable behaviours that arise from missing
or inconsistent pomset combinations. The closure conditions must be verified on
finite pomsets. Therefore, we consider a bounded unrolling of loops in the im-
plementation, limited to two iterations. This approach allows us to detect coor-
dination issues such as: a message from one loop iteration being confused with
a message from the next; participants disagreeing on the number of iterations
executed; a message occurring after the loop being mistaken for one within the
loop; and events from a loop iteration being reordered with respect to messages
in the subsequent iteration. The main source of complexity in verifying closure
conditions is that we have to check prefix-language inclusion and in the size of

inter-participant closures. The next two sections tackle these problems.

5.3.1 Avoiding pomset compositions explosion

Given a set of pomsets R over participants P, the main challenge in check-
ing CC2 arises from the exponential growth of the number of elements in the
set of branch assignments Il with the size of ?. For example, consider the

choreography G,, =G, + Gy, where:

GX :A1—>A2: X;AQ%A3Z X...;An_léAnZ X

Gy =A1—=A2: yiAo—A3tys A1 =AY

Here, n participants sequentially exchange either x or y. There are two possible

projections per participant, one for each branch, so the set Il; consists of 2"

49



8

2

Chapter 5. Analysis with PomCho

Algorithm 5.1: A old algorithm for CC2

CC2(R):

branches = get_all_branches (R)
tuples = branches[A1] x ... x branches[A,]
ipc = Uscnuplesinter_process_closure (t)
for re ipc:

if not exist_more_permissive(r, R):

return false

return true

get_all_branches (R):
for AeP:
branches[A] =0
for reR:
if not exist_more_permissive (r|a, branches[A]):
branches[A] = branches[A]Ur|a
return branches

combinations.

The pseudocode in Algorithm presents an earlier version of the procedure
used to verify condition CC2 for a set of pomsets R. The algorithm first com-
putes the projection r|a for each participant A in P and for each pomset r in
R, using the function get_all branches. Subsequently, it generates cross prod-
ucts among the projections of different participants to form tuples, and for each
tuple ¢, it constructs the inter-participant closure (ipc) by adding the missing
transitions between oufput and input events. A single tuple may yield multiple
ipcs, depending on the possible completions of interactions. Consequently, Iz
encompasses all possible combinations of tuples and their corresponding inter-
participant closures. The key observation is that most of the pomsets in Il are
either non-well-formed or share the same largest well-formed prefix relevant for
CC3. Moreover, suppose we are given two pomsets ra and rg from the projec-
tions of participants A,B € P. If the dependencies in the union of rp and rg
cannot be augmented to match an input of B from A, then the well-formedness
condition will be violated in every m € Il containing rp and rg, regardless of

the pomsets chosen for the other participants.
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Algorithm 5.2: A new algorithm for CC2

CC2(R, P):
let Ra={rla |r€R} for Ac®P
choose Ac P
(R, ?') = (Ra,{A})
while P\ P +£0
choose A c P\ ?
R"=0
for ¥ €R',reRp:
for P e0(rur):
if VA'-A"?m er” such that (A,A")e (P x{A})U({A}xP)
3 immediate predecessor A'-A’'me/”:

VA" -A"Im e 3 A -A"Imer”
R//:R//U{r//}
(R,2)=(R",P'U{A})
return Vre R'3r € R as permissive as r

These observations lead to the new procedure for CC2 in Algorithm [5.2] which
checks well-formedness incrementally, pruning invalid partial candidates instead
of computing the full ITz explicitly. Line [4| initialises two variables: variable P’
keeps track of the set of already processed participants, while R’ keeps track of
the valid partial candidates: pomsets in {(UaT(A)) | @ € Iy o) that are well-

formed w.rt. P.

In practice, the algorithm starts with an initial participant (line 3) and selects
the next participant (line 6) as the one that can resolve the largest number of
pending input/output dependencies in R’. This heuristic is also applied in the
CC3 check, where instead of pruning non-well formed pomsets we keep only

the largest well-formed prefixes w.r.t. the processed participants.

When processing the next participant A, the algorithm merges every partial can-
didate with every projection of A (line 8), iterates over their inter-participant
closure (line 9), and adds only the resulting new candidates that satisfy well-
formedness w.r.t. all events that involve A (checked on lines 10-11 through a

condition that implies well-formedness due the fact that pomsets are obtained
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by the inter-participant closure of the projection of the well-formed pomsets of
R). Finally, the algorithm verifies the existence of a more permissive pomset in

R for every final candidate in R'.

The heuristic above is relevant since the order in which participants are cho-
sen (line [6) significantly affects the efficiency of pruning. For instance, if
in G,, above participants are chosen in order Aj,Az,...,A, then the size of
R’ remains 2 throughout the execution. In contrast, a processing order like
A1,Az,...,Aui1,... can cause the size of R’ to grow up to 2™ pomsets after
m iterations, due to the lack of direct interactions between the first m selected

participants.

5.3.2 Avoiding prefix explosion

There is a combinatorial blowup to check CC3 due to the examination of all
the prefixes of the pomsets in the choreography’s semantics, whose number
grows exponentially with the number of events across concurrent threads. For

example, given the partial order [¢; — ¢y ¢ — 5], there are seven distinct non-

/

empty proper prefixes: [e1], [¢}], [e1 |1, [e1 — e2], [¢] :

/
| > fer = e A
and [¢; ¢} — ¢,]. This becomes especially costly in asynchronous semantics,
since the sequential composition of interactions targeting different receivers makes

the corresponding receive events concurrent.

The pseudocode in Algorithm checks condition CC3 for a set of pom-
sets R. The function get all_prefixes returns all prefixes of a pomset by sim-
ply iterating over all possible subsets of events that satisfy the dependencies.
The main observation is that if r is a counterexample (i.e., r is well-formed
and no prefix of R is more permissive than r), then every well-formed r €

{O(UaT(A)) ]n € Iz} such that r is a prefix of r/ is also a counterexam-
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Algorithm 5.3: A old algorithm for CC3

get_all_prefixes (E,<,A):

E=F

to_process = {0}

prefixes =0

while (to_process #0):
prefix = to_process.pop()
for ee€ E'\prefix:

if {/| <e}\prefix =0:
to_process + =prefixU{c}

prefixes + = [prefix,<,A]

return prefixes

CC3(R):
branches = get_all_branches (R)
for AeP:
prefixes [A] = U cpranchesia] 9€t-all_prefixes(r)
tuples = prefixes[Al] x ... x prefixes[An]

ipc = Uscnplesinter_process_closure (t)
R =U,er get_all_prefixes (r)
for re ipc:
if not exist_more_permissive(r, R'):
return false
return true

ple. Moreover, every pomset admits a unique largest well-formed prefix, which
can be obtained by removing all non-well-formed events together with their de-
scendants. Based on this insight, the new approach in Algorithm avoids
explicitly enumerating all prefixes of R. Instead, it performs the inter-participant
closure R” = {0(UaT(A)) | © € Iz}, then it computes the largest well-formed
prefixes R of R”, and finally checks that, for every r”" € R", there exists a

prefix of R that is more permissive than r”.

In the actual algorithm, similarly to CC2, we do not explicitly compute the
inter-participant closure or the largest well-formed prefix. Instead, we build the
largest prefixes incrementally. The variable R’ keeps track of the largest prefixes
of {O(Uam(A)) | e Mg, } that are well-formed w.r.t. #’. When processing a

next participant A, we merge R’ with the projections of A and we extend the
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Algorithm 5.4: A new algorithm for CC3

CC3(R, P):
let Ra={rla |r€R} for Ac®P
choose Ac?
(R, ?') = (Ra,{A})
while P\ P +£0
choose A c P\ ?
R'=0
for ¥ €R,reRp:
for ¥ eO(rur):
while Je=A"-A""mer" s.t. (A,A") e (P x{A})U{A} xP)
and A immediate predecessor A"-A"Ime/":

=A""A"lmer” A A"A"Imer”
r"=r"\ subgraph from
RII:R//U{r//}
(R, ?) = (R",P'U{A})
return Vr€ R'37 € R as permissive as r

candidates with the largest well-formed prefixes. Computing the largest well-
formed prefix of a pomset (lines 10-14) is straightforward: we iteratively re-
move non-well-formed events that involve A along with all events causally de-
pendent on them (i.e., input events without a corresponding immediate predeces-
sor output, and in the synchronous case, output events without a corresponding

immediate successor input), until only well-formed events remain.

5.4 Evaluation

We integrated Algorithms and in a new version of PomCho dubbed
PomCho+ [22]. We now describe the application of PomCho+ to A&A and

compare it to PomCho.
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5.4.1 Verifying the closure conditions on A&A

The application of our analysis to A&A shows that it is realisable neither under
the asynchronous nor the synchronous semantics. The main reason for this is
the choice at the end of the loop in G4 (cf. Figure or the extract A&A
below). One branch of the choice contains RCOO—GDH: sndPro, while the
other one contains the interactions RCOO—GDH: rptMon; GDH—LHA: takAct.
Note that participant LHA is only involved in the latter case, hence if the other
branch is taken LHA does not know whether the loop has ended or not. This
issue is made worst since LHA is the sender in the first transition of the loop,
hence it does not know whether to trigger a new iteration by sending a seekAcc

message to GDH or to wait for a message in the current iteration.

The above is the main issue flagged by our analysis, but the analysis in [47]]
hid it among many false positives given by the treatment of parallel composi-
tion and late join (cf. [47, Sections 5-6]). Domain experts confirmed that the
CA model in [47] was not faithful to the specification which indeed requires a
notification to LHA on both the branches. Adding such notification makes the
protocol realisable under both the synchronous and the asynchronous semantics.

The realisable protocol is available in Figure [5.2]

The error was induced by the fact that in case of a report (right branch) the
LHA needs to react. Hence this communication is more emphasised in the in-
formal description [42] on which our model is based. Even if the analysis has
not revealed a real bug in the protocol, it has highlighted an error in the model
contributing to its refinement. The absence of false positives was also key to

highlight real issues.

We give a snippet G of our model that constitutes a minimal example illustrat-

ing the problem described above. This allows us to identify a reasonably small
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GDH — RC : fndCor

GDH — RCOO : assRes

GDH — RCOO : perFunc
RCOO - RC : mkPropRHS

RC — RHS : gvCrite

/

RCOO — GDH : proAcc |

[ RCOO — AC : chkAut | | RCOO — GDH : chkPol ] | OTAM — RC : proCriteEV \

[LHA — GDH : sm

[ GDH — RCOO : forAcc |

[AC - RCOO : rptAut | [ GDH = RCOO : confChkPol | [ RC » OTAM : confCriteEV |

RCOO — HAS : perinvs
HAS — RCOO : rptinvs

RCOO — LHA : gmtAcc | [ RCOO — OTA : manVer

RCOO — LHA : decAcc

OTAM — ET : tcAss

P
| RCOO — GDH : sndPro | | RCOO — GDH : rptMon \
[ GDH — LHA : takAct | [ GDH - LHA : takAct |

/
S

©)

Figure 5.2: Realisable G-choreography of the A&A

pomset flagging the issue instead of analysing the large one corresponding to

our full A&A.
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A,

G = repeat LHA—GDH : seekAcc;

O—=
GDH—RCOO: forAcc;
( LHA —GDH : seekAcc——GDH—RCOO : forAcc
RCOO—GDH: sndPro { )*\
RCOO—GDH : sndPro; RCOO—GDH: rptMon

_|_
RCOO—GDH: rptMon; "
GHD —LHA: takAct

GHD—LHA: takAct

s
A

The counterexample of the semantics [G] and [G]* (blue edge is only part of

synchronous semantics) of the g-choreography G is

RCOO - GDH!rptMon LHA - GDH!seekAcc - LHA - GDH !seekAcc

0 ©-- 4
T RCOO -GDH?rptMon  LHA - GDH?seekAcc

GDH-RCOO?orAcc ¢ 1
GDH -RCOO !forAcc

The pomset above is constructed from the projection of LHA that corresponds
to the left branch for the first loop iteration, while all projections of the other
participants correspond to the right branch. This counterexample shows that
LHA can initiate the second iteration (i.e., second LHA -GDH!seekAcc) without
waiting the message takAct from GDH. Therefore, the temporal dependency be-
tween RCOO -GDH?rptMon and the second LHA -GDH!seekAcc (i.e., the miss-
ing red edge) is violated. For this reason, there is no pomset in [G] or [G]*

that has a prefix more permissive than this counterexample.
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| cc2 | CC3 |
Avg Brc | # WF || |II| | Cex | Time (s) || # PR | Cex | Time (s)
Gz1 AsyncOld 2 16 2 0 0.008 26 3 0.043
AsyncNew 2 2 2 0 0.006 2 1 0.010
Sync 2 2 2 0 0.007 2 0 0.009
G AsyncOld 6| 216 7 1 0.228 56| 20 1.091
AsyncNew 6 12 7 1 0.091 7 3 0.133
Sync 6 12 7 0 0.130 7 1 0.145
Gy (n=15)| AsyncOld 2| 32768 2 0] 35392 * * *
AsyncNew 2 2 2 0 0.139 2 0 | 0.809494
Sync 2 2 2 0 0.157 2 0 1.165
Gs AsyncOld 1 1 1 0 0.026 || 441 0| 22450
AsyncNew 1 1 1 0 0.024 1 0 0.014
Sync 1 1 1 0 0.028 1 0 0.029
A&A AsyncOld 16.18 * * * * * * *
AsyncNew 16.18 | 480|224 | 32| 863.790| 112| 80| 439.439
Sync 16.18 | 480|224 | 16| 968.946| 112 8| 445.746
A&A T AsyncOld 15.64 * * * * * * *
AsyncNew 15.64 | 416 | 192 0| 1055.048 80 0| 402.141
Sync 15.64 | 416 | 192 0 | 1048.053 64 0| 334.048

Table 5.1: Benchmarks (x indicates timeout without success after 1800 seconds)

5.4.2 Benchmarking our algorithms

We benchmark our algorithms against those in [48] on examples from previous
sections, including A&A. Previous work only supported asynchronous seman-
tics, so we have no synchronous reference. Table [5.1] reports the results of our
benchmarks, conducted on a Macbook Air M2, operating system Ubuntu 22.04.5
LTS with 64 bit, Kernel: Linux 5.19.5-10-asahi, arm64 architecture, and 8GB
RAM. Each row corresponds to the g-choreography in the first column. The re-
maining columns report the results on the algorithms considered (sub-rows Old
and New for the asynchronous algorithm in [6] and ours, respectively, and Sync
for our synchronous algorithm). More precisely, Avg Brc represents the aver-

age number of branches per participant; # WF yields the number of analysed

combinations of well-formed pomsets; [I1| yields the number of pomsets in the
inter-participant closure analysed for CC2; # PR yields number of prefixes anal-
ysed for CC3; Cex the number of pomsets that do not satisfy the condition for
CC2 and CC3 while Time yields the total running time to check CC2 and CCS3.

Cells with ’*’ correspond to executions terminated without success after 1800

seconds.
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For small examples, such as Gpzy of Example m and G of Section
the new algorithms achieve speedups ranging from 1.4x to 8.4x, due to the
reduced number of prefixes analysed and the preventive pruning of non-well
formed candidates. Notice that Ggzp is realisable in the synchronous model

only.

We assessed the contribution of the individual optimisations via dedicated exam-
ples. The g-choreography G,, of Section with n =15 allows us to eval-
uate the impact of the number of participants: PomCho+ achieves a speedup
of 272x for CC2 since it maintains only two well-formed pomsets during the
whole execution, while the size of Il computed with PomCho is 215 —32768.
It is not possible to compute the speedup for CC3, since the size of the set
of branch assignments makes PomCho timeout on CC3. The g-choreography Gs
is a variant of G,, from Section where in Gy (resp. Gy) participant A
sequentially sends messages xj, X, x3, X4, and x5 (resp. Vyi, Y2, Y3, V4, and
y5) to B. As described in Section the semantics of this choreography
consists of one pomset with 20 distinct events with 10 events in each thread.
This pomset has 441 prefixes, which have to be computed explicitly by the old
approach. The new algorithm is able to maintain only one single largest prefix

and achieve a speedup of 1603x.

The old implementation is incapable to analyse A&A. Since there are on av-
erage about 16 branches for each of the 11 participants, the size of the set
of branch assignments would be 16! =~ 1.7 x 10'3. Each pomset would also
have a large number of prefixes, due to the four threads. In contrast, PomCho+
maintains up to 480 partial well-formed pomsets while analysing CC2, and 112
prefixes while analysing CC3. Similar considerations arise for A&A T, which is

A&A updated so to make it realisable.
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Time vs. n for CC2 Data (Log Scale)
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Figure 5.3: G,, with n > 4 and n < 46 with respect to Time (s)

Figure shows the line graph of the execution times of the old and new
algorithms for G,, with respect to n >4 and n <46, using a timeout of 1800
seconds. The results are presented for CC2 in Figure [5.3a, and CC3 in Fig-
ure AO denotes the asynchronous old algorithm, AN denotes the asyn-
chronous new algorithm, and S denotes the synchronous algorithm. We exper-
imented with different values of n. To check realisability, both CC2 and CC3
conditions must be verified. In the asynchronous model, the old algorithm fails

to compute CC2 when n > 15 and CC3 when n > 10. Therefore, it cannot ver-
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ify realisability for n > 10, since both conditions must be satisfied. In contrast,
the new algorithm can compute CC2 efficiently but fails to compute CC3 when
n > 30. Because it is difficult to determine the upper bound of n by generating
g-choreographies manually, we experimented up to n=45. We observed that the
new algorithm computes CC2 easily, but cannot verify realisability when n > 30
due to its inability to compute CC3. In the synchronous model, the algorithm
fails to compute CC3 when n > 40, but it can still compute CC2 up to at least
n=45. Consequently, it cannot verify realisability in the synchronous setting for
n > 40. From this analysis, it is clear that the proposed algorithm outperforms
the old algorithm in the asynchronous setting, and that the proposed algorithm

in the synchronous setting is also capable of analysing larger interleaving sizes.

5.5 Publication

Pomsets for Process Management:
a Healthcare Case Study™

Sourabh Pal!, Roberto Guanciale?, Ivan Lanese', Emilio Tuosto®, and Massimo Clo*

1 University of Bologna, Italy; Centre Inria d’Université Cote d” Azur, France
2 EECS and Digital Futures, KTH Royal Institute of Technology, Sweden
* Gran Sasso Science Institute, Ttaly
4 Area ICT e Transizione digitale dei servizi al cittadino - Direzione Generale Cura della
Persona, Salute e Welfare, Emilia Romagna, Italy

Abstract. Complex coordination protocols are necessary to manage complex
organisations. The healthcare management sector is no exception, since differ-
ent authorities, users, and systems have to interact with each other in order to
achieve their organisational goals. In this paper we consider a case study on the
authorisation and accreditation of healthcare structures in the Emilia Romagna re-
gion in Italy. We specify the case study using global choreographies so to enable
the analysis of the correctness of its communication patterns using the PomCho
tool. This requires to refine PomCho and its underlying theoretical framework.
First, we extend PomCho to support not only asynchronous communication, but
also synchronous one. Moreover, in both the cases, we provide a more efficient
algorithm to check closure properties ensuring realisability of choreographies.
The new algorithm allows us to check realisability of larger pomsets than before,
which makes our approach viable for complex systems such as our case study.
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Chapter 6
Related Work

We have used both BPMN collaboration diagrams, CAs and g-choreographies as
tools for our modelling and analysis. We remark here that BPMN also allows
for BPMN choreographies [40], which, like CAs and g-choreographies, focus
on interactions. However, they do not have a formal semantics, what makes
the analysis not grounded on a precise theory. For instance, a single BPMN
choreography interaction may represent any number of message passing com-
munications between the same participants, in any order, making it unclear who
starts and who ends such an interaction. While BPMN choreographies could be
used as a further intermediate step between BPMN collaboration diagrams and
CAs or g-choreographies, we considered this step not worth the effort. Indeed,
we preferred BPMN collaboration diagrams, since they are closer to the natural
language specification, making them more suitable than BPMN choreographies
as an intermediate step. One could perform verification directly on the BPMN
collaboration diagrams, but available techniques are essentially based on model
checking. However, model checking suffers from state-space explosion [49}50],
hence also statistical model checking [51]], which is a form of simulation, is
used. However, the latter cannot provide full guarantees. We instead focus on
specific communication properties, and our dedicated techniques are more effec-

tive in this specific setting.
Many models focusing on the correctness of message passing in distributed sys-
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tems also exist, see, e.g., the survey in [1]. Among the various approaches,
conversation protocols [28], which are non-deterministic Biichi automata whose
labels resemble our interactions, are one of the closest to CAs. Also conver-
sation protocols require well-formedness conditions, however the comparison be-
tween the two sets of well-formedness conditions is not easy, as also mentioned
in [14]. However, broadly speaking, the conditions on conversation protocols are
more global, hence when they are not satisfied it is not easy to get feedback
about which part of the automaton makes the condition fail. In CAs, feedback

is instead local and one can exploit it to update the protocol to fix the issue.

DCR graphs [52,)53]] are also a model to represent and analyse distributed sys-
tems while avoiding explosion of the representation due to concurrency, but they
focus on events and dependencies among them instead of on communications,

hence they are less suitable to analyse properties related to message passing.

The concept of selective participation studied in [20] is closely aligned with the
approaches in [54] and [55], although they are presented using different for-
malisms. In [54], causal-based projection analyses causal dependencies between
messages so that a participant’s local type includes only those interactions that
are causally relevant to it, effectively allowing participants to ignore unrelated
parts of the protocol. In contrast, [55] relaxes the knowledge-of-choice require-
ment, so that participants are not forced to be informed of choices or loops

when those decisions do not affect their behaviour.

The dynamic creation of participants remains challenging for choreography-based
formalisms that assume a fixed set of roles and focus on global specifications
amenable to formal verification. In the context of choreographic programming,
dynamic process creation has been addressed through mechanisms such as lo-
cal spawning, service invocation, and subsequent connection of newly created
processes [56-58]. These approaches are primarily programming-oriented and

rely on runtime constructs and assumptions that differ from those underlying
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the global, verification-oriented choreography models considered in this thesis.

Beyond parallel composition, other features of protocols have been studied in
the literature, such as having a variable number of participants play a given
role in the choreography [59] (multirole), or the possibility of having protocols
where the number of some messages is parametric on a previously transmitted
integer [60]. While the latter behavior never occurred in A&A, the former could
be used to better model roles such as EVs or ETs. However, in A&A EVs or
ETs always act as a single participant, hence it is not clear whether the added
complexity of multiroles provides any more insight on the correctness of the

protocol. This question is left for future work.

While in the research we have not stressed the projection from CA to local de-
scriptions so to enable a correct by construction implementation, we recall here
that [14] proves that a simple homomorphic projection allows one to generate
such local descriptions. However, as showed in [61], there are cases where
a correct implementation exists, but in order to generate it more refined tech-
niques are needed. Such cases never occur in A&A, hence the simple projection
in [14] would be fine, once the well-formedness issues discussed in Section 4.2

are solved.

As mentioned in the discussion, it would be good to extend CAs with sup-
port for parallel composition. Parallel composition was supported originally in
multiparty asynchronous global types [762]], but these parallel branches were re-
quired to have disjoint sets of participants. This is not enough in A&A, where
for instance we would like to specify that the RCOO participates to different
subprotocols in parallel. Also, multiparty session types (see, e.g., the survey
in [1]) need to satisfy many syntactic conditions on the protocol. While these
conditions are useful to enforce good communication properties, they make it
impossible to model not well-behaved systems. This is an issue in our case,

where we want to get feedback on existing, possibly not well-behaved, proto-
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cols.

In [63] a mechanism to statically detect realisability in MSCs (a formal model
of global specifications) has been proposed; the analysis is based on notions of
non-local choices and of termination that are less permissive than our verifica-
tion conditions since intra-participant concurrency is not allowed and termination

awareness 1S not enforced.

Realisation of global views allowing interactions between multiple senders and
multiple receivers is considered in [64]. Two notions of realisability are dis-
cussed, depending on whether local actions include the name of involved par-

ticipants or not. Tool support is provided by the Ceta [[65] tool.

Partial order models of choreographies akin to pomsets have been recently pro-
posed in [66-68]. The pomset semantics of g-choreographies in [23,24] has
inspired branching pomsets [67,68], which enable a more compact representation
of choices. Whether this representation offers better algorithms for checking
closure conditions is an open problem. Similar considerations apply to the re-
sults in [69]], which proposes an optimisation of the pomset representation of

concurrent computations.

The platform in [70] offers a framework for the top-down development of message-
passing applications with low-level features (e.g., binding of components, or se-
curity aspects) but has limited functionalities for the analysis of global specifi-

cations.
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Chapter 7

Conclusion and Future Work

We have modelled the protocol for accreditation and authorisation of healthcare
structures in the Emilia Romagna region, Italy, using first a BPMN collabora-
tion diagram and then a CA and g-choreography. We used the tool Corinne to
check the well-formedness properties of the resulting CA. We also used the tool

PomCho+ to check the realisability of the g-choreography.

As far as the use of CAs is concerned, the analysis gave interesting feedback
on how to extend Corinne and the underlying theory to better support the anal-
ysis of such a kind of protocols, as discussed in Chapter 4] While not high-
lighting any real issue in the protocol, the modelling exercise has been useful
to give a more precise specification of the protocol, and highlighting its mes-

sage passing aspect.

The analysis on the case study in Chapter [ uses CAs and the Corinne tool.
A main drawback of CAs (and, consequently, of Corinne) is that concurrency
is modelled by explicitly representing all interleavings. This makes both the
diagrammatic representation and the analysis quickly unfeasible for highly con-
current cases, such as Figure 4.1l The problem was avoided in Chapter [ by
turning some concurrent computations into non-deterministic choices. This ap-
proach has two drawbacks; firstly it does not faithfully model Figure {4.1] sec-

ondly, it produces false positives since non-deterministic choice is subject to
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stricter conditions than parallel composition.

Parallel composition, where the same participant can act in multiple parallel
branches, can be specified, for instance, in g-choreographies [6.24]. The condi-
tions in [6] are close to those of conversation protocols, while those in [24] are
closer to CAs. Analysis can be automated using the PomCho tool suite [23].
Therefore, we adopt g-choreography for further analysis and to handle concur-
rency. However, the existing PomCho was built for asynchronous communica-
tion, whereas our work is based on synchronous communication using CAs. We
believe that synchronous communication sometimes better captures human-based
synchronisation. Moreover, the existing implementation of the asynchronous model
was unable to analyse large-scale case studies like our. To address this limita-
tion, we extended PomCho with new algorithms supporting both asynchronous
and synchronous semantics, and we refer to the enhanced version as PomCho+.

We then analysed the A&A using both asynchronous and synchronous semantics.

Hence, to provide a satisfactory analysis of A&A, we turned to g-choreographies
that compactly capture parallelism. This is convenient also because computa-
tions of g-choreographies can be compactly expressed as pomsets, which are
the structures used in the tool PomCho [23]] to check the closure conditions
ensuring well-formedness of g-choreographies. However, A&A also challenges
PomCho since the check of the closure conditions is implemented as a brute
force algorithm. To overcome this issue we introduced optimisations of the al-
gorithms and implemented them in PomCho+. The verification of A&A initiates

the usability analysis of PomCho advocated in [23].

The closure conditions proposed in [24] take inspiration from those in [35] and
allow a more efficient analysis [23]. We extend the approach in [24] to syn-
chronous interactions and adapt PomCho+ to support the new closure conditions.

These results are instrumental to tackle the complexity of our case study.
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Chapter 7. Conclusion and Future Work

The theories underlying PomCho and Corinne have common aims but different

formalisations; we plan to investigate their relation in future work.

Future Work. The main motivation for our work is to verify whether CAs
and g-choreographies are suitable to analyse scenarios from healthcare manage-
ment, and whether CAs and g-choreographies can bring added value to health-
care management. While initial results are promising, as we discussed in Chap-
ter we believe the current theory of CAs and the Corinne tool need to
be improved to support late join and dynamic creation of participants to bet-
ter analyse this kind of case studies. Also, right now well-formedness checks
of Corinne are assuming a synchronous communication framework. This has
not emerged as a main limitation for A&A, where communications are mostly
human-based, however adding checks for an asynchronous implementation [14]]
would be interesting, to pave the way to the use of the projection operation
of CAs (which generates Communicating Finite State Machines [13]]) to generate

correct-by-construction support to execute the protocol.

Beyond working on those improvements, and considering additional case stud-
ies, we plan to improve on the feedback provided by Corinne. Indeed, Corinne
raises many issues which are similar as distinct errors, e.g., issues of late join
related to a same loop and many other paths in the CA. While adding support
for late join would at least mitigate this issue, it would be interesting to au-
tomatically group highlighted issues which rely on the same or similar causes.

This would allow to provide better feedback to the user.

As far as g-choreography is concerned, the synchronous semantics and analysis
build on the asynchronous ones. The reason was to reuse as much as possi-
ble previous PomCho implementation. One could instead represent synchronous
communication as a single interaction event, labelled A—B: m. This enables to
halve the number of events (obtaining a corresponding speedup), but requires

an extensive rework of both the tool and the theory.
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Chapter 7. Conclusion and Future Work

The current integrated approach could also help to exploit both the synchroni-
sation mechanisms in a same model. This would allow to study heterogeneous

systems.
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