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Abstract

The rapid advancements in 6G technologies are transforming Vehicular Networks
(VNs) into smarter, more connected systems. As autonomous vehicles and Intel-
ligent Transportation Systems (ITS) become central to modern society, ensuring
efficient, scalable, and secure communication is paramount. This thesis addresses
these challenges by integrating Distributed Learning (DL) techniques with Network
Slicing (NS) and integrated Terrestrial and Non-Terrestrial Networks (T/NTNs) to
satisfy the diverse and dynamic requirements of vehicular applications, such as Au-

tonomous Driving (AD) and real-time traffic management, within the 6G ecosystem.

The primary aim is to develop an adaptive, scalable, and secure framework, DL-
as-a-Service (DLaaS), that enables real-time data processing and ultra-low latency
in 6G-enabled VNs. DLaaS unifies various DL techniques to optimize both com-
munication and computation while preserving user privacy. It is designed to handle
heterogeneous vehicular devices and the complexity of multilayer networks, ensuring

seamless operation across integrated T/NTN layers.

Methodologically, the thesis introduces Federated Split Transfer Learning (FSTL)
and its generalized version (GFSTL) to address challenges related to resource-
constrained devices and heterogeneous network environments. These DL techniques
are tailored to meet the needs of 6G VNs, offering scalable solutions to real-time
learning, model synchronization, and privacy protection. The practical viability of
these approaches is validated through real-world simulations and hardware imple-

mentations on Edge Computing (EC) platforms.

The key findings of this research demonstrate that the proposed DLaaS framework
significantly enhances the accuracy, scalability, and latency of vehicular communica-
tion systems. Furthermore, the application of Deep Reinforcement Learning (DRL)
for Dynamic Adaptive Streaming (DASH) in dynamic vehicular environments opti-
mizes bitrate allocation, caching, and transcoding, improving Quality of Experience
(QoE) for users in real-time. These results confirm the feasibility of integrating
advanced Machine Learning (ML) techniques and T /NTNs into the design of 6G In-
ternet of Vehicles (IoV) systems. In the end, proper conclusive remarks and several
future directions are provided for the proposed solutions, offering valuable insights

into the future of smart cities and intelligent mobility.






Contents

Certificate
Acknowledgements
Abstract

Contents
List of Figures
List of Tables

List of Publications

Abbreviations
1 Introduction 1
1.1 Key Challenges . . . . . . . . .. . 3
1.2 Motivation . . . . . . ... 4
1.3 Contributions . . . . . . . . . . ... 5
1.4 Organization . . . . . . . .. . 6
2 Network-Sliced Distributed Learning for 6G IoV 7
2.1 Introduction . . . . . . . . ... 7
2.2 ToV Distributed Intelligence . . . . . . . . ... ... ... .. .... 12
2.2.1 Edge/Cloud Computing . . . . . . ... ... ... ... ... 12
2.2.2 Network Slicing . . . . . . ... ... 13
2.2.3  Overview of Distributed Learning Methods . . . . . . . . ... 14
2.2.4 Intelligence at the Edge for IoV . . . . .. .. ... ... ... 24

2.2.4.1 Applications . . . . ... 24



Contents

2.2.4.2 Aspects and Advantages . . . . ... ... L 25
2.3 Network Sliced Distributed Learning . . . . . . ... ... ... ... 27
2.3.1 End-to-End Functional Decomposition of DL . . . . . . .. .. 27
2.3.2 DL-as-a-Service for loV Applications . . . ... ... ... .. 31
2.3.2.1 Proposed Methods . . . .. .. ... ... ...... 31
2.3.2.2 DLaaS Advantages . . . . . . . ... ... .. .... 33
2.3.2.3 DLaaS Challenges . . . . . ... ... ... ..... 34
2.3.3 DLaaS Architecture for IoV . . . . ... ... 35
24 Case Study . . . . . . 38
2.4.1 Scenario Description . . . . . .. .. ... 38
2.4.2 Function Deployment . . . . . . . .. .. ... ... ... 39
2.4.3 Network Resources and Simulation Parameters . . . . . . . .. 40
2.4.4 Key Performance Indicators . . . . . ... ... ... .. ... 42
2.4.5 Impact of Multiple Slices on User Satisfaction: . . . . . . . .. 43
2451 Mobility . . . .. .o 44
2.4.5.2  Processing capacity . . . . . ... ... 45
2.4.5.3 Average Latency . . .. ... ... .. ... ..., 47
2.4.6 Average Response Time . . . ... ... ... ... ...... 48
2.5 Conclusion . . . . . ... 49
3 Multi-Layer Distributed Learning for 6G ITS 51
3.1 Imtroduction . . . . . . . .. .. 52
3.1.1 Gaps in the Literature and Motivations . . . . . . .. ... .. 55
3.1.2 Key Contributions . . . . .. ... ... ... ... 58
3.1.3 Organization of the Chapter . . . . . . ... ... ... .... 61
3.2 Distributed Learning Frameworks . . . . . . . ... . ... ... ... 61
3.2.1 Federated Learning . . . . . . . . ... ... L. 62
3.2.2 Split Learning . . . . . . ... o o 63
3.2.3 Federated Split Learning . . . . . . . ... ... ... ... 66
3.2.4 Transfer Learning . . . . . . . . .. ... oL 67
3.3 Federated Split Transfer Learning . . . . . . .. .. ... ... .... 69
3.3.1  FSTL Architecture . . . . . .. ... ... ... .. .. .... 70
3.3.2 FSTL Training Process . . . . . . . . ... ... ... ..... 72
3.3.3 FSTL Advantages . . . . . . . . . .. ... ... .. ...... 75
3.3.4 FSTL in ITS Scenario . . . . ... ... ... ... ...... 75
3.4 Generalized Federated Split Transfer Learning . . . . . . . ... ... 80
3.4.1 GFSTL Architecture . . . . . ... ... ... .. ... .... 81
3.4.2 GFSTL Training Process . . . . . . . . ... ... ... .... 83
3.4.3 GFSTL Advantages . . . . . . . . . ... ... ... ...... 85

3.5 Summary of Advantages and Disadvantages of Distributed Learning
Techniques . . . . . . . . . . L 87
3.6 Latency Analysis for Multilayer 6G ITS scenario . . . . . . . .. ... 88



Contents

3.7 Multilayer Distributed GFSTL Scenarios . . . . ... ... ... ... 92
3.7.1  Multilayer GFSTL in Vehicular Aerial-Ground Integrated
Network . . . . . . . .. 93
3.7.1.1  System Architecture and Methodology . . . . . . .. 93
3.7.1.2  Advantages of Integrating GFSTL with Aerial Net-
works ..o 94
3.7.1.3 GFSTL Workflow in Vehicular Scenarios . . . . . . . 95
3.7.2 Multilayer GFSTL in NTN-based EO . . . . .. ... .. ... 96
3.7.2.1  Motivation and Proposed Framework . . . . . . . .. 97
3.7.2.2  Framework Components and Advantages . . . . . . . 97
3.7.2.3 GFSTL Training Process for EO over NTNs . . . . . 99
3.7.2.4 Added Benefits and Challenges . . . . .. ... ... 100
3.8 Unified Hierarchical GFSTL for 6GITS. . . . .. .. ... ... ... 101
3.8.1 Architecture and Components . . . . . . . ... .. ... ... 102
3.8.2 Training Process and Iterative Algorithm . . . . . . . . . ... 103
3.8.3 Added Benefits and Challenges . . . . ... ... ... .... 105
3.9 Simulations and Performance Evaluations. . . . . . .. ... ... .. 107
3.9.1 Simulation, Hardware, and Network Parameters . . . . . . . . 108
3.9.2  Model Convergence and Accuracy versus Rounds . . . . . .. 110
3.9.3 User Diversity and Model Accuracy . . . . . .. .. ... ... 113
3.9.4 Latency and Communication Efficiency . . . . . .. .. .. .. 115
3.9.5 Summary of Key Results . . . . .. ... ... ... ... ... 118
3.10 Discussion . . . . . . .. 120
3.11 Conclusion . . . . . .. .. L 121
4 Implementation and Performance Analysis of Distributed Learning
Frameworks 123
4.1 Introduction . . . . . . . ... 124
4.2 Implementation and Evaluation of a Federated Learning Framework
on Raspberry PI Platforms . . . . .. . ... ... ... ... ..... 125
4.2.1 Technological Background . . . . . . ... .. ... .. .... 127
4.2.2  Contributions and Novelties . . . . . .. ... ... ... ... 129
4.2.3 Limitations . . . . . .. ... 131
4.2.4 Distributed Machine Learning . . . . . . . .. ... ... ... 131
4.2.5 Implementation of the System . . . . .. ... ... ... ... 136
4.2.5.1 Server Configurations and Functionalities . . . . . . 137
4.2.5.2  Client Configurations and Functionalities . . . . . . . 140
4.2.6  Simulations and Performance Evaluations . . . . ... .. .. 143
4.2.6.1 Effect of a Cooling Mechanism . . ... ... .. .. 146
4.2.6.2 Heterogeneous Client Compensation . . ... .. .. 147
4.2.6.3 Increasing the Number of Clients . . . . . . . .. .. 155

4.2.6.4 Effect of Pretraining . . . . . . ... .. ... .. .. 158



Contents

4.3

4.2.6.5 Transfer Learning . . . . . . . . ... ... ... 162
4.2.7 Discussion . . . . . ... 163
4.2.8 Conclusion . . . . . . ... ... 165
Real-World Implementation and Performance Analysis of Distributed
Learning Frameworks for 6G IoT Applications . . . . . . . ... ... 166
4.3.1 Technological Background . . . . .. .. .. ... ... .... 167
4.3.2 Contributions and Novelties . . . . . ... ... .. ... ... 170
4.3.3 Limitations . . . . . ... .. ... ... 171
4.3.4 Distributed Learning . . . . . . . .. ... 172
4.3.4.1 Federated Learning . . . . . . . ... ... ... ... 174
4.3.4.2 Federated Transfer Learning . . . . . . . ... .. .. 178
4.3.5 Implementation of the System . . . . . ... .. .. ... ... 181
4.3.5.1 Server Configurations and Functionalities . . . . . . 183
4.3.5.2  Client Configurations and Functionalities. . . . . . . 184
4.3.6 Experimental Results and Performance Evaluations . . . . . . 188

4.3.6.1 Experiment 1: DL with Five Heterogeneous Clients . 189
4.3.6.2 Experiment 2: DL with Three Heterogeneous Clients 205
4.3.7 Conclusion . . . . . . . .. ... 217

5 Deep Reinforcement Learning for Dynamic Adaptive Streaming 219

5.1 Introduction . . . . . . . . .. 219
5.1.1 System Model and Problem Formulation . . . ... ... ... 222

5.1.2  System Model . . . . . . .. ... .. 222

5.1.3 Problem Formulation . . . . . . . . ... ... ... .. .... 224

5.2 Proposed Solution . . . . . . . ... ... 227
5.2.1 Preliminaries . . . . . . . . . ... 227

5.2.2 DRL-based Solution for BrA-USA . . . . . . . . .. ... ... 229

5.3 Numerical Results . . . . . . . . . . . .. . 232
5.3.1 Simulation Setup . . . . .. ... oo 233

5.3.2 Simulation Results . . . . . . . ... ... 234

5.4 Conclusion . . . . . . . . ... 238

6 Conclusion 239
Scope for Future Work 242

Bibliography 245



List of Figures

2.1
2.2
2.3

24
2.5

2.6

2.7

2.8

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9

4.1
4.2
4.3
4.4

4.5
4.6

4.7

DLaaS over NS for IoV applications. . . . . .. .. ... .. .. ... 32
Multi-layer Federated Learning as a slice for IoV scenarios. . . . . . . 33
Slice and DL function deployment for regions with different loV char-

acteristics . . . . . . Lo 36
User satisfaction in different KPIs vs the number of slices. . . . . . . 44
User satisfaction with respect to mobility versus the number of slices

for different number of VUs. . . . . . . ..o 45
User satisfaction with respect to average processing capability versus

the number of slices for different number of VUs. . . . . . . ... .. 46
User satisfaction with respect to average latency versus the number

of slices for different number of VUs. . . . . ... .. ... ... ... 47
Reconfigurability vs. the number of slices. . . . . ... ... ... .. 49
Overall structure of FSTL . . . . ... ... ... ... ... ..... 71
FSTL structure for ITS with RSU as the FSL Server . . . .. .. .. 7
GFSTL architecture . . . . . . . .. . ... ... .. .. ....... 82
GFSTL structure for vehicular AGIN. . . . . . ... ... ... .... 94
GFSTL structure for Earth Observation using Non-Terrestrial layers . 96
Multilayer GFSTL Architecture for 6G ITS . . . ... ... .. ... 103
Accuracy of different DL methods vs. number of training rounds. . . 112

Accuracy of different DL methods vs. number of user batches per RSU.114
Latency of different DL, methods vs. number of user batches per RSU. 116

Considered FL framework with heterogeneous clients. . . . . . . . .. 137
Cooling mechanism for Raspberry Pi devices. . . . .. .. .. .. .. 142
Experimental setup used during the FL. implementation. . . . . . . . 143
Accuracy of FL for 2 clients compared to the centralized benchmark

vs.epochs. . . ... 145
The effect of a cooling fan on the accuracy of training. . . . .. . .. 147

Simulations with asymmetric data distribution, without and with ran-
dom selection compared to the Centralized Benchmark. . . . . . . .. 149
Accuracy with asymmetric distribution of data vs different numbers
of local epochs. . . . . . . . . 150



List of Figures

4.8

4.9
4.10
4.11

4.12
4.13

4.14
4.15
4.16
4.17
4.18

4.19
4.20
4.21

4.22
4.23

4.24

4.25

4.26

4.27

4.28

4.29
4.30

4.31
4.32
4.33
4.34

4.35

Accuracy for asymmetric data distribution vs. different numbers of

local epochs, in time domain. . . . . . .. ... ... ... ... ... 151
Overfitting for different numbers of local epochs. . . . . . . . . .. .. 152
Centralized Learning with and without random data selection. . . . . 153

Federated Learning for 2 clients with and without random data selec-
BION. . . 154
FL with different amounts of randomly chosen samples for two clients. 155
FL with different amounts of randomly distributed samples among

different number of clients. . . . . . . . ... L0 156
Accuracy vs. the number of rounds for different numbers of clients. . 157
Accuracy with random samples and different numbers of clients. . . . 158
Accuracy with 2 clients and different pretraining levels. . . . . . . .. 159
Simulations with 5 clients and different pretraining levels. . . . . . . . 160
Two simulations with 10 clients with or without pretraining vs. sim-

ulation with 2 clients without pretraining. . . . .. .. .. ... ... 161
TL with 2 clients. . . . . . . . . . .. .. 162
TL with 3 clients. . . . . . . .. . . ... ... . 163
Considered distributed framework with heterogeneous clients. . . . . 182
Experimental setup used during the first DL implementations. . . . . 188
Accuracy of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2

virtual machines, compared to ordinary FL vs. rounds. . . . . . . .. 190
Accuracy of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2

virtual machines, compared to ordinary FL vs. time. . . . .. . . .. 191
Loss of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2 virtual

machines, compared to ordinary FL vs. rounds. . . . . .. ... ... 193
Loss of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2 virtual

machines, compared to ordinary FL vs. time. . . . . . . .. ... ... 194
Average load on the Raspberry Pis and Odroid when running FTL

and FL with 5 clients. . . . . . . . . . ... ... ... ... ..... 195
Raspberry Pis and Odroid temperature when running FTL compared

to FL with 5 clients. . . . . . . . . . . . ... .. ... ... ... 197
Memory usage of FTL compared to ordinary FL for 5 clients. . . . . 199

Power consumption of Raspberry Pis and Odroid when running FTL
and FL with 5 clients. . . . . . . ... ... .. ... ... ... ... 201
Energy consumption of Raspberry Pi 1 when running FTL and FL. . 203
Energy consumption of Raspberry Pi 2 when running FTL and FL. . 204
Energy consumption of Odroid when running FTL and FL. . . . . . . 205
Accuracy of FTL for 3 clients, a Raspberry Pi, an Odroid, and a
virtual machine, compared to ordinary FL vs. rounds. . . . . . . . .. 207
Accuracy of FTL for 3 clients, a Raspberry Pi, an Odroid, and a
virtual machine, compared to ordinary FL vs. time. . . . . . . . . .. 208



List of Figures

4.36

4.37

4.38

4.39

4.40
4.41

4.42
4.43

5.1
5.2
2.3
3.5
5.4

Loss of FTL for 3 clients, a Raspberry Pi, an Odroid, and a virtual

machine, compared to ordinary FL vs. rounds. . . . . . ... ... .. 209
Loss of FTL for 3 clients, a Raspberry Pi, an Odroid, and a virtual
machine, compared to ordinary FL vs. time. . . . . . ... ... ... 210
Average load on the Raspberry Pi and Odroid when running FTL
and FL with 3 clients. . . . . ... ... ... ... ... ....... 212
Raspberry Pi and Odroid temperature when running FTL compared
to FL with 3 clients. . . . . . . . . . .. ... ... ... ... ..., 213
Memory usage of FTL compared to ordinary FL for 3 clients. . . . . 214
Power consumption of Raspberry Pi and Odroid when running FTL
and FL with 3 clients. . . . . . . ... ... ... ... . ....... 215
Energy consumption of Raspberry Pi when running FTL and FL. . . 216
Energy consumption of Odroid when running FTL and FL. . . . . . . 217
Our considered architecture . . . . . . ... . ... ... ....... 231

Bitrate allocation, transcoding and joint rewards vs number of episodes235
(a) Bitrate error and (b) Root Mean Square of Bitrate error vs episodes236
Streaming source vs number of episodes . . . . . . ... ... 237
Transcoding percentage over the edge vs number of episodes . . . . . 237






List of Tables

2.1

2.2

3.1

3.2
3.3
3.4
3.5

4.1

Advantages, challenges, conditions and KPIs for different learning
paradigms. . . . ... L
Network resource allocation across layers. . . . . . . .. ... ... ..

Comparison of the most related works and gaps/differences relative
toour work. . . . ...
Comparison of DL Techniques: Advantages and Disadvantages.
Latency analysis of five DL methods per round. . . . . . .. ... ..
Simulation, hardware, and network parameters. . . . . . .. ... ..
Summary of results. . . . . . ..o

Hardware specifications . . . . . . . . ... .. ... ... ... ...






List of Publications

Journals

1. David Naseh, Arash Bozorgchenani, Swapnil Sadashiv Shinde, and Daniele
Tarchi, ” Unlocking Distributed Intelligence: A Comprehensive Survey on Fed-
erated Split Learning’s Evolution, Challenges, and Future Frontiers.” Submit-

ted to Computer Networks.

2. Arash Bozorgchenani, David Naseh, Daniele Tarchi, Sergio A. Salinas Mon-
roy, Farshad Mashhadi, and Ni, Qiang, “Reinforcing Edge-DASH: Deep Rein-
forcement Learning for Multi-Objective Streaming Optimization.” Submitted

to the IEEE Transactions on Mobile Computing (under revision).

3. David Naseh, Arash Bozorgchenani, Swapnil Sadashiv Shinde, and Daniele
Tarchi. ”Unified Distributed Machine Learning for 6G Intelligent Transporta-
tion Systems: A Hierarchical Approach for Terrestrial and Non-Terrestrial
Networks.” Network 5, no. 3 (2025): 41.

4. Marius Corici, Marius Caus, Xavier Artiga, Alessandro Guidotti, Benjamin
Barth, Tomaso Decola, Justin Tallon, Hemant Zope, Daniele Tarchi, Fanny
Parzysz, David Naseh, and Swapnil Sadashiv Shinde, “Transforming 5G
Mega-Constellation Communications: A Self-Organized Network Architec-
ture Perspective,” IEEE ACCESS, 2025, 13, Article number: 10844267, pp.
14770-14788.

5. David Naseh, Mahdi Abdollahpour, and Daniele Tarchi. ”Real-World Im-
plementation and Performance Analysis of Distributed Learning Frameworks
for 6G ToT Applications.” Information 15, no. 4 (2024): 190.



List of Publications

6. David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. ” Network Sliced
Distributed Learning-as-a-Service for Internet of Vehicles Applications in 6G

Non-Terrestrial Network Scenarios.” Journal of Sensor and Actuator Networks
13, no. 1 (2024): 14.

7. Lorenzo Ridolfi, David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi.
”Implementation and Evaluation of a Federated Learning Framework on Rasp-
berry PI Platforms for IoT 6G Applications.” Future Internet 15, no. 11
(2023): 358.

8. Niccolo Girelli Consolaro, Swapnil Sadashiv Shinde, David Naseh, and
Daniele Tarchi. ”Analysis and performance evaluation of transfer learning
algorithms for 6G wireless networks.” Electronics 12, no. 15 (2023): 3327.

Conferences

1. David Naseh, Arash Bozorgchenani, and Daniele Tarchi. ”"Deep Reinforce-
ment Learning for Edge-DASH-Based Dynamic Video Streaming.” In 2025
IEEE Wireless Communications and Networking Conference (WCNC), pp. 1-
6. IEEE, 2025.

2. Swapnil Sadashiv Shinde, David Naseh, Tomaso De Cola, Daniele Tarchi,
“A Distributed Task Allocation Methodology for Edge Computing in a LEO
Satellite IoT Context.” In 2025 the 12th Advanced Satellite Multimedia Sys-

tems Conference and the 18th Signal Processing for Space Communications
Workshop (ASMS/SPSC), pp. 1-7. IEEE, 2025.

3. Swapnil Sadashiv Shinde, David Naseh, and Daniele Tarchi. ”"ML-Based
Intelligent O-RAN Control in 6G Integrated Terrestrial and Non-Terrestrial
Networks.” In 2024 IEEE Globecom Workshops (GC Wkshps), pp. 1-6. IEEE,
2025.

4. David Naseh, Swapnil Sadashiv Shinde, Daniele Tarchi, and Tomaso De
Cola. "Distributed Intelligent Framework for Remote Area Observation on
Multilayer Non-Terrestrial Networks.” In 2024 IEEE International Mediter-

ranean Conference on Communications and Networking (MeditCom), pp. 1-6.
IEEE, 2024.



List of Publications

5. David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. ”Multi-layer
distributed learning for intelligent transportation systems in 6G aerial-ground
integrated networks.” In 2024 Joint European Conference on Networks and
Communications & 6G Summit (EuCNC/6G Summit), pp. 711-716. IEEE,
2024.

6. David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. ”Distributed
learning framework for earth observation on multilayer non-terrestrial net-
works.” In 2024 IEEE International Conference on Machine Learning for Com-
munication and Networking (ICMLCN), pp. 1-2. IEEE, 2024.

7. Swapnil Sadashiv Shinde, David Naseh, and Daniele Tarchi. ”In-Space Com-
putation Offloading for Multi-layer LEO Constellations.” In European Wireless
2023; 28th European Wireless Conference, pp. 82-89. VDE, 2023.

8. David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. ”Enabling Intel-
ligent Vehicular Networks Through Distributed Learning in the Non-Terrestrial
Networks 6G Vision.” In European Wireless 2023; 28th European Wireless
Conference, pp. 136-141. VDE, 2023.

Others

1. David Naseh, “Driving into the Future: Safer Roads Through Smarter
Communication,” Three-Minute-Thesis Competition (Finalist), University of

Bologna, Bologna, Italy, March 2025.

Online Access through the University of Bologna YouTube Channel: https:
//youtu.be/IJaLuUFvSNO?si=2zmMvKZAUI-BE3IU

2. David Naseh, Swapnil Sadashiv Shinde, Daniele Tarchi, “Multi-Layer Net-
work Sliced Distributed Learning for Satellite IoT,” IEEE Workshop on Inno-
vative Ideas for Satellite 6G, Siena, Italy, April 2023.

Online Access through IEEE Future Networks: https://ieeetv.ieee.org/

channels/ieee-future-networks/multi-layer-


https://youtu.be/IJaLuUFvSN0?si=2zmMvKZAUI-BE3IU
https://youtu.be/IJaLuUFvSN0?si=2zmMvKZAUI-BE3IU
https://ieeetv.ieee.org/channels/ieee-future-networks/multi-layer-
https://ieeetv.ieee.org/channels/ieee-future-networks/multi-layer-




Abbreviations

5G 5th Generation

6G 6th Generation

3GPP 3rd Generation Partnership Project
ABR Adaptive Bit Rate

AD Autonomous Driving

ADAS Advanced Driver Asistance Systems
AGIN Acerial-Ground Intrgrated Network
Al Artificial Intelligence

B5G Beyond 5th Generation

BA Bandwidth Allocation

BrA Bitrate Allocation

BS Base Station

BSP Bitrate Selection Point

CFL Collaborative Federated Learning
CL Centralized Learning

CcO Caching Optimization

CPU Central Processing Unit

CVIS Cooperative Vehicle Infrastructure Systems
DAF Data Acquisition Function

DASH Dynamic Adaptive Streaming over HTTP
DCF Data Collection Function

DDPG Deep Deterministic Policy Gradient
DIL Distributed Incremental Learning
DL Distributed Learning

DLaaS Distributed Learning-as-a-Service

DLF Distributed Learning Function



Abbreviations

DMIF
DNN
DP
DPrF
DPsF
DQN
DRL
EC
ECs
EO
FBA
FedAvg
FD

FL
FLOPS
FSL
FSTL
FTL
GADMM
Gb

GB

GD
GFSTL
GMUF
GPU
HAP
IoV
IoT
ITS
KD
KPI
KNN
KT
LAP
LEO

Distributed Model Inference Function
Deep Neural Network

Decision Point

Data Pre-processing Function

Data Post-processing Function

Deep Q-Network

Deep Reinforcement Learning

Edge Computing

Edge Clients

Earth Observation

Fair Bandwidth Allocation

Federated Averaging

Federated Distillation

Federated Learning

FLoating Point Operations Per Second
Federated Split Learning

Federated Split Transfer Learning
Federated Transfer Learning

Group Alternate Direction Method of Multipliers
Giga bit

Giga Byte

Gradient Descent

Generalized Federated Split Transfer Learning
Global Model Update Function
Graphical Processing Unit

High Altitude Platforms

Internet of Vehicles

Internet of Things

Intelligent Transportation System
Knowledge Distillation

Key Performance Indicator

k-Nearest Neighbor

Knowledge Transfer

Low Altitude Platforms

Low Earth Orbit



Abbreviations

LRU
LTE
MARL
MBS
MINLP
MEC
MES
ML
NF
NFV
NN

NS

RMSBRE

RSU
SBS
SDN
SES
SGD
SINR
SL
SVC
TD
TL
TN
T/NTNs
TPU
UAV

Least Recently Used

Long-Term Evolution

Multi-Agent Reinforcement Learning
Macro Base Station

Mixed Integer NonLinear Programming
Multi-access Edge Computing

Macro Edge Server

Machine Learning

Network Function

Network Function Virtualization
Neural Network

Network Slicing

Non-Terrestrial Networks

Operating System

Probability Density Function

Quality of Experience

Quality of Service

Random Access Memory
Reconfigurable Intelligent Surfaces
Reinforcement Learning

Root Mean Square of Bit-Rate Error
Road-Side Unit

Small Base Station

Software-Defined Networking

Small Edge Server

Stochastic Gradient Descent
Signal-to-Inference-plus-Noise Ratio
Split Learning

Scalable Video Coding

Temporal Difference

Transfer Learning

Terrestrial Network

Terrestrial / Non-Terrestrial Networks
Tensor Processing Unit

Unmanned Aerial Vehicle



Abbreviations

USA
V2I
V2P
V2R
V2§
V2v
V2X
VEC
VMs
VN
VINC
VU
YOLO

User to Server Allocation
Vehicle-to-Infrastructure
Vehicle-to-Person
Vehicle-to-Road Side Units
Vehicle-to-Sensors
Vehicle-to-Vehicle
Vehicle-to-Everything
Vehicular Edge Computing
Virtual Machines
Vehicular Network

Virtual Network Computing
Vehicular User

You Only Look Once



Chapter 1

Introduction

The rapid advancement of fifth-generation (5G) wireless systems has catalyzed a
paradigm shift in vehicular communications, ushering in the Internet of Vehicles
(IoV) era [1]. As the industry anticipates the emergence of sixth-generation (6G)
networks, expectations have grown for seamless global coverage, Ultra-Reliable Low-
Latency Communications (URLLC), and pervasive intelligence embedded across the
network edge [2]. Autonomous Driving (AD), cooperative sensing, real-time traf-
fic control, and immersive infotainment represent only a fraction of the envisioned
6G-IoV applications, each imposing stringent requirements on end-to-end latency,
reliability, and data privacy. Traditional centralized Machine Learning (ML) ap-
proaches, which aggregate raw data in the cloud for model training, face insur-
mountable challenges: bandwidth limitations hinder the uploading of massive sen-
sor streams, privacy regulations restrict raw data sharing, and the heterogeneity
of vehicular devices creates Non-Independent and Identically Distributed (Non-IID)
data that degrade model performance [3]. These limitations motivate a decentralized
learning paradigm that leverages the computation and data residing at the network

edge.
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Simultaneously, foundational developments in Distributed Learning (DL), most no-
tably Federated Learning (FL), Split Learning (SL), and Transfer Learning (TL),
promise to address these challenges by orchestrating training across geographically
dispersed devices without exposing raw data [4]. FL enables collaborative model
updates, SL partitions deep networks between clients and servers, and TL allows
pretrained representations to adapt rapidly to new domains. Coupling these learn-
ing techniques with Network Slicing (NS), a fundamental feature of 5G and beyond,
enables tailored isolation of compute, storage, and communication resources for dis-
tinct IoV services [5]. Furthermore, the integration of Non-Terrestrial Networks
(NTNs), such as High-Altitude Platforms (HAPs) and Low Earth Orbit (LEO)
satellites, can extend coverage and serve as additional aggregation points for DL in

rural or disaster-affected areas [6].

This dissertation articulates a cohesive framework that synthesizes NS, joint Ter-
restrial and Non-Terrestrial Networks (T/NTNs), and advanced DL methods to
meet the data privacy, latency, and reliability demands of 6G-IoV applications. We
propose DL-as-a-Service (DLaaS) to virtualize learning workflows within network
slices; Federated Split Transfer Learning (FSTL) and its generalization (GFSTL) to
balance computation and communication across Vehicular Users (VUs), Road-Side
Units (RSUs), and aerial aggregators; and Deep Reinforcement Learning (DRL)-
based controllers for Dynamic Adaptive Streaming over HTTP (DASH) in Edge-
Cloud three-tier environments. Through both simulation and hardware prototypes,

our work demonstrates the feasibility and benefits of this hierarchical DL ecosystem.
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1.1 Key Challenges

Deploying DL in Vehicular Networks (VNs) entails a confluence of technical chal-
lenges. First, data heterogeneity arises from Non-IID samples across vehicles. Each
node collects distinct sensor modalities—camera, LiDAR, RADAR—under varying
environmental conditions, which can bias local updates and hamper global model
convergence [7]. Mitigating this requires aggregation strategies resilient to skewed

distributions and client selection policies that ensure representative participation.

Second, vehicular devices are resource-constrained. Onboard computation units,
while increasingly powerful, remain limited in processing capacity, memory foot-
print, and energy budget compared to cloud infrastructure. Consequently, Deep
Neural Networks (DNNs) must be partitioned or compressed to fit device capabil-
ities without sacrificing inference accuracy [8]. Techniques such as SL and model
pruning must be adapted to dynamic vehicular contexts where system resources

fluctuate with workload and mobility.

Third, connectivity in IoV is inherently intermittent. High vehicular speeds, ur-
ban canyons, and handovers between Terrestrial and Non-Terrestrial (T /NT) links
generate unpredictable bandwidth and latency profiles [9]. Real-time applica-
tions—collision avoidance, platooning—demand end-to-end delays on the order of
milliseconds. Orchestrating DL under such constraints necessitates flexible schedul-
ing, adaptive split points, advanced slicing methods, and fallback mechanisms when

connectivity degrades [10].

Fourth, privacy and security are paramount. Vehicular data often contains sensitive
information—Ilicense plates, face imagery, geolocation traces—that risks exposure in
centralized training. DL mitigates raw data transmission, but model updates can

still leak private attributes through inference attacks. Robust privacy-preserving
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mechanisms, including differential privacy and secure aggregation, must be inte-
grated into the training pipeline without incurring prohibitive communication or

computation overhead [11].

Finally, managing heterogeneous infrastructure—ranging from RSUs and Multi-
access Edge Computing (MEC) nodes to satellites—requires unified orchestration.
The control plane must allocate slices, assign learning functions, and monitor re-
source utilization in real time [12]. Designing such an orchestration engine that
bridges multiple administrative domains and operates under diverse service-level

agreements constitutes a significant systems-engineering undertaking.

1.2 Motivation

The confluence of emerging 6G capabilities and maturing DL techniques provides
an unprecedented opportunity to reshape vehicular intelligence. NS, standardized
in 5G, offers the means to isolate and tailor virtual networks for distinct IoV ser-
vices, ensuring predictable quality of service (QoS) and efficient resource usage [13].
By embedding learning workflows within slices, rather than treating them as ex-
ternal applications, network operators can orchestrate compute and communication

resources holistically.

Moreover, NTNs promise to complement TNs by extending coverage, reducing re-
liance on cell towers, and providing additional aggregation points for model updates.
Employing satellites or HAPs as FL coordinators can alleviate bottlenecks in rural
or infrastructure-scarce regions, thereby democratizing the benefits of Intelligent

Transportation Systems (ITS) [14].
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From the algorithmic perspective, FL. ensures data locality by keeping raw samples
on vehicles, thus aligning with privacy regulations. SL further segments model
execution to sidestep resource constraints, while TL leverages large-scale pretrained
backbones to accelerate convergence on vehicular tasks. Integrating these paradigms
within a slice-aware architecture promises to meet the stringent latency, reliability,

and privacy requirements of 6G-IoV applications [15].

Finally, adaptive control systems powered by DRL can optimize resource and bitrate
allocation for latency-sensitive services such as real-time video streaming and coop-
erative sensing. By learning policies that adapt to network dynamics and mobility
patterns, these agents can enhance user experience, improve spectrum utilization,

and maintain robust performance under uncertainty [16].

1.3 Contributions

The main contributions of this thesis are as follows.

e We introduce DLaaS, a novel network-sliced framework that virtualizes FL,
split-model training, and Knowledge Distillation (KD) workflows within iso-
lated network slices. DLaaS dynamically orchestrates learning functions across
edge, cloud, and non-terrestrial infrastructures to satisfy diverse latency, reli-

ability, and privacy requirements in loV environments.

e We develop FSTL and its hierarchical generalization (GFSTL), which partition
deep model architectures across vehicles, RSUs, and aerial coordinators. By
leveraging pretrained backbones and adaptive split-point selection, FSTL and
GFSTL reduce communication overhead and accelerate convergence compared

to classical FL and SL approaches in multilayer I'TS scenarios.
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e We demonstrate the practical viability of various DL algorithms on resource-
constrained platforms, specifically Raspberry Pi and Odroid devices, by incor-
porating warm-start initialization and adaptive client selection policies. Our
prototype evaluations reveal significant improvements in convergence speed,
model accuracy, and energy efficiency under realistic hardware heterogeneity

and thermal constraints.

e We design and evaluate a multi-agent DRL controller within an Edge-DASH
architecture for adaptive video streaming. The proposed agents jointly op-
timize bitrate allocation, caching strategies, and user-to-server assignments,
resulting in enhanced playback stability and cache hit rates under dynamic

network and vehicular mobility conditions.

1.4 Organization

The remainder of this thesis is structured as follows. Chapter 2 presents the
DLaaS architecture in detail, including its functional components, slice orchestra-
tion algorithms, and performance evaluation in simulated oV scenarios. Chapter
3 describes the FSTL and GFSTL frameworks, offering theoretical analysis, algo-
rithmic designs, and simulation results in multilayer ITS environments. Chapter 4
discusses the implementation of DL algorithms on Raspberry Pi, Odroid hardware,
and Virtual Machines (VMs), detailing experimental setups, performance metrics,
and energy-profiling outcomes. Chapter 5 introduces DRIL-based adaptive video
streaming over Edge-DASH, encompassing system modeling, learning algorithm de-
sign, and numerical evaluations. Finally, Chapter 6 synthesizes the findings, re-
flects on the broader implications, and outlines directions for future research in

distributed ML for 6G-enabled VNs.



Chapter 2

Network-Sliced Distributed

Learning for 6G IoV

Some content of this chapter is based on the following article [17]:
David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. 7Network sliced
Distributed Learning-as-a-Service for Internet of Vehicles applications in 6G non-

terrestrial network scenarios.” Journal of Sensor and Actuator Networks 13, no. 1

(2024): 14.

2.1 Introduction

Recently, Machine Learning (ML) techniques, especially those belonging to the Dis-
tributed Learning (DL) class, have gained huge popularity in dynamic wireless sce-
narios such as the Internet of Vehicles (IoV) with their added advantages in terms of

learning efficiency, reliability, and data security [18]. With this, various DL methods,
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such as Federated Learning (FL), Multi-Agent Learning, and Collaborative Learn-
ing, are considered in vehicular domains [19]. Additionally, various ML tools and
techniques have been considered to form suitable DL methods, such as multi-agent
FL, DL with model split, DL, with meta-Learning, and DL with swarm learning. In
this way, a rich ecosystem of DL methods with specific characteristics, performance,

and demand is formed and made available to serve users [20].

From a networking point of view, several new advances have recently been intro-
duced, especially with the innovations of 5G and B5G technologies. Different com-
puting paradigms, such as Edge/Cloud Computing, have been introduced to im-
plement new services and applications with better performance [21]. Technologies,
such as network softwarization through Network Function Virtualization (NEFV),
Software Defined Networking (SDN), and Network Slicing (NS), have revolutionized
the networking process and opened the doors to a multitude of applications and ser-
vices with different demands and additional flexibility [22]. Furthermore, distributed
computing and communication technologies, such as the edge-to-cloud continuum
[23], and joint Terrestrial and Non-Terrestrial Networks (T/NTN) [24], have gained

huge popularity in terms of capacity, coverage, and reliability for serving end users.

In the realm of advanced 6G technologies for NTN and satellite-terrestrial inte-
grated networks, the contributions are notable as follows. Ref. [25] delves into
secrecy—energy-efficient hybrid beamforming, proposing robust schemes for single
and multiple earth stations. The authors in [26] focused on a destructive beamform-
ing design, introducing low-complexity schemes for known and unknown malicious
Reconfigurable Intelligent Surfaces (RIS). Ref. [27] addresses joint beamforming for
hybrid satellite—terrestrial relay networks, optimizing power while ensuring user rate

requirements. Lastly, the authors in [28] proposed a multilayer RIS-assisted secure
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integrated terrestrial-aerial network architecture, maximizing system energy effi-

ciency and defending against attacks.

Shifting focus to broader aspects of wireless communication, some of the latest key
technologies that contribute to the applications of different 6G techniques in Intel-
ligent Transportation Systems (ITS) and IoV, and the vision for 6G-enabled smart
cities are as follows. Ref. [29] emphasizes cooperation between cognitive users for
better cognitive radio network performance. The authors of [30] explored the role of
3rd Generation Partnership Project (3GPP) in the evolution of cellular communica-
tion, highlighting the sharing of resources in the context of the IoV. Ref. [31] delves
into interference in cognitive radio networks, discussing terminologies and mitigation
techniques. Finally, Ref. [32] provides a visionary perspective on 6G-enabled Inter-
net of Things (IoT) networks for sustainable smart cities, incorporating Artificial

Intelligence (AI), ML, and novel architectures.

These technologies, along with different ML methods, are creating a new paradigm,
known as Edge Intelligence, to enable distributed near-user intelligent wireless net-
works in different domains [33]. However, there are still some gaps between the
potential of these innovative technologies and their possible uses to create a safe,
reliable, and intelligent vehicular system. When focusing on the IoV scenario, users
demand an increased number of services, each tailored to specific requirements [34].
For example, autonomous driving may require huge data processing and low la-
tency, while infotainment applications may require ultra-broadband connections.
The need to cope with several applications has a large impact on the need to cre-
ate an intelligence-at-the-edge environment that can adapt to varying demands and
different requirements proactively. To this end, NS is a perfect tool, enabling the

possibility of logically managing network resources from both the communication
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and processing points of view, thus the possibility of providing several services in a

flexible way at the same time [35].

In this environment, we focus on the proposed framework, where different DL algo-
rithms, each tailored to specific requirements, can be deployed, allowing the possibil-
ity of managing heterogeneous intelligent services simultaneously. Although in the
landscape of advanced 6G technologies for integrated T/NTN the literature high-
lights advancements, a comprehensive integration of DL techniques with NS in the
[oV context is underexplored. Our motivation stems from the identified gaps in
recent works, leading us to propose a DIL-as-a-Service (DLaaS) framework for ve-
hicular environments within 6G NTN scenarios. The existing literature focuses on
specific aspects, but a holistic framework that seamlessly integrates DL, NS, and
distributed computing/communication methods for proactive delivery of intelligent

services is missing.

Our main contributions include:

e Comprehensive Analysis: We conduct an in-depth exploration of key tech-
nological innovations and various DL methods, laying the groundwork for sub-

sequent developments.

e DLaaS Framework: We introduce an innovative DLaaS framework, repre-
senting a paradigm shift that seamlessly integrates DL, NS, and distributed

computing /communication methods.

e Adaptation for IoV: We elucidate the adaptation of the framework specif-
ically for IoV applications, revealing its potential in shaping the future of

intelligent Vehicular Networks (VNs).
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e Case Study and Performance Analysis: We provide a detailed case study
and performance analysis, offering empirical evidence of the efficacy and prac-

tical implications of DLaaS in real-world scenarios.

Finally, we will see that our proposed DLaaS approach offers advantages in terms of
enhanced performance, flexibility, scalability, and intelligence, thus addressing the
identified gaps and contributing to the evolution of intelligent vehicular communi-

cation systems.

To elaborate more on our proposal, Section 2.2 delves into a meticulous analysis of
key technological innovations alongside various DL methods, laying the foundation
for our subsequent developments. Section 2.3 introduce the innovative DLaaS frame-
work. This framework represents a paradigm shift that seamlessly integrates DL,
NS, and distributed computing/communication methods. Integration empowers the
proactive delivery of intelligent services to users, fostering a dynamic environment
that caters to diverse and evolving requirements. Furthermore, we elucidate the
adaptation of this framework specifically for IoV applications, unveiling its potential
in shaping the future of intelligent VNs. This section also provides a nuanced exami-
nation of both the challenges and advantages associated with the DLaaS framework.
The culmination of our exploration is presented in Section 2.4, where we present a
detailed case study accompanied by a performance analysis. This case study serves
as a tangible demonstration that illustrates the advantages that the DLaaS approach
offers in terms of flexibility, performance enhancement, and infusion of added intel-
ligence into vehicular communication systems. Through this detailed study, we not
only contribute to the theoretical framework but also provide empirical evidence of

the efficacy and practical implications of DLaaS in real-world scenarios.
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2.2 IoV Distributed Intelligence

2.2.1 Edge/Cloud Computing

Cloud-based infrastructures with abundant resources to meet end-user requirements
were one of the popular solutions in the early part of the last decade. However,
over time, several issues occurred when considering cloud-based infrastructures to
compute end-user data. Longer transmission distances and the corresponding com-
munication costs, data security threats, and backhaul congestion were among the
main issues that reduced the impact of cloud technology over time. Furthermore,
with the new advanced technologies, such as 5G, new services with limited latency
and high data rate requirements were enabled, further placing additional burdens on
cloud facilities. However, with new technologies, the end devices also evolved to have
powerful on-board computation capabilities, and with that, abundant computation
power distributed over the network area was added. This gives birth to Fog/Edge
computing technologies, bringing cloud computing facilities closer to end users [36].
Over the years, EC has achieved great success in terms of providing end users with

high-quality services with limited latency [37].

Although EC has solved some of the cloud computing problems, its size limitations
place additional restrictions on the computation, communication, and storage re-
sources of edge facilities [38]. In recent times, as we move toward 6G, it has been
seen that EC facilities are overwhelmed, and new solutions are required to fulfill
the demands of new services. With this, different distributed networking infrastruc-
tures, such as the edge-cloud continuum and the Integrated T/NTN infrastructure,
are considered and expected to play an essential role in the near future IoV sce-

narios [24, 39]. These distributed networking infrastructures can have large sets
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of diverse networking nodes with on-board computing/storage resources. Further-
more, with different communication technologies, these devices can communicate
effectively with each other and with end users. Thus, a huge amount of distributed
computing and communication power is available for the implementation of DL

methods in such distributed networking infrastructures.

2.2.2 Network Slicing

Network softwarization is an important emerging trend in 5G and B5G-based net-
working systems aimed at creating a flexible network architecture with a reduced
time to market for new services. NS is one of the major enabling technologies of the
network softwarization realm allowing one to support diverse sets of services. NS has
been introduced in the context of 5G, allowing mobile operators to create and cus-
tomize their networks to provide optimized solutions for different market scenarios
with diverse requirements [22]. Among others, Automation, Isolation, Customiza-
tion, Elasticity, Programmability, End-to-End, and Hierarchical abstraction are the
main principles of NS technology. NS provides dynamic resource management by
enabling efficient resource sharing by considering various key performance indicators
(KPIs) for each slice. NFV and SDN are two of the main technologies that enable
NS over a common networking infrastructure. With NFV, network functions can
be decoupled from proprietary hardware and run as software instances over virtu-
alized environments, allowing them to overcome the lack of flexibility of traditional
hardware-based network functions. On the other hand, SDN can help to create a

fully softwarized wireless network by logically separating the data and control plane.

Recently, the vehicular community has shown great interest in NS technology for pro-

viding emerging services with complex structures to end users in a limited time [40].



CHAPTER II Network-Sliced DL for 6G IoV 14

Thus, the implementation of vehicular services over a distributed VN through the
deployment of several logical slices is gaining importance. Within this scenario, DL
is a fundamental element required to support advanced IoV services. In the context
of the DL ecosystem, a set of functions with different interdependencies is required
to be executed. For example, in the case of centralized FL, functions such as data ac-
quisition, data cleaning, hyperparameter settings, learning technique selection, data
training, the transmission of learning data from devices to servers, data processing
at the server, the averaging process performed by the server, and broadcasting of
global model data from the server to devices are required to be implemented for com-
pleting one single learning iteration. Different forms of FL with advanced learning
tools and technologies (i.e., FL with Transfer Learning (TL)) can require additional
sets of functions. Several of these functions can be implemented as virtualized
learning functions on network infrastructures. With the availability of distributed
computing and communication infrastructures, such as the edge-cloud continuum
and integrated T/NTN, along with virtualization technologies, these learning func-
tions can be implemented at different locations based on their characteristics and

requirements.

2.2.3 Overview of Distributed Learning Methods

In this part, we will discuss the fundamental structures and the distinctions be-
tween Centralized Learning (CL) and various DL approaches, which are illustrated

in Table 2.1. For more explanation, see [20, 41].
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TABLE 2.1: Advantages, challenges, conditions and KPIs for different learning

paradigms.
Learning Method Advantages Challenges Conditions KPIs
Centralized
Learning (CL)
T
9
g A ,‘.._/L'
&y
= =
e Able to train e Sharing private data e Devices’ e Delay: High
complex ML models with a centralized willingness to e Privacy: Low
e Better performance controller share data e Mobility: Low
for non-convex e High transmission e Connectivity for e Processing:
applications overhead data transmission High
e Less impact of e FEdge devices’ limited e Relaxed latency
communication link resources & energy requirements
imperfections e Additional delays to e Complex training
a central server processes
Federated Learning
(FL)
—TTT
s =
@{6’_ i‘"b.f.o%‘
Qf&_. %
) W
= =
e Elevated e Data heterogeneity e Reliable e Delay: Medium
sensitive-data across nodes node—server links e Privacy:
privacy e Single point of failure e Low-complexity Medium
e Distributed model e Unreliable models e Mobility: Low
learning communications e KEdge devices able e Processing:
e Edge/device-level e Large to train locally Medium
training parameter-exchange
overhead

Continued on next page
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Table 2.1 continued from previous page

Learning Method Advantages

Challenges

Conditions

KPIs

Collaborative
Federated Learning
(CFL)
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privacy

More training data

Scalable to large

systems

e Transmission
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vs. FL
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e Devices can

train/aggregate

Delay: Low
Privacy: Low
Mobility:
Medium
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e DNN exchange
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coverage
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Delay: Low
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Mobility: High

Processing: Low

Continued on next page



CHAPTER II Network-Sliced DL for 6G IoV

17

Table 2.1 continued from previous page

Learning Method Advantages

Challenges Conditions

KPIs

Federated
Distillation (FD)

e,

L

e Only model-output
exchange

e Suited to limited

Vulnerable to non-I1ID
e Same output task

data
on all devices

e IID data required

Delay: Medium
Privacy:

Medium

wireless e Mobility: Low
e Handles e Processing:
heterogeneous Medium
models
e RL via neighbour
averaging
Split Learning (SL)
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cutlayers
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e Splits DNN layers e Frequent e Stable vehicular e Delay: Medium

across devices
e Robust to non-IID

data

forward /back links

exchanges e Optimal layer-cut
e Cut-point choice design

affects cost

Privacy: High
Mobility: Low
Processing:

High

Continued on next page
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Table 2.1 continued from previous page

Learning Method Advantages Challenges Conditions KPIs

Multiagent RL
(MARL)
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=

e Exploration + e No guaranteed policy e Stable e Delay: High
exploitation equilibrium user—environment e Privacy: Low
e Agents learn & adapt e Extra comms for links e Mobility:
convergence e Equity Medium
convergence e Processing:
guaranteed High

Transfer Learning

(TL)

current
¥ experience_
+—»

Y n
[ [

past experience
e Better data quality e Choosing source task e Past experience e Delay: Low

& quantity & layers available e Privacy:

e Faster convergence e Deciding transfer e Online data & Medium

e Lower compute & parameters memory available e Mobility: Low
comms e Processing:

e Privacy preserved High

Centralized Learning (CL): In the case of CL, a set of distributed wireless nodes
(e.g., vehicles) needs to communicate their collected local datasets over an unreliable
communication channel to the centralized entities (i.e., base stations, clouds, etc.)
for the ML model training. This process often results in higher data transmission

costs, training latency, data security issues, etc. In the case of resource-constrained
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nodes, such as the IoV scenario, these issues become more critical. For this reason,

DL is preferred to latency-critical VNs to perform various learning tasks.

In the following, the main DL methods are discussed in terms of characteristics,
requirements and suitability to solve vehicular problems [42], where the main differ-
ence in DL versus CL is due to the fact that the ML model is trained at different

locations and proper information exchange is performed among nodes.

Federated Learning (FL): FL is one of the most widely used DL techniques, where
wireless nodes perform distributed training operations with the help of a centralized
parameter server. The FL process includes two main steps. First, devices with their
local datasets perform the model training operation and communicate parameter
updates to a server without the need to share their sensitive raw data. In the sec-
ond step, the parameter server collects and aggregates the model updates from all
devices to create a global learning model that has the benefit of aggregated training
experiences from all devices. This global model is then used again by the nodes in
the next FL iteration, allowing them to learn from the other devices’ training experi-
ences. It is especially helpful in IoV, where FL enables collaborative model training
while respecting individual data ownership and security [43]. In some situations, the
traditional centralized FL is not convenient and further optimization is needed. For
this reason, in the recent past, different forms of FL have been proposed, especially
to optimize FL performance according to learning environments [44]. Hierarchical
FL with FL process distributed over several layers of edge devices [45], Federated
Distillation (FD) [46], FL with TL and FL with SL [47] are examples of updated

FL-based techniques.

Collaborative Federated Learning (CFL): In reality, devices may not be able to
connect to the central node due to energy constraints or possibly high transmission

latency. To address this issue and make FL more accessible in real-world scenarios,
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the concept of CFL has been introduced, which allows vehicles to participate in
FL without communicating with the central unit [48]. Devices that cannot connect
directly to the central node can interact with adjacent vehicles. In this paradigm,
each device can be connected to its nearest vehicle. This learning method is also
trained iteratively. First, each device sends its trained local FL model to its con-
nected devices or to the central node. The central node then produces the global
FL model and sends it to the corresponding devices. Finally, each device changes its
local FL. model depending on the FL parameters received from other devices or the
BS. In FL, each device may train its local FL. model using gradient descent (GD)
techniques, while the BS aggregates the local FL. models. In CFL, however, each
device must both aggregate the local FL. models received from other devices and

train its own local FL model.

With the presence of high-quality computation hardware such as multi-core Central
Processing Units (CPUs), Graphical Processing Units (GPUs), and Tensor Process-
ing Units (TPUs), vehicular nodes can themselves train the learning models without
the need for parameter servers. In some cases, with reduced mobility, and through
V2X technology, vehicular nodes can collaborate to solve learning tasks. Such a
CFL approach can be highly efficient in terms of training. Without the presence of
a third party in the learning process, this can also further strengthen vehicular data
security and improve model convergence and efficiency, making it applicable to IoV

scenarios with diverse and dynamic data sources [49].

Federated Distillation (FD): FD leverages outputs from models rather than the
parameters in FL. Since the output dimensions are significantly smaller than the
model sizes, it is much more communication efficient [46]. For example, each device
in a classification task performs local iterations while saving the average model

output for each class. These local average outputs, which aggregate and average
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the local average output among agents in each class, are sent to the central node
regularly. Each device downloads the results that constitute the resultant global
average. Finally, each agent runs local iterations with their loss function in addition
to a regularizer that measures the difference between its prediction output of a
training sample and the global average output for the given class of the sample, which
is called knowledge distillation (KD), to translate the downloaded global knowledge
into local models. FD can also be beneficial in [oV to improve model performance

in a network of vehicles [50].

Group alternate direction method of multipliers (GADMM): The FL cen-
tral node may not be able to communicate with remote edge devices. It can also be
vulnerable to failure or act as a single point of attack. To this aim, GADMM intends
to provide DL without a central entity by using the alternate direction method of
multipliers (ADMM) technique and interacting exclusively with surrounding devices
by splitting the devices into head and tail groups. Only two devices from the tail/-
head group are selected and create a chain, with each device from the head or tail
group exchanging variables. With GADMM, only half of the agents compete for the
restricted bandwidth during each communication cycle. Furthermore, by restricting
communication to two nearby agents, the communication energy may be greatly
reduced [51]. In IoV, GADMM can be used for collaborative decision making, traf-
fic low optimization, or other distributed tasks, such as energy-efficient resource

allocation [52].
Split Learning (SL):

SL is a technique that allows resource-limited wireless devices to train complex
models such as DNNs. During the DNN training process, the model can be split
vertically or horizontally, allowing multiple nodes to train a portion of the model with

limited data samples and training latency. SL combined with different forms of DL
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can be useful in dynamic vehicular settings for producing reliable complex learning
models. Moreover, since SL does not exchange raw data, data privacy is somewhat
maintained [47]. This approach is particularly relevant for IoV applications where

model inference can occur locally on vehicles.

Multi-Agent Reinforcement Learning (M ARL): When environmental dynam-
ics influence agents’ decisions, they must learn about these dynamics and adjust their
methods based on experience gained via agent-to-environment and agent-to-agent
interactions. In this regard, Reinforcement Learning (RL) with exploration and
exploitation abilities is critical. Exploring in RL allows agents to understand the
dependencies of their decisions on the environment and other agents (policy) and on
the consequences (value), which may then be used to improve long-term rewards.
Even in single-agent instances, the data necessary to understand policy and value
might be dispersed over several agents acting as helpers. FL, FD, and GADMM can
improve learning policies and value over distributed helpers despite communication
and privacy constraints. Within the MARL paradigm, the interactions of several
agents in the same environment while making decisions based on local observations
are investigated [53]. MARL is classified into centralized/decentralized and coop-
erative/competitive frameworks based on the presence of a central controller and
the sorts of interactions. Centralized MARL frameworks assume a central controller
that learns decision-making rules by gathering all agents’ experiences, which include
observed states, actions taken, and rewards received. Exchanging such information
may use a significant amount of communication and memory resources, while jeop-
ardizing data privacy. Decentralized MARL without a central controller does not
have these disadvantages, but it does not ensure individual agents’ convergence to

equilibrium policies, even in cooperative MARL where all workers aim for the same
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objective. In IoV, MARL can be applied to edge caching [54], cooperative navi-
gation [55], traffic optimization [56], and other scenarios in which vehicles interact

with each other.
Transfer Learning (TL):

With the involved dynamicity, resource limitations, and latency constraints, per-
forming full-scale model training is not always feasible in vehicular environments.
To this end, TL can be very useful for performing model training. In the case of
TL, learning agents can utilize past learning experiences through knowledge transfer
(KT) to perform new learning tasks. TL approaches can increase the convergence
rate, minimize reliance on labeled data, and improve the robustness of ML tech-
niques in different vehicle settings [57]. There are various forms of TL based on KT
strategies. For example, the experiences gathered in terms of learning data, e.g.,
data features and learning data scope, can be transferred for efficient learning of
target tasks. On the other hand, knowledge depending on a trained model, for ex-
ample, the structure and parameters of the model, can also be shared with a target

task to improve training performance [58].

The advantages, challenges, conditions, and KPIs of these fundamental structures
are illustrated in Table 2.1 in order to distinguish them in different applications. The
main KPIs, which are used later in the case study section, including delay, preserved
privacy, mobility of handled vehicles, and gained processing capability, are ranked

in the last column of the table.
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2.2.4 Intelligence at the Edge for IoV

2.2.4.1 Applications

The fusion of IoT and Al, known as AloT, is transforming IoV to improve road
safety, efficiency, and mitigate traffic issues [59]. The IoV landscape comprises three
main categories: AD, Safe Driving Monitoring Systems, and Cooperative Vehicle

Infrastructure Systems (CVIS).

Autonomous Driving: To address the challenges of massive data generation (i.e.,
4000 TB per day) and the need for real-time decision making, EC emerges as a
viable solution [60]. AD signifies a shift toward intelligent vehicles capable of Al-
driven decision making. EC, exemplified by vehicles such as HydraOne [61] and
HydraMini [62], addresses the challenges of massive data generation and allows real-
time decision making in critical scenarios. Furthermore, edge-based systems such as
EdgeDrive improve safety through real-time Advanced Driver Assistance Systems

(ADAS) applications [63].

Safe Driving Monitoring Systems: Driver monitoring systems, crucial for safe
driving, combat issues such as drowsiness. In [64], a Raspberry Pi 3-based system
was implemented that uses a DL algorithm for real-time alerts by analyzing facial

features captured in both day- and night-drive scenarios.

Cooperative Vehicle Infrastructure Systems: CVISs establish real-time road
information networks by connecting vehicles, pedestrians, and infrastructure. Us-
ing distributed infrastructure, including vehicles, base stations (BSs), and roadside
units (RSUs), EC reduces transmission delays for timely communication. In [65],

the authors proposed a You Only Look Once (YOLO) DL model for car accident
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detection (YOLO-CA) system that uses 5G networks detects accidents promptly,

using the CAD-CVIS dataset for improved accuracy.

In conclusion, the integration of edge intelligence into IoV brings notable advances
in AD, safe driving monitoring, and CVIS, addressing data challenges and fostering
cooperative systems for improved road safety and traffic management. The reviewed
literature emphasizes the transformative impact of Al at the edge in the IoV land-

scape.

2.2.4.2 Aspects and Advantages

Intelligence at the edge in the context of the oV refers to the deployment of compu-
tational and analytical capabilities directly within the vehicles or at the network’s
edge, rather than relying solely on centralized cloud-based processing. In IoV ap-
plications, as mentioned above, the need for real-time decision-making, decreased
latency, increased efficiency, and improved privacy is what motivates this strategy.

Here are key aspects and advantages related to intelligence-at-the-edge in IoV:

1. Real-time Decision-Making: By embedding intelligence at the edge, vehi-
cles can make local, real-time decisions without relying on a centralized cloud
server. This is critical for applications such as emergency braking and collision

avoidance that require quick reactions [66].

2. Reduced Latency: EC minimizes the delay in processing the data, since
computations occur closer to the source of the data. This is particularly crucial
in the [oV, where accurate and timely responses to dynamic traffic conditions

depend on low-latency communication [67].
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3. Bandwidth Efficiency: Processing data at the edge reduces the need to
transmit large amounts of raw data to a central server for analysis. Instead,
only relevant or summarized information can be sent, optimizing bandwidth

usage in oV networks [68].

4. Enhanced Privacy and Security: Edge intelligence allows data processing
to occur locally, addressing concerns related to privacy and security. Sensitive
information can be processed within the vehicle, minimizing the exposure of

personal data to external networks [69].

5. Distributed Computing: EC in IoV involves a distributed computing
paradigm where intelligence is distributed across vehicles and road infrastruc-
ture. This decentralized approach enables collaborative decision-making and

more efficient utilization of resources [70].

6. Scalability: EC supports scalability in oV applications. As the number of
connected vehicles increases, edge devices can handle processing tasks locally,

preventing bottlenecks on centralized cloud servers [71].

7. Adaptive learning: Intelligent edge devices can employ ML algorithms to
adapt and improve their performance based on the data they process. This
adaptability is valuable in IoV scenarios where traffic patterns and conditions

can change dynamically [72].

8. Offline operation: Edge intelligence allows vehicles to perform certain tasks
even when not connected to the central network. This offline operation is
beneficial in scenarios where network connectivity may be intermittent or un-

available [73].

In summary, deploying intelligence at the edge in IoV applications offers the above-

mentioned advantages. This approach aligns with the dynamic and distributed
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nature of IoV, which contributes to more efficient and responsive connected vehicle

systems.

2.3 Network Sliced Distributed Learning

As introduced, DL is a promising technology for designing intelligent vehicular net-
working systems. However, mapping different DL functions for different IoV services
and requirements represents a challenge. We propose here a DLaaS concept that al-
lows the implementation of multiple DL operations over the distributed VN through
the deployment of specific learning slices, where each DL method can be seen as the

composition of multiple virtual functions.

2.3.1 End-to-End Functional Decomposition of DL

As described in the previous section, different DL methods can be characterized
by different sets of functions that must be implemented in distributed networks to
have the proper benefits. Thus, each DL approach can be implemented as a set of
functions coordinated through a chain characterized by functional dependencies. For
this, an adequate functional decomposition providing a set of typical DL functions
is needed. After having discussed the different learning techniques in distributed
environments, here we propose a set of possible learning functions that are needed

for implementing various DL methods:

e Data Acquisition Function (DAF): Generally, distributed training oper-
ations involve several learning devices collaboratively performing the learning
process. In the case of vehicular scenarios, this can be geographically dis-

tributed sets of vehicles moving across road networks. For the case of DL,
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learning devices need their own datasets to perform the training process, which
can be collected through a data acquisition mechanism that involves a set of
sensory nodes, processing devices, and data collection devices. The process
that allows the composition of the learning dataset can be defined through a
typical DAF. Note that such functions can only be implemented on nodes/de-
vices with typical hardware settings. With new vehicular nodes equipped with
several sensory nodes, they can collect large amounts of data samples over time

through DAF that can be exploited for a successful implementation of DL.

e Data Preprocessing Function (DPrF): In general, the learning data ac-
quired through DAF can be in different formats, e.g., texts, images, videos,
etc. Based on the learning tasks, the selected learning method, and their re-
quirements, these data need to be pre-processed in a typical form. This can be
achieved through learning data preprocessing methods implemented through a
DPrF. This function can have methods for data cleaning, data dimensionality
reduction, data normalization, etc. DPrF function can help reduce the over-
all size of the original datasets, and thus reduce the communication overhead
for some typical DL methods where data parallelization techniques involving
learning data transfer are needed. Thus, preferably, this function needs to
be implemented alongside the DAF function to avoid possible communication

overheads.

e Distributed Learning Function (DLF): In DL frameworks, the learning
process can be performed on different nodes, e.g., end devices or edge nodes,
according to the learning frameworks adopted. The end devices can do the
learning process themselves for some simplified learning tasks. In some cases,
collaborative learning frameworks can be adopted for complex learning mod-

els such as DNN, allowing different devices to collaboratively train the models
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(e.g., through different model split techniques). In another case, a data paral-
lelism approach can be adopted, allowing struggling end devices with limited
computational resources to send their data to the nearby devices/edge nodes
to complete the training process in time. Therefore, a DLF is needed that
adopts the selected learning strategy for the successful implementation of DL.
Typical learning steps, such as learning model selection, hyperparameter set-
tings, stochastic gradient descent (SGD), and backpropagation, can be part of

a holistic DLF that can be implemented on distributed nodes.

e Data Post Processing function (DPsF): In a typical DL process, after per-
forming the learning steps through DLF, the parameter updates must be sent
to the parameter server or other learning nodes based on the adopted learning
strategy. Often, data processing is needed to avoid communication overhead,
limit data security risks, and add the appropriate weighting coefficients to the
learning process results. This method can be implemented through a DPsF

that processes the learned data before its transmission to the outside world.

e Data Collection Function (DCF): In each DL cycle, parameter servers are
required to collect learning updates from the devices and create a global update
that can be used for the next round of communication. The data received by
the servers may have additional information, encryption, noise, etc., and are
required to be processed before taking into account the global model update.
The DCF includes the steps to collect data from learning devices and prepare

them for the global update to be performed.

e Global Model Update Function (GMUF): The GMUF performs the up-
dates of the learning model based on learning data. The DCF function results
are further processed with some mechanisms, i.e., the averaging process for

creating a global model. These model parameters are sent back to the devices
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or upper layers for further processing. GMUF function can have methods
for generating, pre-processing, and transmitting global model parameters over

different distributed nodes.

e Distributed Model Inference Function (DMIF): Model inference is an
important step that must be considered for the successful implementation of
AT applications based on DL. End users can adopt various forms of inference
mechanism for the successful implementation of DL applications based on re-
source availability and application requirements. These methods and processes
can be included in the DMIF. Based on resource availability and application
performance requirements, different model inference strategies can be adopted.
If a model in question is simple and requires limited computations, inference
can be performed on the device itself, increasing the data security. However,
in the case where the model requires a large number of parameters with a large
computation cost, inference operations can be performed at edge or cloud lay-
ers. In some cases, joint strategies (e.g., device-edge, device-edge-cloud) can
also be adopted with model-split operations. This creates different possible

deployment options for the DMIF function.

This set of functions can be used to implement various DL methods in the IoV sce-
nario using the NS principle, aiming to logically deploy multiple intelligent services

at the same time.
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2.3.2 DL-as-a-Service for IoV Applications

2.3.2.1 Proposed Methods

The IoV scenario considered is implemented through an integrated T /NTN equipped
with EC platforms. Different networking nodes, such as Road Side Units (RSUs),
Low-Altitude Platforms (LAPs), High-Altitude Platforms (HAPs), and Satellite
nodes, are distributed throughout the service area. The system is able to take
advantage of different DL methods to cope with the requirements of heterogeneous
users. Since the scenario considered includes a massive amount of computation,
communication, and storage resources distributed over the ground, air, and space
networks, these resources can be utilized to create an intelligent VN through proper
deployment of required DL methods, where each network device is able to host the
virtual functions enabling the different DL execution. In such a system, a slice-
based approach is considered, where each slice is a logical entity that enables the

interconnection of different functions to build a specific DL method.

Without loss of generality, in Figure 2.1, four DL methods implemented in the form
of slices are represented. The first slice aims to deliver an FL service performed
on different layers of edge devices. In particular, end devices have their datasets
to perform the learning process. For this, the DAF, DPrF, and DLF functions are
deployed on a VU layer to enable the learning process. The learned parameters
are then transmitted to nearby edge nodes (i.e., RSUs) through DPsF, limiting
communication costs. The RSU node then collects the data from the VUs and
performs the aggregation operations, for which DCF and GMUF are placed over
it. The GMUF results are then transferred to the upper layer, where appropriate
functions are present. The second slice aims to deliver DL with collaborative learning

frameworks. The learning part is performed collaboratively over the user devices,
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and appropriate learning functions are placed over the VUs cloud. The upper layers
are used to create a generalized global model by aggregating the local models. The
third slice is for the case of SL, where a data parallelization technique is adapted to
split the learning process over the device and edge layers. Thus, learning functions
are implemented both on the device and on the edge layer. Additionally, the HAP
layer is used to create a global model. For latency-critical applications, a TL-based
DL slice can be considered, where past learning experiences are integrated into
current learning cycles to limit the learning process costs. The learning process is

distributed over different edge layers.
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Fi1GURE 2.1: DLaaS over NS for IoV applications.

Figure 2.2 shows a more detailed view of the DLaaS concept, where the virtual
learning functions of a single slice are reported. A multi-layer FL is considered
representative, involving data collection and learning at the VU nodes, local /inter-
mediate model updates collections and processing, i.e., averaging at the intermediate

layers of RSUs, LAPs, HAPs, satellites, and model inference operation at VUs.
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FIGURE 2.2: Multi-layer Federated Learning as a slice for IoV scenarios.

2.3.2.2 DLaaS Advantages

The proposed DLaaS approach introduces several advantages in terms of perfor-
mance enhancement, flexibility, scalability, and intelligence. With the presence of
multiple DL slices, the IoV system has better performance in terms of latency, en-
ergy costs, and overall learning performance. DLaaS allows different DL functions
to be implemented on distributed platforms according to their specific requirements,
local network conditions, and resource availability. This can improve performance
by allowing several users/devices to participate in the learning process efficiently.
Implementing various DL methods as slices on distributed computing platforms can
provide additional flexibility in terms of resource sharing and slice function deploy-
ments. The NS approach also allows for better scalability, as it can enable a higher
number of DL methods. This approach can also boost vehicle intelligence through

the deployment of several possible DL slices simultaneously.
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2.3.2.3 DLaaS Challenges

Though the proposed DLaaS method can have many advantages, several challenges
must be considered while performing slice function deployments. These challenges
can be based on application requirements, user-side demands, network restrictions,
etc. The following key challenges should be considered in the proposed DLaaS

method for proper benefits.

Learning Function placement: The DL functions can have specific requirements
in terms of communication, computation, storage resources, and hardware depen-
dencies. When placing the functions, it is also important to take into account the
functional dependencies to avoid excess costs; for example, DPrF and DAF should
be placed together to avoid the communication burden. The mobility of VUs, appli-
cation requirements, and limited edge resources can add additional challenges. Thus,
several of these issues can make the placement of the slice functions quite challeng-
ing, and improper placement of the functions can lead to an inefficient learning

environment.

Network Resource Allocations: Learning slices can be data-intensive,
computation-intensive, or communication-intensive based on their higher demands
for storage, computing, and communication resources, respectively. Edge nodes can
have a limited set of available resources that can change over time with various de-
mands. Additionally, each node may host several learning functions from different
DL slices. Additional constraints, such as mobility, unstable communication envi-
ronments, and application requirements, can make the network resource allocation

problem quite challenging.

Multi-slice Implementations with Specific Demands: DL slices are character-

ized by different function chains, requirements, etc., and implementing them over a
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common infrastructure can be challenging. Each slice can have an impact on other
slices” performance as a result of resource sharing. Multiple communication links
enabled through a different set of slices can increase issues like noise, interference,

etc.

Security Threats: Due to the presence of multiple DL slices with different user
groups, the overall threat to data security can be elevated. Some slices/users can
be more vulnerable to outside attacks and can end up impacting and compromising

the security of other learning processes.

High-Speed Distributed Computing and Communication Environment:
The challenge of resource management in a high-speed distributed computing and
communication environment is crucial for the efficient functioning of the DLaaS
framework. As VNs operate in dynamic and high-speed environments, ensuring op-
timal resource allocation for fast-paced distributed computing becomes a significant
challenge [74]. The need to manage resources such as computation, communication,
and storage in real-time, considering the rapid movement of vehicles and the evolving

nature of network conditions, adds complexity to the DLaaS implementation.

Thus, several of these challenges need to be properly addressed in order to have the
additional benefits of DL as a Slice concept over a distributed vehicular networking

environment.

2.3.3 DLaaS Architecture for IoV

Different 1oV parameters, such as VUs’ geographical positions, speed, edge node
densities, application requirements, etc., can impact the VUs’ demands for one of

the available DL slices. Here, in Figure 2.3, we consider a case study of realistic IoV
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scenarios with different slice demands. A centralized orchestrator/manager consid-
ers the scenario requirements where, thanks to specific DL slice descriptors, is able
to deploy the Learning Functions to the different nodes. To this aim, proper descrip-
tions of T/NTN layers are considered, where specific communications and computing
capabilities are mapped. When assigning DL slices to the different VUs, they can

be considered logically organized in clusters, where each cluster is characterized by

specific applications, environmental conditions, and/or vehicular characteristics.
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FiGUure 2.3: Slice and DL function deployment for regions with different loV
characteristics

As can be seen in Table 2.1, different DL algorithms can behave differently and,
therefore, their selection depends on the selected IoV application, environmental
conditions and characteristics of the [oV scenario, among others. For example, when
using CFL, we must ensure that latency is not a critical factor, but we must also
have a physical configuration that allows communication between nearby devices. To

demonstrate the best approach, in Figure 2.3, we set up a configuration of vehicles,
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RSUs, LAPs, HAPs, and satellites with different physical conditions based on the

three qualitative vehicle speed levels, vehicle/edge density and scenario dynamicity.

Different application requirements, i.e., latency, privacy, and reliability, can dictate
the choice of the DL slice along with the local environmental parameters. The
orchestrator node must consider all these parameters and requirements before as-
signing the DL slices to the users. This approach can improve the performance of

the DL in terms of model training costs, reliability, and user satisfaction.

In Figure 2.3, Region 1 represents an area where a large group of VUs is moving
slowly (e.g., city centers, ring roads, traffic hotspots in the city). In addition, the
area is covered with a moderate number of edge nodes on the ground and in space,
providing distributed computing/communication services. In such scenarios, VUs
collaboration needs to be exploited for efficient DL processes. To this end, collabo-

rative FL or SL can be the best choice.

Region 2 highlights a road scenario with typical road environments (i.e., highways)
having a limited number of edge nodes, to provide server VUs with steady speed.
In such cases, the density of VUs will be limited, and collaborative learning might
be challenging. Furthermore, with the limited number of edge nodes, advanced
learning techniques, such as hierarchical FL, might not be feasible. However, with
low edge node densities, only a few VUs might be able to connect to the servers.

Such scenarios can be adequate to explain the benefits of GADMM-based DL.

Region 3 lacks terrestrial/aerial edge nodes and stable connections between users
due to challenging physical conditions (i.e., dense forests, and hillsides). Such cases

can motivate the use of FL for privacy-preserving applications.

Region 4 shows extremely good road conditions with high-speed VUs. Frequent

handovers, limited training data, and unstable channel conditions can be some of
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the main concerns in these regions. In such cases, advanced learning methods, such

as TL, can be ideal.

Region 5 is similar to Region 2 with additional edge nodes. Such a high density of
edge nodes can enable multilayer FL with hierarchical learning methods or MARL to
improve latency and user data privacy. Additionally, collaborative learning between
proximal edge nodes and VUs can also be available for strugglers, allowing more

users to participate in DL training.

Note that, although Figure 2.3 shows only one case of each IoV scenario, such con-
ditions can be replicated throughout the service areas, and thus the orchestrator
needs to consider the different groups of users simultaneously while assigning the
slices. However, the scenarios are not limited to those stated and one may stumble
upon a combination of the physical conditions illustrated in Figure 2.3. In general,
we can use TL and GADMM for latency-critical tasks, SL and Hierarchical Learn-
ing for computationally intensive tasks, and FD and CFL for those that require
privacy preservation. Subsequently, we can dedicate a slice to the scenario based
on the conditions and applications the user demands. Note that the same physical
infrastructure node (e.g., satellite) can be used for multiple logical slices at the same

time.

2.4 Case Study

2.4.1 Scenario Description

The introduced DLaaS framework holds considerable potential in enhancing per-
formance, bolstering flexibility, ensuring scalability, and fostering heightened intel-

ligence within VNs. This study conducts a rigorous evaluation of the efficacy of
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the DLaaS concept in a resource-constrained IoV scenario, depicted in Figure 2.3,
within the Matlab environment. Assessment focuses on discerning performance im-
provements relative to conventional approaches. In this scenario, VUs are spatially
distributed throughout a service area, seeking various DL slices aligned with their lo-
calized environmental conditions and application requirements. Five distinct regions
are considered, each expressing a demand for a unique set of five DL slice types. As
elucidated in the preceding section, the slice allocation encompasses SL for Region
1, GADMM for Region 2, FD for Region 3, TL for Region 4, and Multilayer FL for

Region 5.

2.4.2 Function Deployment

Each requested DL slice is modeled through a chain of seven learning functions that
include DAF, DPrF, DLF, DPsF, DCF, GMUF and DMIF. A multi-layered inte-
grated T/NTN infrastructure including vehicular, RSU, UAV, HAP, and satellite
layers is considered. From a functional deployment perspective, Region 5, corre-
sponding to Slice 5, is configured with Multilayer FL, a methodology designed to
execute FL across distinct layers of edge devices. Specifically, end devices use their
data sets to perform the learning process. The deployment involves the placement of
DAF, DPrF, and DLF on a VU layer, facilitating the learning process. Subsequently,
the acquired parameters are communicated to neighboring edge nodes, represented
by RSUs, via DPsF to optimize communication costs. RSUs collect data from VUs
and perform aggregation operations with the assistance of DCF and GMUF. The
GMUEF results are then transmitted to the upper layer, where the relevant functions
reside. The deployment of the function for the third slice utilizing FD mirrors the

FL process described. For Slice 1, employing SL, a data parallelization technique
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divides the learning process between the device and edge layers, implementing learn-
ing functions on both levels. In addition, the HAP layer is employed to formulate a
global model. In the case of Slice 2, which employs GADMM, collaborative learning
occurs across user devices, with appropriate functions located on the VUs cloud.
The upper layers contribute to the creation of a generalized global model by aggre-
gating local models. Slice 4, which caters to latency-critical applications, adopts a
TL-based DL approach, integrating past learning experiences into current cycles to
mitigate learning process costs. The learning process is distributed across various

edge layers.

2.4.3 Network Resources and Simulation Parameters

Each layer has limited computational, storage, and communication resources avail-
able to implement the DL slices, which are indicated in Table 2.2. These values
reflect the current and anticipated capabilities of NTN devices. For example, VUs
are typically equipped with mobile processors that can provide up to 1 TFLOPS of
performance. RSUs tend to be more powerful than VUs, boasting computational
capabilities of up to 3 TFLOPS. LAPs and HAPs are typically equipped with spe-
cialized networking hardware that can provide up to 5 TFLOPS. Satellites, on the
other hand, are constrained by available power and cooling, and their computational

capacities typically range from 7 TFLOPS to 10 TFLOPS.
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TABLE 2.2: Network resource allocation across layers.

Integrated Computation Communication Storage
T/NTN Resources Resources Resources
Layer (TFLOPS) (Mbps) (GB)

VU 1 20 10

RSU 3 40 30

LAP 3 30 10

HAP 5 50 50

Satellite 7 90 100

The communication bandwidth values represent the current capabilities of Long-
Term Evolution (LTE) and 5G and beyond cellular networks. VUs are typically
connected to 5G networks with bandwidths of up to 20 Mbps. RSUs can connect
to higher speed networks with bandwidths of up to 40 Mbps. LAPs and HAPs
can also connect to higher-speed networks, with bandwidths of up to 50 Mbps.
Satellites, however, are limited by the available bandwidth of the satellite link, and

their bandwidth typically ranges from 90 Mbps to 100 Mbps.

The storage resource values represent the current capabilities of flash memory and
solid-state drives. VUs typically have storage capacities of up to 10 GB. RSUs can
have storage capacities of up to 30 GB. LAPs and HAPs can have storage capacities
of up to 50 GB. Satellites, on the other hand, are constrained by the available storage
space in the satellite, and their storage capacities typically range from 100 GB to
200 GB.

These values were employed as a starting point for our simulations and analyses. Of

course, the specific values that one utilizes will depend on the specific applications
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and scenarios that they are considering. Finally, the LAP, HAP, and LEO nodes
are located at distances of 1.2, 20, and 1000 km from the Earth’s surface, respec-
tively. Shannon’s channel capacity formula is adopted to model the channel between

different layers [75].

2.4.4 Key Performance Indicators

In the evaluation of our IoV scenario, we quantified user satisfaction across various
KPIs—Latency, Privacy, Mobility, and Computing Capacity. The Matlab simulation
environment facilitated a comprehensive analysis of the performance of the DLaaS
framework under various conditions. The definitions and formulas of the KPIs we

use are as follows:

e Latency:

— Definition: Latency measures the delay experienced by Vehicular Users

(VUs) in obtaining responses from the DLaaS framework.

— Simulation: The latency satisfaction, denoted as Statency, is calculated

as the percentage of users for whom the latency requirements are met:

Number of users meeting latency requirements
& y req x 100%

Stat =
atency Total number of users

e Privacy:

— Definition: Privacy represents the level of data security and confiden-

tiality maintained during DL processes.

— Simulation: Privacy satisfaction, denoted as Sprivacy, is calculated simi-
larly based on the percentage of users for whom privacy requirements are

met.
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Number of users meeting privacy requirements

SPrivacy = x 100%

Total number of users

e Mobility:
— Definition: Mobility reflects the ability of VUs to maintain seamless
connectivity while traversing diverse geographical regions.

— Simulation: Mobility satisfaction, denoted as Syiobility, is calculated

based on the percentage of users meeting mobility requirements.

Number of users meeting mobility requirements
& y req x 100%

obility Total number of users

e Computing Capacity:

— Definition: Computing capacity denotes the ability of the DLaaS frame-

work to handle computational demands efficiently.

— Simulation: Computing capacity satisfaction, denoted as Scomputing, 15
calculated similarly based on the percentage of users meeting computing

capacity requirements.

S Computing =

Number of users meeting computing capacity requirements
x 100%

Total number of users

2.4.5 Impact of Multiple Slices on User Satisfaction:

In Figure 2.4, user satisfaction with respect to Latency, Privacy, Mobility, and Com-
puting Capacity is illustrated. Different types of DL slices were used, each tailored
to specific computational and communication characteristics, as detailed in Table

2.2. The results demonstrate that with five slices, all considered KPIs achieve high
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satisfaction levels for all users. Conversely, with only one slice, satisfaction levels
drop significantly, underscoring the effectiveness of the proposed multi-slice DLaaS

framework.
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FIGURE 2.4: User satisfaction in different KPIs vs the number of slices.

2.4.5.1 Mobility

In Figure 2.5, we observe the impact of varying the number of slices on user satisfac-
tion with respect to mobility for different numbers of VUs. The results highlight a
notable trend. As the number of slices increases, there is an evident improvement in
mobility satisfaction. This improvement is attributed to the ability to cover larger
areas of the ground efficiently. With multiple slices, the service infrastructure can
span wider geographical regions, allowing VUs to traverse expansive areas without

experiencing loss of connectivity to the server or higher-layer entities, such as UAVs.
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FI1GURE 2.5: User satisfaction with respect to mobility versus the number of slices
for different number of VUs.

In particular, when only one slice is utilized, the coverage of the entire area is based
on a single slice and the FL. method. This limitation presents challenges in efficiently
serving diverse VU mobility patterns. However, as the number of slices increases,
the system gains the ability to take advantage of different layers of NTN, leading to
a significant increase in user satisfaction. This is particularly advantageous as the
number of VUs increases, demonstrating the adaptability of the proposed framework
to scale and accommodate growing demands without compromising user satisfaction

in terms of mobility.

2.4.5.2 Processing capacity

The insights derived from Figure 2.6 accentuate the positive impact of employing
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multiple slices on user satisfaction with the average processing capacity, especially
in the presence of varying numbers of VUs. The figure manifests a clear trend in
which the use of the slices contributes to a substantial improvement in the overall

satisfaction of the VUs with respect to the processing capacity.
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FIGURE 2.6: User satisfaction with respect to average processing capability versus
the number of slices for different number of VUs.

As expected, the provision of more resources through the implementation of slices in
each layer empowers the system to quickly meet the increasing demands of a growing
VU population. This resilience is particularly noteworthy, as the figure demonstrates
sustained improvements in processing capability satisfaction even with a higher in-
flux of VUs. The results reiterate the superiority of the proposed DLaaS structure
in efficiently catering to the computational needs of a dynamic and expanding user

base.
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2.4.5.3 Average Latency

Figure 2.7 delves into the realm of latency satisfaction, shedding light on the in-
fluence of the number of slices on the user experience, depending on the varying
number of VUs. The results portray enhanced performance in terms of latency sat-
isfaction as the number of slices increases. This improvement can be attributed to
the increased bandwidth available for communication, resulting in reduced commu-
nication and transmission delays. Additionally, the increased resources in each slice

and layer contribute to serving VU demands with reduced computation delay.

User Satisfaction with respect to Latency
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1.0 1.5 2.0 2.5 3.0 3.5 4.0 4.5 5.0
Number of Slices

FI1GURE 2.7: User satisfaction with respect to average latency versus the number
of slices for different number of VUs.

The observed decrease in total latency, resulting from optimized communication and
computation resources, underscores the efficacy of the proposed DLaaS structure.

Interestingly, the figure reveals that even with a doubling of the number of VUs,
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the latency KPI does not undergo a proportional decrease. This phenomenon signi-
fies the strategic utilization of additional resources made available through multiple

slices, showcasing the system’s resilience to scalability challenges.

2.4.6 Average Response Time

On the other hand, we would like to show how slicing can be beneficial in reducing
the time required to respond to the varying tasks demanded by users. To achieve
this, we assume that the Probability Density Function (PDF) of the requested tasks
is Poisson distributed with a parameter A, which represents the average frequency of
requests for each VU. The expected time value required for the slices to reconfigure to
a new state for the requested services is reported, showing how much time is needed
between consecutive requests to deploy a slice. Figure 2.8 shows this variable versus
the number of slices for five different values of A in requests per second. This figure
leads us to conclude that the more slices, the lower the reconfiguration frequency,

and five slices are enough for the reconfigurability to go to zero.
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FIGURE 2.8: Reconfigurability vs. the number of slices.

2.5 Conclusion

In this work, we have proposed a DLaaS concept to implement various DL slices in
distributed vehicular environments through virtualization on NTNs. We have an-
alyzed various technologies, including EC, distributed computing/communication,
NS, and different DL methods. An end-to-end functional decomposition of typical
DL methods and their possible implementation as slices over the distributed net-
working platforms is discussed. A detailed case study of a typical vehicular scenario
is considered. Through simulation, it has been shown that the proposed DLaaS con-

cept can have several advantages in terms of user satisfaction, flexibility, scalability,
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performance boosts, and added intelligence. Some key challenges of the proposed

DLaaS concept are also provided to motivate future research.



Chapter 3

Multi-Layer Distributed Learning
for 6G ITS

Some of the content of this chapter is based on the following articles [76, 77, 78, 79,
80):

1) David Naseh, Arash Bozorgchenani, Swapnil Sadashiv Shinde, and Daniele
Tarchi. ”Unified Distributed Machine Learning for 6G Intelligent Transportation
Systems: A Hierarchical Approach for Terrestrial and Non-Terrestrial Networks.”

Network 5, no. 3 (2025): 41.

2) David Naseh, Swapnil Sadashiv Shinde, Daniele Tarchi, and Tomaso DeCola.
" Distributed Intelligent Framework for Remote Area Observation on Multilayer Non-
Terrestrial Networks.” In 202 IEEE International Mediterranean Conference on

Communications and Networking (MeditCom), pp. 1-6. IEEE, 202).

3) David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. ”Multi-layer dis-

tributed learning for intelligent transportation systems in 6G aerial-ground integrated

o1
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networks.” In 2024 Joint European Conference on Networks and Communications

& 6G Summit (EuCNC/6G Summit), pp. 711-716. IEEE, 202.

4) David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. ”Distributed learn-
g framework for earth observation on multilayer non-terrestrial networks.” In 2024

IEEFE International Conference on Machine Learning for Communication and Net-

working (ICMLCN), pp. 1-2. IEEE, 2024.

5) David Naseh, Swapnil Sadashiv Shinde, and Daniele Tarchi. ”Enabling intelli-
gent vehicular networks through distributed learning in the non-terrestrial networks

6G wvision.” In European Wireless 2023; 28th FEuropean Wireless Conference, pp.
1536-141. VDE, 2025.

3.1 Introduction

With the 6G vision set to shape society in the 2030s into a more advanced, digitized,
fully connected, and intelligent world, transportation networks are undergoing a sig-
nificant transformation, converging into Intelligent Transportation Systems (ITS)
[81]. The field of ITS is rapidly expanding, with the aim of improving the safety,
efficiency and sustainability of traditional transportation systems by using technolo-
gies such as Machine Learning (ML), the Internet of Things (IoT), and advanced
communication modes [82]. The presence of [oT subsystems facilitates the genera-
tion of large amounts of data from various components of the I'TS infrastructure over
time [83]. These data can be used to provide intelligent solutions, optimize traffic
management, improve user experiences, and improve environmental outcomes. How-
ever, significant challenges arise in the acquisition and analysis of data from various

sources, including vehicles, sensors, and traffic cameras [84].
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Recent advancements in Distributed Learning (DL) techniques offer promising so-
lutions to these challenges. Among them, Federated Learning (FL) has emerged as
a particularly effective paradigm for training ML models in a distributed manner,
enabling collaboration while maintaining data privacy [75]. FL facilitates shared
model training without requiring the exchange of individual data among multiple
devices. Each device trains a local model on its data and then updates a central
server with its progress. The server aggregates the updates and applies them to a
global shared model. However, one of the main drawbacks of FL is that each client
must train the entire ML model, which can be resource-intensive and impractical
for clients with limited resources, particularly in I'TS environments, especially when
employing complex models like DNNs [85]. Furthermore, the iterative transmission
of local and global model parameters has raised new privacy concerns, including
risks of data poisoning and model inversions, highlighting the need for improved

security mechanisms in FL frameworks [86].

To mitigate the limitations of FL, Split Learning (SL) presents an alternative ap-
proach. SL allows complex ML models to be trained by dividing them into two
parts, with each part trained on a client or a server using local data from dis-
tributed clients [87]. This method significantly reduces the computational burden
on resource-limited devices, as only a portion of the model is trained locally and
communication is limited to the activation of the cut layer. Consequently, SL en-
hances model privacy by preventing direct access to the entire model on either side.
Recent research has demonstrated the potential of SL-inspired frameworks to en-
hance the efficiency and scalability of FL. approaches, allowing the training of more

sophisticated DNNs while maintaining privacy and reducing costs [88].

In addition to these methods, Transfer Learning (TL) from the meta-learning fam-

ily has gained attention for its ability to improve training efficiency by facilitating
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Knowledge Transfer (KT) from previous tasks to new related tasks [89]. TL can
accelerate convergence rates, reduce reliance on labeled data, and enhance the ro-
bustness of ML models in various vehicular scenarios. The integration of TL with FL,
particularly in resource-constrained ITS environments, presents a valuable opportu-
nity to leverage previous knowledge and improve model performance [90]. However,
existing works have yet to comprehensively address how these techniques can be
optimally combined to maximize their benefits in dynamic and heterogeneous envi-

ronments.

Within this framework, Earth Observation (EO) has emerged as a complementary
technology that can significantly enhance the capabilities of ITS. EO involves the
collection and analysis of satellite and aerial data, providing critical information
on traffic conditions, weather patterns, and environmental changes [91]. This in-
tegration allows ITS to benefit from real-time data streams, facilitating improved
traffic management, hazard detection, and overall situational awareness [92]. How-
ever, integrating EO with ITS presents its own set of challenges, including the need
for efficient data fusion techniques from heterogeneous sources, real-time processing
capabilities, and advanced ML methodologies to analyze vast amounts of EO data

effectively [93].

In the context of the 6G vision, Non-Terrestrial Networks (NTNs) play a pivotal
role in providing global coverage and capacity enhancements for traditional TNs.
Various NTN platforms, including High-Altitude Platforms (HAPs), offer signifi-
cant advantages for vehicular users (VUs), such as reduced transmission distances,
improved coverage, and flexible deployment options [94]. These characteristics make
NTNs particularly well-suited for supporting intelligent solutions in ITS by facili-
tating efficient DL methods and enhancing connectivity in remote or underserved

areas [95].
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In the realm of ITS-oriented DL, several hybrid frameworks have been explored,
each contributing valuable insights while leaving important gaps. For example, ref.
[96] introduces a hybrid of FL and SL tailored to ITS, enabling personalized model
training across vehicles while preserving data privacy; however, it lacks TL inte-
gration and does not consider the latency and resource constraints of multilayer
network deployments. Another relevant study, ref. [97] evaluates the security and
effectiveness of FL, SL, and TL in vehicular networks; while it clarifies which tech-
niques are feasible for privacy preservation, it remains a feasibility study and does
not propose a unified framework that combines these paradigms with scalability in
multilayer NTN settings. A third work [98] develops a variant of Federated Split
Learning (FSL) that addresses the challenge of vehicles lacking labeled data by split-
ting the model between onboard units and RSUs, preserving both data and label
privacy; however, it does not address dynamic grouping, hierarchical aggregation,

or real-time adaptation in 6G NTN-enhanced ITS.

3.1.1 Gaps in the Literature and Motivations

Table 3.1 summarizes representative prior works and highlights the main differences
relative to our approach. Although existing studies have advanced FL, SL, TL and
hybrid schemes for edge and vehicular settings, several important gaps remain that
limit their applicability to multilayer 6G ITS and NTN-enabled Earth Observation.

The most salient gaps are as follows:

1. Under-utilization of multilayer NTN architectures: Many prior frame-
works assume single-tier or purely terrestrial deployments and therefore do not

exploit the potential benefits of coordinated processing across RSUs, HAPs,
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TABLE 3.1: Comparison of the most related works and gaps/differences relative
to our work.

Contributions

Differences With Our Work

[94]

[95]

[96]

[97]

(98]

Multitask FL with hybrid client
selection/aggregation in edge
networks.

Evaluates and optimizes DL
techniques for IoT; benchmarking
focus.

Wireless Distributed Learning: hybrid
split+federated approach.

Federated Transfer Learning for
cross-domain sensing with resource
efficiency.

6G-enabled advanced transportation
systems; network capabilities and use
cases.

Explores the potential of NTNs in
next-gen I'TS; positioning paper.

Personalized FSL for I'TS-distributed
training: single-layer training.

Feasibility of SL/TL/FL for security
in ITS; SL outperforms FL/TL
baselines; security focus.

FSL with data/label privacy in
vehicular networks.

Pure FL (no SL/TL); no multilayer
hierarchy or NTN integration; not
tailored to ITS.

Not ITS-centric; not hierarchical
FL/SL over T/NTNs nor real-time
ITS latency study.

No T/NTN tiering, no EO/ITS
integration, and no multilayer I'TS
latency /accuracy study.

No ITS; no SL or multilayer NTN;
narrower modality than our
EO/vehicular perception.

No DL pipeline or a multilayer
T/NTN latency /accuracy
quantification.

Lacks concrete DL
training/aggregation across layers and
empirical I'TS evaluation.

No hierarchy, no EO integration, and
no unified FL/SL/TL orchestration
across T/NTNs.

No ITS; no hierarchical T/NTN
training or EO-ITS fusion; no
multi-tier aggregation.

No multilayer architecture and no
joint FL4+SL+TL orchestration.

and satellites. This omission reduces opportunities for latency-aware place-

ment, load balancing across tiers, and resilience in coverage-challenged regions,

all critical for large-scale ITS.

Limited onboard and in-space data processing: Existing works rarely

address efficient processing of EO data within non-terrestrial platforms or the

trade-offs introduced by performing model tasks in space (e.g., at HAPs/LEO
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nodes). Without concrete strategies for in-space inference/aggregation, sys-
tems face increased communication cost or delayed decision-making for time-

sensitive I'TS applications.

3. Insufficient integration of DL paradigms for resource-constrained
heterogeneous clients: While FL, SL, and TL have been studied individu-
ally (and some combinations have been proposed), there is a lack of compre-
hensive frameworks that jointly leverage model partitioning, transfer initializa-
tion, and hierarchical aggregation to simultaneously address privacy, compute

constraints, and converge quickly in highly heterogeneous I'TS fleets.

The emerging 6G paradigm, characterized by ubiquitous and seamless T/NT
connectivity, extreme low-latency links, pervasive edge intelligence, and Al-
native network management, directly addresses the limitations noted above. Na-
tive NTN integration in 6G enables hierarchical, multilayer orchestration (e.g.,
RSU/UAV/HAP /satellite) that supports latency-aware placement and multi-tier
aggregation. Likewise, 6G’s stronger edge computing and deterministic service ca-
pabilities make practical the notion of in-space or at-edge model processing for EO
and real-time ITS tasks, reducing the need for bulky raw-data transfers. Finally,
the Al-native control plane and advanced resource-slicing features foreseen for 6G
facilitate dynamic model partitioning and adaptive use of FL/SL/TL mechanisms
across heterogeneous clients. These 6G capabilities therefore motivate and make fea-
sible the design objectives of this chapter: a multilayer joint T/NT, latency-aware
DL framework that unifies Federated, Split, and Transfer Learning and maps model
components to the most appropriate network tier, improving scalability, privacy,

and real-time performance for ITS and NTN-based EO scenarios.

To address these gaps, we propose two comprehensive methodologies: Federated

Split Transfer Learning (FSTL) and its generalized version, Generalized Federated
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Split Transfer Learning (GFSTL). Both methods are designed for deployment in
T/NTNs (or joint air-ground networks) and will be applied to three specific appli-
cations: vehicular scenarios, EO and then their combination as an ITS scenario.
The FSTL framework integrates the advantages of FL, SL, and TL, providing a
scalable solution for training ML models in resource-constrained environments [80].
Meanwhile, GFSTL introduces a flexible approach that allows the independent use
of FL and SL servers, catering to diverse user requirements. This novel architecture
not only reduces latency and enhances the number of participants in the federated
training process, but also improves overall model accuracy and privacy protection.
We will evaluate the effectiveness of the proposed methodologies through simula-
tions in typical 6G I'TS scenarios, using advanced architectures like ResNet and You
Only Look Once (YOLO) [99], demonstrating their superiority over traditional FL

methods in terms of convergence rates, training accuracy, and overall latency.

3.1.2 Key Contributions

This chapter introduces GFSTL and FSTL, two novel DL frameworks designed for
multilayer 6G ITS and NTN-enabled EO. The main contributions are summarized

as follows:

1. New hybrid learning frameworks (FSTL and GFSTL): We propose
FSTL and its generalized version (GFSTL). FSTL integrates FL, SL, and TL
into a single pipeline tailored for resource-constrained edge nodes. GFSTL ex-
tends FSTL by supporting multiple independent FL /SL server placements and
hierarchical aggregation across Road-Side Units (RSUs) and HAPs, enabling
flexible deployment across Terrestrial and Non-Terrestrial Network layers (see

Sections 3.3 and 3.4).
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2. Exploitation of multilayer T /NTN architectures for scalable DL: We
explicitly design the frameworks to exploit the multilayer structure of NTNs
(RSUs, UAVs, HAPs, Low/Medium Earth Orbit (LEO/MEOQ) satellites) so
that computation and aggregation are performed at the most appropriate net-
work tier (see the multilayer architectures in Section 3.7). This hierarchical
design reduces wall-clock training time, improves scalability, and increases the
number of feasible participants in federated training (see Section 4.2.6 and the

latency analysis in Section 3.6).

3. Efficient Data Processing for Real-Time EO/ITS Applications: The
work proposes novel strategies for real-time data processing in space to op-
timize the utilization of EO/ITS data. By leveraging GFSTL’s flexible ar-
chitecture, we address the inefficiencies in current EO/ITS systems, enabling
more effective data transmission and model updates, even in highly dynamic

environments with limited resources (Section 3.7).

4. Application to Diverse Use Cases and Comprehensive Evaluation:
The proposed methodologies, system architecture, training process, added
benefits, and challenges are introduced and evaluated across three distinct
use cases: vehicular scenarios (Section 3.7.1), EO (Section 3.7.2), and their
integration into a unified ITS scenario (Section 3.8). This work also pro-
vides a comprehensive latency analysis for a multilayer 6G I'TS environment
(Section 3.6), showcasing the practical benefits of our approach in large-scale,

real-world deployments.

5. Enhanced Latency, Accuracy, and Privacy in DL: Our proposed meth-
ods significantly reduce latency and enhance training accuracy compared to
traditional FL-based frameworks. The introduction of flexible server config-

urations in GFSTL further improves the number of participants in the FL
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process while ensuring robust privacy protection. These advances are demon-
strated through simulations in typical 6G I'TS scenarios, where the proposed
methodologies outperform traditional FL techniques in terms of convergence
rates, model accuracy (Sections 3.9.2 and 3.9.3), and overall system latency

(Section 3.9.4).

6. Practical split/transfer parameterization for ITS and EO tasks:
We provide a concrete parameterization (model cut-points, smashed-
representation sizing, and YOLO/ResNet choices) that maps model compo-
nents to node capabilities (RSU/HAP /edge) (Section 3.9.1), balancing accu-
racy, computation, and communication. This parameterization is validated
empirically in Section 4.2.6 and supports real-time I'TS perception tasks using

compact intermediate representations.

7. Comprehensive performance and latency study under unified ex-
perimental settings: We evaluate FL, SL, FSL, FSTL, and GFSTL on a
representative I'TS scenario using the same hardware/network assumptions to
ensure a fair comparison. This study quantifies trade-offs in accuracy, conver-
gence speed, per-round latency, and communication volume and demonstrates
our proposed frameworks’ improvements in these dimensions (results and dis-

cussion in Sections 4.2.6 and 3.10).

The above contributions jointly advance the state of the art by presenting scalable,
privacy-preserving, and latency-aware DL solutions that are directly applicable to

multilayer 6G I'TSs and N'TN-based EO systems.
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3.1.3 Organization of the Chapter

This chapter is organized as follows: Section 3.2 provides an overview of existing
DL frameworks, including FL, SL, FSL, and TL, discussing their advantages and
limitations. Section 3.3 details the proposed FSTL framework, outlining its ar-
chitecture and training process and showcasing its application in ITSs. Building
upon this, Section 3.4 introduces the GFSTL framework, presenting its architecture
and training algorithm for scalable, multi-group network environments. Section 3.7
demonstrates the versatility of GFSTL through two distinct use cases: a vehicular
Aerial-Ground Integrated Network (AGIN) and an NTN-based EO system, followed
by a comprehensive latency analysis for a unified multi-layer 6G I'TS scenario. Sec-
tion 4.2.6 presents the simulation setup and parameters, evaluation metrics, and the
results validating the proposed methodologies. Finally, Section 3.10 provides a dis-
cussion of the findings, limitations, and future directions, with Section 3.11 conclud-

ing the chapter.

3.2 Distributed Learning Frameworks

DL has become an essential approach for enabling collaborative model training across
multiple devices without requiring centralized data storage. This method is partic-
ularly valuable in scenarios like ITS, NTNs, and EO, where large volumes of data
are distributed among many devices, and privacy concerns or bandwidth limitations
make data centralization impractical. By allowing each device to process its data
locally and share only model updates with a central server, DL frameworks ensure

that privacy is maintained while enabling efficient, large-scale model training. Some

of the most widely adopted DL techniques include FL, SL, FSL, and FSTL, each
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offering unique benefits to address the challenges of distributed data environments

17].

3.2.1 Federated Learning

FL is one of the foundational methods for DL, allowing multiple clients (e.g., VUs in
an ITS) to collaboratively train a shared ML model without sharing their raw data.
FL ensures privacy and reduces the bandwidth needed for communication, making
it well-suited for environments where data privacy is critical, such as ITS [44]. Each
client performs model training on its local data and only transmits model updates

(such as gradients) to a central server for aggregation.

Consider a system with N distributed users defined through the set U =
{u1,...,un}, where each user i has a local dataset D; = {(xx,yx)} containing K;
labeled data samples. The feature vector x; € R” is the k-th sample, while yy is its
corresponding label. The task is to train a global model W” by minimizing a global

loss function L? across all clients without sharing the raw data.

During each round of communication, users update their local models by minimizing
their local loss functions Lf (D;, WP), where W? represents the global model in round
t. The updated local model parameters of each user are sent to the server, which

aggregates them using a weighted averaging scheme, such as FedAvg [100]:

N
1
Wit =< W, (3.1)

The process continues until the model converges or a stopping criterion is met, such

as a target loss value. The advantages of FL are as follows:



Chapter III. Multi-Layer DL for 6G ITS 63

e Data Privacy: FL allows users to keep their raw data local, making it ideal

for privacy-sensitive scenarios.

¢ Reduced Communication Overhead: Only the model parameters are ex-

changed, not the raw data, saving bandwidth.

e Adaptability: FL can continuously improve models with real-time data from

users, making it responsive to dynamic environments.

The disadvantages are the following:

e Communication Latency: Multiple rounds of communication is required,

increasing the overall latency, especially in bandwidth-constrained networks.

e Convergence Speed: Achieving convergence may require many itera-
tions, resulting in high computational and communication costs for resource-

constrained users.

As FL addresses privacy and communication challenges, its iterative nature intro-
duces certain limitations, particularly in environments where latency or computation
resources are limited [101]. To overcome these challenges, more advanced frame-
works like SL have been introduced. The interested reader could refer to [102] for a

comprehensive analysis of FL algorithms.

3.2.2 Split Learning

Although FL provides a solid foundation for DL, it can place significant computa-
tional and communication burdens on clients, especially when training deep models

[103]. To mitigate these issues, SL divides the learning process between clients and
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servers. In SL, each client processes only the lower layers of the model, while the
server handles the remaining computations. This reduces the computational load

on clients and enhances privacy by keeping raw data within the client device [104].

In the context of an ITS scenario, consider a model W? that is divided into two
components: (i) the client-side model S(-), which each user or client maintains lo-
cally, and (ii) the server-side model M (-), responsible for completing the forward and
backward passes on the server. This split architecture allows resource-constrained
devices, such as VUs, to perform only the initial stages of the computation, reducing

their computational and storage requirements.

The SL process involves the following steps for a single forward-backward round:

1. Each user processes its local data D; using the client-side model S(-), which

generates intermediate activations:

H; =S(D;) (3.2)
These intermediate activations H; represent compressed feature representa-
tions and are transmitted to the server.

2. Upon receiving H;, the server performs the forward pass using its merge model

M (-) to produce predictions y;:

yi = M(H,) (3.3)
This completes the forward pass for the entire model W? using both client-

and server-side components.

3. Next, the server begins the backward pass on the server-side model M(-) to

compute the gradients of its model parameters based on the loss function,
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typically using a method such as Stochastic Gradient Descent (SGD). The
server then calculates the gradient of the intermediate activations H;, denoted

as VH;, and transmits this gradient back to the user.

4. Finally, the user completes the backward pass locally on its split model S(-)
using VH;. This enables each client to update their local model parameters

for S(-) based on its unique data, thus maintaining data privacy and security.

This split process enables each user to perform forward and backward propagation
collaboratively with the server, forming a full round of training over the model W”.
By structuring the model in this manner, SL allows resource-constrained client de-
vices to participate in training without handling the full computational load. The
server’s ability to process intermediate activations reduces client-server communica-
tion overhead while preserving data privacy by ensuring that raw data remains local

to each client.

The advantages of SL are as follows:
¢ Reduced Client-Side Load: Clients only need to compute part of the model,
reducing their computational overhead.

e Privacy Preservation: Only smashed data (intermediate activations) is

transmitted, protecting the privacy of raw data.

e Lower Communication Cost: Fewer data need to be exchanged between

clients and the server, as only intermediate activations are shared.

The disadvantages are the following:

e Sequential Processing: The split model introduces latency because clients

and the server must alternate between steps.
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e Reduced Model Expressiveness: Splitting the model might reduce its ca-

pacity, potentially leading to performance degradation.

While SL reduces computational load and enhances privacy, it can still suffer from
latency issues due to its sequential nature [105]. The interested reader could refer

to [106] for a comprehensive analysis of SL algorithms.

3.2.3 Federated Split Learning

To overcome earlier limitations, a novel framework named FSL merges the benefits
of FLL and SL. FSL integrates the privacy-preserving nature of FL with the com-
putational efficiency of SL. FSL enables clients to process part of the model locally
(as in SL) and then uses FL’s Federated Averaging (FedAvg) method to aggregate
the intermediate representations across clients. This hybrid approach leverages the

advantages of both frameworks while addressing their shortcomings [107].

In FSL, each user computes intermediate activations H; = S(9;) locally, which are
sent to the server for aggregation. The server merges these activations using a

FedAvg scheme:

N
1
Hmerged = N Z H; (34)
i=1

The merged activations are then used to update the global model, and the updated
parameters are distributed back to the users. By combining FL’s distributed train-
ing process with SL’s efficient model-splitting approach, FSL can achieve better

scalability and improved privacy. The advantages of FSL are as follows:

e Hybrid Approach: FSL benefits from both FL and SL, enabling DL with

lower communication costs and enhanced privacy.
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e Scalability: The FedAvg mechanism allows the framework to scale effectively

across many clients without increasing the communication burden.

e Reduced Client-Side Load: Like SL, FSL reduces the computational bur-

den on clients by only requiring them to compute the lower layers of the model.

The disadvantages are the following:

e Slow Convergence: The nature of SL can result in slower convergence, par-

ticularly in large-scale networks.

e High Local Training Requirements: Clients still need sufficient local com-
putational resources to handle their portion of the model, which may not al-

ways be feasible in resource-constrained environments.

Although FSL improves the benefits offered by both FL and SL, its implementa-
tion can suffer from delayed convergence rates, particularly in extensive deployment
scenarios [108]. To further optimize the efficiency of the learning procedure, TL
can be integrated with FSL, giving rise to the FSTL methodology proposed later.

Before analyzing FSTL, we introduce TL, focusing on its advantages.

3.2.4 Transfer Learning

TL is a powerful technique that improves model performance by leveraging knowl-
edge gained from previous tasks, enabling efficient training on new but related tasks.
TL is especially useful in scenarios with limited data or heterogeneous data distribu-

tions among clients, as it reduces the training required for convergence and enhances
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overall model accuracy [109]. By initializing clients with pre-trained models devel-
oped on large datasets, TL allows each client to start training from a more informed

state, rather than from random initialization [110].

Formally, let Dsource = {()cl-,yi)}l.]is1 represent the source domain with N samples
and associated labels y;. The objective is to learn a model WP that minimizes the

LSOMI’C@

loss function on this domain:

N,
1 < /
source _ . . 14
Lo = g 2 L0 £l W) (3.5)

where £ is a chosen loss function (e.g., cross-entropy) and f(x;; WP') is the model’s

prediction for input x;.

Once trained on the source domain, the model is fine-tuned on the target domain

Diarger = {(x;, yj)}y;l with N, samples to minimize the loss function L#"8¢':
] &
Jlarget _ N Z L(yj, flx;; WP')) (3.6)
i=1

Within the context of FSL, TL provides substantial benefits. By assigning a pre-
trained model W’ to each client, the learning process is accelerated and the gener-
alization of the model in varying datasets of clients is improved. This combination
is particularly advantageous when client data distributions differ, as the initial pre-

trained features and patterns offer a robust starting point for adaptation.
TL offers the following advantages:
e Accelerated Training: TL reduces the training time required for model

convergence, which is particularly advantageous in real-time or resource-

constrained applications.
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e Improved Model Accuracy: Leveraging learned knowledge from a related
domain improves model performance, especially when training data is limited

or heterogeneous.

e Enhanced Generalization: Pre-trained models offer better adaptability
across diverse client datasets, as they can transfer features to new tasks ef-

fectively.

In the transition from FSL to FSTL, TL further enhances the learning framework.
Integrating TL with FSTL maximizes efficiency and scalability while preserving the
data privacy and computational benefits of FSL. This synergy allows for faster and
more adaptable model training in distributed environments, which is particularly

beneficial for diverse applications with unique data characteristics.

3.3 Federated Split Transfer Learning

In the realm of FSL, TL offers significant advantages. The allocation of a pre-trained
model W?" to each client expedites the learning process and enhances the model’s
capacity to generalize across the diverse datasets of clients. This synergistic approach
is especially beneficial when there are disparities in client data distributions, as the
pre-trained features and patterns provide a solid foundation for adaptation. As FSL
progresses to FSTL, TL further strengthens the learning architecture. The fusion of
TL with FSL optimizes both efficiency and scalability while maintaining the privacy
and computational benefits inherent to FSL. This collaboration facilitates quicker
and more adaptable model training in distributed settings, which is particularly

advantageous for a range of applications that feature distinct data properties.
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In FSTL, the goal is to enhance the capabilities of DL by combining the benefits
of FL, SL, and TL. The FSTL framework is particularly advantageous in scenar-
ios where resource-constrained devices, such as VUs or UAVs, participate in col-
laborative learning while maintaining data privacy and minimizing communication

overhead.

3.3.1 FSTL Architecture

The architecture of FSTL begins with a pre-trained Neural Network (NN) model
WP’ which consists of L layers. This model is divided at a specific cut layer k (where

1 < k < L) into two parts:

1. Wg,, the portion up to layer k, which is deployed on each user for local pro-

cessing, and

2. Wé”, the remaining layers, which are managed by the server in the SL
paradigm.

During training, each i-th VU processes its local dataset 9; using the client-side split

model W7 /

vy generating intermediate representations H;. These representations are

then transmitted to the SL server-side model Wé’ /, which processes the intermediate
data and updates the global model parameters. The split structure allows users to
handle computationally lighter tasks while offloading the most demanding parts to

the server, thereby reducing local resource consumption.

By introducing TL into the FSL paradigm, the FSTL framework leverages the ad-
vantages of pre-trained models on the client side. The pre-trained layers up to the
cut layer k capture generalizable features and patterns that are useful across differ-

ent tasks. Meanwhile, the remaining layers on the server allow for further refinement
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and collaborative learning among distributed users. As a result, FSTL benefits from
more efficient KT, improved model performance, and faster convergence compared

to traditional SL or FL. methods.

A key improvement in the FSTL framework over traditional SL is its capacity to
enable parallel processing by allowing all clients to communicate simultaneously with
both the SL and FL servers. This architecture, as illustrated in Figure 3.1, offers

several distinct advantages over sequential methods:

Users’ split model Server’s split model

[1]1

Full FSTL model
FIGURE 3.1: Overall structure of FSTL

e Higher Convergence Rate: By enabling parallel, simultaneous updates

from all clients, the model can learn from a diverse set of data within each



Chapter III. Multi-Layer DL for 6G ITS 72

training round. This avoids the slow, one-by-one sequential processing inherent

in standard SL, leading to a more efficient path to model convergence.

¢ Reduced Communication Bottlenecks: In a sequential learning setup,
the server can only communicate with one client at a time, creating a significant
bottleneck that scales with the number of users. The FSTL structure removes
this limitation by allowing the central server to handle communications with

all participating clients in parallel, thereby improving network efficiency.

e Balanced Computational Loads: The framework design inherently dis-
tributes the workload. While each client handles the initial, less intensive part
of the model, the server manages the more computationally demanding tasks
and the aggregation of updates from all clients. This parallel structure ensures
a more balanced and efficient use of computational resources throughout the

network.

3.3.2 FSTL Training Process

The FSTL training procedure is an iterative, distributed process that allows multiple
users to collaboratively train a model while managing data privacy and distributing
computational load. The model is divided into two components: (i) the client-side

model, hosted locally by each user, and (ii) the server-side model, hosted centrally.

To formalize the training process, let Wg = {6;} denote the parameters of the client-
side model and Wg "= {6} denote the server-side model parameters. The procedure

follows these steps:

1. Initialization:
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(a) The global model parameters 6 are initialized using pre-trained weights

from a TL model.

(b) A specific layer index k is chosen, determining the split between client
and server computations. The layers before k are hosted on the client

side, while the remaining layers are hosted on the server.

2. Iterative Training: For each training iteration t = 1,2,...,T, the following

steps occur:

(a) The initial global model parameters 6 are distributed to all participating

users.

(b) Each user i processes its local data D; through its client-split model WZ/

to generate intermediate representations:
H; = Wl’; (D) (3.7)

(¢) The user sends these intermediate representations H; to the central server.

(d) The central server aggregates the intermediate representations from all

users by applying a merge function Merge(-):
Hmerged = Merge(Hl, HQ, ey HN) (38)

(e) Using Hmerged the server performs a forward-backward pass to compute

an updated version of the global model parameters:

0" =60 —n-VoL(Hmperged, 0) (3.9)
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Here, L denotes the loss function, and 7 is the learning rate. This forward-
backward process, known as FedAvg, is conducted in a way that preserves

privacy since only aggregated updates are calculated.

(f) The central server updates 6 by setting:
9=0 (3.10)

(g) Each user i then receives the updated global model parameters 6 from the

server and uses them to update their own server-side model parameters:
0. = W (H;, 0) (3.11)

(h) Finally, each user i updates its client-side model parameters:
0; =0 (3.12)

This iterative process repeats until the model reaches a stopping criterion, such as
convergence of the loss function or a predetermined number of training rounds. In
each iteration, users independently process their local data through the client-side
model to produce intermediate representations that they then share with the central
server. The server merges these representations and performs federated updates to
enhance the global model, subsequently sending the updated parameters back to
users. This cycle of local data processing, secure sharing, and federated aggregation
enables DL while preserving data privacy and distributing computational demands

across the network.
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3.3.3 FSTL Advantages

FSTL offers a robust and efficient framework for DL, combining the strengths of
FL, SL, and TL. By allowing users to process data locally while leveraging the
global collaborative power of TL-enhanced learning, FSTL improves model perfor-
mance, speeds up convergence, and minimizes resource constraints, making it an
ideal solution for dynamic and privacy-sensitive environments such as I'TS [80]. The

advantages of FSTL are summarized as follows:

1. Data Privacy and Security: By keeping the raw data on each user, FSTL
ensures that sensitive information is not shared, addressing privacy concerns

inherent in collaborative learning frameworks.

2. Efficient Communication: Only the intermediate representations are trans-

mitted between the clients and the server, reducing communication overhead.

3. Accelerated Convergence: The use of pre-trained models enables faster
convergence, as the models do not need to learn from scratch, but instead

build upon previously acquired knowledge.

4. Improved Performance: The collaborative learning mechanism at the server
level enables global model improvements between all users, allowing the frame-

work to adapt to dynamic environments and various ITS scenarios.

3.3.4 FSTL in ITS Scenario

In the context of a 6G-enabled I'TS, achieving accurate and adaptive model learning
requires diverse sources of data input to reflect the real-world conditions vehicles

encounter on roads. In our scenario, we extend FSTL to include not only VUs
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but also UAVs and cameras strategically placed on streets and intersections. This
diversity of users brings richer environmental data, which is essential for developing

responsive and high-performance I'TS applications.

VUs provide ground-based data, including real-time information on vehicle location,
speed, and road conditions, crucial for direct traffic management and road safety.
UAVs, on the other hand, contribute an aerial perspective, capturing broad-area
observations that can help monitor larger traffic patterns, assess road congestion,
and even support emergency response through quick area scans. Cameras placed
on streets and intersections provide fixed high-frequency snapshots of specific inter-
sections or traffic points, enabling an accurate assessment of local traffic density,
pedestrian movements, and potential hazards. Together, these users form a compre-
hensive, multiperspective network that aligns with 6G I'TS goals by connecting each

ITS infrastructure component.

In this I'TS FSTL scenario, illustrated in Figure 3.2, the Road Side Unit (RSU) serves
as the FSL server. Here, each type of user (VUs, UAVs, and cameras) retains its raw
data locally, thus preserving privacy, and sends only intermediate representations,
known as smashed data, to the RSU for further processing and model training.
This approach significantly reduces communication overhead by limiting exchanged
data to model updates, supporting low-latency interaction, and reducing bandwidth

demands, important for real-time I'TS applications.
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Server’s split model  SLServer RSU  FLServer

I €3VE:

Full FSTL model

1]1]

Users’ split model

FIGURE 3.2: FSTL structure for ITS with RSU as the FSL Server

Benefits of FSTL in ITS: The RSU serves as the main FSL server, which al-
lows collaborative training between VUs, UAVs, and cameras, integrating data from
multiple perspectives, and promoting a model that can adapt to varying road con-
ditions. Positioned near traffic points, RSUs are strategically located to provide
reliable connection points for each type of user device. They facilitate low-latency
communication and rapid data processing, allowing the ITS framework to respond
promptly to traffic changes, weather impacts, and other dynamic factors. By aggre-
gating insights from these diverse data sources, the FSTL framework in I'TS supports
real-time adaptability and robust decision-making, critical for modern transporta-

tion systems.

Training Process: Each user, in coordination with the RSU, participates in iter-

ative model updates that allow the server to refine the model collaboratively. The
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following iterative Algorithm 3.1 outlines this training process. The algorithm begins
by initializing the central server’s (RSU) model parameters, denoted as 6y, with an
initial state 65(0) (Line 1). Simultaneously, each of the N individual users initializes
their local model parameters, 6;, with their respective initial states 6;(0) (Lines 2-3).
This sets up the initial state for both the global and local models before training
commences. Each user then independently performs a forward propagation step on
their local model using their private local data (Line 4). Instead of sending their raw
data or full model, each user computes and transmits an intermediate representation
(H;) to the RSU (Line 5). This H; likely encapsulates features or activations derived
from the local data, without revealing the data itself, thus contributing to data pri-
vacy. Upon receiving the intermediate representations (H;) from all active users,
the RSU performs a forward propagation step on its own server model with these
aggregated representations (Line 6). Subsequently, the RSU computes the gradients
with respect to its server model parameters, VO, by backpropagating through its
model (Line 7). These computed server gradients are then transmitted back to the
corresponding users (Line 8). This signifies a collaborative gradient computation
where the server contributes to the overall gradient direction. Once users receive
the server’s gradients (Véy), they backpropagate these gradients through their local
models (Line 9). This allows them to compute their own local gradients (V6;). Fi-
nally, each user updates their local model parameters (6;) using an optimizer, such
as Stochastic Gradient Descent (SGD), with a learning rate n (Line 10-11). The
update rule 8; < 6; —n - VO; indicates a standard gradient descent step to minimize
a local loss function. After all users have performed their local updates, the RSU
aggregates the gradients received from all users. Line 12 describes this aggregation
as Federated Averaging, where a weighted average of gradients (Gayg = %,~Z(w,-~Gi))
is computed. It is important to note that the algorithm describes the server receiv-

ing V@, back from users in line 8, and then aggregating gradients from all users
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in line 13-14. This implies either G; refers to V8, that was sent to users and now
is being considered as a contribution, or users are sending back their local gradi-
ents G; for aggregation. Assuming G; here refers to some form of local gradient
or update contribution from each user. The RSU then updates its own model pa-
rameters () using this aggregated gradient, again using a learning rate n (Line 16:
05 < 05 —n - Gayg). This step is crucial for integrating the collective learning from
all users into the global model. In the final step of each iteration, the RSU sends its
updated server model parameters (65) back to all users (Line 17-18). Each user then
synchronizes their local model (6;) with the updated server model using a weighted
average: 6; < a - 0;+ (1 — @) - 6,44, Here, @ is a hyperparameter that controls
the influence of the global server model on the local model, while 6,,,; likely refers
to the user’s previously updated local model, or perhaps an average of their own
previous model and their received 6. This synchronization step ensures that the
local models align with the collective knowledge gained by the server, enabling a

more robust and generalized model across the distributed system.

This FSTL setup enables real-time, collaborative model improvement across VUs,
UAVs, and cameras, strengthening the I'TS system’s adaptability and performance.
The DL approach, anchored by the RSU, balances data privacy and computational
efficiency, ensuring that data remains local while intermediate updates support a
cohesive, up-to-date model. FedAvg at the RSU uses user-specific weights w; to
adjust each client’s contributions to the global model, enhancing the generalization
of the model for varying traffic patterns, weather conditions and environmental

factors unique to each type of user.

By leveraging the combined data perspectives from VUs, UAVs, and cameras, FSTL
in I'TS addresses real-world challenges like traffic flow management, safety monitor-

ing, and emergency response optimization, ensuring robust, privacy-preserving DL
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Algorithm 3.1 FSTL Iterative Algorithm for I'TS

Input: N,0;(0),6,(0),a,n
Output: Updated local and server model parameters 6; and 6;

18:
19:

. Initialize RSU (server) model parameters: 65 = 6,(0)

: fori=1to N do

Initialize user i with model parameters 6; = 6;(0)

Perform forward propagation on user model with local data
Send intermediate representations H; from user i to RSU

RSU performs forward propagation on its server model with H;
Compute gradients V6, by backpropagating on the RSU model
Transmit gradients V6, back to user i

Backpropagate on user model using received Vg

Update user local model using an optimizer (e.g., SGD):

0; — 0;—n-Vo;

: end for

: RSU aggregates gradients from all users using FedAvg:

: Gavg = % -2 (wi - Gy)

: Update RSU model parameters using aggregated gradients:

: 9s<_9s_77'Gavg

: Send updated server model parameters 65 back to all users for local model syn-
chronization:

O — a-0;+ (1 — @) - Oayg,

return Updated parameters 6; for all users and 6, for RSU

th

3

at meets the demands of 6G ITS environments.

.4 Generalized Federated Split Transfer Learn-

ing

The GFSTL framework extends the FSTL methodology, facilitating scalability

ac

to

ross numerous client groups, each group comprising several users. In contrast

the conventional FSTL configuration, which involves training a singular global

model for the entire user base, GFSTL segregates the users into discrete groups. This

segmentation allows for more adaptable and parallelized model training. This archi-

tecture is uniquely suited for complex environments such as NTNs, where users are
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scattered in various geographical regions and often encounter varying connectivity

conditions [77].

In this section, we describe the architecture of GFSTL and the benefits it brings to
DL over NTNs, particularly in scenarios such as Vehicular Networks (VNs) or EO

systems.

3.4.1 GFSTL Architecture

The GFSTL architecture, as illustrated in Figure 3.3, begins by partitioning users
into m distinct groups. Each group operates independently with its own subset
of users, but all groups work toward training a single global model. Initially, each
client (user) is assigned an identical local model, while the server initializes the global
model. The server maintains and orchestrates model updates across the groups in

parallel, ensuring that the computational load is evenly distributed.
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FI1GURE 3.3: GFSTL architecture

In Figure 3.3, the architecture of the GFSTL approach is depicted, where each

rounded number identifies the corresponding phase of the process. At the beginning

of the training process (1), all clients receive a copy of the same initial model. These

users perform forward propagation on their local datasets in parallel, generating

smashed data, which is the intermediate output from the split NN layers. These

smashed data are sent to the SL server associated with each group (2). The server

randomly assigns smashed data from each client to one of the predefined groups (3).

In each group, forward and backward propagation is performed sequentially within

the group, while the groups themselves operate in parallel (4), ensuring efficient use

of computational resources. Each SL server (group) produces an updated submodel,

which is returned to the corresponding clients for further local backpropagation.



Chapter II1. Multi-Layer DL for 6G ITS 83

This procedure ensures privacy and efficient use of resources. Privacy is maintained
by transmitting only smashed data, which contains no raw information about the
local datasets, while computational efficiency is achieved through parallelization at
the group level. Gradients from the SL server are applied to the local models,
allowing each client to update its parameters based on the feedback received from

the server.

Once each group completes its round of FSTL, client-side FL servers aggregate
submodels at the group level (5)-(7). Subsequently, the main FL server, which could
be a central server at a higher-level node, aggregates all the submodels from different

groups into a unified global model (8)-(0, completing the learning round.

This architecture can accommodate various data configurations, including scenarios
with non-iid (non-independent and identically distributed) data, vertically parti-
tioned data, or extended splits across layers. Moreover, the architecture supports
different privacy-preserving techniques, as the main server never accesses raw data

from the clients, ensuring data confidentiality.

3.4.2 GFSTL Training Process

The GFSTL framework, as outlined in Algorithm 3.2, leveraging SL within FL
groups. This architecture involves multiple SL servers, each managing a distinct
group of users (clients), with a main FL server coordinating across these SL servers
for hierarchical aggregation and global model updates. This design aims to enhance
privacy, scalability, and efficiency by distributing computational burdens and local-
izing data. The training process begins with the specified Input parameters: N
(total number of clients), initial client model parameters 6;(0), initial server model

parameters 6(0), a (synchronization weight), and n (learning rate), and ultimately
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produces the Output of updated client and server model parameters 6; and 6;. The
training proceeds in an iterative fashion, encompassing nested loops. The outer loop
iterates through each of the m SL server groups, indexed by j (Line 1). Within this
loop, each SL server j is initialized with its server-side model parameters, 6;;, set
to their initial state 6,;(0) (Line 2). Following this, an inner loop commences for
each client i belonging to group j, where N; is the number of clients in group j
(Line 3). Each client i initializes its local model parameters, 6;, with pre-trained
values 6;(0) (Line 4). The client then performs a forward propagation step on its
local model using its private local data (Line 5). Instead of transmitting raw data,
the client computes and sends intermediate smashed data (H;) to its corresponding
SL server j (Line 6). Upon receiving H; from its clients, the SL server j performs
forward propagation on its server-side model using the received smashed data (Line
7). Subsequently, the SL server computes and performs backpropagation to de-
termine the gradients with respect to its server model parameters, V8;; (Line 8).
These computed server gradients, Vé,;, are then sent back from the SL server to
the respective client i (Line 9). Upon receiving Vé,;, the client i completes the
backpropagation on its own local model using these received gradients (Line 10).
After completing backpropagation, the client updates its local model parameters,
6;, using an optimizer, typically Stochastic Gradient Descent (SGD), according to
the rule 8; « 6; — n - V6;, where n is the learning rate and V6; represents the local
gradients (Line 11). After all clients in a group have performed their local updates
(Line 15 marks the end of the inner loop), the SL server j aggregates the gradients
(or updates) from all clients in its group using federated averaging (Line 12). This
produces an aggregated gradient G,,, calculated as Ggyo = % - > (w; - G;), where
n is the number of participating clients in the current aggregation round and w;
are weights. The SL server then updates its own model parameters, 6, using an

optimizer (e.g., SGD) with the learning rate n and the aggregated gradient Gg,,,:
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0y < 05 — 1 - Ggyg (Line 13). Following the SL server model update, each client’s
local model parameters, 6;, are synchronized with the updated server model using a
weighted average: 6; < a - 05+ (1 — @) - 04,,,;, where a controls the influence of the
global server model and 6, likely refers to the client’s previous local model (Line
14). This concludes the operations within each group’s inner client loop (Line 15)
and the outer group loop (Line 16). After all SL servers have completed their group-
level training iterations, they send their updated model parameters to the main FL
server (Line 17). The main FL server then aggregates these parameters from all SL
servers to form a single, unified global model (Line 18). Finally, this newly formed
global model is sent back to all the groups (SL servers and subsequently clients)
for synchronization or subsequent training rounds (Line 19). The algorithm then
returns the updated local client model parameters 6; for all users and the updated

server model parameters 6, for the RSU/main FL server (Line 20).

3.4.3 GFSTL Advantages

The GFSTL architecture provides several key advantages in DL systems, especially

when applied to NTNs:

1. Scalability: By distributing clients into multiple groups, the architecture
significantly reduces the computational load on any single server. This group-
based structure enables scalable training across large numbers of users, each

contributing to the global model.

2. Privacy Preservation: GFSTL ensures that raw data never leaves the local
client devices. Only smashed data, which contains no identifiable information,
is transmitted to the SL server, thus preserving the privacy of sensitive user

data.
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Algorithm 3.2 GFSTL iterative algorithm

Input: N,0;(0),6,(0),a,n
Output: 6,6,

1:
2
3
4:
5:
6
7
8
9

10:
11:

12:
13:
14:

15:
16:
17:
18:
19:
20:

for1<j<mdo

Initialize SL server j: 6,; = 6;(0)

for 1 <i<N; do
Initialize clients: 6; = 6;(0)
Forward propagate on the client model using local data
Send intermediate smashed data (H;) to SL server j
Forward propagate on the server model (SL-side model) using H;
Back propagate V6;; on SL server
Send back V6, from SL server to client;
Back propagate on the client model using V6y;
Update local model using an optimizer (e.g., SGD):

O — 6; —n- Vb,
Aggregate (federated average) on SL server:
Gavg = 5 - Z(wi - Gy)
Update SL server model using an optimizer (e.g. SGD):
5 05 =11 Gayg
Update client local model parameters:
O —a-0;+ (1 —a) - Ouy,

end for
end for
Send model parameters from SL servers to the main FL server
Aggregate the parameters to form a global model
Send back the global model to the groups
return 6;, 6,

3. Efficient Resource Utilization: The parallelization of groups allows for
efficient use of computational resources. The training process within each
group is sequential, but groups themselves operate in parallel, which reduces

overall training time and enhances performance in large-scale systems.

4. Improved Model Accuracy: By enabling the use of TL with pre-trained

models, GFSTL accelerates the convergence of the global model. Moreover,
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the aggregation of submodels across groups ensures that the global model is
more robust, with improved accuracy due to contributions from diverse groups

of users.

5. Low Communication Overhead: Since only model parameters are ex-
changed between the users and the SL servers, the communication overhead
is minimal. This is particularly advantageous in NTNs, where communication

links may be intermittent or costly.

By leveraging these advantages, GFSTL proves to be an efficient, scalable, and

privacy-preserving solution for DL in complex environments such as NTNs.

3.5 Summary of Advantages and Disadvantages

of Distributed Learning Techniques

This section synthesizes the key insights from the comparative analysis of DL
paradigms presented in this chapter. As summarized in Table 3.2, each technique,
i.e., FL, SL, FSL, TL, FSTL, and GFSTL, exhibits a distinct profile of trade-offs
between scalability, privacy, computational efficiency, and communication overhead.
FL excels in scalability through parallel client training but imposes a high compu-
tational burden on clients and significant communication costs for exchanging full
model parameters. In contrast, SL drastically reduces client-side computation and
enhances privacy by transmitting only intermediate activations (smashed data), but
its sequential training nature severely limits scalability and increases latency. FSL
emerges as a hybrid solution, balancing the parallelization benefits of FL. with the
computational and privacy advantages of SL, though it introduces new challenges

such as convergence speed and optimal cut-layer selection. The integration of TL



Chapter III. Multi-Layer DL for 6G ITS 88

into FSL, resulting in FSTL, further accelerates convergence and improves gener-
alization by leveraging pre-trained models, but requires careful handling of model
compatibility and source domain selection. Finally, the GFSTL paradigm introduces
a hierarchical, multi-group architecture that offers superior scalability and privacy
for large-scale, heterogeneous environments, albeit at the cost of increased system
complexity and global coordination latency. This comparative overview underscores
that there is no one-size-fits-all solution; the choice of a DL paradigm must be care-
fully aligned with the specific constraints and objectives of the target application,
such as the scale of deployment, device capabilities, network conditions, and strin-

gency of privacy requirements.

3.6 Latency Analysis for Multilayer 6G ITS sce-

nario

This section presents a comprehensive analysis of latency across various DL method-
ologies used in distributed 6G ITS, specifically FL, SL, FSL, FSTL, and GFSTL. In
distributed frameworks, the overall latency is influenced by both computation and
communication times. For our analysis, we assume that all users—comprising VUs,
UAVs, and street-mounted cameras—have uniform data distributions. Including all
these client types creates a more realistic I'TS scenario, aligning with the 6G vision

of interconnected ITS infrastructure.

In the ITS scenario under consideration, the latency is analyzed by defining several
key parameters. Let d denote the total data size being processed, while h represents
the size of the intermediate (smashed) layer output during SL or FSL. The data

transmission rate, R, is a variable dependent on the communication medium. For
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TABLE 3.2: Comparison of DL Techniques: Advantages and Disadvantages.

Technique Scalability Privacy

Comp. Efficiency Comm. Overhead

+ High scalabil- + Data remains
ity due to paral- on local devices

- High computa-

- High communi-

fclrézsoiilez:mmg E;rclhz)mces P 4o requirement cation  overhead
FL .. ) - due to full model with full model
- Limited by full - Vulnerable to, . .
. . training on each parameter ex-
model update ag- model inversion .
. Lo client. change.
gregation on the and poisoning
server. attacks.
+ Suitable for sce- + Raw data re- + Lower commu-
. . . . + Reduced com- .
narios with fewer mains private . nication overhead
. putational burden
clients. (smashed data on client side (only smashed
SL - Limited scalabil- shared only). L data is sent).
. . - Server-side com- .
ity due to serial- - Some data leak- . - High latency due
. . . . putation burden .
ized client train- age can occur via remains hich to serial model up-
ing. smashed data. i dates.
+ More scalable + Enhanced pri- + Lc?wer con-
. + Reduced nication overhead
than SL with par- vacy through com- . .
. . client-side compu- compared to FL
allelized FL ele- bined FL and SL | .
tational load. (smashed data
FSL ments. benefits. .
. . . - Server-side com- only).
- Limited scalabil- - Privacy concerns . :
. putational load re- - Higher latency
ity compared to due to server- . ..
. . mains significant. than FL due to
pure FL. client split. . ..
split training.
+ Reduces com-
+ Applicable putational  load
for diverse do- + Pre-trained by leveraging pre- + Lower commu-
mains; increases model can mask trained models. nication overhead
TL e . .. .
scalability in het- some sensitive - Limited by do- due to pre-trained
erogeneous data information. main compatibil- model usage.
settings. ity of source and
target tasks.
+ Lower commu-
+ More scalable +  High data nication overhead
. . + Enhanced effi- due to smaller
than FSL, due to privacy with TL e .
. ciency by utilizing model splits.
FSTL faster model masking .
. . pre-trained + Improved la-
convergence using and combined FL- . .
. model splits. tency by combin-
TL. SL protections. .
ing parallel FL up-
dates and TL.
. + Reduced la-
+ Highly scalable + High data pri- + Efficient model tency by parallel
: . . convergence with oy
due to hierarchical vacy preservation . updates within
. . pre-trained mod-
GFSTL  multi-server struc- via group ols and reduced groups and lower
ture with multiple separation and SL client bandwidth re-
client groups. protections. computation. quirements per

user.
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training times, T signifies the time required to train a complete DNN from scratch,
whereas T’ and T” represent training times in FSTL and GFSTL, respectively, uti-

lizing a pre-trained TL model.

Additional factors further impact latency in these frameworks. For instance, TreqAvg
denotes the time necessary for performing full model aggregation in FL, while Tyferge
represents the merging time of smashed parameters in SL and FSL. Aggregation
times are also split into Typr,, for handling aggregation on each user group side, and
T\ainFL, for managing aggregation on the main FL server side. Additionally, the

full model contains g parameters, with r as the ratio of the user-side submodel size

submodel size

to the complete model size, calculated as r = 7“5

The total latency is a sum of both computation and communication times:
Total Latency = Total Computation Time + Total Communication Time (3.13)

Communication latency is particularly significant in DL due to bidirectional trans-
mission requirements. For example, in expressions such as 2pr and %, factor 2
reflects the need to upload model updates from users to the server and to download

updated parameters back from the server to the clients.

Table 3.3 and the numerical results in Section 4.2.6 demonstrate how latency scales
with the number of users n across these methods. Notably, as n increases, SL
becomes less efficient because its training time is directly proportional to n due to
the serial process. In contrast, FL, FSL, and FSTL methods benefit from parallel

training between clients, thus reducing total time even with a larger user base.

In terms of latency ordering:
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FSTL < FSL < FL < SL

This ordering of latency reflects specific advantages within each framework. FSTL,
for instance, achieves lower latency than FSL by integrating TL, which leverages
pre-trained models to expedite convergence. This allows FSTL to start from a
more informed state, represented by T” < T’ < T, and ultimately accelerates the
training process. FSL also demonstrates greater efficiency over FL because it re-
quires aggregating fewer parameters, making it less computationally demanding;
here, Tyerge < TFedAve indicates that merging the smaller model segments in FSL is
faster than the full model aggregation in FL. Conversely, SL exhibits the highest la-
tency of these methods due to its reliance on serial processing steps, which prolongs

training time and makes it comparatively slower in performance.

In GFSTL, latency is influenced by both the number of users and the distribution

between various groups. Let n; denote the number of users in the j-th group.

GFSTL latency depends on the slowest group in the system, where communication

time is dictated by the group with the greatest delay. To account for this, we employ
the max(-) operator, which represents the overall latency in GFSTL as:

" 2dh 2qr

TorsTL = T” + TuserFL + TMainFL + max {—} el (3.14)

n jR R

Table 3.3 presents summarized latency analysis results for all methods, FL, SL, FSL,

FSTL, and GFSTL, illustrating the influence of client numbers n, data size d, and

communication rate R on total latency.

In conclusion, this analysis suggests that both FSTL and GFSTL provide substantial

latency improvements, especially when scaling to larger user groups within 6G I'TS



Chapter III. Multi-Layer DL for 6G ITS 92

TABLE 3.3: Latency analysis of five DL methods per round.

Learning Training and Comm. per Total comm. Total comm. Total la-
Method Aggregation user per per server time tency
Time server
FL T + Tredavg 2g 2ng Z T+Treanve + 22
SL T % + 2¢gr 2dh + 2ngr % + —QV;gr T+ % + 2’;”
FSL T + Tnferge h  2gr 2dh + 2ngr 2dh 4 2ar T + Taerge +
2dh | 291
nR TR
FSTL T’ + Thiorge 2dh 4 2gr 2dh + 2ngr 2dh , 24 T' + Tnorge +
2dh , 2qr
nR R
GFSTL  T” + Tyserrr + 242 + 27 2dh+2n;qr  max {34;} + T+ TowrL +
J J
TMainFL 2gr TMainFL +
R max {fjfg +
2qr
R

scenarios. These gains stem from pre-trained model usage and efficient parameter
aggregation, outperforming conventional FL and SL approaches in latency-sensitive

applications.

3.7 Multilayer Distributed GFSTL Scenarios

Having established the theoretical foundations of the FSTL and GFSTL frame-
works, this section transitions to their practical application within the complex,
multilayered 6G ecosystem. The true potential of a scalable, hierarchical frame-
work like GFSTL is realized when it is deployed across integrated T/NTNs to solve
real-world problems. To demonstrate this versatility, we will first explore two dis-
tinct, high-impact use cases: a GFSTL-based architecture for vehicular AGIN and
a configuration for NTN-based EO. We will then present a unified architecture that
synthesizes these scenarios, providing a comprehensive solution for next-generation

ITS, and conclude with a formal latency analysis of this integrated system.
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3.7.1 Multilayer GFSTL in Vehicular Aerial-Ground Inte-

grated Network

Aerial networks have gained significant attention as a viable solution to extend
connectivity and support advanced applications in complex and challenging envi-
ronments. These networks are particularly beneficial for vehicular scenarios, which
are characterized by high mobility, inconsistent connectivity, and dynamic data dis-
tribution—factors that pose substantial challenges to traditional ML methods [111].
In our previous work|[80], the concept of FSTL was introduced to address these chal-
lenges in vehicular scenarios. Building upon this, the current study extends the
applicability of FSTL by integrating it with aerial networks to establish a unified
Aerial-Ground Integrated Network (AGIN) for vehicular scenarios. This framework

allows for the full exploitation of the GFSTL paradigm.

By leveraging HAPs and the existing capabilities of FSTL, we introduce GFSTL
to harness the advantages of aerial networks, enabling efficient, scalable, and secure
training and inference processes for VUs. The proposed AGIN architecture is de-
signed to overcome the limitations of ground-based networks by integrating aerial

nodes, enhancing connectivity, reducing latency, and maintaining data privacy.

3.7.1.1 System Architecture and Methodology

In the proposed scenario shown in Figure 3.4, RSUs function as both SL and FL
servers for VUs, facilitating the execution of FSTL. Meanwhile, HAPs serve as the
main FL servers, overseeing the aggregation of models across multiple RSUs. This
architecture enables SL to operate locally on the VUs, ensuring that raw data re-
mains on the devices, thus safeguarding privacy. At the same time, more com-

putationally intensive tasks, such as model training, are offloaded to HAPs. This
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distributed approach significantly reduces communication overhead, as only model

updates—rather than raw data—are transmitted between VUs and HAPs.
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FIGURE 3.4: GFSTL structure for vehicular AGIN.

The FL paradigm in this setup enables collaborative training across multiple VUs,
promoting knowledge sharing and allowing the models to adapt to diverse vehicular
environments. Each RSU is responsible for aggregating the updates of its local group
of VUs, while the HAP performs a higher-level aggregation, merging model updates

from all RSUs into a unified global model.

3.7.1.2 Advantages of Integrating GFSTL with Aerial Networks

The integration of FSTL with HAPs unlocks several new possibilities for vehicular
scenarios. First, the high-altitude placement of HAPs ensures extensive coverage, re-
ducing the likelihood of interference and maintaining seamless connectivity for VUs,
even in remote or underserved areas where terrestrial infrastructure may be limited

or unavailable. Second, the FL architecture enhances collective intelligence across
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VUs by enabling them to collaboratively train models that are better adapted to

the dynamic conditions and varying vehicular scenarios encountered on the ground.

Through the AGIN framework, the combination of RSUs and HAPs offers enhanced
connectivity, greater data privacy, and improved decision-making capabilities. Using
both ground and aerial elements, our proposed approach overcomes the connectivity
limitations inherent in traditional VNs, providing reliable and scalable solutions to

support intelligent VNs.

3.7.1.3 GFSTL Workflow in Vehicular Scenarios

In the vehicular AGIN scenario, GFSTL is employed to enable collaborative learning
across multiple vehicles, while ensuring data privacy throughout the process. Each
RSU acts as the FSL server for its designated group of VUs, handling model updates
and exchanging gradients with the VUs. Once each group completes the FSTL
training process, the aggregated FSTL models are sent to the HAP, which serves as

the main FL server, to perform a final aggregation across all groups.

Specifically, the workflow can be described as follows:

1. The RSUs first act as local FSTL servers, managing the training and model

aggregation for their respective groups of VUs.

2. Each VU performs local computation and forwards its model updates to its

corresponding RSU, which aggregates these updates.

3. Once the FSTL process is completed for all groups of VUs managed by the
RSUs, the fully trained FSTL models are transmitted from the RSUs to the

HAP.
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4. The HAP, functioning as the main FL server, aggregates the complete set of

model parameters from all RSUs, thereby finalizing the global model.

This architecture not only optimizes the training process by distributing the com-
putation and aggregation tasks between RSUs and HAPs but also preserves privacy

by ensuring that raw data never leaves the local VUs.

3.7.2 Multilayer GFSTL in NTN-based EO

In this section, we introduce the proposed GFSTL process for EO applications, along
with its key advantages and the challenges it seeks to address. This generalized
architecture, illustrated in Figure 3.5, is tailored for multilayer EO applications.
This framework integrates NTNs, including Low-Altitude Platforms (LAPs), HAPs,
and Low Earth Orbit (LEO) satellites, into the GFSTL architecture, leveraging their
distinct advantages to enhance EO data collection, processing, and analysis.

Main FL Server
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3.7.2.1 Motivation and Proposed Framework

The growing need for accurate and high-resolution EO data in applications such as
environmental monitoring, climate change analysis, and disaster response presents
several challenges, particularly in terms of data collection, processing, and trans-
mission. Traditional EO systems, heavily reliant on satellite networks, often suffer
from latency, data security concerns, and limited accuracy in capturing information

in dense or remote environments (e.g., forests, and urban areas) [79].

Our proposed framework addresses these limitations by optimally combining the
precision and task-specific capabilities of Unmanned Aerial Vehicles (UAVs) with the
extended coverage and computational power of HAPs. UAVs are ideal for collecting
high-precision data in specific areas, especially in challenging environments, while
HAPs provide broader coverage and handle computationally intensive tasks. By
integrating these NTNs into the GFSTL architecture, our framework ensures efficient

and secure DL across multiple EO platforms.

This framework addresses the first major gap in the literature by enabling optimal
integration of UAVs, HAPs, and LEO satellites to enhance accuracy, coverage, and
resource efficiency in EO applications. Furthermore, our framework introduces an
efficient DL method through GFSTL, which combines the strengths of FL for secure
model training, TL to expedite the training process, and SL to ensure that resource-

constrained UAVs can participate effectively in the learning process.

3.7.2.2 Framework Components and Advantages

In the proposed framework, HAPs function as FSL servers, which integrate both SL
and FL server functionalities. This allows UAVs to retain raw, high-quality data

locally while offloading computationally intensive tasks to HAPs. This setup ensures
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privacy preservation and reduces the bandwidth required for transmitting large vol-

umes of data since only intermediate outputs (smashed data) are transmitted.

LEO satellites serve as the central main FL servers, orchestrating collaborative model
training across multiple HAP-UAV groups. This architecture fosters collective intel-
ligence capable of adapting to various EO scenarios. Using the hierarchical structure
of NTNs, the framework optimizes resource utilization while ensuring scalability and
adaptability to different EO tasks, such as image analysis, clustering, and object

recognition.

The proposed framework brings numerous advantages:

1. Increased Accuracy: UAVs can focus on capturing precise data in specific
regions, especially in areas where satellite imagery might be less effective (e.g.,
dense forests). This localized data collection ensures higher accuracy and

relevance of EO data.

2. Resource Efficiency: HAPs serve as intermediaries between UAVs and LEO
satellites, efficiently distributing computational tasks and enabling seamless

data processing across layers.

3. Privacy and Security: The FSL approach ensures that raw data remains on
local devices (UAVs), preserving privacy while transmitting only intermediate
data (smashed data) to the HAP servers. This minimizes the risk of data

breaches and ensures compliance with privacy regulations.

4. Reduced Latency: By utilizing TL to initialize the training process with
pre-trained models, the framework reduces the total training time, enabling

faster convergence of the global model.
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3.7.2.3 GFSTL Training Process for EO over NTNs

The GFSTL process over NTNs for EO applications is described in Algorithm 3.3.
The process begins by initializing the UAV models and server models (parameters
0; and 6;), which are pre-trained on a DNN (such as ResNet). Each UAV performs
forward propagation using its local data, sending the intermediate outputs (smashed
data) to the HAP server for further processing. The HAP server computes gradients
for the server model parameters and sends them back to the UAVs, allowing for
backpropagation and local model updates. For better understanding, the number in

Figure 3.5 refers to the step individualized by the lines of the Algorithm 3.3.
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Algorithm 3.3 GFSTL iterative algorithm over NTNs for EO

1: for1 < j<mdo

2: Initialize F'SL server j: 6,; = 6,;(0)
3: for1<i<n;do
4: Initialize UAV;: 6; = 6,;(0)
5: Forward propagate on UAV; model using local data
6: Send intermediate smashed data (H;) to HAP;
7: Forward propagate on HAP; model using H;
8: Back propagate Vé;; on HAP; model
9: Send back Véy; from HAP; to UAV;
10: Back propagate on UAV; model using V#;
11: Update UAV; local model using an optimizer (e.g., SGD)
12: Aggregate (federated average) on HAP;:
Gavg = 2 - X(w; - Gy)
13: Update HAP; model using an optimizer (e.g., SGD)
14: Update UAV; local model parameters
15: end for
16: end for

17: Send model parameters from HAP-UAV groups to LEO satellite

18: Aggregate the parameters to form a global model

19: Send back the global model to the groups

3.7.2.4 Added Benefits and Challenges

The GFSTL framework brings significant improvements to EO applications by ad-

dressing key gaps in data collection, processing, and learning efficiency. The use of
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UAVs for precision data capture improves the quality of images and data collected,
especially in challenging terrains. The integration of HAPs and TL accelerates the
training process, optimizing computational resources and improving model conver-

gence.

However, several challenges need to be addressed for the successful deployment of
GFSTL in EO systems. One major challenge is task compatibility; choosing a pre-
trained model that aligns well with the target domain is critical to avoid domain
shift and model drift. Additionally, scalability remains a concern, especially as
more UAV-HAP groups are added. These challenges must be carefully considered

to ensure optimal performance.

3.8 Unified Hierarchical GFSTL for 6G ITS

The 6G era envisions a fully connected world where all elements of the I'TS infras-
tructure are seamlessly integrated, from vehicles to aerial systems and ground-based
sensors. This hyper-connectivity provides the foundation for real-time data process-
ing and intelligent decision-making, essential to modern transportation systems. A
hierarchical, multilayer architecture, such as the AGIN or NTNs, is ideally suited
to support the demands of 6G ITS, where the massive scale, low latency, and need
for privacy-preserving DL are critical factors. This section introduces the concept
of multilayer GFSTL in the context of 6G ITS, providing a flexible, scalable, and
efficient solution to the challenges posed by high data volumes and complex model

training scenarios.
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3.8.1 Architecture and Components

In the 6G ITS ecosystem, all ITS infrastructure components—including VUs, UAVs,
and ground-based Cameras (strategically positioned at intersections, crossroads, and
high-traffic areas)—are interconnected to enhance safety, efficiency, and overall traf-
fic management. This requires a hierarchical, multilayer system where computa-
tional tasks are distributed across different network layers, improving both resource
management and real-time decision-making. The architecture consists of three main

components:

1. Users (VUs, UAVs, and Cameras): VUs are vehicles equipped with vari-
ous sensors and communication modules that gather real-time traffic and envi-
ronmental data. UAVs provide additional data, particularly in areas that are
difficult to monitor or reach from the ground, offering support in vehicle nav-
igation, surveillance, and emergency response. Street cameras positioned at
critical points such as intersections and crossroads monitor traffic flow, detect

accidents, and feed real-time data into the network.

2. FSL Servers (RSUs and Base Stations (BSs)): RSUs and BSs act as FSL
servers. They aggregate and process data received from nearby VUs, UAVs,

and cameras, performing preliminary computations.

3. Main FL Server (HAP): A HAP serves as the main FL server. It receives
and aggregates the models trained by the FSL servers (RSUs/BSs), conducting
the final stage of training which is aggregation to a global model that integrates

data from all layers of the I'TS system.
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The hierarchical structure, depicted in Figure 3.6, enables efficient model training
through GFSTL, where the learning tasks are split across multiple layers—ground-
based (VUs, RSUs, and BSs) and aerial (UAVs, HAPs). This ensures both real-time

data analysis and long-term predictive modeling, addressing the dynamic require-

ments of 6G ITS.
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3.8.2 Training Process and Iterative Algorithm

In the multilayer GFSTL for 6G ITS, the training is performed iteratively as in Al-

gorithm 3.4, with each layer contributing to the global model through a combination

of SL, FL. and TL. The process is as follows:
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Algorithm 3.4 GFSTL Iterative Algorithm for 6G ITS

1: Initialize global model 65 = 6;(0)
2: for each RSU/BS j =1 to m do
3: Initialize F'SL server j: 6,; = 6,;(0)

4: for each client i =1 to N; do

5: Forward propagate on client model 6; using local data

6: Send intermediate smashed data to FSL server j

7: Forward propagate on FSL server model 6,; using smashed data
8: Compute gradients Vfy; on server model

9: Send gradients V6, back to client
10: Backpropagate on client model 6;
11: Update client model using optimizer (e.g., SGD):

91' — 9,' - I]VQ,

12: Aggregate gradients on FSL server j:

1
Gavg = F Z(Wi : Gi)
J

13: Update FSL server model 6;;
14: end for
15: end for

16: Send updated models from FSL servers to main FL server (HAP)
17: Aggregate global model at HAP: 6

18: Redistribute updated global model to all clients

1. Initialization: Each client (VUs, UAVs, Cameras) is initialized with a pre-

trained model that is specific to its task, with parameters denoted as 6; for the
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client model and 6, for the server model.

2. Local Model Update: Clients perform forward propagation on their local
models using the collected data, producing intermediate results (smashed data)

that are sent to the nearest FSL server (RSU or BS).

3. FSL Server Aggregation: RSUs and BSs aggregate the intermediate results,
perform forward and backward propagation on their server models, and send

the corresponding gradients back to the clients to update their local models.

4. Main FL Server Aggregation: Once all FSL servers complete their local
training, they send the updated models to the main FL server (HAP), aggre-

gating these models into a unified global model.

5. Global Model Update: The global model is redistributed to the clients

through the FSL servers for the next training iteration.

The iterative process outlined above ensures that all 6G I'TS infrastructure compo-
nents collaborate to build a unified, intelligent model. This model adapts to dynamic

traffic conditions and learns from various data sources.

3.8.3 Added Benefits and Challenges

In the following, we delve into the core aspects of the proposed GFSTL framework,
outlining its significant advantages and the inherent complexities that need to be
addressed. The unique architecture of GFSTL offers a robust solution for ITS while

also presenting several considerations for its optimal implementation.

Benefits: The GFSTL framework is designed to deliver a multitude of advantages

that enhance the efficiency, privacy, and reliability of ITS. These benefits stem from
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its innovative multilayered and distributed approach that addresses key limitations

of traditional centralized systems.

e Scalability: Multilayer GFSTL is inherently scalable, allowing it to accom-
modate the increasing number of VUs, UAVs, and cameras as the I'TS infras-
tructure grows. Its distributed nature ensures that the computational load is

balanced throughout the system.

e Privacy Preservation: Since raw data remain on the client side (VUs, UAVs,
Cameras), the model leverages FSL to ensure privacy-preserving model train-

ing, which is crucial for sensitive traffic data and user privacy.

e Reduced Latency: By distributing computational tasks across FSL servers
(RSUs/BSs) and the main FL server (HAP), GFSTL minimizes communica-

tion overhead and reduces the time needed to update the global model.

e Resilience: The integration of multiple hierarchical layers ensures redun-
dancy, making the system more resilient to failures in individual components,

such as RSUs or UAVs.

Challenges: Despite its promising benefits, the deployment of a sophisticated sys-
tem like GFSTL in a 6G ITS environment comes with its own set of challenges.
These complexities arise from the distributed nature of the system, the diversity
of data sources, and the need for careful resource orchestration to ensure optimal

performance and model accuracy.

e Resource Management: Efficiently managing network and computation re-
sources across VUs, UAVs, cameras, RSUs, and the HAP is critical. Band-
width Allocation (BA), processing power, and memory management are areas

that need careful optimization.
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e Data Heterogeneity: Data collected from various components (VUs, UAVs,
and Cameras) may differ in format and quality. Ensuring that the global model

can generalize across heterogeneous data sources is a challenging task.

e Model Convergence: Although TL and SL help to accelerate the training
process, achieving convergence in a system as complex as 6G ITS requires
fine-tuning of hyperparameters, especially with regard to the learning rate

and aggregation intervals.

3.9 Simulations and Performance Evaluations

The proposed GFSTL method for 6G ITS is evaluated through simulations per-
formed on a Python-based platform, using libraries such as Pandas, NumPy,
and Matplotlib for data processing and visualization. To accelerate training and
handle high-dimensional data typical of ITS applications, we employ NVIDIA®
Tesla® T4 GPU accelerators.

Given the requirements for real-time object detection and situational awareness in
ITS, we employ one of the latest versions of YOLOv5 as our base model [112].
YOLOvV5, which is optimized for both accuracy and speed in object detection, is
designed to rapidly process complex urban scenes, enabling it to detect multiple
objects such as vehicles, pedestrians, traffic lights, and signs within a single frame.
This makes it well-suited for I'TS applications where rapid detection and categoriza-
tion of diverse objects are essential for tasks such as traffic monitoring, congestion

management, and accident prevention.

Furthermore, we utilize the Cityscapes dataset [113] for training and testing. This

dataset, which contains more than 5000 high-resolution images from urban street
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environments, provides dense pixel-level annotations across multiple object classes
pertinent to I'TS, including vehicles, road markings, pedestrians, and environmental
elements. Unlike simpler datasets such as MNIST, Cityscapes represents real-world
complexities in urban environments with variable lighting, weather, and dynamic
backgrounds, making it more suitable for evaluating model robustness in I'TS appli-

cations.

To comprehensively evaluate GFSTL, we analyze its performance using key metrics
such as model accuracy, latency, communication efficiency, and scalability. Sim-
ulations are carried out in a multilayer ITS setup, where each RSU serves as an
FSL server connected to a batch of five VUs, two UAVs, and three stationary cam-
eras positioned at intersections or crossroads to provide diverse data inputs. Three
RSUs act as distributed FSL servers, while a HAP functions as the main FL server
responsible for aggregating models received from each RSU. This multilayer con-
figuration reflects a hierarchical AGIN structure suitable for 6G ITS, where every
component of the infrastructure is interconnected to optimize data processing and

model performance.

3.9.1 Simulation, Hardware, and Network Parameters

Table 3.4 reports the exact experimental configuration used throughout this sec-
tion, including the dataset splits, hardware, network assumptions, and split-learning
choices. For object detection, we employ the YOLOv5-m variant (Ultralytics): ap-
proximately 21.2x 105 parameters and ~ 49 GFLOPs at an input resolution of
640 x 640 [114]. This model was selected as a practical trade-off between detection

accuracy and inference cost for ITS use cases, where RSU/HAP servers operate with
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Tesla T4 accelerators (16 GB GDDR6) and edge clients have limited memory/com-

pute budgets [115].

The main training and  per-client hyperparameters used in all
experiments are as follows: input size = 640 x 640, per-
client local batch size = 8, optimizer = Adam, initial learning
rate = 1 x 1074, weight decay = 1 x 107%, and local epochs per round = 1.
The Cityscapes dataset splits follow standard practice (Train = 2975; Val = 500;
Test = 1525) [113]. The per-batch composition in our ITS scenarios is five VUs,
two UAVs, and three street cameras (one batch), and experiments sweep from 1 to

10 batches per RSU.

To support Split/Transfer Learning, we cut the network at the last neck layer (just
before the detection head) and transmit a compact “smashed” feature vector per
image. The smashed representation used in our experiments is 256 floats (single-

precision), i.e.,

smashed size per image = 256 X 4 bytes = 1024 bytes ~ 1.0 KB.

With batch size = 8, the per-client smashed payload per local update is

8x 1.0 KB = 8,192 bytes = 65,536 bits.

Under the baseline link rate of 100 Mbps (that is, 100 x 10° bits/s), the raw trans-

mission time for this payload (neglecting protocol overhead and RTT) is

65,536 bits

: = 6.5536 x 107* s ~ 0.66 ms.
100 x 106 bits/s
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By contrast, uploading the full YOLOv5-m model as in standard FL would transfer

approximately

21.2 x 10° params x 4 bytes/param = 84,800,000 bytes ~ 84.8 MB,

which is impractical for per-round edge uploads on the considered link rates. These
arithmetic examples motivate why GFSTL transmits compact smashed represen-
tations (KB-scale per image) rather than full models (tens of MB), reducing the

per-round communication burden by orders of magnitude.

Table 3.4 lists all the values of the hardware and network parameters used as a
baseline for the latency and communication calculations presented in Section 3.6
and the comparisons of the methods later in this section. Using the same physical
configuration for FL, SL, FSL, FSTL, and GFSTL ensures that the differences re-
ported later in Table 3.5 of Section 3.9.5 (final mAP, rounds to converge, end-to-end
latency, and per-round communication volume) arise from the learning paradigms
themselves rather than from hardware or network discrepancies, allowing a fair and

reproducible comparison.

3.9.2 Model Convergence and Accuracy versus Rounds

To assess the convergence behavior of the proposed frameworks, we evaluated model
accuracy across training rounds and compared it with three baseline DL paradigms:
FL, SL and FSL. All methods use the same dataset (Cityscapes), with YOLOv5
as the base model [99], and clients are initialized with Transfer Learning from a

pre-trained YOLOvV5 checkpoint. The results are shown in Figure 3.7.
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TABLE 3.4: Simulation, hardware, and network parameters.

Parameter

Value/Type

YOLOvV5 variant
Input image size
Pre-trained weights

Cityscapes images (fine
annotations)

Per-batch composition
Max batches per RSU
GPU

RSU compute

HAP compute (main FL
server)

CPU (host)

Per-client memory
(simulated)

Batch size (per client)
Optimizer

Training epochs per local
update

Communications link rate
(R)

Smashed representation
(cut layer)

Smashed payload per
batch

YOLOv5-m (21.2 M params, 49 GFLOPs @ 640 x 640).
640 x 640 px.

YOLOv5 (Ultralytics) pre-trained then fine-tuned on
Cityscapes.

Train: 2975; Val: 500; Test: 1525.

5 VUs, 2 UAVs, and 3 static cameras (per batch).
1-10 (experiments sweep).

NVIDIA Tesla T4, with 16 GB of GDDRG6.

1 x Tesla T4 (per RSU experiment).

2 X Tesla T4 (simulated higher-tier server).

Intel Xeon 8 cores @ 2.3 GHz (typical server host).
4 GB (typical VU/UAV /camera edge device budget).

8 images.

Adam, initial LR = 1 x 1074, weight decay = 1 x 1074,
1 (local)/global rounds up to 200 (early stopping).

100 Mbps uplink/downlink.

256-dim float vector per image (256 x 4 bytes = 1.0 KB).

1.0 KB x batch size (8) x number of clients per batch
(10).

As seen in the figure, the GFSTL method achieves the highest initial accuracy

(~0.956 at round 1) and converges rapidly toward near-optimal performance (~0.998

by round 8). In contrast, FSTL starts at ~0.935 and stabilizes around 0.958 after

10 rounds, while FL and FSL show slower and less stable growth, plateauing near

0.951 and 0.940, respectively. SL performs the weakest overall, starting near 0.920

and reaching only ~0.933 at round 10. These numerical results confirm the clear

ordering of GFSTL > FSTL > FL > FSL > SL in terms of both convergence speed

and final accuracy.
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FIGURE 3.7: Accuracy of different DL methods vs. number of training rounds.

The superior performance of GFSTL can be explained by three factors. First, ac-
celerated knowledge transfer provides all clients with pre-trained feature rep-
resentations, allowing GFSTL to start from a higher baseline accuracy than the
other methods. Second, hierarchical synchronization between the FL and
SL servers allows more frequent and efficient updates, which reduces drift between
heterogeneous clients and shortens the number of rounds needed for convergence.
Third, flexible aggregation across RSUs and HAPs in GFSTL leverages the
multilayer T/NTN architecture, which improves scalability and robustness when

handling diverse vehicular, UAV, and roadside camera data sources.

It should also be noted that the accuracy of GFSTL quickly saturates after round 6,

indicating efficient utilization of the available data and suggesting that relatively
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few communication rounds are needed to achieve near-optimal performance. This
has direct implications for latency and bandwidth usage in I'TS scenarios, where
minimizing the number of communication rounds is crucial. In contrast, FL, SL,
and FSL require many more rounds to approach their respective plateaus, which

implies higher communication costs and less efficient use of network resources.

3.9.3 User Diversity and Model Accuracy

To evaluate the robustness of the proposed frameworks under varying levels of user
diversity, we simulate scenarios in which the number of user batches per RSU is
increased from 2 to 10. Each batch contains five VUs, two UAVs, and three cameras,
thus capturing a wide range of perspectives and sensing modalities. All approaches
utilize YOLOv5, which is initialized with a pre-trained Cityscapes model, to ensure
a fair baseline. Figure 3.8 presents the resulting accuracies for GFSTL, FSTL, FSL,
FL, and SL.
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FIGURE 3.8: Accuracy of different DL methods vs. number of user batches per
RSU.

The results show a clear separation in performance. GFSTL consistently maintains
near-constant high accuracy (~0.992-0.997) across all batch sizes, demonstrating
its scalability and resilience to the challenges posed by heterogeneous data sources.
FSTL achieves stable accuracy around 0.949 but does not improve with additional
user batches, suggesting that while its hybrid structure reduces variance, it lacks the
flexibility of the hierarchical server placement and transfer initialization of GFSTL.
In contrast, FL. and FSL exhibit a marked degradation in accuracy as the number
of batches increases: from ~0.944 at 2 batches to below 0.916 at 10 batches. This
drop highlights the difficulty of handling statistical heterogeneity and non-i.i.d. data
distributions when only parameter averaging or basic split mechanisms are applied.

SL performs better than FL and FSL, stabilizing around 0.976, but it falls short of
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GFSTL because it lacks federated aggregation and thus struggles to fully generalize

across diverse users.

Two insights emerge from these observations. First, GFSTL’s knowledge trans-
fer via pre-trained initialization enables each client to begin with strong rep-
resentations of urban scene features, ensuring that even highly diverse client data
can be quickly adapted without degrading the quality of the global model. Second,
GFSTL’s flexible FL+SL aggregation across RSUs and HAPs reduces the
negative impact of user diversity by aligning intermediate representations before

global averaging, thus maintaining robustness as user batches scale.

From an ITS perspective, these findings imply that GFSTL is particularly well-
suited for large-scale deployments where thousands of heterogeneous edge devices
(cars, UAVs, and roadside cameras) contribute data. Unlike FL, SL, or FSL, which
deteriorate as the system scales, GFSTL achieves both scalability and accuracy
preservation, a property critical for real-time safety and perception tasks in 6G-

enabled ITS environments.

3.9.4 Latency and Communication Efficiency

Figure 3.9 reports the total end-to-end latency (per training round) as the number of
user batches per RSU increases from 2 to 10. The total latency plotted in the figure
corresponds to the wall-clock time required to complete a single global update and is
computed according to the decomposition introduced in Section 3.6. In that model,

the per-round latency can be expressed as the sum of three main components:

Tround = Tcomp,clients + Tcomm,clientSHRSU + Tagg >
—_——— ——
local inference/forward/backward upload/download RSU- and HAP-level aggregation
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where T,ge itself depends on whether aggregation is performed serially or in paral-
lel across groups and whether an additional HAP-level global aggregation step is

required (see Section 3.6 for the full derivation).
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Ficure 3.9: Latency of different DL methods vs. number of user batches per
RSU.

Several important trends are visible in Figure 3.9:

e GFSTL (purple curve) is effectively flat and lowest at scale. GF-
STL exhibits a nearly constant latency (214-22 s across the sweep) and shows
only a minor increase even at 10 batches. This behavior follows directly from

the hierarchical, parallel aggregation used by GFSTL: RSUs aggregate their
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connected clients locally in parallel, and only compressed intermediate repre-
sentations (the smashed tensors) are exchanged upward. In the latency equa-
tion, this reduces Teomm,clients>RSU Per client and keeps Tage dominated by the
slowest RSU rather than the sum of all clients, therefore avoiding the explosive

growth seen in serial schemes.

e FSTL (red curve) shows moderate growth but remains substantially
lower than FL/FSL/SL at high loads. FSTL starts around 21 s and
rises to ~31 s at 10 batches. Compared to GFSTL, FSTL lacks the same level
of hierarchical parallelism or dynamic placement of FL/SL servers, so its Tagg
and Teomm terms increase more with the user count. However, because FSTL
still transmits compact representations rather than entire models, it avoids the

large spikes observed for full-FL-style approaches.

e FL and FSL (blue and green curves) remain low on a small scale
but spike dramatically at 10 batches. Both FL and FSL are roughly
in the 12-22 s range for small-to-moderate batch counts, then jump to ~61 s
(FL) and =71 s (FSL) at 10 batches. This non-linear escalation is explained
by two mechanisms in the latency model: (i) the upload/download of full
model parameters or large gradient vectors causes Teomm clients>RSU 1O grow
with the number of clients, and (ii) global aggregation in FL requires commu-
nication with a centralized server (HAP or cloud) that becomes a bottleneck
when many clients simultaneously upload large models. In FSL, the extra
split/label-handling complexity can further amplify communication and ag-

gregation overhead, hence the higher spike compared to plain FL.

e SL (orange curve) is highest overall and grows rapidly at large scale.
SL demonstrates high latency even at small batch counts (~33 s) and reaches

~80 s at 10 batches. This is expected because classic Split Learning operates in
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a sequential (or partly sequential) manner where server-side processing often
waits for client-by-client smashed uploads and sequential forward/backward
passes. In terms of latency decomposition, SL’s Tyge effectively becomes a sum
of per-client server processing times, causing linear (or worse) scaling with the

number of clients.

Putting these observations in the context of Section 3.6, the figure confirms two key
messages: (i) reducing the size of exchanged payloads (smashed tensors) drastically
lowers Tcomm and thereby amortizes network cost as the user count grows; and (ii)
organizing aggregation in parallel groups (RSU-level) and then performing a higher-
tier aggregation (HAP-level) bounds the T,gs term by the slowest group rather than

the sum of all client delays, thus achieving much better scalability in wall-clock time.

For latency-sensitive ITS tasks (real-time perception and collision avoidance), the re-
sults show that GFSTL and, to a lesser extent, FSTL are preferable because they
maintain low per-round latency even as many edge devices participate. Pure FL and
SL become impractical at high client density unless additional network capacity or
aggressive compression is employed. In summary, Figure 3.9 empirically validates
the latency analysis in Section 3.6, demonstrating that compact smashed payloads
combined with hierarchical parallel aggregation (the core of GFSTL) deliver superior

latency scaling for large-scale multilayer 6G I'TS deployments.

3.9.5 Summary of Key Results

Table 3.5 presents a compact quantitative comparison of the methods evaluated us-
ing the metrics described in previous sections: final detection performance (mAP @
IoU 0.5), rounds required to reach 95% of the final accuracy, end-to-end per-round la-

tency (computation + communication), and per-round communication volume. All
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methods were executed using the physical and hyperparameter settings in Table 3.4
so that differences stem from the learning paradigm itself rather than from hardware
or network variation. The entries in the table illustrate the trade-offs we discuss in
the text: SL achieves low communication but suffers from very high latency due to
its serial server—client operation; FL transmits large model updates and therefore
incurs the largest communication volume and moderate latency; FSTL and GFSTL
reduce both communication and latency by transmitting compact smashed repre-
sentations and leveraging hierarchical aggregation, with GFSTL delivering the best
balance of accuracy (99.8% mAP), fast convergence (two rounds to 95% of the final

accuracy ), and low per-round latency (160 ms) under the baseline configuration.
TABLE 3.5: Summary of results.

Method Final Accuracy Rounds to Converge Latency/Round Comm vol/Round

FL 94.2% 5 420 ms 4.5 MB
SL 97.6% 10 1500 ms 0.9 MB
FSL 94.5% 8 380 ms 0.8 MB
FSTL 94.9% 3 220 ms 0.8 MB
GFSTL 99.8% 2 160 ms 0.6 MB

In summary, our evaluation demonstrates that GFSTL, leveraging the YOLOv5
model pre-trained on the Cityscapes Dataset, excels in overcoming the challenges
posed by the heterogeneous and dynamic nature of ITS environments. GFSTL con-
sistently achieves higher accuracy and significantly lower latency across various user
configurations, affirming its suitability for I'TS applications where real-time decision-
making and high accuracy are crucial. The GFSTL framework’s capacity to handle
large-scale, diverse data sources with minimal communication overhead makes it a

powerful solution for intelligent, connected infrastructure within 6G networks.
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3.10 Discussion

This work presents a unified GFSTL framework designed for 6G ITS, demonstrat-
ing how a hierarchical, multilayer network architecture can enhance the scalability,
accuracy, and privacy of DL. The proposed architecture effectively combines RSUs
and HAPs as FSL and central FL servers, respectively, enabling optimized model
aggregation across a diverse set of clients, including VUs, UAVs, and street cameras.
This approach directly addresses the need for a cohesive system that can manage

the massive scale and data complexity envisioned for 6G ITS.

Our simulation results, which leverage the advanced YOLOv5 model and the realistic
Cityscapes dataset, provide strong validation for the proposed framework. The supe-
rior performance of GFSTL in terms of faster convergence, higher accuracy, and sig-
nificantly lower latency compared to traditional DL methods highlights the powerful
synergy of combining Federated, Split, and Transfer Learning. The framework’s abil-
ity to maintain high performance even as the number of users increases underscores
its scalability, a critical requirement for real-world I'TS deployments. By distributing
computational tasks across various network layers and minimizing communication
overhead through model splitting, GFSTL is well-suited to the demands of real-time

data processing and decision-making in high-mobility environments.

However, it is important to acknowledge the limitations of this study, which can
inform future work. Our simulations, while comprehensive, were conducted under
certain idealizations, such as uniform data distributions among clients and stable
network conditions. Real-world ITS environments will undoubtedly feature signifi-

cant data heterogeneity from different sensors and perspectives, as well as dynamic
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network challenges like intermittent connectivity and bandwidth fluctuations. Fur-
thermore, our latency analysis provides a theoretical foundation, but practical de-
ployments will require accounting for additional overheads related to processing and

network management.

Future research should focus on extending the GFSTL framework to address these
real-world complexities. A crucial next step would be the development and evalua-
tion of GFSTL in a hardware testbed or a more sophisticated network simulator that
models dynamic and unpredictable conditions. Further investigation into advanced
aggregation strategies that can effectively handle non-IID data from heterogeneous
clients to prevent model drift and ensure fairness is also needed. Finally, explor-
ing dynamic resource management algorithms that can optimize the allocation of
computation and communication resources across the multilayer architecture in real
time would be a valuable contribution. Building on the foundation provided in
this work, future research can further advance the development of an intelligent,

interconnected, and resilient transportation ecosystem for the 6G era.

3.11 Conclusion

This chapter introduced a unified and intelligent DL framework, GFSTL, designed to
meet the complex demands of 6G-enabled ITS operating over multilayer integrated
T /NTNs. Our core contribution is a novel architecture that synergistically combines
FL, SL, and TL to address the critical challenges of scalability, data privacy, and re-
source efficiency inherent in large-scale, heterogeneous environments. The proposed
GFSTL framework leverages a hierarchical structure, utilizing network elements
such as RSUs, HAPs, and LEO satellites as distributed servers to manage and

aggregate model training across a diverse range of clients, including VUs, UAVs,
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and ground-based cameras. This multilayer approach not only enhances network
coverage and resilience but also optimizes computational and communication loads
by partitioning model training and minimizing data exchange. Through compre-
hensive simulations using the advanced YOLOv5 model on the Cityscapes dataset,
we have demonstrated the superior performance of GFSTL. Our results validate
that the framework achieves significantly faster convergence, higher model accuracy,
and lower end-to-end latency compared to traditional DL methods like FL. and SL,
particularly as the number of users and data complexity increase. By successfully in-
tegrating advanced learning paradigms within a scalable T/NTN architecture, this
work provides a robust and privacy-preserving solution for next-generation ITS.
The GFSTL framework lays a foundational stone for the development of truly in-
telligent, connected, and resilient transportation ecosystems, paving the way for the

ambitious vision of 6G to become a reality.
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4.1 Introduction

This chapter lays the groundwork for understanding how Distributed Learning (DL)
can be practically realized and evaluated in the emerging 6G-enabled IoT and IoV
landscape. As billions of heterogeneous devices come online, centralized model train-
ing becomes increasingly impractical due to bandwidth constraints, privacy concerns,
and device resource limitations. To address these challenges, this chapter first inves-
tigates a fully operational FL framework built with commodity Raspberry Pi boards
and Virtual Machines (VMs), orchestrated via Flower and PyTorch. By tackling
real-world variables such as device heterogeneity, data imbalance, computational
throttling and thermal throttling, and by leveraging techniques like pre-training
and Knowledge Transfer (KT), this work exposes the interplay between onboard

resources, communication costs, and model accuracy in a 6G setting.

Building on these insights, the chapter then transitions to a comparative study
of conventional FL versus FTL across a mix of edge platforms—including Rasp-
berry Pi, Odroid, and cloud VMs. Through extensive experiments measuring ac-
curacy, convergence speed, resource utilization (CPU load, memory, temperature),
and energy consumption, it demonstrates that FTL not only accelerates training and
boosts accuracy but also curbs power draw and remains robust under client dropout
conditions. To summarize, this chapter furnish a holistic framework—spanning
from low-cost hardware testbeds to optimized TL strategies—for deploying scal-
able, privacy-preserving distributed intelligence in tomorrow’s fully connected IoT

ecosystems.
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4.2 Implementation and Evaluation of a Feder-
ated Learning Framework on Raspberry PI

Platforms

The upcoming 6G technology is expected to create an intelligent, fully connected,
and digitized society through large-scale deployments of distributed intelligent net-
works [116]. This is expected to create a plethora of new intelligent services and
applications with specific demands. Internet of Things (IoT) technology has foreseen
great success through enabling 5G solutions and is expected to play a key role in 6G
society [117]. With the integration of IoT subcases into different wireless scenarios,
many sensory nodes are expected to be deployed in the 6G world, with the ability
to sense nearby environments and produce tons of high-quality data. This data can

be extremely important to enable intelligent solutions in the 6G networks [118].

Machine Learning (ML) is another important technology that has acquired a central
role in the 6G vision; in particular, to enable intelligent services [119, 120]. Various
ML methods are expected to be deployed in different wireless scenarios to enable
intelligent solutions. ML can be extremely useful for analyzing the 6G network data
and harnessing its intelligence. The Centralized Learning (CL) method is one of
the most common approaches to generating Al algorithms in distributed commu-
nication scenarios. This involves concentrating all training data on a single server,
which can complete the model’s training individually due to its high computing
power. However, this solution may not be particularly efficient when analyzed from
a 6G perspective. Next-generation networks will need to handle large amounts of in-
formation, most of which will be produced by devices at the network’s edge. In this
scenario, moving data to a central server is expensive in terms of communication

resources and represents a potential risk of network overload. It can induce large
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communication overheads and has limited applicability in the resource-constrained
and time-critical 6G world. Furthermore, privacy and security restrictions can also

limit the possibility of data transmissions to server nodes.

A more efficient alternative is offered by DL, which is based on decentralization of
training [120]. In this approach, the training phase will be carried out directly on
end devices or possibly on specific nodes located strategically on the edge of the
network. DL allows for the training of models by processing the local data of each
device directly within it. This approach enables the use of large amounts of hetero-
geneous data scattered throughout the vast network, involving a larger audience of
users than the centralized variant. This approach also introduces additional advan-
tages. First, it makes it possible to significantly reduce data flow, communication
overhead, and network traffic. Second, there is greater protection for end-user pri-
vacy as data are processed directly on personal terminals. Finally, by distributing
the computational load among the multitude of devices, it is also possible to obtain
essential improvements in terms of energy management. Several forms of DL, such
as Federated Learning (FL), collaborative learning, Split Learning (SL), and Multi-
agent Reinforcement Learning (MARL), are widely considered in wireless networks
for enabling intelligence-at-the-edge. Among others, FL. has achieved great success
in building high-quality ML models based on dispersed wireless data [121, 122].
FL is also a candidate for next-generation 6G communication standard allowing for

setting up an intelligence-at-the-edge framework [123].

The traditional FL approach includes a set of devices with datasets and a server
node [121]. The server node initiates the learning process by defining the learning
task, and corresponding model, which is then transmitted to FL devices. With the
help of received model parameters from the server node (also called the global

model), their datasets, and onboard computation capabilities, each FL device is
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expected to train the ML model locally. Then, the updates to the ML model from
each device are sent to the server. After receiving the updates from the devices,
the server node can use the aggregation function (e.g., Federated Averaging (Fe-
dAvg)) to create a new global model. This aggregation phase allows devices to
share their training knowledge. The devices then use the new global model in the
next round of model local training. The process lasts for several rounds till some pre-
defined stopping criteria are fulfilled. Though this approach has several advantages
in terms of reduced data transmission costs, enhanced data privacy, etc., and several
new challenges have emerged. One of the major challenges in the FL framework is
the presence of heterogeneous nodes with different capabilities, in terms of avail-
able datasets, computation power, etc. The presence of heterogeneous nodes can
be common in different 6G scenarios. Also, the amount of time required to achieve
the convergence of the FL. model can be unaccepted in latency-critical 6G use cases.
Therefore, it is important to analyze the performance of the traditional FL approach
in the presence of heterogeneous devices to have a common understanding of their

behaviors and possible solutions to tackle the challenges.

4.2.1 Technological Background

ML technology has gained a lot of attention for enabling intelligent solutions in wire-
less networks including mobile communication networks [124], wireless sensor net-
works [125], transportation systems [121], Non-Terrestrial Networks (NTNs) [126].
Complex wireless communication problems such as resource management [127], data
offloading toward edge networks [128], spectrum management [129], routing [130],
user-server allocation [122], etc., can effectively solve through different ML tech-

niques. Among others, FL is widely considered a DL approach to provide efficient
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learning solutions. In one paper [131], the authors proposed energy-efficient FL so-
lutions in wireless communication environments. Work in [132] discusses the appli-
cability of FL solutions in smart city environments. FL is also widely used to solve
Vehicular Network (VN) problems, especially in Edge Computing (EC) environ-
ments [121]. FL solutions are also considered over different satellite networks [133].
However, these works have analyzed the performance of FL solutions in different

wireless environments, without considering the practical implementations.

Recently, several authors considered a learning testbed implemented through dif-
ferent sensory nodes to measure the ML solution’s performances. Raspberry Pi
devices are commonly considered to analyze the performance of ML solutions pro-
posed to solve different wireless networking problems. In [134], the authors pro-
posed Reinforcement Learning (RL)-based solutions for efficient routing processes
in software-defined wireless sensor networks. The testbed includes Raspberry Pi
devices as sensor nodes to analyze the performance of RL solutions. In one pa-
per [135], the proposed deep learning-based solutions for detecting a speed bump in
an intelligent vehicular system to assist drivers are tested with the help of Raspberry
Pi devices and associated camera modules. In one paper [136], an approach called
Distributed Incremental Learning (DIL) was introduced to mitigate “Catastrophic
Forgetting” in healthcare monitoring. However, the large model size (49 KB) poses
challenges for Raspberry devices, and there is a lack of data batch quality details

affecting convergence.

In one paper [137], the proposed communication-efficient FL solutions are tested
with the help of Raspberry Pi devices in EC environments. However, to the best
of our knowledge, the most recent literature lacks the study associated with the
analysis of FL performance in the presence of heterogeneous clients. Given the

importance of different IoT subsystems with heterogeneous nodes, such studies can
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be extremely useful from the 6G network’s perspectives. This is one of the main
motivations behind this experimental analysis of the FL process in the presence of

diverse sets of clients.

4.2.2 Contributions and Novelties

In this study, we present an in-depth exploration of FL methodology within the
context of 6G technology, delving into its intricacies and challenges across hetero-
geneous nodes. Our work uniquely integrates hardware and software components,
utilizing a distinctive combination of Raspberry Pi devices and VMs as FL clients,
each equipped with diverse datasets sourced from the CIFAR10 dataset—a widely
acknowledged benchmark in image classification. Our contributions and innovations

can be outlined as follows:

e Cooling Mechanism Impact (Section 4.2.6.1): We meticulously investi-
gate the influence of cooling mechanisms on training accuracy, underscoring
their practical significance in accelerating model convergence, especially in
resource-constrained environments. This detailed analysis, expounded on in
Section 4.2.6.1, elucidates the pivotal role of cooling mechanisms, providing

valuable insights into optimizing FL performance.

e Heterogeneous Client Compensation (Section 4.2.6.2): Through a
thorough exploration of asymmetric data distribution scenarios, both with
and without random selection, we dissect the intricate dynamics of FL per-
formance. Our study highlights the delicate balance necessary in distributing

training data among diverse nodes, revealing the complexities of FL. dynamics
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in real-world scenarios. These findings, presented in Section 4.2.6.2, offer crit-
ical insights into the challenges and solutions concerning data heterogeneity in

FL setups.

e Overfitting Mitigation Strategies (Section 4.2.6.2): We tackle the chal-
lenge of overfitting in FL by implementing meticulous strategies. By inte-
grating random selection techniques, we effectively mitigate overfitting risks,
optimizing model generalization and ensuring the resilience of FL outcomes.
This contribution, outlined in Section 4.2.6.2, underscores our commitment to

enhancing the robustness of FL models.

e Scalability Analysis (Section 4.2.6.3): Our study provides a comprehen-
sive exploration of FL scalability, assessing its performance with an increasing
number of users. This analysis, detailed in Section 4.2.6.3, offers crucial in-
sights into FL’s scalability potential, essential for its integration in large-scale,
dynamic environments. It emphasizes the system’s adaptability to diverse
user configurations, laying the foundation for FL’s applicability in real-world

scenarios.

e Pretraining Effectiveness (Section 4.2.6.4): We delve into the effec-
tiveness of pretraining techniques in enhancing accuracy rates. Pretraining
emerges as a potent tool, significantly boosting the model’s performance and
showcasing its potential in optimizing FL outcomes. This contribution, dis-
cussed in Section 4.2.6.4, highlights the practical implications of pretraining

in FL applications, providing actionable insights for future implementations.

e Transfer Learning Impact (Section 4.2.6.5): In Section 4.2.6.5, we in-
vestigate the potential of Transfer Learning (TL), evaluating its impact under

diverse client configurations. Our results underscore TL’s capacity to enhance
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FL model performance, especially in the face of varied client scenarios [57].
This analysis showcases TL’s adaptability in real-world applications, empha-
sizing its role in improving FL outcomes across dynamic and heterogeneous

environments.

These contributions collectively form a comprehensive and innovative exploration of
FL dynamics, addressing key challenges and offering practical solutions essential for

the advancement of FL technologies in complex, real-world settings.

4.2.3 Limitations

Despite these contributions, our study acknowledges certain limitations. While our
findings offer valuable insights, the scope of this research is confined to specific FL
configurations and dataset characteristics. Further exploration of different FL ar-
chitectures, diverse datasets, and real-world deployment challenges remains an area
ripe for future investigation. Additionally, the scalability analysis, while comprehen-
sive, focuses on a limited range of users and could benefit from further exploration

with more extensive user groups in practical scenarios.

4.2.4 Distributed Machine Learning

The traditional ML approach was based on the centralized structure, where dis-
tributed wireless nodes, a potential data source, were needed to transmit their data
samples to the centralized, more powerful node with a large amount of storage and
computation power. With growing interest in the 5G system and the upcoming
6G technology, the wireless world is filled with tiny devices capable of sensing the

environment and generating tons of high-quality data. Such data can be extremely
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large, and if a traditional centralized approach is adopted, it can induce a huge com-
munication overhead. On the other hand, with the presence of such a large number
of devices, the global dataset generated at the centralized server node (i.e., through
the accumulation of data from the distributed nodes) can be extremely large, in-
ducing much higher training costs. In addition to this, novel intelligent services
and applications are based upon stringent requirements in terms of latency, privacy,
reliability, etc. This presents challenges when considering centralized ML model
training for wireless scenarios. However, with recent innovations in hardware /soft-
ware domains, the end devices’ onboard capabilities have increased by several folds.
With this new capability, these devices can train fairly complex ML models locally
with their own datasets. This can omit the requirements for long-distance data
communication and additional training overhead. In addition to this, devices can
communicate with each other and server nodes to fine-tune the ML models with im-
proved performances. This has opened a new trend of ML model training called DL,
for countering the drawbacks of traditional centralized methods. There are various

forms of DL methods considered in the recent past.

There are two main approaches available for performing DL: with data in parallel
or with models in parallel [138]. The former involves distributing training data on
several servers, while the latter divides the model’s parameters between different
servers. However, implementing the parallel model approach is difficult due to the
complexity of dividing ML models into distinct groups of parameters. Therefore,
most distributed ML implementations work through data distribution. FL, col-
laborative learning, MARL, and SL are some of the most important DL methods.
Among others, FL. has been widely used in wireless networks to enable intelligent

solutions efficiently.

FL is a framework for distributed ML that protects privacy by operating through
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decentralized learning directly on end devices. It involves a certain number of clients,
distributed throughout the network, each of whom trains their local model using the
data at their disposal. After training, the clients send their models to a central server,
which aggregates them into a single Neural Network (NN) and then transmits it to
the end devices. This is an iterative process, with each iteration called a federated
round. The objective of FL is to minimize a function and ensure efficient FL, several

variables must be considered [139].

For the efficient implementation of FL, it is imperative to take into account several

variables, encompassing the following:

Selection of devices for learning

Disparities in performance levels among the clients in use

e Management of heterogeneous training data

Potential algorithms for local models’ aggregation

Selection of a proper aggregation Strategy at the Parameter Server

e Resource allocation

Concerning the choice of devices, specific parameters, including the quality and
quantity of local data, connection performance with the central server, and compu-

tational performance of the client, need to be evaluated.

In a heterogeneous environment that involves wireless nodes with various onboard
capabilities, it is crucial to pay attention to differences in the computing capabilities
of the devices. In fact, a client with reduced computational capabilities will require
a longer time to train the model locally, thereby risking the deceleration of the entire

learning process. The following two FL approaches are widely considered to enable
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DL [140] and can be impacted by the heterogeneous nature of the computational

capabilities of the devices:

e Synchronous FL: All devices participate in training the local models for a
specific period, sending the parameters to the central server. In this case,
the server receives the client models simultaneously and aggregates them with
the certainty that it is using the contribution of all the devices. However,
this approach poses some challenges, in the case of heterogeneous client nodes
having different capabilities. In such cases, the less-performing clients are com-
pelled to invest more resources to complete the training within the expected
timeline. To match the latency performance of other, high-performing clients

with more resources, devices can only use a subset of their data.

e Asynchronous FL: In this case, there are no time restrictions for local train-
ing operations, with each device training its model based on its own capa-
bilities, after which it sends the parameters to the server that proceeds with
aggregation. This approach is more appropriate even in the presence of unsta-
ble network connections, where a device without network access can continue
to train its model until it reconnects. Such an asynchronous approach can
potentially reduce the number of FL devices participating in the individual
FL rounds. This also requires more complex server-side operations to manage

the devices according to their needs.

In Section 4.2.6, we explore these FL approaches when evaluating the system per-
formance; more specifically, we employ asynchronous FL in heterogeneous client
compensation (Section 4.2.6.2), to tackle the challenge posed by the discrepancy

between the relatively sluggish Raspberry Pls and the swift VMs, which ultimately
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leads to a decline in the overall accuracy of the aggregated data. This measure shall

be taken to restore the balance between the two.

In another case, the presence of heterogeneous amounts of data on FL devices can
also largely impact FL performance. In one paper [141], the authors propose feder-
ated continual learning to improve the performance of Non-IID data by introducing
the knowledge of the other local models; however, the paper does not address the
scalability of the proposed method for large-scale DL systems. In such scenarios, lo-
cally generated models at different FL nodes may have distinct characteristics from
each other and may not lead to proper convergence when aggregated into a single
NN. The convergence problem can directly impact the algorithm chosen for the ag-
gregation. In particular, the traditional federated average (FedAvg) approach can
have limited performance since it does not distinguish the model parameters from
different devices (i.e., simple averaging) [140]. In another case, proper weights can be
assigned to each device’s models according to their quality (i.e., weighted average).
In some cases, device selection policies can be adapted to avoid the participation of

FL devices with imperfect models.

The use cases mentioned above indicate the importance of defining a proper FL
framework in heterogeneous environments based on the properties of the FL de-
vice and the characteristics of the environment. A one-fit-all FL approach can have
reduced performance in different cases. Therefore, it is vital to analyze the perfor-

mance of FL. models in various scenarios and to select a proper FL model.
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4.2.5 Implementation of the System

The primary goal of this work is to design and analyze a comprehensive and well-
structured FL framework to train ML algorithms using a federated approach in-
volving heterogeneous FL clients. Here, we outline the important steps considered

during the implementation of the FL process.

The considered FL system is based on a client-server architecture, with the server
represented by a Windows PC and a set of Raspberry Pi devices acting as FL clients.
In addition, a set of virtual clients are also considered, to build an FL framework
with heterogeneous clients. Given the importance of network programmability and
virtualization technologies in the 5G/6G networks, defining the FL framework with
a set of hardware/software clients can have added advantages. Finally, inter-device
communication is carried out through the local network, to which all hardware nodes

are connected via Wi-Fi.

As mentioned above, the main objective is to evaluate the efficacy of FL in the

context of devices with limited and heterogeneous resources.

We have considered a typical image classification problem and aim to build a proper
DNN with the help of the considered FL framework. The well-known CIFAR10
dataset is considered during model training operations. It should be noted that to
induce data heterogeneity over different FL clients, the original dataset is split into
different datasets. Also, though the analysis is performed with a specific ML task
with predefined datasets, this can be extended to any generic ML problem. The FL
framework is built with the help of Python programming language. In particular,
the PyTorch library is considered to train the NN model, while Flower, a specialized
library for federated ML, is considered to automate the client-server interactions

more efficiently [142].
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In the following, we describe in detail the various configurations used in client /server
parts of the considered FL model. Figure 4.1, presents the basic elements of the
considered FL framework that includes a set of Raspberry Pi devices, VMs, and an

FL server.

FL Server

Global ML Model

- Local ML Models

‘ - - e
| ’t‘_ﬁ Model Training - (‘b s
£=) Local Datasets ‘ =
Virtual Machines Raspberry Pis

FIGURE 4.1: Considered FL framework with heterogeneous clients.

4.2.5.1 Server Configurations and Functionalities

Here we introduce the main steps required to configure the server part of the FL
system and the corresponding software employed. The FL server is installed on a
Windows computer, which exhibits high-performance levels compared to the client
devices. Specifically, the server is an Asus ROG Zephyrus S GX502GV with an
Intel Core i7-9750H 6 x 2.6-4.5 GHz, Coffee Lake-H processor, NVIDIA GeForce
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RTX 2060 Mobile (6 GB VRAM, GDDR6 graphics card) and 16 GB DDR4-2666Hz
RAM. Furthermore, Wi-Fi connectivity is 802.11 a/b/g/n/ac with Intel Wireless-AC
9560.

We used the Anaconda platform, which allows the development of Python-based
solutions with advanced package and library management. The current project was
developed using the basic Anaconda environment, which includes Python 3.9.13. We
downloaded and installed two further libraries, namely PyTorch version 2.0.0 and
Flower version 1.3, through the integrated terminal. The framework is built around
three Python scripts: one to run the server, another to run the client, and a third
to define specific NN training methods. It should be noted that the system can only
communicate on the local network. Data are transmitted and received between the

various devices using specific methods defined in the scripts.

The FL server needs to perform several functions to enable the FL. At first, the server
establishes communication with a considered set of clients through the local network.
Next, it initializes the global DNN model. DNN model can be initialized through
random parameters or pre-trained models saved in memory based on the considered
scenarios. After that, the network parameters are transmitted to all clients to have

a common starting point for federated training.

Throughout the federated training process, clients train their models locally for a
specified number of local rounds. During each round, each client computes a local
model update using its own data and sends the respective model parameters to
the server. The server then aggregates the local updates from all clients into a
single global model. This aggregation is performed using the FedAvg algorithm,
which ensures that the global model is updated based on the weighted average of all
local updates. The process of computing local model updates, sending them to the

server, and aggregating the updates into a global model continues iteratively until
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convergence. FedAvg enables collaborative model training across multiple devices
or clients while preserving data privacy. The detailed procedure and formula for the

FedAvg algorithm are outlined in Algorithm 4.1.

Algorithm 4.1 FedAvg Algorithm
Input: Global model parameters 6

Output: Updated global model parameters 6

1: Initialize @ with random values

2: while not converged do

3: for each client i in the federated network do

4: Compute local model update w; using client’s local data
5: Send w; to the server

6: end for

7: Aggregation (FedAvg):

8: Compute updated global model parameters 8 as the average of received
local updates

o 0 — 5 Lity wi

10: end while

The performance of the aggregated model is then assessed in terms of accuracy and
losses using a pre-loaded test data set on the server. The results of this assessment are
then recorded in a CSV file. After that, the new aggregated model is returned to the
clients to repeat the training procedure with the next federated round. The described
process is reiterated until the designated number of iterations is reached. Each of

these functions is important for enabling the FL process.
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4.2.5.2 Client Configurations and Functionalities

Client devices include a set of Raspberry Pi devices along with the virtualized clients
in the form of VMs. In particular, Raspberry Pi 3B+ is considered as a client
during the experiments. The Raspberry Pi 3B+ is equipped with a Broadcom
BCM2837B0 processor, Cortex-A53 (ARMvS8) 64-bit SoC with a clock speed of 1.4
GHz, a 1GB LPDDR2 SDRAM, and 2.4 GHz and 5 GHz IEEE 802.11.b/g/n/ac
wireless LAN. Moreover, it has Bluetooth 4.2, BLE, Gigabit Ethernet over USB 2.0
(max throughput 300 Mbps), a 40-pin GPIO header, Full-size HDMI, 4 x USB 2.0,
DSI, a Micro SD slot, and a power supply of 5V/2.5A DC.

To facilitate the experiment, the Raspberry PI 64-bit Operating System (OS) was
installed on each Raspberries through the official imager. The 64-bit system is neces-
sary for the proper functioning of PyTorch, which currently does not support 32-bit
variants. Configuring the devices via SSH enabled the Virtual Network Computing
(VNC) service, which uses the local network to transmit the Raspberry desktop
to the connected Windows computer. The remote connection via the cloud could
further extend the functionality of VNC. Such a procedure allowed interaction with
the Raspberry desktop directly on the notebook that hosts the server, facilitating

monitoring of the simulation’s progress from a single screen.

The client-side code was executed in the Python environment pre-installed on the
Raspberry Pis and updated to version 3.9.2. Moreover, the installation of the Py-
Torch and Flower libraries was necessary. The clients are based on the client.py
script, which inherits all the contents of the file cifar.py. This file is essential for
generating, training, and evaluating the NN. Such a configuration allowed the de-
vices to participate in the training process by sharing their computational power

with the server. In this way, training time and computational costs can be reduced.
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The Raspberry Pi 3B+ devices were a suitable choice for this experiment due to
their low cost and high customizability. They allow users to modify the hardware
and software configurations, facilitating the implementation of ML models and al-
gorithms. Raspberry Pi devices can also be used in various applications, such as
robotics, automation, and the IoT. The proposed setup could be replicated in var-
ious scenarios where training ML models on devices with limited resources could

be beneficial.

In addition to the Raspberry devices, up to eight virtual clients are also considered
during the experimentation. It should be noted that all the virtual clients were
installed on the same PC. However, this can be easily extended to multi-PC scenarios
to enable more diverse sets of clients. Such an approach is beyond the scope of this
work. In general, virtual clients have more resources compared to hardware clients.
The virtual clients are based on the same scripts used in the implementation of
the physical clients, and their execution simultaneously is facilitated using multiple
Python terminals open on different screens. A cooling fan was necessary to prevent
excessive degradation of computational performance in the Raspberry devices due
to overheating. The fan was operational during all the tests conducted to maintain
the optimal performance of the devices, as indicated in Figure4.2. Later, in the
simulation and performance evaluation section, we explore the effect of cooling on

accuracy and convergence rate.
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FIGURE 4.2: Cooling mechanism for Raspberry Pi devices.

In the FL framework, client nodes are required to perform a distinctive set of func-
tions. In the beginning, each client should establish a communication channel with
the server through a local network. At the beginning of each FL round, the client
should receive the updated global model parameters from the server machine. These
parameters along with the local data should be used to update the ML model through
local training operations. Client devices should train the NN on local data, iterating
for a certain number of periods, i.e., local epochs. Furthermore, it is important to
evaluate the performance of the newly trained local model using a local test data set
and send the obtained metrics to the server. Finally, the client should transmit the
parameters of the trained model back to the server. Figure 4.3, provides a detailed
experimental setup used during the implementation of FL with the help of Raspberry

Pi nodes, a virtual machine, and an FL server installed on a Windows PC.
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FIGURE 4.3: Experimental setup used during the FL. implementation.

4.2.6 Simulations and Performance Evaluations

In this section, with the help of the Python simulation environment, we analyze the
performance of the FL framework proposed before. For a considered image classifi-
cation problem, the CIFARI10 dataset is used. It contains 60,000 colorful pictures,
with a resolution of 32 X 32 pixels, separated into 10 classifications with 6000 pic-
tures in each category. The CIFARI10 incorporates 50,000 samples for training and
the remaining 10,000 samples for verification. The images are randomly arranged
while maintaining a perfectly uniform distribution of the classes. In the training set,
each client has precisely 5000 images. In the experimental setup considered, two
Raspberry Pi devices are considered as well as up to 8 virtual clients. In our setup,

each virtual client was allocated an equal share of CPU resources on the 8-core host
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machine. This means that the CPU resources were evenly distributed among the vir-
tual clients, ensuring a fair and consistent experimental environment. By allocating
an equal portion of the available 8-core CPU to each virtual client, we maintained
a balanced and representative simulation, allowing us to assess the FL framework’s
performance accurately. This approach ensures that the results obtained were not
influenced by uneven resource distribution among the virtual clients, providing a
reliable basis for our experimental findings. At first, the CIFAR10 training set was
distributed among the clients. The 10 FL iterations are considered with 3 local
training epochs. The server uses the test data of 10,000 CIFAR10 samples through-
out the simulation. The accuracy of the model was determined using a metric that
calculated the percentage of correct predictions among all predictions. The accuracy
values presented in our figures are indeed normalized, ranging from 0 to 1, and not
represented in percentages. For example, an accuracy value of 0.7 corresponds to 70
percent. Note that, to avoid the extensive training process we have limited the num-
ber of training iterations and the overall data size. However, this also upper-bounds
the overall performance of DNN. In the experimental studies considered, DNN can
only achieve an accuracy of up to 65%. However, the performance can be improved

with additional resources, i.e., data samples, devices, training iterations, etc.

Figure 4.4, presents the performance of the FL framework considered in the basic
settings, that is, a set of users having the same amount of data and onboard capa-
bilities. This simulation is limited to Raspberry PI devices only. Both centralized
and FL models are trained for 30 epochs. To have an adequate comparison over
different training epochs, both models’ performance in terms of accuracy is plotted
with respect to the incremental values of the training epoch. It should be noted that
in a considered simulation, the overall epochs represent the overall training process

iterations, and therefore for the case of FL, the epochs are based on the number
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of FL iterations (rounds) times the local epoch performed. From Figure 4.4, it can
be visualized that the FL framework can emulate the performance of a centralized
approach in close proximity. Though FL can have a slightly reduced performance
compared to the centralized case, the added advantage in terms of reduced com-
munication overheads, and enhanced data privacy can be crucial advantages in the
novel wireless scenarios. It also highlights that all the components of the proposed
FL framework are configured properly and thus the platform is ready to perform

the additional experimental steps.
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FI1GURE 4.4: Accuracy of FL for 2 clients compared to the centralized benchmark
vs. epochs.

In the next parts, to evaluate the performance of the models trained with FL, they
are compared with a CL benchmark with the same NN. Some of the key variables
considered during the experimentation are the number of clients participating in the
simulation, the amount of data used for learning, and the selection and partitioning

of the training data. Simulations are conducted to assess the impact of a single
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variable as well as different combinations. Additionally, performance differences
between virtual clients implemented on Windows computers and hardware clients
of Raspberry PI are carefully analyzed. The introduction of pre-trained models and

alternative learning paradigms such as TL are also considered.

4.2.6.1 Effect of a Cooling Mechanism

The excessive amount of heat generated by the computation hardware can have a
severe impact on the environment and is underlined quite often. Such issues can
also affect the performance of the device, which can impact the model training per-
formance. For the case of FL, it is important to analyze the impact of such heating
issues on the training performances given the involvement of a large number of sen-
sory devices. Therefore, in Figure 4.5, we have presented the performance of two FL
models with similar tasks and training environments. One of the FL studies involves
the utilization of a cooling fan to reduce the heating issues of Raspberry Pi clients.
As is evident from this figure, accuracy can be improved with the use of cooling
devices, which can help to achieve model convergence rapidly. This highlights the
importance of incorporating novel cooling mechanisms into end devices to enable ef-
ficient intelligent solutions in wireless networks. As such, all subsequent simulations

were conducted in the presence of a cooling fan.
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F1GURE 4.5: The effect of a cooling fan on the accuracy of training.

4.2.6.2 Heterogeneous Client Compensation

One of the significant challenges in implementing DL techniques such as FL is
the presence of heterogeneous client devices with different amounts of resources,
i.e., computational capabilities, training data, etc. In a considered FL implemen-
tation two sets of clients are considered. While implementing the FL solutions,
a significant disparity in performance was promptly observed between clients oper-

ating as VMs and those operating on Raspberry Pis.

In the case of the traditional FL approach with heterogeneous sets of clients,
the server node waits until it receives the updates from all the clients in question.
In a considered FL setup, Specifically, it has been observed that the server waits until
even the Raspberry Pi clients complete their training, even after the most powerful
clients have finished their training. We have implemented two approaches to mitigate
this waiting time and make the best use of the highest-performing clients. The first

approach involves training the best devices for several rounds before transmitting
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the model to the server. In contrast, the second approach involves training all clients
with the same number of periods but using more data for high-performance clients.
Raspberry Pi devices with their limited capabilities often take longer duration to
communicate their model updates adding a large amount of communication over-
head. On the other hand, virtual clients with a significant amount of resources are
able to conclude the learning process promptly, they suffer due to the poor behavior
of hardware clients. To counter this issue, we have adopted two different strategies.
In the first case, we have normalized the FL iteration time by inducing the harsh local
training conditions over the virtual machine-based clients by increasing the number
of local epochs performed. With this approach, instead of staying in an idle state
and waiting for the parameter updates from the slow-performing clients, the virtual
clients try to optimize the local model performance through more training. In the
second approach, we have normalized the FL iteration time through different data
splits. In this case, each node performs the same amount of training epoch; however,
the number of data samples considered at a virtual machine is significantly higher

than the Raspberry Pi clients.

The FL data split can be performed with different methods. In Figure 4.6, we have
presented the FL. model performance with asymmetric data split between heteroge-
neous clients. Each subfigure includes a centralized benchmark with 50 K samples,
an FL approach with a 4:1 split, and another FL case with a 3:2 split. The subfigure
on the left is based on the deterministic data split approach, where the repetition
of data samples at different nodes is avoided. While in the subfigure on the right,
a random data selection approach is adopted, without taking into account the rep-
etitions of data samples at different devices. There is a significant gap between the
performance of deterministic and random selection approaches. The deterministic

approach can improve the accuracy of the FL model by up to 3.3% compared to the
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random case.
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FIGURE 4.6: Simulations with asymmetric data distribution, without and with
random selection compared to the Centralized Benchmark.

In the next case, we varied the local training epoch over different clients to analyze
the performance. In this case, all devices use the same amount of training sam-
ples, while varying the nature of the local training process. In particular virtual
machine-based clients perform more local epochs compared to the hardware nodes,
before communicating their updates to the parameter server. Figure 4.7 compares
the accuracy of different data split options along with the differing local training
processes. In this case, asynchronous data split achieves higher accuracy, compared
to the two FL cases where the same amount of data is used by the FL clients
while normalizing the FL process time through the adaptive local training opera-
tions. To verify this trend and lend it further credence, it was deemed necessary
to perform several similar tests. These tests were carefully arranged so that their
execution times were identical, thus rendering it feasible to obtain a more precise

comparison in the time domain. This is demonstrated in Figure 4.8, which compares
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the two aforementioned methods for distributing the workload between two hetero-
geneous clients through several simulations. These simulations entail the following

conditions:

e Two clients, each with 25,000 images. The first client undergoes two local

epochs, while the second undergoes eight.

e Two clients, each with five local epochs. The first client is assigned 10,000

images, while the second is assigned 40,000.

e Two clients, each with 25,000 images. The first client undergoes three local

epochs, while the second undergoes twelve.

e Two clients, each with seven local epochs. The first client is assigned 10,000

images, while the second is assigned 40,000.
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FIGURE 4.7: Accuracy with asymmetric distribution of data vs different numbers
of local epochs.
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FIGURE 4.8: Accuracy for asymmetric data distribution vs. different numbers of
local epochs, in time domain.

In our study, we intentionally introduced inhomogeneous and asymmetric data dis-
tribution to mimic real-world scenarios where data across users can vary significantly.
Specifically in Figure 4.8, the yellow line corresponds to a balanced data distribution,
where the dataset was evenly split between users (i.e., Raspberry Pis), with each
user having 20,000 images. In contrast, the orange line illustrates an uneven data
distribution. In this scenario, one user was allocated 10,000 images, while the other
user had 40,000 images. This intentional variation allows us to evaluate the FL
framework’s ability to handle disparate data quantities among users. In all cases,
the aforementioned trend is consistently observed. This underscores the efficiency of
adapting asynchronous data splitting across heterogeneous FL clients, rather than
modifying the overall training process to enforce synchronization of FL updates from

diverse devices.

Another issue that frequently impacts the DNN performance is the concept of over-
fitting especially for the case of unbalanced datasets with a large number of local
training epochs. While modifying the local training process for the case of FL with
heterogeneous nodes, the data available at different nodes should be taken into ac-

count. When examining the final parts of the two simulations, in Figure 4.9, it is
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possible to observe the effect of overfitting. The accuracy has somewhat lessened due
to excessive training of the model on a small amount of data, leading to a decrease
in universality for examples that were not utilized for training.
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FIGURE 4.9: Overfitting for different numbers of local epochs.

It is worth mentioning that compensating for performance by distributing unequal
amounts of data between devices is a challenging approach to implement. This is
because it may not be possible to control the volumes of data collected by differ-
ent clients. Conversely, increasing the workload of the highest-performing devices
by increasing their local epochs can be easily achieved with communications from

the server.

After defining the scenarios mentioned above, further exploration was conducted to
determine the impact of a random selection of data compared to an ordered split
without overlaps. It is important to note that the CIFAR10 dataset samples are

inherently unordered, with images following one another irrespective of their class.

The initial approach involved dividing the dataset among multiple clients without
repetition, resulting in a total of 50,000 samples between all clients, which is the

complete training data. Imagine a circumstance where a pair of patrons are tasked
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with handling the preparation assortment of CIFAR10, with one individual man-
aging the initial 25,000 samples and the other in command of the residual 25,000

samples. These two data groups do not overlap, thus utilizing the entire training set.

Expanding this approach to five clients would require dividing the data set into
five categories, each with 10,000 samples, with no overlaps or sample duplications.
The second approach, however, was based on the random selection of samples from
the dataset, allowing for a single data piece to be chosen several times within the
same client. Moreover, data could be common to different clients, even if the sum of
the samples from both clients exceeds the total number of samples from the training
set. Thus, this method may yield a generally substandard model performance that

aligns more with actual situations.

It is essential to consider that performance may vary from simulation to simulation,
even with the same conditions, due to the random variables of these tests. As a
result, the tests involving random samples were repeated multiple times, and the re-
sults presented represent their average. The impact of random selection, with iden-
tical data amounts and epoch numbers, is evident in Figure 4.10, which compares

two centralized learnings.
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FI1GURE 4.10: Centralized Learning with and without random data selection.
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The aforementioned phenomenon is similarly observed in a federated scenario, as il-
lustrated in Figure 4.11 by comparing two basic FLs involving two clients, each
containing 25,000 images. The likelihood of encompassing a greater portion of the
dataset and subsequently enhancing the ultimate accuracy increases as the number

of randomly selected training samples increases.
07
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FIGURE 4.11: Federated Learning for 2 clients with and without random data se-
lection.

As the quantity of randomly selected samples utilized for training increases, the prob-
ability of encompassing a more significant portion of the dataset also increases. This
subsequently results in an enhancement of the final accuracy. This correlation is vi-
sually depicted in Figure 4.12, showcasing three FL evaluations conducted on two
devices. The number of samples on each client has been progressively augmented
from one simulation to the next, positively impacting the accuracy metric at the

conclusion of each federated round.
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FIGURE 4.12: FL with different amounts of randomly chosen samples for two
clients.

4.2.6.3 Increasing the Number of Clients

The subsequent phase, aimed at enhancing the observance of FL and its scalability,
entailed increasing the number of clients participating in the simulation to a maxi-
mum of 10. Of these, 2 were Raspberry clients, and 8 were virtual clients, coexisting
with the server on the computer. The 10-client threshold could not be exceeded
due to the restricted RAM on the laptop and the considerable resources required
to train NNs. Nevertheless, this number of clients proved adequate in inducing a
noteworthy decline in the model’s performance as the number of devices involved
escalated. In addition, it can be seen that the accuracy calculated by the server of
the global model after each federated round is progressively sluggish as the number

of clients used grows.

Figure 4.13 portrays the accuracy value for each federated round for five different
simulations, each divided equally across all clients, using the internal training set

(50,000 images). The specific parameters for each test are as follows: two clients
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with 25,000 samples each, four clients with 12,500 samples each, five clients with
10,000 samples each, eight clients with 6250 samples each, and ten clients with 5000
samples each. The simulation employing only two clients is the best, whereas the
test with ten devices yields the worst performance, requiring 40 federated rounds
before achieving accuracy comparable to the former. However, it should be noted
that, in the first case, Raspberries must operate with 25,000 samples each, resulting
in relatively slower local periods, while in the second case, each client uses only 5000

samples, thereby completing its local epochs much faster.
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FicURE 4.13: FL with different amounts of randomly distributed samples among
different number of clients.

Examining Figure 4.14, representing the same performance while in the time domain,
it is evident that the actual difference in performance between the simulations is
much lower and sometimes even nonexistent. For instance, the test with ten clients
completed its 40 rounds at a time, close to the tenth round of the test with only two
clients. The same applies to the other curves, with the simulation involving four

clients overlapping perfectly with that of two. This implies that, in the context of
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a system with limited computational capacity, as represented by the Raspberry Pi,

a federated approach generates relatively similar performance to centralized ones.
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FIGURE 4.14: Accuracy vs. the number of rounds for different numbers of clients.

A similar pattern can be witnessed even with random samples, as illustrated in
the two simulations depicted in Figure 4.15. The clients work with 30,000 and
12,000 images randomly selected from the dataset, and the algorithm trained with
five clients obtains lower accuracy per round. However, since these simulations are
completed twice as fast as the two-client simulation, the result is that the accuracy

values are very similar moment by moment.
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FIGURE 4.15: Accuracy with random samples and different numbers of clients.

4.2.6.4 Effect of Pretraining

Upon completion of the previous phase, the training framework was further ex-
plored, emphasizing the introduction of pre-trained models. In all tests conducted
thus far, the initial accuracy starts at approximately 0.1 (i.e., 10%), which aligns
with a randomly initialized model. In this FL implementation, at the beginning of
each simulation, the server randomly selects a client to transmit its original model,
an NN with randomly assigned node weights, generating a very low accuracy of
approximately 10%. This model is then disseminated from the server to all clients
to establish a common starting point for training. Alternatively, it may be feasible
to directly preserve a fundamental model on the server that is conveyed to all users
during the initial stage. This method allows for using a pre-trained NN already on

the server, resulting in enhanced performance for FL.

For this specific scenario, the model pre-training was conducted centrally on
30,000 samples randomly selected by CIFAR10, with data processing for 3, 6, or 9

periods, leading to three pre-trained models with varying levels of accuracy. This
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approach observed how pretraining at different intensities contributes to FL’s per-
formance. As demonstrated in Figure 4.16, each test has a distinct initial accuracy
value, followed by training through a straightforward implementation of FL with
two clients, each with half a dataset and three local epochs per round. The impact
of pretraining is discernible in the initial rounds, where trained simulations exhibit
a significant advantage over cases without pretraining. This discrepancy weakens
as the federated rounds continue until all curves converge around the tenth round,
resulting in a final accuracy value that is relatively high, especially considering that

the previous centralized benchmark on the internal training set had a score of 65%.
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FI1GURE 4.16: Accuracy with 2 clients and different pretraining levels.

Similar examinations were replicated in a federated context comprising five clients,
each trained on a fifth of the dataset to extend the findings. Once again, as can
be seen in Figure 4.17, a trend similar to the previous one is discernible, with a
substantial effect of pretraining in the initial stages that diminishes until the curves
converge. The incorporation of pre-trained models thus represents a commendable
strategy to accelerate the FL of the network. This technique is particularly advanta-

geous in situations with limited time available for training, as in this case, FL could
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be stopped before converging to maximum accuracy, and pretraining would bring

significant benefits, as observed in the first part of the graph.
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FIGURE 4.17: Simulations with 5 clients and different pretraining levels.

To further emphasize the impact of pretraining, FL. was conducted again with

10 clients who had previously exhibited reduced performance compared to other

simulations. However, this time a starting model already trained with 30,000 ran-

dom samples for six periods was used. The outcome is shown in Figure 4.18, where

the new simulation has substantially higher accuracy than the previous test with 10

clients and even surpasses the scenario with only two devices. This exemplifies how

one can compensate for the decline in the accuracy of FL due to the increase in the

number of devices involved by incorporating pretraining.
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FiGURE 4.18: Two simulations with 10 clients with or without pretraining vs.
simulation with 2 clients without pretraining.

However, we must recognize the deficiencies of this approach. Pretraining a model
demands time and energy. Ideally, the optimal solution would be to conduct the
pretraining directly on the server in a centralized manner. In this case, the reduced
number of periods required to obtain a good starting model and the high computing
capacity of the server would render the pretraining time almost negligible compared
to the duration of the subsequent federated training. Nonetheless, this solution may
not be feasible in a practical scenario as it implies the presence of a certain amount of
training data directly on the server when, in several cases, FL is chosen precisely to
circumvent the transfer of the local data collected by the various devices. A possible
alternative could be the utilization of a more generic dataset for pretraining, then
leaving clients with the task of integrating the model’s specific features with their

local data, akin to what occurs for TL.
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4.2.6.5 Transfer Learning

Drawing inspiration from the aforementioned analogy of TL, executing its func-
tionality in the present framework has been feasible. However, it is imperative to
specify that the measures implemented to achieve this outcome do not facilitate the
attainment of the same level of automation as federated simulations. The practical
principle is akin to pretraining, wherein an initial model is trained through central-
ized ML. Subsequently, this model is disseminated to various devices that conduct

local training with their unique dataset.

In the first part of Figure 4.19, the fundamental model training is depicted, followed
by the curves of multiple models obtained by the clients. The two models produced
in the first scenario are almost identical, as both clients have 25,000 images of data

and have been trained for the same number of epochs.
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FIGURE 4.19: TL with 2 clients.

In contrast, in Figure 4.20, differences in terms of accuracy and training time between
the three devices are apparent, which is expected since all the clients have trained

for 21 periods. However, each client had varying sample sizes available, with the
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first client having 10,000, the second having 20,000, and the third having 30,000
elements of CIFAR10. Thus, clients with more data will exhibit slower periods that

guarantee greater accuracy.
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FI1GURE 4.20: TL with 3 clients.

4.2.7 Discussion

In this study, we conducted an in-depth exploration of FL. methodology across het-
erogeneous nodes, offering critical insights into its application within the context of
6G technology. Our investigation revolved around a hardware-software integrated
FL model, ingeniously leveraging a combination of Raspberry Pi devices and VMs as
FL clients, each equipped with unique datasets sourced from the CIFAR10 dataset,
a widely accepted benchmark in image classification. The experiments were metic-
ulously designed to mirror real-world scenarios, addressing multifaceted challenges
including varying computation resources, uneven dataset distributions, and the heat-

ing issues inherent in wireless devices.



Chapter IV. Implementation and Performance Analysis of DL Frameworks 164

A pivotal aspect of our research involved examining the impact of cooling mech-
anisms on training accuracy, elucidated in detail in Section 4.2.6.1. The insights
garnered from Figure 4.5 underscore the significance of cooling devices in expedit-
ing model convergence, highlighting their practical relevance, especially in resource-
constrained environments. Additionally, we delved into the complexities of het-
erogeneous client compensation, meticulously examining asymmetric data distribu-
tion scenarios, both with and without random selection, compared to a Centralized
Benchmark, as delineated in Section 4.2.6.2 (Figures 4.6-4.8). These analyses illumi-
nated the nuanced dynamics of FL performance, emphasizing the intricate balance
required in distributing training data among disparate nodes. Furthermore, our
study probed the issue of overfitting in FL, a critical concern often encountered
in decentralized learning paradigms. Through Figure 4.9, we identified the chal-
lenge and subsequently addressed it by incorporating random selection strategies,
showcased in Figures 4.10-4.12, thereby mitigating overfitting risks while optimiz-
ing model generalization. A comprehensive exploration into the scalability of FL
was presented in Section 4.2.6.3, analyzing the impact of increasing the number
of users on the system’s performance (Figures 4.13-4.15). This analysis provided
valuable insights into FL’s scalability potential, crucial for its adoption in large-
scale, dynamic environments. The effectiveness of pretraining in enhancing accuracy
rates was explored in Section 4.2.6.4, revealing significant improvements showcased
in Figures 4.16-4.18. Pretraining emerged as a powerful technique, elevating the
model’s performance and showcasing its potential for optimizing FL. outcomes. Fi-
nally, in Section 4.2.6.5, we delved into TL’s potential, evaluating its impact with
varying numbers of clients (Figures 4.19 and 4.20). The results underscored TL’s
capacity to enhance FL model performance, particularly when faced with diverse

client configurations.
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4.2.8 Conclusion

In this work, we have investigated the performance of the FL method including
a group of heterogeneous nodes. In particular, a hardware-software integrated FL
model is developed by using a set of Raspberry PI devices and VMs acting as an
FL client with their datasets. Performance is analyzed for the case of an image clas-
sification problem with a widely known CIFAR10 dataset. Given the importance
of distributed intelligence with heterogeneous wireless nodes in the upcoming 6G
technology, a set of experiments are performed to analyze the FL performance in
different cases. Main issues such as differing computation resources, uneven dis-
tributions of datasets, and heating issues of wireless devices were considered while
performing the experiments. In addition, novel technologies such as the users of pre-
trained networks for KT, were also considered. A more pro-analysis and concluding
remarks are also presented during the discussion of simulation results. This study
can be highly useful when considering the deployments of FL. methods over hetero-
geneous 6G environments to enable large-scale, connected, cost-efficient, and reliable

distributed intelligence.

In conclusion, our study’s multifaceted approach, spanning cooling mechanisms,
heterogeneous compensation strategies, overfitting mitigation, scalability analyses,
and the integration of pretraining and TL, provides a holistic understanding of
FL’s dynamics across heterogeneous nodes. These nuanced findings not only con-
tribute significantly to the academic discourse but also hold practical implications
for real-world 6G deployments. By illuminating the complexities and offering viable
solutions, our research empowers the seamless integration of FL in diverse, large-
scale, connected, cost-efficient, and reliable distributed intelligence systems, laying

the foundation for the future of intelligent wireless networks.
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4.3 Real-World Implementation and Performance
Analysis of Distributed Learning Frameworks

for 6G IoT Applications

The imminent arrival of 6G technology heralds a new era marked by intelligence,
full connectivity, and digitalization, achieved through the extensive deployment of
distributed intelligent networks. This technological advancement is poised to provide
a diverse array of intelligent services and applications tailored to specific demands.
The success witnessed in 5G solutions underscores the pivotal role of IoT technology,
which is expected to play an equally crucial role in the 6G society. As the IoT
seamlessly integrates into various wireless scenarios, the 6G landscape anticipates
the deployment of numerous sensory nodes capable of sensing their surroundings
and generating copious amounts of high-quality data, crucial to enabling intelligent

solutions in 6GG networks.

ML plays a central role in the 6G vision, specifically in the empowerment of in-
telligent services. The deployment of various ML methods across different wireless
scenarios is expected to facilitate intelligent solutions by analyzing 6G network data
and extracting valuable insights. However, the conventional CL method, which
concentrates training data on a single server, is inefficient when viewed from a 6G
perspective. Given the need for next-generation networks to manage vast amounts
of information that is predominantly generated at the network’s edge, centralizing
data incurs communication overheads and network traffic, limiting its applicability

in the resource-constrained and time-critical 6G environment.

An efficient alternative to CL is DL, emphasizing decentralization of training. This
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approach carries out the training phase directly on end devices or strategically po-
sitioned nodes at the edge of the network. DL enables the training of models by
processing local data on each device, harnessing large amounts of heterogeneous
data across the network. Beyond improving privacy and reducing communication
overhead, DL distributes the computational load between devices, leading to im-

provements in energy management.

Within the realm of DL, FL has emerged as a successful approach to building high-
quality ML models based on dispersed wireless data. The traditional FL approach
involves devices with their datasets and a central server node. While offering advan-
tages such as reduced data transmission costs and enhanced data privacy, FL faces
challenges in the form of heterogeneous nodes with varying capabilities and the time

required for model convergence, particularly in latency-critical 6G use cases.

Recognizing the challenges posed by limited client resources in the FL framework, TL
is introduced as a strategic solution to fine-tune DNNs. Implementing FL directly
on clients for all training processes becomes impractical due to resource constraints,
making it challenging to achieve satisfactory accuracy. TL leverages pre-trained
models and adapts them to the specific task at hand, offering an efficient hybrid
approach that overcomes the limitations of resource constraints and time challenges
in the 6G landscape. This incorporation of TL within FL. promises to improve the

feasibility and effectiveness of training DNNs in the context of 6G networks.

4.3.1 Technological Background

ML technology has attracted significant attention for empowering intelligent solu-
tions in various wireless networks, spanning mobile communication networks [124],

wireless sensor networks [125], transportation systems [47], and NTNs [126]. Tt
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proves instrumental in addressing intricate challenges within wireless communica-
tion, such as resource management [127], data offloading to edge networks [128],
spectrum management [129], routing [130], and user server allocation [143], among
others. Various ML techniques offer effective solutions to these complex problems.
In particular, FL stands out as a widely adopted DL approach that provides efficient
solutions. In a specific case, a paper [131] proposes energy-efficient FL solutions cus-
tomized for wireless communication environments. Furthermore, research in [132]
explores the applicability of FL solutions in smart city environments, demonstrating
their versatility. The utility of FL extends to solving challenges within VNs, partic-
ularly in EC environments [144], digital twin-based VNs [145], resource allocation,
and task offloading [146], and finds applications in diverse satellite networks [133].
Despite the extensive analyses of FL performance in various wireless settings, the

existing body of work often lacks considerations for practical implementations.

Recently, various scholars have explored the implementation of a learning testbed
that uses various sensory nodes to evaluate the performance of ML solutions. Rasp-
berry Pi devices have become a common choice for assessing the efficacy of ML solu-
tions that address various challenges in wireless networking. For instance, in [134],
RL-based solutions were proposed to optimize routing processes in software-defined
wireless sensor networks, with Raspberry Pi devices serving as sensor nodes for
performance analysis. Another study [135] presented deep learning-based solutions
for speed bump detection in intelligent vehicular systems, employing Raspberry Pi

devices and associated camera modules for testing.

In the realm of healthcare monitoring, an approach called DIL was introduced
in [136] to mitigate catastrophic forgetting. However, the application of this ap-

proach faces challenges on Raspberry devices due to the large model size (49 KB),
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and the absence of details regarding data batch quality poses obstacles to conver-
gence. Communication-efficient FL solutions, proposed in [137], were tested using
Raspberry Pi devices in EC environments. Furthermore, the researchers in [44]
delved into the analysis of FL performance in the presence of heterogeneous clients,
providing valuable information for the integration of different IoT subsystems with

heterogeneous nodes in the context of 6G networks.

FL has witnessed numerous advancements in recent years, extending its applica-
bility to various domains and addressing various challenges. In particular, FL has
been integrated with wireless channel properties, allowing devices to transmit model
updates simultaneously and enabling automatic model aggregation through the wire-
less channel. This paradigm, known as unit-modulus over-the-air computation [147],

improves the efficiency and scalability of FL in wireless communication settings.

Moreover, advancements in FL have led to the development of hierarchical FL frame-
works tailored for complex applications, such as end-to-end autonomous driving
[148]. These hierarchical approaches enable distributed model training across multi-
ple layers of a hierarchical architecture, facilitating collaborative learning among in-
terconnected components while ensuring efficient information exchange and decision-

making in dynamic environments.

Additionally, recent research has explored the integration of task-oriented sensing,
computation, and communication in FL settings [149]. By aligning sensing, com-
putation, and communication resources with specific tasks or objectives, these inte-
grated FL frameworks optimize resource allocation and coordination, thus improving

the effectiveness and adaptability of FL systems in real-world applications.

Despite these contributions, to the best of our knowledge, the existing literature lacks

a comprehensive study focusing on the implementation and performance analysis of a
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real-world DL scenario with limited resources. Such scenarios require the utilization
of TL for DNNs on end-users and clients, as exemplified by Raspberry Pis. This
deficiency in the literature motivates our experimental analysis of the FL process in
the presence of diverse sets of clients with varying resource capacities. This study
aims to bridge the gap in understanding the practical implications and performance
aspects of DL scenarios in resource-constrained environments, shedding light on the

effectiveness of TL applications.

4.3.2 Contributions and Novelties

This study presents several significant contributions and novel insights into the realm
of DL frameworks, particularly focusing on Federated Transfer Learning (FTL) and
FL methodologies. The key contributions and novelties of our research are outlined

as follows:

1. Implementation and efficiency analysis: We deploy FTL and FL frame-
works on a real-world platform comprising heterogeneous devices, including
Raspberry Pis, Odroid, and VMs. Through comprehensive efficiency assess-
ments that include accuracy, convergence rate, and loss metrics, we demon-
strate the superiority of FTL. In particular, FTL exhibits improved accuracy

and reduced loss over shorter training durations compared to FL.

2. Dynamic measurement and comparison of technical parameters: Our
study uses dynamic measurement techniques to evaluate key technical param-
eters, such as load average, memory usage, temperature, power, and energy

consumption, in DL methodologies. The findings reveal that FTL exhibits
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a lower average load on processing units and memory usage, while consum-
ing less energy and power. This aspect is particularly crucial in emerging 6G

scenarios characterized by resource-limited devices.

3. Scalability analysis: We perform scalability analyses to explore the impact
of varying user counts and dataset sizes on the performance of the DL frame-
work. Our results confirm the robustness and reduced sensitivity of the FTL
to these variations, highlighting its adaptability and reliability in diverse op-

erational scenarios.

4. Innovative implementation strategies: We introduce novel implementa-
tion strategies to address the practical challenges encountered during the im-
plementation of the DL framework. In particular, we employ an asymmetric
data distribution to closely emulate real-world scenarios, enhancing the appli-
cability and robustness of our findings. Furthermore, we implemented cooling
systems using fans and heat sinks to mitigate overheating and processing capa-
bility degradation, thus optimizing training performance and ensuring the reli-
ability of our DL frameworks. Additionally, the introduction of memory swap
functionality, which addresses the limited memory capacities of Raspberry Pis,
represents a novel approach to enhancing the scalability and efficiency of DL

frameworks.

4.3.3 Limitations

Although our study offers valuable information on the efficiency and performance of
the FTL and FL frameworks, several limitations warrant acknowledgment. One no-
table limitation is the relatively limited number of users involved in our implementa-

tions. This constraint may restrict the generalizability of our findings to larger-scale
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DL environments. Additionally, while the introduction of memory swap functional-
ity represents a novel approach, further research is warranted to explore its implica-
tions on system performance and scalability in more extensive DL scenarios. Future
research efforts could address these limitations by incorporating larger user cohorts
and investigating alternative memory management strategies to further enhance the

robustness and applicability of DL frameworks.

This work explores DL frameworks, specifically FL. and FTL, and implements them
on [oT devices within the context of 6G technology. The work begins with an intro-
duction that outlines the objectives and necessity of DL frameworks in the evolving
landscape of 6G and the IoT. Section 4.3.4 delves into the fundamentals of FL. and
extends the discussion to F'TL, highlighting their applications and challenges. Fol-
lowing this, Section 4.3.5 details the implementation of the system, focusing on server
and client configurations and functionalities. Experimental results and performance
evaluations are presented in Section 4.3.6, with Experiment 1 analyzing DL with
five heterogeneous clients and Experiment 2 exploring DL with three heterogeneous
clients in order to analyze the scalability of the system. Through experimentation,
the work demonstrates the superiority of FTL over FL in terms of performance and
efficiency. Finally, the conclusion summarizes the key findings and contributions of
the study, emphasizing the added benefits and importance of FTL in heterogeneous

IoT environments.

4.3.4 Distributed Learning

The traditional ML method functioned within a centralized framework, where dis-

tributed wireless nodes, acting as potential data origins, sent their data samples to
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a central, more powerful node with substantial storage and computational capabili-
ties. With increasing interest in the 5G system and the upcoming 6G technology, the
wireless environment is filled with small devices capable of sensing the environment
and producing vast amounts of high-quality data. Managing such a large volume
of data using a conventional centralized approach could lead to significant commu-
nication overhead. Conversely, collecting data from multiple distributed nodes to
create a comprehensive dataset at the central server node could result in notably
higher training expenses. Furthermore, the emergence of new intelligent services and
applications sets strict demands in terms of latency, privacy, and reliability, creating

obstacles for centralized ML model training in wireless settings.

Recent progress in hardware and software technologies has significantly enhanced the
onboard functionalities of end devices. With this enhanced capacity, these devices
are now able to independently train complex ML models using their own datasets,
removing the necessity of transmitting data over long distances and decreasing the
extra training workload. Moreover, devices can interact with each other and server
nodes to improve ML models, thereby boosting performance. This has given rise to
a new approach in ML model training called DL, which seeks to overcome the con-
straints of conventional centralized techniques [20]. Different types of DL methods

have been investigated recently.

There are two main strategies for implementing DL: distributing data in parallel or
distributing models [138]. The former method involves spreading out the training
data across multiple servers, while the latter method involves splitting the model’s
parameters among different servers. However, the complexity of dividing ML models
into separate parameter groups poses a challenge when applying the parallel model
approach. As a result, most distributed ML systems primarily rely on distributing

data. Some prominent deep learning techniques include FL, collaborative learning,
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MARL, and SL [17]. Among these, FL and its variations, like FTL, have become
widely adopted in wireless networks due to their effectiveness in facilitating intelli-

gent solutions.

4.3.4.1 Federated Learning

FL acts as a decentralized structure for distributed ML, ensuring privacy by conduct-
ing learning directly on the end devices [150]. This deep learning approach allows
the collaborative training of models across decentralized data sources by iteratively
exchanging model updates while maintaining the raw data on individual devices.
The FL algorithm, illustrated in Algorithm 4.2, functions in numerous rounds, with

each round comprising several steps:

1. Initialization: At the beginning of the process, a global model () is ini-
tialized. This global model serves as the starting point for training across all

devices (Line 3).

2. Tteration (round): The algorithm iterates for a predetermined number of
rounds. This iterative process aims to minimize a specific function for efficient

FL [139]. Each round involves the following steps:

(a) Device interaction loop: Within each round, the algorithm interacts
with each device (representing different data sources) individually (Lines
5-10).

e Broadcasting model: The current global model () is sent to each
device participating in the process (Line 6).

e Local training: Each device trains a local model (6;) using its own
local dataset (D;) (Line 7). This ensures that models are trained

using data that remain on the respective devices, preserving privacy.
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e Local model update: After training, each device computes a local
gradient update (A8;) based on its local loss function (L(6;, D;)) (Line
8).

e Sending update: The devices send their respective gradient up-

dates (A6;) to a central server for aggregation (Line 9).

(b) Aggregation: The central server receives the gradient updates from all
devices and aggregates them to update the global model (6) (Line 11).
This aggregation step ensures that the insights gained from local data
across all devices contribute to improving the global model. The update
is performed using a learning rate () to control the step size in the

gradient descent process.

3. End of iteration: The algorithm repeats this process for a fixed number of
rounds or until convergence criteria are met (Lines 4-12). Each round allows
the global model to learn from diverse data sources without compromising

individual data privacy.

This approach promotes privacy preservation, communication efficiency, and collab-

orative learning in ML tasks [151].

In FL, various algorithms were proposed to address different challenges and opti-
mize the performance of the model on decentralized devices. Some commonly used
FL algorithms include FedAvg, FedAvgM, FedIR, FedNova, FedCurv, MOON, and
SCAFFOLD. Each algorithm has its unique characteristics and advantages, such
as privacy preservation, communication efficiency, and robustness to heterogeneity.
FedAvg, which is introduced in Algorithm 4.2 and we use in this study, is a widely
adopted algorithm that averages local model updates to form a global model while

mitigating privacy risks. FedAvgM extends FedAvg by incorporating momentum to
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accelerate convergence [152]. FedIR focuses on addressing imbalanced data distri-
bution among clients by adjusting the learning rate based on the inverse of the local
gradient norm [153]. FedNova introduces adaptive learning rate scaling to enhance
convergence in non-convex optimization problems [154]. FedCurv uses local curva-
ture information to determine adaptive step size, improving optimization efficiency
[155]. MOON and SCAFFOLD are more recent advances that aim to enhance com-
munication efficiency and robustness to adversarial attacks, respectively [156]. It is
important to note that the choice of the FL algorithm may significantly impact the
performance and convergence behavior of FL systems, making algorithm selection a
critical consideration in FL research and deployment. Further comparative studies
are warranted on different FL algorithms to elucidate their relative strengths and

limitations in various application scenarios.

Algorithm 4.2 Federated Learning Algorithm
1: Input: Global model 8, data subsets D1, Do, ...,D,

2: Output: Updated global model 6
3: Initialization: Initialize 6
4: fort=1to T do

5: fori=1tondo

6: Broadcast 8 to device i

7 Train local model 6; on D;

8: Compute local update A8; = VL(0;, D;)
9: Send A0; to central server

10: end for
11: Aggregate updates: 6 < 6 —n X" Ab;

12: end for

To ensure the successful implementation of FL, it is crucial to thoroughly examine
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several factors. These factors encompass the choice of learning devices, differences in
performance levels between users, handling diverse training data, possible algorithms
for combining local models, deciding on the aggregation approach on the server, and

managing resource distribution [157].

When choosing devices, it is essential to assess factors like the quality and amount
of local data, the efficiency of the connection to the central server, and the compu-
tational capacity of the client. In a diverse setting with devices of different onboard
capabilities, it is crucial to consider the variations in computing power, as clients

with limited capabilities could potentially hinder the overall learning process [158].

Two commonly accepted FL. methodologies for DL are synchronous FL and asyn-
chronous FL [159]. Synchronous FL involves all devices engaging in training local
models concurrently, presenting difficulties in heterogeneous environments with di-
verse client capabilities. In contrast, asynchronous FL allows devices to train models
at their individual speeds and transmit parameters to the server for aggregation,

making it better suited for varying device capabilities.

In Section 4.3.6, an investigation is conducted into the effectiveness of various DL
methods, with a specific focus on the application of asynchronous FL in compensat-
ing heterogeneous clients. This aims to overcome issues stemming from the varying
performance capabilities of Raspberry Pis and VMs, with the goal of achieving equi-

librium.

The variability in data between FL devices can have a notable impact on the ef-
fectiveness of FL [160]. In [141], the concept of federated continual learning was
introduced to enhance performance with non-I1ID data, but the issue of scalability

was not addressed. Convergence challenges may arise during the fusion of models
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created locally, influencing the selection of an appropriate aggregation method. Con-
ventional methods such as federated average (FedAvg) may demonstrate restricted
efficacy, prompting the exploration of weighted means or device selection strategies

guided by model performance.

These scenarios emphasize the necessity of establishing a suitable FL framework
in diverse environments that are tailored to the features and conditions of the FL
device. Employing a uniform FL approach may lead to diminished performance, un-
derscoring the significance of evaluating the FL. model’s performance across different

situations and opting for a suitable FL model [140].

4.3.4.2 Federated Transfer Learning

Recent developments in the field of DL have elevated TL to a central position as
an essential method for enhancing FL capabilities. The adoption of TL in FL is
driven by the practical obstacles that arise when users confront resource constraints,
making it impractical to perform extensive FL training on these devices. Integrating
TL seeks to improve DNNs by leveraging existing knowledge, providing a tactical

resolution to resource limitations experienced by users [57].

FTL is an extension of FL that incorporates the advantages of TL within a decentral-
ized learning structure. In FTL, every client leverages their own data to develop a
model, benefiting from the knowledge of a pre-existing global model instead of com-
mencing the learning procedure anew. This method effectively reduces the need for
computationally intensive training on separate devices, offering a valuable solution,

especially in resource-constrained environments [161].

In the FTL algorithm depicted in Algorithm 4.3, the process begins with each client

loading a pre-trained global model (6) (Line 6). This pre-trained model contains
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knowledge gained from previous tasks or domains. Subsequently, each client fine-
tunes its local model (6;) on its respective local data subset (D;) using insights from
the pre-trained global model (Line 7). The local model is then used to compute
a local update (A6;) based on the local loss function (L(6;, D;)) (Line 8), which is
sent to a central server for aggregation (Line 9). The central server aggregates these
updates (Line 10) and updates the global model accordingly. This iterative process
repeats for a predetermined number of rounds (7), enabling collaborative learning

between decentralized networks while leveraging the benefits of TL.

Algorithm 4.3 Federated Transfer Learning Algorithm
1: Input: Pre-trained global model 6, data subsets D1, Do, ..., D,

2: Output: Updated global model 6
3: Initialization: Load pre-trained global model

4: fort=1to T do

5: fori=1tondo

6: Load pre-trained global model 6

7 Fine-tune local model 6; on D;

8: Compute local update A8; = VL(6;, D;)
9: Send Af; to central server

10: end for
11: Aggregate updates: 6 «— 6 —n X", Ab;

12: end for

In the context of FTL, the distinction lies in the initialization of the global model.
Unlike FL, where the global model is typically initialized from scratch, in FTL, the
global model is initialized with parameters pre-trained on a source domain dataset.
This pre-trained global model serves as a starting point for learning in the feder-

ated setting. During the FTL process, the global model is collaboratively fine-tuned
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across the decentralized devices using the available local data from the target do-
main. Using the knowledge encoded in the pre-trained global model, FTL aims to
accelerate convergence and enhance performance, especially in scenarios where data

in the target domain are limited or imbalanced.

In our work, Algorithms 4.2 and 4.3 illustrate the procedural flow of FL. and FTL,
respectively. Algorithm 4.2 outlines the steps involved in standard FL, where the
global model is initialized without any prior knowledge of external datasets. Con-
versely, Algorithm 4.3 delineates the modified procedure for FTL, where the global
model is pre-initialized with parameters pre-trained on a source domain dataset
before being fine-tuned in the FL setting. In summary, while FL focuses on collabo-
rative model training across decentralized data sources, FTL introduces the concept
of TL by leveraging pre-trained models to enhance learning performance in federated
settings. The distinction between “Global model” and “Pre-trained global model”
underscores the initialization strategy employed in FL. and FTL, respectively, re-

flecting their unique approaches to FL.

FTL presents several benefits [162]. To begin with, it overcomes the challenges
related to limited resources by allowing clients to utilize a common knowledge base,
removing the need for complex model training on individual devices. This speeds
up the learning process and enhances the overall effectiveness of the FL framework
[163]. Secondly, FTL enhances the model’s ability to generalize. By transferring
knowledge from a pre-trained DNN to users, FTL establishes a foundational set
of generalized features that can be adjusted based on each client’s specific data
characteristics. This flexibility is crucial for building strong and efficient ML models
[164]. Additionally, FTL aids in better model convergence, particularly in situations
involving diverse devices [165]. The shared knowledge promotes a more coherent

learning process, ensuring that models on different devices converge more effectively.
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This is especially important in environments where there is significant variation in

device capabilities [47].

In summary, the integration of TL into FL to create FTL presents a hopeful oppor-
tunity to address resource constraints and enhance the effectiveness, adaptability,
and convergence of ML models in decentralized settings. The seamless merging of
FL and TL concepts presents a holistic approach for DL in situations marked by

varied and resource-limited users [166].

4.3.5 Implementation of the System

The main aim of this research is to develop, evaluate, and compare two detailed and
systematically organized DL frameworks, known as FL and FTL, for training ML
algorithms using a federated approach involving various distributed clients. Here,

we outline the crucial steps taken in implementing both FL and FTL approaches.

The envisioned DL system utilizes a client-server setup, with a Windows PC act-
ing as the server and a variety of Raspberry Pi and Odroid devices functioning
as distributed users. Additionally, the integration of virtual clients enhances the
distributed framework by introducing diversity. Incorporating both hardware and
software clients into the federated framework offers significant benefits, especially in
light of the importance of network programmability and virtualization in the realm
of 5G/6G networks. Communication between devices is facilitated through the local

network, with all hardware nodes connected via Wi-Fi.

The primary goal is to evaluate the effectiveness of these deep learning frameworks in
settings with limited and varied resources. A standard task of image classification
is conducted to develop a proficient DNN using the designated DL frameworks.

The CIFAR10 dataset is used as a basis for training the model. It is important
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to highlight the intentional creation of data diversity among FL clients by dividing
the original dataset into different subsets. Although our study focuses on a specific
ML task using predefined datasets, we recognize the potential of these frameworks
to address general ML challenges. The implementation of FL. and FTL frameworks
is carried out using the Python programming language, with the PyTorch library
for training the DNN model and the Flower library, designed for federated ML, to

facilitate efficient automation of client—server interactions [142].

Later on, we elaborate on the complex setups utilized in both the client and server
aspects of the examined distributed system. Figure 4.21 illustrates the essential
elements of the DL framework under review, including a collection of Raspberry
Pi and Odroid devices, VMs, and a centralized server responsible for consolidating

parameters from the user community.
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FI1GURE 4.21: Considered distributed framework with heterogeneous clients.
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4.3.5.1 Server Configurations and Functionalities

In this section, we describe the fundamental procedures for setting up the server
aspect of the FTL system and provide information on the software employed. The
FTL server runs on a powerful Windows machine, namely an Asus K556U equipped
with an Intel Core i7-6500U processor and 12 GB DDR4-2133 MHz RAM. Fur-
thermore, it utilizes Intel Wireless-AC 9560 for Wi-Fi connectivity, which supports
802.11 a/b/g/n/ac standards.

The project opted for Anaconda as the development platform as it provides sophis-
ticated package and library control for Python applications. The project utilized the
standard Anaconda setup with Python 3.9.13 alongside PyTorch 2.0.0 and Flower
1.3, which were acquired and set up through the built-in terminal. The project
architecture is based on three Python scripts: one for server operations, another for
client tasks, and a third for specifying NN training procedures. Importantly, the
system functions solely within the internal network, exchanging data among devices

using the procedures outlined in the scripts.

The FL server plays various essential roles in facilitating FTL. Firstly, it initiates
contact with a specified group of clients via the local network. Next, it sets up
the global DNN model by incorporating pre-trained models tailored to particular
situations. Afterward, it distributes the network parameters to all clients, ensuring

a consistent foundation for federated training.

During the federated training procedure, participants train their individual models
locally for a set number of iterations before sending their model parameters to the
central server. The server combines these parameters to form a unified NN using the
FedAvg algorithm. FedAvg is a privacy-conscious FL algorithm that trains a shared

model among various participants while protecting the privacy of their data. The
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process and mathematical representation of FedAvg can be found in Algorithms 4.2

and 4.3.

The performance of the combined model is evaluated based on accuracy and losses
by utilizing a test dataset available on the server. The outcomes are saved in a CSV
file. Subsequently, the improved combined model is sent back to the clients to start
the next round of FL. This repetitive procedure persists until reaching the designated
number of iterations, with each component playing a vital part in enabling the FL

process.

4.3.5.2 Client Configurations and Functionalities

In this section, we provide more details on the variety of client devices used in our
FTL framework, including Raspberry Pi devices, Odroid-N2L, and virtual clients
created as VMs on a PC. Having a variety of client setups expands the range of

capabilities and resources available in our IoT environment.
Raspberry Pis

Our client devices include Raspberry Pi 3B+ units, which were chosen for their cost-
effectiveness and high customizability. The Raspberry Pi 3B+ features a Broadcom
BCM2837B0 processor, a Cortex A53 (ARMvS8) 64-bit SoC running at 1.4 GHz,
1GB LPDDR2 SDRAM, and 2.4 GHz and 5 GHz IEEE 802.11.b/g/n/ac wireless
LAN. Additional specifications include Bluetooth 4.2, BLE, Gigabit Ethernet over
USB 2.0, a 40-pin GPIO header, full-size HDMI, USB ports, DSI, a Micro SD slot,
and a 5V /2.5A DC power supply.

To support our experiments, we installed the 64-bit Raspberry Pi OS, which is crucial

for PyTorch compatibility. The configuration involved an SSH setup for the VNC
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service, which allows remote desktop access. This facilitated real-time monitoring
of simulations from a connected Windows computer, offering seamless interaction

with the Raspberry Pi desktop.

The client-side code, executed in Python 3.9.2, utilized the PyTorch and Flower
libraries. Clients ran the client.py script, inheriting contents from cifar.py for the
generation, training, and evaluation of the NN. This configuration allowed efficient

participation in the FTL process, optimizing training time and computational costs.

Here, we also take advantage of swap memory, also known as swap space, which is a
section of a computer’s hard disk or SSD that the OS uses to store inactive data from
Random Access Memory (RAM). It involves moving data between the RAM and the
dedicated space on the hard disk. When the RAM of a device like a Raspberry Pi is
not enough to handle all the running processes, the OS can move some of the data to
the swap space. This allows larger and multiple processes to run concurrently. The
kernel may also decide to move data that has not been touched for a while to the
swap space, freeing up RAM for other applications or cache. This makes better use
of the available RAM and can improve system performance. However, using swap
has its disadvantages; accessing data from the hard disk is significantly slower than
accessing it from RAM. This can lead to slower response times for the system and
applications if processes are too aggressively moved out of memory. We have made

3GB of swap memory for the Raspberry Pis.
Odroid

We introduce Odroid-N2L devices, which feature a quad-core Cortex-A73 (2.2 GHz)
and dual-core Cortex-Ab3 (2 GHz) Amlogic S922X processor with ARMvS8-A ar-
chitecture. Equipped with 4GB of LPDDR4 RAM, these devices have enhanced

computational capabilities compared to Raspberry Pi devices. Their inclusion adds
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diversity to our client pool, accommodating various resource capacities within the

[oT ecosystem.
Virtual Clients

In addition to physical devices, we include as many as two virtual clients created as
VMs on a personal computer. Although all virtual clients were set up on a single PC
for testing purposes, the system can be expanded to multiple-PC setups to enhance
client variety. These virtual clients, utilizing the same scripts as the physical clients,
provide additional computational capabilities [167]. Each of the virtual clients was
configured to utilize one of the CPU cores of the hosting hardware, which was an
ASUS K556U Core i7 2.7 GHz with 12 GB RAM memory. The virtual clients
were allocated access to all system resources, ensuring consistent performance and
enabling seamless integration with the FL framework. The specifications of the
hardware used in this experiment are summarized in Table 4.1, which compares the
capabilities of all different client types, including CPU speed, RAM size, storage

capabilities, and other relevant specifications.

In order to avoid overheating in Raspberry Pi devices, a cooling fan was utilized
throughout all experiments to maintain peak performance. The efficiency of this

cooling method is further investigated in Section 4.3.6.
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TABLE 4.1: Hardware specifications
No.
HW RAM SWAP | CPU of Memory
Cores
1 GB LPDDR2 16 GB
PI 4 GB | Cortex-A53 (1.4 GHz) 4
SDRAM Micro SD
Quad-core  Cortex-AT73
4 GB LPDDRA4 32 GB
Odroid 0 (2.2 GHz), Dual-core | 6
RAM eMMC
Cortex-Ab53 (2 GHz)
1 TB
12 GB DDR4
PC 0 Core i7-6500U (3.1 GHz) | 2 Hard
SDRAM
Drive

In our FTL framework, the client nodes perform a series of functions. Communica-

tion channels are established with the server, global model parameters are received

at the beginning of each round, and local training is performed on client devices.

These trained models are evaluated locally, and the metrics are transmitted back

to the server. The entire process is detailed in Figure 4.22; providing insight into

the experimental setup that uses Odroid and Raspberry Pi nodes, VMs, and an FL

server installed on a Windows PC.
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FIGURE 4.22: Experimental setup used during the first DL implementations.

4.3.6 Experimental Results and Performance Evaluations

In this section, the performance analysis of the proposed FTL framework is per-
formed using the Python simulation environment. The evaluation focuses on image
classification, using the CIFAR10 dataset, which comprises 60,000 colorful pictures

with a resolution of 32 X 32 pixels, classified into 10 classes, each containing 6000
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images. The dataset is partitioned into 50,000 training samples and 10,000 verifi-
cation samples. A random arrangement of images is ensured while maintaining a
uniform distribution of classes. We experiment in two different settings, one with

five heterogeneous clients and the other with three heterogeneous clients.

4.3.6.1 Experiment 1: DL with Five Heterogeneous Clients

The first experimental setup involves one Odroid, two Raspberry Pi devices, and
two virtual clients, as shown in Figure 4.22. Each virtual client is assigned an
equitable share of CPU resources on the host machine, ensuring a fair and consistent
experimental environment. This resource allocation strategy guarantees a balanced
and representative simulation, devoid of the influence of uneven resource distribution
among virtual clients, providing a reliable basis for experimental findings. The initial
distribution of the CIFARI10 training set among clients is followed by 30 federated
iterations, comprising three local training epochs. The test data, consisting of 10,000

CIFARI10 samples, are used throughout the simulation.

The accuracy of the model is measured using a metric that calculates the percentage
of correct predictions out of all predictions. The accuracy values presented are
normalized between 0 and 1. To accelerate the training process, the number of
training iterations and the overall size of the data are limited, setting an upper bound
on DNN performance, specifically ResNet in our case. The experimental results
indicate that with FTL, the DNN achieves an accuracy of up to 83%, compared to
approximately 60% with FL. Improved performance can be achieved with additional

resources such as data samples, devices, and training iterations.

Figure 4.23 illustrates the performance of the FTL and FL frameworks in basic

settings, where users possess varying amounts of uncorrelated data and onboard
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capabilities. The simulation comprises 10% of randomly selected data for Raspberry
Pi 1, 15% for Raspberry Pi 2, 25% for Odroid, 20% for Virtual Machine 1, and 30%
for Virtual Machine 2, totaling five clients. Both the FTL and FL models undergo
training for 30 global federated rounds. The results reveal that the FTL framework
surpasses FL in terms of performance and accuracy, achieving higher accuracy in a

shorter time, indicative of its faster DNN training capabilities.
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FiGURE 4.23: Accuracy of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2
virtual machines, compared to ordinary FL vs. rounds.

To quantify this superior performance in terms of latency, a settling time of 2% is
considered, representing the time it takes for accuracy to reach or fluctuate within
2% of the steady-state accuracy after 30 rounds. Figure 4.24 illustrates a settling

time of approximately 9720 s for FTL compared to 27,300 s for FL, indicating a
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three-fold faster convergence for FTL. Moreover, FTL exhibits potential advantages

in terms of reduced communication overhead and enhanced data privacy, which are

crucial aspects in emerging wireless scenarios, particularly in 6G.
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FIGURE 4.24: Accuracy of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2
virtual machines, compared to ordinary FL vs. time.

In the case of FTL, the global model is pre-trained using a large dataset from a
related domain, such as ImageNet, before being fine-tuned on the federated dataset.
This pre-training step initializes the global model with knowledge learned from the
source domain, allowing it to capture generic features and patterns that can fa-
cilitate faster convergence and improved performance when adapting to the target
federated dataset. In our experiment, we employed a ResNet DNN architecture,

which is commonly pre-trained on large-scale image datasets like ImageNet due to
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its effectiveness in feature extraction and representation learning. By initializing
the ResNet model with weights learned from ImageNet, the model already possesses
a strong foundation of feature representations, enabling it to learn more efficiently
and effectively from the federated CIFAR10 dataset during the fine-tuning phase.
This approach leverages the transferability of features learned from ImageNet to the
task of classifying CIFAR10 images, ultimately leading to enhanced performance

and accelerated convergence in the FL process.

In our implementation, we used the categorical cross-entropy loss function as a
metric to assess the performance of the FTL framework against conventional FL.
This loss function measures the difference between the true probability distribution
of the class labels and the predicted probability distribution generated by the NN
model. Mathematically, the categorical cross-entropy loss L(y, y) for a single sample

is defined as
L(y,$) == ) vilog(5;)

Here, y; denotes the ith element of the true class distribution vector y, and y;

represents the ith element of the predicted probability distribution vector y.

Next, in Figures 4.25 and 4.26, the loss incurred by FTL across five clients—two
Raspberry Pis, one Odroid, and two VMs—is compared to that of the conventional
FL approach over multiple training rounds and versus time. Our analysis reveals a
markedly superior performance of FTL in terms of loss minimization. Specifically,
an examination of these figures elucidates that the steady-state loss attained by FTL
is merely one-third of that encountered with the FL. methodology. Consequently,
our approach significantly advances towards the objective of minimizing the loss cost

function inherent in this multi-class classification problem facilitated by DNNs.
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FIGURE 4.25: Loss of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2 virtual
machines, compared to ordinary FL vs. rounds.
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FIGURE 4.26: Loss of FTL for 5 clients, 2 Raspberry Pis, 1 Odroid, and 2 virtual
machines, compared to ordinary FL vs. time.

Subsequently, we utilize htop, a command-line utility renowned for its real-time
monitoring capabilities of system resources and server processes, to dive deeper into

dynamic parameters such as memory usage, average CPU load, and temperature.

Using htop’s interactive interface, we obtain crucial insights into the operational

status of our distributed clients.

Our initial focus is to examine the average load exerted on the processing units of
the client devices. The load average, a metric indicative of the computational work-
load borne by the CPU, is of paramount interest. For example, a load average of

1.0 on a single-core CPU signifies full utilization, while a load average of 2.0 on a
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dual-core CPU equals 100% CPU usage. Comprising three values—a one-minute av-
erage, a five-minute average, and a fifteen-minute average—the load average affords
a comprehensive snapshot of CPU utilization trends over varying time intervals. We
meticulously measured these load average values across different clients, including
Raspberry Pis and Odroid, culminating in the generation of error bar charts, as

depicted in Figure 4.27.
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FIGURE 4.27: Average load on the Raspberry Pis and Odroid when running FTL
and FL with 5 clients.

In our experimental setup, we utilized Raspberry Pis with four cores and Odroid with
six cores. These hardware configurations significantly influence the interpretation of
load average values, as depicted in Figure 4.27. Load average, as a metric indicative

of CPU workload, becomes more comprehensible in light of the processor counts
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of the client devices. For instance, a load average of 1.0 on a single-core CPU
indicates full utilization, while the same load average on a quad-core Raspberry
Pi suggests only a quarter of the CPU resources are utilized, and on a six-core
Odroid suggests one-sixth of the CPU resource utilization. Therefore, understanding
the processor count of each device is crucial for contextualizing the load average
values accurately. By meticulously measuring load average values across different
clients and considering their respective processor counts, our analysis aims to provide
a nuanced understanding of CPU utilization trends and their implications for FL

performance.

In particular, our observations unveiled lower load average values when executing
FTL on clients as opposed to employing FL to train ResNet models. This dis-
parity can be attributed to the utilization of pre-trained networks within the FTL
framework, obviating the need for initialization and training from scratch, thereby

alleviating the computational burden on the CPU.

A nuanced examination of the load average dynamics across different client devices
further elucidated intriguing trends. In particular, the load average exhibited a de-
scending order from Odroid to Raspberry Pi 1 and Raspberry Pi 2. This order can be
attributed to the varying processing capabilities inherent in each device. Specifically,
Odroid, characterized by superior computational capacity compared to Raspberry
Pis, demonstrated the lowest load average due to its prompt completion of training
tasks. On the contrary, Raspberry Pi 2, tasked with a larger dataset for ResNet
training, endured a prolonged training duration compared to its counterparts, con-

sequently registering a higher load average.

In Figure 4.27, the load average is defined based on the percentages of CPU core
usage, which reflect the system’s utilization over a period of time. Since the VMs

in our study were implemented on the same CPU, each assigned to a distinct single



Chapter IV. Implementation and Performance Analysis of DL Frameworks 197

core, the load average parameter becomes less relevant for VMs as their resource
utilization is inherently tied to the CPU core they are allocated to. Therefore,
including VMs in the load average plot would not provide meaningful insights into

their resource utilization patterns.

Adjacent to our investigation of the dynamic temperature profiles of devices during
DL training sessions, as depicted in Figure 4.28, a discernible correlation emerges
between the temperature dynamics and the distribution of workload and computa-
tional resources between devices. In particular, the observed trend closely parallels
that identified in the measurement of load averages, indicating a coherent relation-

ship between computational workload, training efficiency, and thermal management.
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FiGURE 4.28: Raspberry Pis and Odroid temperature when running FTL com-
pared to FL with 5 clients.
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Specifically, devices allocated with lighter training burdens demonstrate faster train-
ing completion times, giving them ample opportunity to dissipate heat and main-
tain cooler operating temperatures. This can also be attributed to the fact that
the Odroid device has a built-in cooling mechanism of a fan and a heatsink. Con-
sequently, the incidence of overheating is significantly mitigated, underscoring the
importance of workload optimization to promote thermal stability within DL envi-

ronments.

Furthermore, our analysis reveals a notable distinction in the temperature dynamics
between the FTL and FL methodologies in identical client configurations, data dis-
tributions, and environmental conditions. Interestingly, devices that execute FTL
exhibit lower operating temperatures compared to those that implement FL. This
disparity underscores the efficacy of FTL in minimizing thermal stress on client

devices, thus enhancing operational reliability and longevity.

Subsequently, we conducted an assessment of memory utilization across various
client devices, encompassing Raspberry Pis, Odroid, and VMs. The results of this
investigation are depicted by error bar graphs, as illustrated in Figure 4.29. As ex-
pected, the disparity in memory usage values between the FL and FTL frameworks
is not pronounced. However, FTL exhibits a discernible alleviation of memory bur-
den, attributable to intervals of inactivity following each round and the utilization

of pre-trained parameters rather than commencing training anew.
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FIGURE 4.29: Memory usage of FTL compared to ordinary FL for 5 clients.

In particular, each client device maximally utilizes approximately half of its avail-
able memory when subjected to full-load training of its respective DNN. Specifically,
Odroid, with 25% of the dataset allocated to ResNet training, exceeds the halfway
mark in memory usage. On the contrary, Raspberry Pis 1 and 2, with data alloca-
tions of 10% and 15%, respectively, consume less than half of their total memory.
This observed trend in memory utilization aligns proportionally with the assigned
dataset volumes, in which Raspberry Pi 2, endowed with a larger dataset compared

to Raspberry Pi 1, exhibits increased memory usage.

Further scrutiny of memory usage patterns reveals a nuanced interplay between com-

putational load and processing efficiency. In particular, Raspberry Pi 1 completes
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its training tasks before Raspberry Pi 2 in each training round, giving it additional
time to recover memory before the next round. Consequently, Raspberry Pi 1 tends
to exhibit lower memory consumption relative to Raspberry Pi 2, a phenomenon

reflective of the inter-device variability in training durations.

This comprehensive examination elucidates the intricacies of memory management
in the context of DL scenarios, shedding light on the nuanced interplay between

device specifications, dataset allocations, and training dynamics.

Subsequently, we performed an exhaustive analysis of power consumption across
client devices, as illustrated in Figure 4.30. This assessment was facilitated using
a digital multimeter capable of dynamically recording and visualizing variations in
power consumption over time. In particular, the maximum power consumption cor-
responds to periods of full-load training, whereas the minimum power consumption
occurs during idle intervals when clients wait for the completion of training by other

participants.
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FiGURE 4.30: Power consumption of Raspberry Pis and Odroid when running

FTL and FL with 5 clients.

It is worth mentioning that, in Figures 4.28 and 4.30, which depict temperature and

power consumption, respectively, the absence of VMs is attributed to the practical

limitation of measuring these metrics separately for each VM. In our experimental

setup, the VMs, along with the FL server, were implemented on the same CPU,

making it challenging to isolate and measure the temperature and power consump-

tion of individual VMs. Consequently, these figures focus solely on the temperature

and power consumption of other parts of the system, i.e., Pis and Odroid, without

distinguishing between the FL server and VMs.

Finally, we extrapolated these power consumption measurements to derive energy

consumption profiles for all devices, as depicted in Figures 4.31-4.33. Intriguingly,
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we observed a direct correlation between training effort and energy consumption,
whereby intervals of client idleness exhibited a linear increase in energy consump-
tion at a rate equivalent to the minimum power consumption. Conversely, periods
of active training were characterized by a steeper increase in energy consumption,

correlating with the maximum power consumption.

Furthermore, our analysis revealed a notable difference in total energy consumption
between the FTL and FL methodologies. Due to the inherently reduced training
effort associated with FTL compared to FL, the total energy consumption incurred
by devices utilizing the FTL approach was significantly lower than that observed
with FL. This observation underscores yet another advantage of FTL over FL, which
is particularly pertinent in scenarios featuring resource-constrained devices, such
as Raspberry Pi, and in mobile or vehicular 6G communication scenarios where
energy efficiency is paramount. These findings underscore the importance of energy-
aware design considerations in optimizing the performance and sustainability of DL

systems.



Chapter IV. Implementation and Performance Analysis of DL Frameworks 203

5
25210
FTL
FL
n -
= 2
2
=
-
[l
=S 15F
o
.2
z
x10°
5 1k
g
@) 2.2
-
@ 2.1
g
5.2 54 5.6
0 l | | 1 1 X1O4 ]
0 1 2 3 4 5 6
Time (Seconds) %10%

FiGURE 4.31: Energy consumption of Raspberry Pi 1 when running FTL and
FL.
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FIGURE 4.32: Energy consumption of Raspberry Pi 2 when running FTL and

FL.
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FIGURE 4.33: Energy consumption of Odroid when running FTL and FL.

4.3.6.2 Experiment 2: DL with Three Heterogeneous Clients

DL methods are inherently influenced by factors such as the number of participants
and the volume of training data within the dataset. Therefore, it is imperative
to explore the impact of these parameters on both the FL and FTL frameworks.
Through this investigation, we aim to elucidate the relative sensitivity of FL and
FTL to variations in these crucial parameters, highlighting the potential advantages

conferred by FTL over conventional FL. methodologies.
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To this end, we conducted an experiment in which Raspberry Pi 1 and Virtual
Client 2, along with their corresponding training datasets, were removed, thus re-
ducing the number of participants to three: one Raspberry Pi, one Odroid, and one
virtual machine. Despite this reduction in the user base, the distribution of the data
remained consistent with the previous experiment, allocating 15% of the data to the
Raspberry Pi, 25% to the Odroid, and 20% to the virtual machine. We experiment
with this setting because it mirrors real-world scenarios, such as mobile or vehicular
5G/6G networks, where users may lose connection to the federated server or go out

of coverage of the server.

The accuracy and training dynamics measured from these DL approaches were ana-
lyzed against the number of training rounds and time, as shown in Figures 4.34 and
4.35, respectively. A comparative analysis with the previous experiment involving
five clients (Figures 4.22 and 4.23) revealed interesting information. Despite the re-
duction in participants, the final accuracy of the FTL approach experienced a slight
decrease, from 83% to 81%, while the final accuracy of the FL approach exhibited
a more pronounced decrease, from 60% to 55%. This observation underscores the
superior robustness of FTL in mitigating the adverse effects of reduced user par-

ticipation and reduced training data volume, an inherent advantage of FTL over

FL.

Furthermore, analysis of the settling time revealed that while the settling time for
FTL experienced a modest increase from 9700 to 11,400 s, the FL. approach demon-
strated a more substantial rise, escalating from 27,000 to 32,100 s. This increased
sensitivity of FL to changes in user count and training data volume underscores
the inherent resilience of FTL in maintaining stability and performance consistency

under varying conditions.
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FIGURE 4.34: Accuracy of FTL for 3 clients, a Raspberry Pi, an Odroid, and a
virtual machine, compared to ordinary FL vs. rounds.
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F1GURE 4.35: Accuracy of FTL for 3 clients, a Raspberry Pi, an Odroid, and a
virtual machine, compared to ordinary FL vs. time.

These findings are corroborated by the examination of loss dynamics, in which the
categorical cross-entropy loss function is used to compare the performance of FTL
and FL across different training rounds and elapsed time, which is demonstrated
in Figures 4.36 and 4.37. The superior efficacy of the FTL approach in minimizing
the loss function is evident, owing to its utilization of prior training knowledge

and avoidance of training from scratch, a distinct advantage of FTL over the FL

methodology.
In summary, our comprehensive analysis underscores the robustness and stability

of FTL in the face of fluctuating participant counts and training data volumes,
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reaffirming its potential as a reliable and efficient framework for DL applications.
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F1GURE 4.36: Loss of FTL for 3 clients, a Raspberry Pi, an Odroid, and a virtual
machine, compared to ordinary FL vs. rounds.
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FIGURE 4.37: Loss of FTL for 3 clients, a Raspberry Pi, an Odroid, and a virtual
machine, compared to ordinary FL vs. time.

Subsequently, we conducted a comprehensive assessment of key performance metrics,
namely load average, temperature, and memory usage, on various client devices

during FTL and FL training sessions. The results of this investigation are presented

through error bar charts in Figures 4.38-4.40.

Consistent with previous observations, the utilization of FTL manifests in superior
performance metrics compared to FL, attributed primarily to the integration of
pre-trained networks within the FTL framework. This strategic utilization of pre-

existing knowledge mitigates the computational overhead associated with initializing
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and training models from scratch, consequently enhancing overall efficiency and

effectiveness.

Moreover, our analysis revealed notable disparities in load average and temperature
dynamics between the Odroid and Raspberry Pi devices. The Odroid, character-
ized by superior computational resources relative to the Raspberry Pi, exhibited
lower averages and load temperatures. This difference can be attributed to the ac-
celerated training completion times facilitated by the Odroid’s enhanced processing

capabilities, affording it additional idle time for relaxation and cooling.

Furthermore, an examination of the memory usage patterns revealed that the Odroid
device consistently utilized more than half of its available memory, while the Rasp-
berry Pi device consumed less than half of its total memory capacity. This observa-
tion underscores the efficient utilization of computational resources across devices,
with the Odroid leveraging its enhanced capabilities to support intensive computa-
tional tasks, while the Raspberry Pi demonstrates a more conservative approach to

memory utilization.
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FIGURE 4.40: Memory usage of FTL compared to ordinary FL for 3 clients.

Finally, we meticulously monitored and graphed the power consumption of client
devices, as shown in Figure 4.41. Using a digital multimeter with dynamic recording
capabilities, we captured fluctuations in power use over time. In particular, peak
power consumption coincided with full-load training periods, while minimal power
draw occurred during idle intervals as clients waited for the completion of training

rounds by other participants.

Following this, we depicted the energy consumption profiles for all devices, as shown
in Figures 4.42 and 4.43. We observe a direct correlation between energy consump-
tion and training activity, with idle intervals characterized by a gradual increase in
energy consumption at the minimum power rate. On the contrary, the active training

phases exhibited a steep rise in energy consumption, in line with maximum power
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usage. Furthermore, our analysis revealed that FTL required less training effort
compared to FL, resulting in a reduction in overall energy consumption. This under-
scores FTL’s advantages, which are particularly significant in resource-constrained
environments such as [oT, mobile, or vehicular 6G communication scenarios, em-

phasizing its potential to enhance energy efficiency in DL frameworks.
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FiGURE 4.41: Power consumption of Raspberry Pi and Odroid when running
FTL and FL with 3 clients.
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FIGURE 4.42: Energy consumption of Raspberry Pi when running FTL and FL.
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FIGURE 4.43: Energy consumption of Odroid when running FTL and FL.

4.3.7 Conclusion

In conclusion, this study conducted a comprehensive exploration of DL frameworks
in response to the evolving landscape of 6G technology and the imperative for a fully
connected distributed intelligence network for IoT devices. Recognizing the inherent
challenges posed by the heterogeneous nature of clients and data, we embarked on
an investigation of FTL as an alternative to traditional FL techniques. Through
meticulous design, implementation, and evaluation, we elucidated the efficacy and

superiority of FTL, particularly tailored to the diverse constraints of IoT platforms.
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Our findings underscore the notable performance advantages offered by FTL over
FL, particularly characterized by faster training and higher accuracy, facilitated by
the incorporation of TL methodologies. Real-world measurements further substanti-
ated these assertions, revealing improved resource efficiency with lower average load,
memory usage, temperature, power, and energy consumption in FTL implementa-

tions compared to their FL. counterparts.

Moreover, our experiments unveiled FTL’s resilience in scenarios characterized by
sporadic client participation, where users depart from the server’s communication
coverage, resulting in a reduced number of clients and training data availability.
This adaptability underscores FTL’s effectiveness in environments with limited data,
clients, and resources, offering valuable insights into the convergence of EC and DL

for 6G IoT applications.

By addressing practical challenges through innovative implementation strategies,
such as memory swap functionality and asymmetric data distribution, we have
advanced the understanding and applicability of DL frameworks in resource-
constrained environments. Looking ahead, future research endeavors could further
explore the scalability and optimization of FTL methodologies, fostering the contin-

ued evolution of distributed intelligence networks in the era of 6G technology.



Chapter 5

Deep Reinforcement Learning for

Dynamic Adaptive Streaming

Some content of this chapter is based on the following articles [168]:

1) David Naseh, Arash Bozorgchenani, and Daniele Tarchi. ”Deep Reinforcement
Learning for Edge-DASH-Based Dynamic Video Streaming.” In 2025 IEEE Wireless
Communications and Networking Conference (WCNC), pp. 1-6. IEEE, 2025.

2) Arash Bozorgchenani, David Naseh, Daniele Tarchi, Sergio A. Salinas Monroy,
Farshad Mashhadi, Qiang Ni, “Reinforcing Edge-DASH: Deep Reinforcement Learn-
ing for Multi-Objective Streaming Optimization.” Submitted to the IEEE Transac-

tions on Mobile Computing (under revision).

5.1 Introduction

By 2025, mobile video streaming is expected to account for 76% of mobile data

traffic [169]. With mobile subscriptions projected to reach 8.4 billion by 2029 and

219
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5G networks covering up to 65% of the global population, ensuring QoE for users
has become a key research focus. The adoption of 5G is further driving mobile data
traffic, enabling more immersive media formats. The diversity in user demands, in-
fluenced by network conditions and device capabilities, presents challenges for video
service providers in maintaining optimal QoE. Adaptive Bit Rate (ABR) streaming
and Dynamic Adaptive Streaming over HT'TP (DASH) have emerged as solutions
[170], allowing users to stream video in resolutions that suit their data rate and
preferences. However, a network-only strategy is inadequate, as rate adaptation
must consider user preferences and device factors like screen size and bandwidth
[171]. While cloud computing supports DASH services, Cloud-DASH has draw-
backs, such as high latency and core network congestion [172]. MEC mitigates
these issues by providing computation and storage resources closer to users at the
network edge [173, 174]. MEC helps meet 5G’s low-latency requirements, but an
efficient User-to-Server Allocation (USA) mechanism is necessary to balance traffic

across cloud and edge resources.

A cache hit occurs when a video chunk with the requested resolution is available,
which makes ABR-aware edge caching more complex. In ABR streaming, having
simply a video chunk in the cache is insufficient; the chunk must be stored at the re-
quired bit rate [175]. To address this issue, given the limited storage at the edge, we
propose incorporating transcoding functionality at the Base Stations (BSs), which
improves performance by eliminating the need to cache all possible bitrate levels.
However, real-time video transcoding is highly computationally demanding, and
transcoding multiple videos simultaneously can quickly deplete the processing ca-
pacity of MEC servers. Therefore, it is crucial to develop a bitrate delivery strategy

that optimizes the use of processing resources.

Several studies have addressed the Bitrate Allocation (BrA) problem. Mehrabi et
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al. [176] proposed a greedy-based scheduling algorithm that periodically solves the
USA and BrA problems, aiming to balance the load while considering various QoE
metrics. However, their approach is entirely network-driven, overlooking client-side
limitations and focusing on maximizing bitrate for all users. Bayhan et al. [177] stud-
ied BrA in WiFi Access Points to facilitate cache delivery. Their proactive approach
considered a tolerable difference between the requested and delivered bitrates, using
a compositional Pareto-algebraic heuristic. Although their model has some simi-
larities with ours, they did not incorporate transcoding techniques, which play a
crucial role in enhancing QoE. Some works have also considered hybrid edge-cloud
architectures. Tao et al. [178] proposed an edge-cloud-assisted predictive adaptive
streaming framework for mobile networks with unreliable data rate predictions, us-
ing slow fading to optimize long-term scheduling risk. Yan et al. [179] developed a

hybrid edge-cloud framework to optimize client rate adaptation in cellular networks.

In this work, we jointly address the problems of BrA and USA. First, we model the
system and formulate a joint BrA-USA optimization problem. Then, we propose
a DRL approach to solve this problem, determining the optimal streaming source
for users, which can be from the edge, the Macro layer, or the cloud. Our solu-
tion ensures that users receive the most suitable bitrate while maintaining QoE by

addressing the BrA problem. The main contributions of our work are as follows:

1. We introduce a reactive streaming strategy within a 4-tier network topology,
where users can stream from either the edge (small cells), a Macro cell with
wider coverage, or the cloud. Additionally, we incorporate transcoding capa-

bilities in the edge layer,

2. We formulate a joint BrA-USA problem to optimize bitrate delivery in a reac-

tive, multi-layer network environment,
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3. We develop a DDPG method, which combines DRL and off-policy determinis-
tic policy gradient approaches, to solve this joint problem. To the best of our

knowledge, our approach is novel in this area.

5.1.1 System Model and Problem Formulation

5.1.2 System Model

We consider a macro-cellular network that covers a specific area, where a Macro Base
Station (MBS) connects to the cloud via high-capacity links. The MBS contains a
Macro Edge Server (MES), and within the Macro cell, S Small-cell Base Stations
(SBSs) are co-located with Small-cell Edge Servers (SESs). The network provides
video streaming services to Edge Clients (ECs), who request videos in varying res-
olutions. SESs store video content at multiple bitrates, whereas the MES holds the

highest resolution versions.

Since ECs may prefer lower bitrates due to device constraints (e.g., battery life
or data limits), our system adopts a reactive approach that takes user requests
into account to ensure satisfactory QoE. ECs, represented by N users, connect to
the closest base station, each requesting chunks from a video catalog, each chunk
encoded at various bitrates. SESs can transcode video chunks to lower bitrates on

requests, while the requested bitrate may differ from the delivered one.

There are N ECs scattered throughout the area, represented by indices U =
{ui,us,...,uny}. Each EC connects to the nearest BS according to signal strength.
The available videos are represented by V = {vi,vo,...,vy}, and each video is
divided into K chunks, each encoded at multiple bitrates. The SESs are capable

of transcoding chunks to lower bitrates. ECs can request chunks from a range of
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bitrate levels, denoted as O = {0min, Omax}, and the bitrate of the kth chunk of the
mth video is denoted as o0, . Each chunk has a fixed duration, typically between 2

and 10 seconds.

ECs’ bitrate requests are denoted as rlf)’”‘k (t), with the general notation r;(z) used
for simplicity. The set of all EC requests is R(t) = {r1(¢),...,ri(t),...,rny(t)}. The
actual delivered content is represented by R(7) = [fi(t)]f.\i » where the delivered

bitrate 7;(¢) may differ from the requested bitrate.

The SESs provide caching and transcoding capabilities. Each SES has limited ca-
pacity, which allows it to store a certain number of videos and chunks out of the
total of M videos and K chunks. Due to capacity constraints, not all bitrates can

be cached, so each chunk is stored at a specific bitrate if cached at all.

At any given time ¢, an EC may request a video chunk at a certain bitrate. The
requested chunk may be delivered from an SES, MES, or cloud, depending on avail-
ability. To maximize QoE, we prioritize delivering the requested chunk from the
SES. If the SES cannot meet the request, the EC can go back to the MES or the
cloud. The MES stores all videos at the highest bitrate, whereas the cloud stores all
videos at all bitrates. The goal is to optimize the delivered bitrate, matching it as
closely as possible to the requested bitrate while meeting QoE requirements. The

following options describe the video delivery process:
1. Direct Edge hit: The requested chunk is cached at the SES in the requested
bitrate.

2. Transcoding Edge hit: The chunk is cached at a higher bitrate, but is

transcoded to the requested lower bitrate.
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3. MES hit: The EC may access the MES if the chunk is either not cached at
the SES or cached at a lower bitrate, or if MES provides better QoE or lower

cost as MES stores all videos only with the highest bitrate.

4. Streaming from the cloud: If none of the above options is feasible, or if the
cloud offers better QoE or lower cost, the EC streams from the cloud. This is
an option; however, interaction with the cloud is preferred to be limited due

to the traffic burden on the backhaul.

The ability of SESs to transcode is restricted by a shortage of computational re-
sources. Let 1} represent the computing resources required for transcoding a chunk
at a certain cached bitrate to a lower bitrate o. Transcoding to lower bitrates con-
sumes more resources, i.e., 75 < n;_ if 0= < 0. The indicator function R{ is equal
to 1 if the request of EC i requires transcoding to bitrate o. The total computing

resource constraint on SESs for transcoding is defined as:

9]
Domy-RE<QY Vs (5.1)

where Q° is the maximum available computing resource for transcoding at an SES
and N is the number of ECs covered by an SES. We assume that the cloud does
not have any limitation in computation capacity. The cost of transcoding a chunk

is measured by CPU usage on the cache servers.

5.1.3 Problem Formulation

Our objective is to maximize EC satisfaction by delivering the appropriate bitrate us-

ing optimal BrA and USA mechanisms, while considering edge resource constraints.
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Since each EC has multiple streaming sources (SBS, MBS, or cloud), the USA de-
cision is made independently for each request. A key metric for effective BrA is
avoiding stalling during streaming, which directly impacts QoE. However, USA is
also tied to BrA since the choice of streaming source can depend on whether the
requested chunk needs transcoding. Given the limited edge resources, all streaming
options must be included in the optimization of bitrate and server allocation. In
some cases, delivering a lower bitrate than requested may be preferable to prevent
stalling and meet the USA requirements. Thus, the optimal USA decision may
sometimes come at the cost of lower bitrate delivery. Both BrA and USA decisions
are also influenced by the content cached in SESs. An effective caching strategy can
improve streaming by increasing direct edge hits or reducing transcoding resource
usage. However, due to the cache capacity limitations of each SES, only a limited
number of chunks at specific bitrates can be stored. Since this work does not focus

on caching, we assume a random caching strategy at the edge.

To define the cost functions, we use the Weber—Fechner law, which explains the
relationship between the actual changes in stimuli and human perception. This law
has been shown to model user satisfaction in communication systems and multimedia

applications, particularly following a logarithmic relationship for QoE [180, 181].

In the USA problem, each EC is assigned to a single server (SES, MES, or cloud) for
streaming. Let a;; be a variable that denotes whether EC u; streams from the jth
node out of SES, MES, or the cloud. The USA matrix A € R¥*3 shows the allocation
for all ECs, with Z?Zl a;j = 1 for each EC. Given the reactive approach to BrA,
where ECs are served based on their requested bitrates, and the joint optimization

of BrA and USA, the joint cost function for each EC request is defined as:

max (r;(2), ri(1))
min (7;(1), ri(1))

Yo (7:(1), ri(0)) = rlog (5.2)
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where « is a positive constant that reflects the significance of the cost, and 7;(z) is
dependent on the value of a;; as it identifies the streaming source, which is why
it is a joint problem. The difference between requested and delivered bitrates at
lower levels has a more significant impact on the cost compared to higher levels.
This encourages the algorithm to allocate losses, if unavoidable, to higher bitrate
levels, where user dissatisfaction will be less pronounced. Additionally, as the gap
between the requested and delivered bitrates grows, so does the cost. Therefore,
when 7;(t) = r;(t), the cost is zero. We define the total joint BrA-USA cost function

for all ECs:
N
Y (R0,R() = " Yy (1), 73(0) (5.3)
i=1

We define the optimization problem as

T N
P1: mlmmlze {Z Z (Y‘Vz? (Fi (1), rl-(t)))} (5.4)

i=1

subject to

Cl:Eq. (5.1) Vs (5.5)
3

C2: Za,-,j =1, Vu;e U (56)
=1

In (5.4), the goal is to minimize the difference between the requested bitrate and
the delivered bitrate for all ECs over the time horizon T. The optimization focuses
on the delivered bitrate vector R and the server assigned for streaming, A. The
transcoding computing constraint for each SES is represented in (5.5), while the
USA condition, ensuring that each EC streams from either the SES, MES, or cloud,

is shown in (5.6).
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5.2 Proposed Solution

5.2.1 Preliminaries

We assume that each EC is associated with the SES that provides the highest SINR.
In each time slot, some ECs make a request, while others are in playback mode,
having made previous requests. Let U () represent the ECs connected to SES with
no request and U(¢) those with new requests. The total number of ECs in slot 7 is

given by |[U(t)| + |U(t)| = N.

We design a DRL-based algorithm located in the MES that generates BrA decisions
for the ECs. Each small cell includes an environment E, states S, and actions A,
with a reward function r : § X A — R. At each step ¢, the SES observes the
state s; € S, selects an action a; € A using policy m, and receives a scalar reward
ry = r(s;, a;) € R proportional to the QoE. The agent transitions to the next state
si+1 € S with probability p(si1]s:, ar). The actor’s objective is to find the optimal

policy n* that maximizes the long-term expected reward:

T

R, = Z Y r(si ), (5.7)

i=t
where y € [0, 1] is the discount factor.

The DRL framework, based on the Wolpertinger Policy [182], includes three com-

ponents:

1. The actor: The actor network finds a proto-action a € A based on the
decision policy, updated after each step. The actor is parameterized by 6* and
maps states S to actions A, providing a proto-action a for the current state

pu(sl0") = a.
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2. K-Nearest Neighbors (KNN): The KNN maps the proto-action a to a set

of valid actions Ay to simplify action selection in large spaces:

Ak = gk(ay), (5.8)
where
k
gk = argmin |a — als. (5.9)
aeA

gk is a k-nearest-neighbor mapping from a continuous space to a discrete set,
and it returns the k actions in A that are closest to a by Lo distance, i.e.,

la — ala.

3. The critic: The critic evaluates the expanded actions from KNN and selects

the one with the highest Q-value:

= ). 1
ar = arg max Q(s;, a;) (5.10)

aj

The deterministic target policy for the critic is:

O(sy,a,|62) =

Erpson |7 (5tsaj) +¥Q (5131, ar1169) ], (5.11)

where 6€ are the critic network parameters. The action a, that maximizes the
Q-value is:

a; = arg max Q(s,,ajleQ). (5.12)
k

aj
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5.2.2 DRL-based Solution for BrA-USA

We introduce a DRL-based method located in the MES to solve P1. Using the
DDPG algorithm, the MES learns a dynamic BrA policy, selecting bitrate actions
for ECs based on the observed environment states. The agent has no prior knowledge
of the environment, which means it does not know the number of ECs, or bitrate
demand, making the learning process model-free. The critic network V(x) and the

actor mg, (0) are parameterized by 6 = {6, 6,}.

The DRL takes the demand profiles from N ECs, R(t) = {r1(¢),...,rn(t)}, and
outputs the BrA decision vector R(¢) = {#1(¢),...,#x(1)}. Only |U(r)| ECs have
new demand in slot #, while the others have an entry of 0. The DRL-based BrA-USA
DDPG is defined as follows:

State Space: Agent’s state is determined by the full system observation includes
ECs’ buffer length (B(7)), and transcoding capacity at ¢, i.e. the agent’s state is
s = [B(1),Q].

Nxv  where v = 2 + (0,

Action Space: Agent finds an action matrix R(z) € R
representing all streaming options from SES (considering all transcoding options)
plus the two options of MES and Cloud. The matrix is converted to vector R(z) €
RN by assigning the highest probable bitrate using Softmax. The action space

becomes (N)”, and is continuous, optimized by DDPG.

Reward Function: The agent aims to minimize P1 while meeting the EC con-
straints. The reward function r; accounts for the allocated bitrate and the penalty

on transcoding for all SESs:

N
re=—|wi- D Yoy (i), 74(0))
i=1
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by Y plrans (7%%)) (5.13)

VseS

where R*(¢) is the vector of delivered bitrate to the users of the s-th SES. To address
constraint violations in P1, we define penalty function p%2"® for transcoding resource

constraints:
Ny

pgrans(?’és(t)) = max (O, Z i mR? — QS). (5.14)

=1 o=1

~

We use a centralized critic-actors architecture. After selecting an action and receiv-
ing feedback (reward and next state), the critic updates the Temporal Difference
(TD) error:

8 =1+ YV (x41) = V(xp), (5.15)

The critic is updated by minimizing the TD difference:
V* = arg mvin(é”e)Q, (5.16)
Actors are updated using policy gradients:
VoJ(0) = Eqg| Vo log n6(0,a)s™ |, (5.17)
0 — 0+ aVylognb(o,a)s™, (5.18)

Figure 5.1 illustrates our proposed architecture. The agent finds proto-actors, ex-
pands actions via KNN, and selects the highest Q-value actions for execution. The
critic network evaluates K possible combinations of actions and updates the net-

works.

The training stages (Algorithm 5.1) initializes the state of the agent and ends at

Tywax- Experience tuples (s, ay, 1y, 5:41) are stored in buffer M. After training for
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FIGURE 5.1: Our considered architecture

Enqx episodes, the agent learns the BrA policy.

In testing, the agent loads trained parameters, interacts with the environment, and

selects actions based on the output of the actor network.
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Algorithm 5.1 Training Stages of the DRL-based Solution

Input: R(r) and ®5F5(r), and Vi e N

1:

2:

3
4:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

Initialize the actor and critic networks’ parameters randomly.

Initialize target networks 6* «— 6* and 02" — <.

: Initialize an empty experience memory M.

for each episode e =1,2,...,Euqax do
Generate an initial state s; randomly.
for each stept =1,2,...,Thax do
Determine the BrA action a, given the demand of the EC, using the current policy
network 6 and the exploration noise €.
Execute action a;, receive the reward r; and observe the next state s;41.
Store the tuple (s;,ay, s, S;41) in replay memory M.
Sample a mini-batch of K tuples from M.
Update the critic network by minimizing the loss L with the samples:
L= 3K, (ri+ maxeen O(s),al02) — O(s;, ail62))?
Update the actor network using the sampled policy gradient:
Voul = % Xicy VaQ(si,al02)|azq, V on p(s:10%)
end for
if t mod 6 =0 then
Update the target networks by 04 « 764 + (1 — 7)0* and 02" — 7602 + (1 - 1)62".
end if

end for

5.3 Numerical Results

In this section, we evaluate the performance of the DRL-based algorithm through

computer simulations. The simulation setup and results are described in the follow-

ing subsections.
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5.3.1 Simulation Setup

A single MBS is located in the center of a circular area with a radius of 500 m, and 5
SBSs are located within the area, each with a radius of 200 m. ECs are distributed
in an area with a Poisson distribution with an expected density of S/N ECs per cell.
The buffer length of each EC is considered 90 s [178]. The cache capacity at MES
is enough to cache only the highest resolution for all videos (each video will have

approximately 4.8 Gb).

We consider 10 videos each having an equal length of 10 minutes [183]. We also
consider that different videos have different chunk sizes in the range [4 6] seconds.
We select the six most popular resolutions for traditional systems, i.e., 240P, 360P,
480P, 720P, 1080P, and 1440P, each with a bitrate range which is obtained from

YouTube similar to [171].

We characterize the popularity of videos using a Zipf-like distribution and
sort the videos in V in descending order of their popularity P, =
{pt,...pi--.,Pm} Zl]-l;ll pi = 1, where p,, represents the popularity of the ith rank
video. Each EC selects a video based on its popularity. In a heterogeneous en-
vironment, devices have different interests in terms of resolution selection. Hence,
we consider each EC uniformly at random selects one resolution level for its videos,
however with a %5 probability for each time slot, the selected resolution downgrades
to a lower resolution due to various reasons (e.g., interference, etc.). We also assume
ECs with a probability of %10 start streaming from the first chunk, and with a %90
probability select a chunk randomly from the middle of the video in order to show
real-world-like user behavior. ECs download the chunks until the play-out buffer is

full; such an aggressive approach is also exploited on YouTube [184].
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After the USA and the allocation of the bitrates, bandwidth is fairly allocated to
the ECs. The chunks are added to the buffer after they are downloaded and the
buffer decreases as the chunks are being displayed. For processing capacity, we set

Q° = 25GHz, which is the maximum number of CPU cycles per second. We also set

the number of CPU cycles per Byte 5900 [183].

In the DRL simulation, we use the DDPG agent consisting of two networks: (1) the
Actor network has three layers with dimensions 400, 300, and the action dimension,
and (2) the Critic network takes as input both the state and action, with layers 400,
300. Both networks use ReLLU activations, with Tanh activation in the output of

the actor network.

The agent updates its parameters using Adam optimizers, with learning rates of
1x 1074 for the actor and 1x 1073 for the critic. It uses a replay buffer of size 1x 106
to store experiences and sample mini-batches of size 64 for training. The discount
factor (y) is set to 0.99, and the soft update coefficient (7) for the target networks is
0.005. The agent’s action selection is deterministic and is bounded by the maximum

action value.

5.3.2 Simulation Results

To assess the convergence of the DRL-based approach, we conducted an experiment
spanning 100 episodes. As illustrated in Figure 5.2, the rewards for both BrA and
transcoding converge after approximately 25 episodes of exploration. Similarly, the
joint reward (as defined in (5.13)) reaches its maximum value around the same point.
Please note that as defined in (5.2), BrA is positive but has been negated since it

represents a cost.
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FIGURE 5.2: Bitrate allocation, transcoding and joint rewards vs number of
episodes

Figure 5.3.a shows the bitrate error over several episodes, representing the difference
between the requested and allocated bitrates. As observed, the error is initially
high but drops to zero after approximately 25 episodes, demonstrating the learning
and improvement in bitrate allocation over time, which is the primary objective
of this study, as defined in P1. This trend is further illustrated in Figure 5.3.b,
which displays the Root Mean Square of Bitrate Error (RMSBRE), highlighting
the reduction in bitrate delivery errors for video chunks over time. In both figures,
the proposed solution is compared with a randomized bitrate delivery for clearer

contrast.

In order to better understand the source of delivery/streaming and the amount of
edge transcoding, we have conducted two experiments, and the results are shown in
Figs.5.4 and 5.5. As seen, almost all of the ECs count on streaming from the edge

in the first episodes. However, since this violates the transcoding constraint C1, the
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FIGURE 5.3: (a) Bitrate error and (b) Root Mean Square of Bitrate error vs
episodes

agent learns this through time and reduces the edge streaming; as a result, edge

transcoding, and instead streams more from the MBS and Cloud.

To conclude, the agent initially struggles to deliver the correct bitrate (as shown in
Figures 5.2 and 5.3) and exceeds its transcoding capacity, resulting in lower rewards
(having a low reward in Figure 5.2). Moreover, as depicted in Figures 5.4 and 5.5
the agent transcodes for most ECs. However, this does not lead to a lower bitrate
because the agent transcodes at an incorrect level. Over time, the agent learns to
adjust its transcoding process (both when and how much to transcode), reducing

the edge transcoding and flexibly utilizing all tiers for efficient streaming.
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5.4 Conclusion

In this work, we proposed a DRL-based solution for the joint optimization of BrA
and USA in an Edge-DASH environment. Our DDPG approach significantly im-
proves the system’s ability to effectively allocate bitrates while maintaining high
QoE standards. The simulation results validate the approach, showing that the agent
improves over time, reducing bitrate errors and transcoding violations by selecting
appropriate streaming sources, thus balancing the use of edge, macro, and cloud
resources. The proposed method demonstrates superior performance compared to
traditional solutions, offering a promising strategy for managing video streaming in

5G-enabled multi-tier networks.



Chapter 6

Conclusion

Over the course of this dissertation, we have designed, analyzed, and validated a
range of distributed machine learning frameworks tailored to the emerging demands
of 6G-enabled intelligent Vehicular Networks (VNs). By seamlessly integrating fed-
erated learning, split and transfer learning, NS, T /NTNs, and both single-agent and
multi-agent DRL, our work demonstrates how privacy-preserving intelligence can be
orchestrated across heterogeneous edge, cloud, and non-terrestrial infrastructures.
These contributions collectively form a coherent vision for scalable, low-latency, and
energy-efficient Al services that support critical vehicular applications—from object

detection and adaptive video streaming to coordinated mobility management.

At the heart of our approach lies the paradigm of Distributed Learning-as-a-Service
(DLaasS), which virtualizes and orchestrates DL tasks over network slices customized
for diverse oV demands. Treating each slice as a container for specific learning func-
tions, such as federated aggregation, split model training, or Knowledge Distillation
(KD), DLaaS dynamically allocates compute and network resources according to

real-time requirements. This decoupling of service logic from physical infrastructure

239
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not only ensures that privacy constraints and latency targets are met automatically,

but also unlocks new levels of scalability and operational agility.

Building on DLaa$S, we developed FSTL and its multilayer generalization (GFSTL),
which partition deep models between vehicles and edge or aerial aggregators to mini-
mize communication overhead and accelerate convergence. By leveraging pretrained
backbones and adaptively adjusting split points, these schemes achieve robust ac-
curacy under varying mobility and connectivity conditions, effectively bridging the
gap between resource-intensive deep networks and the constrained environment of

vehicular platforms.

To demonstrate real-world viability, we implemented various DL platforms on
resource-constrained hardware—including Raspberry Pi and Odroid devices—and
investigated the impact of heterogeneous computation, data distributions, and ther-
mal management on system performance. Warm-start strategies and adaptive client
selection in FTL consistently yielded faster convergence, improved model quality,
and reduced energy consumption compared to vanilla FL, underscoring the feasibil-

ity of in-situ learning across fleets of smart vehicles.

Recognizing the importance of infotainment services, we introduced a multi-agent
DRL into an Edge-DASH architecture for adaptive video streaming. Our multi-agent
DRL framework enables coordinated bitrate, cache, and bandwidth policies across
edge servers, sharing distilled behaviors to reduce exploration overhead and improve
resilience to traffic fluctuations. In simulation scenarios that mirror multi-tier edge
networks, this approach delivered significant gains in playback smoothness, cache

hit rates, and overall user satisfaction compared to static and rule-based baselines.
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In conclusion, this dissertation paints a cohesive picture of how DL mecha-
nisms—empowered by NS, 6G connectivity, and T/NTNs—can transform vehic-
ular ecosystems. By prioritizing privacy, adaptability, and resource efficiency, our
frameworks lay the groundwork for a future in which vehicles not only consume Al

services, but also actively shape their evolution.
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Scope for Future Work

Looking ahead, several directions stand out for extending this research. One av-
enue involves enhancing cross-slice intelligence: although DLaaS currently isolates
service slices, synergistic learning between applications—such as autonomous nav-
igation, traffic forecasting, and infotainment—could accelerate model convergence
and improve generalization. Realizing this vision will require mechanisms for secure
intermediate representation sharing, federated multiservice orchestration policies,

and privacy-preserving KD across slices.

Another promising direction is the live integration of Non-Terrestrial Networks
(NTNs) into federated and split learning workflows. While simulations highlighted
the potential of high-altitude platforms and satellites to augment ground-based ag-
gregators, deploying GFSTL over experimental NTN constellations would reveal
practical challenges in latency variability, handover management, and orbital dy-
namics. Such testbeds will be vital for developing synchronization, fault-tolerance,

and energy-efficient scheduling strategies under real operational constraints.

Advancing the orchestration intelligence of DLaaS through predictive mobility mod-
eling also offers rich research opportunities. By incorporating fine-grained vehicle
trajectory forecasts—derived from GPS traces or onboard sensors—into orchestra-
tion engines, the system could proactively reconfigure slices and reassign learning
tasks before connectivity degrades. This anticipatory approach demands tight inte-
gration between mobility analytics and orchestration modules, supported by efficient

online learning algorithms to adapt on the fly.

Ensuring robustness and security in large-scale vehicular federated systems re-

mains paramount. Future work should explore resilient aggregation protocols and
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anomaly detection techniques for intermediate representations, alongside practical
privacy-amplification methods such as secure multiparty computation or homomor-
phic encryption. Balancing protection against performance will be critical for pre-

serving trust and integrity in real deployments.

Finally, bridging research to practice will involve engaging with industry consortia
and regulators to establish benchmarks, interoperability standards, and data gover-
nance frameworks. Comprehensive field trials under diverse regulatory and economic
environments will shed light on deployment challenges, paving the way for scalable,

ethical, and sustainable Al services in next-generation vehicular networks.
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