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Abstract

The 21st century has witnessed the resurgence of Artificial Intelligence, mostly
driven by a shift from symbolic methods, dominant in the previous decades, to
sub-symbolic techniques, fueled by the rapid growth of data availability and com-
putational power. Neural Networks, in particular, have achieved unprecedented
results in a variety of domains, such as computer vision and natural language
processing.

However, beyond the general excitement, the widespread adoption of AI has
also raised concerns on its trustworthiness and reliability, as reflected in the emerg-
ing landscape of legal frameworks regulating this technology, pioneered by the EU
AI Act. In safety-critical or socially sensitive scenarios, these regulations demand
the satisfaction of specific properties, like robustness or fairness, to ensure AI
alignment with human values and expectations. Even in non-critical settings, the
satisfaction of formal requirements, like monotonicity or physical laws, may be
desired to align these systems with the operational domain, hence to foster inter-
pretability and usability.

Unfortunately, while highly effective in terms of accuracy, purely data-driven
AI remains inherently unable to formally guarantee the satisfaction of additional
properties, due to its dependence on data, often scarce and noisy, and to the heuris-
tic nature of the most common training algorithms. This has led, in recent years,
to the development of methodologies to train property-aware systems, which how-
ever remain limited to specific properties and architectures, given the complexity
of the problem.

In this thesis, we take a step in this direction by introducing SMiLE (Safe Ma-
chine Learning via Embedded Overapproximation), a novel framework to enforce
generic properties into arbitrary neural models, built upon the integration of sub-
symbolic learning with symbolic reasoning. Across a wide spectrum of properties
and learning tasks, we demonstrate the ability of SMiLE to match property-specific
baselines in terms of accuracy, while providing advantages in terms of generality
and guarantees.
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Chapter 1

Introduction

1.1 Motivations
Data-driven approaches, at the dawn of the 21st century, sparked a renaissance in
Artificial Intelligence (AI), following the stagnation and skepticism of the previous
two decades. Neural Networks (NNs), in particular, revitalized in the early 2010s
by the surge in data availability and computational power, have achieved unprece-
dented success across a diverse range of domains, marking the beginning of what
is widely regarded as a new spring for the discipline.

Convolutional Neural Networks [LBBH98a, Kri23] have enabled breakthroughs
in computer vision, while Recurrent Neural Networks [Elm90, MSO24] have driven
advances in natural language processing. The more recent Transformers [VSP`17]
have reshaped the AI landscape: GPT-3 [BMR`20, Kal24], with its unprecedented
capabilities in generating coherent and persuasive text, has revolutionized human-
computer interaction, while Vision Transformers [DBK`21, PHC`25] and Con-
formers [GQC`20] have pushed the state of the art in image classification and
speech recognition, respectively. In game AI, progress in reinforcement learning has
enabled systems such as AlphaGo [SHM`16] and OpenAI Five [BBC`19] to mas-
ter complex tasks and environments. Finally, learning approaches have also had a
profound impact on science and engineering, from drug discovery [BA25] to physics
[MGC`25], from energy management [SDAM24] to manufacturing [GKM`24].

With growing AI capabilities, however, come increased risks, which motivate
the intensifying global effort in regulating this technology, with the EU AI Act
[Eur24] pioneering this direction. In safety-critical or ethically sensitive scenarios,
in particular, these regulations demand the satisfaction of specific properties, such
as robustness in autonomous driving (e.g., resisting adversarial attacks in traffic
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2 1. Introduction

sign recognition) or fairness in automated hiring (e.g., avoiding racial bias in can-
didate selection), necessary to foster AI alignment with human values and societal
expectations. Even non-critical settings may benefit from the satisfaction of for-
mal properties, such as monotonicity in remaining useful life estimation (e.g., the
health condition of a machine can only deteriorate over time), or physical laws in
scientific modeling (e.g., conserving mass or energy in fluid simulations), desired
to align these systems with the operational domain.

Unfortunately, purely data-driven AI is designed to solely optimize prediction
quality. Moreover, it heavily relies on data, often scarce and noisy, as well as on
heuristic algorithms, unable to ensure convergence to optimal solutions. This is
why these methods, beyond statistical accuracy, are inadequate to provide for-
mal guarantees on additional properties. Believing that AI can keep evolving
through data alone is, in our opinion, a flawed perspective. Data is unfortunately
not enough! There is an urgent need to develop hybrid methodologies that, by
combining subsymbolic learning with symbolic reasoning, are able to enforce user-
defined properties into data-driven systems.

These considerations apply to a wide range of model classes, including more
traditional non-neural approaches, such as kernel-based [BGV92, LB08] and tree-
based [Bre01, NTF22] methods, which remain widely used in practice. The focus
of this thesis, however, is on NNs.

Enforcing properties in such systems is a challenging task. In fact, even veri-
fying the validity of properties in NNs has been shown to be NP-hard [KBD`17],
while enforcing them is even harder [ML23]. Some approaches act before training,
such as [QRLB20] and [GKR24]: the former promotes invariance through data
augmentation, the latter encodes equivariance into the model architecture. Others
operate during training, such as [SFMVdB20] and [MA25]: the former encourages
monotonicity through regularization, the latter enforces safety via output projec-
tion. Finally, a third line of approaches intervene after training, such as [MSF23]
and [RK22]: the former ensures fairness via output purification, the latter restores
robustness through model correction.

Despite the substantial progress achieved over the past decade, the current
landscape of methods still exhibits significant gaps, most notably in terms of gen-
erality and guarantees. Many approaches are tailored to specific properties, such
as local robustness against adversarial perturbations, monotonicity constraints, or
fairness criteria, making them difficult to adapt to other requirements. Others
depend on restrictive architectural assumptions, such as small ReLU feedforward
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networks, limiting their applicability to modern, large-scale models. Finally, most
of the existing methods are only designed to encourage property feasibility, with-
out providing formal satisfaction guarantees, which is particularly problematic in
safety-critical or ethically sensitive applications, where even rare violations can
have severe consequences.

In this thesis, we contribute to close these gaps by introducing SMiLE (Safe
Machine Learning via Embedded Overapproximation), a framework to enforce generic
properties into arbitrary neural models, able to provide full satisfaction guarantees,
while remaining competitive with property-specific baselines.

1.2 Contributions
This thesis lies at the intersection between Machine Learning (ML) and Combina-
torial Optimization (CO), where the latter, thanks to its inherent ability to deal
with constraints, serves as a powerful technology to inject properties into the for-
mer, representing our ultimate ambition. Specifically, to this aim, we provide the
following contributions.

Taxonomies. We review real-world enforcement scenarios that motivate our ef-
fort, and we classify them by the nature of the desired property – domain alignment
and human alignment. We then formalize properties as implications between a set
of inputs and their corresponding outputs, and we categorize them by two math-
ematical criteria: the size of this set – trace if it contains at most one element,
relational otherwise – and their dependence on data – local if defined around spe-
cific datapoints, global otherwise. Finally, we review existing approaches for prop-
erty verification and enforcement, the former classified by the adopted algorithmic
paradigm – optimization and searching, reachability analysis and heuristic attacks
– the latter by the stage of the ML pipeline in which they operate – preprocessing,
inprocessing and postprocessing.

Methodology. We propose a novel property-enforcement framework, SMiLE,
representing the main contribution of this thesis, and consisting of two core com-
ponents: a particular neural architecture and a dedicated property-aware training.
The SMiLE architecture augments a standard neural network with an overapprox-
imation mechanism, designed to facilitate both property verification and enforce-
ment. The SMiLE training augments a standard gradient-based approach with a
CO-based enforcement mechanism, and is provided in two versions, specialized on
trace and relational properties, respectively
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Applications. We present an extensive computational study, which demon-
strates the competitiveness and versatility of SMiLE across a diverse range of
both trace and relational use cases. For the former, we consider safety in function
approximation, stability in multi-step time series forecasting, and exclusiveness in
multi-label classification. For the latter, we adopt monotonicity in function ap-
proximation, robustness in digit recognition, and fairness in recidivism prediction,
student admission, and crime estimation.

1.3 Outline
This thesis is structured as follows. Chapter 2 introduces the foundational notions
and terminology underpinning this work. Chapter 3 formalizes the problem, mo-
tivates our study, and reviews the relevant literature, while proposing taxonomies
for scenarios, properties, verifiers and enforcers. Chapter 4 presents our property-
enforcement framework. Chapters 5 and 6 demonstrate its application to trace
and relational properties, respectively. Finally, Chapter 7 concludes the thesis by
summarizing the main contributions, and outlining a possible roadmap for future
research directions.



Chapter 2

Background

In this chapter, we introduce the background notions and terminology of Ma-
chine Learning (ML) and Combinatorial Optimization (CO), which constitute the
foundation of this work. The presented framework employs CO techniques to
enforce formal properties in ML systems, thereby positioning this thesis within
the cross-fertilization of these two fields. We begin by formalizing the supervised
learning problem, the paradigm for which SMiLE is currently designed. We then
introduce neural networks, the primary focus of our study, together with the gra-
dient descent algorithm, which underpins the property-aware training we propose.
Finally, we review the fundamental concepts of CO, as well as the practice of
optimizing over data-based systems, which we extensively adopt to design our
property-enforcement mechanism.

2.1 Machine Learning
Machine Learning is the study of algorithms that use experience, in the form of
data, to attain and improve the ability to perform certain tasks automatically, that
is, without being explicitly programmed. Depending on the learning paradigm and
the form of data used, machine learning is traditionally divided into three broad
categories: Supervised Learning, Unsupervised Learning and Reinforcement Learn-
ing.

Even though our methodology can be extended to unsupervised and, in par-
ticular, reinforcement learning tasks, at the moment it is only designed for the
supervised learning paradigm, which we formalize in the following section.

5



6 2. Background

2.1.1 Supervised Learning

Supervised learning is the problem of inferring the relation between two variables
from a sample set of observations representing it. Formally, the supervised learning
framework consists of the following components.

• An input space X , whose elements are called instances. Each instance in X
is represented by a vector x “ px1, . . . , xnq, whose entries are said features.

• An output space Y , whose elements are called labels. The space Y can be
either a finite set of classes or a continuous set: in the former case the
problem is called classification, in the latter it is referred to as regression.

• An unknown relationship between the two spaces, that we model via a joint
probability distribution P “ Ppx, yq over the space X ˆ Y . Precisely, P
can be seen as composed of two parts: a marginal distribution Px over X ,
which determines how likely it is to encounter any input x, and a conditional
distribution Pppx, yq|xq over Y , which specifies the probability that the input
x is labeled with the output y.

• A dataset D “
␣`

xpiq, ypiq
˘(i“N

i“1
Ď X ˆY , providing an empirical description

of the input-output relation. The pairs in D are sampled from the distribu-
tion P , that is,

`

xpiq, ypiq
˘

„ P for all i P rN s.

• A model space Ω “ tf : X ÝÑ Yu, defining the form of the model assumed to
estimate the relation between X and Y . This space, especially in statistical
learning literature, is also known as hypothesis space.

• A sample-level loss function L : Y ˆY ÝÑ R`, used as a measure of success
for the learning algorithm, that is, to quantify how well the model predicts
the target for a given instance: for px, yq „ P , Lpfpxq, yq measures how “far”
the estimation fpxq is from the correct label y.

The goal of a supervised learning algorithm is to approximate the relation
between X and Y , that is, to produce a model f such that fpxq « y for each
pair px, yq „ P . Precisely, this goal is formalized as the following unconstrained
optimization problem:

argmin
fPΩ

LPpfq “ argmin
fPΩ

Epx,yq„PrLpfpxq, yqs, (2.1)

where the distribution-based model-level loss LPpfq is called expected error.
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This goal, however, is not achievable directly, since the distribution P is un-
known and inaccessible. Therefore, it is attained empirically by using the available
information D, that is, by solving the following problem:

argmin
fPΩ

LDpfq “ argmin
fPΩ

1

|D|
ÿ

px,yqPD

L pfpxq, yq . (2.2)

where the data-based model-level loss LDpfq is said empirical error, and the pro-
cess of solving (2.2) is called learning.

The formulation provided above highlights the central challenge of any ML
task: generalization. Rather than performing perfectly on the observed instances,
the aim of ML is to perform well on new, previously unseen ones. In other words,
by observing past data, we try to make predictions about future data. For this
reason, we also refer to a learning model f as a predictor, and to the estimated
value fpxq as the prediction of f for x P X . In practical development, a standard
ML pipeline involves the following steps: collect a dataset D representative of the
learning task, define a model space Ω, decide a proper loss function L, finally de-
sign a procedure to solve the corresponding optimization problem. In particular,
the dataset D is split into two disjoint subsets: one is used for training the model,
the other for testing its generalization abilities. Accordingly, the two subsets are
called train set and test set, and denoted as Dtrain and Dtest, respectively. More-
over, the error of the model on Dtrain is called train error, the one on Dtest is
said test error. For a more extensive discussion on the general learning theory, we
refer the reader to the popular textbook "Understanding Machine Learning: From
Theory to Algorithms" [SSBD14].

The method presented in this thesis is designed for a specific class of ML
models, which we introduce in the next section.

2.1.2 Neural Networks

An Artificial Neural Network, or briefly Neural Network (NN), is a computational
model loosely inspired by the human brain. The study of these models, and their
use in solving learning problems, delineates an entire subfield of machine learning,
called Deep Learning. The starting point of this research area dates back to 1943,
when McCulloch and Pitts published the first mathematical formulation of a bio-
logical neuron [MP43]. The first learnable artificial neuron, called Perceptron, was
instead proposed in 1958 by Rosenblatt [Ros58], and consisted of a binary classi-
fier capable of distinguishing between two categories through a linear separating
boundary.
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The modern artificial neuron generalizes Rosenblatt’s idea, and represents the
basic unit of state-of-the-art networks. Formally, a neuron is a vector-to-scalar
function ϕ : Rn Ñ R, that combines a linear transformation, parameterized by
weights w P Rn and bias b P R, with a (typically) non-linear activation function
σ:

y “ σpw ¨ x` bq (2.3)

The parameters θ “ pw, bq are usually optimized through a learning process,
while the activation σ represents a hyperparameter, responsible for injecting non-
linearity into the model [Dat20]. Figure 2.1 provides a visual representation of a
neuron, while Figure 2.2 depicts some of the most commonly used activations.

Figure 2.1: An artificial neuron.

A neural network can then be obtained by stacking multiple neurons into a
sequence of layers, resulting in a vector-to-vector function f : X Ñ Y , typically
represented as a computational graph. Formally:

xpdq “ fpx; θq “ fdpx
pd´1q; θdq ˝ ¨ ¨ ¨ ˝ f2px

p1q; θ2q ˝ f1px
p0q; θ1q (2.4)

Here, the input vector xp0q is propagated through the graph into intermediate
embeddings (or latent vectors) xpiq, for i “ 1, . . . , d ´ 1, to finally produce the
output xpdq. In particular, f1 is called the input layer, fd is said the output layer,
while the internal layers are referred to as hidden layers. The number of layers in
the network, called depth, the size of each layer, referred to as the layer’s width,
and the connectivity among neurons, that is, the way in which information flows
through the graph, define the architecture of the network (in other words, the
topology of the computational graph). The connectivity pattern, in particular, is
the key distinguishing element among the different classes of neural networks. In
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Figure 2.2: Popular activation functions.

what follows, we briefly introduce the most common types of architectures, which
are also the ones that we adopt in our computational study.

Feedforward Neural Networks (FNNs) Feedforward Neural Networks, also
known as Multi-Layer Perceptrons (MLPs) and representing the simplest and most
classical form of networks, process information unidirectionally from the input to
the output, without cycles or feedback, through densely connected layers, that
is, each neuron in each layer is connected to all neurons from the previous layer.
Formally, the l-th dense layer transforms xpl´1q into xplq as follows:

xplq “ σpW plqxpl´1q ` bplqq (2.5)

where θl “ pW plq, bplqq represents the layer parameters, while σ is a component-wise
activation function. The width of the layer nl, in this case, is usually meant as
the number of neurons (i.e., the number of rows of the matrix W plq). Figure 2.3
depicts an example of an FNN.

Convolutional Neural Networks (CNNs) Convolutional Neural Networks,
like FNNs, process information forward, but unlike FNNs, they include at least
one convolutional layer, where each neuron is only connected to a small local
region of the previous layer (sparse connectivity), and where subsets of neurons
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Input

Hidden

Output

Figure 2.3: An FNN with 2 hidden layers.

within the layer share the same parameters (parameter sharing). In particular, a
convolutional layer works by sliding a filter, or kernel, over the input, computing
a weighted sum of the input values overlapped at each location. This operation is
called convolution, and can be defined, for a 2-dimensional input x P Rhˆwˆc with
multiple channels, and for a filter W P Rh1ˆw1ˆc with h1 ď h and w1 ď w, as:

pW ˚ xqi,j “
h1
ÿ

p“1

w1
ÿ

q“1

c
ÿ

k“1

Wp,q,k xi`p´1, j`q´1, k (2.6)

for 1 ď i ď h´ h1 ` 1 and 1 ď j ď w ´ w1 ` 1. Then, the l-th convolutional layer
transforms xpl´1q into xplq as follows:

x
plq
k,i,j “ σ

´

pW
plq
k ˚ xpl´1qqi,j ` b

plq
k

¯

, k “ 1, . . . , nl, (2.7)

where θl “ pW
plq
k , b

plq
k q

k“nl
k“1 represents the layer-specific parameters, while σ is a

component-wise activation function. For this layer, the width is commonly con-
sidered as the number of filters nl. Figure 2.4 provides a visual intuition of a
convolutional layer. The convolutional structure of these networks enables the ex-
traction of local and hierarchical features (edges, shapes, objects), making them
capable of capturing spatial dependencies. This is why CNNs work particularly
well on spatial data, hence for tasks such as image recognition and computer vision.
Note that, in general, convolutional layers can also include additional hyperparam-
eters such as padding and stride, which control the spatial size of the output and
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the movement of the filter over the input. Moreover, they are typically followed
by pooling layers, which replace the output at a certain location with a summary
statistics (e.g., max or mean) computed over its neighborhood, in order to im-
prove the robustness and computational efficiency of the transformation. For a
more detailed discussion of CNNs, we refer to [GBC16, LBBH98a].

Figure 2.4: A convolution applied to a 1-channel input.

Recurrent Neural Networks (RNNs) Unlike FNNs and CNNs, Recurrent
Neural Networks include cycles in a least one of their layers, so that the hidden
state of this layer, at a given time step, is fed back to the same layer at the next
step, providing the network with a form of memory. Similar to CNNs, the weights
are shared across time steps, enabling the same transformation to be applied re-
currently. Formally, at each time step t, the l-th recurrent layer transforms the
output from the previous layer x

pl´1q
t , and its hidden state from the previous step

h
plq
t´1, as follows

h
plq
t “ σh

´

W
plq
xhx

pl´1q
t `W

plq
hhh

plq
t´1 ` b

plq
h

¯

(2.8)

x
plq
t “ σy

´

W
plq
hy h

plq
t ` bplqy

¯

(2.9)
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where θl “ pW
plq
xh ,W

plq
hh ,W

plq
hy , b

plq
h , b

plq
y q represents the layer-specific parameters, while

σh and σy are component-wise activation functions. For this layer, the width nl

usually represents the dimension of the hidden state (i.e., the memory capacity).
Figure 2.5 depicts an unfolded recurrent layer, highlighting the sequential nature
of the computation, and the parameter sharing across the different steps. The
recurrent structure of these networks enables information to persist across time,
making them capable of capturing temporal dependencies. This is why RNNs
work particularly well on sequential data, hence for tasks such as natural language
processing and time series forecasting. Several specialized variants of recurrent
layers have been proposed to address limitations of the basic formulation, such
as vanishing and exploding gradients. Notable examples include the Long Short-
Term Memory (LSTM) [HS97] and the Gated Recurrent Unit (GRU) [CvMBB14],
which introduce gating mechanisms to better capture long-range dependencies. A
detailed discussion of RNNs can be found in [GBC16].

Figure 2.5: An unfolded recurrent layer.

Beyond the network types discussed above, other two notable architectures have
emerged in recent years: Graph Neural Networks and Transformers, for which,
however, we only provide an intuitive description, given that they are not directly
adopted in this thesis.

Transformers First proposed in the seminal paper “Attention is All You Need”
[VSP`17], Transformers have quickly gained tremendous popularity, and today
they dominate the state of the art across various domains, particularly language



2.1. Machine Learning 13

modeling, translation, and sequence prediction, as they are primarily designed
to deal with sequential data. At the core of Transformers is the self-attention
mechanism, which enables the model to process an input sequence as a whole,
rather than token by token as in standard RNNs. In each token representation,
the model encodes both the information of the token itself and the contextual
influence of all other tokens in the sequence. This allows the model to capture
long-range dependencies efficiently, and represents the foundation for the success
of Transformers in tasks such as language modeling, translation, and sequence
prediction. The seminal paper by [VSP`17] provides a detailed description of the
Transformer architecture.

Graph Neural Networks Graph Neural Networks (GNNs) are neural archi-
tectures designed to operate on graph-structured data, where each input is a set of
nodes connected by edges. Each node is represented by a feature vector, which is
updated by iteratively aggregating information from neighboring nodes. This al-
lows GNNs to capture both local and global graph structure, making them effective
for tasks such as node classification, link prediction, and graph-level regression, in
domains ranging from social networks to molecular modeling. For an extensive
description of GNNs, we refer to [SGT`09].

We conclude this brief overview of neural networks by emphasizing that, while
most existing property-enforcement approaches rely on restrictive assumptions on
the chosen neural architecture or activation function, our method is largely inde-
pendent of both. Specifically, the proposed framework is fully compatible with any
activation function, and with any neural architecture that works with fixed input
dimension. This includes FNNs, CNNs and RNNs, but excludes Transformers and
GNNs. Extending the framework to these currently unsupported architectures
represents a promising direction for future research.

In the next section, we describe the standard algorithm to train neural models,
which in this thesis we complement with an enforcement mechanism, designed to
make the process property-aware.

2.1.3 Gradient Descent

Training a neural network is, conceptually, not different from training other types
of machine learning models, that is, we need to apply the learning paradigm de-
scribed in Section 2.1.1: collect the data, define a model space, choose a loss
function, solve the resulting optimization problem. However, differently from sim-
pler systems, such as linear models, in deep learning algorithms the error function
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is usually non-convex, due to the nonlinearity of the network, and the parameter
space is extremely high-dimensional, due to its typically large scale. For these
reasons, NNs are trained via heuristic methods that search for a good, yet subop-
timal, solution.

One of the most popular class of optimizers for neural networks is represented
by the family of Gradient Descent (GD) algorithms. Algorithm 1 provides the
pseudocode of the general GD version: for each epoch, the algorithm propagates
a mini-batch of input instances through the network to obtain the corresponding
loss value; it then computes the gradient of this value with respect to the network
parameters; it finally updates these parameters in the opposite direction of this
gradient to reduce the error. In particular, the backward pass (line 5) is performed
via backpropagation, an algorithm specifically designed to efficiently differentiate
over neural architectures [RHW86].

Algorithm 1 SGD
1: Input: initial parameters θ, training data Dtrain, loss L, batch size b, epochs

e, learning rate η

2: for epoch from 1 to e do
3: for mini-batch B Ď Dtrain of size b do
4: Forward pass: LB Ð

1
|B|

ř

px,yqPB Lpfpx; θq, yq

5: Backward pass: g Ð ∇θLB

6: Update: θ Ð θ ´ η g

7: end for
8: end for
9: return θ

Note that, according to the batch size, different terminologies are commonly
adopted for Algorithm 1. Classical GD corresponds to the case in which b “ |D|,
where each update is computed from the exact full gradient. We instead call the
algorithm Stochastic Gradient Descent (SGD) when b “ 1, where the parameters
are updated after evaluating the gradient on a single data point, which speeds
up the computations, but also introduces significant stochasticity. In practical
applications, purely full-batch or single-sample updates are rarely used. Instead,
mini-batch gradient descent, with 1 ă b ă |D|, still referred to as SGD, is employed
to strike a balance between computational efficiency and gradient accuracy. More-
over, beyond these basic schemes, several advanced optimizers have been proposed
to improve convergence and robustness, such as Adam [KB14], which combines
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momentum and adaptive learning techniques, and represents the default choice
for most applications. A clear overview of the different types of gradient-based
algorithms is provided by [Rud17].

As a main contribution of this thesis, we extend the GD algorithm with a
mechanism that accounts for the property to satisfy. To design such mechanism,
in particular, we rely on a class of mathematical programming techniques, which
we introduce in the next section.

2.2 Combinatorial Optimization
Combinatorial Optimization (CO) is a cornerstone of Operations Research, Ana-
lytics and Computer Science, where it is used as a versatile decision-making tool
for a large variety of applications, ranging from renewable energies [KRBA16] to
cancer detection [LZMW09], from logistics [BS07] to project scheduling [BHL`10],
among many others.

A CO problem is the problem of optimizing a real-valued function c over a
discrete or semi-discrete set of points F , and can be formulated as follows:

min cpxq
s.t. x P F .

(2.10)

where the function c is called the objective of the problem, while the set F is
referred to as the feasible space, and its points are called feasible solutions. Such
a solution x˚ is said optimal (or an optimum) if cpx˚q “ minxPF cpxq, where ˚ in
the superscript is used to denote optimality. The particular form taken by the ob-
jective and the feasible space defines different classes of problems, and diversifies
CO into many subfields, such as Mixed-Integer Programming (MIP) or Constraint
Programming (CP).

From a complexity theory perspective, most of these problems fall into the
NP-Hard computational class [Kar72], due to their discrete and non-convex na-
ture, which makes a brute-force search for an optimal solution intractable in prac-
tice. Despite their complexity, however, today many of these problems can be
realistically solved, thanks to decades of effort spent by the CO community in
designing ever more sophisticated techniques, such as Branch and Bound (B&B),
Cutting Planes and Primal Heuristics. Briefly, B&B [LD60] represents the back-
bone of modern solvers, and consists of a tree-search algorithm that explores the
solution space of an optimization problem, while pruning nodes that can not con-
tain optimal solutions, as identified through bounds computed on the objective
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function. Cutting planes [Gom58, MMWW02] strengthen linear relaxations by
iteratively adding valid inequalities (cuts), which eliminate infeasible fractional
solutions without excluding any feasible integer ones. Finally, primal heuristics
[Ber06, Ber14] are approximate methods that quickly generate feasible, though
potentially suboptimal, solutions, useful to improve bounds and to prune the tree,
hence to accelerate the optimization process.

The profound impact of CO on a wide range of domains has raised the com-
mercial interest around the field. Today, many competitive CO software products
are released both for commercial purposes, such as Gurobi [Gur] or Xpress [Xpr],
and for academic uses, like SCIP [SCI] or Google OR-Tools [Goo].

Combinatorial optimization plays a crucial role in this thesis. As formalized
in the next chapter, indeed, properties can be interpreted as requirements, and
requirements naturally translate into constraints. Unlike standard ML, which
primarily tackles unconstrained problems (Equation (2.2)) through approximate,
heuristic procedures (Algorithm 1), CO is inherently designed to address con-
strained optimization in a complete, exact fashion, which makes it particularly
well-suited to the objective of this thesis: guaranteeing property satisfaction in
data-based systems. In particular, we build upon a practice that has recently
emerged in the literature, described in the next section.

2.2.1 Optimizing over Machine Learning Models

Optimizing over a ML model essentially means turning its input and output vari-
ables, or its weights, into the decision variables of an optimization process. This
practice consists in encoding a fully-fledged ML model into the language of a chosen
CO technology. Examples can be found in [FJ18, AHM`20, TKTM21], which pro-
vide MIP formulations of neural networks and decision trees, or in [BLM15, LG16],
which instead propose CP embeddings of the same ML models.

Multiple reasons motivate this class of methodologies, such as using ML to ap-
proximate the missing components of a partially specified CO problem [LM18],
compressing NNs to enable their deployment under limited computational re-
sources [SKR20], or bounding and counting their linear regions to investigate their
complexity [STR18].

Optimizing over neural networks is, however, a highly challenging task. The
large size of these models exponentially increases the dimension of the hosting
CO formulation and, more critically, their strong non-linearity exacerbates its dis-
creteness and non-convexity (non-linearity is typically encoded linearly through
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discrete variables). Despite the availability of open-source libraries offering well-
designed approaches for encoding neural models within CO frameworks, like OMLT
[CJH`22], ENTMOOT [TKM`21], and EML [LMB17], the optimization process
becomes intractable once these models reach the level of complexity necessary in
real-world applications.

In this thesis, we are primarily interested in the use of optimization techniques
over neural networks to rigorously verify and enforce the satisfaction of proper-
ties. In the methodological sections, in particular, we show how we mitigate the
complexity of this task through a specifically designed neural architecture.





Chapter 3

Data is not Enough!

In this chapter, we present the motivations underlying this thesis, formalize the
addressed problem, and review existing competitors. We begin by proposing a
taxonomy of real-world scenarios in which incorporating external requirements
into data-driven models is desirable or even mandatory. We then define formal
properties and classify them from a mathematical standpoint. Subsequently, we
formulate the property verification problem, discuss its complexity, and introduce
a taxonomy of existing verifiers. Finally, we move the discussion to enforcement
methods: analogously to verification, we formulate the enforcement problem, ana-
lyze its complexity, and propose a taxonomy of existing enforcers, which constitute
our direct competitors. We emphasize, however, that the proposed taxonomies are
intended solely to support the arguments of this thesis and should not be regarded
as comprehensive surveys of the literature.

3.1 A Taxonomy of Scenarios
Data-driven approaches, at the beginning of the 21st century, sparked a renais-
sance in AI, after the disillusionment that had characterized the field during the
previous two decades. Particularly neural networks, since the early 2010s, fueled
by the exponential growth of data availability and computing power, have achieved
unprecedented results across a wide variety of domains, initiating a new AI spring.

Convolutional NNs [LBBH98a, Kri23] have played a crucial role in computer
vision, where architectures such as VGG [SZ15] and ResNet [HZRS16] have signif-
icantly outperformed traditional handcrafted approaches, enabling breakthroughs
in domains such as medical imaging [LKB`17] and autonomous driving [B`16].
At the same time, recurrent NNs [Elm90, MSO24] and their gated variants, like
LSTMs [HS97] and GRUs [CvMBB14], have powered advances in natural language

19
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processing [YHPC18] and time series forecasting [QSC`17]. Building on these
foundations, the introduction of the Transformer architecture [VSP`17] has re-
shaped the AI landscape, thanks to its superior performance and scalability. GPT-
3 [BMR`20, Kal24], in particular, has marked a major milestone, demonstrating
unprecedented capabilities in generating coherent, contextually relevant, and of-
ten persuasive text, revolutionizing human-computer interaction. More recently,
the transformer-based Vision Transformers [DBK`21, PHC`25] and Conformers
[GQC`20] have significantly advanced the state of the art in image classification
and speech recognition, respectively. Finally, learning approaches have also had a
profound impact on science and engineering, from drug discovery [BA25] to physics
[MGC`25], from energy management [SDAM24] to manufacturing [GKM`24].

However, despite the general excitement surrounding it, data-driven AI ex-
hibits, in many scenarios, systematic limitations. First of all, ML inherently re-
quires high-quality data, and data, unfortunately, is not always available, as it
may be costly to collect, restricted due to privacy concerns, or rare for certain
phenomena. Second, the ever-increasing complexity of neural models underscores
the need for their interpretability and explainability. Finally, there is a large va-
riety of scenarios in which AI models are expected to satisfy constraints dictated
by natural laws, or to comply with legal frameworks regulating their behavior.

When it comes to guaranteeing the satisfaction of formal properties, in partic-
ular, purely data-driven approaches prove to be completely inadequate. Indeed,
even by assuming optimal conditions for the learning setup, namely, clean and
abundant data, well representing both the task to perform and the property to
satisfy, and even by assuming the optimal outcome of the learning process, that is,
the gradient descent algorithm converges to a global optimum, the trained neural
network would only be able to provide statistical guarantees on the input region
covered by the data, while it would not offer any guarantee out of distribution.
The problem degenerates quickly if we observe that the assumed conditions rarely
hold: optimality in the gradient descent solution is unrealistic, given the high di-
mensionality of neural network parameter spaces, as well as the heuristic nature
of the algorithm, while data, as already remarked, is usually noisy and scarce (es-
pecially with respect to the input dimensionality, like in computer vision tasks),
and in many cases non-representative of the property, or even in conflict with it.

Beyond training, a purely data-based approach, from a property-satisfaction
perspective, is also inappropriate for evaluation. Data-dependent metrics, indeed,
only provide statistical information over a finite test set, and are therefore insuf-
ficient to evaluate the behavior of the model in rare but critical input regions. In
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particular, sample-based predictive performance, representing the primary eval-
uation criterion in standard ML pipelines, is inadequate in the property-aware
learning setting: a model may achieve high accuracy while still violating critical
constraints. Consequently, property satisfaction must be regarded as a first-class
evaluation criterion, and measured via suitable data-independent metrics.

Believing that AI can keep evolving through data alone is, in our opinion, a
flawed perspective. Data is unfortunately not enough! Only by combining sub-
symbolic learning with symbolic knowledge and principles, we can ensure that AI
is both effective and reliable, which is of paramount importance for its widespread
adoption, particularly in high-stakes applications.

In what follows, we review and classify several scenarios where the data-based
model is required to align with principles that cannot be captured from data alone.
The nature of this alignment represents the main dimension of our taxonomy: we
distinguish between domain alignment, where the model needs to conform to the
laws and mechanics of the environment where it operates, and human alignment,
where it must adhere to the values and norms of humans and societies.

3.1.1 Domain Alignment

This class of methods builds upon the paradigm of Physics-Informed Machine
Learning (PIML), originally introduced to incorporate physical laws, typically ex-
pressed as partial differential equations, into data-driven systems [RPK19], and
today adopted, beyond physics, to integrate knowledge from a wide range of
domains. In some cases, the original PIML terminology is preserved, while in
others it is adapted to the specific source of knowledge, or even to the specific
principle embedded, hence resulting, for example, in Medical - [SBM24], Chem-
istry- [ZMN22], Biology- [WWZ`23], Linguistics- [SLX`24], Symbolic-Reasoning-
[MZB`23], or Gibbs–Duhem-[RFLM23] Informed ML. In general, domain knowl-
edge encompasses scientific laws and principles established through centuries of
study in the natural sciences, insights and expertise accumulated by practitioners
and professionals, as well as intuitions and commonsense derived from the every-
day human interaction with the world.

In physics, examples include the use of Lagrangian mechanics for robot con-
trol [LRP19], stability properties for drone landing [SSO`19], or Navier–Stokes
equations for fluid flow surrogate modeling [SGPW20]. In geophysics and envi-
ronmental sciences, consistency between lake energy and heat fluxes has been in-
corporated into lake temperature monitoring [JWK`20], the Eikonal equation has
been used to inform earthquake hazard assessment [bWAH`21], while flow and
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transport constraints have been enforced into groundwater pollution emulation
[MWK`23]. In chemistry, Fermi-Dirac statistics has been adopted in predicting
the dissociation curves of the nitrogen molecule and hydrogen chain [PSMF20],
monotonicity has been incorporated into oxygen solubility estimation [MIM`18],
while rotational and translational equivariance have been embedded into molecular
structure generation [TSK`18] and molecular dynamics simulation [ZHW`18]. In
materials science, the acoustic wave equation has been employed for surface break-
ing crack quantification [SLB`20], geometrical symmetries for metal plate damage
localization [ARI`25], while molecular dynamics for material viscosity estimation
[CSKea24]. In cosmology, permutation invariance has been considered to estimate
the red-shift of galaxies [ZKR`17], and the Schrödinger–Poisson equations to sim-
ulate gravitational collapse of fuzzy dark matter [MT25]. In medicine, the Pennes
bioheat equation has been used for breast cancer monitoring [PRK23], while the
Eikonal equation for cardiac activation mapping [SCYP`20]. In epidemiology,
infectious disease forecasting has been informed with general epidemic dynamics
[RCR`23], Susceptible-Infectious-Recovered (SIR) mechanics [MSR`24], or Covid-
19 compartmental constraints [QMB`25]. In vision, the integration of rotational
and translational invariance or equivariance has been proposed for multiple im-
age classification tasks [CW16, DFK16, LYLC18, WGTB17] In manufacturing,
finally, monotonicity has been used for Remaining Useful Life (RUL) estimation
[AVS`22], while general industrial system dynamics for predicting the thermal
power of industrial Air Handling Units (AHUs) [IRD`25]. Table 3.1 provides a
concise overview of the scenarios discussed above, whereas [vRMB`23] offers a
comprehensive survey of the field, which the authors designate under the unified
terminology of Informed Machine Learning.

Regardless of the source of knowledge, domain alignment is primarily pursued
to enhance the interpretability and usability of the model, by ensuring that it
operates consistently with its environment, as well as to improve its predictive
performance and robustness, especially when data is scarce or noisy. Finally,
beyond these practical motivations, this line of research is also guided by a principle
of parsimony: if relevant knowledge is available, why re-learn it from scratch?

3.1.2 Human Alignment

If domain alignment teaches AI to understand the environment in which it op-
erates, human alignment makes it aware of the humans it interacts with, where
“humans” here may refer to individuals, social groups, or humanity as a whole.
Human-aligned properties include safety practices, ethical principles and social
expectations, especially arising in safety-critical and ethically sensitive domains.
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In healthcare, approaches have been proposed, for example, to increase adver-
sarial robustness in brain tumor [YF25] and retinal Optical Coherence Tomogra-
phy (OCT) [HYL`19] classification, as well as in lung and skin lesion segmentation
[LPZ21], to enforce safety constraints in prostate cancer diagnosing [JVW`25], to
promote group fairness, specifically equalized odds, in Substance Use Disorder
(SUD) treatment success estimation [WY25] and in dermatology disease identi-
fication [SYY`23], or to guarantee privacy in pneumonia detection [JAK25]. In
recruitment, different trustworthiness properties have been addressed in candidate
ranking, such as equality of opportunity and demographic parity [GAK19], dis-
parate treatment and disparate impact [SJ18], and explainability [HCR`22]. In
finance, individual fairness has been considered for income estimation [BPW`22]
and credit approval [KS23], adversarial robustness, safety, and privacy for fraud
detection [FMK`21, ADAA25, ZHD`23], and explainability for credit assessment
[dLMVW22]. In justice, methods have been designed to promote opportunity
equality and demographic parity in predicting recidivism scores [WVP18], individ-
ual fairness in estimating the criminal potential of communities [LGW19], while
explainability in legal case matching [YSX`22]. In education, different notions of
fairness have been considered in predicting the academic success of students to de-
cide their admissibility, such as equalized odds and demographic parity [KKKS25],
or intersectional fairness [PDD`25], while explainability has been studied in the
development of systems to provide students with career feedback [SRD`25]. In
automotive, finally, examples include methods to improve adversarial robustness
in traffic sign recognition [HH25] and traffic estimation and routing [SMLD18], and
approaches to guarantee safety in lane keeping [PAU24] and emergency braking
[SQL`24]. An overview of the mentioned human-alignment scenarios is provided
in Table 3.2, while more extensive surveys can be found in [LWF`22] and [JQC`25].

Regardless of the type of enforced property, human alignment aims to make AI
models more interpretable and trustworthy, by ensuring that their outputs are fair,
safe, and reliable, even in rare or out-of-distribution situations, as well as compli-
ant with the landscape of both existing and emerging regulations. Trustworthiness
is desirable for societal acceptance, as it fosters confidence in the technology, and
enables innovation and positive impact without fear or resistance. Compliance is
instead mandatory in regulated scenarios, where AI models, before deployment,
must undergo thorough assessment to ensure that they meet the required legal
standards.

An autonomous driving system, for example, must adhere to ISO 26262 [ISO18],
the international standard for functional safety of electrical and electronic systems
in road vehicles, and especially to its extension, Safety Of The Intended Function-
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ality (ISO/PAS 21448, SOTIF) [ISO19], recently proposed to address the emerging
AI functionalities, that is, to regulate scenarios in which hazards may arise even
when the system operates as intended, for example due to unexpected environ-
mental changes. A diagnostic AI software, as another example, must comply with
IEC 62304 [Int06], the international standard governing the software development
lifecycle for medical devices, and if deployed in Europe, also with the EU Medical
Device Regulation (MDR) [Eur17], an additional set of requirements applied to
the European market.

Beyond sector-specific legal frameworks, recent years have witnessed an in-
tensifying global effort in regulating AI more broadly, with particular emphasis
on fostering trustworthiness in its design and ensuring responsibility in its use.
The European Union has pioneered this direction by introducing the EU AI Act
[Eur24], which categorizes AI systems by risk level, and prescribes correspond-
ing compliance obligations for all AI actors operating within its jurisdiction. In
the United States, even though the regulatory landscape is more fragmented, and
a comprehensive AI legislation is still missing, several bills have been proposed
to fill this gap, both at federal level, such as the Artificial Intelligence Initiative
Act [Uni20], and especially at state level, where these bills have been, in some
cases, signed into law, like in Colorado [Col24] and California [Cal24]. The US
National Institute of Standards and Technology (NIST), moreover, formalized a
set of guidelines and recommendations, known as the NIST AI Risk Management
Framework [Nat23], to promote the incorporation of trustworthiness considera-
tions into the design and evaluation of AI products, even though this framework is
intended solely for voluntary use. Another example, again with a non-mandatory
nature, is represented by the AI Promotion Act [Int25] issued by Japan, which
establishes social principles for human-centered AI, emphasizing respect for trans-
parency, societal well-being and human dignity. At the international level, finally,
a step towards regulatory AI was taken by the Organization for Economic Co-
operation and Development (OECD), which proposed an intergovernmental set of
non-binding recommendations, called the OECD AI Principles [OEC19], to pro-
mote innovative, trustworthy AI that respects human rights and democratic values.

These efforts reflect a widely recognized imperative: with growing AI capabil-
ities, come increased risks, which extend across industries and national borders,
and which highlight the urgency of designing AI methodologies that are ethically
aligned and demonstrably compliant.

In the following sections, we discuss two cross-cutting considerations arising in
property enforcement scenarios: consistency with data and validity guarantees.



Domain Property Application Example Reference

Physics
Lagrangian Mechanics Robot Control [LRP19]
Stability (Lipschitz Bounds) Drone Landing [SSO`19]
Navier–Stokes Equations Fluid Flow Surrogate Modeling [SGPW20]

Geophysics
Energy Conservation Lake Temperature Monitoring [JWK`20]
Eikonal Equation Earthquake Hazard Assessment [bWAH`21]
Flow/Transport Constraints Groundwater Pollution Emulation [MWK`23]

Chemistry

Fermi–Dirac Statistics N2-H-Dissociation Curves Prediction [PSMF20]
Monotonicity Oxygen Solubility Estimation [MIM`18]
Symmetry Molecular Structure Generation [TSK`18]
Symmetry Molecular Dynamics Simulation [ZHW`18]

Materials Science
Acoustic Wave Equation Surface Crack Quantification [SLB`20]
Symmetry Metal Plate Damage Localization [ARI`25]
Molecular Dynamics Material Viscosity Estimation [CSKea24]

Cosmology Geometrical Symmetries Galaxy Red-Shift Estimation [ZKR`17]
Schrödinger–Poisson Equations Dark Matter Collapse Simulation [MT25]

Medicine Pennes Bioheat Equation Breast Cancer Monitoring [PRK23]
Eikonal Equation Cardiac Activation Mapping [SCYP`20]

Epidemiology
Epidemic Dynamics Infectious Disease Forecasting [RCR`23]
SIR Mechanics Infectious Disease Forecasting [MSR`24]
Covid-19 Compartmental Constraints Infectious Disease Forecasting [QMB`25]

Vision

Symmetry Image Classification [CW16]
Symmetry Image Classification [DFK16]
Symmetry Image Classification [LYLC18]
Symmetry Image Classification [WGTB17]

Manufacturing Monotonicity RUL Estimation [AVS`22]
Industrial System Dynamics AHU Thermal Power Estimation [IRD`25]

Table 3.1: Examples of domain-alignment scenarios.



Domain Property Application Example Reference

Healthcare

Adversarial Robustness Brain Tumor Classification [YF25]
Adversarial Robustness Retinal OCT Classification [LPZ21]
Adversarial Robustness Lung/Skin Lesion Segmentation [HYL`19]
Safety Prostate Cancer Diagnosis [JVW`25]
Equalized Odds SUD Treatment Success Estimation [WY25]
Equalized Odds Dermatology Disease Classification [SYY`23]
Privacy Pneumonia Detection [JAK25]

Recruitment
Equal Opportunity – Demographic Parity LinkedIn Talent Ranking [GAK19]
Disparate Treatment – Disparate Impact Candidate Ranking [SJ18]
Explainability Candidate Ranking [HCR`22]

Finance

Individual Fairness Income Estimation [BPW`22]
Individual Fairness Credit Approval [KS23]
Adversarial Robustness Fraud Detection [FMK`21]
Safety Fraud Detection [ADAA25]
Privacy Fraud Detection [ZHD`23]
Explainability Credit Assessment [dLMVW22]

Justice
Equal Opportunity – Demographic Parity Recidivism Scoring [WVP18]
Individual Fairness Community Crime Estimation [LGW19]
Explainability Legal Case Matching [YSX`22]

Education
Equalized Odds – Demographic Parity Academic Success Estimation [KKKS25]
Intersectional Fairness Academic Success Estimation [PDD`25]
Explainability Student Feedback Providing [SRD`25]

Automotive

Adversarial Robustness Traffic Sign Recognition [HH25]
Adversarial Robustness Traffic Estimation – Routing [SMLD18]
Safety Lane Keeping [PAU24]
Safety Emergency Braking [SQL`24]

Table 3.2: Examples of human-alignment scenarios.
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3.1.3 Property-Data Consistency

A crucial consideration arises when incorporating properties into data-driven mod-
els: the consistency between the property to enforce and the data representing the
task to learn. Training a property-aware model is, essentially, a multi-objective
problem, aiming at maximizing predictive performance while minimizing property
violation.

Now, these two objectives are, in many cases, naturally aligned. Consider, for
example, the task of estimating the remaining useful life of a machine, while forc-
ing the learning model to behave monotonically with respect to time. Table 3.1
reports, under the manufacturing domain, an example of this task [AVS`22], rep-
resenting a typical application in predictive maintenance, where the goal is to
anticipate the failure of a production component. In this case, the task itself,
and in particular the data representing it, can be assumed to be compatible with
the property to incorporate: reasonably, the health conditions of a machine, over
time, can only deteriorate, never improve. For this reason, a monotonicity-aware
model, once successfully trained, is expected to predict more accurately than a
monotonicity-agnostic one. In fact, in a similar scenario, property enforcement is
performed precisely in the hope of improving the accuracy of the resulting model,
especially in regime of data scarcity or noise.

However, there are cases in which the same assumption can not be made. As an
example, consider the task of training a model to decide whether a job applicant is
eligible for an interview, while enforcing fairness constraints with respect to race or
gender. A task of this type, for which concrete references can be found in Table 3.2
under the recruitment domain [GAK19, SJ18, HCR`22], represents a typical prac-
tice in human resources departments. In this scenario, the data describing the task
is very likely incompatible with the enforced fairness requirement: the data reflects
human behavior, and humans, unfortunately, can be racist and sexist. This is the
typical situation in which we aim at replicating the data, but only partially: we
seek to capture useful information, while diverging from discriminatory patterns.
This is, in the end, the final goal of the AI fairness literature, that is, preventing
the learning model from capturing the biases hidden in the data. This is why, in
this scenario, a fairness-aware model, trained and tested on the biased available
dataset, should not be expected to outperform its fairness-agnostic counterpart.
In contrast, in this case, a trade-off should be accepted: increased fairness can only
be achieved at the cost of an accuracy drop.

The predictive performance of a property-aware, data-driven model, in other
words, directly correlates with the consistency between the enforced property and
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the training data, as represented in Figure 3.1: the higher the latter, the higher
the former.

Figure 3.1: Correlation between model accuracy and property-data consistency.

Intuitively, and in line with the provided examples, property-data inconsistency
occurs more frequently in human-alignment scenarios than in domain-alignment
ones. In domain alignment, both the data from which the model learns, and the
external knowledge with which the model is informed, derive from the domain in
which the system is deployed. In human alignment, conversely, data and property
may originate from different sources, not necessarily aligned with each other: the
operational domain for the former, humans and societies for the latter.

The framework presented in this thesis is designed to handle both property-
data consistent and inconsistent scenarios.

3.1.4 Property-Validity Guarantees

Besides property-data consistency, a second critical aspect should be considered
when dealing with an enforcement scenario: the required level of property satis-
faction guarantees.

There are cases in which such guarantees, although desirable, are not cru-
cial. Consider again the RUL estimation example with monotonicity constraints
discussed above. In this context, minor violations of the monotonicity property
does not necessarily compromise the usefulness of the model, which may still be
able to produce accurate and actionable predictions. Larger deviations could pre-
vent the model from anticipating an imminent breakdown, thereby necessitating
rescheduled maintenance and resulting in a waste of resources. The impact of such
violations, in any case, remains limited to non-critical operational consequences.
Given that a lack of guarantees does not necessarily prevent the adoption of the
model, property enforcement, in such scenarios, can be eventually relaxed into a
form of informing.

In other cases, however, full property satisfaction guarantees are crucial. In the
job application scenario, even a sporadic violation of the fairness requirement may,
for example, favor a male or White candidate over an equivalently qualified female
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or Black competitor, which constitutes an ethically unacceptable behavior, with
a substantial impact on individuals and societies. Beyond ethical considerations,
moreover, a model designed to operate in this scenario, before being deployed, is
likely to be evaluated for compliance with existing regulations, which may mandate
formal fairness guarantees in its behavior. Therefore, in these cases, property en-
forcement must be rigorously performed until all residual violations are eliminated.

The computational cost of the enforcement procedure, in other words, directly
relates to the required degree of guarantees on property satisfaction, as depicted
in Figure 3.2: the higher the latter, the higher the former.

Figure 3.2: Correlation between enforcement complexity and property guarantees.

Property-validity guarantees are usually essential in human-alignment tasks,
whereas they can often be relaxed in domain-alignment scenarios. In domain
alignment, the primary objective of enforcement is model accuracy, which may
benefit from the incorporation of properties even if their satisfaction is not fully
guaranteed. In human alignment, in contrast, the main goal is to uphold human
rights and safety, which must always be satisfied, in particular when deployment
occurs in regulated contexts.

The emphasis in this work, in terms of guarantees, is in actually enforcing the
property in the behavior of the model, rather than simply informing it about the
desired requirement.

In the following section, we provide a formal definition of property, then we
start delving into the technical details of the addressed problem.

3.2 A Taxonomy of Properties
The AI alignment literature has represented knowledge and requirements in a large
variety of forms. In this work, we consider properties expressible as implications
between two predicates Q and R, universally quantified over the input space of a
ML model f : X Ñ Y :

@x1, . . . , xk P X , Qpx1, . . . , xkq ùñ Rpfpx1q, . . . , fpxkqq (3.1)
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where each xi represents a distinct input vector. We distinguish properties ac-
cording to two criteria: arity and scope. The arity of a property consists in the
number of its variables k: properties of arity at most 1 are commonly referred to
as trace, while those of arity larger than 2 are said to be relational. The scope
of a property is local if the property is “anchored” in a finite set of data points,
that is, some of the variables are grounded, so that Q or R are only defined over
neighborhoods of them; global otherwise. Global relational properties generally
allow to express more advanced requirements, but they are also the most difficult
to handle, since they require reasoning over the entire model domain, and over
multiple model executions, as clarified in the next section.

Equation (3.1) generalizes a broad range of requirements, as outlined in Ta-
ble 3.3, where we define the most common properties considered in the literature,
expressible through our formalism. As shown in the table, some properties can
be specified, eventually with some adaptations, in multiple learning settings (e.g.,
injectivity, invariance and equivariance can be defined for any learning problem),
while others only make sense in specific paradigms (e.g., inclusiveness and exclu-
siveness are only defined in multi-class classification). Moreover, we note that the
arity of a property can always be reduced by grounding some of its variables at
specific datapoints (dotted variables), so to obtain its adversarial or point-wise
version, eventually ignoring the quantifier and the input predicate Q (when the
arity is decreased to 0).

Boundedness constrains the output into a box rl, us, for any input (e.g., medical
dosage must be within a safe therapeutic range). Stability forces a bound ∆ on
the distance between two consecutive components of the output vector, again for
any input (e.g., a multi-step time-series forecaster should not change its prediction
drastically from one timestep to the next). Safety (linear) generalizes both bound-
edness and stability, by constraining the output into a polyhedron Cfpxq ď d,
whenever the input is constrained into a polyhedron Ax ď b (e.g., if an intruding
plane is approaching from the right, the flight controller should diverge to the left).
Robustness forces a bound ϵ ě 0 on the variation of the output, provided a bound
δ ě 0 on the variation of the input (e.g., small input changes should produce small
output changes). Fairness works similarly, except that the input variation is only
computed over the non-sensitive features, i.e., over the complement Sc of the set of
sensitive features S (e.g. two equivalently qualified job applicants should be treated
similarly, regardless of their race), thus it can be considered as a generalization
of robustness. Exclusiveness, in multi-label classification, encodes forbidden pairs
(e.g., a patient can not be prescribed with two mutually contraindicated drugs),
Inclusiveness, in the same learning paradigm, captures co-occurring features (e.g.,
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a dog is also an animal). Both exclusiveness and inclusiveness, in particular, can
be considered as combinatorial properties. Monotonicity (non-increasing) requires
that the output does not increase whenever the sensitive components S of the
input do (e.g., the predicted remaining useful life of a machine should not increase
over time). Injectivity requires that different inputs are assigned with different pre-
dictions, and it is particularly desirable as it enables invertibility (e.g., in physics
problems). Invariance enforces that the output remains unchanged under symmet-
ric transformations of the input (e.g., rotating or translating an image does not
alter its output). Equivariance requires that the output changes in a predictable
or consistent manner under symmetric transformations of the input (e.g., rotating
or translating an image produces a correspondingly rotated or translated output),
thus it can be seen as a generalization of invariance. Injectivity, invariance and
equivariance represent mathematical requirements, with the latter two properties
encoding symmetry-preserving relations, this is why they are also called symme-
tries.

Note that our definition of a property, and consequently the compatibility of
the presented enforcement framework, although reasonably general, does not fully
cover the vast variety of specifications considered in the AI alignment literature.
Equation (3.1), for example, is not particularly suited to encode physics knowl-
edge represented in the form of differential equations, describing relations between
functions and their spatial or temporal derivatives, such as the Eikonal equation
[SCYP`20, bWAH`21], a non-linear first-order partial differential equation, and
the Navier-Stokes equations [SGPW20], a system of non-linear second-order partial
differential equations, both reported in Table 3.1. Another class of requirements,
that are not captured by Equation (3.1), are those specified over distributions of
inputs and outputs, like the different types of group fairness listed in Table 3.2:
equalized odds [WY25, SYY`23], equal opportunity [GAK19, WVP18], disparate
impact [SJ18], and demographic parity [KKKS25]. Finally, Equation (3.1) does
not generalize to those properties that, rather than characterizing the behavior
of the model, describe its interaction with the user, or its use of data: examples
from Table 3.2 include explainability [HCR`22, SRD`25, YSX`22, dLMVW22] for
the former, and privacy [JAK25, ZHD`23] for the latter. Extending the property
compatibility of our framework, in particular to the so-called functional proper-
ties, i.e., those in which one of the two predicates in Equation (3.1) involves both
inputs and outputs, capturing for example differential equations, represents one
promising future direction of the present work.

In the following section, we formalize the property verification problem, in par-
ticular for NNs, then we discuss its complexity and review the existing literature.



Y Property Quantifier Q R Arity Scope

Rm

Pw. Boundedness - J l ď fp 9xq ď u 0 local
Pw. Stability - J

Ź

iPrm´1s |fp 9xqi ´ fp 9xqi`1| ď ∆ 0 local
Pw. Safety - J Afp 9xq ď b 0 local
Pw. Robustness/Fairness - J }fp 9xq ´ :y}p ď ϵ 0 local
Adv. Robustness @x P X }x´ 9x}p ď δ }fpxq ´ 9y}p ď ϵ 1 local
Adv. Fairness @x P X }xSc ´ 9xSc}p ď δ }fpxq ´ 9y}p ď ϵ 1 local
Boundedness @x P X J l ď fpxq ď u 1 global
Stability @x P X J

Ź

iPrm´1s |fpxqi ´ fpxqi`1| ď ∆ 1 global
Safety @x P X Ax ď b Cfpxq ď d 1 global
Robustness @x1, x2 P X }x1 ´ x2}p ď δ }fpx1q ´ fpx2q}p ď ϵ 2 global
Fairness @x1, x2 P X }x1Sc ´ x2Sc}p ď δ }fpx1q ´ fpx2q}p ď ϵ 2 global

rms

Pw. Robustness/Fairness - J fp:xq “ 9y 0 local
Adv. Robustness @x P X }x´ 9x}p ď δ fpxq “ 9y 1 local
Adv. Fairness @x P X }xSc ´ 9xSc}p ď δ fpxq “ 9y 1 local
Robustness @x1, x2 P X }x1 ´ x2}p ď δ fpx1q “ fpx2q 2 global
Fairness @x1, x2 P X }x1Sc ´ x2Sc}p ď δ fpx1q “ fpx2q 2 global

t0, 1um

Pw. Exclusiveness - J
Ź

pi,jqPS fp 9xqi ` fp 9xqj ď 1 0 local
Pw. Inclusiveness - J

Ź

pi,jqPS fp 9xqi ď fp 9xqj 0 local
Exclusiveness @x P X J

Ź

pi,jqPS fpxqi ` fpxqj ď 1 1 global
Inclusiveness @x P X J

Ź

pi,jqPS fpxqi ď fpxqj 1 global

R
Pw. Monotonicity (Ó) - J fp 9xq ď fp:xq 0 local
Adv. Monotonicity (Ó) @x P X xS ě 9xS ^ xSc “ 9xSc fpxq ď fp 9xq 1 local
Monotonicity (Ó) @x1, x2 P X x1S ě x2S ^ x1Sc “ x2Sc fpx1q ď fpx2q 2 global

Any

Pw. Injectivity - J fp 9xq ‰ fp:xq 0 local
Pw. Invariance/Equivariance - J fp 9xq “ fp:xq 0 local
Adv. Injectivity @x P X x ‰ 9x fpxq ‰ fp 9xq 1 local
Injectivity @x1, x2 P X x1 ‰ x2 fpx1q ‰ fpx2q 2 global
Invariance @x1, x2 P X x2 “ πpx1q fpx2q “ fpx1q 2 global
Equivariance @x1, x2 P X x2 “ πinpx

1q fpx2q “ πoutpfpx
1qq 2 global

Table 3.3: Commonly adopted properties, expressed according to our formalism.
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3.3 A Taxonomy of Verifiers
Historically, the AI alignment community has focused on deciding the validity of
properties. This extensive branch of the literature traces its genesis to a paper
published by Alan Turing in 1949, titled Checking a Large Routine [Tur49], where
the author addresses the following question: how can we prove that a program does
what it is supposed to do? Then, he provides a proof of correctness for a program
implementing the factorial function, that is, he proves that his piece of code always
terminates, and always produces the factorial of its input.

Formally, in the ML setting, given a model f and a property as defined in
Equation (3.1), the corresponding verification problem can be formulated as:

Dx1, . . . , xk P X : Qpx1, . . . , xkq ^ ␣Rpfpx1q, . . . , fpxkqq (3.2)

A verification problem, in other words, is a decision problem, which consists either
in providing a certificate of property violation px˚1 , . . . , x˚kq, called counterexample,
or in proving that no such certificate exists. Figure 3.3 depicts a counterexample
for the safety property @x P X , x P Q ùñ fpxq P R: the point x˚, falling within
the hazardous input region Q “ tx P X : Ax ď bu, is propagated outside the safe
output region R “ ty P Y : Cy ď du.

Figure 3.3: A counterexample for a safety property.

The difficulty of Equation (3.2) depends on several factors. First, it is deter-
mined by the degree of the predicates Q and R: non-linear predicates are evidently
harder to verify than linear ones. Second, it is influenced by the typically infinite
and high-dimensional input domain X , especially if the property is global: the
larger this domain, the broader the search space for the counterexample. Third, it
is crucially impacted by the arity of the property: the greater the arity, the larger
the number of decision variables of the problem. Finally, and most importantly,
it is affected by the complexity of the model to verify: in particular, when f is a
ReLU FNN, and Q and R are conjunctions of linear constraints (i.e. a safety prop-
erty), Equation (3.2) has been shown to be NP-hard [KBD`17]. We can deduce,
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in turn, that the problem is at least NP-hard for all networks and properties that
subsumes this case.

An algorithm designed to solve a verification problem is called a verifier, and
can be distinguished according to two criteria: soundness and completeness. A
verifier is sound if every property it declares as valid is indeed valid, and complete
if it declares every valid property as valid. Soundness and completeness can be
achieved by reasoning exactly over all possible input-output patterns of the model,
which guarantees a correct verdict for each property. Computationally speaking,
however, this is not always feasible, for the aforementioned reasons. The only way
to handle the complexity of this problem, when it becomes intractable, is to resort
to approximate reasoning, hence inevitably sacrificing either soundness or com-
pleteness. Unsoundness arises through underapproximation, which may produce
false positives: the property is declared valid, but actually it is not. Incomplete-
ness instead occurs via overapproximation, which may produce false negatives, i.e.,
spurious counterexamples: the property is declared invalid, but actually it is.

The verification community has produced a plethora of verifiers for ML mod-
els, particularly for NNs. The great majority of them, however, are limited to
trace properties, while relational verifiers have been emerging only recently. In the
following, we outline the most representative NN verifiers, without aiming for a
comprehensive review, which is beyond the scope of this thesis. Specifically, we
identify three main lines of work within the verification literature: optimization
and searching, reachability analysis and heuristic attacks.

Optimization and searching approaches essentially embed the fully-fledged ML
model into a CO model, by encoding it into the language of the chosen technology,
such as Mixed-Integer Programming (MIP), Boolean Satisfiability (SAT), or Sat-
isfiability Modulo Theory (SMT). In other words, they turn the input and output
variables of the ML model into the decision variables of a CO model, which is then
solved either via a specifically designed algorithm, or through a general-purpose
solver. These methods typically offer both soundness and completeness, as long as
the model encoding is kept exact, and no early stopping criterion is adopted for
the optimization/searching procedure. Representative examples include, for trace
properties, the SAT-based EVV [JR20], the SMT-based Reluplex [KBD`17] and
Marabou [WIZ`24], and the MIP-based MIPVerify [TXT17] and ILP [BIL`16],
while for relational properties, the MIP-based CertiFair [KS23].

Reachability analysis algorithms analyze the layer-by-layer propagation of a
set of inputs through a neural network, in order to reconstruct the set of reach-
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able outputs, hence to check whether any of them falls into an unsafe region. By
maintaining an outerapproximation of the input set during the propagation, these
methods offer increased scalability, but at the price of completeness, even though
some methods manage to preserve it by reconstructing the output exactly. Exam-
ples in this class include, for trace properties, AI2 [GMDC`18], MaxSens [XTJ18],
PRIMA [MMS`22], DeepZ [SGM`18] and ExactReach [XTRJ18], while for rela-
tional ones, FairNNV [TMLR`24].

Finally, heuristic attacks consist in approximate procedures to generate coun-
terexamples, typically based on gradient descent. These methods offer complete-
ness and high scalability, but do not provide soundness. While they have been
widely applied to trace properties, with examples including FGSM [GSS14], Deep-
Fool [MDFF16], C&W [CW17], PGD [MMS`19], and HCLU [GPSB19], to the best
of the author’s knowledge, no analogous approach have been developed for rela-
tional ones. Note that the formal verification literature typically assumes sound-
ness, that is, it does not consider heuristic attacks as proper verifiers, but merely
as testing methods.

Beyond these approaches, there are those that combine the three paradigms in
a hybrid fashion, such as NeVer2 [DGP`24] and α, β-Crown [XZW`21, WZX`21]
for trace properties, and RaVeN [BXS24] and RACoon [BS24] for relational ones.

A comprehensive survey on NN verification can be found in [LAL`21], while a
comparison among the state-of-art verifiers is provided by the annual competition
VNN-COMP [BBJW24, KLB`25], currently at the 6th edition. These surveys are,
however, both limited to trace properties. In particular, again to the best of the
author’s knowledge, no comprehensive survey has been proposed, thus far, for re-
lational verifiers, evidently because this line of research is still its early stage. The
methods discussed above are outlined in Table 3.4.

In this thesis, we design a sound but incomplete optimization-based verifier,
which is able to handle both trace and relational properties, and which we execute
as a subroutine of our property-enforcement algorithm.

3.4 A Taxonomy of Enforcers
While the AI alignment community has long devoted substantial effort to verifying
the validity of properties, recent years have witnessed a shift of interest toward
actually enforcing them. Verification is, by nature, a passive practice: it enables
confident deployment when the property is satisfied, but it offers no remedy when
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Approach Example Sound Complete Arity Reference

Optimization
&

Searching

EVV ‚ ‚ 1 [JR20]
Reluplex ‚ ‚ 1 [KBD`17]
Marabou ‚ ‚ 1 [WIZ`24]
MIPVerify ‚ ‚ 1 [TXT17]

ILP ‚ ˝ 1 [BIL`16]
Certifair ‚ ˝ 2 [KS23]

Reachability
Analysis

AI2 ‚ ˝ 1 [GMDC`18]
MaxSens ‚ ˝ 1 [XTJ18]
PRIMA ‚ ˝ 1 [MMS`22]
DeepZ ‚ ˝ 1 [SGM`18]

ExactReach ‚ ‚ 1 [XTRJ18]
FairNNV ‚ ˝ 2 [TMLR`24]

Heuristic
Attacks

FGSM ˝ ‚ 1 [GSS14]
DeepFool ˝ ‚ 1 [MDFF16]

C&W ˝ ‚ 1 [CW17]
PGD ˝ ‚ 1 [MMS`19]
HCLU ˝ ‚ 1 [GPSB19]

Hybrid

NeVer2 ‚ ˝ 1 [DGP`24]
α, β-Crown ‚ ˝ 1 [WZX`21]

RaVeN ‚ ˝ 2 [BXS24]
RACoon ‚ ˝ 2 [BS24]

Table 3.4: Representative NN verifiers.

the property is instead violated. Enforcement, on the other hand, is a proactive ap-
proach: it forces property satisfaction, by actively eliminating potential violations.

Formally, given a model space Ω, a loss function L, and a dataset D, as de-
fined in Equation (2.2), as well as a property as defined in Equation (3.1), the
corresponding enforcement problem can be formulated as follows:

argmin
fPΩ

LDpfq (3.3a)

s.t. @x1, . . . , xk P X , Qpx1, . . . , xkq ùñ Rpfpx1q, . . . , fpxkqq (3.3b)

An enforcement problem, in other words, is a constrained optimization problem,
consisting in finding a model f˚ that (i) minimizes the training error on the given
data (accuracy), while (ii) satisfying the desired property (feasibility).

If verifying the validity of a property in a network is hard, enforcing the prop-
erty into such network is, unfortunately, even harder. Precisely, [ML23] proves
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that enforcing a trace property (specifically adversarial robustness around a sin-
gle example) into a neural network is ΣP

2 -hard, where ΣP
2 Ľ NP, assuming the

Polynomial Hierarchy conjecture [Toc76], i.e., a generalization of the P‰NP con-
jecture. In other words, enforcing is, in general, strictly harder than verifying,
unless P“NP. The intuition underlying this claim is the following: in order to
enforce, one needs to attack!

To see why, let us consider the decision version of Equation (3.3), obtained by
ignoring the optimality requirement, that is:

Df P Ω : @x1, . . . , xk P X , Qpx1, . . . , xkq ùñ Rpfpx1q, . . . , fpxkqq (3.4)

The computational asymmetry between the two problems evidently arises by com-
paring Equation (3.2) with Equation (3.4). Verification is an existential problem,
formulated as an D query: find one counterexample that violates the property. En-
forcement, on the other hand, is a universal problem, expressible as an D@ query:
find a model for which no counterexample exists that violates the property. In
other words, solving an enforcement problem requires iteratively solving a nested
verification one: during the search, each candidate solution f needs to be verified,
until a feasible one f˚ is found (if it exists). Figure 3.4 provides an illustration
of an enforcement process. This computational dependency helps explain why, in
comparison to the verification literature, the enforcement one is currently much
narrower: before starting to address enforcement problems, we firstly needed to
develop powerful verifiers.

An algorithm designed to solve Equation (3.3) is called an enforcer, and can
be classified according to its strength with respect to the enforced property, for
which we distinguish three standard levels: guaranteed, certified and heuristic. We
say that an enforcer is guaranteed if it produces unattackable models: any com-
plete verifier, executed on this model, would fail to return a counterexample. An
enforcer is certified if it produces models equipped with an online defense proce-
dure: at inference time, for any given input, the method issues, together with the
corresponding prediction, either a certificate of property satisfaction, or a warning
of potential violation. Finally, an enforcer is heuristic if it only provides statis-
tical guarantees on property satisfaction: the produced models respect the given
property on a certain percentage of test instances, but without supplying their
predictions with formal guarantees or input-specific certifications. Heuristic guar-
antees are weaker than certifications, which are in turn weaker than formal guar-
antees: heuristic enforcers increase the likelihood of property satisfaction, certified
enforcers offer a mechanism to detect and reject potential violations, guaranteed
enforcers eliminate such violations completely.
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Figure 3.4: An illustration of an enforcement process.

Note that there are cases in which formal guarantees are excessively restrictive
and can lead to degenerate solutions. For example, in a classification setting, guar-
anteeing adversarial robustness around every input is unrealistic: no classifier can
be adversarially robust everywhere, unless it is constant, i.e., it always outputs the
same class. This is because a classifier prediction changes abruptly at the decision
boundary, meaning that, for any input sufficiently close to this boundary, there
always exists an admissible perturbation that moves such input to the other side (if
the input space is continuous), rendering the model attackable. For this reason, in
such contexts, certifications represent the strongest realistic form of enforcement.
Moreover, even when theoretically possible, a strong enforcement may not be fea-
sible in practice, given the complexity of the problem. The only way to handle this
complexity, when it becomes intractable, is to resort either to underenforcement or
to overenforcement: both approaches increase tractability, the former by sacrificing
property guarantees or certifications, the latter by jeopardizing model expressivity.

Similarly to the verification community, enforcement research has mostly fo-
cused on trace properties, while relational ones have started to attract attention
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only recently. In the following, we present an overview of enforcement methods
for NNs. It should be noted, however, that this discussion does not aim to pro-
vide a comprehensive survey of the field, which is beyond the scope of this thesis.
Specifically, we distinguish three main enforcement paradigms, according to the
stage of the ML pipeline in which Equation (3.3b), i.e., the feasibility condition of
the problem, is handled: Preprocessing, Inprocessing and Postprocessing. Within
this scope, the model space Ω is meant as the space of network parameters θ.

Preprocessing. These methods address property constraints before starting the
actual training, by enforcing them through data transformations or architecture
design. In this way, they ignore Equation (3.3b) in the enforcement problem,
and reduce the constrained training to a standard one, solvable via gradient de-
scent. With data transformations, we refer to those methods that encode the
property into the dataset D, by means of transformations applied to the raw in-
put or output, which produce a new dataset D1 “ tpτinpxq, τoutpyqq, @px, yq P Du,
with τin : X Ñ X and τout : Y Ñ Y . Such transformations are used either to aug-
ment the data to reinforce property representation, in which case D is replaced
with D Y D1, or to sanitize it by removing property violations, in which case D
is replaced with D1. Data augmentation is proposed in DA [QRLB20] and SAT
[ZQMQ20], which expands the training data with rotated, translated and scaled in-
put instances, to promote adversarial invariance and adversarial robustness on the
training set, respectively. Data purification is instead used in Massaging [KC12],
which encourages adversarial fairness, again on the training instances, by relabeling
the unfair ones, and in OB [CZ24], which enforces the same property by means of
orthogonal-to-bias transformations, designed to eliminate the influence of a group
on sensitive variables. Data transformation methods generate heuristic enforcers,
only able to provide statistical guarantees. Architecture design methods compile
the property directly into the network architecture, that is, they design f so that
it is feasible for each parameterization θ P Ω. These methods are able to guarantee
the feasibility of the property, such as TFENNs [GKR24] and DREN [LYLC18]
for equivariance, GloRo Nets [LWF21] for robustness, and ConstrMonoNet [RS23]
for monotonicity.

Inprocessing. These approaches perform property enforcement at training time,
that is, they address Equation (3.3) directly. We further distinguish two lines of
work within this class: regularization and projection. The core idea underlying
regularization is to define a function ν : ΩˆX Ñ R`, to measure the property vi-
olation of the network parameterization θ P Ω on a given combination of variables
x1, . . . , xk P X , hence to turn the nested verification problem, i.e., Equation (3.3b),
into an optimization one, consisting in finding a combination x˚1 , . . . , x

˚
k that max-
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imizes such violation (i.e., the worst counterexample). Consequently, the con-
strained optimization problem, defined in Equation (3.3), can be turned into the
following unconstrained one:

argmin
θPΩ

LD,taskpθq ` λLproppθq (3.5a)

with: Lproppθq “ max
x1,...,xkPX

νpθ;x1, . . . , xkq (3.5b)

where LD,task denotes the standard data-dependent loss, the regularizer Lprop rep-
resents the maximum violation, while the parameter λ ě 0 is used to control the
effect of the regularization. Note that the property loss can also be data-dependent,
e.g., for local properties, in which case we denote it with LD,prop. Equation (3.5)
can be solved via standard gradient descent, or via Dual Ascent, which consists
in turning λ into a trainable variable, hence in performing, at each iteration, a
gradient descent step to update θ, and a gradient ascent one to update λ. Note
that, however, in order to adopt a gradient-based approach, the regularizer Lprop

needs to be differentiable. The strength of the enforcement, in these approaches,
mostly depends on the verification technology adopted to solve the inner maximiza-
tion problem: an unsound verifier would make the resulting enforcement heuristic,
while a complete verifier would be potentially able to provide certifications or for-
mal guarantees, depending on the property to enforce, as well as on the ability
of the training algorithm to nullify the violation by the end of the process, i.e.,
to converge to Lprop “ 0. A notable example for this paradigm is represented
by the adversarial training (AT) [MMS`18], which enforces adversarial robustness
around the training data, typically by computing property violation via an adver-
sarial attack, hence resulting in a heuristic enforcer. Similarly to AT, CROWN-IBP
[ZCX`20] computes robustness violation on the training instances, but differently
from it, it adopts a complete verifier, which can be executed at both training and
inference time, hence certifiably enforcing adversarial robustness around any input
instance. On the same line of CROWN-IBP, certified enforcement is provided by
MonoNet [LHZL20] and COMET [SFMVdB20] for adversarial monotonicity, and
by IFNN [BPW`22] for adversarial fairness. CertiFair [KS23] and ART [LZSJ19],
instead, not only adopt complete verification for the inner problem, but they run it
globally, with the former providing certified guarantees for fairness, the latter for-
mal ones for safety. Projection approaches work instead by enforcing feasibility via
projection mechanisms, operating either on the output space Y , or on the parame-
ter one Ω. Enforcing via output projection means appending a neural projector ΠY
to the last layer of the network, which corrects any infeasible output by projecting
it onto the feasible region, hence allowing to ignore the property constraints, i.e.,
Equation (3.3b), in the enforcement problem. The challenge for these methods re-
sides in designing ΠY so that it is differentiable, in order to enable a gradient-based
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training, and efficient, in order to keep the process tractable. These approaches
are able to produce guaranteed enforcers, such as HardNet [MA25] for safety, C-
HMCNN [GL21] for inclusiveness, and ENFORCE [LS25] for any trace property.
Enforcing through weight projection consists instead in designing a weight projec-
tor ΠΩ, which corrects any infeasible configuration θ to restore the feasibility of
the resulting model f . This projector is then executed as a subroutine of gradient
descent after each parameter update. ΠΩ does not need to be differentiable, but
it obviously needs to be tractable. Similarly to output projection methods, also
these approaches are able to provide formal guarantees on the enforced property.
A notable example is DeepSaDe [GDB24], compatible with any trace property.

Postprocessing These methods enforce the desired property at post-training
phase, either via input/output purification or through model repair, that is, they
train via standard gradient descent, hence they handle the constraints in Equa-
tion (3.3b) after training. Purification approaches work either right before the
inference process, by purifying the input in order to decrease the chance for the
model to produce an infeasible prediction, or right after it, by correcting such
prediction to restore its feasibility. Examples of pre-inference heuristic enforcers
include, for adversarial robustness, feature distillation (FD) [LLL`19], which at-
tempts to suppress eventual adversarial perturbations in any input by means of
JPEG compression and quantization, PixelDefend [SKN`18], which moves the ma-
licious input towards the distribution seen in the training data, and Randomized
Smoothing [CRK19], which provides probabilistic guarantees on the feasibility of
the output, by considering multiple noisy copies of the input. A post-inference
guaranteed enforcer is instead FETA [MSF23], which identifies a counterexam-
ple for the given input, hence corrects the model output accordingly, in order to
guarantee adversarial fairness. Model repair techniques work instead by minimally
changing the weights of a trained network in order to restore its feasibility on a
given finite set of violated inputs. Examples are represented by 3M-DNN [RK22]
and DDNN [ST21], both able to provide formal guarantees, the former for point-
wise robustness, the latter also for adversarial one.

An illustration of our taxonomy of enforcers is depicted in Figure 3.5, while
an overview of the enforcers discussed above is provided in Table 3.5, where the
“strength” column indicates whether the enforcer is heuristic (˝˝), certified (‚˝),
or guaranteed (‚‚).

The table highlights the current gaps within the property enforcement litera-
ture, precisely: the lack of generality, with respect to both property and model
compatibility, and the lack of guarantees. Many of the existing enforcers, indeed,
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Figure 3.5: Our taxonomy of enforcers.

are only able to enforce specific properties, mostly trace ones, by relying on strong
architectural assumptions, e.g., small ReLU networks, and most of them fail to
provide formal satisfaction guarantees.

With this thesis, we contribute to bridge these gaps by proposing a framework,
called SMiLE (Safe Machine Learning via Embedded Overapproximation), capable
of enforcing generic trace and relational properties into arbitrary neural networks,
providing full satisfaction guarantees, while remaining competitive with property-
specific baselines. Our framework, formalized in the next chapter, consists of
two main components: (i) a verification-friendly neural architecture, designed to
simplify the verification problem in Equation (3.2), and (ii) a dedicated train-
ing algorithm, developed to address the enforcement property in Equation (3.3),
which relies on weight projection techniques for trace properties, and on regular-
ization schemes for relational ones. This is why, within the enforcement taxonomy
provided in this section, our enforcer can be seen as hybrid preprocessing and
inprocessing approach.



Stage Approach Example Property Model Strength Reference
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Data
Transformation

DA Adv. Invariance Any ˝˝ [QRLB20]
SAT Adv. Robustness Any ˝˝ [ZQMQ20]

Massaging Adv. Fairness Any ˝˝ [KC12]
OB Adv. Fairness Any ˝˝ [CZ24]

Architecture
Design

TFENNs Equivariance FNN/RNN ‚‚ [GKR24]
DREN Equivariance ReLU CNN ‚‚ [LYLC18]

GloRo Nets Robustness Any ‚‚ [LWF21]
ConstrMonoNet Monotonicity ReLU FNN ‚‚ [RS23]

In
pr

oc
es

si
ng Regularization

AT Adv. Robustness Any ˝˝ [MMS`18]
CROWN-IBP Adv. Robustness Any ‚˝ [ZCX`20]

MonoNet Adv. Monotonicity ReLU FNN ‚˝ [LHZL20]
COMET Adv. Monotonicity ReLU FNN ‚˝ [SFMVdB20]
IFNN Adv. Fairness FNN ‚˝ [BPW`22]

CertiFair Fairness ReLU FNN ‚‚ [KS23]
ART Safety ReLU FNN ‚‚ [LZSJ19]

Projection

HardNet Safety Any ‚‚ [MA25]
C-HMCNN Inclusiveness Any ‚‚ [GL21]
ENFORCE Any Trace Any ‚‚ [LS25]
DeepSade Any Trace Any ‚‚ [GDB24]

P
os
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g

Input/Output
Purification

FD Adv. Robustness Any ˝˝ [LLL`19]
PixelDefend Adv. Robustness Any ˝˝ [SKN`18]
RandSmooth Adv. Robustness Any ˝˝ [CRK19]

FETA Adv. Fairness Any ‚‚ [MSF23]

Model Repair DDNN Pw./Adv. Robustness FNN ‚‚ [ST21]
3M-DNN Pw. Robustness FNN ‚‚ [RK22]

Table 3.5: Representative NN enforcers.





Chapter 4

Methodology

In this chapter, we introduce the main contribution of this thesis: a property en-
forcement framework, called SMiLE (Safe Machine Learning via Embedded Over-
approxiamtion), consisting of a verification-friendly neural architecture and two
dedicated property-aware training algorithms, specialized to trace and relational
properties, respectively. In particular, we start by presenting the SMiLE architec-
ture, showing how it can be derived from any standard neural network, and dis-
cussing its advantages from a property verification and enforcement perspective.
We then introduce the SMiLE trace enforcer : we formalize its two key algorith-
mic components, namely, a counterexample generator and a weight projector, then
we combine them into the complete enforcement framework. Finally, following
a similar scheme, we formalize the SMiLE relational enforcer : we introduce the
corresponding projector and generator, then the resulting enforcement framework.

4.1 Architecture
Let f : X Ñ Y be neural network of depth d, as defined in Equation (2.4). A
SMiLE architecture can be built from f as follows.

We start by viewing f as a composition of an embedding function h : X Ñ

Rnd´1 , also referred to as the backbone, which maps the input x to an embedding z
into a latent space Rnd´1 , and a linear output function g : Rnd´1 Ñ Y , also referred
to as the head, which propagates such embedding to the output y. Formally:

f “

g
hkkikkj

fd ˝

h
hkkkkkkkikkkkkkkj

fd´1 ˝ ¨ ¨ ¨ ˝ f1 (4.1)

or equivalently,

y “ fpx; θq “ gpz; θgq ˝ hpx; θhq (4.2)

45
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where θ “ pθh, θgq represents the parameter vector of f , composed by the param-
eters of the sub-networks h and g. This decomposition ensures that, while the
backbone h can be arbitrarily complex, as it may include any number of layers,
the head g is instead simple by construction, since it always consists of the last
linear layer. This decomposition, depicted in Figure 4.1, is both natural and com-
mon for many neural architectures, including classifiers, in which case the output
y is meant as a logit vector.

Figure 4.1: Our decomposition of a standard network f .

Then, we embed a trainable overapproximator into f , consisting of two dif-
ferentiable auxiliary models h : X Ñ Rnd´1 and h : X Ñ Rnd´1 , and a clipping
operator clip : Rnd´1 Ñ Rnd´1 , defined component-wise as:

clippz; l, uq “ maxpminpz, uq, lq (4.3)

with l, u P Rnd´1 . Precisely, the overapproximator operates within the latent space
Rnd´1 , by clipping the embedding z, produced for each input x, in between the
lower and upper bounds predicted by h and h. The resulting SMiLE version of f
can then be written as:

ysmile “ fsmilepx; θsmileq “ gpz; θgq ˝ clippz;hpx; θhq, hpx; θhqq ˝ hpx; θhq (4.4)

with z denoting the clipped embedding, while θsmile “ pθh, θh, θh, θgq representing
the parameter vector of fsmile, composed by the parameters of the sub-networks
h, h, h and g. This overapproximation mechanism ensures that, for each input x,
the corresponding clipped embedding z lies inside the bounding box

Hpx; θh, θhq “ rh1pxq, h1pxqs ˆ . . .ˆ rhnd´1
pxq, hnd´1

pxqs (4.5)

before it is propagated through g to produce the output ysmile. An illustration of
a SMiLE architecture is provided in Figure 4.2.
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Figure 4.2: A SMiLE architecture.

Intuitively, the auxiliary models attempt to locate the embedding z within the
latent space Rnd´1 , by enclosing it into the corresponding box Hpx; θh, θhq. The
clipping operator serves instead as a safety mechanism: it forces z into such box,
to fix the cases in which h and h mislocate it. In other words, if the auxiliary
models succeed in accomplishing their task, i.e., z P Hpx; θh, θhq, then the clipping
operator becomes neutral, i.e., z “ z “ clippz;hpx; θhq, hpx; θhqq, and consequently
y “ ysmile. This is why we require these two models to be trainable: ideally, at
training time, h and h learn to bound z, while h learns to place it within the
bounds, thus adapting to each other, and reducing the effect of the introduced
auxiliary architecture on the predictive performance of the model.

Moreover, to further mitigate the potential accuracy loss caused by the em-
bedded overapproximation, we may employ a selector at the input level of the
architecture, which checks the validity of the input predicate Q and, in case of a
negative outcome, deactivates h and h, and substitutes the head g with an alter-
native head g␣, specialized to handle the inputs unaffected by the property. In
other words, the selector allows to bypass the overapproximation mechanism when
this is not necessary. Formally, the selector-augmented SMiLE architecture can be
described as:

ysmile “ fsmilepx; θsmileq “

#

gpz; θgq ˝ clippz;hpx; θhq, hpx; θhqq ˝ hpx; θhq if Qpxq

g␣pz; θg␣q ˝ hpx; θhq if ␣Qpxq
(4.6)

This selection mechanism is particularly suitable for trace properties with a non-
trivial input predicate, i.e., those with Qpxq ‰ J, where such predicate splits the
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input space into two disjoint regions. For relational properties, instead, the selector
is generally not appropriate, given that, in these cases, the predicate Qpx1, . . . , xkq,
rather than the input space X , partitions X k. Figure 4.3 provides a representation
of a SMiLE architecture with an input selector.

Figure 4.3: A selector-augmented SMiLE architecture.

The convenience of adopting a SMiLE architecture, from a verification and
enforcement perspective, arises from the following observations.

1. The auxiliary models h and h are fully customizable, as long as they remain
differentiable. Their structure, in other words, represents a hyperparameter
of the SMiLE architecture.

2. These models do not require high expressivity, since they do not need to
compute z exactly (which is the role of h), but to only roughly locate it
within the latent space. These models, in other words, can be chosen to be
arbitrarily simple. This is why, in Figures 4.2 and 4.3, they are depicted in
green.

Building upon these two observations, we develop the core idea underlying the
SMiLE architecture: while the complex module h, at inference time, is useful to
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make the model expressive, at verification or enforcement time, it can be deacti-
vated to decrease the computational burden of both problems.

In the next two sections, we demonstrate how we leverage this idea to design ef-
ficient algorithms that enforce trace and relational properties into a SMiLE model,
respectively. Note that, in the remainder of this thesis, unless otherwise clarified,
we assume a standard SMiLE architecture without a selection mechanism, as de-
scribed in Equation (4.4) and represented in Figure 4.2. We observe, indeed, that
the enforcement algorithms presented in the following sections, although formal-
ized for a selector-free architecture, readily apply also to a selector-equipped one.
From now on, moreover, to simplify the notation, we denote a SMiLE model, and
its output, simply as f and y, hence we omit the subscript ¨smile.

4.2 Trace Enforcement
In this section, we present our SMiLE enforcement algorithm for trace properties,
that is, the method that we design to solve Equation (3.3), when k ď 1.

We address the problem by adopting a Projected Gradient Descent (PGD)
scheme [PB`14], a variant of the standard gradient descent algorithm, obtained
by pairing each weight update with a counterexample-based weight projection, that
is, a mechanism that corrects the weights of the model to restore the feasibility
of a given collection of counterexamples, with respect to the given property. Our
trace enforcement algorithm, in other words, consists of two main algorithmic
principles: a weight projector and a counterexample generator. We describe these
two subroutines in Section 4.2.1 and Section 4.2.2, respectively, before combining
them into the global algorithm outlined in Section 4.2.3.

4.2.1 Projector

Lef f : X Ñ Y be a SMiLE architecture. The PGD algorithm pairs the standard
update step in SGD (Algorithm 1) with a projection step, defined as:

argmin
θ̂

}θ̂ ´ θ}22 (4.7a)

s.t. Rpfpx; θ̂qq @x P X : Qpxq (4.7b)

Intuitively, we seek the smallest parameter adjustment that guarantees the satis-
faction of the desired property. As discussed in Section 3.3 and Section 3.4, this
problem is challenging, due to the universal quantification in Equation (4.7b), as
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well as the high non-linearity and large size of modern neural models.

To decrease the difficulty of the problem, we can rely on the SMiLE architec-
ture, that is, we can re-write Equation (4.7) as follows

argmin
θ̂g

}θ̂g ´ θg}
2
2 (4.8a)

s.t. Rpgpz; θ̂gqq @x P X : Qpxq, @z P Hpx; θh, θhq (4.8b)

We adopt, in other words, the idea stated in Section 4.1: we relax the arbitrar-
ily complex constraints z “ hpx; θhq into the simpler bounding box constraints
z P Hpx; θh, θhq, which allows to eliminate the dependence of the projection oper-
ator on the complex backbone h. More precisely, the projection is only performed
in the parameter space of g, while the auxiliary parameters θh and θh are solely
used to obtain the bounding box H. The adopted relaxation removes the com-
putational flow from the input x to its embedding z and, finally, to its clipped
embedding z, turning z into a free variable of the problem. This, on one hand,
gives rise to a conservative projection, potentially leading to an overenforcement
of the desired property: in Equation (4.8), property feasibility is enforced not only
over the input region satisfying Q, like in the exact projection in Equation (4.7),
but also over all corresponding bounding boxes. On the other hand, this makes
the projection step considerably simpler to solve, as it now involves only simple
functions and much fewer parameters. The problem remains challenging, however,
since it contains an infinite number of constraints.

In order to remove the universal quantifier, we adopt a lazy (or delayed) con-
straint generation approach, consisting in reducing the action of the projection to
a finite collection of counterexamples C. Precisely, we replace Equation (4.8) with:

argmin
θ̂g

}θ̂g ´ θg}
2
2 (4.9a)

s.t. Rpgpz˚; θ̂gqq @px˚, z˚q P C (4.9b)

This counterexample-based projection is not only independent of h, but also of
h and h: for improved efficiency, and without loss of generality, we restrict our
attention to the value of the clipped embedding z˚ of each counterexample px˚, z˚q,
hence ignoring x˚. We encapsulate Equation (4.9) into a routine called TProject,
described in Algorithm 2, which returns a feasible θ̂˚g , by minimally perturbing a
given θg to restore its feasibility with respect to all counterexamples queued in
C, simultaneously. An illustration of a SMiLE architecture at projection time is
provided in Figure 4.4, where the removed components are depicted in grey.
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Algorithm 2 TProject
1: Input: init param θg, counterexample queue C
2: θ̂˚g Ð solve Equation (4.9) with parameter θg and queue C
3: return θ̂˚g

Figure 4.4: A SMiLE architecture at projection time.

4.2.2 Generator

In order to design an efficient counterexample generator for a SMiLE model, to
support the projection operator described in the previous section, we replace the
verification problem formalized in Equation (3.2) with:

Dx P X , z P Hpx; θh, θhq : Qpxq ^ ␣Rpgpz; θgqq (4.10)

In other words, we adopt again the idea stated in Section 4.1: we deactivate h, in
order to get rid of its complexity, hence to increase the tractability of the problem.
Similarly to the projection, the overapproximation turns the exact verification
into a conservative one: if no counterexample is found, then the SMiLE model
is guaranteed to satisfy the desired property, but if one is found, then the test
is inconclusive, as this may be a false counterexample. In other words, we trade
completeness for tractability. The precision of the test, in particular, depends on
the size of the bounding box Hpx; θh, θhq, that is, on how tightly the auxiliary
models overapproximate the embedding z, for each input x. The quality of the
overapproximation, together with an approach designed to increase it, is investi-
gated in Section 5.3.3. An illustration of a SMiLE architecture at projection time
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is instead provided in Figure 4.5, where the removed components are depicted in
gray.

Figure 4.5: A SMiLE architecture at verification time.

Now, in principle, solving Equation (4.10) would be enough to obtain a coun-
terexample. In practice, however, that leaves no control on which kind of coun-
terexample is obtained: if this is too weak, the subsequent projection process could
become trivial. Unfortunately, defining “strong” counterexamples is non-trivial, es-
pecially without making assumptions on the nature of the property to be satisfied.
In particular, since we treat Q and R as logical predicates, they have no associated
continuous measure of constraint violation.

We argue that strong counterexamples are those requiring large parameter
adjustments for their resolution. Hence, given any pair px, zq satisfying Q, we
propose to define its strength as a counterexample by means of the ℓ1-norm:

}θ̂˚g ´ θg}1 (4.11)

where θg is the current weight vector for the g function, and θ̂g is defined as:

θ̂˚g “ argmin
θ̂g

!

}θ̂g ´ θg}
2
2 s.t. Rpgpz; θ̂gqq

)

(4.12)

For a pair px, zq that already satisfies the property, we have θ̂˚g “ θg, while we
have }θ̂˚g ´ θg}1 ą 0 for a true counterexample. In other words, we are using our
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projection operator as a mechanism to compute a counterexample strength. In
particular, in Equation (4.11), we use the ℓ1-norm, rather than the ℓ2, for its lower
computational complexity.

When used into a counterexample generation process, however, this mecha-
nism leads to an intractable bi-level optimization problem. This is why we reduce
Equation (4.12) to a translation-based projection, that is, we restrict the action of
the projection to the offset:

gpz; θ̂gq “ θg,1:nd´1
z ` pθg,0 ` νq “ gpz; θgq ` ν (4.13)

where θg,1:nd´1
P Rndˆnd´1 , while θg,0, ν P Rnd . We now frame the problem of

generating a strong counterexample as that of finding a pair x, z whose resolution
requires the largest translation:

argmax
x,z

}ν˚}1 (4.14a)

s.t.: x P X (4.14b)
Qpxq (4.14c)
z ě hpx; θhq (4.14d)
z ď hpx; θhq `Mp1´ pq (4.14e)

z ď hpx; θhq `Mp (4.14f)
ν˚ “ argmin

ν
t}ν}22 s.t. Rpgpz; θgq ` νqu (4.14g)

where Equations (4.14d) to (4.14f), for a sufficiently large M ą 0, linearize

hpx; θhq ď z ď maxphpx; θhq, hpx; θh̄qq (4.15)

through big-M constraints, modeling eventual bounding box degeneracy, occurring
when, along any ith-axis, the two bounds flip, i.e., hpx; θhqi ă hpx; θhqi. Precisely,
if the box is non-degenerate, then any choice of pi ensures that zi is chosen in
between the bounds, i.e., hpx; θhqi ď zi ď hpx; θhqi, while in case of degeneracy,
the only choice for the optimization engine to prevent infeasibility is to fix pi “ 1,
which in turn fixes zi “ hpx; θhqi, consistently with the behavior of the model spec-
ified by the clipping operator in Equation (4.3), hence correctly modeling the box
constraints in both cases. Moreover, }ν˚}1 and }ν}22 are equivalent to }θ̂˚g,0 ´ θg;0}1

and }θ̂g,0 ´ θg,0}
2
2, since we are restricted to translation.

While translation alone might be insufficient to solve the projection from Equa-
tion (4.9), here we are interested in resolving a single pair x, z. This can always
be done by translation if the R predicate defines a non-empty space. Note that
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Equation (4.14g) is significantly easier to solve than Equation (4.12), given that,
in many cases, it admits a closed-form solution, as shown in the property-specific
groundings discussed in Sections 5.3.1 and 5.5.1. Similarly to the projector, we
encapsulate Equation (4.14) into a routine called TGenerate, described in Al-
gorithm 3, which solves the problem for a given parameterization θg, θh, θh, and
returns an optimal counterexample px˚, z˚q, along with the optimal objective value
ν˚˚, guaranteeing property feasibility if and only if }ν˚˚}1 “ 0.

Algorithm 3 TGenerate
1: Input: parameters θh, θh, θg

2: x˚, z˚, ν˚˚ Ð solve Equation (4.14)
3: return x˚, z˚, ν˚˚

The formulation from Equation (4.14) is partially heuristic in nature, therefore
further simplifications can be done for specific properties if they bring computa-
tional or quality advantages. In any case, the approach is fairly general, built on
a solid rationale, and should result in strong counterexamples.

4.2.3 Enforcer

We now combine the subroutines described above into the main algorithm designed
to enforce trace properties into SMiLE models. The procedure is outlined in
Algorithm 4, where we treat the variables as iterates, and we omit the superscript
¨˚ to keep the notation clean. The algorithm initializes an empty queue to store
counterexamples, and then proceeds through three phases: pretraining, training
and posttraining.

Pretraining. This phase provides a property-agnostic warm start to the algo-
rithm through a standard SGD scheme: at each iteration, the algorithm aggregates
the provided sample-level loss L across D, to obtain the data-based model-level
loss LD,task, and then performs a standard gradient step, by moving the weights θ
to the opposite direction of the loss gradient.

Training. This phase represents the main property-aware training, in which the
standard weight update, performed to maximize model accuracy, is alternated with
the counterexample-based weight projection, executed to enforce property feasibil-
ity. Precisely, at each iteration, we first perform a standard gradient step, similarly
to the pretraining stage, then we verify the current weights by running TGener-
ate, which returns px, zq and ν. We thus check if }ν}1 ą 0, to find out whether
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the property is violated by the current model parameterization, that is, if px, zq
is a valid counterexample. In this case, we first update the counterexample queue
C via a first-in-first-out procedure FIFO, which pulls the oldest counterexample
and pushes the most recent one, if C has reached the maximum capacity q. We
then correct the head weights θg by executing TProject, which simultaneously
restores the feasibility of the counterexamples into C.

Posttraining. In the last phase, we run a final accuracy-agnostic enforcement
of the property, that is, we deactivate the parameter update driven by the training
loss, hence we only repeat the generation-projection loop, in order to eliminate any
residual violation. The algorithm terminates by returning the optimized weights θ,
together with the dual objective bound ν from the last counterexample generation,
which provides an upper bound to property violation, useful when convergence to
zero violation is not achieved.

According to the taxonomy proposed in Section 3.4, our trace enforcement falls
among the class of projection-based methods.

4.3 Relational Enforcement
In this section, we present our SMiLE enforcement algorithm for relational prop-
erties. More specifically, although theoretically applicable to the general setting
defined in Equation (3.1), in this work we formulate our method for a real-valued
neural network f : X Ñ R, where X “

Śn
i“1rli, uis Ď Rn and l ď u, and 2-arity

properties of the form

@x1, x2 P X :

Qpx1,x2q
hkkkkkkkkikkkkkkkkj

δ ď x1 ´ x2 ď δ ùñ

Rpfpx1;θq,fpx2;θqq
hkkkkkkkkkkkkkkkikkkkkkkkkkkkkkkj

ϵ ď fpx1; θq ´ fpx2; θq ď ϵ (4.16)

for given input and output bounds δ, δ P Rn and ϵ, ϵ P R. The most common
relational properties targeted in the literature, such as the ones reported in Ta-
ble 3.3, can be derived from Equation (4.16) by configuring its parameters, as
shown in Table 4.1, where δ, ϵ ě 0, M ą 0 is a sufficiently large value used to
relax unnecessary bounds, while S,Sc Ď rns denote the set of sensitive features
(protected for fairness and monotonic for monotonicity) and its complement, re-
spectively. Intuitively: 1) in the robustness case, bounded input variations should
translate into bounded output variations; 2) in the fairness case, when only the
protected features change, the corresponding output change should be limited; 3)
in the monotonicity case, when the sensitive features increase, the output cannot
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Algorithm 4 TEnforce
1: Input: init params θ, train data D, loss L, queue capacity q, SGD params
2: C Ð empty queue
3: Pretraining:
4: for pretraining step do
5: LD,task Ð

1
|D|

ř

px,yqPD Lpy, fpx; θqq

6: θ Ð θ ´ ηtask∇θLD,task

7: end for
8: Training:
9: for training step do

10: LD,task Ð
1
|D|

ř

px,yqPD Lpy, fpx; θqq

11: θ Ð θ ´ ηtask∇θLD,task

12: x, z, ν Ð Generatepθg, θh, θhq
13: if }ν}1 ą 0 then
14: C Ð FIFOpC, z, qq
15: θg Ð Projectpθg, Cq
16: end if
17: end for
18: Posttraining:
19: for posttraining step do
20: x, z, ν Ð Generatepθg, θh, θhq
21: ν Ð dual objective bound
22: if }ν}1 ą 0 then
23: C Ð FIFOpC, z, qq
24: θg Ð Projectpθg, Cq
25: end if
26: end for
27: return θ, ν
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decrease (Ò) or increase (Ó). In the remainder of this thesis, we refer to the prop-
erties defined in Equation (4.16) simply as relational properties.

Global Relational Properties
Property δS δSc δS δSc ϵ ϵ
Robustness δ δ δ δ ϵ ϵ

Fairness ´M 0 M 0 ϵ ϵ
Monotonicity (Ò) ´M 0 0 0 ´M 0
Monotonicity (Óq ´M 0 0 0 0 M

Table 4.1: Configuration of δ and ϵ for different properties.

Even though our trace enforcement approach readily applies to relational prop-
erties, in this setting it proves completely inadequate, due to several structural
limitations clarified in the remainder of this section. To enforce these properties,
we therefore reengineer the method presented in the previous section, to obtain a
more general, scalable, and stable relational variant. In line with Section 4.2, we
introduce the two reengineered algorithmic components, i.e., the projector and the
generator, in Section 4.3.1 and Section 4.3.2, respectively, then we combine them
into the main relational algorithm described in Section 4.3.3.

4.3.1 Projector

The projection operation described in Equation (4.9) can be readily adapted to
relational properties as follows:

argmin
θ̂g

}θ̂g ´ θg}
2
2 (4.17a)

s.t. ϵ ď gpz1˚; θ̂gq ´ gpz2˚; θ̂gq ď ϵ @px1˚, x2˚, z1˚, z2˚q P C (4.17b)

where px1˚, x2˚, z1˚, z2˚q P X ˆX ˆHpx1˚, ; θh, θhqˆHpx2˚; θh, θhq is a SMiLE coun-
terexample for relational properties, that is, a pair of inputs satisfying the input
bounds, whose clipped embeddings are in the corresponding boxes, and whose
outputs violate the output bounds. As observed in preliminary experiments, how-
ever, projecting only on g proves insufficient for relational properties. This is
because, under the influence of the accuracy-driven loss, without an auxiliary-
aware projector, the overapproximation tends to remain large, to allow the more
expressive backbone to freely operate in between the bounds, as demonstrated in
Section 5.3.3, in particular in Figure 5.5. For relational properties, this consis-
tently leads to large violations, given that, in this setting, strong counterexamples
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can always be produced by picking their embeddings at opposite corners of their
corresponding boxes. Figure 4.6 illustrates an example of two embeddings maxi-
mizing the variation of g, which increases along the yellow arrow, representing the
gradient of g with respect to its input. In turn, to resolve such high violations, the
auxiliary-agnostic projector forces g to collapse into an almost constant function,
this being the only way to ensure that such remote embeddings are propagated
within the output bounds.

Figure 4.6: Two embeddings maximizing the variation of g.

One way to prevent such degenerate cases is to incorporate h and h into the
projection step, thereby distributing the burden of the enforcement also onto these
components, rather than relying solely on g. Precisely:

argmin
θ̂h,θ̂h,θ̂g

}θ̂h ´ θh}
2
2 ` }θ̂h ´ θh}

2
2 ` }θ̂g ´ θg}

2
2 (4.18a)

s.t. z1 “ maxphθ̂h
px1˚q,minpz1˚, hθ̂h

px1˚qq @px1˚, x2˚, z1˚, z2˚q P C (4.18b)

z2 “ maxphθ̂h
px2˚q,minpz2˚, hθ̂h

px2˚qq @px1˚, x2˚, z1˚, z2˚q P C (4.18c)

ϵ ď gpz1; θ̂gq ´ gpz2; θ̂gq ď ϵ @px1˚, x2˚, z1˚, z2˚q P C (4.18d)

Unfortunately, Equation (4.18) presents several computational challenges. Equa-
tions (4.18b) and (4.18c) involve the encoding of the auxiliary models h and h,
which although assumed simple, may in general be non-linear, as well as min and
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max operations, which require the introduction of binary variables to be mod-
eled linearly, hence increasing the non-convexity degree of the problem. Equa-
tion (4.18d), moreover, involves products of variables of the form zi ¨ θg,i, which
makes the problem quadratically constrained. In particular, preliminary experi-
ments revealed that solving Equation (4.18) to optimality is intractable.

To practically execute the projection, we resort to a heuristic Dual Gradient
Ascent approach, where property violation (4.18d) is incorporated as a penalty
term into the objective, thus is treated as a soft constraint, rather than a hard
one. Switching to a heuristic gradient-based approach significantly speeds up the
projection process, but requires the objective to be differentiable. To this aim, we
observe that, due to the linearity of g, the embedding components z1˚ and z2˚,
for any locally optimal counterexample, always lie at one vertex of their bounding
boxes. Based on this observation, we enable backpropagation by applying an
abstraction step to the counterexample embeddings, that is, we represent them
through the associated active box constraints:

@i P rnd´1s, z
˚
i “ hpx˚; θhqi _ z˚i “ hpx˚; θhqi (4.19)

The abstract propagation routine Propagate, outlined in Algorithm 5, manages
this step.

Algorithm 5 Propagate
1: Input: θh, θh, θg, x

˚, z˚

2: I Ð ti : z˚i “ hpx˚; θhqiu

3: I Ð Ic

4: z “ phpx˚; θhqI , hpx
˚; θhqIq

5: y “ gpz, θgq

6: return y

Algorithm 6 provides the pseudocode of the projection routine, RProject,
adopted to resolve a single counterexample, which proves sufficient in this setting,
as demonstrated in the experimental section. The algorithm initializes the weights
to the provided ones, and a parameter λprop to 0, before starting the main loop. In
each iteration, it propagates the given counterexample through the Propagate
routine, to obtain the outputs y1, y2. Then, it computes the task loss Ltask as in
Equation (4.18), and the property one Lprop as the violation of either the lower
bound ϵ, or the upper bound ϵ, if such violation is positive, before aggregating
the two terms into Ltot. Finally, the algorithm performs a primal gradient step,
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in which it moves θh, θh, θg in the opposite direction of the gradient to minimize
the loss, and a dual ascent step, in which it moves λprop in the same direction of
the gradient to increase the violation penalty. Results from classical Lagrangian
methods ensure that, under mild conditions, the process asymptotically converges
to a local optimum. Note that, in Algorithm 6, the two loss terms, Ltask and
Lprop, do not depend on data, but only on the initial parameters and the provided
counterexample.

Algorithm 6 RProject

1: Input: init param θh, θh, θg, counterexample px1˚, x2˚, z1˚, z2˚q, SGD params
2: θ̂h Ð θh, θ̂h Ð θh, θ̂g Ð θg, λprop Ð 0

3: for projection step do
4: y1 Ð Propagatepθh, θh, θg, x

1˚, z1˚q

5: y2 Ð Propagatepθh, θh, θg, x
2˚, z2˚q

6: Ltask Ð }θ̂h ´ θh}
2
2 ` }θ̂h ´ θh}

2
2 ` }θ̂g ´ θg}

2
2

7: Lprop Ð maxp0,maxpε´ y1 ` y2, y1 ´ y2 ´ ε̄qq

8: Ltot Ð Ltask ` λpropLprop

9: θh, θh, θg Ð θh, θh, θg ´ ηtask∇θh,θh,θg
Ltot

10: λprop Ð λprop ` ηprop∇λpropLtot

11: end for
12: return θh, θh, θg

4.3.2 Generator

A verification problem for the property defined in Equation (4.16) can be formu-
lated as follows:

Dx1, x2 P X : (4.20a)

δ ď x1 ´ x2 ď δ ^ pfpx1; θq ´ fpx2; θq ă ϵ_ fpx1; θq ´ fpx2; θq ą ϵq (4.20b)

The problem, in other words, consists in searching for a pair of inputs px1, x2q
satisfying the input bounds, whose corresponding outputs violate the output one.

To design an efficient counterexample generator for relational properties, we
leverage again the SMiLE architecture, that is, we disregard the embedding h
and rely solely on the overapproximation provided by h, h. Precisely, we replace
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Equation (4.20) with

Dx1, x2 P X , z1 P Hpx1; θh, θhq, z
2
P Hpx2; θh, θhq : (4.21a)

δ ď x1 ´ x2 ď δ ^ pgpz1; θgq ´ gpz2; θgq ă ϵ_ gpz1; θgq ´ gpz2; θgq ą ϵq (4.21b)

Removing the link h from the input x to its embedding z requires searching not
only for a pair of inputs, but also for a pair of corresponding embeddings, so
that a counterexample for the relaxed verification consists in a tuple of the form
px1, x2, z1, z2q, as already remarked in the previous section.

In particular, similarly to the trace generator, also in this case we turn the
search problem stated in Equation (4.21) into an optimization one, which we for-
mulate as follows:

argmax
x1,x2,z1,z2

ν (4.22a)

s.t. l ď x1, x2 ď u (4.22b)

δ ď x1 ´ x2 ď δ (4.22c)
z1 ě hpx1; θhq (4.22d)
z1 ď hpx1; θhq `Mp1´ p1q (4.22e)

z1 ď hpx1; θh̄q `Mp1 (4.22f)
z2 ě hpx2; θhq (4.22g)
z2 ď hpx2; θhq `Mp1´ p2q (4.22h)

z2 ď hpx2; θh̄q `Mp2 (4.22i)
y1 “ gpz1; θgq (4.22j)
y2 “ gpz2; θgq (4.22k)
ν ď y1 ´ y2 ´ ϵ`Mb (4.22l)
ν ď ´y1 ` y2 ` ϵ`Mp1´ bq (4.22m)
x1, x2 P RBc

ˆ t0, 1uB, z1, z2 P Rn, y1, y2 P R (4.22n)
b P t0, 1u, p P t0, 1und´1 , ν P Rą0 (4.22o)

where M ą 0 is a fixed big-M value, while B,Bc Ď rms respectively denote
the set of binary variables and its complement, necessary when the learning task
involves binary or one-hot encoded features. Equations (4.22d) to (4.22f) and
Equations (4.22g) to (4.22i) model the eventually degenerate box constraints as
big-M constraints, while Equations (4.22j) and (4.22k) represent property viola-
tion, computed as

maxp0,maxpϵ´ y1 ` y2, y1 ´ y2 ´ ϵ̄qq (4.23)
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and modeled again via big-M constraints. Note that ν in Equation (4.22) and
Lprop in Algorithm 6 are defined identically, but we prefer to keep the notation
separate: ν is used when property violation is maximized at generation time, while
Lprop when it is minimized at projection or training time.

Solving Equation (4.22) is dramatically easier than solving Equation (4.20),
given that, in the former, the complex backbone h is ignored. However, the prob-
lem can still be challenging, especially when the auxiliary models h, h are moder-
ately complex, or when the model input is high-dimensional. We propose to speed
up generation by observing that finding the most violated counterexample is not
strictly necessary for enforcement to work. At the same time, however, complete
search is needed, at least once, to determine feasibility, i.e., to check whether a
counterexample exists at all. We meet these apparently contradicting needs by
solving Equation (4.22) with a timeout extension scheme. Namely: 1) we start the
solution process with a timeout; 2) if any counterexample is found or infeasibility
is proven, we stop; 3) otherwise, we double the timeout and continue searching;
4) we repeat for a maximum number of iterations, after that we stop. In the lat-
ter case, since we use Mathematical Programming as our solution technology, we
can still provide a bound on the maximum violation level for the network. The
procedure is described in Algorithm 7.

Algorithm 7 RGenerate
1: Input: parameters θh, θh, θg, timeout τ

2: px1˚, x2˚, z1˚, z2˚q Ð null
3: for each generation step do
4: px1˚, x2˚, z1˚, z2˚q Ð resume solve eq. (4.22) with timout τ

5: S Ð solver termination status, , ν˚ Ð best dual bound
6: if px1˚, x2˚, z1˚, z2˚q ‰ null then
7: break
8: end if
9: if S “ infeasible then

10: break
11: end if
12: τ Ð 2 ¨ τ

13: end for
14: return x1˚, x2˚, z1˚, z2˚, ν˚, S
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4.3.3 Enforcer

Similarly to our trace enforcer, we now aggregate the two routines described above,
projector and generator, into the relational enforcer outlined in Algorithm 11,
where we simplify the notation by omitting the superscript ¨˚ for the iterates. The
algorithm consists of three phases: pretrainig, training and posttraining. Figure 4.7
depicts the algorithm outcome at the end of each phase for a synthetic example,
where we train a SMiLE model, with latent dimension nd´1 “ 1 and head g “ id,
to approximate the function y “ x3, while satisfying the robustness property

@x1, x2 P R, |x1´x2| ď 0.1 ùñ |fpx1q´fpx2q| ď 0.5 ¨ max
xPR,δď0.1

|x3
´px`δq3| (4.24)

i.e., we force the model to be 0.5 times more robust than the task itself.

Pretraining Training

Posttraining Final

task h h_lower h_upper f

Figure 4.7: The training evolution of a SMiLE model for a synthetic example.



64 4. Methodology

Pretraining. The purely accuracy-driven pretraining used in the trace enforcer
tends to produce large boxes, that is, to move the auxiliary models apart, in or-
der to allow the backbone to freely operate in between them, as demonstrated
in Section 5.3.3, in particular in Figure 5.5. Such boxes, moreover, may be non-
homogeneous across the input space, being wide for some inputs and tight for
others. While irrelevant in the trace enforcement, where the projector is auxiliary-
agnostic, in the relational one the auxiliary-aware projector, to tighten the box
in wide input regions, where high violations arise, often causes degeneracy (i.e.,
bound flipping) in already narrow ones. When this happens, the semantics of the
clipping operator prevents most gradient components from being backpropagated,
causing catastrophic training failure. To homogenize the initial overapproxima-
tion, we warm-start the algorithm through a standard gradient descent against
the custom loss PretrainLoss, outlined in Algorithm 8. In particular, the em-
ployed pretraining loss features two terms, LD,task and LD,box, both obtained by
aggregating the provided sample-level loss L on the data D: the former maximizes
the accuracy of all possible output pathways in the SMiLE computational graph,
i.e., g ˝ h, g ˝ h, and g ˝ h, while the latter penalizes overapproximation degener-
acy. As shown in Figure 4.7, at the end of pretraining loop, all output pathways
provide, for the considered example, similar results, and no significant flipping
occurs.

Algorithm 8 PretrainLoss
1: Input: init params θ, train data D, loss L, box penalty λbox

2: LD,f Ð
1
|D|

ř

px,yqPD Lpy, fpx; θqq

3: LD,h Ð
1
|D|

ř

px,yqPD Lpy, gpz; θgq ˝ hpx; θhqq

4: LD,h Ð
1
|D|

ř

px,yqPD Lpy, gpz; θgq ˝ hpx; θhqq

5: LD,h Ð
1
|D|

ř

px,yqPD Lpy, gpz; θgq ˝ hpx; θhqq

6: LD,box Ð
1
|D|

ř

px,yqPD maxp0, hpx; θhq ´ hpx, θhqq

7: LD,box Ð
1
|D|

ř

px,yqPD maxp0, hpx; θhq ´ hpx; θhqq

8: LD,task Ð LD,f ` LD,h ` LD,h ` LD,h

9: LD,box Ð LD,box ` LD,box

10: return LD,task ` λboxLD,box

Training. For the main training phase, we rely on dual ascent, to reduce both
estimation errors and property violations. In each iteration, we first run Re-
solved, described in Algorithm 9, to check whether the current counterexample
has been resolved, in which case we generate a new one by means of TGener-
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ate. Then, we use this counterexample to compute the multi-component loss
function TrainLoss, described in Algorithm 10 and incorporating: 1) a data-
dependent term LD,task accounting for model accuracy; 2) a data-dependent term
LD,box penalizing box degeneracy, analogous to the one used in PretrainLoss;
3) a data-independent term LD,prop representing the degree of violation for the
incumbent counterexample, analogous to the one used in RProject. Note that
the multiplier λbox for LD,box is fixed, while the one λprop for Lprop is trainable.
Moreover, we observe that, in TrainLoss, Lprop does not depend on data, while
LD,task and LD,box do. At this point, we perform a primal gradient descent step,
followed by a dual gradient ascent one. In the former, we differentiate with respect
to the parameters θ and move opposite to the gradient, to reduce the loss value.
In the latter, we differentiate with respect to λprop and move in the same direction
of the gradient, to increase the penalty in case of violations. Results from La-
grangian theory ensure asymptotical convergence to a local optimum. Figure 4.7
depicts how, during this phase, the overapproximation defined by h, h expands,
allowing the backbone to more accurately approximate the underlying function in
the regions where its shape is compatible with the enforced property.

Algorithm 9 Resolved

1: Input: counterexample px1˚, x2˚, z1˚, z2˚q
2: if px1˚, x2˚, z1˚, z2˚q ‰ null then
3: y1 Ð Propagatepx1˚, z1˚q
4: y2 Ð Propagatepx2˚, z2˚q
5: Lprop Ð maxp0,maxpε´ y1 ` y2, y1 ´ y2 ´ ε̄qq

6: if Lprop ą 0 then
7: return False
8: end if
9: end if

10: return True

Posttraining The main training loop is effective at improving both the accu-
racy and the degree of property satisfaction of the model. However, the need to
manage those two, often conflicting, goals prevents reaching guaranteed feasibility
in most cases. Typically, at this stage only counterexamples associated to modest
violation values remain, which we address in the posttraining phase. In this phase,
we iteratively execute TGenerate and TProject until no more counterexample
can be found, or the iteration limit is reached. Upon termination, the loop returns
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Algorithm 10 TrainLoss
1: Input: init params θ, train data D, loss L, box penalty λbox, violation penalty

λprop, counterexample px1˚, x2˚, z1˚, z2˚q
2: LD,task Ð

1
|D|

ř

px,yqPD Lpy, fpx; θqq

3: LD,box Ð
1
|D|

ř

px,yqPD maxp0, hpx; θhq ´ hpx, θhqq

4: LD,box Ð
1
|D|

ř

px,yqPD maxp0, hpx; θhq ´ hpx; θhqq

5: LD,box Ð LD,box ` LD,box

6: if px1˚, x2˚, z1˚, z2˚q ‰ null then
7: y1 Ð Propagatepθh, θh, θg, x

1˚, z1˚q

8: y2 Ð Propagatepθh, θh, θg, x
2˚, z2˚q

9: Lprop Ð maxp0,maxpε´ y1 ` y2, y1 ´ y2 ´ ε̄qq

10: else
11: Lprop Ð 0

12: end if
13: return LD,task ` λboxLbox ` λpropLprop

the model weights θ, together with the certified upper bound on property violation
ν, which guarantees property satisfaction if it is zero, while provides a guaranteed
upper bound on property violation. As shown in Figure 4.7, the posttraining phase
tightens again the overapproximation to prevent violations.

The relational enforcer described above differs from its trace counterpart not
only on the design of its main algorithmic components, i.e., projector and genera-
tor, but also on the way in which these are combined. In particular, while the trace
enforcer invokes the projector immediately after each counterexample generation,
the relational one performs a standalone projection only in posttraining, to remove
residual violations, while at training time, it promotes property feasibility through
regularization. This shift from hard to soft enforcement during training stems
from the fact that, while the trace projector is MIP-based (Section 4.2.1), the
relational one is, like the training procedure itself, gradient-based (Section 4.3.1).
This alignment allows the relational projector to be seamlessly merged into the
training process, rather than executed as a nested subroutine, which reduces the
typical zig-zag behavior of PGD, accelerates convergence, and significantly de-
creases generator calls. In other words, while our trace enforcer, according to
the taxonomy proposed in Section 3.4, falls among the class of projection-based
methods, our relational enforcer can be seen as a hybrid approach, combining
regularization during training with projection in posttraining.
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Algorithm 11 REnforce
1: Input: init params θ, train data D, loss L, box penalty λbox, timeout τ ,

SGD params
2: Pretraining:
3: for pretraining step do
4: LD,tot Ð PretrainLosspL, θ, λbox,Dq
5: θ Ð θ ´ ηtask∇θLD,tot

6: end for

7: Training:
8: x1, x2, z1, z2, ν, S Ð RGeneratepθh, θh, θg, τq
9: λprop Ð 0

10: for training step do
11: if Resolvedpx1, x2, z1, z2q then
12: x1, x2, z1, z2, ν̄, S Ð RGeneratepθh, θh, θg, τq
13: end if
14: LD,tot Ð TrainLosspL, θ, λbox, λprop,D, x1, x2, z1, z2q

15: θ Ð θ ´ ηtask∇θLD,tot

16: λprop Ð λprop ` ηprop∇λpropLD,tot

17: end for

18: Posttraining:
19: for posttraining step do
20: x1, x2, z1, z2, ν, S Ð RGeneratepθh, θh, θg, τq
21: if S “ infeasible then
22: ν Ð 0

23: break
24: end if
25: θh, θh, θg Ð RProjectpx1, x2, z1, z2q
26: end for
27: return θ, ν





Chapter 5

Trace Applications

In this chapter, we present an extensive computational study, conducted to eval-
uate the behavior of our SMiLE framework on different trace properties, that is,
to assess the quality of the trace enforcement algorithm described in Section 4.2.
In particular, we design our computational experiments around the following key
research questions:

Q1 Accuracy : Is SMiLE able to achieve a competitive predictive performance?

Q2 Efficiency : Is SMiLE able to achieve a competitive computational perfor-
mance?

Q3 Feasibility : Is SMiLE able to provide formal guarantees on the satisfaction
of the desired property?

Q4 Generality : Is SMiLE able to consistently enforce different trace properties
into different neural architectures?

Q5 Overapproximation Analysis : Is the introduced auxiliary architecture able
to effectively speed up the verification and enforcement process, while main-
taining acceptable accuracy?

Q6 Hyperparameter Sensitivity : How is the SMiLE accuracy affected by its key
design choices?

We begin by outlining the computational setup and the approaches adopted as
baseline. We then present three different trace applications: safety, stability, and
exclusiveness. For each of them, we describe the corresponding adopted bench-
mark, the conducted experiments and the obtained results. Finally, we summarize
the insights drawn from the overall study, with the ultimate goal of addressing the
questions formulated above.

69
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5.1 Setup
All experiments, methods and benchmarks presented in this chapter are imple-
mented in Python, by relying on the libraries TensorFlow [AAB`15], Keras [C`15]
and Scikit-Learn [PVG`11] for the machine learning components, and on Pyomo
[HWW11, BHH`21], OMLT [CJH`22] and Gurobi [Gur] for the optimization ones.

The hardware infrastructure where all the experiments are executed consists
of an Apple M3 Pro CPU with 11 cores and an Apple M3 Pro GPU with 14 cores,
equipped with 36 GB RAM and running macOS v14.1 as operating system.

5.2 Baseline
For trace applications, we adopt a baseline relying on a maximum-a-posteriori
output projection ΠY , defined as:

ΠYpyq “ argmax
ŷ

tLpŷ | yq s.t. Rpŷqu (5.1)

where L denotes the likelihood of an adjusted prediction with respect to an original
one. Intuitively, we correct an infeasible output y, by projecting it to its closest
feasible point ΠYpyq, as illustrated in Figure 5.1. Note that, unlike the definition
of output projection commonly adopted in the literature, which relies on the stan-
dard Euclidean norm, the likelihood adopted in our formulation ensures semantic
consistency with the given property, that is, it guarantees the most consistent cor-
rection with respect to the constraints.

More specifically, in regression, we assume a Normal distribution and ho-
moskedasticity, i.e., the same variance on all training examples, as commonly done
in literature. Under this assumptions, Equation (5.1) is equivalent to minimizing
the Mean Squared Error:

Lpŷ | yq “ ´
m
ÿ

i“1

pŷi ´ yiq
2 (5.2)

where m denotes the output dimension. In classification, without loss of general-
ity, we instead assume a categorical distribution. Under this assumption, Equa-
tion (5.1) is equivalent to minimizing the cross-entropy:

Lpŷ | yq “ ´
m
ÿ

i“1

ŷi log yi ` p1´ ŷiq logp1´ yiq (5.3)
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Figure 5.1: An illustration of the projection operator.

Precisely, our baseline consists of two projection-based competitors, PreProcess
and PostProcess: both train the model in a property-agnostic fashion, with the
former applying ΠY on the data, while the latter on the predictions. Together with
them, as an optimal reference, we also consider a theoretical Oracle.

PreProcess. This method applies ΠY in a preprocessing step, to enforce prop-
erty satisfaction in the data, precisely in the training labels, before the actual
training. The main advantage of this approach is its efficiency: given that the
highest computational cost, i.e., the one required for property enforcement, is paid
offline, the method is fast both at training time, for which any training algorithm
can be used, and at inference time. Its drawback, however, is that it is not able
to provide formal guarantees on the satisfaction of the property, which makes this
approach unsuitable for safety-critical scenarios (e.g., autonomous driving).

PostProcess. This method applies ΠY in a postprocessing step: at inference
time, it checks the feasibility of the produced prediction, hence eventually forces
it onto the feasible region. The main benefit of this approach is its ability to
provide formal satisfaction guarantees, even when trained on potentially infeasible
data. Its main disadvantage is that it solves the most computationally demanding
operation, i.e., property enforcement, online, which makes this method not an ideal
fit for scenarios requiring real-time decisions (e.g., again autonomous driving).

Oracle. As an optimistic reference, we also consider a training-free theoretical
approach, Oracle, which applies ΠY to the ground-truth labels both a training and
testing time. On one side, Oracle represents the best that we can achieve in terms
of model accuracy, if we want to guarantee property satisfaction, that is, it pro-
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vides an upper bound on the best feasible predictive performance. On the other
side, Oracle represents a metric to quantify the difficulty of satisfying a given prop-
erty on a dataset, by measuring the accuracy drop caused by the application of ΠY .

For all experiments presented in this chapter, unless explicitly indicated, our
SMiLE architectures are trained through our trace enforcement framework (Algo-
rithm 4) on property-enforced data: before training SMiLE, as for PreProcesss,
we use ΠY on the underlying training data to make sure it satisfies the desired
property. Note that, in principle, this pretrainig technique can also be adopted
for PostProcess; however, preliminary experiments revealed that, unlike SMiLE,
PostProcess does not benefit from this pretraining step.

5.3 Safety

5.3.1 Benchmark

We consider 9 synthetic learning tasks, consisting in the following vector functions:

Fn,κpxq “

˜

p

n
ÿ

i“1

xiq
κ1 , . . . , p

n
ÿ

i“1

xiq
κm

¸

(5.4)

for input dimensions n P t2, 4, 8u and difficulties κ P tp1, 2q, p3, 4q, p1, 2, 3, 4qu, with
m denoting the κ-dependent output dimension.

For each task Fn,κ, we consider a dataset of 6000 input-output pairs, where
each input is uniformly sampled from the interval r´1, 1s, that is,

Dn,κ “ tpx, Fn,κpxqq, x P r´1, 1s
n
u (5.5)

from which we use 5000 instances for training, Dtrain
n,κ , and the remaining 1000 for

testing, Dtest
n,κ . Finally, we transform this data through standard preprocessing rou-

tines (e.g. scaling), as common in any ML workflow.

For a predictor f for task Fn,S, we consider 6 linear safety properties, selected
in order of increasing difficulty (Oracle performance), i.e., of inconsistency with
the task/data, from a pool of specifications of the form

@x P Rn :

Qpxq
hkkikkj

Ax ď b ùñ

Rpfpxqq
hkkkkkikkkkkj

Cfpxq ď d (5.6)
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where the two systems Ax ď b and Cx ď d consist of log2pnq ` 2 and log2pmq ` 2
linear constraints, respectively, and each right-hand side and left-hand side param-
eter is randomly generated from the interval r´1, 1s, i.e.,

A P r´1, 1splog2pnq`2qˆn (5.7)

b P r´1, 1splog2pnq`2q (5.8)

C P r´1, 1splog2pmq`2qˆm (5.9)

d P r´1, 1splog2pmq`2qq (5.10)

These properties can be represented as pairs of polyhedra, respectively defined
in the input and output space of the model, as depicted in Figure 5.2. This
benchmark is chosen to test, in a synthetic environment, the ability of SMiLE to
enforce trace properties into neural networks on property-inconsistent data.

Figure 5.2: An illustration of a safety property.

In order to use our trace enforcer (Algorithm 4) for this benchmark, we need
to ground its projector and generator to the properties defined in Equation (5.6),
that is, we need to define an implementable formulation of these two components.

Precisely, the projection defined in Equation (4.9), in this setting, can be spec-
ified as:

argmin
θ̂g

}θ̂g ´ θg}
2
2 (5.11a)

s.t. y “ θ̂g,0 ` θ̂g,1:n z
˚

@px˚, z˚q P C (5.11b)
Cy ď d @px˚, z˚q P C (5.11c)

representing a poly-time solvable Quadratic Program.

The process for obtaining a grounded formulation for the counterexample gen-
eration problem in Equation (4.14g) is, instead, slightly more involved. The key
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observation is that resolving a counterexample px˚, z˚q, violating a given linear
inequality, requires a translation that is proportional to the classical Linear Pro-
gramming notion of constraint violation. In particular, let us consider a single
linear inequality Cky ď dk, identified by the k-th row in the matrix C and element
in the vector d. Restoring feasibility for px˚, z˚q via translation is, in this case, a
Quadratic Program with a positive definite matrix:

ν˚ “ argmin
ν

t}ν}22 s.t. Ckpy ` νq ď dku (5.12)

where y “ θg,0 ` θg,1:n z
˚. As such, its solution can be characterized by means

of the Karush-Kuhn-Tucker (KKT) optimality conditions [Kar39, KT51], which
allow to re-write Equation (5.12) in closed form.

Precisely, we start by defining the problem Lagrangian:

Lpν, λq “
1

2
}ν}22 ` λpCkpy ` νq ´ dkq (5.13)

where the scaling factor 1{2 is introduced for convenience, while λ P Rě0 is the
multiplier associated to the constraint. The corresponding KKT conditions are:

Stationarity: νJ ` λCJk “ 0 (5.14a)

Primal feasibility: Ckpy ` νq ď dk (5.14b)

Dual feasibility: λ ě 0 (5.14c)

Complementary slackness: λ
`

Ckpy ` νq ´ dk
˘

“ 0 (5.14d)

Now, if Cky ´ dk ď 0, meaning that px˚, z˚q does not represent a valid counterex-
ample, a solution to Equation (5.14) is obtained by setting λ “ 0 and ν “ 0.
Conversely, if Cky ´ dk ą 0, then we have ν “ ´λCT

k and

Ckpy ´ λCT
k q “ dk (5.15)

since complementary slackness implies that the constraint Ckpy` νq ď dk is tight.
We can then derive the value of λ as

λ “
1

CT
k Ck

pCky ´ dkq (5.16)

from which we obtain:

ν “ ´
1

CT
k Ck

pCky ´ dkqC
T
k (5.17)
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which shows that the amount of translation needed to resolve the counterexample
is proportional (in terms of absolute value) to the degree of constraint violation.
For simplicity, we drop the constant vector pCT

k Ckq
´1CT

k , hence we account for
both considered cases (valid/non-valid) by using the expression:

maxp0, Cky ´ dkq (5.18)

By considering every constraint in this fashion and summing up, we obtain:

argmax
x,z

ν (5.19a)

s.t. Ax ď b (5.19b)
z ě hpx; θhq (5.19c)
z ď hpx; θhq `Mp1´ pq (5.19d)

z ď hpx; θhq `Mp (5.19e)
y “ θg,0 ` θg,1:n z (5.19f)
ν “ uT

pCy ´ dq (5.19g)
p P t0, 1ul, u P t0, 1um (5.19h)

where l denotes the dimension of the latent space, Equations (5.19c) to (5.19e)
model eventually degenerate bounding box constraints, while the binaries u in
Equation (5.19g) are used to select only positive components of the vector Cy´d,
ensuring actual violation.

5.3.2 Accuracy & Feasibility

For each of the 9 tasks and each of the 6 corresponding properties, we produce a
property-aware predictor f via each of the competing approaches. In particular, we
train on Dtrain

n,κ by adopting the hyperparameters reported in Table 5.1, where MSE
stands for Mean Squared Error, and the architectures listed in Table 5.2, where
σd denotes a network layer of width d and activation function σ. Note that none
of these configurations affect Oracle, this being training-free, while some of them
affect only SMiLE, such as the capacity of the counterexample queue, as well as the
auxiliary architectures. Note moreover that, only for this benchmark, unlike in the
methodology and the remaining experimental sections, we use selector-equipped
SMiLE architectures, as described in Equation (4.6) and illustrated in Figure 4.3,
to handle the adopted non-trivial input predicates.

We evaluate the accuracy of each trained model f on the corresponding testing
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Parameter Value
Validation Split 0.2

Loss MSE
Batch Size 128

Maximum Epochs 1000
Stop Patience 5

Queue Capacity 1

Table 5.1: Training hyperparameters for the safety benchmark.

Component Architecture
h relunm ˝ relu2nm ˝ relunm

h, h linearnm
g linearm

Table 5.2: Architectures for the safety benchmark.

dataset Dtest
n,κ , in terms of the coefficient of determination R2, defined as

R2
pfq “ 1´

ř

px,yqPDtest
n,κ
py ´ fpxqq2

ř

px,yqPDtest
n,κ
py ´ yq2

(5.20)

with y “ 1
|Dtest

n,κ |

ř

px,yqPDtest
n,κ

y denoting the mean of the ground-truth labels. Note
that R2pfq ranges in the interval r´8, 1s, with 1 being the best possible accuracy.

In Figure 5.3, we report a comparison among the considered approaches, by
aggregating the R2 results across the considered properties, sorted by difficulty.
The figure shows that, as expected, the performance of all models deteriorates
as the difficulty of the enforced property increases. PostProcess, other than pro-
viding satisfaction guarantees, seems also able to achieve solid accuracy results,
especially on highly demanding properties, where it performs as good as Oracle.
As already remarked, however, this method is systematically slow at inference
time, although such inefficiency, rather than for the simple linear constraints over
continuous variables considered in this benchmark, mostly arises for more complex
properties, such as the combinatorial ones investigated in Section 5.5, where infer-
ence runtime represents a dramatic limitation of this approach. PreProcess attains
higher accuracy than PostProcess and, for difficult properties, can even outper-
form Oracle. This last observation, although apparently counterintuitive, actually
reveals the main limitation of this method, that is, its potential infeasibility: the
observed performance advantage of PreProcess, indeed, clearly indicates that this
approach violates the enforced property, this being the only way to outperform
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Oracle, as demonstrated in Figure 5.4. SMiLE, finally, achieves highly competi-
tive predictive performance on all properties. Moreover, although the convergence
of the SMiLE training to zero violation is not theoretically guaranteed, all SMiLE
models trained in this experiment successfully achieved it, thereby ensuring full
property satisfaction. In other words, our framework demonstrates the ability to
match its competitors in terms of accuracy, while avoiding their main limitations,
namely, property infeasibility and inference inefficiency, thanks to its feasibility-
by-design nature.

P1 P2 P3 P4 P5 P6
Property

0.4

0.5

0.6

0.7

0.8

0.9

1.0

R
2

Oracle
PreProcess

PostProcess
SMiLE

Figure 5.3: Accuracy evaluation on the safety benchmark.

To provide evidence of the unreliability of PreProcess in terms of property
satisfaction, we consider an additional metric, i.e., empirical violation, defined as:

νemppfq “
100

|Dtest
n,κ |

ÿ

px,yqPDtest
n,κ

1 ppAx ď bq ^ ␣pCfpxq ď dqq (5.21)

with 1 denoting the property indicator function. This metric quantifies the per-
centage of test samples px, yq, such that x satisfies the input constraints Ax ď b,
while fpxq violates at lease one output constraint, i.e., Ckfpxq ą dk for some k.

We display the empirical violation νemp on the considered properties, sorted
again in terms of difficulty, in Figure 5.4, which only reports the evaluation of
PreProcess, given that both PostProcess and SMiLE formally guarantee zero vi-
olation. As shown by the table, PreProcess exhibits a very high violation rate,
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which reaches an average value of almost 20% on the most demanding properties,
while exceeding 50% in the worst cases.

P1 P2 P3 P4 P5 P6
Property

0%

10%

20%

33%

40%

50%

60%

em
p

Figure 5.4: PreProcess violation on the safety benchmark.

Finally, we present an ablation study to investigate, in terms of accuracy, both
the impact of the key design choices of the SMiLE architecture, namely, the aux-
iliary models h, h, and the ability of our framework to handle backbones h of
different sizes. More precisely, we compare two overapproximators with different
complexity, constant versus linear, as well as two embedding models with different
depth and width, small versus large, as specified in Table 5.3, while adopting the
configurations specified in Table 5.1 and Table 5.2 for all other hyperparamenteres.

Ablation Type Architecture

h, h
constant constantnm
linear linearnm

h
small relunm ˝ relu2nm ˝ relunm

large relunm ˝ relu2nm ˝ relu3nm ˝ relu2nm ˝ relunm

Table 5.3: Ablation study configurations for the safety benchmark.

Table 5.4, where we report the accuracy results aggregated across tasks and
properties, shows that our framework is robust with respect to different archi-
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tectural configurations, with only small differences reported among them. This
suggests, on one side, that defining the hyperparameters for our framework should
not be significantly more difficult than for regular scenarios, and on the other, that
SMiLE can handle backbones of different complexities.

Ablation Type Accuracy pR2q

h, h
constant 0.814

linear 0.819

h
small 0.819

large 0.823

Table 5.4: Ablation study results on the safety benchmark.

5.3.3 Overapproximation Analysis

In this section, we analyze the overapproximation produced by the auxiliaries,
hence we investigate the precision and efficiency of the resulting verification test.

First of all, we consider different strategies to tighten, for each input x, the
predicted box Hpx; θh, θhq, hence to increase the quality of the overapproximation.
In particular, we design three training losses, to penalize the size of such box at
training time. Precisely, given a SMiLE architecture f with latent dimension l,
and a standard loss function L, we define:

L1py, fpx; θqq “ Lpy, fpx; θqq ` λ
m

l

}hpx; θhq ´ hpx; θhq}1
}θg}1

(5.22a)

L2py, fpx; θqq “ Lpy, fpx; θqq ` λ
m

l

}hpx; θhq ´ hpx; θhq}
2
2

}θg}22
(5.22b)

L3py, fpx; θqq “ Lpy, fpx; θqq ` λ1
1

l
}hpx; θhq ´ hpx; θhq}

2
2 ` λ2

1

m
}θg}

2
2 (5.22c)

L1 penalizes the box size by introducing a penalty term, multiplied by a penalty
weight λ, consisting in the ratio between the ℓ1-norm of the component-wise dis-
tances between the two bounds, normalized by the hidden dimension l, and the
ℓ1-norm of the head weights, normalized by the output dimension m. L2 replaces
the ℓ1-norm in L1 with the squared ℓ2-norm, to mitigate issues with non-zero gra-
dients and training instability. Finally, L3 separates the regularizer numerator and
denominator into two terms with distinct weights λ1 and λ2.
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For the task of minimum dimension and medium difficulty F2,p3,4q, we train
a SMiLE architecture for each of the 3 regularized losses L1, L2 and L3, with
λ, λ1, λ2 “ 10´4, as well as one for the standard non-regularized loss L0 “ L, by
varying the architectures as reported in Table 5.5, while adopting the configu-
rations specified in Table 5.1 and Table 5.2 for all other hyperparamenteres. In
particular, the training is performed in a property-agnostic fashion, rather than
via the trace enforcement framework described in Algorithm 4, given that the goal
of this computational study is to analyze the impact of each regularizer on the size
of the overapproximation box, regardless of any desired property to enforce.

Ablation Type Architecture

h, h
linear linear8

non-linear linear8 ˝ relu3 ˝ linear8

h

small linear8
medium relu8 ˝ relu3 ˝ linear8

large relu8 ˝ relu16 ˝ relu32 ˝ relu16 ˝ linear8

Table 5.5: Ablation study configurations for the safety benchmark.

Figures 5.5 and 5.6 report, for each task and regularization approach, the train-
ing evolution of the box size, computed as the total ℓ1-norm of the component-wise
distances between the bounds, and the one of the validation loss, respectively, both
aggregated over the batch data at each epoch.

Figure 5.5 shows that the considered regularizers, across all architectures, are
able to tighten the overapproximation box during training, with L1 and L3 being
the least and most effective, respectively. In contrast, the unregularized training L0

exhibits the opposite behavior: without regularization, rather than moving h and
h close to each other, the training algorithm pushes them apart, evidently to avoid
clipping and, consequently, to maximize accuracy, by allowing the more expressive
h to freely operate in between the bounds. This represents the motivation under-
lying the formulation adopted, in the relational enforcement framework, for the
projector and pretraining, which indeed are both designed to prevent unreasonably
large and non-homogeneous boxes, as explained in Section 4.3.1 and Section 4.3.3.
Figure 5.6 shows instead that, apart from a slight convergence slowdown observed
for L1 for the small backbone case, the validation loss evolves, for all introduced
regularizations, similarly to the standard L0 during training, indicating that the
introduction of the penalty term does not compromise accuracy.
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Figure 5.5: Box size evolution during training on the safety benchmark.
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Figure 5.6: Validation loss evolution during training on the safety benchmark.
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Besides the effect of the regularizers on the size of the box and on the accuracy
of the model at training time, we are primarily interested in their impact on
the precision of the SMiLE verification test, whose improvement represents the
ultimate objective of this experiment. To this aim, in a post-hoc phase, we consider
10 properties of different difficulties, again for the task F2,p3,4q, and we verify, for
each of them, each trained SMiLE architecture f through our trace generator
TGenerate (Equation (5.19)), with a time limit of 300s. Then, for each model,
we count the number of false (non-violating) counterexamples produced across the
10 properties, that is, the pairs px˚, z˚q P Rn ˆHpx; θh, θhq, flagged with positive
violation, on which however the model does not violate, that is:

pAx˚ ď bq ^ ␣pCgpz˚q ď dq ^ pCfpx˚q ď dq (5.23)

Figure 5.7 depicts the average percentage of false counterexamples for the con-
sidered penalty approaches. We observe that, even by training without a box
penalty term (L0), the resulting SMiLE generator guarantees an acceptable preci-
sion, being able to produce a true counterexample, on average, in 85% of the cases,
while failing only in the remaining 15%. Adopting a regularization, however, sig-
nificantly decreases the average failure rate, which indeed drops below 2% for the
most effective regularizers (L2 and L3).

The eventual generation of false counterexamples represents the price to pay for
enabling the otherwise intractable verification and subsequent enforcement, em-
bodying the core idea of SMiLE: trading precision for tractability. To empirically
validate this intuition, we finally investigate the computational efficiency of our
approximate SMiLE generator, in comparison with two variants: an exact verifier
for the full SMiLE architecture, comprising h, h, h, clip and g, and an exact veri-
fier designed solely for the backbone h and head g. The former provides insights
into the computational resources necessary for applications that require not only
sound, but also complete SMiLE verification, whereas the latter reveals the com-
putational burden of performing even a single property-verification step, prior to
any enforcement, on a standard neural network.

To obtain an exact SMiLE generator, we need to re-introduce the backbone
and the clipping operator into the backbone-agnostic SMilE generator described
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Figure 5.7: False counterexamples produced on the safety benchmark.

in Section 4.2.2. Precisely, for safety properties:

argmax
x

ν (5.24a)

s.t. Ax ď b (5.24b)
z ě hpx; θhq (5.24c)
z ď hpx; θhq `Mp1´ pq (5.24d)

z ď hpx; θhq `Mp (5.24e)
z ď hpx; θhq `Mp (5.24f)
z ě hpx; θhq ´Mp (5.24g)
z ď hpx; θhq `Mp1´ pq (5.24h)

z ě hpx; θhq ´Mp1´ pq (5.24i)
p` p ď 1 (5.24j)
y “ θg,0 ` θg,1:n z (5.24k)
ν “ uT

pCy ´ dq (5.24l)
p, p, p P t0, 1ul, u P t0, 1um (5.24m)
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where Equations (5.24f) to (5.24i), together with the bounding box constraints
formulated in Equations (5.24c) to (5.24e), model the clipping operator in Equa-
tion (4.3), i.e.,

zi “

$

’

’

&

’

’

%

hpx; θhqi if hpx; θhqi ă hpx; θhqi

hpx; θhqi if hpx; θhqi ď hpx; θhqi ď hpx; θhqi

hpx; θhqi if hpx; θhqi ą hpx; θhqi

(5.25a)

with the binaries p
i

and pi indicating, for each component i P rls, the interval
where hpx; θhqi falls:

p
i
, pi “

$

’

’

&

’

’

%

1, 0 if hpx; θhqi ă hpx; θhqi

0, 0 if hpx; θhqi ď hpx; θhqi ď hpx; θhqi

0, 1 if hpx; θhqi ą hpx; θhqi

(5.26a)

Note that, while the clipped z, in the approximate formulation provided in Equa-
tion (5.19), represents a free variable, in the exact formulation in Equation (5.24),
it is determined by the input x via the introduced backbone h and clipping clip.
We instead formulate the exact backbone generator as follows:

argmax
x

ν (5.27a)

s.t. Ax ď b (5.27b)
z “ hpx; θhq (5.27c)
y “ θg,0 ` θg,1:n z (5.27d)
ν “ uT

pCy ´ dq (5.27e)
u P t0, 1um (5.27f)

In Figures 5.8 and 5.9, we report a comparison of the three verification ap-
proaches, for each architectural configuration, in terms of percentage of termina-
tion status and average runtime, respectively, over the considered regularizations
and properties. In particular, in Figure 5.8, optimal means that the process con-
verged to optimality, while timelimit and nosol indicate that it has reached the
time limit with and without a primal solution, respectively. Figure 5.8 shows
that, while the approximate SMiLE verifier consistently returns an optimal coun-
terexample, both the exact SMiLE and the exact backbone verifiers, for the most
complex configurations, fail to converge to optimality. Interestingly, despite oper-
ating on a larger architecture, the exact SMiLE verifier attains optimality more
frequently than the exact backbone one in most cases. However, for large back-
bones and non-linear auxiliaries, its performance drops significantly, by failing to
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produce any solution at all in many cases. Overall, this suggests that, when suf-
ficiently simple, the introduced auxiliary architecture can reduce the difficulty of
the verification process, not only in the relaxed setting, but also in the exact one.
Figure 5.9 shows instead that, while the approximate verifier fully scales with the
size of the backbone, being only affected by the complexity of the auxiliary compo-
nents, the exact verifiers experience a significant slowdown as the backbone grows.
Unlike the exact backbone verifier, however, the exact SMiLE verifier remains
capable of handling large backbones, as long as the overapproximation remains
linear, confirming the trend observed in Figure 5.8. Conversely, exact backbone
verification becomes intractable even for medium-sized architectures, thereby rein-
forcing the core motivation underlying the methodology introduced in this thesis:
without the structural advantages of a SMiLE architecture, even the enforcement
of simple properties, such as linear constraints, becomes infeasible for standard
neural networks.

Figure 5.8: Termination status evaluation on the safety benchmark.
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Figure 5.9: Runtime (s) evaluation on the safety benchmark.
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5.4 Stability

5.4.1 Benchmark

In this set of experiments, we consider Multi-Step Time Series Forecasting, a prob-
lem arising in a wide range of domains, such as energy [LDD18], manufacturing
[ZYW19] or epidemiology [SSK`20], just to name a few. The problem consists in
estimating a window of m consecutive values st`1, . . . , st`m of a time series, by ob-
serving a window of n previous values st´n`1, . . . , st of the same series S “ pstqt“Nt“0 ,
as depicted in Figure 5.10.

Figure 5.10: An illustration of a multi-step time series forecasting task.

We train and test on public data released by the forecasting M4 Competition
[MSA20], which includes real-world time series collected from a variety of sectors,
such as demographic, finance and industry, among others. Specifically, from this
repository, we select 25 series for which the PreProcess approach guarantees both
a good predictive performance and some degree of violation in a least one of the
adopted properties, described in the following paragraph. Each series S “ pstqt“Nt“0

represents a single learning task, and is preprocessed via common preprocessing
techniques in time series forecasting [BJRL15]. Precisely, we first apply a differ-
encing transformation to each series, to remove trends and seasonality, that is, we
replace it with the stationary S “ pst`1 ´ stq

t“N´1
t“0 . We then use an overlapping

windowing operation to obtain a learning-suitable dataset DS of input-output pairs

px, yq “ ppst´n`1, . . . , stq, pst`1, . . . , st`mqq (5.28)

for t “ n, . . . , N ´ m, where the input and output dimensions n and m, as a
result of a pilot experiment, are fixed to 8 and 4, respectively. Finally, we split
this dataset according to a chronological 80%-20% criterion, as illustrated in Fig-
ure 5.11, to produce a train and test set Dtrain

S and Dtest
S , respectively, that we

finally standardize as common in deep learning pipelines.
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Figure 5.11: The adopted train-test split for each forecasting task.

Finally, for a time series forecaster f and a series S, we consider 3 properties
defined as:

@x P Rn :

Qpxq
hkkikkj

J ùñ

Rpfpxqq
hkkkkkkkkkkkkkkkkkkkkkkkkkkkkkikkkkkkkkkkkkkkkkkkkkkkkkkkkkkj

|fpxqi ´ fpxqi`1| “ |si ´ si`1| ď ∆q, @i P rms (5.29)

for q “ 0.90, 0.95, 1.00, where ∆q P Rě0 denotes the q-quantile of the set of devia-
tions t|st´st`1|u

t“N
t“0 . For a given series, in particular, q is inversely correlated with

the difficulty of the property: the smaller its value, the more demanding the corre-
sponding property. As illustrated in Figure 5.12, these properties can be thought
of as a form of stability: they prevent unreasonably high deviations between two
consecutive predictions.

Figure 5.12: An illustration of a stability property.

Note that Equation (5.29) can be equivalently defined in polythopic form as:

@x P Rn :

Qpxq
hkkikkj

J ùñ

Rpfpxqq
hkkkkkikkkkkj

Cfpxq ď d (5.30)
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with
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(5.31)

These properties, in other words, represent a special case of the linear safety spec-
ifications used in the previous section, defined in Equation (5.6). For this reason,
we can enforce these properties into a SMiLE architecture by adopting, in the trace
enforcement algorithm, the same generator and projector groundings presented in
Section 5.3.1.

5.4.2 Accuracy

For each of the 25 tasks and each of the 3 corresponding properties, we produce
a property-aware predictor f via each of the competing approaches. In particu-
lar, we train the training-based approaches by adopting the hyperparameters and
architectures listed in Tables 5.2 and 5.6, respectively.

Parameter Value
Validation Split 0.2

Optimizer Adam
Loss MSE

Batch Size 32
Maximum Epochs 1000

Stop Patience 15
Queue Capacity 1

Table 5.6: Training hyperparameters for the stablity benchmark.

Component Architecture
h relunm ˝ relu2nm ˝ relu3nm ˝ relu2nm ˝ relunm

h, h constantnm
g linearm

Table 5.7: Architectures for the stability benchmark.
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Finally, similarly to the safety benchmark, we evaluate the accuracy of each
trained model, on the corresponding test set Dtest

S , in terms of the coefficient of
determination R2, defined in Equation (5.20).

In Figure 5.13, we compare the accuracy of the four competitors across the
three properties, sorted by difficulty. The figure shows that, for this benchmark,
the considered models are able to achieve a prediction quality very close to the one
of Oracle, with an average R2 value that, for all of them, remains above 0.95. Also
in this benchmark, in particular, our method SMilE converged to zero violation
during its training, which demonstrates its ability to match its competitors in
terms of accuracy, while providing full satisfaction guarantees by design. Finally,
we observe that, in contrast to the safety benchmark (Figure 5.3), in the stability
one, the theoretical Oracle always achieves maximum accuracy, except for some
outliers. This is because, in this benchmark, the considered properties are more
realistic with respect to the underlying tasks, unlike in the safety one, where
properties and tasks, being synthetic, can be strongly misaligned.
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Figure 5.13: Accuracy evaluation on the stability benchmark.

Finally, we conduct an ablation study to analyze, again, both the robustenss of
SMiLE with respect to the chosen auxiliary models h and h, as well as its generality
in terms of the adopted backbone h. In particular, following the setup of the safety
benchmark, we compare two auxiliary complexities, constant versus linear, and two
backbone sizes, small versus large. For this benchmark, moreover, we also explore
two different backbone architectures: a Feedforward Neural Network (FNN) and
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a Recurrent Neural Network (RNN), where the latter employs LSTM cells in the
first layer to better capture the sequential nature of the considered time series
forecasting tasks. The detailed configurations are provided in Table 5.8, whereas
the remaining hyperparameters follow the settings reported in Table 5.6.

Ablation Type Architecture

h, h
constant constantnm
linear linearnm

h

small relunm ˝ relu2nm ˝ relunm

large relunm ˝ relu2nm ˝ relu3nm ˝ relu2nm ˝ relunm

FNN relunm ˝ relu2nm ˝ relu3nm ˝ relu2nm ˝ relunm

RNN lstmnm ˝ relu2nm ˝ relu3nm ˝ relu2nm ˝ relunm

Table 5.8: Ablation study configurations for the stability benchmark.

Table 5.9, which reports the accuracy results aggregated across tasks and prop-
erties, shows a very small variability in the SMiLE accuracy across the different
setups, demonstrating its robustness and generality with respect to its hyperpa-
rameters and the backbone, respectively. In particular, constant auxiliary models
h and h yield higher accuracy than linear ones, suggesting that, for the sake of
efficiency, the complexity of the overapproximation can eventually be reduced to a
minimum, without compromising performance. Finally, and remarkably, the RNN
backbone also achieves promising accuracy, even if lower than its FNN variant,
demonstrating the abilty of SMiLE to seamlessly handle recurrent architectures as
well, hence confirming its flexibility and applicability to a broader class of models.

Ablation Type Accuracy pR2q

h, h
constant 0.958

linear 0.953

h

small 0.962

large 0.958

FNN 0.958

RNN 0.950

Table 5.9: Ablation study results on the stability benchmark.
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5.5 Exclusiveness

5.5.1 Benchmark

In this benchmark, we consider Multi-Label Classification, a problem occurring
in a diverse range of sectors, from biomedicine [DIP`24] to autonomous driving
[LZD`25]. The problem consists in tagging a given input x with multiple labels
y P t0, 1um, where yi “ 1 indicates that the corresponding tag i is assigned, as
illustrated in Figure 5.14.

Figure 5.14: An illustration of multi-label classification.

We train and test on data from a UCI public repository [Moy24], which offers
a variety of multi-label datasets across different domains. From this repository,
in particular, we select 5 sets of different size, input and output dimension, and
cardinality, that is, the average number of labels associated with each instance, as
listed in Table 5.10. Each set D represents a single learning task, that we split
according to a random 80%-20% criterion into a train and test set, Dtrain and
Dtest, respectively. Also in this case, moreover, we apply standard preprocessing
transformations to the data.

Dataset Size Input Output Cardinality Domain
Water-quality 1060 16 14 5.07 Chemistry

Flags 194 19 7 3.39 Image
Yeast 2417 103 14 4.23 Biology

foodtruck 407 21 12 2.29 Recommendation
CHD-49 555 49 6 2.58 Medicine

Table 5.10: Selected multi-label classification datasets.
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For a multi-label classifier f and a dataset D, we consider 3 exclusiveness
properties of the form

@x P Rn :

Qpxq
hkkikkj

J ùñ

Rpfpxqq
hkkkkkkkkkkkkkkkkkkkkkkkkkkkkikkkkkkkkkkkkkkkkkkkkkkkkkkkkj

1pfpxqu ě 0q ` 1pfpxqv ě 0q ď 1, @u, v P F (5.32)

for q “ 0.0, 0.3, 0.6, where fpxq denotes the logit output of the model, while F
consists in the following set of mutually exclusive classes:

F “ tpu, vq P rms2 | freqpu, vq ď ∆qu (5.33)

with O representing the set of possible classes, freqpu, vq the frequency with which
the pair pu, vq occurs among the true labels in D, and ∆q the q-quantile of the set
of pair frequencies tfreqpu, vquu,vPrms. Note that, in this case, the difficulty of the
property directly correlates with q: the larger its value, the more demanding the
corresponding property. These specifications can be thought of as a form of safety
or stability: we prevent the prediction of dangerous or unusual combinations, as
depicted in Figure 5.15.

Figure 5.15: An illustration of an exclusiveness property.

Equation (5.32) represents a combinatorial property, due to the presence of
the binary function 1 in its definition, whose action is equivalent to the sigmoid
activation, typically used in the last network layer to transform the continuous
logit into the final binary label. The combinatorial nature of these properties, in
particular, prevents the adoption of the projector and generator adopted in the
previous benchmarks (Section 5.3.1), which need to be reformulated.
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Precisely, the projection problem from eq. (4.9), for given head weights θg and
counterexample queue C, can be grounded to an exclusiveness property as follows:

argmin
θ̂g

}θ̂g ´ θg}
2
2 (5.34a)

s.t. y “ θ̂g,0 ` θ̂g,1:n z
˚

@px˚, z˚q P C (5.34b)
MIi ě yi @i P rms, @px˚, z˚q P C (5.34c)
Iu ` Iv ď 1 @pu, vq P F, @px˚, z˚q P C (5.34d)
Ii P t0, 1u @i P rms, @px˚, z˚q P C (5.34e)

where Ii is an auxiliary variable modeling the 1pyi ě 0q predicates, while M ą 0
denotes a sufficiently large constant used to allow Ii “ 0 only if yi is negative.
Equation (5.34) is a Mixed Integer Quadratic Programming problem, which mod-
ern mathematical programming solvers are capable to handle.

To design an implementable formulation of the trace generator in Algorithm 3
for exclusiveness properties, instead, we rely on the observation that, if mutually
exclusive classes u and v are predicted at the same time, then forcing either fpxqu
or fpxqv to be less than 0 resolves the violation. Precisely:

argmax
x,z

ν (5.35a)

s.t. Qpxq (5.35b)
z ě hpx; θhq (5.35c)
z ď hpx; θhq `Mp1´ pq (5.35d)

z ď hpx; θhq `Mp (5.35e)
y “ θg,0 ` θg,1:n z (5.35f)
MIi ´M ď yi @i P rms (5.35g)

Iu,v ď
1

2
pIu ` Ivq @u, v P F (5.35h)

tu,v ď yu @u, v P F (5.35i)
tu,v ď yv @u, v P F (5.35j)
ν “ Iu,v tu,v @u, v P F (5.35k)
Ii P t0, 1u @i P rms (5.35l)
Iu,v, tu,v P t0, 1u @u, v P F (5.35m)
p P t0, 1ul (5.35n)

where Equations (5.35c) to (5.35e) model the eventually degenerate box con-
straints, Equation (5.35g) ensures that the indicator variables Ii can be set to
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1 only if the corresponding logit output is at least 0, Equation (5.35h) allows
the auxiliary binary variable Iu,v to 1 only if the corresponding forbidden pair u
and v is predicted, and finally Equations (5.35i) to (5.35k) linearize the operator
minpyu, yvq, which is the maximized in the objective. Equation (5.35) is a Mixed
Integer Quadratic Program, solvable by modern combinatorial solvers.

5.5.2 Accuracy & Runtime

For each of the 5 datasets and 3 corresponding properties, we produce a property-
aware predictor f via each of the competing approaches. In particular, we train
the training-based methods on Dtrain, by adopting the hyperparameters listed in
Table 5.11, where BCE stands for Binary Cross-Entropy, and architectures listed
in Table 5.12.

Parameter Value
Validation Split 0.2

Optimizer Adam
Loss BCE

Batch Size 32
Maximum Epochs 1000

Stop Patience 30
Queue Capacity (SMiLE) 10

Table 5.11: Training hyperparameters for the exclusiveness benchmark.

Component Architecture
h relut4 log2pnmqu ˝ relut8 log2pnmqu ˝ relut4 log2pnmqu

h, h constantt4 log2pnmqu

g lineart4 log2pnmqu

Table 5.12: Architectures for the exclusiveness benchmark.

We evaluate the accuracy of the multi-label classifiers f , on Dtest, in terms of
the average class accuracy, commonly adopted in multi-label classification:

AvgAccpfq “
1

m

m
ÿ

j“1

¨

˝

1

|Dtest|

ÿ

px,yqPDtest

1pyj “ fpxqjq

˛

‚ (5.36)

Note that AvgAccpfq ranges within r0, 1s, with 1 representing the best possible
accuracy.
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Figure 5.16 presents a comparison of the four competing methods, in terms of
accuracy, across the three considered properties, arranged by increasing difficulty.
For this benchmark, all trained models, when compared with their safety and sta-
bility counterparts, exhibit lower predictive performance, evidently due to higher
difficulty of the multi-label classification problem. In any case, our framework
demonstrates strong competitiveness, being able, in some cases, to even outper-
form its competitors. Remarkably, also for this benchmark, all SMiLE models
reach zero property violation by the end their training, which reinforces the trend
consistently observed through the computational study presented in this chapter:
SMiLE is able to predict as good as its competitors, while providing full satis-
faction guarantees by design, that is, without requiring any expensive post-hoc
correction of the prediction to ensure its feasibility.
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Figure 5.16: Accuracy evaluation on the exclusiveness benchmark.

In particular, the ability to produce feasible-by-design models, in this setting,
becomes notably desirable, given the combinatorial nature of the considered spec-
ifications. For these properties, indeed, a feasibility-enforcing output projection,
such as the one adopted by PostProcess, can become computationally very de-
manding, hence can substantially limit the applicability of the approach. Clear
evidence of the intractability of PostProcess, for this benchmark, is provided in Fig-
ure 5.17, where we report the inference runtime, across the considered properties,
of PostProcess and SMiLE, relative to the one of PreProcess, whose performance
is comparable to the one of any standard network.
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Figure 5.17: Inference runtime (s) evaluation on the exclusiveness benchmark.

As shown by the figure, to provide feasibility guarantees, PostProcess requires a
significant computational effort at inference time, with a slowdown rising up to 213

on the most demanding properties. In contrast, SMiLE is, regardless of property
difficulty, only around twice as slow as PreProcess at inference time, evidently due
to the effect of the introduced overapproximation architecture.

5.6 Discussion
We conclude this chapter by answering the research questions formalized in its
introduction.

Q1 Accuracy : SMiLE demonstrated the ability to match, across all evaluated
benchmarks, the predictive performance of its competitors, and in few cases
to even surpass them.

Q2 Efficiency : On the exclusiveness benchmark, SMiLE offers, in terms of in-
ference runtime, a substantial advantage over postprocess, which pays a pro-
hibitive computational cost to guarantee the validity of the property.

Q3 Feasibility : In all considered applications, SMiLE consistently converged to
zero property violation, hence providing full property satisfaction guarantees
by design.
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Q4 Generality : Throughout the presented computational analysis, SMiLE demon-
strated the ability to enforce a broad spectrum of properties, from simple
linear specifications to more demanding combinatorial constraints, into a
variety of neural architectures, from small feed-forward networks to larger
recurrent structures.

Q5 Overapproximation Analysis : On the safety benchmark, the auxiliary archi-
tecture adopted by SMiLE proved able to significantly speed up the property
verification problem, while guaranteeing an acceptable verification precision,
especially when trained though dedicated Lagrangian techniques, hence to
realistically enable the otherwise intractable production of feasible-by-design
neural networks.

Q6 Hyperparameter Sensitivity : The ablation study, conducted on the safety
and stability benchmarks, highlighted the robustness of SMiLE with respect
to its key design choices, suggesting that the effort required by the hyper-
paramenter configuration of our framework should not be considerably larger
than the one necessary for standard neural architectures.





Chapter 6

Relational Applications

Building upon the previous chapter, presenting an evaluation of our framework
SMiLE on trace properties, in this chapter we conduct an extensive computa-
tional study to assess its performance on relational ones, that is, to investigate
the quality of the relational enforcement framework described in Section 4.3. In
particular, similarly to Chapter 5, we design this empirical analysis around a set
of key research questions, namely:

Q1 Accuracy : Is SMiLE able to achieve a competitive predictive performance?

Q2 Efficiency : Is SMiLE able to achieve a competitive computational perfor-
mance?

Q3 Feasibility : Is SMiLE able to provide formal guarantees on the satisfaction
of the desired property?

Q4 Generality : Is SMiLE able to consistently enforce different trace properties
into different neural architectures?

Q5 Applicability Is SMiLE able to provide practically valuable outcomes?

We begin by outlining the computational setup, after that we present three
different relational applications: monotonicity, robustness and fairness. For each
of them, we describe the corresponding adopted benchmark and baseline, the con-
ducted experiments and the obtained results. Finally, we summarize the insights
drawn from the overall study, aiming at addressing the questions formulated above.
Note that, while in the trace assessment we consider property-generic baselines,
that is, approaches capable of handling different trace specifications, for relational
properties we evaluate SMiLE against property-specific competitors, due to the
lack of methodologies, in the state of the art, capable of handling all relational
applications considered in this study.

101
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6.1 Setup
Our relational SMiLE framework, as well as all benchmarks and experiments pre-
sented in this chapter, are implemented in Python, by relying on the libraries
TensorFlow [AAB`15], Keras [C`15] and Scikit-Learn [PVG`11] for the machine
learning components, and on Pyomo [HWW11, BHH`21], OMLT [CJH`22] and
Gurobi [Gur] for the optimization ones. For the considered competitors, instead,
we used the official code released by their authors.

The hardware infrastructure where all the experiments are executed consists
of an Apple M3 Pro CPU with 11 cores and an Apple M3 Pro GPU with 14 cores,
equipped with 36 GB RAM and running macOS v15.5 as operating system.

6.2 Monotonicity

6.2.1 Benchmark

We consider 9 synthetic tasks, given by the 1-to-1 sinusoidally perturbed function

Fα,ωpxq “ x` α sinpωxq (6.1)

for amplitude α P t2, 3, 4u and frequency ω P t0.6, 0.8, 1.0u.

For each task Fα,ωpxq, we consider a dataset of 1000 input-output pairs, where
each input is uniformly sampled from the interval r´10, 10s, that is,

Dα,ω “ tpx, Fα,ωpxqq, x P r´10, 10s
n
u (6.2)

from which we use 800 instances for training, Dtrain
α,ω , and the remaining 200 for

testing, Dtest
α,ω . Finally, we transform this data through standard preprocessing rou-

tines (e.g. scaling), as common in any ML workflow.

For a model f predicting the task Fα,ω, we consider the following non-decreasing
monotonicity property:

@x P R :

Qpx1,x2q
hkkikkj

x1 ď x2 ùñ

Rpfpx1q,fpx2qq
hkkkkkkkkkikkkkkkkkkj

fpx1q ď fpx2q ` ϵ (6.3)

where ϵ ą 0 is a tolerance factor, necessary to facilitate the convergence to zero
violation. Without any tolerance (ϵ “ 0), indeed, Equation (6.3) can be easily
violated by selecting an input x and two distinct embeddings within the corre-
sponding box, i.e., z1, z2 P Hpx; θh, θhq with z1 ‰ z2, such that gpz1q ‰ gpz2q. The
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Figure 6.1: The considered tasks for the monotonicity benchmark.

only way to avoid such trivial violations would be to make g constant over the
entire box Hpx; θh, θhq for each input x, which however represents an overly re-
strictive condition.

Note that, according to the general definition of relational properties provided
in Equation (4.16), Equation (6.3) can be equivalently specified as follows:

@x P R :

δ
hkkikkj

´M ď x1 ´ x2 ď

δ
hkkikkj

0 ùñ

ϵ
hkkikkj

´M ď fpx1q ´ fpx2q ď

ϵ
hkkikkj

ϵ (6.4)

where M ą 0 is a sufficiently large real value. In other words, Equation (6.3) can be
enforced into a SMilE architecture by using the relational enforcer (Algorithm 11)
in a straightforward fashion, that is, without any grounding of its projector and
generator, differently from the trace applications presented in the previous chapter.
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This benchmark is chosen to test, in a controlled environment, the ability of
SMiLE to enforce relational properties into neural networks on property-inconsistent
data, similarly to the synthetic safety benchmark presented in Section 5.3. Indeed,
the degree of violation of the task in Equation (6.1), with respect to property in
Equation (6.3), progressively increases together with α and ω, which provides a
challenging testbed to assess the behavior of our framework under a property-data
misalignment scenario.

6.2.2 Accuracy

For each of the 9 tasks, we produce a property-aware predictor f using the SMiLE
relational framework. In particular, we train the models on the train set Dtrain

n,κ , by
adopting the hyperparameters reported in Table 6.1 and the architectures listed
in Table 6.2, where some configurations affect only SMiLE, namely, time and it-
eration limit for the generator, and the auxiliary models.

Parameter Value
Optimizer Adam

Loss MSE
Batch Size 64

Pretrain Epochs 1000
Pretrain Stop Patience 10

Train Epochs 100
Generator Time Limit (s) 2
Generator Iteration Limit 8

Table 6.1: Training hyperparameters for the monotonicity benchmark.

Component Architecture
h relu16 ˝ relu32 ˝ relu64 ˝ relu32 ˝ relu16 ˝ linear8

h, h relu32 ˝ linear8
g linear1

Table 6.2: Architectures for the monotonicity benchmark.

We evaluate the accuracy of each trained model f on the corresponding test
dataset Dtest

n,κ , in terms of the coefficient of determination R2, defined in Equa-
tion (5.20). In the line plot in Figure 6.2, we depict the curves of the produced
SMiLE models, while in the heatmap in Figure 6.3, we report their accuracy. We
highlight that the training of each model converged to zero property violation.
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Figure 6.2 depicts how the SMiLE curves, in order to maximize accuracy while
guaranteeing feasibility, follow the underlying tasks as long as these remain mono-
tonic, while they tend to flatten in the non-monotonic regions. Figure 6.3 shows
instead how our method can, overall, achieve acceptable results even when the
property is substantially violated by the data.

Figure 6.2: Monotonic models trained on the monotonicity benchmark.

6.3 Robustness

6.3.1 Benchmark

We consider the binary classification task of detecting the digit “0” from the MNIST
dataset [LBBH98b], a publicly available and widely used benchmark to train and
evaluate computer vision models. Precisely, the dataset consists of 70,000 grayscale
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Figure 6.3: Accuracy evaluation on the monotonicity benchmark.

images of handwritten digits (0-9), as exemplified in Figure 6.4, each of size n “
28ˆ28 and with each pixel ranging from 0 (white) to 255 (black), which we rescale
within 0 and 1, so that each input x falls in the hypercube r´1, 1sn. The dataset
D is divided into 60,000 training samples, Dtrain, and 10,000 testing ones, Dtest.

Figure 6.4: Examples of MNIST instances labeled according to our classification.

For a binary classifier f , we consider 15 δ, ϵ-robustness properties of the form

@x1, x2 P Rn :

Qpx1,x2q
hkkkkkkkikkkkkkkj

}x1 ´ x2}8 ď δ ùñ

Rpfpx1q,fpx2qq
hkkkkkkkkkkikkkkkkkkkkj

|fpx1q ´ fpx2q| ď ϵ (6.5)

where fpxq P R is meant as the model logit, for δ P t0.010, 0.025, 0.050, 0.075, 0.100u
and ϵ P t0.75, 1.00, 1.25u. In other words, we force a bound on the logit variation,
provided a bound on the input variation, measured in terms of the lp-norm. Note
that the final class predicted by the model can be obtained by applying a sig-
moid to the logit fpxq, and then rounding the result to the closest integer, i.e.,
roundpsigmoidpfpxqqq P t0, 1u, or equivalently by thresholding the logit against
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0 via the indicator function 1pfpxq ą 0q P t0, 1u, where 0 and 1 represent class
“non-zero” and “zero”, respectively.

Figure 6.5: An illustration of a δ, ϵ-robustness property.

Similarly to monotonicity, the properties defined in Equation (6.5) can be
equivalently specified according to the general definition of relational properties
provided in Equation (4.16), precisely as

@x1, x2 P Rn :

δ
hkkikkj

´δ ď x1 ´ x2 ď

δ
hkkikkj

δ ùñ

ϵ
hkkikkj

´ϵ ď fpx1q ´ fpx2q ď

ϵ
hkkikkj

ϵ
(6.6)

for δ, ϵ ě 0. In other words, also for this benchmark we can use the SMiLE re-
lational enforcer (Algorithm 11) without any further grounding of its algorithmic
components, namely, projector and generator.

The δ, ϵ-robustness defined in Equation (6.5) ensures that, for each input x,
fpBn

δ pxqq Ď B1
ϵ pfpxqq, where Bm

γ pxq denotes the m-dimensional ball of radius γ
centered in x:

Bm
γ pxq “ tx̂ P Rn : }x´ x̂}8 ď γu (6.7)

This means that, whenever the logit fpxq falls into r´8,´ϵqYpϵ,8s, the class pre-
dicted by the model remains consistent over each lp perturbation of x of “strength”
at most δ, as none of such perturbations would be able to change the logit by more
than ϵ, hence to flip the prediction, as illustrated in Figure 6.6.

This allows to equip the model with an efficient, specifically constant-time,
rejection-based mechanism, to use in real time against adversarial attacks. Pre-
cisely, the defense checks whether the logit fpxq, for a test input x, lies outside
the rejection region r´ϵ, ϵs, hence, according to the result, it either issues a safety
certificate, or raises a warning to the user, as illustrated in Figure 6.7. In other
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Figure 6.6: Consistency of a δ, ϵ-robust model f under perturbations of radius δ.

words, providing formal guarantees on δ, ϵ-robustness, that is, on the global re-
lational property defined in Equation (6.5), triggers certifications on adversarial
robustness defined around each point in the domain, that is, on the set of the
following local trace properties

@x P Rn :

Qpxq
hkkkkkkikkkkkkj

} 9x´ x}8 ď δ ùñ

Rpfpxqq
hkkkkkkkkkkkkkkkkikkkkkkkkkkkkkkkkj

1pfp 9xq ą 0q “ 1pfpxq ą 0q (6.8)

for each 9x P Rn. According to the taxonomy of enforcement methods provided
in Section 3.4, SMiLE can then be seen as a guaranteed enforcer with respect to
global robustness, and a certified enforcer with respect to adversarial robustness.

Figure 6.7: An illustration of the SMiLE adversarial defense.

6.3.2 Baseline

As baseline for this benchmark we consider CROWN-IBP [ZCX`20], a state-of-the-
art enforcer for adversarial robustness. This method penalizes property violation,
by training the model against a convex combination of a standard and a robustness
loss, where the latter is computed locally around the training data via a sound but
incomplete robustness verifier, integrating the already-existing CROWN (COnvex
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Relaxation of Neural Networks) [ZWC`18] with IBP (Interval Bound Propagation)
[GDS`19]. The method depends on the maximum allowed perturbation δ, as well
as on a convex combination hyperparameter λ, dynamically adjusted according to
a scheduling strategy. However, it does not depend on ϵ, that is, it does not allow
to decide an a priori bound on the output variation.

At inference time, similarly to SMiLE, CROWN-IBP offers a defense mecha-
nism to detect, and eventually reject, malicious inputs. At training time, however,
the two approaches differ fundamentally: while SMiLE enforces robustness glob-
ally over the entire input domain, CROWN-IBP only promotes robustness locally
around the training samples, thus enforcing a weaker notion of robustness. In
other words, SMiLE acts as a guaranteed enforcer for global robustness, whereas
CROWN-IBP serves as a certified enforcer for local one. This asymmetry is ex-
pected to penalize SMiLE in terms of predictive accuracy, yet to benefit it in
terms of defense efficiency: indeed, while the global relational property enforced
in SMiLE enables a constant-time rejection-based defense, the rejection region in
CROWN-IBP is input-dependent, hence must be computed online, for each test
instance, using the adopted verifier.

Beyond the type of enforcement, the two methods also differ in generality, both
in terms of supported properties and learning paradigms: in contrast to SMiLE,
CROWN-IBP can only enforce adversarial robustness in classification models.

Finally, together with CROWN-IBP, we also consider a base model unaware of
the property to satisfy, which we refer to as Agnostic.

6.3.3 Accuracy & Runtime

On the considered task, we train an Agnostic model in a property-agnostic fashion,
5 CROWN-IBP models, one for each of the considered δ, and 15 SMiLE models,
one for each of the considered δ and ϵ. All three approaches are trained on the
training set Dtrain, using the hyperparameters and architectures reported in Ta-
ble 6.3 and Table 6.4, respectively. For CROWN-IBP–specific hyperparameters,
we instead rely on the default configuration provided by the authors in their orig-
inal paper or implementation.

As common in the adversarial robustness literature, we evaluate each trained
model f in terms of three types of accuracy: clean, PGD, and verified. Clean
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Parameter Value
Optimizer Adam

Loss MSE
Batch Size 256

Pretrain Epochs 20
Pretrain Stop Patience -

Train Epochs 20
Generator Time Limit (s) 2
Generator Iteration Limit 8

Table 6.3: Training hyperparameters for the robustness benchmark.

Component Architecture

h
conv8 ˝ conv8 ˝ conv16 ˝ conv16 ˝ conv32 ˝ conv32˝

flatten ˝ relu32 ˝ linear8
h, h linear8
g linear1

Table 6.4: Architectures for the robustness benchmark.

accuracy corresponds to the standard accuracy on the unperturbed test set:

Cleanpfq “
1

|Dtest
1000|

ÿ

px,yqPDtest
1000

1
`

y “ 1
`

fpxq ą 0
˘˘

, (6.9)

i.e., the percentage of correctly classified test instances. PGD accuracy measures
the empirical robustness under adversarial perturbations:

PGDδpfq “
1

|Dtest
1000|

ÿ

px,yqPDtest
1000

1
`

y “ 1
`

fpPGD-Attackδpxqq ą 0
˘˘

, (6.10)

where δ ě 0, while PGD-Attackδpxq denotes the adversarial example generated
from x via a 100-step Projected Gradient Descent (PGD) attack [MMS`19] of
strength (maximum allowed perturbation) at most δ. Verified accuracy, finally,
represents the percentage of predictions that are both correct and formally certi-
fied:

Verifiedδpfq “
1

|Dtest
1000|

ÿ

px,yqPDtest
1000

1
`

y “ 1
`

fpxq ą 0
˘

^ Acceptδpxq
˘

, (6.11)

where Acceptδpxq indicates whether, according to the SMiLE or CROWN-IBP cer-
tification mechanism, the prediction for x, with respect to the perturbation δ, is
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accepted (i.e., provably robust). Note that, if the model lacks a certification mech-
anism (e.g., Agnostic), then Acceptpxq always evaluates to K (false). Moreover,
all three metrics range from a minimum of 0 to a maximum of 1, i.e., the higher
the better.

To ensure the computational tractability of the evaluation, we restrict it to the
first 1,000 instances of the test set, i.e., Dtest

1000 Ă Dtest. This limitation is motivated
by the computation of the PGD accuracy, which involves running a heuristic yet
computationally intensive attack.

We compare the predictive performance of the three competitors in Table 6.5,
where all reported SMiLE models are guaranteed robust: their training success-
fully terminated with zero property violation, enabling the corresponding real-
time defense. CROWN-IBP clearly emerges as the most accurate model across
all metrics. Agnostic maintains constant clean accuracy and zero verified one,
being unaffected by δ and unable to certify, while its PGD accuracy drops signif-
icantly under stronger attacks, which highlights the adversarial vulnerability of a
property-agnostic model. SMiLE, on the other hand, while less accurate than the
property-specific CROWN-IBP, exhibits only a moderate decline in clean, veri-
fied, and PGD accuracy as δ intensifies, demonstrating its ability to produce, with
respect to a property-agnostic approach, significantly more robust, other than ver-
ifiable, networks. With respect to ϵ, instead, while the clean and PGD accuracy
of SMiLE, for each fixed δ, tend to deteriorate, its verified performance does not
show a clear trend, which suggests to keep this hyperparameter to the highest
value among the ones considered.

Finally, while SMiLE may not match CROWN-IBP in terms of predictive ac-
curacy, it clearly outperforms it in terms of runtime, as reported in Table 6.6,
which presents the average training and inference time for the three models. As
shown in the table, SMiLE can be trained in approximately half the time required
by CROWN-IBP and, more remarkably, it can both predict and certify in roughly
the same time as the standard Agnostic, whereas CROWN-IBP requires, for the
same procedure, about two orders of magnitude (102) more.

6.4 Fairness

6.4.1 Benchmark

We consider 3 benchmarks, widely used in literature to assess AI fairness in social
contexts: Compas, Law and Crime.



112 6. Relational Applications

δ Model ϵ Clean PGD Verified
0.01 Agnostic – 99.60 99.50 0.00
0.01 CROWN-IBP – 100.00 99.90 99.90
0.01 SMiLE 1.25 98.80 98.40 97.40
0.01 SMiLE 1.00 98.80 98.50 97.60
0.01 SMiLE 0.75 98.80 98.50 97.70
0.03 Agnostic – 99.60 98.40 0.00
0.03 CROWN-IBP – 99.80 99.70 99.60
0.03 SMiLE 1.25 98.80 98.10 96.00
0.03 SMiLE 1.00 98.60 97.90 96.70
0.03 SMiLE 0.75 98.40 97.70 96.40
0.05 Agnostic – 99.60 90.40 0.00
0.05 CROWN-IBP – 99.70 99.40 99.20
0.05 SMiLE 1.25 98.50 96.60 94.60
0.05 SMiLE 1.00 98.20 96.30 94.90
0.05 SMiLE 0.75 96.90 95.30 93.50
0.07 Agnostic – 99.60 75.70 0.00
0.07 CROWN-IBP – 99.60 99.20 99.20
0.07 SMiLE 1.25 97.70 95.20 92.40
0.07 SMiLE 1.00 97.30 94.40 92.50
0.07 SMiLE 0.75 96.20 93.00 92.20
0.10 Agnostic – 99.60 66.80 0.00
0.10 CROWN-IBP – 99.60 99.30 99.00
0.10 SMiLE 1.25 97.20 93.10 90.60
0.10 SMiLE 1.00 96.00 91.90 90.30
0.10 SMiLE 0.75 94.40 91.50 90.80

Table 6.5: Accuracy evaluation on the robustness benchmark

The Compas dataset [ALMK16] contains demographic and criminal history
information about defendants from Broward County, Florida, and we use it for a
binary classification task, consisting in predicting whether a defendant will reoffend
within two years. The Law dataset [Wig98] includes demographic and academic
information on law students, such as race, gender, LSAT scores and undergrad-
uate GPA, and we consider it again for a binary classification task, consisting in
deciding the admission of a candidate to a law school. Finally, the Crime dataset
[RB02] combines socioeconomic, demographic and law enforcement data from U.S.
communities, and we employ it for a regression task, consisting in estimating vio-
lent crime rate in a community.
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Model Training (s) Inference (s)
Agnostic 136 0.02

CROWNIBP 14138 11.20
SMiLE 7717 0.03

Table 6.6: Runtime evaluation on the robustness benchmark.

Each dataset D is preprocessed by dropping any missing rows or columns, nor-
malizing numerical features in between r0, 1s, and one-hot encoding categorical
ones, before splitting it according to random 70%-30% criterion, to obtain a train
and test set, Dtrain and Dtest, respectively. Table 6.7 reports some basic statistics
on the considered datasets.

Dataset Size Input Task Domain
Compas 3168 12 Binary Classification Justice

Law 67578 33 Binary Classification Education
Crime 1198 100 Regression Crime

Table 6.7: Adopted datasets for the fairness benchmark.

For a SMiLE predictor f , we consider 5 ϵ-fairness properties, defined as

@x1, x2 :

Qpx1,x2q
hkkkkkkkkkkkikkkkkkkkkkkj

|x1i ´ x2i | ď δ @i ‰ s ùñ

Rpfpx1q,fpx2qq
hkkkkkkkkkkikkkkkkkkkkj

|fpx1q ´ fpx2q| ď ϵ (6.12)

where fpxq, according to the benchmark, denotes either the logit or the final out-
put, δ is fixed to 0, while ϵ P t0.2, 0.4, 0.6, 0.8, 1.0u for Compas, ϵ P t1, 2, 3, 4, 5u
for Law, and ϵ P t0.02, 0.04, 0.06, 0.08, 0.10u for Crime, with such values for ϵ
chosen on the basis of a pilot experiment. In other words, we force a bound on
the logit/output variation for any pair of mutually counterfactual inputs, that is,
identical inputs with respect to all features, except for the sensitive (protected)
one s. In particular, for all benchmarks, we set s to race, a binary feature indi-
cating, in Compas and Law, whether the individual is Caucasian, while in Crime,
whether the percentage of non-Caucasian individuals within the community exceed
6%. Note that this is a common setting in the fairness literature, as suggested by
[QRI`22]. For the binary classification tasks, moreover, the final prediction of
the model can be obtained by thresholding the produced logit against 0 via the
indicator function 1pfpxq ą 0q P t0, 1u.
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Similarly to the relational properties considered in the previous sections, the
properties defined in Equation (6.12) can be equivalently specified according to
the general definition of relational property provided in Equation (4.16), precisely:

@x1, x2 P Rn :

$

’

’

’

&

’

’

’

%

δi
hkkikkj

0 ď x1i ´ x2i ď

δi
hkkikkj

0 @i ‰ s

´M
loomoon

δs

ď x1s ´ x2s ď M
loomoon

δs

ùñ

ϵ
hkkikkj

´ϵ ď fpx1q´fpx2q ď

ϵ
hkkikkj

ϵ (6.13)

where δi, ϵ ě 0, and M ą 0 is a sufficiently large value. In other words, also for this
benchmark we can use the SMiLE relational enforcer (Algorithm 11) without any
further grounding of its algorithmic components, namely, projector and generator.

6.4.2 Baseline

For this relational application, we evaluate our framework against CertiFair [KS23],
a state-of-the-art fairness enforcer. This method penalizes property violation, by
training the model against a convex combination of a standard and a fairness loss,
computed via a sound but incomplete verifier. The method depends on a convex
combination hyperparameter λ, while it is independent of both the counterfactual
perturbation δ and the output bound ϵ.

At training time, similarly to SMiLE, CertiFair enforces fairness globally, i.e.,
on the entire input space. At inference time, however, the two methods differ
significantly: while SMiLE, upon convergence, provides a bound on the model
variation over any pair of counterfactual inputs, CertiFair lacks such formal sat-
isfaction guarantees for the produced model. In other words, as an enforcement
method, SMiLE is guaranteed, while CertiFair is heuristic.

Moreover, beyond the type of enforcement, the two methods also differ in gener-
ality, in particular in terms of supported properties: in contrast to SMiLE, indeed,
CertiFair is only designed for fairness.

Finally, together with CertiFair, we also consider a base model unaware of the
property to satisfy, which we refer to as Agnostic.

6.4.3 Accuracy & Counterfactual Variation

For each task, we train an Agnostic model in a property-agnostic fashion, 5 SMiLE
models, one for each of the considered fairness properties, and 5 CertiFair models,
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for different values of its main hyperparameter λ, controlling the degree of prop-
erty enforcement, and calibrated on the basis of a pilot experiment to span the
reasonable hyperparameter space: λ P t0.025, 0.050, 0.075, 0.100, 0.125u for Com-
pas and Law, and λ P t0.08, 0.09, 0.10, 0.11, 0.12u for Crime.

All three approaches are trained on the training set Dtrain, using the hyper-
parameters and architectures reported in Table 6.8 and Table 6.9. For Certi-
Fair–specific hyperparameters, we instead rely on the default configuration pro-
vided by the authors in their original paper or implementation.

Parameter Value
Compas Law Crime

Optimizer Adam Adam Adam
Loss BCE BCE MSE

Batch size 256 1024 128
Pretrain Epochs 50 50 50

Pretrain Stop Patience – – –
Train Epochs 50 50 50

Generator Time Limit (s) 2 2 2
Generator Iteration Limit 8 8 8

Table 6.8: Training hyperparameters for the fairness benchmark.

Component Architecture
h relu32 ˝ relu32 ˝ linear8

h, h relu4 ˝ linear8
g linear1

Table 6.9: Architectures for the fairness benchmark.

We evaluate each trained model f , on the test set Dtest, along two dimensions:
predictive quality, denoted as PredQualitypfq and corresponding to the standard
R2 (Equation (5.20)) or accuracy (i.e., percentage of correct predictions), according
to the nature of the task, and counterfactual variation, defined instead as

CounterVarpfq “ max
px,yqPDtest

|fpxq ´ fpxc
q| (6.14)

where xc denotes the counterfactual of the input x, that is,

xc
i “

#

xi @i ‰ s

1´ xi @i “ s
(6.15)
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In other words, CounterVar quantifies unfairness as the maximum absolute differ-
ence in model output/logit, on any pair of counterfactual samples from the test
set, where the counterfactual of a sample is obtained by flipping its protected at-
tribute. Note that the best reachable value is 1 for PredQualitypfq, i.e., the higher
the better, 0 for CounterVarpfq, i.e., the lower the better.

We compare the three approaches in Figure 6.8, where each dot represents a
model evaluated along the two dimensions, CounterVarpfq and PredQualitypfq on
the x- and y-axis, respectively, so that the performance of a model decreases from
the upper-left corner of the plot, corresponding to high accuracy and fairness, to
the lower-right one, corresponding instead to the opposite situation. The figure
clearly demonstrates the superiority of our method across all datasets: SMiLE
models are consistently positioned to the left of Agnostic models, indicating a
substantially higher degree of fairness compared to the baseline approach, as well
as above and generally to the left of CertiFair models, showing that our method
achieves higher accuracy while guaranteeing an equivalent or superior level of fair-
ness, with respect to its competitor. We highlight, in particular, that the reported
SMiLE models, during their training, achieved again zero property violation, mean-
ing that, besides decreasing the counterfactual variation in-distribution (on the test
set), they are also able to guarantee a variation upper bound (i.e., the enforced ϵ)
out of distribution.

Figure 6.8: Variation and accuracy evaluation on the fairness benchmarks.

Finally, Figure 6.9 shows, for each benchmark, how the counterfactual variation
of SMiLE (color gradient) progressively decreases with ϵ, over the pair of counter-
factual samples (dots) projected on two dataset-specific non-protected features.
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(a) Compas

(b) Law

(c) Crime

Figure 6.9: Counterfactual variation for different ϵ on the fairness benchmarks.
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6.5 Discussion
We conclude this chapter by answering the research questions formalized in its
introduction.

Q1 Accuracy : While SMiLE is outperformed by CROWN-IBP on robustness, it
shows high accuracy on monotonicity and fairness, where it matches Agnostic
and surpasses CertiFair, highlighting its competitive predictive capabilities.

Q2 Efficiency : On the robustness benchmark, SMiLE offers a significant com-
putational advantage over its property-aware competitor, both at training
and inference time.

Q3 Feasibility : Each SMiLE model in our computational study successfully con-
verged to zero property violation, demonstrating that, in practice, our frame-
work can consistently provide satisfaction guarantees.

Q4 Generality : The strong results achieved across three relational properties,
monotonicity, robustness, and fairness, and for different neural architectures,
from shallow feedforward networks to deep convolutional ones, demonstrate
the broad generality of SMiLE.

Q5 Applicability : On robustness and fairness benchmarks, SMiLE is able to
produce more robust and fair networks, as well as to enable a very fast
real-time defense against adversarial attacks, yielding practically valuable
outcomes.



Chapter 7

Conclusion

7.1 Final Remarks
In this thesis, we addressed the problem of enforcing user-defined properties into
data-driven systems, to align them with the mechanics of the domain where they
operate, or with the values of the society they interact with.

We first formalized the problem, discussed its complexity, and reviewed the rel-
evant literature, presenting a taxonomy of scenarios, properties, verifiers, and en-
forcers. In particular, we identified key gaps in the current landscape of approaches,
namely, their limited generality with respect to both properties and models, and
their inability to provide formal satisfaction guarantees. To bridge these gaps, we
introduced SMiLE (Safe Machine Learning via Embedded Overapproximation), a
novel framework built upon the integration of machine learning and combinatorial
optimization, and consisting of two main components: a verification-friendly neu-
ral architecture and a dedicated property-aware training algorithm. Finally, we
conducted an extensive computational study across a diverse range of properties,
models and tasks.

The obtained results demonstrated the ability of SMiLE to provably enforce the
satisfaction of generic properties, from simple linear constraints to more demand-
ing combinatorial or relational requirements, into arbitrary neural architectures,
from shallow feedforward networks to more complex convolutional and recurrent
structures, while matching the predictive performance of property-specific base-
lines. Moreover, SMiLE exhibited high robustness with respect to its key design
choices, and high efficiency both at training and inference time. Overall, these
findings confirm the ability of our framework to provide formal guarantees, as well
as its generality and practical applicability.
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7.2 Roadmap
Despite the encouraging results achieved by our method, we recognize its current
limitations and identify several avenues for improvement, which we summarize in
the following roadmap for future research.

Latent Dimension. The ablation study presented in the experimental section
leaves several hyperparameters underexplored, notably the dimension of the latent
space. Investigating different configurations for this design choice could lead to
improved accuracy and efficiency.

Auxiliary Architecture. The auxiliary architecture currently adopted in SMiLE
admits several variants, such as a factorized representation of the overapproxi-
mation, expressed as a combination of angle and magnitude. Implementing this
variant could prevent the box degeneracy phenomenon.

Functional Properties. Our framework does not yet support functional prop-
erties that relate inputs and outputs, such as differential equations. Generalizing
SMiLE to these properties would expand its compatibility to a variety of knowledge
sources, such as physics.

Variable Input Size. The current implementation of SMiLE assumes fixed-size
inputs. Generalizing SMiLE to inputs of variable size, such as text sequences
of different lengths or graphs with different numbers of nodes, would extend its
compatibility to various state-of-the-art architectures, such as Transformers and
Graph Neural Networks.

Reinforcement Learning. Our framework currently supports only supervised
learning tasks. Generalizing SMiLE to reinforcement learning settings would ex-
tend its compatibility to sequential decision-making.

Non-Neural Models. The core idea of SMiLE, i.e., bypassing the complexity
of the target model via a simpler auxiliary mechanism, has been explored only for
neural networks. Adapting it to other model families, such as tree- or kernel-based
methods, could broaden the applicability and impact of our framework.

In conclusion, we believe that our work highlights the potential of integrating
data-driven and knowledge-based paradigms to improve the compliance, safety,
and trustworthiness of Artificial Intelligence, an essential step toward fostering its
beneficial and responsible impact on our societies.
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