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Introduction

The rapid growth in the number of wireless devices, driven particularly by the rise of the
Internet Of Things (IOT), has significantly increased the complexity and vulnerability
of communication networks. As smart cities, industry 4.0 and home automation sys-
tems become more prevalent, the need for robust security mechanisms get paramount
importance. Despite the rising number of cyberattacks, security remains a secondary
concern for many users and organizations.

In wireless communication, the inherent shared nature of the wireless medium creates
unique challenges for security, including eavesdropping, jamming, and unauthorized
access. Traditional cryptographic methods, though highly effective, are often unsuit-
able for many wireless devices due to their limited computational power and energy
constraints. This has spurred the need for alternative solutions that can complement
standard cryptography algorithms. In particular, some characteristics of the physical
layer can be leveraged to enhance security without overburdening devices.

Physical Layer Security offers a promising approach by taking advantage of some inher-
ent properties of the wireless channel, such as fading, noise, and interference, to secure
communications. This thesis focuses on two major aspects of physical layer security:
the analysis of wireless channels for secure key generation and the use of Frequency
Diverse Arrays for geofencing applications. By studying these techniques, this work
aims at providing helpful insights into the design of secure wireless systems that can
meet the increasing demands of modern and safe communication networks.

The first chapter introduces the basic concept of information security, with focus on the
cryptographical solutions. Then, a theoretical background of Physical Layer Security
is provided, in order to understand the foundations it relies on, including its mathem-
atical background, to prove that Physical Layer Security relies on strong mathematical
foundations. In the second chapter, an analysis of the wireless channel spatial correl-
ation is provided, employing both measurements and theoretical models. This study
wants to highlight that spatial correlation follows the well known Jake’s model only
in a limited number of situations. The analysis is followed by a simulative work on
the secure key generation in real like situations, aiming at giving a complete study on
the impact of real propagation conditions on key generation from wireless channel. In
the last chapter, the focus is put on securing the wireless channel using the geofencing
concept. In particular, the Frequency Diverse Array concept is proposed and analysed



for secure communications. First, a general discussion on the capability of Frequency
Diverse Arrays is provided, then an analysis on their actual advantages is presented.



Physical Layer Security

This chapter outlines the main issues about the security of data communication, with
a focus on wireless communication. In particular, the fundamentals of communications
security are introduced first, then the concept of Physical Layer Security (PLS) is
described.

During the past decades, the number of connected wireless devices experienced a huge
increase. In particular, with the introduction of Internet Of Things (IOT) paradigm,
people started using more and more connected devices: smart home applications, smart
cities or medical devices [1] are being installed thanks to the progress in wireless com-
munications. As the number of connected devices increases, the number of cyberattacks
upsurges as well. In [2] it is reported that 56% of internet consumers have experienced
a cyber crime, and 46% of them lost money from the attack: in spite of this increasing
number, security is still not seen as a big issue by people and companies.

Wireless communications require a specific effort for security: the wireless channel is
inherently broadcast and might suffer many types of attacks [3], thus it requires ad
hoc solutions to secure communications. In fact, wireless devices are usually battery
powered (e.g. laptops, smartphones, sensors, etc.) and depending on their applications,
they might have limited computational power and constrained battery consumption.
Hence, they might not be able to run complex security algorithms that are suitable for
plugged in devices. For these reasons, there is a need to come up with new solutions
for wireless communications, that take into account the specific characteristics of the
wireless channel.

1.1 Introduction to Information Security

In general, a secure transmission should meet four security traits:
o Authenticity: concerns transmitters and receivers proof of identity.

o Availability: refers to the capability of authorized users to access and utilize
information when needed. Or, to make sure that the wireless communication
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resources are always available to the assigned user, i.e. not jammed.

« Confidentiality: refers to the restriction of data access to the designated users
exclusively to ensure that no one else has access to the information.

o Integrity: ensures that any information shared is received truthfully and without
modification or fabrication.

Indeed, wireless networks are especially vulnerable due to the shared nature of the
wireless medium, necessitating additional efforts and specific solutions for their safety.
Moreover, a malicious user might be able to carry out two different types of attacks:

« Passive attack: an attempt to intercept the conversation with the intention of
stealing the data being transferred across the channel. In this case, the attacker
does not interact with the communications.

o Active attacks: the attackers actively interact with the communication aiming
at disrupting the communication (e.g. Denial of Service, Jamming), assuming
the identity of other legitimate users, modify the content of exchanged messages
(hence disrupting the Integrity of Communication).

1.1.1 Cryptography

Security threats are mostly tackled using cryptography, the branch of computer sci-
ence which studies the techniques for a secure communication between two users [4, 5].
In particular, there are two main techniques employed for cryptography: symmetric
encryption and asymmetric encryption. Cryptography makes use of known standard
algorithms and protocols, based on a secret key (symmetric) or a pair of keys (asym-
metric): once the message is encrypted, only the users in possession of the right key
will be able to decrypt the message and retrieve the original message. Cryptographic
techniques often exploit complex mathematical computation and are referred to be
computationally secure: a user with enough computational capacity, even if they do
not have the right key, might be able to revert the algorithm employed, or guess the
key by means of a lot of trials (brute force attack). Of course, this situation is not
really possible since algorithms are designed such that modern computers will take an
infeasible time to break the security (something like hundreds of years). In fact, in
order to invert the algorithms the attacker has to solve complex mathematical prob-
lems like discrete logarithm [6, 7] and prime number factorization [8, 9], which present
computers are not able to solve in a feasible time. However, this condition may not
be true any more in the future with the introduction of quantum computers, which
are expected to have a huge computational capacity. Research in the field of crypto-
graphy is pushing toward quantum resistant algorithm, information-theoretic security
and quantum secure communications [10-12].

Every cryptographic solution requires the presence of a random, secret key. There are
three main properties to be addressed:

e The key must be random, generated through a True Random Generator, to be
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Figure 1.1: Scheme of One Time Pad mechanism.

difficult to guess.

e The key should be changed frequently since even small information about the
secret key can disrupt the confidentiality of the communication.

e The key should be long enough in order to match the target security level.

The randomness requirement is the most challenging one, especially when the key has to
be shared between the users after the generation. In fact, even though a secret random
key might be generated, it would be insecure to share it through a public channel, since
it might get intercepted. To solve this problem, the Diffie-Hellman (DH) algorithm has
been proposed [7], which allows two users to agree on a private random key over an
insecure channel, without sharing any information. However, this method generates
computationally secure keys, since its security relies on the difficulties of computing
discrete logarithm problem [6].

In 1919 G.S. Vernam introduced the concept of One Time Pad (OTP) [13], a security
mechanism that allows to reach perfect secrecy. A simple scheme of OTP is shown in
Figure 1.1: first, Alice generates a message, represented as a sequence of bits, and she
encrypts it through a bit-wise xor between the key and the message itself. When Bob
receives the text he will perform the same operation using the same key as Alice, and
recover the original plain text. For OTP to be unbreakable the key must follow these
rules:

o The key must be at least as long as the message to be encrypted.
e The key must be random.

e A key must be used only once.

e The key must be kept secret.

However, OTP is not suitable for practical applications, since it requires a very long
key that has to be exchanged in advance between the users.

OTP falls in the family of symmetric cryptography solutions, where two users can
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securely communicate thanks to the knowledge of a shared secret key, which is the
same between the two users. It is worth noticing that symmetric cryptography allows
to achieve the confidentiality requirements by means of simple and efficient algorithms,
which do not utilize too much power. The current standard for symmetric encryption
is Advanced Encryption Standard (AES), an implementation of the Rijndael algorithm
[14, 15]. The algorithm employs a series of permutation and substitution, which takes
as input data blocks with dimension between 128 and 256 bits, allowing only multiple
of 32 bits. Each operation is influenced by the encryption key, which can be of 128,
192, or 256 bits. AES implements the same algorithm but allows only data blocks of
128 or 256 bits.

Instead, asymmetric cryptography utilizes a pair of keys for each user, one public
and the other private. In particular, the public key is shared among all the users
and is globally available, and the receiver’s user public key is used to encrypt the
message: the private key, known only to the receiver, is then used to decrypt the
message. This solution allows the users to achieve all the security traits, but complex
and energy-consuming algorithms have to be employed. Omne of the most popular
algorithm for asymmetric encryption is the Rivest-Shamir-Adleman (RSA) algorithm
[8], which relies on the difficulty of factoring a big number into two prime numbers.
RSA allows generating the pair of public and private key, and to encrypt the message
through exponentials and modulus operations employing the key. However, the security
of RSA has been questioned, since it has been proven not to be secure against quantum
attacks [16]. Instead, the standard for symmetric encryption AES is resistant against
quantum attacks in case the employed key is 256 bits [17].

1.1.2 Wireless Communications Security Challenges

With the proliferation of wirelessly connected devices, there is a need of security solu-
tions that take into account the specific characteristics of the wireless channel: for
example, the wireless channel is exposed to eavesdropping attacks [3], Fake Base Sta-
tion attacks [18, 19], fake user intrusion [20]. Moreover, recently the O-RAN paradigm
is becoming popular [21], which introduces even more threats [22]: O-RAN aims at
disaggregating and opening up the Radio Access Network, enabling greater flexibility,
interoperability, and innovation in network deployments, through cloud implementa-
tion and virtualization of the RAN hardware and software, intelligent management
and open interfaces between the different parts of the RAN including front haul to the
physical radio unit.

With the recent advance of IOT technology [23-25], it has been possible to integrate
technologies into people’s life and work: smart environment, smart industry, and smart
healthcare are just a few examples. In particular, as people and objects are more
connected, the amount of private and confidential data is increasing too, leading to
possible outbreaks of data leaked online.

Although classical cryptography is a powerful solution that still protects modern inter-
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net communications, there are new challenges facing the security of wireless communic-
ations. Moreover, security techniques have to keep up with the increasing strength of
malicious attacks, hence they are becoming more complex and requiring more compu-
tational power, which might not be feasible for simple, battery powered 10T devices.

Eventually, there is the need to come up with specific solutions for wireless commu-
nications security, which take into account the characteristics of the channel and the
connected devices.

1.2 Physical Layer Security Solutions

PLS refers to a family of techniques that enables security mechanisms at the physical
level. In particular, they exploit the unpredictable features of the wireless channel
(e.g. time/frequency/space fading) to protect communications. PLS is inspired by
Shannon’s pivotal work about the communication theory of secrecy systems [26]. In
particular, Shannon introduced the concept of information-theoretic security, or perfect
secrecy, in which the confidentiality of a message cannot be broken since the attacker
is not endowed with enough information about it. This can be formulated as follows:
suppose to have a message M to be transmitted and an encryption mechanism. Then,
it is possible to encode the message into a codeword C' such that the knowledge of C
does not bring any information about the initial message. This can be formulated as:

H(M|C) = H(M), (L1)
where H(+) indicates the entropy.

PLS aims at achieving perfect secrecy by exploiting the random characteristics of the
wireless channel. There are two main solutions for PLS:

o Key-less: the transmitted messages are encoded with specific codes that ensure
both confidential and reliable communications.

o Key-based: users are able to agree on a common secret encryption key that will
be used along with one of the common encryption algorithms (e.g. AES).

1.2.1 Key-Less Solutions

Key-less security is capable of achieving perfect secrecy without encrypting the mes-
sage, whose pioneer was A.D. Wyner who published his work about the wire-tap channel
[28] and introduced a new condition for perfect secrecy.

Consider the model depicted in Figure 1.2. Alice wants to reliably send data toward
Bob while keeping confidentiality of the data. At the same tame, an eavesdropper Eve
wants to intercept the message sent by Alice. Alice encodes her message M into a
codeword X" which is then sent to Bob through a noisy wireless channel. Bob receives
the codeword Y™, a noisy observation of X". Since the wireless channel is inherently
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Figure 1.2: General case of the Wyner’s wire-tap channel, with two users and one
eavesdropper. Picture from [27].

broadcast, the message arrives to Eve who observes Z™, a noisy observation of Y.
Wymner introduced the concept of equivocation rate (%) H(M|Z™) which must be

arbitrarily closed to the entropy of the message (%) H(M) [27]. Similar to (1.1), the
condition for perfect secrecy can be formalized in this way:

1 1
—|H(M|Z") — |(— ) H(M). 1.2
() HOazY) — (5)EO) (12)
The model in (1.2) suggests the existence of a set of codes that asymptotically achieve
perfect secrecy, and including Shannon’s theory about communications, they can also
achieve arbitrarily small error probability: such codes are known as wiretap codes.

Starting from the model in (1.2), in [29] the concept of secrecy capacity C; has been
introduced. With respect to Figure 1.2, suppose that the Alice-Bob channel has a
capacity Cyp and the Alice-Eve channel has a capacity Cag, the secrecy capacity C,
is defined as:

Cy = Cap — Cag. (1.3)

C; indicates the amount of information that can be securely exchanged on the channel
without any possibility for the eavesdropper to decode the message.

Artificial Noise-Aided Security

An example of key-less security implementation can be Artificial noise-aided security:
it is a technique that uses both beamforming and interfering signals to increase the
secrecy capacity. Considering the previous model, suppose that Alice is equipped with
a directive antenna and implements a beamforming algorithm, as shown in Figure 1.3:
the main lobe will be directed toward the direction of Bob, while Eve receives the
communication from the side lobes. In this way, most of the power will be directed
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Alice

Signal
» Bob
Cap

Figure 1.3: Artificial noise aided scheme.

toward Bob and Eve will experience a low Signal to Noise Ratio (SNR). Moreover, it is
possible for Alice to send through the side lobes an interfering signal, or directly noise,
in order to further reduce the SNR at Eve’s side. In the end, the Alice-Eve capacity
(Cap) will be irrelevant compared to the Alice-Bob capacity (Cap), which leads to a
high secrecy capacity. In [30] a solution for jointly optimizing power allocation and
noise in the beams is presented. Eventually, this method follows the model for perfect
secrecy, since it will be impossible for Eve to decode the signal.

However, in the case of a dynamic channel it would be difficult to follow the vari-
ation of the capacity and adapt the communication rate to respect the bound of Cj.
Furthermore, determining the eavesdropper’s channel capacity is not straightforward.

1.2.2 Key-Based Solutions

Physical Layer based-Key generation (PLKG) aims at providing a protocol to autonom-
ously generate a symmetric encryption key between two users, and it exploits the ran-
domness inside the wireless channel to extract random bits. Small-scale fading is a
good candidate as a source of randomness since it varies on a small spatial scale and
changes fast in time, space and frequency, due to the mobility of the terminals or of
the objects inside the environment. In order to extract the randomness, the two users
initiate a public discussion over the channel and by means of pilot signals they observe
the random fluctuations of the fading.

The multipath channel (Figure 1.4) can be modelled as a superposition of several
components and the Channel Impulse Response (CIR), h?(r,t), from transmitter a
(Alice) to receiver b (Bob) can be written as:
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Wireless Environment

Figure 1.4: Multipath effect inside the channel. The multipath configuration changes

in the different points and varies in time in case the objects in the channel move.
Picture from ©2020 IEEE [3].

Lab(t)
h(r,t) = Y aff(H)e 06 (1 — (1)), (1.4)

1=1
where af®(t) is the amplitude attenuation of the I-th path, ¢%(¢) the phase shift, L°(¢)
the total number of paths, d(-) is the Dirac function, ¢ represents the time while 72°(¢)
the propagation delay. Then, if a signal s(¢) is transmitted via the multipath channel,
the received signal y(t) is given by the convolution:

v = [ st -7y dr (o). (1.5)
0
where nb(t) is the noise at the receiver and 7,4, is the maximum delay of the echoes.

The same can be written in frequency considering the Channel Transfer Function (CTF)
H(f,t), which is the Fourier transform of the CIR, H®(f,t) = % [hab(T, t)}:

Y(f.t) = HO(f,t)S(f.t) + w’(f,1), (1.6)
with S(f,t) and Y (f,t) the spectrum of the transmitted and received signals.

The spatial distribution of reflectors and scatterers in the channel determines its ran-
domness by changing the multipath configuration. PLKG wants to observe the features
of the channel and use them as a source of randomness.

Key generation leverages the following (expected) properties of the wireless channel:

o Channel reciprocity: the channel gains and phase shifts don’t change if Alice
and Bob exchange their role (from transmitter to receiver, or vice versa), provided
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that this happens within the channel coherence time. In this way, every pair of
legitimate users can extract the same information from the channel. Channel
reciprocity holds in case the system employs a Time Division Duplexing solution,
as long as the legitimate users sample the propagation channel within the same
fading coherence time. Instead, with Frequency Division Duplexing the channel
might not be reciprocal any more, and key generation becomes thorny: some
hints can be found in [3].

o Spatial decorrelation: in general, the spatial auto-correlation of fading de-
creases with distance and becomes negligible after a proper coherence distance.
According to Jake’s model, in a rich multipath scenario the fading samples are
decorrelated after a distance of about 0.4\.

« Fading randomness: due to multipath and mobility, channel properties (e.g.
Received Signal Strength (RSS), CTF) undergo random-like fluctuations in the
spatial / frequency / temporal domain, to an extent that is usually related to the
degree of "multipath richness". The greater the multipath effects, the more the
channel appears as random.

1.2.3 Information Theory of Key Generation

PLKG is proven to be information-theoretically secure in [31] and [32]. Consider the
model illustrated in Figure 1.5 (which will be the reference model in the following): in
order to extract the random key, Alice and Bob have to exchange some information s
over the public channel, which can be overheard by Eve. Alice, Bob and Eve acquire the
channel observations X4 = [z4(1),24(2), -+ ,24(n)], X& = [#B(1),25(2),--- , 2B (n)],
XE = [2F(1),2F(2),--- ,2F(n)]. For any ¢ and sufficiently large n there exists a key
generation protocol K = ga(X4) and K2 = gp(XP, s) which satisfies ([3]):

P(K2 + KP) < ¢, (1.7)
TIL]I(K;‘;S,XE) <e, (1.8)
iH(Kgﬁ) > R—¢, (1.9)
;log2|IC| < iH(K;;)H, (1.10)

where H(-) is the entropy, I(-) denotes the mutual information, and K is the key’s
alphabet. R is the achievable key rate: the maximum rate at which Alice and Bob
can agree on a secret key while keeping the rate at which Eve obtains information
arbitrarily small [32]. In practice:

o (1.7) represents the channel reciprocity: Alice and Bob can get the same key with
a high probability.

o (1.8) represents the spatial decorrelation: Eve cannot infer the key based on her
observation of the public discussion.
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Figure 1.5: PLKG model. Alice and Bob want to generate a common key from the
wireless channel, Eve wants to observe the same channel and try to extract the same
key. However, thanks to the spatial decorrelation properties, Eve will unlikely extract
the same key, since the observations are different from the ones of Alice and Bob.
Picture from ©2020 IEEE [3].

o (1.9) refers to the capability of generating the key while preventing Eve to steal
useful information: for sufficiently large n it is possible to achieve the maximum
key rate.

e (1.10) represents the temporal variability, which ensures having a uniformly dis-
tributed key.

1.2.4 Physical Layer-Key Generation Protocol

In general a PLKG protocol relies on 4 main stages, as shown in Figure 1.6:

e Channel probing: in this phase Alice and Bob exchange some information to
measure the channel and observe the random features.

e Quantization: both users quantize the features observed to extract a random
sequence of bits.

o Information reconciliation: Alice sends to Bob a public message in order for
Bob to correct possible mismatch in the string of bits.

o Privacy amplification: both users perform some operation on the bit sequence
to improve the randomness and produce a usable key.

In the end, Alice and Bob are able to generate the same key and use it for encryption.
In the following, a detailed explanation of the main phases is provided.
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Figure 1.6: Scheme of the key generation protocol. Picture from ©2019 IEEE [33].

Channel Probing

Alice and Bob alternately measure the common channel through the exchange of
dummy packets. The goal of this part is to observe the features of the channel in
order to harvest entropy from it: features can be observed in time and/or frequency
domain. This step highly determines the key generation time. In fact, a system using
the fading fluctuation in time will have to probe the channel many times and with
a certain delay greater than the coherence time of the fading. Features commonly
employed are:

« Radio Signal Strength Indicator (RSSI): this quantity is already available in many
IOT system like LoRA or IEEE 802.15.4. The RSSI is a measure of the received
power of the packet, and it is computed for each packet. This feature changes in
time thanks to the fading fluctuation due to mobility in the channel. A system
using the RSSI as feature will take some time to generate the key and the users
will have to exchange a lot of packets to have enough bits for the key.

o Channel State Information (CSI): this is a fine-grained quantity which can gener-
ate more information than RSSI. CSI can be either the CIR h%(7,t) or the CTF
H(f,t). Moreover, it is a complex quantity and contains both the amplitude and
the phase of the channel. In addition, while the RSSI is a narrowband quantity,
CSI can take into account the dispersive properties of the channel, which means
that can take advantage from the time/frequency selectivity of the channel. For
example, Orthogonal Frequency Division Modulation (OFDM) systems already
estimate the CSI in order to equalize the transmission, although usually, this
information was not readily available and thus usable. With reference to the
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Figure 1.7: CTF of OFDM signals. CTF varies in frequency and time, which allows
taking advantage of both characteristics. Picture from ©2020 IEEE [3].

equation (1.6), simple estimation can be formulated as:

H®(f,t) =

Y ab ~b
s = HUG0 @) (1.11)

In case the original signal S(f,¢) is a known pilot signal. For the sake of this
project, the CTF will be mainly referred to. In case the CTF is used, it is
possible to exploit both time and frequency variability. As shown in Figure 1.7,
I[EEE 802.11 OFDM signals can take advantage of both frequency and time in
order to generate more bits for the key.

Although most common methods for PLKG are usually based on RSSI, on the CTF
(see [34] in particular Table 2) or the CIR (see [35]), any other propagation marker can
be used to harvest entropy from the channel, provided that it is symmetric between
the two users, and it is random: for example, there has been a proposal that takes
advantage from the Doppler Effect as a source of randomness [36]. Moreover, channel
Probing leverages channel reciprocity: the channel is almost reciprocal in case the
communication system employs Time Division Duplexing (TDD). In case Frequency
Division Duplexing (FDD) is adopted, the channel might not be the same over the
two frequencies. Therefore, specific effort must be put into action in case of FDD. A
comprehensive description of the problem of FDD can be found in section V of [3],
since it is out of the scope of this work.
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Figure 1.8: Mean and Standard Deviation-Based Quantization. Picture from
©2020 IEEE [3].

Quantization

The features extracted from the channel are analogue quantities: in order to create
a string of bits, the analogue values must be quantized into digital values, similarly
to what is done with an analogue to digital converter. With reference to Figure 1.6,
after the channel probing phase Alice and Bob come up with the channel observation
X4 and XPB, the quantization phase produces the sequence K4 and KZ. Two simple
quantization algorithms can be employed: Absolute Value Based-Quantization and
Differential-Based Quantization [37, 38].

Absolute Value Based-Quantization uses some threshold computed based on the
statistics of the observation. A simple mechanism can be the Mean and Standard
Deviation-Based Quantization: the users compute the mean value p and the standard
deviations o of the channel samples. Then, they compute two thresholds:

Ny =W+ axo, (1.12)
N =p—axoao, (1.13)

where « is a parameter to be tuned: what falls between 7, and 7_ is discarded, what
is above 7, is quantized in a 1 and what is below n_ is a 0. In case a = 0, the two
thresholds coincide, which is the situation depicted in Figure 1.8.

A more advanced quantization scheme is the Cumulative Distribution Function Based
Quantization [39]: it envisages also the possibility of using multiple threshold to have
multi-bit quantization [40], the thresholds are computed based on the Cumulative
Distribution Function of the observations. In order to map the bit to the quantization
levels, Grey Code is used to reduce the mismatch between the quantization of Bob and

Alice.



16 1. Physical Layer Security

-30 . r ' , __Mismatch '

0 1 0 0 0 0 1 1 i
adl 0 1 0 0 1 0 1 1
50%- ~© - @ Drfferent;a! based quant.fzaﬂon _© o

Received power (dBm)
3 8
A
f

80 1 1 i
1 1 1 1 1 1 1 1
<« 7
-100 - - A
—%— Alice — © —Bob Alice Mean — — — Bob Mean
_1 10 l 1 l L 1 L l 1
1 2 3 4 5 6 7 8 9 10

Packet Index

Figure 1.9: Differential-Based Quantization compared to Mean and Standard
Deviation-Based Quantization. Here, the discrimination between 0 and 1 stands in
the difference between two consecutive values. Picture from ©2020 IEEE [3].

In Differential-Based Quantization no threshold is employed. Instead, the choice
between 0 and 1 stands in the difference between two consecutive channel samples.
Let’s consider the case in which Key Generation utilizes the RSSI: Alice and Bob
exchange many packets in time and measure the RSSI from each one. Then, they look
at two consecutive power values: if the current sample is greater than the previous one,
a 1 is produced, instead a 0 is produced. Furthermore, usually an additional margin
is considered in order to protect from possible fluctuations of the noise. In terms of
algorithm it can be written as in Algorithm 1.

Algorithm 1 Differential-Based Quantization Algorithm
if x(i) > 2(i — 1) + € then
K(i)=1
else
if x(i) <2(i —1) — € then
K(i)=0
end if
else
x(i) is discarded
end if

This method is suitable for channels with low variability: in fact, even a small variation
of the channel results in a different bit, which may not be true in the Absolute Value
Based-Quantization. At the end of the quantization, Alice and Bob produces the keys
K 214 and K f .
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Figure 1.10: Scheme of Information Reconciliation. Picture from ©2020 IEEE [3].

Information Reconciliation

Despite channel reciprocity, the extracted features may be slightly different, which
results in possible mismatch between the two generated keys: errors are caused by
thermal noise, not perfect channel reciprocity, possible interferences and hardware im-
perfections. The Information Reconciliation phase allows the users generating the key
to correct the errors in the key via a public discussion. A comprehensive summary of
the possible schemes can be found in [41].

Reconciliation is a specific case of Forward Error Correction (FEC), and it can be im-
plemented by using Bose-Chaudhuri-Hocquenghem (BCH) codes, Reed-Solomon, turbo
codes, polar codes, LDPC codes. The choice of the code impacts the reconciliation ef-
fectiveness: in fact, it is equal to the error correction capability of the code. As an
example, a BCH(n, k, t) has an n-bit codeword, a k-bit message and can correct up
to t errors: a BCH(15, 3, 3) can correct 20 percent mismatch. In case the errors in
the key are larger than the reconciliation capability of the code, the keys cannot be
corrected. Moreover, it is worth mentioning that the Reconciliation methods, but also
Privacy Amplification, are borrowed from the Quantum Key Distribution [42]. First,
Alice and Bob must agree on a code to be used and a codebook C'. Then, as shown in
Figure 1.10, the reconciliation works as follows:

1. Alice selects a random codeword ¢ and sets K2 = K, ;‘.
2. Alice computes s = XOR(K', ¢) and sends it to Bob.
3. Bob receives s and computes ¢” = XOR(K?, s)

4. Then Bob decodes the codeword c? into a codeword ¢/, which is the original
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codeword ¢ chosen by Alice

5. In the end, Bob can generate the reconciliated key K2 = X0R(K?, /)

Privacy Amplification

During the key generation process there is an exchange of public information: dur-
ing the channel probing the pilot signals, but also the codeword exchanged during
the Information Reconciliation phase. For this reason, the privacy amplification is a
mandatory phase to protect against possible information leakage. In fact, from the
public discussion Eve may be able to infer the key, or at least identify some bits of the
key. Even gaining the knowledge of few bits represents a negative occurrence, since it
reduces the search space in case Eve performs a brute force attack.

Privacy amplification employs the so-called universal hash families, such as the leftover
hash lemma [43], the cryptographic hash function [44] and the Merkle-Damgard hash
[45]. Therefore, it distils a shorter key from the one generated after the Information
Reconciliation, in order to reduce Eve’s attack capability and to spread the entropy
along the key. Hence, Alice and Bob might want to generate a longer key from the
previous phase, which is then shorted but still a usable and secure key (e.g. with 256
bits).

1.2.5 Evaluation Metrics of Key Generation

First, it is possible to compute the cross-correlation (also called the Pearson coefficient)
to evaluate the similarity between the measurements of two users a and b (e.g. Alice-
Bob or Bob-Eve):

o _ ELX"X") — E(X"JE(x")

oagb

(1.14)

Of course, a high correlation between Alice and Bob’s samples is desired, while a small
one should be found between Bob and Eve’s samples.

Then, Autocorrelation Function (ACF) is used to quantify the correlation among the
channel samples. If the channel is represented by the random process X (), then the
ACF is written as:

E{(X () = ) (X(t +0t) — p)}

2
Oy

r(t,ot) = , (1.15)

where p is the mean value of X ().

Another important metric is the Key Disagreement Rate (KDR): it quantifies the
mismatch between the keys generated by two users after the quantization phase K§
and K [46]. It is expressed as:
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S K (i) — Ki(i)|

Nk

KDR® =

(1.16)

This quantity should be less than the correction capacity of the code used in the
information reconciliation phase.

Secrecy Key Rate (SKR) is the upper bound of the number of bits per channel obser-
vation that Alice and Bob can extract from the channel, without the possibility for Eve
to obtain any useful information. Of course, this is the theoretical limit, and it should
be interpreted in the same way as the channel capacity defined by Shannon. Maurer
provided an upper and lower bound for the SKR [32]:

R(XA X8 || XF) > max[I(X4; XP) - (X4 XP), (X4 XP) —1(XP; XF)], (1.17)
R(XA, XP || XF) < min[I(X4; XP), (X4, XB | XB)]. (1.18)

Instead, Key Generation Rate (KGR) is the actual number of bits that can be generated
in a unit of time using a specific key generation method: it is usually measured in bit/s.
A well-designed protocol can achieve a KGR close to the SKR.

Eventually, since the generated key is employed in a symmetric encryption scheme,
it is important to verify its randommness, in order to prevent cryptanalytic attacks
(attacks that aim at analysing encrypted data to find possible pattern due to not
perfect random nature of the employed keys). National Institute of Standards and
Technologies (NIST) [47], an agency of the United States Department of Commerce,
provides a suite of fifteen tests used to evaluate the randomness of a random number
generator. The suite of tests provided by the NIST is considered the standard set
of tests to analyse the randomness of a sequence. Each test returns a P-value which
is compared to a statistical significance level a: in case the P-value > « the test is
passed. Moreover, some tests require long sequences of bits to evaluate the randomness.
A summary of the test is shown in Figure 1.11.
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1.3 Physical Layer Security Challenges

In the end, PLS seems a promising solution for enhancing secure communication sys-
tems, leveraging the properties of the physical medium itself, rather than relying solely
on cryptographic methods at higher layers. However, as reported in [48], there are still
some challenges to be addressed.

A first set of challenges regards the adversary model, that is, the way the attacker acts
against the security protocol. In particular, the possibility of active attacks are usually
neglected, hence focusing only on the passive attacks. There is usually the assumption
that the adversary is not able to manipulate the channel, thus, relying only on a set of
channel observation, which might also be limited. Moreover, the presence of multiple
attackers is often overlooked.

Then, the wireless channel is usually considered through an over simplified model,
which might limit the actual effectiveness of the PLS mechanisms. In addition, it is
usually assumed that the channel decorrelates rapidly in time/frequency/space, which
have to be investigated more deeply. Eventually, the channel is assumed random enough
for an adversary to predict, for example through a deterministic channel model such
as a Ray Tracing algorithm. However, a previous work dealt with the problem of the
so-called Ray Tracing Attack [49], where results showed the difficulties and the low
effectiveness of this threat.

This work aims at addressing, or at least trying to provide some answers to, the chal-
lenges faced by PLS, in particular the channel related ones. In Chapter 2, a wireless
channel analysis is presented, with particular focus on the spatial correlation. First, the
real trend of spatial correlation is presented, to show that in real propagation scenarios
correlation does not follow the classical Jake’s model. Then, an analysis on the effect
of the correlation on SKR is presented, highlighting that PLKG might be affected by
spatial correlation. In Chapter 3, an introduction on Frequency Diverse Array (FDA)
is presented, an array technology to achieve field spatial focusing by employing small
frequency shifts between array elements. Moreover, FDA is discussed as possibility to
protect wireless communications, along with a study on the actual capability of FDA
for securing communications.
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Wireless Channel Analysis for
Physical Layer Security

Spatial correlation plays an important role for PLS, both for the key-less solutions
and key-based solutions. As explained in (1.3), the secrecy capacity depends on the
Alice-Bob channel and the Eve’s channel. In case the two channels are correlated, the
security of the communication might be severely placed at risk. Moreover, as explained
by (1.17) and (1.18), the key generation effectiveness might be impaired too, since the
channel observations will be similar between the users and the eavesdropper. Therefore,
it is important to have a general spatial correlation model that takes into account real
propagation conditions, thus providing insight into the actual correlation between the
two channels. Therefore, with a more general channel mode, the actual security level
in presence of an eavesdropper can be assessed.

Many studies have been carried out with the aim of analysing the security of the chan-
nel in terms of secrecy capacity or secrecy key rate, usually through simulative work.
However, few studies investigated the spatial correlation of the wireless channel with
the focus on PLS applications. As highlighted in [48], spatial correlation represents
one of the main threats involving a close adversary, even though usually overlooked.
In fact, spatial correlation is usually assumed to be compliant with the Jake’s model,
which assumes scattering coming with a uniform angular distribution; hence, the cor-
relation drops to zero around half wavelength. However, it is known that Jake’s model
is particularly ideal and is not necessarily representative of the real propagation condi-
tions. Therefore, it is necessary to investigate spatial correlation in real scenarios, e.g.
when in the channel includes a dominant component such as the Line Of Sight (LOS)
component.

This chapter introduces a new spatial correlation model, validated also through meas-
urements. The model aims at highlighting that spatial correlation might be significant
even after the half-wavelength distance usually considered. After the model descrip-
tion and validation, the impact of non-zero spatial correlation on PLKG is studied.
In particular, simulations are carried out using a Tapped Delay Line (TDL) model,
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considering also correlated channels, to compute the SKR.

2.1 Spatial Correlation Measurement

A first assessment consists of a measurement campaign aiming at analysing spatial
correlation. Measurements are carried out by means of a Vector Network Analyser
(VNA), in different scenarios, and with two different kinds of antennas. In both cases,
the transmitter and receiver are equipped with the same single antenna. To explore
the wireless channel spatial correlation over a distance of few wavelengths, a three-axes
positioner is employed, which is able to precisely move the receiver antenna with peace
up to 1 mm. In the end, the correlation is computed using the measured complex CTF.

Previous works already dealt with the computation of spatial correlation from measured
channels. In [50], the authors measure the channel characteristics of an outdoor Mul-
tiple Input-Multiple Output (MIMO) channel at 2.6 GHz with a 50 MHz bandwidth,
using a 128 elements linear array at the base station and different user location, both in
LOS and Non-Line Of Sight (NLOS) conditions. Authors measure the uplink channel
through a VNA and determine different channel characteristics, including spatial cor-
relation. In [51], the authors perform similar measurements but in an indoor scenario
with an Ultra-Wideband system. Authors of [52] measure the MIMO broadband chan-
nel at 5 GHz in a modern office environment, including both LOS and NLOS conditions.
Measurements are performed with a custom designed channel sounder. An interesting
scenario is considered in [53], where measurements are performed inside a cabin of an
aircraft. A channel sounder is employed at 3.52 GHz, with a bandwidth of 40 MHz, still
in a MIMO communication system. Measurements in [54] are performed in an indoor
office environment, with a channel sounder at 5.2 GHz. In addition, the measurements
are compared with the results of a MIMO stochastic channel model. Authors in [55]
perform measurements of spatial correlation in high-speed railway channels. They con-
sider different scenarios (viaduct, cutting, and station), a Single Input-Multiple Output
(MIMO) system using LTE channel parameters and a channel sounder. In [56], channel
correlation is studied in an indoor office environment. Authors focus their attention
on the impact of different polarization patterns on channel correlation. They employ a
4x4 MIMO system with a channel sounder, which limits the spatial correlation assess-
ment at a distance of 1.5 wavelength. Moreover, they only consider LLOS propagation
condition.

All the described works lack in analysing the correlation characteristics of different en-
vironments and propagation conditions. Instead, an overview of the spatial correlation
characteristics over different kind of environments and propagation conditions is here
provided, highlighting the different trends of spatial correlation.
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Figure 2.1: Agilent Technologies E5071C VNA.

(a) OmniLOG® PRO. (b) HyperLOG® 7060.

Figure 2.2: Antennas used for measurements.

2.1.1 Measurement Setup

Regarding the measurement instrument, a VNA, the Agilent E5071C shown in Figure
2.1, has been used. The VNA ranges from 9kHz to 8.5GHz, with a maximum of
1601 points. The VNA is used to measure the Sy; values, which can be interpreted
as the CTF of the wireless channel: in this way, it is possible to evaluate the spatial
correlation through the wideband channel. The VNA has always been calibrated to
filter out the effects of the cable connecting the two antennas. Moreover, the central
frequency has been set to 5 GHz, with a correspondent wavelength equals to 6 cm, and
with a span of 500 MHz.

Two types of antennas have been employed: a pair of wideband omnidirectional an-
tennas and a pair of log-periodic directive antennas. Omnidirectional antennas are
the Aronia OmniLOG PRO 1060 (shown in Figure 2.2a) [57], which are broadband
dipole antennas with a magnetic base, ranging from 150 MHz to 6 GHz. In the con-
sidered frequency range, the antennas have a gain around 0 dBi. These antennas are
equipped with a built-in 3.5m long SMA cable that cannot be removed. Therefore,
measurements with the omnidirectional antennas might suffer from the effects of the
above-mentioned cable. Directive antennas are the Aronia HyperLOG (shown Figure
2.2b) [58] broadband log-periodic antennas, ranging from 700 MHz to 6 GHz, with a
maximum gain of 5dBi and a half-power beam width of around 30° in both horizontal
and vertical plane.
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(a) Side view of the positioner. (b) Back view of the positioner.

Figure 2.3: Wooden positioner used for the measurements.

2.1.2 Three-Axis Positioner

In order to move the receiver antenna in space over distances of the order of the
wavelength, a self-made three-axis positioner has been used, which is shown in Figure
2.3. It consists of a wooden table with wheels to move it, three mechanical positioners to
move the antenna in the space, some electrical motors with their controller. The motors
can be controlled from a laptop through serial port communication: in particular, a
MATLAB! programme has been written to command the motors. The positioner can
move over an 80 cm X 80 cm square area, with an extension of 40 cm on the z-axis. In
addition, it is capable of moving the antenna with a step up to 1 mm.

2.1.3 Measurements Environment

Measurements have been carried out at the Cesena Campus of the University of Bo-
logna. Three different environment have been selected for the measurements: a lecture
room (in particular Room 29, in the following just "room"), a small corridor and the
inner garden as outdoor scenario. In all the environments, both the LOS and the NLOS
situations have been considered. To achieve the NLOS condition, a metallic whiteboard
has been placed in front of the transmitter antenna, at around 10 cm distance, while
the positioner and the antenna itself are kept in the same position. The whitebaord
has been placed close to the antenna in order to reduce possible diffraction effects and
to block the LOS path for all the receiving position, since it is pretty close to the TX

Ihttps://www.mathworks.com/products/matlab.html
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(a) Room with the dipoles in the LOS condi-  (b) Room with the dipole and the whiteboard.
tion

Figure 2.4: The room used for the measurement.

antenna. Figure 2.4, Figure 2.5 and Figure 2.6 show the three environments, where it
is possible to see the antennas, the positioner, and the whiteboard used for the NLOS
condition.

2.1.4 Measurement Procedure

The goal of the measurements is to calculate the spatial correlation of the channel
in the different environments. The positioner and the VNA are controlled remotely
from a laptop, which is also controlled remotely outside the environment in order to
reduce at minimum the influence of people on the measurements. Measurements are
performed along a line to get a curve of spatial correlation with respect to the distance.
In particular, the antenna attached to port 1 of the VNA (the Transmitter (TX)) is
fixed in the space, while the other antenna attached to port 2 (the Receiver (RX))
is moving on the positioner. First, the positioner is set on its initial position in the
bottom right corner (see Figure 2.7). Then, the TX antenna is positioned in front of
the RX antenna at 5m distance.

For each scenario, the RX antenna is moved along the negative X axis (with reference
to Figure 2.7), therefore perpendicular to the axis connecting the two antennas at the
beginning. Both LOS and NLOS measurements were performed. The positioner moves
the antenna with a step of 6 mm, which corresponds to A/10 at 5 GHz, with a total of
101 measurement points. In the first measurement point, the two antennas are facing
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(a) Corridor with the log periodic antennas  (b) Corridor with the dipole and the white-
in the LOS condition board.

Figure 2.5: The corridor used for the measurement.

(a) Garden with the log periodic antennas in ~ (b) Garden with the log periodic and the
the LOS condition whiteboard.

Figure 2.6: The garden used for the measurement.
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Figure 2.7: Measurement scheme

each other.

The VNA performs a scan from 4.75 GHz to 5.25 GHz with 501 points in order to
have a 1 MHz frequency resolution. The average factor of the VNA is set to 20, the
Intermediate Frequency to 30 kHz and the output power of the Radio Frequency (RF)
signal 10 dBm, in order to increase the SNR of the measurements.

2.1.5 Correlation Computation

Usually, the correlation between complex values can be computed as follows [51]:

o, ) = E{uwv*} — E{u}E{v*}
’ (E{[ul?} = [E{u})(E{|v[*} — [E{v}[*)’

(2.1)

where u, v are complex vectors, (.)* is the complex conjugate operator, and E{-} is the
mean value operator. This formula represents the complex correlation of two vectors,
which can be substituted by the measured CTF from the VNA to obtain their complex
correlation. In this case, CTF are 501 points complex valued arrays, hence u = H;(f)
and v = H,(f).

This solution allows computing the correlation between two specific points in the space.
Instead, a "spatial averaged" correlation has been computed in this work, to get a more
generic description of the environment, and to evaluate how the correlation varies with
respect to the distance between two points. In particular, the following procedure has
been employed:
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Figure 2.8: Picture of the computed correlation matrix

Collect the 101 points of measurements on the line.

Select a target distance (d) for which computing the correlation.

Compute the correlation between each pair of CTF which are d apart.
o Average over all the pair-wise correlation values

To better understand this procedure, consider the matrix in Figure 2.8. Each column
represents the correlation values for a selected target distance value. The first column
is at d = 0, therefore the correlation is computed always between the same vector,
resulting in 1. The second column is at d = A/10, the correlation is computed between
points 0-1, 1-2, 2-3, up to 99-100. The third, the correlation is computed between 0-2,
1-3, 2-4, up to 98-100. This procedure is repeated until d = 8\, since it is a value that
allows to generate a good amount of couples for averaging the results. At the end,
each column is averaged, and the final value represent a sort or spatial average of the
correlation when the terminals are spaced of distance d.

2.1.6 Measurement Results

Figure 2.9 shows the absolute squared correlation for each environment, LOS and
NLOS, with omnidirectional antennas. The room environment in LOS shows a correl-
ation similar to the one in NLOS, and both are quite close to the ideal Jake’s model.
In fact, the correlation decreases and reaches a zero value around half wavelength, even
though LOS curve keeps higher values with respect to the NLOS curve. Moving to the
corridor environment, small and narrow, multipath is expected to arrive with a smaller
angular spread. In fact, the correlation in both LOS and NLOS decreases faster than
the room, and it is kept low for higher distances. As expected, in the outdoor scenario
in LOS, spatial correlation decreases with distance while always keeping high values:
in this case, obstacles of the garden are far from the antennas, hence the multipath
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Figure 2.9: Comparison between measurements in each environment, both LOS and
NLOS, with the omnidirectional antennas.

contributions have reduced intensity with respect to an indoor scenario, making the
dominant component quite significant. At the same time, in NLOS case, the direct
component is significantly reduced, probably arriving at the receiver with a similar
amplitude as the scattered field, hence the correlation shows a trend similar to the
ideal Jake’s model.

A comparison between the corridor and the outdoor environment, in LOS, including
also the directive antennas, is shown in Figure 2.10. By looking only at the antennas,
it is clear that in LOS correlation does not follow the classical ideal trend: even with
omnidirectional antennas, the correlation reaches its zero after a wavelength distance in
the corridor, and does not even reach zero in the other cases. In fact, being the corridor
narrow, the scattered field tends to arrive at the receiver with a similar intensity both
for the direct path and for the multipath components. In the outdoor environment, on
the other hand, where the scattered are at higher distances, the direct path has a higher
contribution with respect to the multipath component and therefore the correlation
distance increases. The usage of directive antennas increases the correlation, as in this
case the dominance of the direct path is intensified, even though the directivity of the
antenna is not so high. The trend for the correlation outdoor is similar, evidently with
higher values with respect to the corridor.

When moving to the NLOS case, the results are of course different. As reported in
Figure 2.11, the corridor with the dipoles shows a similar trend with respect to the
ideal case: the whiteboard obstructing the LOS component partially reflects the fields,
thus the multipath is rich. Moreover, the obstacle produces diffracted fields, which
is less correlated than the reflected components: therefore, the correlation decreases
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Figure 2.10: Comparison between corridor and outdoor environment, in LOS, with
both antennas.

fast in space. A similar situation occurs with the directive antennas, but the values of
correlation are higher. In the outdoor environment, with the omnidirectional antenna,
correlation decreases pretty fast, but the oscillations of the curve reach higher peaks
with respect to the ideal case: in this situation, propagation occurs mostly trough
diffracted component from the obstacle, since reflected fields is lower due to the outdoor
condition. Instead, when directive antenna are equipped, correlation is kept with high
values. In fact, the obstacle does not entirely block the direct component, but it just
attenuates it. Moreover, since the whiteboard is placed close to the antenna, it is
likely that the radiation lobe illuminates the surface of the obstacle, hence still passing
through the whiteboard. Therefore, the propagation is still affected by a dominant
component, since the reflected field is low due to the environment. In fact, as can
be seen in Figure 2.12, when the two directive antennas are aligned the LOS and
NLOS wideband channels differ in the attenuation, while the multipath scheme remains
similar. With respect to the LOS case depicted in Figure 2.10, the correlation is of
course lower, but it still maintains high values.

In conclusion:

e In the room, spatial correlation resembles the Jake’s model both in LOS and
NLOS, since it is a large environment with many objects which function as scat-
terers.

e In the corridor, being a narrow environment, scattering has a confined angular
distribution. Therefore, wireless channel shows a smaller correlation than the
room when employing omnidirectional antennas, both in LOS and NLOS condi-



2.1 Spatial Correlation Measurement 33

1 T T T T T T T

Corridor, Omnidirectional
0.9 b = = =Corridor, Log periodic 1
QOutdoor, Omnidirectional

o
[ee]
—]
-

= = = Qutdoor, Log periodic 1

o
\‘

o
o

°
~

Envelope correlation |p|2
o o
w (6]

o
(N

0.1

0 1 2 3 4 5 6 7 8
Distance over wavelength d/\

Figure 2.11: Comparison between corridor environment and outdoor, in NLOS, with
both antennas.

.20 -
LoS
30 - NLoS
40 +
o
S,
> 50
()
c
[0
2 60 f
i
8
(% -70 +
3]
g -80
o
_90 L
_100 1 1 1 1 1 1
4700 4800 4900 5000 5100 5200 5300

Frequency [MHz]

Figure 2.12: Example of LOS and NLOS channel, outdoor environment with log-
periodic antenna



34 2. Wireless Channel Analysis for Physical Layer Security

tion. When directive antennas are equipped in LOS, of course spatial correlation
is maintained high for longer distances, while in NLOS correlation resemble the
ideal case.

e In outdoor, scatterers are far from the antennas, hence the dominant component
amplitude becomes significantly higher than the scattering. Except for the case
with omnidirectional antennas in NLOS, the correlation remains high for large
distances.

In the end, spatial correlation strongly depends on the propagation conditions. Since
the usual assumption of uncorrelated channel after half-wavelength, reliability of PLS
might be threatened, in particular PLKG, which strongly relies on the assumption of
uncorrelated channel to avoid eavesdropping attacks.

2.2 Spatial Correlation Theoretical Model

A more general analysis can be carried out by means of a theoretical model. In par-
ticular, a model allows understanding a general trend of the spatial correlation with
respect to different macro-parameter of the environment (e.g. Rice K-factor, scattering
distribution, angle spreading). Even though measurements were referred to specific en-
vironment, they allowed to catch some general trends of spatial correlation. In order to
provide a more general theoretical framework to the achievements extracted from the
experimental activity, a theoretical model for spatial correlation assessment is discussed
in this section. The model is not case specific, but is rather aims at catching the sens-
itivity of spatial correlation to the major channel parameters of the wireless channel.
Of course, models often try to give a general insight on the phenomena, providing a
satisfactory understanding of the impact of different propagation condition. However,
the model will describe an "average" environment, which simplify its usage and widen
the usage cases, but sacrifices the precision in particular cases which might differ a
lot from the "average ideal" case. In any case, providing a general spatial correlation
model might help in analysing the propagation without complex simulations or long
measurement procedures.

The simplest correlation model is the well known Jake’s model. The model assumes
Wide Sense Stationary Uniform Scattering (WSSUS), NLOS, rich scattering, and a
uniform power angular distribution: these assumptions are usually met in the ideal
case of Rayleigh fading distribution. The spatial correlation can be then expressed as:

ld) = of2n ), (2.2)

where Jy is the Bessel function of first kind and order 0, d is the distance and A is the
wavelength. The resulting correlation is shown in Figure 2.13: it is possible to see the
classic trend of the Bessel function, having a 0 around 0.4\.

However, Jake’s model is accurate under conditions not always and automatically sat-
isfied in every propagation scenario: hence, new correlation models are required, in
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Figure 2.13: Jake’s model for spatial correlation

particular targeting PLS applications. For example, in [59] a more general spatial
correlation model is presented, which can be tailored to different distributions of scat-
tering, even though the absence of a dominant component is supposed. Moreover, the
scatterers are assumed to be far enough to consider the reception of planar waves at the
terminal point. A similar development has been carried out in [60]. In [61], the impact
of angular spread on the small scale fading statistics is investigated, including also the
spatial correlation; moreover, a definition of the correlation distance (the distance after
which it is possible to consider the channel uncorrelated) is provided.

Nevertheless, proposed correlation models do not take into account the possible pres-
ence of a dominant component, or a dominant multipath cluster. Moreover, the new
communication technologies will rely on high frequencies, massive MIMO, and beam-
forming [62-65]: due to these new characteristics, new propagation models are needed,
taking into account the new communication mechanisms. In particular, a new com-
plete and realistic model of spatial correlation might be desirable, which can take into
account real and future propagation scenarios.

Let’s consider the wireless communication between two legitimate users Alice and Bob,
under the threat of an eavesdropper Eve placed at a distance d from Alice (or Bob),
as sketched in Figure 2.14. Propagation occurs in a multipath environment, where the
received multipath pattern is the result of two separate, major contributions:

e A scattering multipath component, spread over an angular range o, € [0, 27|
centred in the Direction of Arrival (DOA) ¢, according to a Power Angle Profile

(PAP) ps(0).
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Figure 2.14: Multipath spatial distribution at the receiver.

e A dominant multipath cluster, limited to a narrow range of DOA around the
angle ¢4 (i.e. 04 ~ 0 in Figure 2.14) according to a PAP p,(¢).

Both the power angle profiles are here intended normalized in a way that:

[ psatoras=1. 23

Let’s also assume the signals received from the scattered paths arrive with similar
intensities and phase uniformly distributed over [0, 27]. Then, the scattered multipath
alone corresponds to Rayleigh fading [66]. Conversely, when the dominant cluster is also
considered, then fast fading is instead expected to comply with the Rice distribution
[66]. The overall normalized PAP at both Alice (or Bob) and Eve can be then expressed
as:

K 1
K1 MOt
where K can be regarded as the Rice factor of the fading distribution, i.e. the ratio
between the power of the dominant signal component and the power of the scattered

p(9) ps(9), (2.4)

signal contributions. Spatial correlation between the complex signal envelopes s; and
sy received in points 1 and 2 of Figure 2.14 can be computed as [59]:

E sy - s3]

_ 2.5
E[|sil’] 22

p:
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Assuming a locally plane wave arriving at the receivers with DOA equal to ¢, the
difference between s; and s, simply consists of a phase shift, i.e. sy = e/#¥™n9 . 5,
being f§ = 2w /A. Since many received signals are received in a multipath environment,

each having its own DOA, the correlation coefficient can be then also written as [67,
68]:

2
p= [ eI (9) do. (2.6)
0
Based on (2.4), the complex correlation coefficient in Rice channels can be written as:

K 1
“Er1 Mt R
where pg and ps can be computed through (2.6) replacing p (¢) with pg (¢) and ps (¢),
respectively. According to (2.6), (2.7), the parameters mostly affecting spatial correl-
ation in Rice channels are: the normalized distance between the receivers (d/\), the

p s, (2.7)

Rice factor and the power angle distribution functions p, (¢) and ps (¢).

The simplest choice for the scattering PAP corresponds to a uniform distribution [61,
67], i.e.:
L7 1f¢€ ¢s_%7 s"'%
ps(9) =147 [ ? :) (2.8)
0, otherwise

The contribution of the diffuse multipath component to the spatial correlation coeffi-
cient can be then written as [67]:

ds+%
pl) = - [ g = Rip) + 3 o) (29
400 o
Rps] = Jo(Bd) +2> Joy, (Bd) - cos (2kes) - sinc (2/{;5) (2.10)
k=1
+oo o
Slpd =23 Jowr (5d) - sin (26 + 1) &) - sine ( (26 + 1) 7) (2.11)
k=0

Where R and & represent the real and the imaginary part, and .J; the Bessel function
of first type and order k.

The magnitude of pg is plotted in Figure 2.15 against d/\ and for different values of
0s. As also thoroughly discussed in [61, 67], smaller values of o, correspond to stronger
spatial correlation, to the extent that |ps|] = 1 independently of d/\ if o5 = 0. This
corresponds to an ideal case, where the scattered multipath comes down to a single
received plane wave arriving from the direction ¢s. Real propagation conditions are
in general quite different, that is why in real world contexts spatial correlation always
fades - sooner or later - for increasing distance.



38 2. Wireless Channel Analysis for Physical Layer Security

+a’S:00 —*—0’5220 0’5250

—6—05=] 5° —E—<TS=900 O'S=3600

ol

Figure 2.15: Spatial correlation in presence of a scattered multipath pattern without
any dominant contribution (K = 0). ¢s=45 is assumed in the figure.

With reference to the PAP associated with the dominant contribution, the simplest
choice would be py(¢) = d(¢ — ¢q). In fact, the existence of a dominant incoming
signal is expected to be related to particular, favourable propagation conditions (e.g.
the presence of line of sight) that supposedly occurs in a very specific direction. Un-
fortunately, it has been just discussed that the Dirac distribution is a rather ideal
representation, leading to results that make little physical sense (according to (2.7),
at large d/A, |p| would simply settle at K/(K + 1)). In order to provide the model
with some physical soundness, still limiting its complexity, the same distribution is
here assumed for both py(¢) and ps(¢), but of course with different parameters (in par-
ticular, o4 = 1° is considered in the following). With reference to the simple uniform
distribution case, (2.10) and (2.11) can be still relied on for the computation of p4, of
course replacing (¢g, o) with the proper (¢4, 04).

2.2.1 Simulation Results

Since spatial correlation is known to be in general related to the multipath distribution
in the DOA domain, evaluation of angle spread (o4) in Rice multipath channel, and
some results and discussion about spatial correlation under Rice propagation conditions
are included in the following.

Angle Spread in Rice Multipath channels

In agreement with [61], the channel angle spread is here defined as:

1 ||
- 2
| Fo|

O'¢—

(2.12)
2 .
With F, — /0 p () & do.
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Figure 2.16: Azimuth spread for different settings of the dominant and the scattered
multipath pattern. ¢, = 45° is assumed.

Since p(¢) here represents a normalized PAP, then |Fy| = 1. Moreover, the simple
assumption of uniform distribution for both py(¢) and ps(¢) easily leads to:

Jbd Jbs
F1=K2+K1-€Jd-sm <02d> +Ki—1 . 608 - 8in <J25> (2.13)
Based on (2.2.1), Figure 2.16 shows that o, is affected by K, the difference between
the central DOA of the dominant and scattered components (|¢4 — ¢s|), and o, in a
somehow interleaved fashion. As a general trend, azimuth spread decreases at larger
K values, that makes physical sense. Also, azimuth spread increases as |pq — ¢s| gets
larger, but the sensitivity to |pq — ¢;| increasingly fades for greater Rice factor. This is
also physically sounded, as the more the dominant path is actually dominant (i.e. the
greater the K value), the weaker the expected impact of any other multipath contri-
butions to every propagation marker. Finally, the way o4 changes with oy depends on
|pa — ¢s|. If the dominant and the scattered contributions arrive from close directions,
then a greater o, corresponds to a larger o4 (as it happens in Rayleigh channels [59-
61, 67]), whereas the trend is instead reversed when the dominant and the scattered
components come from opposite DOA. The turning point is likely to be K-dependent.

Spatial Correlation Properties of Rice Multipath Channels

The magnitude of the spatial correlation coefficient is plotted in Figure 2.17 against
normalized distance and for different values of Rice factor. Although spatial correlation
always looses its strength at increasing distance, it also gets stronger at larger values
of the Rice factor, to the extent that K values mildly greater than 0 (e.g. see the
case K=1 in the figure) makes anyway a clear change in the spatial correlation trend
compared to the Rayleigh case (K = 0). Since large K values correspond to a smaller
angle spread (Figure 2.16), the sort of inverse relationship between spatial correlation
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Figure 2.17: Spatial correlation coefficient vs. normalized distance for different K
values (o5 = 90°, ¢g = ps = 45°).

and angle spread already highlighted for Rayleigh fading [61] is here extended also to
the Rice case.

Of course, any spatial correlation model brings information about correlation distance.
With reference to a Rayleigh propagation channel, the analysis carried out in [61]
came up with the following simple formula for d. (averaged over all possible azimuthal
orientations):

A

d. = o0 N33 (2.14)
For instance, the correlation distance for Rayleigh fading (K = 0) and o, = 360°
turns out to be 0.28)\, in close agreement with the Jake’s model ([48, 69]). It is
worth pointing out that (2.14) is based on a Gaussian approximation of the spatial
correlation coefficient, which is accurate just for small d values [61]. Owing to the
general relationship between spatial correlation and angular dispersion, this also means
that (2.14) becomes unreliable for small azimuth spread.

The following extension of (2.14) to Rice fading conditions is here proposed:

L1 LK)
C_K+1 O.;cat‘\/ﬁ K_I_l O_gom_,_)/7

where ag"m and U;C“t respectively represent the azimuth spread in presence of the

(2.15)

dominant or the scattered contribution alone. Since the first term of (2.15) provides
the correlation distance in Rayleigh fading conditions (K=0), it is set equal to (2.14)
in agreement with [61]. Conversely, the last term represents the correlation distance
when K = oo, i.e. when scattering is negligible compared to the dominant component.
The 7 coefficient was not simply set to v/23 as o4 = 1° corresponds to a small agom,
which might be out of the range of reliability of (2.14). Rather, the value of  has been

computed according to the following procedure:
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Figure 2.18: Spatial correlation distance vs. Rice factor. Comparison between nu-
merical evaluation and simple analytical formula.

« the spatial correlation coefficient has been computed over the range [0+ 15 - )]
for a multitude of K, ¢4, ¢4 and o, values;

« for each considered case, the correlation distance d. has been estimated according
to its general definition (|p (d.)| = 1/e);

o the mean correlation distance (d. (K, o,)) has computed by averaging the d,. val-
ues over the set of considered DOA of both the dominant and the scattered
contribution;

o the least square method has been applied to compute the best-fit v that makes
(2.15) the best approximation for (d. (K, o;)).

The outcome of the procedure finally was v = 15. The corresponding (2.15) is com-
pared in Figure 2.18 with the numerical estimate of d.. In case oy is narrow (e.g. 15°
in Figure 2.18) and/or K is not close to 0, the correlation distance turns out to be
equal to some/several wavelengths, i.e. much longer than the value often assumed in
many studies on physical layer security. This means the idea that the presence of an
eavesdropper represents a serious concern as long as his/her distance to the legitimate
users is smaller than some fraction of wavelength might be optimistic in Rice fading
channels.

Regardless of the fading conditions, a high communication frequency can clearly help
to reduce the correlation distance. Unfortunately, higher frequencies usually bring
greater propagation losses. Since beamforming is often claimed as a technical solution
to combat heavier attenuation in the forthcoming wireless systems at millimetre waves,
it should be stressed that line of sight conditions might be recommended to more easily
put beamforming into practice. Line of sight would of course correspond to Rice factor
values most likely well greater than zero, with a negative impact on spatial correlation
that might even overcome the benefits expected from the frequency increase.

In conclusion of this analysis, it is also worth noting that the starting setting o4 = 1°,
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although sounded overall, was actually arbitrary. It might be of course smaller or
greater, contributing to further reinforce spatial correlation if o4 < 1°0 and instead to
reduce it if 04 > 1°. Moreover, power angle profiles different from the uniform distribu-
tion (e.g. Gaussian) would also affect the final results to some extent. Nevertheless, it
is believed that the highlighted trends and relationships keep their validity irrespective
of the assumptions enforced for the development of the model.

2.3 Validation of the Theoretical Model

In order to check the soundness of the model, it is here compared with some use cases
considered in the previous measurement campaign. In particular, the model always
assumes a uniform distribution of scattering, hence tuning only the angular spread:
the final goal is to understand if the trends shown by the model fit the measurement.

As a first case, consider the correlation in the lecture room. It is reasonable to assume
that multipath comes uniformly from all the direction, since it is a close environment
with a lot of objects inside. Hence, in the model o, = 360° is assumed. A value of K
that well fits the measurement in the LOS case is K = —4dB (Figure 2.19a), while
K = —oodB (Figure 2.19b) suits the NLOS case. In the corridor, in particular with the
log-periodic antennas, multipath spreading narrows: thus, a value of o, = 180° is set.
Looking at Figure 2.19¢ and 2.19d, the model well fits the LOS case when K = 6dB,
while a lower value of —7dB can be found in the NLOS case. As a last case, in the
garden, the multipath spread can be set to 360°, since multipath comes from all the
directions due to the multiple objects spread in the outdoor environment. In the LOS
case, K = 4.7dB, while K = —oodB is suitable for the NLOS case.

This preliminary assessment highlight that the model can be a reliable tool to predict
the trend of spatial correlation, provided that reasonable scattering distribution and
parameters are given. Moreover, even though the theoretical model might not be as
precise as the measurements, it is able to provide a sufficient insight on the impact of
the channel parameters on the correlation characteristics.
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Figure 2.19: Comparison between measured and theoretical correlation.
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2.4 Secrecy Analysis with Realistic Channel Model

Based on channel propagation conditions, PLKG performance varies. As discussed in
section 1.2.5, SKR is an important metrics since it provides the amount of secret bits
that can be extracted from the channel, without the possibility for an eavesdropper
(Eve) to obtain them too.

Studies on the PLKG are mainly focused on the feasibility of the key generation process
under the following conditions [3, 34]:

o The wireless channel is usually considered to be affected by Rayleigh fading.

o The possible presence of an eavesdropper is often neglected, although it represents
a real limitation to the number of bits that can be reliably extracted from the
channel.

e Alice and Bob are assumed to perceive perfectly symmetric channels, whereas
this might not be true in real working conditions, as long as they cannot sim-
ultaneously sense the channel for whatever reason. In addition, the channel
observations collected by Alice and Bob are affected by noise and/or hardware
imperfections.

In fact, the SKR is usually reduced to the mutual information between the Alice and
Bob [70], i.e. neglecting the presence of Eve in the channel, who nonetheless decreases
the number of bits that can be securely extracted. However, in [71] authors considered
the presence of the eavesdropper, but assumed Gaussian channel samples, which might
not be true in reality. In addition, the generation is often assumed to happen in a
NLOS scenario, i.e. under Rayleigh-like fading conditions [72], which is the ideal case
for the PLKG thanks to the high entropy of the channel. Few works in the literature
evaluate the PLKG under LoS conditions, e.g. [73] computed an upper bound on the
key generation capability of two users communicating under LOS condition. However,
they considered the case in which the eavesdropper is capable of estimating the LOS
component, and they assumed perfect channel reciprocity.

In this section, the performance of the PLKG is assessed through the computation of
the SKR. Monte Carlo simulations have been performed in real-like general conditions
with the aim of estimating the SKR in a LOS wireless link. In addition, Eve is assumed
to be present, who sees the channel from Alice with a low, but not zero, correlation:
the correlation matrix of the Alice-Bob, the Alice-Eve and the Bob-Eve channel is
an input parameter of the simulation. The simulations are performed with arbitrary
selected values of correlation, highlighting the impact of the correlation and the dom-
inant component, without focusing on a specific channel model. Moreover, instead of
the mutual information the entire SKR, with its upper and lower bound, is computed.
Additionally, the channels are generated according to a realistic 3GPP channel model.
Furthermore, the reciprocity is not assumed to be perfect and the impact of non-ideal
reciprocity is taken into account by generating highly correlated channels between the
legitimate users, but not equals. The simulations are repeated for different channel
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Figure 2.20: General scheme of Alice Bob and Eve on the channel: each pair of users
see the channel realizations with a different non-zero correlation. From [74].

conditions: different Rice factor K, SNR, Delay Spread (DS).

2.4.1 Methodology

The main goal of the work is to assess the value of the SKR under different channel
conditions in a system where the encryption keys are generated according to the pre-
viously explained PLKG protocol. Figure 2.20 outlines the presence of the users in the
channel, with particular stress on the mutual correlation, whereas a summary of the
simulation parameters is reported in Table 2.1. The target observation is the frequency
response of the channel, processed through the filterbank method [75]. Therefore, the
vectors of channel observations X4, XZ X% consist of the output of the N; filters
applied to the Power Spectral Density (PSD). Moreover, the filters are supposed to be
ideal pass band filters and the PSD is obtained through the square Fast Fourier Trans-
form (FFT) of the CIR, which is generated according to a wideband Tapped Delay
Model [76], where it is possible to tune the DS and the Rice factor K. Furthermore,
the PSD observed by Alice Bob and Eve are generated according to some mutual cor-
relation target. This is accomplished through the Cholesky Decomposition. Channels
are generated in order to achieve a bandwidth of 160 MHz.

The SKR is computed through a Monte Carlo simulation: 5 x 10° channel realiza-
tions are generated for the same input values (DS and rice factor K) and the SKR is
computed case by case according to (1.17) and (1.18).

A scheme of the simulation procedure is sketched in Figure 2.21. The first block in the
simulation flow chart refers to a parameter file listing the parameters required by each
simulation snapshot. The main parameters are reported in Table 2.1.

The wireless channel is generated according to the TDL "TDL-D" model described in
[76]. It is a statistical channel model and consists of a set of paths with a normalized
delay and power, which can be tuned to account for different propagation conditions.
In particular, the channel model accounts for multipath Rice fading, i.e. the Rice factor
and the DS are the tuning parameters of the model.
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Figure 2.21: Diagram of the simulation. From [74].
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Table 2.1: Main simulation parameters. From [74]

Parameter Value
Bandwidth (MHz) 160
Sampling time 2 x1079 s
SNR reference value (dB) 10
SNR (dB) from 0 to 30 with step of 2
Channel realizations 50000
Nfft 2048
Number of Filters lor4
delay spread reference value (ns) 30
delay spread (ns) | [10, 30, 100, 300, 600, 1000, 2000, 5000]
K reference value (dB) 10
K array (dB) from 0 to 30 with step of 2
Alice-Bob correlation 0.99, 0.9, 0.7
Alice-Eve / Bob -Eve correlation 0.1, 0.2, 0.7

To generate the channel realizations, the following procedure has been applied, as also

described in [76]:

1. Modify the power and the delays of the TDL according to the procedure described
at page 83 of [76], in order to have a given Rice Factor K and a DS.

2. As for the first line of the TDL, the component is generated as a Rice random
variable with K-factor equal to the desired one: this represents the LOS com-
ponent of the channel.

3. For each multipath line, a complex Gaussian random variable is generated, with
zero-mean and a variance equal to the mean power of each line. In this way, it
is possible to generate Rayleigh-fading lines with a mean power specified by the
average received power of each line of the TDL.

The TDL model is then resampled in order to obtain a CIR with a continuous time
axis. To this aim, a sample time is selected as the inverse of the channel bandwidth
written in Table 2.1. Each delay of the TDL is transformed into the correspondent
time sample, and the complex amplitudes of the taps falling within the same sample
are coherently summed up.

To obtain the CTF a simple FFT is performed on the CIR, which is also zero padded to
reach "Nfft" samples (see Table 2.1). For the purpose of this work, the square amplitude
of the CTF, often referred to as PSD is considered. Therefore, the filtering applies to
the PSD.

To explain how correlated channel samples are obtained, it can be useful studying
first the simple case of correlated Gaussian samples. Let X = (z1,z,...2,) be an
n-dimensional standard Gaussian random vector (z; ~ N(0,1)) made of uncorrelated
samples: its covariance matrix will be the identity matrix. A set of correlated Gaus-
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Table 2.2: Sumsquare error and parameters of different distributions. From [74]

Distribution | sumsquare error parameters
gamma 0.008232 a = 42.463, loc = -1.146, scale = 0.047
lognorm 0.008412 s = 0.102, loc = -2.142, scale = 3.008
chi2 0.008457 df = 34.237, loc = -0.454, 0.038
norm 0.190884 loc = 0.881, scale = 0.311
rayleigh 1.621860 loc = 0.388, scale = 0.412
1.4
—— gamma
—— lognorm
1.2 —— norm
—— chi2

1.0 rayleigh

0.8
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Figure 2.22: Fitting of different probability density functions to the histogram of the
PSD samples. From [74]

sian random variables can be obtained applying the Cholesky decomposition on the
desired correlation matrix, a method which decomposes a Hermitian matrix (C') into

the product of a triangular lower (L) and a triangular upper matrix (L7).

il
nulll

C=LxL" (2.16)
The vector_l_/ — L x X will then be a Gaussian random vector with covariance matrix
equals to C. The proof of this is simple and follows from the computation of the
covariance matrix of Y:
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This method is known to be theoretically grounded for Gaussian variables, and accord-
ing to [77] it is still reliable in case the variables are Gamma distributed. The Rice
distribution is approximated by the Nakagami-m distribution and Gamma variables
can be obtained as the square of Nakagami-m variables. By means of the Fitter?

’https://pypi.org/project/fitter/


https://pypi.org/project/fitter/

2.4 Secrecy Analysis with Realistic Channel Model 49

0<
—_ =21
[a1]
S
>
=
2 -4
[0}
a
©
5 el
o -
o
V5]
—_
(0]
S -8
[a
— Alice
~104 - Bob
— Eve
—80 —60 —40 -20 0 20 40 60 80

frequency [MHZz]

Figure 2.23: A channel realization obtained with K = 10 dB, delay spread = 30 ns,
Alice - Bob correlation of 0.99, Alice-Eve and Bob-Eve correlation of 0.2. From [74]

class, the PSD samples have been fitted in order to empirically determine the distri-
bution of the samples. By looking at Figure 2.22 and Table 2.2, where the Sumsquare
error and the parameters (following the scipy.stats 3 notation) are reported for differ-
ent distributions, the PSD samples distribution seems to fairly comply with a Gamma
distribution. Therefore, it is reasonable to suppose that the PSD samples are Gamma-
distributed and the method of the Cholesky decomposition is still reliable in this case.
For instance, by setting the target correlation between Alice and Bob to 0.99 and the
correlation between Alice/Bob and Eve to 0.1, the actual correlation levels have been
then computed and turned out equal to 0.99 and 0.09.

If the matrix C = L x LT is the desired correlation matrix, A, B., E! are respect-
ively Alice’s, Bob’s and Eve’s independent i-th realization of the PSD, the correlated
channels (A;, B;, E;) are obtained through a matrix multiplication:

/ /
CLLO “e . alyM _ az70 “e . CLLM
— T / /
bi;O - bz’;M =L x 0 e i M (218)
/ /
€0 --- EiM 62-;0 ce ei;M

As an example, Figure 2.23 depicts an example of channel realization, showing that
for high Alice-Bob correlation the channels in frequency are quite similar, instead Eve
observes an uncorrelated channel.

3https://docs.scipy.org/doc/scipy/tutorial/stats.html
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After the correlation of the channel, Additive White Gaussian Noise (AWGN) is added
to the PSD according to the SNR reported in Table 2.1.

The SKR is computed on the PSD after the filterbank [75] method is applied. For the
purpose of this project the filters are assumed to be ideal pass-band filters. Each filter
acts as a mean operator on the sub band of the PSD (or the entire PSD in case 1 filter
is employed), hence the output of a filter is a single number. In practise, if P(f) is
the PSD, f; is the central frequency of the i-th filter and Af its pass band, then the
output of the filter is computed as follows:

1 fi+Af/2

X, = —
Af fi—=Af/2

Mutual Information estimators have been employed to get the mutual information

P(f)df i=1,2,...,N;. (2.19)

required for the computation of the SKR. In particular, the Non-Parametric Entropy
Estimator Toolbox* has been exploited, a python open source estimator of the mutual
information based on the channel samples vectors. Moreover, it allows estimating the
mutual information for a multidimensional sample. However, the estimator requires
an exponential number of samples as the dimensionality increases (a problem known
as the Curse of dimensionality [78]): therefore, the number of dimensions (number of
filters of the filterbank) must be kept low. For the purpose of this work, it has been
seen that by using 500000 channel realizations the estimators already converge.

2.4.2 Preliminary Gaussian Assessment

A preliminary assessment has been carried out in the Gaussian case, as the mutual
information between Gaussian vectors can be expressed through analytical, closed-
form formulas. The primary goal is to determine the correct behaviour of the mutual
information estimators.

Consider two Gaussian signals affected by AWGN:

A =84+ ng, (2.20)
B= Sp + Ny, (221)

where s4, 5, ~ N(0,1), ny, ~ N(0,0,) and ny, ~ N(0,04) and corr(s,, s5) = 1. Since
A and B are sum of zero mean Gaussian random variable, they will be both Gaussian
with a variance respectively o4 and og. The mutual information between A and B
can be therefore expressed as:
I(A; B) = h(A) +h(B) + h(A, B) = =1 74} (2.92)

; = = —log, | ¥—5—= |- )

’ ’ 9 082 oo —n?
In order to test the estimators, the following procedure is employed. First, independ-
ent Gaussian signals are generated, then a correlation matrix is applied. After the
generation, AWGN is added to the signals:

‘https://github.com/gregversteeg/NPEET
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Figure 2.24: Comparison between the theoretical and estimated Mutual Information
in the correlated Gaussian case, with different SNR conditions. From [74].

X; ~N(0,1), (2.23)
X, ~ N(0,1), (2.24)
1y ~ N(0,0,), (2.25)
1y ~ N(0,03), (2.26)
50 = X1, (2.27)
s, = X1+ /1 —n2Xs, (2.28)
A =5, +ny, (2.29)
B =35+m (2.30)

Equation (2.28) comes from (2.16) and (2.18) when two random vectors are considered.
The evaluation is repeated for different values of the correlation 7: after the generation,
the random vectors are given to the estimators to obtain the mutual information.
Furthermore, X; and X, contain 500000 samples.

Figure 2.24 shows the results of the comparison. In particular, the mutual information
significantly drops when the correlation is different from 1. Moreover, the estimated
curves correspond to the theoretical case, confirming the correct behaviour of the es-
timators. Since the SKR is a combination of mutual information, the same agreement
between the theory and the simulation is expected regarding the SKR. This also prove
the correctness of the simulation procedure employed.



52 2. Wireless Channel Analysis for Physical Layer Security

2.4.3 Results

Simulations aimed at evaluating the SKR in different channel conditions, i.e. for differ-
ent values of the Rice factor K, of the DS and of the SNR. For the sake of simplicity, the
legitimate and the eavesdropped channels are assumed to share the same Rice factor
K and DS, as well as Eve is supposed to have the same correlation towards Alice and
Bob indifferently.

Secrecy Key Rate and Rice Factor

Simulations have been run for different values of K and correlation between the wireless
channels, but always with the same SNR of 10 dB and with a DS of 30ns. In addition,
the estimation has been done both for 1 filters (narrowband case, Figure 2.25) and for
4 filters (wideband case, Figure 2.26). When Alice and Bob share highly correlated
channel observations the SKR lower and upper bound basically coincide: this is not
surprising as they come to coincide as soon as Alice and Bob share highly correlated
channel observations (as can be understood by looking at (1.17) and (1.18)). Instead,
when the correlation is reduced, the two curves become distinguishable. Moreover, it
is possible to highlight a decreasing trend of the SKR with the Rice Factor: for larger
K, the channels are more stable and the multipath effects are reduced, the channel
fluctuations are weaker, hence the overall randomness inside the channel is lower and
the SKR is reduced. The reasons of this decreasing evolution of the SKR can be found
by looking at Figure 2.27, which reports some PSD for different values of the Rice
factor. As K increases, the channel becomes flatter, resulting in a weaker entropy and
hence, in a lower SKR.

Reducing the Alice-Bob correlation also impairs the SKR, as it means that the dis-
agreements in the bit sequences harvested from the channel become more probable
because of the lower reciprocity level. A further reduction in the SKR is triggered
when Eve improves her correlation with respect to Alice/Bob, as she can then better
infer some information about the key, thus reducing its overall secrecy. Since the SKR
represents the total number of bits that can be extracted after the filterbank method,
it is normal to observe higher values when 4 filters are employed (Figure 2.26).

Secrecy Key Rate and SNR

The simulations have been then performed with respect to the SNR experienced by
Alice and Bob, whereas the SNR of Eve is always kept to 10dB, the DS is 30 ns and
the Rice factor has been set to 10dB. Once again, the simulations are repeated for
different values of correlation.

Figure 2.28 depicts the SKR as a function of the SNR with 1 filter, while Figure 2.29
shows the situation with 4 filters. In line with the Gaussian case, the SKR increases
with the SNR, as a stronger noise between Alice and Bob of course affects the channel
reciprocity, thus increasing the probability of disagreement between the key they finally
get from the channel observations. The sensitivity to the channels’ correlation high-
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Figure 2.25: Secrecy Key Rate as a function of the Rice Factor K, for different values
of the correlation and with 1 filter. In the legend, "ab" and "be" stand for Alice-Bob
correlation and Bob-Eve correlation. From [74].

[bits]

Rice factor [dB]

7,
6,
5,
—a— Lower bound, ab = 0.99, be = 0.01
44 —*— Upper bound, ab = 0.99, be = 0.01
—e— Lower bound, ab = 0.70, be = 0.20
—e— Upper bound, ab = 0.70, be = 0.20
34 —— Lower bound, ab = 0.70, be = 0.70
—+— Upper bound, ab = 0.70, be = 0.70
2,
1 \.,A —— .
—
0+ —
0 5 10 15 20 25 30

Figure 2.26: Secrecy Key Rate as a function of the Rice Factor K, for different values
of the correlation and with 4 filters. In the legend, "ab" and "be" stand for Alice-Bob
correlation and Bob-Eve correlation. From [74].
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Figure 2.27: Power Spectral Densities with different value of the Rice Factor K.
From [74]

lighted in Figure 2.28 and 2.29 is of course the same already discussed with reference
to Figure 2.25 and 2.26.

Secrecy Key Rate and Delay Spread

As a last case, the simulations have been performed fixing both the SNR and the Rice
factor at 10dB, but varying the DS of the channel.

As for the case with 1 filter, depicted in Figure 2.30, it is possible to notice that the
DS does not seem to have a big impact on the SKR. Conversely, the SKR tends to
decrease with increasing DS, when multiple filters are employed (Figure 2.31). This
trend is also in line with what has been reported in [70].

The reason for this behaviour can be understood by looking at Figure 2.32 and bearing
in mind that the number of paths in the TDL is fixed: when the DS is low, there is
higher probability that the different paths cannot be resolved singularly, therefore they
might severely interfere and create deep null in the PSD. By contrast, when the DS is
larger, the different paths are spread over a wider delay range, and therefore they less
frequently add up coherently inside the PSD, thus corresponding to a more oscillating
PSD, but without deep fades.

In terms of entropy of the channel, and hence mutual information between Alice and
Bob, having deep fades increases the randomness of the channel, translating in a higher
SKR. Moreover, the effect of the deep fades is somehow mitigated in case of one single
filter, since it blunts the effects due to the presence of deep fades by averaging the
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Figure 2.28: Secrecy Key Rate as a function of the SNR of Alice and Bob, for different
values of the correlation and with 4 filters. In the legend, "ab" and "be" stand for Alice-
Bob correlation and Bob-Eve correlation. From [74].
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Figure 2.29: Secrecy Key Rate as a function of the SNR of Alice and Bob, for different
values of the correlation and with 4 filters. In the legend, "ab" and "be" stand for Alice-
Bob correlation and Bob-Eve correlation. From [74].
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Figure 2.30: Secrecy Key Rate as a function of the Delay Spread of the channel of
Alice and Bob, for different values of the correlation and with 1 filter. In the legend,
'ab" and "be" stand for Alice-Bob correlation and Bob-Eve correlation. From [74].

PSD over the whole signal bandwidth. Instead, when 4 filters are employed, the deep
fades in case of low DS creates more variability on the filter outputs, introducing more
entropy.

In conclusion, SKR has been computed consider a realistic channel model, highlighting
the impact of different channel parameters on the effectiveness of PLKG.

2.5 Final Remarks

In this chapter, an analysis of the spatial correlation properties in wireless channels is
provided. In particular, through measurements and mathematical models, it can be
shown that classical Jake’s-like models are not suitable for all the environments and
propagation characteristics. At the same time, a new theoretical model is provided and
a first validity assessment is conducted. Moreover, the impact of spatial correlation
on PLKG is studied, showing that in presence of an Eavesdropper PLKG should be
used carefully, employing solutions that respect the actual SKR of the communication
system.
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3

Frequency Diverse Array for
Physical Layer Security

In the previous chapters, the concepts of PLS is introduced, and an analysis of PLKG
and spatial correlation is provided. However, other techniques can be employed to
improve communication security. In this chapter, the usage of FDA is proposed to
protect the security. FDA are antenna solutions that employ a small frequency shift
among the array elements to produce an angle and range dependant beam pattern,
hence confining the power in a limited area of the space. This solution seems interesting
from the security point of view, since the field can be received only inside a limited area
of the environment. First, a complete introduction of the FDA is provided, with their
peculiar characteristics. Then, the concept of Geofencing is introduced. Then, a small
digression on the challenges of FDA in real scenarios is proposed. In the end, an analysis
of the impact of array design parameters on the produced beam pattern is provided,
aiming at giving some hints on how to design an FDA for secure communications.

3.1 Introduction to Frequency Diverse Array

A transmitting antenna array is referred to as FDA if the different radiating elements
are supplied by feeding signals at different frequencies [79, 80]. Frequency diversity
enables “power spatial focusing”, i.e. the possibility for the radiated field to peak
around some target point(s). Therefore, the field peaks at some specific distance in
some specific direction and at some instants of time [79-82]. In principle, this cor-
responds to a better control of the transmitted power spatial distribution compared
to standard phased array, which can only enforce “beam angular steering”, i.e. boost
the electromagnetic radiation in some privileged, spatial direction(s). Nevertheless,
the array solution can increase the field intensity of a single radiating element by a
factor always equal to the number of radiating elements at most, regardless of whether
the array is frequency diverse or not. Therefore, the real advantage brought by FDA
compared to standard arrays is not a further boost of intensity in the target point, but
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rather a lower intensity outside the target spot.

FDA techniques have been mainly envisaged for radar and navigation [79, 80, 83-86],
and they have been recently proposed for Wireless Power Transfer (WPT) [87, 88].
Moreover, the focus capability of the FDA technologies might suggest its usage for
signal Geofencing. In the framework of wireless communication systems, Geofencing
refers to the possibility of confining the RF signals to a specified limited area. Signal
Geofencing can be employed, for example, in medical observation for pandemic control
[89] or elderly patient tracking [90], or in unnamed aerial vehicles’ navigation [91] and
logistic [92]. Signal Geofencing can be potentially beneficial in a twofold way, i.e. to
manage interference issues and to enforce communications secrecy [93-95]. As a matter
of fact, limiting the intensity of the transmitted signal outside a spot placed on the
target receiver also reduces the interference brought to other users. At the same time,
providing a satisfactory SNR ratio only at the target receiver can also limit the access
of possible eavesdroppers to the information content exchanged by two legitimate users.
In terms of PLS, this technique allows boosting secrecy capacity, since it reduces the
eavesdropper channel SNR (as can be understood by looking at (1.3)). Of course, FDA
techniques for both secrecy and interference control require information about the users’
position, i.e. they belong to the class of location aware wireless applications [96, 97].
However, wireless positioning has been gaining increasing interest over the years, to the
extent that it is now a common feature of many user equipment. Indoor localization
performance might be still imprecise in some cases - mostly because of obstruction and
multipath impairments - but technical progress (e.g. based on Machine Learning) is
expected to further improve indoor positioning accuracy [98, 99].

3.1.1 Mathematical Description of Frequency Diverse Array

FDA principle consists of modulating the feeding signal with different central frequen-
cies, in order to achieve a range dependent Array Factor (AF). If the array consists of
M elements, the feeding signal of the m-th element can be expressed as:

Sm(t) = Sy, cos(27 fnt + 0pn)
= S cos2m(fo + Afm)t + O, (3.1)

where Af,, is the frequency increase at the m-th element (m = 0,1 ... M — 1) with
respect to the single, reference element (herein conventionally labelled with m = 0).
Frequencies are usually deployed over the array according to either a linear or a logar-
ithmic policy [79], i.e.:

Afn = mAf, (3.2)

Af, = log(m + 1)Af, (3.3)

being Af a fixed frequency offset. Although the different frequencies are usually as-
signed to the array elements according to a simple, incremental scheme (i.e. the increase
Af,, applied to the m-th element), solutions based on a random distribution of the
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Figure 3.1: Deployment of a Linear FDA. Picture from ©2024 IEEE [101].

frequencies across the array (i.e. the increase Af,, applied to the m/-th element, with
m in general different from m’) have been also investigated [100].

The free space, far-field radiated by an FDA can be expressed according to the classical
formulation generally adopted for standard array, i.e. as the product between the field
generated by the single, reference element (Ey) and a proper AF. Depending on the
geometry of the array and the feeding characteristics, the radiated far field assume a
different expression, hence a different shape of the beam spot can be achieved.

A general scheme of an FDA is depicted in Figure 3.1, where the array elements are
placed linearly. The free space field radiated by the m-th element in P(R,0) at time
instant ¢ can be written as:

By .
em(R,0,t) = %{(P;eﬂs’"e ]B’"Rm) eﬂwfmt}, (3.4)

where FEj,, is the complex field emitted in the 6 direction, §,, = 27/, and R,, the
distance travelled by the m-th signal. In far field conditions, the signals arriving in P
from each array element basically experience the same path-loss, i.e.:

1/R,, =~ 1/R (3.5)

Conversely, the following expression for R,, should be considered in the exponential to
account for the phase shift due to propagation:

R,, = R —mdsin, (3.6)

being d the spacing between the elements, and:

L fu _ fo Afn
P (3.7)
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The field e,,(R,0,t) can be then expressed as:

Bo
—~ =
E 27 fo
om 4 —j—— R .27mfydsing _ 27rAfm(R—mdsing) . .
em(R,0,t) = R | —Zedime c e ¢ e c eI ¥ ASmt | gi2mfot

R

_ §R { (%e]ﬁOR) <6j6 27Tmf0d sin 0 e jQWAfm(R;md sin 0) €j27rAfmt> €j27Tf0t} '

R
(3.8)

Finally, the total field radiated by the FDA in P at time ¢ can be computed as the
sum of the fields from each element, where FEj,, ~ Ej is here also assumed:

Ey _ 27rf0mdsm9 27 A f (R—mdsin0) . .
e(R,0,t) = Z 3%{( JﬁoR> (635 -~ : 6327rAfmt> €J2ﬂfot}

27Tf0md sin 0 .27 A fon (R—md sin 0)

Ey _. . )
=R Ee JPoR Z edom ¢ T i = I2TAFmt | o327 fot

Eo(P)

AF(Py)

(3.9)

The total, complex field e(P,t) therefore corresponds to the product of the complex
field radiated by the single, reference element (Ey(P) in (3.9)) and a complex array
factor AF(P,t) equal to:

27rf0mdsm9 .27t A fm (R—md sin 0)

M—1
AF(R,0,t) = > e e’ c ISt (3.10)
m=0

Therefore, even though FDA allows confining the field in a limited area, the created
spot moves in time. In fact, the produced Array Factor depends on distance, angle,
but also time, in a periodic way. In addition, based on the employed frequency shift,
spatial repetitions of the spot arise, as shown Figure 3.2. Moreover, the frequency
shift choice determines the shape of the spot and the period. When a linear increment
is employed, the AF assumes an S-shaped spot (Figure 3.2a), while with logarithmic
increase it assumes a rounder shape (Figure 3.2b).

If the goal of the FDA is to make the field peaking in a target point, P,(Ry,6;) the
phase 6, of the signal feeding the m — th element must be set as follows:

Afm

c

ST = ByR, — + 21

2mm Ocd sin 6, (R, — (m)dsing,] — 2rAft.  (3.11)

According to (3.11) the phase coefficients should be continuously tuned over time to
keep the peak of the field on P,. In case of static target, the phase values must
linearly change over time, thus corresponding to a saw-tooth phase modulation profile.
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Figure 3.2: Example of AF produced by a Linear FDA, with linear and logarithmic
increase. Picture from ©2024 IEEE [101].

Conversely, the phase-time relationship turns out much harder in case P, is moving (i.e.
in mobile wireless communications), hence accurate and up-to-date information on the
target point position are required to the transmitting FDA. This issue is mitigated in
case mobility occurs at somehow constant speed and along the same, specific track, as
for instance in railways [102]. In order to reduce the complexity of the phase tuning
procedure, the peak condition is often limited to some instant tq (usually set as to = 0
for the sake of simplicity [79]), i.e.:

greak — BR, — + 21— [R; — mdsin 0;] — 2w A f,,to. (3.12)

2mm fod sin 6, Afm
c c

In order that two legitimate users can effectively exchange some information through
the FDA communications, the field should steadily peak in the target receiving location
P, for a time (much) greater than the symbol length. Of course, this requirement is
automatically met if the phases can be set according to (3.11), as the field peak will be
then steadily placed on P;. By contrast, if the condition in (3.12) is instead enforced,
the array factor is going to change over time at a rate related to Af,, (as highlighted
in (3.10)), and the following relation should be therefore fulfilled (also in agreement
with [79]):

Af, < B < fo, VYm (3.13)

Planar Array

With reference to the planar deployment shown in Figure 3.3 let N and M be the
number of elements along the X and the Z axis, respectively, whereas d, and d, are
the corresponding spacings. The feeding frequency does not change along X axis, but
only along Z axis: the FDA characteristic (the frequency shift) is applied along the
column, while elements in a row share the same operating frequency. The distance
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Figure 3.3: Planar deployment of an FDA. Picture from ©2024 IEEE [101].

between the (n, m) element on the grid and the point P can be clearly expressed as:

Ry = \/R2 + (m - d.)?. (3.14)

Under far-field conditions, the distance between the element (n, 0) and P can be still
computed as in (3.6) by simply replacing m with n and d with d,. Then:

Rum ~ /(R — nd, sin0)? + (m - d.)*. (3.15)

The array factor can be therefore expressed as:

N-1M-1

AF(R,6,t) = Z ¢19nm oL (R~ )
n=0 m
i f e g2 At (3.16)

An example of the |AF| with a linear increment policy is depicted in Figure 3.4.

The phase values required to set the peak in P, at time instant ¢, can be then written
as:

= BOan +

W?Rm” — 2 Afnto. (3.17)

Circular Deployment

In addition to the linear and the planar deployment, the circular layout reported in
Figure 3.5 is also here considered. Frequency diversity is applied across the M ele-
ments over each circle, whereas the N elements on the same spoke share the same
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Figure 3.4: Example of the AF produced by a 5x5 Planar Array. Picture from
©2024 IEEE [101].

Figure 3.5: Multiple rings circular deployment of an FDA. Picture from

©2024 IEEE [101].
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Figure 3.6: Example of AF produced by a Circular FDA, with a single and multiple
rings. Picture from ©2024 IEEE [101].

frequency [103]. Also, the elements are uniformly spaced in both the radial and the
angular direction. The far-field approximation for the element-to-point P distance
and the corresponding expression of the array factor are reported in (3.18) and (3.19),
respectively.

R, = R— (p+ nAp)sinf cos a,. (3.18)
N-1M-1 . .27 fo .
AF(R, 9’ t) _ Z Z 6]5mn€]T(p+nAp) sin @ cos am
n=0 m=0
e—j%(R—(p—i—nAp) siné‘cosam))ejQﬂ'Afmt' (319)

Figure 3.6 shows the AF produced by a circular FDA.

Equation (3.19) easily provides the phase shift d,,, required to set up the field peak in
P, at time instant t:

27 frn,
Omn = Boll + A/ [R; — (p+ nlp)sin 0; cos ayy,
2
- 7ch0 (p + nlp)sin O, cos ay, — 27A fruto. (3.20)

As a general consideration, the linear increase policy triggers the spatial repetition
of the AF peak, with a spatial period of ¢/ Af. However, the spatial repetition of
the spot due to the array factor periodicity is not simply reflected in the field spatial
distribution, as the intensity of the spots increasingly fades at larger distance due to the
path-loss. Therefore, multiple spots can actually reduce the FDA effectiveness to limit
both the interference and the eavesdropping threat, especially in case the eavesdropper
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Figure 3.7: FDA propagation in presence of a PEC reflecting surface.

or the interfered user is placed on a beam spot closer to the transmitter than the target
user. This occurrence can be limited if the spot spatial period is greater than the target
point distance, i.e.:

C

Ry <

< A7 (3.21)

3.1.2 Two-rays model for FDA

In agreement with several previous studies [79, 83, 84, 87|, propagation in ideal free
space conditions is usually considered in previous studies on FDA. Nevertheless, FDA
might also be deployed in complex environments, where shadowing and/or multipath
effects may rise up. The impact of multipath on FDA performance is here preliminary
addressed in the simple case sketched in Figure 3.7, where the presence of a Perfect
Electrical Conductor (PEC) reflecting surface introduces a reflected propagation path
in addition to the direct contribution [104]. Compared to [105], where the main focus
was not on propagation issues and the ground effect was taken into account through
a random fading coefficient, a deterministic approach is here considered, which can
more easily highlight the way multipath can affect Geofencing effectiveness. The final,
analytical formulation achieved herein is actually rougher than the field expressions
proposed in [104], but it is also clearly simpler and more reader-friendly, and therefore
more suited to straightforwardly convey the message that multipath effects should be
taken into account when FDA are deployed in real propagation scenarios.

Under the assumption R >> hppa, hp, (Figure 3.7), the total field received at fre-
quency f, (E) can be formally expressed through a correction factor simply applied
to the free space field (EJC’”;) [66], i.e.:

Ep = Efls-CF, = Ejig- (14T, - e7/7ma7) (3.22)

where C'F), is the correction factor, I',, and ,, are the reflection coefficient and the
wave number at frequency f,,, respectively, and Ar =~ 2hgpa - hp,/R. Since the
reflecting surface is made of PEC, I',, = —1, ¥m. Let’s also assume for the sake of
simplicity that Af,, is so smaller than fy (equation (3.13)) that 3,, ~ [y in equation
(3.22). Then:
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Epy ~ Ejg-CFy = Ejg- (1—e 7087 (3.23)

Under the considered assumptions the signals received at different frequencies in pres-
ence of the ground approximately add up as they do in free space, i.e. the FDA array
factor can be still leveraged to express the total received free space field, i.e.:

|Etor (P, 1) & |Eo (P)| - |AF (P1)] - |CFy (P)]. (3.24)

According to [66], the magnitude of the correction factor can be expressed as:

) <27ThFDA'hP>
sin | —————

CFy| = |2
OR] = |2fon (52022

] . (3.25)

At large distance, where sin (%) = %, the interference between the direct and the
reflected waves keeps steadily destructive, and the received signal intensity decreases
over distance at a rate harsher than free space. At shorter distances, the presence of
the PEC reflecting surface introduces fluctuations on the received signal strength in
both the frequency and the range domains, depending on whether the interference is
constructive or destructive. In case it turns out destructive in P;, the total received
field can be dramatically weak regardless of the array factor. This is clearly highlighted
in Figure 3.8, where the same situation already considered in Figure 3.6b under free
space conditions is reconsidered taking into account the PEC reflecting surface effect

by means of the approximated (3.24).

To what extent FDA-based wireless application can cope with multipath propagation
looks like a critical issue, which requires more accurate and specific attentions. In this
respect, FDA performance and focus effectiveness in multipath and NLoS scenarios has
been also preliminarily investigated in [106] through ray tracing simulations, as further
discussed in the following section.

3.2 Frequency Diverse Array Propagation in Mul-
tipath Environment

As discussed before, FDA solutions have been envisaged for Radar applications and
WPT and introduced as a possibility to enforce signal Geofencing. If radar systems
can often benefit from friendly, free space like propagation, wireless sensors networks
are often deployed in indoor scenarios, where devices are commonly placed in cluttered
environments, or even in hidden and obstructed locations. Hence, multipath propaga-
tion occurs, either in LOS or in NLOS. Some studies [107, 108] have already discussed
the effect of multipath propagation on FDA, even though they are basically limited
to the ground effect. However, an investigation on the effect of multipath is desir-
able, which should take into account real-like scenarios. A first solution might be to
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Figure 3.8: Possible effect of a PEC reflecting surface on propagation from a circular
FDA with M = N =5, fy = 3.5 GHz, Af = 10 MHz, target point (highlighted in white
in the figure) P, (50m,0°) and hppa = 3m, hp = 1 m. Picture from ©2024 IEEE [101].

perform measurements with an FDA prototype, in real scenarios and in an anechoic
chamber. However, this would require a significant effort, in particular to determine
the shape of the spot. As a second solution, propagation can be modelled by means
of an Ray Tracing (RT) algorithm, which can approximate the actual propagation in
a 3-D modelled scenario. This solution has the advantage of being simpler and faster
than the real measurements, it allows simulating a 3-D modelled environment and the
free space-like propagation [109], then compute the received fields for a set of receiver
(usually referred as Coverage Map) to get the shape of the FDA spot.

In case an FDA operates in free space-like propagation, it is possible to express the total
received field in a point as the product between the field radiated by the single reference
element and a proper AF, which contains the focus effect of the array. However,
the AF-based formulation becomes impossible when the environment shows multipath
propagation conditions. Therefore, an RT algorithm has been employed to compute
the total received field in each receiving point. Inside the RT digital environment, the
FDA is described by inserting multiple transmitting point distributed in space as the
elements of the array. Each transmitter is treated independently by the simulation,
hence mutual coupling effects are not considered. The RT simulation is repeated for
each transmitter, every time changing the transmitted frequency based on the frequency
shift of the array. For the sake of simplicity, the transmitters are supposed to be
isotropic radiators. Simulations compute the complex field from each radiator, then
the phase-shifts required to trigger the focus effect in the focus point P, are applied
to each received contribution. In this way, the fields are shifted to obtain the desired
focus effect. Then, the overall field is achieved by adding up all the radiated fields.
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(a) Corridor-like scenario. (b) Corridor-like scenario with the obstacle.

Figure 3.9: Corridor-like scenario. The red dot represents the FDA, the line represents
the receiving path. Picture from ©2023 IEEE [106].

The sum is carried out in the time domain, as the received fields do not share the same
frequency: therefore, a single reference time instant has been chosen, namely the time
instant ¢ = 0. If the array is a general M x N array, the total field in a receiving point
is achieved as:

Etot = 3% {Z Z EmneQﬂ—fmntO + 5mn} ) (326)

where R{-} is the real part operator, E,,, is the received field from the (m,n) ele-
ment, f,., its frequency, and d,,, the phase shift. Then, the field is multiplied by the
propagation distance r, in order to filter out the effect of the propagation losses and
obtain a quantity similar to an AF. Eventually, the field spatial envelope is considered,
to get rid of the oscillation of the cosine function in the time field expression, and to
highlight only the multipath oscillations of the field.

Inside the simulations, a corridor-like scenario has been employed, considering both
LOS and NLOS conditions. As shown in Figure 3.9, the environment is composed
by two lateral walls, the roof, and the ground, all supposed to be made of concrete.
The corridor is 20m wide, 100m long and 5m high. Moreover, to limit the direct
component and enable diffraction effects, an obstacle has been placed 20m in front of
the FDA. In particular, the obstacle is a wall 15 cm thick, made of concrete, and with
a length of 15m.

In the considered scenarios, a 5x5 planar array is studied, with Af = 10MHz, with
different focus target points. To study the propagation, a line of receivers is employed
(as shown in Figure 3.9), in order to see the radial effect of the multipath and to
keep affordable the computation time. In fact, to achieve good results from the RT
simulation, the receivers should be very close to each other, in order to correctly sample
the field oscillation due to the multipath. Hence, the number of receivers is set to be
22224, which corresponds to a pace of A/100. Both the transmitter array and all the
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Table 3.1: Simulation parameter summary. Picture from ©2023 IEEE [106].

Parameter Value
f0 3.5 GHz
Af 10 MHz
Er 5
o 0.01S/m
Linear spacing Xo/4 = 0.08
TX and RX height 2m
Distance simulation range 30 m - 50 m
Pt R, = 38.2, 43.1
Obstacle thickness 15 cm
Number of receivers 22224
Pace /100
Focus Point 1 (R, 0) (38.2 m, 8.59°)
Focus Point 2 (R, 0) (43.1 m, 8.59°)
Focus Point 3 (R, 0) (45.6 m, 8.59°)
Focus Point 4 (R, 0) (47.6 m, 8.59°)

receivers are placed 2m above the ground. In this case, the simulation for the corridor
scenario takes around 20 minutes, while the corridor with the obstacle takes around
30 minutes, on a machine equipped with an Intel i7 12th generation CPU and 16 GB
of RAM memory. A summary of the simulation parameters is reported in Table 3.1.
The considered array seems to be a perfect trade-off between focus capabilities and
simulation time. Simulations have been carried out choosing three focus points for
each environment, named P1, P2, P3 for the corridor scenario, and P1, P2, P4 for the
corridor with obstacle (Table 3.1). Figure 3.10a reports |E|-r for three single elements
of the array in the corridor, named the (0,0), the (0,5) and the (5,5) element: it is
possible to see that P1 is a point where the multipath field sums up nearly in phase
with the LoS component, hence reaching a value higher than the expected value from
the free space simulation. This means that the total AF should experience a peak at
that point thanks to the capability to combine the effect of the different elements and
gain from the multipath. P2 and P3 are locations where the AF is smaller than free
space, since fields do not sum up in phase, which means that the total AF is expected
to be lower than the free space one. Figure 3.10b reports the field of the same elements,
but now in the corridor with obstacle. P1 and P2 show the same behaviour as before,
but now P4 is a position in which the multipath fields probably does not sum up in
phase.

3.2.1 Simulation Results: Corridor Line of Sight

The results for the focusing in P1 are reported in Figure 3.11a: at a first sight it is
possible to observe that the free space AF (red line) is a smooth line peaking in the
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Figure 3.10: Spatial distribution of the normalized field radiated by the (0,0), (0,5)
and (5,5) element of array. Picture from ©2023 IEEE [106].
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Figure 3.11: Spatial envelope of the overall, normalized field propagating from the
FDA inside the corridor. Picture from ©2023 IEEE [106].
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Figure 3.12: Spatial envelope of the overall, normalized field propagating from the
FDA inside the corridor with the obstacle. Picture from ©2023 IEEE [106].

focus point, while the AF in the corridor (blue line) has fast fluctuations due to the
presence of the fading in the environment. In addition, the peak of the free space AF
reaches the value of 25, which is the maximum achievable, according to the theory
(equal to the number of elements of the array). Instead, the AF in the environment
reaches a higher value with respect to the free space, mainly due to the multiple
components of the field arriving at the receiver and constructively combining, thanks
to the advantageous phase values. Moreover, the value of the AF oscillates, but the
nulls are almost above the Free Space AF, which means that in general the user will
experience a better quality of service. Lastly, the general trend of the AF follows the
one of the Free Space.

Differently, in Figure 3.11b results for the focus point in P2 are reported. In this case,
the AF still fluctuates, but now the fluctuations reaches values well below the Free
Space AF. In addition, the shape of the AF does not fit well the one of Free Space.
The same behaviour con be observed when the focus point is set in P3, Figure 3.11c,
where all the elements show a low value of the received field. With respect to P1, now
the AF reaches lower values in general, still having peaks above the Free Space.

As a general remark, it is possible to say that the multiple elements of the array
introduce a sort of spatial and frequency diversity: although multipath interference
can turn out destructive at some frequency and for some transmitting elements, it is
unlikely that harsh fading occur at each frequency and over the whole array. Therefore,
it seems that in many cases at least some received field contributions keep on adding
up as they do in free space even when multipath shows up.

3.2.2 Simulation Result: Corridor Non-Line of Sight

Figure 3.12a reports the simulation results for the focus point in P1. This point is
a location where the field of each array element still adds constructively, in fact the
propagation in the corridor does not differ too much from the Free Space case: the AF
peaks in the target location, although still fluctuates, and the general shape is followed.
Differently, as shown in Figure 3.12b and Figure 3.12c¢, if we consider P2 and P4 the
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Figure 3.13: Exemplifying scheme of signal Geofencing mechanism. FDA is able to
create a zone around the user where the SNR is sufficiently high, while outside the
signal is not received due to the interference pattern created by the FDA.

electric field of each array element adds destructively, and the focus capabilities are
blurred accordingly. In fact, the AF is first reduced, then it peaks in a different point
with respect to the desired one. In addition, the null of the AF falls below the free
space.

3.2.3 Final remarks

In conclusion, although FDA seems to be an interesting technology, its efficacy should
be better investigated in real like scenarios. In fact, FDA in its original conceived
radar applications would work in favourable conditions. Instead, when employed for
WPT or possible future communication applications, the propagation might happen in
more complex scenario. Although being just preliminary results, this simulative work
showed that FDA focus capabilities might be impaired by real scenarios, hence deeper
studies should be carried out to assess the real effectiveness of this solution for WPT
or for signal Geofencing.

3.3 Geofencing Through Frequency Diverse Array

Once the basic concepts of FDA and signal Geofencing have been introduced, in order
that the potential advantages offered by FDA to wireless communications become real
opportunities, the size and the shape of the Geofencing area has to be carefully set. In
fact, signal Geofencing takes advantage from the low possibility of a malicious user (or
device) placed very close to the intended user in a wireless communication: in this way,
providing a satisfactory SNR only around user’s position further reduces the possibility
of eavesdropping the communication. An illustrative example of Geofencing to protect
communications is shown Figure 3.13.

In case the focus spot is exceedingly large, mitigation of both interference and eaves-
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dropping threat might be naively impaired; conversely, if it is uselessly small, spot’s
placement on the target receiver could be difficult, unless very precise information about
its position is available. Furthermore, it is worth pointing out that signal Geofencing
provided by FDA is unavoidably time-dependent, i.e. it can be enforced at the target
point at some time intervals, but not forever [81, 93], unless the phase of the feeding
signals can be adaptively tuned. Although often neglected in previous studies [95,
110], this represents a crucial aspect that can cast a shadow on the real convenience of
FDA for effective signal Geofencing. Nevertheless, FDA can be arranged in order that
spatial focusing is periodic over time, thus supplying authorized users with multiple
time slots for reliable communications, provided that synchronization is also suppor-
ted. Moreover, transmission can be interrupted as soon as the array beam spot is no
longer fairly placed on the target receiver, thus anyway preventing any eavesdropper
from the access to private data [111].

Furthermore, in the framework of resorting to FDA to improve the privacy of com-
munications, transmission of artificial noise to knock down the signal-to-noise ratio of
possible eavesdropper has been also proposed [112, 113]. Since artificial noise of course
should not be delivered to the legitimate receiver, the array factor should now have a
notch in P;. The phase §,, of the signal feeding the m — th element must be then set
as:

groteh — greak gnotch _ gpeak 4 m=1,3,5., M — 1 (3.27)

In case large array size can be afforded, part of the array could be devoted to focus
the signal on the target receiver, whereas the remaining elements could be employed
to spread artificial noise all around.

Most of the existing studies on FDA for wireless communications mainly deal with
effective schemes and algorithms to arrange the signals feeding the radiating elements
to limit interference and/or pursue communication privacy, whereas the antenna layout
is always and simply limited to the uniform linear case [81, 95, 97, 110, 114, 115]. By
contrast, a thorough investigation on the impact of the main antenna array parameters
(like the number of elements, their spatial deployment and spacing, the arrangement
of the frequencies across them) on the Geofencing effectiveness is desirable.

Moreover, some major relationships so far not fully highlighted between signal Geofen-
cing in the time and in the spatial domain are also addressed. The outcomes of the
following investigation can provide useful design guidelines and highlight practical lim-
itations for Geofencing applications.

3.3.1 Time Analysis

FDA array pattern is inherently time-dependant: in spite of some alleged solutions for
time invariant FDA that have been proposed in some previous studies, the analysis
carried out in [116] has definitively stated that a range-dependent pattern eventually
always leads to a time-dependent pattern. Thus, it is impossible to generate a time-
invariant range-dependent beam pattern.
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Figure 3.14: Time evolution of the AF from a circular FDA, for different frequency
shift policies. Picture from ©2024 IEEE [101].

As shown in Figure 3.14, in case a linear frequency shift policy is employed, the AF
is periodic with a period Tyr = 1/Af. Hence, the beam moves in space with a fixed
pattern, periodically peaking in the desired focus point. Conversely, with a logarithmic
policy, the periodicity is lost, and the AF hardly rises up again to its maximum.
Eventually, a linear policy seems a better solution for communications, since the time
evolution of the AF is predictable and the communication can be adapted easily.

A greater number of elements over the ring of course increases the value of the AF at
to, but also unexpectedly reduces the time AF keeps closer to the maximum (Figure
3.15). For instance, the half-factor time-width, i.e. the time interval where the AF is
kept greater than the half of the maximum, drops from about 18% to 3.6% when M
is increased from 5 to 25. Interestingly, if the 25 elements are instead spread over 5
rings, corresponding to 5 different feeding frequencies instead of 25, the same increase
in peak is achieved, while preserving the half-factor time-width at the same time. This
actually represents the main reason why the 2D layout (i.e. the circular and the planar
ones) should be conveniently conceived with a number of different frequencies lower
than the total number of array elements. Limiting the number of radiated frequencies
can also contribute to reducing the overall FDA power consumption, as the generation
and the management of the different frequencies might represent an energy demanding
process inside the array front-end.

3.3.2 Geofencing sensitivity to Array Parameters

The sensitivity of the Geofencing effect to the FDA parameters is here investigated by
means of two specific parameters, namely the focus area (Ay) and the focus efficiency
(7). The focus area is defined as the area around the target point P, where the
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Figure 3.15: Time evolution of the AF from a circular FDA, for different number of
elements. Picture from ©2024 IEEE [101].

normalized |AF |§ p is greater than —3 dB, whereas the focus efficiency is computed as:

_ Ay
S Ay ()

Ef (328)

being R, the distance of the target point from the transmitting FDA, N, the number
of spots over the service area where |AF|?; is greater than —3dB, A, the area of
the s-th spot and R, its distance from the FDA. The focus area accounts for the
Geofencing effectiveness on the target point, whereas the focus efficiency accounts for
the presence of multiple spots over the service area. Although ideal Geofencing of
course corresponds to €y equal to 1, an efficiency greater than 0.5 may represent an
acceptable target, meaning that the spurious spots are overall smaller than the target
spot or, otherwise, that they are further from the transmitting FDA than the target
point, and therefore exposed to heavier attenuation. With reference to Ay, it should
not exceed some tens of square meters as a fair rule of thumb.

In particular, the spatial average of the focus area and efficiency ((A;) and (gy), re-
spectively) is computed herein for different characteristics of the FDA. The statistical
assessment is carried out through a Monte Carlo approach. For each considered setting
of the FDA (geometrical layout, number of elements and spacing, frequency offset), A;
and e; have been computed for N; = 1000 target points uniformly spread over the
service area, and the N; corresponding values have been finally averaged to get the
spatial means. The investigation is limited to the linear frequency increase across the
elements, which is expected to be more critical in terms of focus efficiency because
of the peak spatial repetition. The circular layout is first addressed as a reference
deployment, and it is then compared to the planar and the linear solutions.
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Figure 3.16: Average focus area, single ring circular FDA, R < 100m, fy=3.5 GHz,
spacing=>\o/2. Picture from ©2024 IEEE [101].

Circular Layout

The average focus area and efficiency for a single ring circular array are plotted in
Figure 3.16 and 3.17 against Af and for different M values. Increasing the frequency
offset leads to smaller focus area, but unfortunately to lower efficiency, as the spots’
radial period gets shorter, and therefore (3.21) results unsatisfied over an increasingly
larger part of the service area. This increases the occurrence of cases where additional
spots closer to the transmitting FDA turn up, to the detriment of the mean focus
efficiency. A greater number of radiating elements over the ring turns out beneficial
on both (Af) and (ef), although it makes harder to meet the condition stated in
(3.13). Moreover, the benefit reduces as M increases, especially for the focus efficiency.
Numerous elements is also an impairment on the sensitivity of the focus area to the
frequency offset (Figure 3.16).

The introduction of multiple rings can further improve both the focus area and effi-
ciency (Figure 3.18), although (e;) turns out to be insensitive t the number of rings
(Figure 3.19).

These results clearly show that Af should be limited to few MHz to get a satisfactory
efficiency, but this contrasts with the requirement empirically set on the focus area.
In fact, according to Figure 3.16 and 3.18, even numerous rings and/or elements over
each ring can hardly provide (Ay) smaller than some hundreds of square meters for A f
up to few MHz.

Performance can be improved by limiting the extension of the service area, i.e. the
maximum distance where the Geofencing effect is enforced. Figure 3.20 and 3.21 com-
pare the average focus area and efficiency in case the maximum range is set to 100 m
and 50 m. Of course, the range reduction automatically makes (3.21) more easily satis-
fied, thus corresponding to higher efficiency (Figure 3.21). Moreover, figures like Figure
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3.6b and 3.4 show that radial spots keep their shape in the polar plane, i.e. their area
grows up with distance. Therefore, limiting the range is also beneficial to (Ay) (Figure
3.20).

The impact of the communication frequency and of the spacing between the array
elements on the Geofencing effectiveness is finally reported in Figure 3.22 and 3.23.
Both (Ay) and (ef) seem independent of the frequency, whereas increasing the spacing
reduces the focus area while keeping the efficiency basically unchanged, unless it is
excessively stretched (Figure 3.23). In fact, as a large spacing can boost the side lobes
level in standard arrays, it can similarly trigger the appearance of “side spots” in the
angular direction, to the disadvantage of the focus efficiency.

In conclusion, many parameters seem to affect the focus area, like the frequency offset,
the number of elements and their spacing, whereas the focus efficiency is mainly driven
by the frequency offset. Therefore, it can be convenient to choose M, N and the
spacing to get a satisfactory (average) focus area, and select Af in order to meet
also the requirement on the (average) focus efficiency. In this general framework, it
is worth reminding that limiting the range also turns out to be beneficial, i.e. signal
Geofencing through FDA seems a viable solution only for short/mid-range wireless
communications, as also previously suggested by (3.21). For instance, setting the
maximum range at 50m, M=N=5, Af = 4 MHz and with spacing equal to 3\, then
(Af) ~ 32m?* and (g;) = 1.

3.3.3 Comparison with Planar and Linear Deployment

As shown in Figure 3.24 and 3.25, the performance achieved for the linear and planar
layouts follows the same trends already highlighted for the circular case.
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For the same array parameters, a planar FDA in general exhibits worse performance
than the corresponding circular FDA in terms of both focus area and efficiency. Con-
versely, a linear FDA (with random-like frequency spreading) can yield a quite limited
focus area, in general well smaller compared to a circular or planar array with the same
number of elements (Figure 3.24). Unfortunately, the linear deployment turns out to
be less efficient than the circular layout with the same number of transmitting antennas
(Figure 3.25). It is worth pointing out that the random-like distribution of frequencies
aver the array can be done in different ways, corresponding to different realizations of
|AF| in the (R, ) plane. This property can be exploited to make Geofencing more
effective. In fact, enforcing a random-like time swap of the frequencies across the array
elements may result in a correspondingly frantic change of the spurious spots position
around the target spot. This effect can further hamper any possible eavesdropping at-
tack, as well as fairly share interference all over the space rather than keep it affecting
few specific locations (in a sort of interference hopping effect).

In comparison with the circular deployment, a larger spacing between the elements
is less effective in both the linear and the planar case, as it still reduces the size of
the focus area (Figure 3.26) but it also affects the focus efficiency to a heavier extent
(Figure 3.27).

The major trends and results, are summed up in Table 3.2, which reports the sensitivity
of the focus area and efficiency to the main parameters of the FDA.

3.4 Final Remarks

In this chapter, the potential of FDA for enhancing physical layer security, particu-
larly through Geofencing applications, was thoroughly examined. The analysis high-
lighted the unique capabilities of FDA systems to spatially and temporally focus energy,
thereby restricting the communication zone to a specific area. This characteristic makes
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Table 3.2: Sensitivity of focus area and efficiency to the major array parameters.
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FDA a valuable tool for securing wireless communications against eavesdropping and
other security threats.

Through RT simulations, FDA characteristics are explored in multipath environment,
aiming at analysing the impact of real environment on FDA beam pattern, which is
usually studied only in free space like propagation. Then, the impact of the different
design parameters of the array on the beam pattern is highlighted, providing some
design rules for using FDA for secure communications. Although being interesting,
FDA might be impractical: the feeding mechanism is more complex with respect of
classical phased arrays, and the benefits of range dependant beam pattern are somehow
limited by the inner time variability of the AF. Nevertheless, FDA could represent an
additional layer of security along with all the classical techniques employed, or could
work to facilitate and protect vulnerable phases of cryptography. For example, FDA
can be employed during the key agreement phase, reinforcing this vulnerable phase,
and then switched off since a higher layer security mechanism is employed.

Overall, this work demonstrates the potential of physical layer techniques to enhance
the security of wireless communications in a way that is both efficient and scalable.
Future research could further refine these models, particularly by exploring the impact
of more complex propagation environments and extending the applicability of FDA
systems to secure communication.






Conclusions

In this thesis, several critical aspects of physical layer security were explored, focusing
on both key generation methods and advanced antenna technologies.

Traditional models based on the Jakes’s uniform scattering assumption are not always
reliable to model the spatial correlation properties of wireless channels, which have
crucial importance for the effectiveness of many PLS solutions. In particular, the im-
portance of spatial correlation in determining the reliability of key generation protocols
is emphasized. In order to stress the limit of the Jake’s assumption, spatial correlation
measurements have been carried out in different real scenarios with different antennas
and in different conditions of propagation. Moreover, a correlation model tailored to
Rice channels has been developed and discussed, and proved that the presence of a
dominant signal can significantly affect the correlation distance.

With reference to antenna solutions aimed at safer, private communications, the use of
Frequency Diverse Array (FDA) for geofencing was examined as a viable solution for
securing wireless systems. By concentrating the transmitted power within a specific
spatial region, FDA technology offers a way to limit the potential for eavesdropping
threat. Results indicate that by carefully selecting the frequency offsets and array
configuration, it is possible to achieve a good level of security, which might serve as a
basis level of security along with other security mechanisms (e.g. encryption).

Overall, this work demonstrates the potential of physical layer techniques to enhance
the security of wireless communications in a way that is both efficient and scalable.
However, in the future, PLS might not become an alternative to classical cryptography,
but rather a complementary solution. Low-end, low-energy, lightweight devices, such as
IOT, might benefit from PLS solutions. Other more complex systems, might employ
PLS as another security layer to further enhance wireless communications security,
along with classical cryptographical approach.






List Of Acronyms

ACF Autocorrelation Function.

AES Advanced Encryption Standard.
AF Array Factor.

AWGN Additive White Gaussian Noise.

BCH Bose-Chaudhuri-Hocquenghem.

CIR Channel Impulse Response.
CSI Channel State Information.
CTF Channel Transfer Function.

DH Diffie-Hellman.
DOA Direction of Arrival.
DS Delay Spread.

FDA Frequency Diverse Array.
FDD Frequency Division Duplexing.
FEC Forward Error Correction.

FFT Fast Fourier Transform.
IOT Internet Of Things.

KDR Key Disagreement Rate.
KGR Key Generation Rate.

LOS Line Of Sight.

MIMO Multiple Input-Multiple Output.
MIMO Single Input-Multiple Output.



NIST National Institute of Standards and Technologies.
NLOS Non-Line Of Sight.

OFDM Orthogonal Frequency Division Modulation.
OTP One Time Pad.

PAP Power Angle Profile.

PEC Perfect Electrical Conductor.

PLKG Physical Layer based-Key generation.
PLS Physical Layer Security.

PSD Power Spectral Density.

RF Radio Frequency.

RSA Rivest-Shamir-Adleman.

RSS Received Signal Strength.

RSSI Radio Signal Strength Indicator.
RT Ray Tracing.

RX Receiver.

SKR Secrecy Key Rate.
SNR Signal to Noise Ratio.

TDD Time Division Duplexing.
TDL Tapped Delay Line.
TX Transmitter.

VNA Vector Network Analyser.

WPT Wireless Power Transfer.
WSSUS Wide Sense Stationary Uniform Scattering.
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