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Abstract

The integration of smart contracts and blockchain technology is gaining momentum
in industrial applications, especially in safety-critical systems such as predictive
maintenance and real-time anomaly detection. These systems typically rely on
sensor networks to collect data and stream it to cloud infrastructures for storage,
analysis, and visualization. However, industrial applications pose unique challenges:
they require sustainable storage solutions for long-term continuous monitoring,
while ensuring data integrity and tamper-proof operations. At the same time, the
performance of smart contracts in production-grade environments becomes critical,
as industrial systems depend on them to handle high transaction volumes and
maintain scalability under real-world conditions.

The first section of this thesis presents a blockchain-based framework enabling
certified data removal for continuous monitoring systems. Smart contracts define
and run data retention policies, enabling the secure deletion of non-compliant data.
This solution is applied to a real-world Structural Health Monitoring (SHM) use
case, where the blockchain guarantees the tamper-proof deletion of data in a railway
bridge monitoring application.

In the second part, the focus shifts to the benchmarking of smart contracts in
production-grade deployments. A step-by-step methodology is proposed for simu-
lating real-world environments and evaluating smart contracts through key perfor-
mance indicators such as Average Transaction Latency (ATL) and Average Transac-
tion Throughput (ATT). The final aim is enabling organizations to make data-driven
decisions regarding the introduction of smart contracts in industrial applications,
evaluating various network constraints and blockchain configurations.

Finally, these two contributions merge into an experimental study examining a
production-grade deployment of the proposed smart contract using the discussed
methodology. A framework for benchmarking is implemented to assist users in
evaluating smart contracts automatically. The results show how the methodology
enables organizations to make informed decisions regarding smart contract deploy-
ment and scalability through quantification of network limitations and blockchain
configuration effects.
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Introduction

The integration of advanced technologies in industrial
systems is transforming the way industries handle data-
intensive and safety-critical applications. Among these
technologies, blockchain has gained significant atten-
tion due to its potential to ensure data integrity, secu-
rity, and certification in decentralized environments. By
encapsulating business logic through smart contracts,
blockchain offers a new paradigm for conducting certi-
fied operations in a tamper-proof and verifiable manner.
This research explores the application of blockchain, and
specifically smart contracts, to address key challenges
in industrial distributed applications, with a focus on
ensuring certified operations and evaluating their per-
formance.

One of the primary motivations behind the adoption of
blockchain in safety-critical monitoring systems is the
growing need for trusted, decentralized systems capable
of ensuring data integrity and compliance with regula-
tory standards. Safety-critical systems, such as Structural
Health Monitoring (SHM), industrial IoT networks, and
energy distribution systems, rely on continuous data
collection and analysis over extended periods. These
applications demand high levels of data accuracy and
transparency, as any tampering or data loss could have
catastrophic consequences.

However, the long-term operation of such monitoring
systems presents several challenges, particularly related
to data storage and the sustainability of cloud databases.
Over time, the accumulation of vast amounts of data
from sensors leads to boundless growth in database size,
necessitating certified data-removal policies that allow
for efficient storage management without compromising
the integrity of the data. Traditional methods of reduc-
ing data on the cloud pose significant risks, especially
when dealing with safety-critical data, as malicious dele-
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1.2 Contributions . . .

1.3 Outline



tions could go undetected, undermining the trust in the
system.

To address these challenges, the Chapter 3 of this thesis
proposes an innovative solution that leverages block-
chain and smart contracts to implement certified data-
removal policies, improving the sustainability of cloud-
based monitoring applications while providing anti-
tampering guarantees. By integrating smart contracts
into the data management process, we ensure that data-
removal algorithms are executed in a verifiable and
tamper-proof manner, thereby preserving the trustwor-
thiness of the monitoring infrastructure.

The initial experiments were conducted under ideal con-
ditions, allowing us to establish that the overall system
functions correctly and effectively addresses the use-
case problem of sustainable and certified data removal
for long-term data storage. However, to fully validate
the system’s applicability in real-world conditions, it
is essential to assess the performance of the smart con-
tracts in production-grade deployments. Indeed, while
blockchain offers a promising solution for ensuring data
integrity, its application to industrial systems requires
careful evaluation of smart contract performance under
realistic operational environments. The performance of
smart contracts, particularly in terms of latency, through-
put, and scalability, directly impacts the efficiency and
teasibility of blockchain-based industrial systems.

Moreover, as the complexity and demand for blockchain
applications grow in industries such as healthcare, smart
grids, logistics, and Iol, understanding the performance
limitations of smart contracts becomes essential. In this
context, the Chapter 4 of this thesis introduces a method-
ology for assessing the performance of smart contracts
deployed in industrial distributed applications under
production-grade conditions. The proposed method-
ology focuses on Key Performance Indicators (KPIs)
such as Average Transaction Latency (ATL) and Av-
erage Transaction Throughput (ATT), which provide
a user-centric view of how effectively smart contracts
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handle requests from other components within the in-
dustrial system. By treating the underlying blockchain
as a black box, this evaluation framework allows for
a more standardized and independent assessment of
smart contract performance, regardless of the specific
blockchain technology or use case scenario.

We comprehensively evaluate the proposed smart con-
tract for certified data-removal by applying our method-
ology as discussed in Chapter 5. In particular, we eval-
uate the smart contract’s performance in a production-
grade environment using the methodology discussed
in Chapter 4. This allows us to move beyond ideal
conditions and assess the real-world applicability and
scalability of our system in the real-world SHM use
case.

Overall, the research work presented in this thesis con-
tributes to the field by offering both a certified data-
removal platform for safety-critical monitoring applica-
tions and a performance evaluation framework for smart
contracts in industrial systems, aiming to foster the adop-
tion of blockchain in industries that require verifiable,
efficient, and sustainable distributed systems.

1.1 Motivations

The primary motivation behind this research stems from
the increasing demand for certified, tamper-proof data
management in industrial systems, particularly those
involved in continuous monitoring and safety-critical
systems. The need for data and operations integrity in
long-term monitoring systems is critical for industries
dealing with safety-critical infrastructures, where data
tampering or loss could have severe consequences. Block-
chain technology, with its decentralized and immutable
nature, provides a viable solution for addressing these
concerns.

Importantly, as blockchain adoption grows, the perfor-
mance of smart contracts under real-world conditions

1 Introduction
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becomes a major concern for industries seeking to de-
ploy these systems at scale. Assessing the performance
of smart contracts in production-grade deployments
is essential to ensure their feasibility and scalability in
real-world industrial scenarios.

A detailed discussion about the motivations behind the
presented research work is provided within each section
of the following thesis.

1.2 Contributions

This thesis makes three primary contributions:

1. Certified Data-Removal Policies for Safety-Critical

Monitoring - A novel architecture that implements
certified data-removal policies using blockchain
and smart contracts. This solution is specifically
designed for long-term monitoring systems, such
as SHM, where database sustainability and data
integrity are critical. By leveraging blockchain, we
ensure that data removal is carried out in a tamper-
proof and certified manner, addressing the issue
of storage space sustainability.

. Methodology for Performance Evaluation of Smart
Contracts for Industrial Applications - We pro-
pose a four-phase methodology that provides guide-
lines for measuring smart contract performance us-
ing standard literature metrics. The methodology
helps to assess whether a production-grade deploy-
ment can meet the performance requirements of
real-world industrial applications. It also enables
experimental comparisons of different configura-
tions (e.g., network characteristics, node count) to
identify the most suitable environment for contract
deployment.

. Reference Implementation on a Real-World Case-
Study - We illustrate the practical application of
the presented methodology through the real-world
SHM case study discussed as the first contribution.
The reference implementation provides a concrete

1 Introduction
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1.3

example of how to assess smart contract perfor-
mance in industrial contexts, particularly using
Hyperledger Fabric. Through this implementation,
we measure key performance metrics such as trans-
action throughput and latency, we estimate the
number of concurrent industrial applications that
can be served by a single smart contract, and we
demonstrate how to fine-tune the system parame-
ters to improve system performance.

Outline

The remainder of this thesis is organized as follows:

| 2

Chapter 2 reviews the relevant background on
blockchain technology, smart contracts, and indus-
trial applications with focus on SHM.

Chapter 3 presents the design and architecture of
the proposed platform for certified operations in
industrial monitoring systems.

Chapter 4 introduces the performance evaluation
methodology for smart contracts for real-world
industrial scenarios.

Chapter 5 applies the proposed methodology to
the real-world SHM system presented in the first
part of the thesis.

Chapter 7 concludes the thesis by summarizing
the key contributions and proposing avenues for
future research.

1 Introduction
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Background

The application of blockchain technology to indus-
trial systems, particularly for safety-critical and data-
intensive applications, presents a promising opportu-
nity to improve data integrity and certified operations.
However, challenges related to storage sustainability;,
performance, and scalability need to be addressed to
facilitate blockchain adoption in real-world industrial
scenarios. This chapter provides an overview of the key
concepts, technologies, and previous works that form
the foundation of this research. The two main areas of
focus are structural health monitoring (SHM) and the
evaluation of smart contract performance in industrial
applications.

2.1 Industrial Applications

Industrial applications refer to the practical uses of
technologies, processes, systems, and innovations in
various sectors to improve efficiency, productivity, and
safety. These applications span a wide range of indus-
tries, including manufacturing, energy, construction,
transportation, healthcare, and more. By integrating
advanced technologies, industries can streamline opera-
tions, reduce costs, enhance product quality, and adapt
to evolving market demands.

In various industrial sectors, the complexity and scale
of operations have led to a reliance on advanced tech-
nologies and data-driven decision-making under the
Industry 4.0 paradigm [1, 2].

In this context, the need for tamperproof data and oper-
ations is particularly critical in industries where safety,
efficiency, and compliance are paramount. Many indus-
tries have indeed strict safety and maintenance standards
that rely on accurate, untampered data for compliance.

2.1 Industrial Applica-
tions ......... 6

2.2 Structural Health
Monitoring (SHM) 7

2.3 Blockchain Tech-
nology and Smart
Contracts ...... 9

2.4 Hyperledger Fabric 10



Tampering could result in penalties, legal liabilities, or
worse, loss of life.

A fitting example is Structural Health Monitoring (SHM),
where structures such as public roads or bridges are
monitored to prevent damages or accidents, thus involv-
ing both public authorities and private stakeholders. For
large infrastructure projects such as bridges, tunnels, and
high-rise buildings, SHM systems continuously gather
data to assess structural integrity. In these contexts,
tamper-proofing data is critical to ensure public safety,
prevent catastrophic failures, and support maintenance
decisions.

Importantly, all the involved stakeholders should always
be able of transparently sharing information among
themselves, with data access permissions managed trans-
parently and securely. For example, consumers in a food
supply chain should have the ability to access informa-
tion such as food certificates (e.g., origin) whenever they
choose.

2.2 Structural Health Monitoring
(SHM)

Structural Health Monitoring (SHM) has become an
increasingly critical field as aging infrastructures, such
as bridges, buildings, and industrial plants, require fre-
quent inspections to ensure their safety and integrity.
With the costs of traditional manual inspections ris-
ing, SHM offers a more efficient solution through the
continuous assessment of a structure’s condition.

By leveraging SHM systems, companies and govern-
ments can continuously assess the health and integrity
of infrastructures in real-time, enabling predictive main-
tenance and improving overall security and longevity
[3-5].

Typical SHM systems have a layered architecture[6],
consisting of:

2 Background
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» lol sensing nodes that perform on-field continuous
monitoring;

» A local network layer that orchestrates data collec-
tion;

» Cloud components for data storage, visualization,
and analysis.

The primary purpose of these components is to detect
structural changes or anomalies early, allowing domain
experts to analyze data and identify maintenance needs
before severe damage occurs.

One of the core technologies used in recent SHM systems
are MEMS (Micro-Electro-Mechanical Systems) capac-
itive accelerometers, which are employed to measure
the vibrations of the structure. In recent decades, these
sensors have gained popularity due to their low cost,
low power consumption, and scalability, making them
ideal for long-term continuous monitoring applications.
MEMS-based SHM systems can scale to hundreds of
measurement points for a single building, significantly
enhancing the monitoring coverage [7-9].

In such applications, high sensor sampling rates are
often required to ensure accurate data for analysis, which
leads to large data throughput and creates significant
challenges for long-term data storage. Indeed, a major
challenge often faced by SHM system is the management
of the large volumes of data generated by their extensive
sensor networks. To mitigate this, SHM systems can
implement sparse sensor deployments, where fewer
sensors are used to reduce the data stream and storage
requirements [5]. Unfortunately, sparse monitoring can
limit the system’s ability to detect damage in complex
and large structures—such as bridges—which require
a more granular level of monitoring to effectively track
potential issues [10].

2 Background
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2.3 Blockchain Technology and
Smart Contracts

Ablockchain is a decentralized, append-only Distributed
Ledger Technology (DLT) maintained by a network of
mutually distrusting nodes using a consensus protocol
[11].

Originally introduced with Bitcoin in 2008 with the
scope of facilitating the decentralized digital currency,
the blockchain technology has evolved beyond cryp-
tocurrency transactions to include a wide range of use
cases, such as document notarization, supply chain man-
agement, and healthcare [12, 13].

The base idea of blockchain technology is to store an
immutable ledger of transactions, that in the case of
Bitcoin are currency transfers. All the transactions are
stored in containers called blocks, which are chained
together using their hash values. As a result, this chain
of information, similar to a linked list, is immutable.

The mechanism that allows transactions to be endorsed
relies on a distributed consensus algorithm. The whole
consensus mechanism will ensure that the endorsed
transaction only will be part of the blockchain, discard-
ing all the blocks that have been tampered with.

The development of blockchain technologies like Ethereum

introduced the concept of smart contracts, which are de-
centralized software programs that execute predefined
actions when certain conditions are met [14, 15]. The
same distributed entities that maintain the distributed
network, also called blockchain nodes, are in charge
of providing a distributed computing platform, often
referred to as distributed virtual machine, that is capable
of executing the functions coded in smart contracts as
they were transactions on the blockchain. The execution
of smart contracts inherits the properties of blockchain
transactions, thus being tamper-proof.

Blockchains can be classified based on the permissions
of the underlying ledger:

2 Background
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» Permissionless ledgers can be participated by ev-
eryone anonymously. Blockchains with permis-
sionless ledgers are called public. Anyone can join
the network, query the past transactions and re-
quest new transactions to be approved. Examples:
Bitcoin, Ethereum.

» Permissioned ledgers can be participated by au-
thorized members only. Blockchains with permis-
sioned ledgers are called private or consortium.
Only identified and pre-approved members can
join these networks to query or make transac-
tions. Examples: Hyperledger Fabric, Enterprise
Ethereum.

These types of blockchain technologies may also be
joined to create more complex systems in which con-
sortium blockchains take profit of a public blockchain’s
distributed ledger to safely store transactions while keep-
ing their content private.

In permissionless systems, any entity can join the net-
work, necessitating consensus mechanisms like Proof
of Work (PoW) that require significant computational
resources [16]. In contrast, permissioned blockchains
(e.g., Hyperledger Fabric [17]) limit network access to
identified participants, allowing for the use of more
efficient consensus protocols such as Byzantine Fault
Tolerance (BFT) [18].

2.4 Hyperledger Fabric

Hyperledger Fabric is a permissioned blockchain plat-
form designed for enterprise use, and it is one of the
key projects under the Linux Foundation’s Hyperledger!
umbrella.

Unlike public blockchains, such as Bitcoin or Ethereum,
Hyperledger Fabric is private, meaning that only autho-
rized participants can join the network, making it an
ideal choice for business environments where privacy,
trust, and efficiency are paramount.

2 Background | 10
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Its permissioned nature is facilitated through a trusted
Membership Service Provider (MSP), which controls the
enrollment and identity management of participants.
This contrasts with open permissionless systems, which
require resource-intensive consensus mechanisms like
Proof of Work (PoW) to validate transactions and main-
tain network security.

A notable feature is Fabric’s ability to create channels,
enabling subsets of network participants to maintain
private ledgers for sensitive transactions, thus providing
a higher level of privacy and confidentiality. For instance,
in a business-to-business scenario, companies can per-
form transactions with specific participants without
exposing sensitive information to the entire network.

The distributed ledger in Hyperledger Fabric consists
of two primary components: the world state and the
transaction log.

The world state represents the current state of the ledger
at any given moment, functioning like a database where
the values of the ledger are stored.

The transaction log, on the other hand, records all changes
that led to the current world state, effectively serving as
an immutable history of all transactions.

By default, the world state is stored using LevelDB, a
key-value store database, but it can be configured to use
other databases such as CouchDB.

Hyperledger Fabric supports smart contracts, referred
to as chaincode. Chaincode can be written in several
programming languages, including Go and Java. Typi-
cally, chaincode interacts primarily with the world state,
querying and updating it based on the transactions
initiated by participants. Unlike other blockchain plat-
forms, chaincode in Fabric doesn’t interact directly with
the transaction log, focusing instead on the current state
of the ledger.

Consensus in Hyperledger Fabric is modular, enabling
the selection of different mechanisms to suit the needs of
the network. In particular, Fabric allows network admin-
istrators to choose consensus protocols such as RAFT,

2 Background
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Kafka, or PBFT (Practical Byzantine Fault Tolerance).
These protocols help to ensure that transactions are or-
dered and validated efficiently, while also addressing
fault tolerance and ensuring that the network remains
reliable even in the event of failures.

The architecture of Hyperledger Fabric is based on three
key roles within the network: clients, peers, and orderers
(grouped in ordering services). Clients are responsible for
submitting transaction proposals to the network, which
are then endorsed by peers. Peers simulate transactions,
generating a read-write set, and return their endorse-
ment to the client. Once the client has gathered enough
endorsements, it sends the transaction to the ordering
service, which sequences transactions and batches them
into blocks. These blocks are then distributed across the
network for validation and commitment to the ledger.

This transaction approval and ordering model is called
execute-order-validate, and it is well explained in literature
[17, 19]. In brief, it separates transaction execution from
ordering and validation, which enhances performance,
i.e. higher transactions throughput and lower transaction
latency. A sequence diagram is provided in Figure 2.1
along with an explicative caption.

2 Background
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Figure 2.1: Sequence diagram of the Hyperledger Fabric transaction flow, considering a simplified
deployment with two peers P1, P2, an ordering service made of a single orderer O1 and a single client.
In the execution phase, clients submit transaction proposals to endorsing peers, who simulate the
transactions and return signed endorsements. In the ordering phase, the client sends the endorsed
transaction to the ordering service, which orders transactions without executing them. Finally, in the
validation phase, peers validate the transaction against the endorsement policy and update their copy
of the ledger with the new block, committing the transactions that passed the validation process.
The curly bracket measures the transaction latency intended as the time that occurs between the
transaction request to its actual validation.



Smart Contracts for Certified and
Sustainable Safety-Critical Monitoring

This chapter builds on the concepts and findings pre-
sented in my previous publication [20], where the inte-
gration of Databases and Smart Contracts for certified
operations in industrial monitoring systems was ex-
plored and experimentally validated on a real-world
SHM use-case.

The work has been expanded here to include additional
context and further insights into the implementation and
performance evaluation of the proposed framework.

The remainder of this chapter is organized as follows.
Section 3.1 provides an extension of the general back-
ground presented in Chapter 2, introducing the concept
of sustainability in safety-critical monitoring applica-
tions.

Section 3.2 explains the motivations behind the research
discussed in this chapter.

Section 3.3 reviews the related work on traditional and
blockchain-assisted monitoring applications.

Section 3.4 describes the design of the proposed system,
detailing its architecture, components and the smart
contract implementation.

Section 3.5 presents the application of the framework
to the SHM case study, along with the experimental
results.

Section 3.6 concludes the chapter with a final discussion
and a brief outline of the potential directions for future
work.

3.1 Context

The deployment of sensor networks for monitoring
safety-critical systems - i.e. those whose failure could
result in loss of life, significant property damage, or
severe environmental harm - has become increasingly

31Context ....... 14
3.2 Motivations. . . . . 15
3.3 Related Works . . . 16
3.4 Smart Contract
Design . ....... 19
3.5 Feasibility Analysis 26
3.6 Final remarks . .. 32



3 Smart Contracts for Certified and Sustainable Safety-Critical Monitoring

prevalent across various industrial applications, includ-
ing Structural Health Monitoring (SHM) of buildings
or bridges, industrial plants handling hazardous mate-
rials, smart buildings with critical life-safety systems,
and energy distribution systems that maintain essential
services.

These systems typically follow a layered architecture
that includes IoI sensing nodes for on-field continuous
monitoring, a local network layer for data collection,
and cloud-based components for storing, visualizing,
and analyzing the collected data [6]. The integration of
these technologies provides essential data not only for
real-time monitoring but also for post-mortem analysis
of critical infrastructure, helping to prevent catastrophic
failures and ensure both public safety and operational
reliability.

Despite these benefits, the widespread adoption of sen-
sor networks presents several key challenges, partic-
ularly concerning sustainable data storage and data
integrity management in safety-critical monitoring sys-
tems. In applications like SHM, where structural fail-
ures could have devastating consequences, high sensor
sampling rates are often required to produce accurate
and reliable data for analysis. This generates substan-
tial data throughput, and as monitoring infrastructures
are typically in operation for decades, the boundless
growth of databases becomes a pressing concern. Ensur-
ing sustainable management of these ever-expanding
data sets while maintaining their integrity is critical,
as tampered or missing data could lead to erroneous
conclusions about system health and potentially catas-
trophic outcomes in environments where system failure
could endanger human lives or critical infrastructure.

3.2 Motivations

As highlighted in Section 3.1, managing database size
growth is a critical challenge in Safety-Critical Continu-
ous Monitoring applications.
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One of the primary difficulties lies in the limitations
of embedded systems within IoT sensor nodes, which
often lack the processing power to perform on-the-edge
data filtering. As a result, most data processing and re-
duction are deferred to cloud infrastructures. However,
performing on-cloud data reduction in safety-critical ap-
plications introduces the challenge of maintaining data
integrity. In these contexts, it is essential to ensure that
critical data is protected from malicious deletion, partic-
ularly for use in post-mortem analysis where accuracy
and completeness are paramount.

If data reduction is not handled correctly, it can result
in serious consequences, potentially compromising the
entire monitoring system and data collection efforts.
Additionally, the deletion of data may be susceptible to
tampering by malicious actors.

This chapter presents a novel platform architecture that
leverages blockchain and smart contracts to implement
certified data-removal policies. These policies aim to
improve the sustainability of cloud databases in monitor-
ing applications while providing anti-tampering guar-
antees. By using smart contracts, we ensure that the
data-removal algorithms and policies are applied in a
verifiable and tamper-proof manner. The proposed solu-
tion is finally tested within a real-world SHM application
for rail bridge monitoring, where accelerometer data
from an Iol sensor network is continuously streamed to
a remote database.

3.3 Related Works

This section extends Chapter 2, reviewing the existing
literature on real-time IoT continuous monitoring sys-
tems, finally focusing on those that integrate blockchain
technology.

16
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3.3.1 Continuous Monitoring Systems

Continuous monitoring systems deployed in real-time
IoT applications require tamper-proof logging mech-
anisms to ensure the integrity of the collected data.
This is especially important for systems that perform
safety-critical operations, where ensuring that data used
for analysis is unmodified is essential for accurate and
reliable decision-making. However, several prominent
sensor-to-cloud monitoring solutions, such as ExaMon
and MODRON, do not fully address these tamper-proof
requirements.

ExaMon [21], for instance, is designed for real-time inges-
tion of heterogeneous data from multiple sensing nodes,
utilizing an MQTT broker for efficient data transmission.
Despite its robust data orchestration via KairosDB and
Cassandra, ExaMon lacks blockchain integration, which
means it does not offer the tamper-proof guarantees
required for data integrity in critical applications.

MODRON [22] is another sensor-to-cloud architecture
that employs InfluxDB, a time-series database optimized
for large-scale data management. MODRON recently
introduced a blockchain plugin that allows relevant
measurements to be stored on a blockchain, providing
some level of data integrity [23]. However, this system
still lacks the ability to implement shared policies for
executing certified operations, such as data removal,
which is a key requirement for systems with extensive
data retention needs.

Both the reported works provide essential features for
continuous monitoring, but neither addresses the chal-
lenges of tamper-proof data management and certified
data removal policies that are relevant in safety-critical
IoT systems.
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3.3.2 Blockchain in Continuous Monitoring
Systems

The application of blockchain technology to Internet of
Things (IoT) Continuous Monitoring systems has been
extensively explored in recent years due to its potential
to enhance security, data integrity, and decentralization
[24]. Several works in the literature examine how block-
chain can resolve common issues in various domains
that need to ensure the authenticity and immutability of
data, such as healthcare [25] and industrial systems.

Many works discuss the general benefits of blockchain
for IoT [24, 26-28], highlighting its role in securing IoT
infrastructures and ensuring trust among stakeholders.
Other works, such as Griggs et al. [29], propose specific
architectures for integrating blockchain and smart con-
tracts in the healthcare sector. In their work, a private
Ethereum-based blockchain is used to manage sensitive
patient data and log critical medical events, ensuring
privacy and verifiability.

In the industrial domain, He et al. [30] propose a
blockchain-based system, BoSMoS, to enhance the se-
curity of industrial IoT systems. The system captures
snapshots of device software and stores them on a block-
chain, with a configurable consensus mechanism for
added security. They also provide experimental results
demonstrating the system’s performance during intru-
sion attempts.

Another relevant work by Kovstal et al. [31] extends
earlier research [32] by presenting an architecture for
managing Iol systems via a private blockchain. Their
solution focuses on tracking and managing device con-
figuration history, providing an audit trail that ensures
security and accountability in industrial IoT networks.

Although these works provide valuable insights into
how blockchain can be integrated into IoI systems, they
focus primarily on specific verticals such as security
and privacy. Consequently, despite the growing body of
research on the application of blockchain in IoT systems,
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there remain significant gaps when it comes to address-
ing storage space management and the implementation
of certified operations such as data removal.

3.3.3 Blockchain in Structural Health
Monitoring (SHM)

Aguzzi et al. [22] and Sidorov et al. [33] make use
of private or public blockchain in SHM contexts to
perform direct data storage by means of blockchain,
thus storing the actual collected data directly in the
distributed ledger. These approaches face the scalability
issue of blockchain that is well documented in literature
[34, 35], that makes blockchain technology not suitable
for direct data storage.

Importantly, none of these studies address the stor-
age space sustainability or the need for certified data-
removal policies, which are essential when dealing with
large-scale, long-term IoI' monitoring systems. By con-
trast, in this chapter we focus on the integration of smart
contracts in SHM storage systems to manage obsolete
data and perform certified operations. We propose and
validate a system that executes policy-based, tamper-
proof data deletion using blockchain technology. These
policies are designed to enhance the sustainability of
cloud databases in monitoring applications while pro-
viding robust anti-tampering assurances. Through the
use of smart contracts, we ensure that data-removal al-
gorithms are applied in a verifiable, secure, and tamper-
resistant manner.

3.4 Smart Contract Design

In this section, we illustrate the main design choices.
Subsection 3.4.1 describes the general requirements of
our framework.

Subsection 3.4.2 presents the cloud layer, which involves
both database and blockchain.
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Subsection 3.4.3 focuses on the design of the smart
contract.
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Figure 3.1: The proposed blockchain-enabled architecture. In the right side of the diagram, we can see
the stakeholders enabled to interact with the main system components: the Database and the Smart
Contract. While Scientific Stakeholders aim to a fast access, Business Stakeholders are interested in
validating the operations made against the Database. The Policy Gateway acts as the intermediary
component that orchestrates operations involving both the Smart Contract and the Database, and
interfacing them with the Iol data ingestion system depicted on the left.

Figure 3.1 illustrates the proposed blockchain-enabled
architecture, which orchestrates interactions between dif-
ferent stakeholders and system components. At the core
of the system, a Policy Gateway mediates between the
IoT data ingestion system, a traditional database for data
storage, and a Smart Contract for transaction validation,
effectively bridging the gap between high-throughput
data collection and secure data management.

3.4.1 General requirements

Different stakeholders may need to interact with the
Cloud Layer of Continuous Monitoring systems to access
stored data, depending on the nature of the monitored
infrastructure.

In Structural Health Monitoring (SHM) scenarios, such
as the one used in this work for system validation, at
least four distinct actors can typically be identified:

1. The Infrastructure Manager, responsible for oversee-
ing the building and its maintenance.

2. A Data Management Company, tasked with handling
data collection and analysis from the measurement
systems.
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3. The Installation Company, responsible for installing
and setting up the monitoring equipment.

4. The Government Ministry for Transport, which over-
sees infrastructure compliance and safety at the
national level.

In the event of disputes — often arising from accidents
— these stakeholders may not fully trust one another, yet
all may need access to the stored data. As a result, the
cloud layer is responsible for storing data acquired by the
sensors while guaranteeing the following properties:

» Fast access to time-series data to enable timely data
analysis.

» Data integrity, ensuring the data cannot be altered
or tampered with.

A typical cloud layer is built on top of a data ingestion
platform, such as ExaMon [21], which utilizes a time-
series database to provide efficient access to stored time-
series data, thus addressing the need for rapid data
retrieval.

However, the presence of non-informative data in the
collected measurements — such as readings dominated
by sensor noise or data collected during periods of
known inactivity (e.g., nighttime in buildings) — nega-
tively impacts system performance in two ways. Firstly,
processing these uninformative measurements during
data post-processing leads to unnecessary computa-
tional overhead without providing meaningful insights
about the monitored system. Secondly, storing such data
consumes valuable storage space that could be better
utilized for measurements containing actual information
about the system’s behavior. For instance, in a building
monitoring system, sensor readings collected during
off-hours might primarily capture background noise
rather than structural responses of interest, making
them redundant for analytical purposes.

To address these issues, we propose a system architec-
ture that assigns an expiry date to stored data based
on a specific policy. This policy is designed to perform
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computations on data received from the sensor network,
applying an algorithm to determine the appropriate
expiry time-lapse, i.e. the amount of time after which
the data can be safely deleted to free up storage space
without compromising the monitoring system’s effec-
tiveness.

3.4.2 Cloud Layer

The Cloud Layer architecture proposed in this work is
designed to fulfill several tasks:

» Ingest and route data from the sensor network;

» Store the data in a fast-access database for use by
scientific stakeholders;

» Implement a mechanism to delete non-meaningful
data according to a policy agreed upon by the
business stakeholders, thereby improving the long-
term sustainability of the database.

Unlike the traditional database-centric approach to data
storage, we propose supplementing the database with a
blockchain system that executes transactions exposed
by the Policy Smart Contract. To facilitate interactions
between the blockchain and the database, two custom
services have been developed:

» Policy Gateway (PGW) - This service is responsible
for routing data from the network layer to both
the database and the blockchain. It handles the
execution of transactions on the blockchain while
simultaneously writing data into the database.

» Policy Watchdog (PWD) - This service monitors the
blockchain and manages the deletion of data from
the database based on policy-driven conditions.

To ensure consistency between the data stored in the
database and in the blockchain, the PGW assigns a
unique string identifier to each block. This identifier
serves as a key for recognizing and managing blocks
across different storage systems. The PWD uses these
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block identifiers to initiate delete requests in the data-
base, ensuring that the blockchain and database remain
synchronized.

Both the PGW and PWD are developed as Go' ap-
plications, leveraging the Hyperledger Fabric SDK? to
communicate with the blockchain. This allows them
to invoke the transactions defined in the Policy Smart
Contract, ensuring seamless integration between the
blockchain and database for executing certified data
operations.

3.4.3 Policy Smart Contract: requirements
and motivations

Generally, as introduced in Section 2.3, a smart contract
contains the definition of a set of suitable methods useful
to interact with the distributed ledger of a blockchain.
The methods which are intended to be used by the
blockchain participants are exposed as transactions. In
the Hyperledger Fabric framework, as detailed in Section
2.4, these transactions can be used to update the world
state database, while the history of endorsed transactions
is recorded within the blockchain’s chain of blocks. The
source code for the smart contract in Hyperledger Fabric
is referred to as chaincode.

The world state can be populated with assets, which are
collections of key-value pairs. The definition of these
assets is included within the chaincode, and only the
transactions defined in the chaincode are permitted to
manage those assets. As a result, each chaincode operates
on its specific assets within the distributed ledger.

In a permissioned blockchain, smart contracts can only
be installed on peers once all relevant stakeholders have
provided their approval. In the discussed system, the
smart contract is designed to store and enforce the expiry
time-lapse policy. Since all transactions executed are per-
manently stored on the blockchain’s distributed ledger,
the application of the policy is transparently tracked
over time in an immutable and auditable ledger.

1: go.dev

2: Go Packages - fabricsdk
package


https://go.dev/
https://pkg.go.dev/github.com/hyperledger/fabric-sdk-go
https://pkg.go.dev/github.com/hyperledger/fabric-sdk-go
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Asrepresented in Figure 3.2, each business stakeholder is
required to endorse the deployment of the Policy Smart
Contract. Once approved, the Policy Smart Contract
exposes various transactions that can be triggered both
by the PGW and PWD services and by the business
stakeholders themselves.

3.4.4 Policy Smart Contract: technical details

The smart contract presented in this thesis is designed
to support multiple heterogeneous policies, allowing
assets to be processed according to different client re-
quirements. Indeed, a policy is defined as a class with a
unique string identifier and a function that takes a data
chunk as input, applies the specific policy’s logic, and
outputs an expiry period. This enables the deployment
of multiple policy instances within the smart contract,
each implementing its own logic, thereby supporting
heterogeneous data processing through a multi-policy
approach.

An implementation of Policy Smart Contract based on
the Expiry Date Policy has been developed within the
Hyperledger Fabric blockchain framework. The smart
contract has been developed as a Go chaincode, utilizing
the Hyperledger Fabric SDK to build the smart contract.
It defines the assets to be stored by the blockchain, and
the set of available transactions.

The assetis defined as a data structure containing several
key elements:

» A unique policy string identifier, which allows keep-
ing track of which policy have been applied to the
asset;

» A unique asset string identifier, that is provided by
the Policy Gateway (PGW) along with the corre-
sponding data chunk;

» The mdb hash of the data chunk time series, computed
at data chunk arrival,;

» The asset’s expiry time-lapse, determined by the
applied policy and expressed as a time interval;
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» The asset’s expiry date, computed applying the
expiry time-lapse to the reference creation time. To
provide a shared, immutable timeline, the reference
creation time is set to be equal to the blockchain’s
block creation date, which is a property assigned
by the blockchain itself.

It’s important to note that the actual sensor data is never
stored on the blockchain, preventing unnecessary block-
chain growth. The data chunk can always be retrieved
from the system database using the unique chunk iden-
tifier.

A set of atomic private transactions has been imple-
mented to interact with the world state and blockchain
blocks. These transactions include CRUD operations
(Create, Read, Update, Delete) on the world state data-
base, which allow for the manipulation of stored assets.
Additionally, they provide read operations on blockchain
blocks to retrieve data from past transactions. These pri-
vate transactions can be invoked by public transactions,
which are available to smart contract users.

The fundamental public transactions include:

» AddChunkWithPolicy: computes the hash of a
data chunk, triggers the specified policy to deter-
mine its expiry time, and creates the corresponding
asset, which is then committed to the world state;

» UpdateChunkExpiryDate: updates the asset with
a deterministic expiry date based on the asset’s
creation time, ensuring that the creation date can-
not be falsified, thus preventing fraudulent policy
application;

» GetExpiredChunks: returns all assets in the world
state that have expired, provided that the expiry
date is not in the future.

Detailed documentation on the implementation of the
Policy Smart Contract can be found in the official reposi-
toryl.

The designed smart contract supports various work-
flows, enhancing policy flexibility according to system

1: Public repository available
at: gitlab.com/ecs-lab/hyper-
watchdog .


https://gitlab.com/ecs-lab/hyper-watchdog/
https://gitlab.com/ecs-lab/hyper-watchdog/
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requirements. Policies can be applied when the asset is
created or assigned at a later point. Furthermore, the
policy applied to an asset can be changed before the
asset is deleted.
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Figure 3.2: Proposed system workflow and asset lifecycle: Policy Gateway receives the data chunk
from sensor network (1) through an MQTT broker; it requests the AddChunkWithPolicy transaction (A) to
store chunk information into the database (2a) and the blockchain (2b). Then, UpdateChunkExpiryDate
(B) is triggered (3) for making the blockchain compute the chunk expiry date. When the chunk
has expired, its unique id will be included in the list returned by GetExpiredChunks (C) transaction,
therefore the Policy Watchdog will be aware that the block can be deleted (4) and will issue a delete
request against the database (5). If data removal is successful, the Policy Watchdog notifies it to the

blockchain (6) by triggering the DeleteChunkIfExpired (D).

The workflow implemented in this work is illustrated in
Figure 3.2. At the end of its lifecycle, the asset will no
longer exist in the world state or the database. However,
the full transaction history will remain permanently
stored within the blockchain’s blocks. As a result, it is
always possible to verify that a missing data chunk was
processed by the Policy Smart Contract.

3.5 Feasibility Analysis

In this section, we discuss the application of the pre-
sented framework on a real-world use-case belonging to
the domain of Structural Health Monitoring.

It is important to note that while the data used in this
analysis comes from a real-world application, the evalua-
tion is conducted under ideal conditions. This means that
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the experiments are designed to demonstrate the con-
ceptual viability and potential benefits of the framework
without accounting for the complexities and constraints
introduced by a production-grade blockchain deploy-
ment. As such, the current evaluation confirms that
the overall system functions as intended and effectively
addresses the use-case problem.

A thorough validation of the smart contract’s appli-
cability, considering the features and challenges of a
production-grade blockchain environment, requires fur-
ther investigation. In the subsequent chapters, we will
address this by introducing a methodology for compre-
hensive benchmarking and performance evaluation of
smart contracts in industrial settings. We will leverage
the smart contract presented in this chapter as the subject
of our evaluation, providing a deeper understanding of
its performance and scalability under real-world condi-
tions.

The remainder of the section is organized as follows:
Subsection 3.5.1 introduces the use-case scenario.
Subsection 3.5.2 presents the developed expiry time-
lapse policy.

Subsection 3.5.3 illustrates the environment that has
been set up to run the evaluation.

Subsection 3.5.4 finally presents the validation results.

3.5.1 The Structural Health Monitoring
Use-case

As introduced in Section 3.1, the proposed framework
is designed to support continuous monitoring systems,
with a particular focus on improving the sustainability
of safety-critical industrial applications. During my PhD,
I had the opportunity to leverage a real-world use case
thanks to the ECS Lab at the Department of Electrical,
Electronic, and Information Technology of the Univer-
sity of Bologna, where I worked under the supervision
of my academic tutor, Professor Acquaviva Andrea. The
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laboratory is involved in a project related to the con-
tinuous monitoring of a railway bridge, providing the
perfect scenario to validate the proposed framework,
leveraging data coming from a real-world use-case.

The validation use case is therefore based on this real-
world railway bridge continuous monitoring application,
and the architecture consists of various elements and
services, as shown in Figure 3.1.

» The Sensing Layer represents the data acquisition
system, comprising sensors that capture data at a
frequency of f; = 833Hz.

» The Network Layer takes care of ingesting and pre-
processing data. It re-synchronizes the time series
from the sensors and composes data chunks of
a specified length, Ncp,nk. Each chunk contains
the time series collected over a time span equal to
fsNchunk- These chunks are then made available to
the rest of the system via an MQTT broker.

» The Cloud Layer handles the storage of data chunks
received from the upper layer, making them ac-
cessible to scientific stakeholders for further data
analysis.

3.5.2 Expiry time-lapse policy

To determine the expiry time-lapse for stored sensor
data, we designed a simple algorithm that is based on
the mean signal energy of the sensor data arrays. In
detail, let’s first acknowledge that each 3-axis accelerom-
eter produces three separate data arrays, corresponding
to measurements along each axis. Then, the policy cal-
culates the mean energy of each data array according to
Equation 3.1.

_ 1 Nchunk 5
E = X; 3.1
Nchunk ; | l| ( )

High-energy data is typically recorded when the bridge
is under stress, such as during the passage of a train.
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In contrast, data collected when the bridge is not un-
der stress (i.e., low-energy data) is likely to be non-
meaningful and can be discarded earlier. The physical
interpretation of the formula is that low-energy data is
not as significant and, therefore, can be scheduled for
earlier deletion.

The algorithm we propose compares the computed
energy values against three different thresholds, one
per each axis, established by a domain expert; based on
these comparisons, the policy establishes an appropriate
expiry time-lapse for the data.

3.5.3 Test bench setup

The system has been tested and validated by deploying
the Policy Smart Contract as a Go chaincode running
on an instance of the Hyperledger Fabric Test Network?.
The deployed blockchain network includes two peer
organizations, each with a single peer, and a Raft or-
dering service consisting in a single node organiza-
tion. All experiments were conducted using a host ma-
chine equipped with an Intel® Core™ i7-10750H CPU @
2.60GHz running 64-bit Ubuntu 20.04.4 LTS with 16 GB
memory. The Fabric network was deployed using Docker
Compose, with all nodes running as containers under
the same Compose network on the same host machine.
Consequently, network latency and other real-world
limitations were not factored into the experiments.

For testing purposes, the inclusion of a real database
did not impact system performance, as requests to the
database could be processed in parallel with those to the
blockchain. Thus, the experiments were conducted solely
with the blockchain network and the associated services:
the Policy Gateway (PGW) and the Policy Watchdog
(PWD). These services were simulated using a Go appli-
cation, while data chunks were injected into the PGW via
an MQTT broker using a custom Python simulator. This
simulator retrieved data from a historical time-series

2: For more information,
see the official documen-
tation at:  hyperledger-
fabric.readthedocs.io


https://hyperledger-fabric.readthedocs.io/en/latest/test_network.html
https://hyperledger-fabric.readthedocs.io/en/latest/test_network.html
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database associated with the continuous monitoring
application described in the previous section.

All the tests have been conducted implementing the pol-
icy proposed in Subsection 3.5.2, employing a blockchain-
in-the-loop approach. The policies were fine-tuned so
that the system could issue deletions at least a dozen
times over the course of the experiment.

3.5.4 Quantitative Evaluation
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Figure 3.3: Blockchain Elaboration Ratio (BER) and queue length versus simulation time (s). Overflow

condition BER >= 100% is represented as dashed grey line.

The dataset of the use-case we chose contains data com-
ing from a session of 24 hours of continuous monitoring.
Accordingly, we designed a test to simulate the system
in an accelerated way that allows us to explore different
parameters in a narrower time range.

More specifically, our main goal is to evaluate the system
with a series of iterations using different chunk sizes, N.
This parameter indeed heavily impacts the timings of
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transactions, as will be shown by the following consid-
erations. Since the sensors’ acquisition frequency f; is
given, each chunk of data will store measurements for a
time span equal to f, = N/ f; (s). As a consequence, the
frequency at which the PGW is run in real-time context
can be computed using Equation 3.2.

frew = 1/t. (Hz) (3.2)

Since in our blockchain-in-the-loop test environment the
chunks are available a-priori, the Policy Gateway (PGW)
can be fed-up at a higher frequency than it would in a
real-time context. This allows us to perform accelerated
simulations with a speed-up coefficient that can be
evaluated using Equation 3.3:

X = tc/teaw (3.3)

In a blockchain-in-the-loop simulation, the blockchain
is plugged into the simulation as-is; therefore, its perfor-
mance is not affected by the speed-up coefficient of the
simulation. Concerning the time duration d; of a transac-
tion, i.e. the amount of time for a transaction to be fully
endorsed after being requested, we can therefore state
that it depends only on the blockchain’s performance.

To take into account the slowness of the real-time block-
chain within an accelerated simulation, we have to make
an important consideration: between two consecutive
interventions of the Policy Gateway (PGW), the transac-
tions will be slower to be executed with respect to the
accelerated environment. Therefore, transaction requests
will eventually accumulate over time.

To address this issue, it is necessary to set a constraint
to force the Policy Watchdog (PWD) transactions to be
executed after an appropriate number of PGW transac-
tions. This interval can be calculated as tpwp/f. , where
tpwp is the time that occurs between PWD runs.

If the total transaction time exceeds tpwp, transaction
requests will start to accumulate, which could lead to
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incorrect identification of expired data chunks by the
PWD. We define this condition as overflow condition,
which can be expressed as in Equation 3.4:

t+tpwp

Z 5t > IpwD (3.4)
t

Consequently, we can define the Blockchain Elaboration
Ratio (BER), which quantifies the system’s ability to pro-
cess transactions without generating queues, as shown
in Equation 3.5:

Zl’+tpw1) (5
BER = 100- =+ ' (3.5)
tpPwD

The overflow condition can then be expressed as a func-
tion of the BER as in Equation 3.6:

BER >= 100% (3.6)

By plotting the evolution of pending transaction requests
over time (i.e., the queue length), we can observe that
shorter chunk times ¢, result in longer queues.

As demonstrated by the tests shown in Figure 3.3, smaller
t. values lead to an increased number of transactions,
resulting in higher BER values.

3.6 Final remarks

In many different application areas, spanning from struc-
tural monitoring to logistics, either private or public
actors have the need of managing data flows under the
constraint of being able to store only a portion of the col-
lected data. By combining two key technologies, namely
the continuous monitoring data storage and a block-
chain, we propose a framework that effectively limits the
storage requirements of continuous monitoring systems
leveraging the safe deletion of non-essential data, with
the benefit of safeguarding critical information.
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The system architecture, illustrated in Figure 3.1, in-
cludes a database that stores all incoming data from
the sensor network. The Policy Smart Contract assesses
the retention period for each data portion, recording
this information on the blockchain, while the Policy
Watchdog (PWD) filters out data that no longer meets
the policy’s relevance criteria.

This solution provides scientific stakeholders with the
tools to perform high-performance data analysis, while
business stakeholders can verify data integrity without
the need for mutual trust. In this way, the system offers
a robust tampering detection mechanism.

We analyzed the feasibility of the solution leveraging
accelerometer data from a real-world railway bridge
monitoring system, abstracting our experiments from
the data storage technology and implementing the Pol-
icy Smart Contract on top of the Hyperledger Fabric
blockchain framework. The validation demonstrates that
the policy can accurately distinguish high-stress periods,
such as train passages, from less significant data. At the
same time, the system effectively controls storage space,
preventing it from growing indefinitely.

More generally, the test results show that with well-
tuned policies for a given use case, the system can free
up a significant amount of database space while also
improving overall security compared to traditional data
storage systems.

Regardless of the nature of the continuous monitoring
scenario, if the policy generates finite expiry intervals,
it is possible to define an upper threshold for storage
space, which will depend on the amount of deleted data
relative to the ingested data. If a portion of the data is
assigned an infinite expiry time, the storage space will
eventually diverge. In the former case, our system can
set a fixed upper limit on storage use, while in the latter,
it helps slow the rate of storage growth.

The presented Policy Smart Contract system can be
applied to any continuous monitoring application to

33
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enhance long-term database sustainability without com-
promising performance. The blockchain technology at
the system’s core does not affect data ingestion speed.
However, if too many policies are deployed or configured
with high transaction rates, the data deletion system may
slow down, potentially leading to inconsistent results.

To determine whether our system is suitable for a spe-
cific use case, simulation tests should be conducted,
as outlined in the previous sections. The Blockchain
Elaboration Ratio (BER) must be evaluated, and the
overflow condition should be avoided. Additionally,
simulations are necessary to estimate blockchain storage
requirements and assess the impact of different block-
chain deployment configurations, depending on the
blockchain framework chosen.

For instance, when using Hyperledger Fabric, consider-
ing an approximate transaction size S;, of ~5KiB, we
can predict the blockchain size using Equation 3.7:

S=Sut > fi (3.7)

where ¢ is the elapsed time and f; is the frequency of
requested transactions of type i.

For our use case, there are two transactions for each
policy evaluation triggered by the PGW for chunk cre-
ation and expiry computation, and a variable number
of transactions, ), for policy checks and data deletion.
The variable y depends on the frequencies of PGW and

PWD, defined as y = fﬁ%} Thus, the blockchain size
can also be expressed as in Equation 3.8:

S = St (2fpew + (¥ + 1) frwp) (3.8)

For example, with a PGW period of 1 minute and a PWD
period of 3 minutes, assuming the worst case where all
chunks expire immediately (i.e. ¥ = 3), the blockchain
size would grow at a rate of S = 0.0446¢ GiB/day.
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Over one year, without data deletion, the database would
reach 1.7 TiB. With data deletion, implementing the
policy described earlier, the blockchain would only store
around 8 GiB of transaction data, while shrinking the
database by up to 75%, providing a storage efficiency
gain of ~163 times the size of the blockchain.

To fully validate the smart contract’s applicability in
a real-world industrial setting, especially when factor-
ing in the complexities and challenges of deploying
it within a production-grade blockchain environment,
we acknowledge that additional investigation is neces-
sary. In the following chapters, we will address this by
introducing a methodology for comprehensive bench-
marking and performance evaluation of smart contracts
in industrial settings. By applying this methodology to
the smart contract presented in this chapter, we aim to
gain deeper insights into its performance and scalability
under real-world conditions.



Estimating the Performance of Smart
Contracts for Industrial Applications

During the development of smart contracts, develop-
ers commonly utilize test networks to verify contract
functionality. Test networks offer several advantages:

» They eliminate the need for real cryptocurrencies
to execute transactions;

» They can be operated locally, simplifying the in-
frastructure setup;

» They often emulate the blockchain consensus mech-
anism, enabling faster approval of transaction re-
quests to speed up the testing process.

While test networks are effective for validating smart
contract logic, they fall short when it comes to assessing
the performance of smart contracts under real-world con-
ditions. Performance metrics observed in these environ-
ments can differ significantly from those in a production-
grade deployment. For instance, blockchain networks
like the Hyperledger Fabric Test Network! run on a single
machine, often with Transport Layer Security (TLS) deac-
tivated, and without accounting for real-world network
dynamics such as latency and jitter.

In contrast, real-world deployments operating across the
Internet face numerous performance constraints like net-
work latency, jitter, and the physical distribution of nodes,
that may drastically affect the performance of smart
contracts. These limitations can impede the smooth op-
eration of smart contracts, leading to notable differences
between testing environments and production-grade
conditions.

The work discussed in this chapter extends the prelim-
inary studies presented at the DLT24 workshop [36],
where the theme of estimating the performance of smart
contracts was explored. More in detail, we focus on
the challenges of estimating the performance of smart
contracts when deployed in industrial applications. We
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1: For more information,
see the official documen-
hyperledger-
fabric.readthedocs.io

tation at:


https://hyperledger-fabric.readthedocs.io/en/latest/test_network.html
https://hyperledger-fabric.readthedocs.io/en/latest/test_network.html
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introduce a comprehensive methodology for assess-
ing the end-to-end performance of smart contracts in
industrial scenarios. The methodology is designed to
be independent of the underlying blockchain technol-
ogy, making it broadly applicable to various industrial
contexts. To validate this approach, we apply it to the
SHM use case presented in the previous chapter, which
monitors a railway bridge using IoI' devices while the
blockchain framework manages the secure removal of
data while ensuring tamper-proof operations.

The remainder of this chapter is organized as follows.
Section 4.1 provides an extension of the general back-
ground presented in Chapter 2, giving a broader idea
of the industrial applications actually leveraging block-
chain technology.

Section 4.2 explains the motivations behind the research
discussed in this chapter.

Section 4.3 reviews the related works.

Section 4.4 discusses the choice of the metrics for evalu-
ating the performance of smart contracts.

Section 4.5 presents the step-by-step methodology, dis-
cussing each single phase in detail. Section 4.6 contains
some final remarks about the research discussed in this
chapter.

4.1 Context

Blockchain technology has gained significant traction
across various industries due to its ability to foster trust
among stakeholders. A key feature of blockchain-based
systems is the use of smart contracts, which encapsulate
business logic and are executed on blockchain-specific
distributed virtual machines [37]. With the growing
adoption of blockchain in diverse sectors, it has become
critical to thoroughly understand the performance of
smart contract execution, particularly under the demand-
ing conditions found in real-world industrial applica-
tions.
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The importance of real-world scenarios becomes evi-
dent when considering the increasing prevalence of
blockchain infrastructures in data-intensive and critical
industrial applications. Examples include Healthcare
Systems [38, 39], Smart Urban Transportation [40], In-
dustrial Internet-of-Things [41], Smart Grids [42], Smart
Logistics [43] and Structural Health Monitoring (SHM)
[20, 44]. In these sectors, it is essential to assess the perfor-
mance of smart contracts in real-world conditions, where
factors such as scalability, efficiency, and responsiveness
are crucial to the success of the whole system.

In the context of our SHM use case presented in Chapter
3, the blockchain framework manages real-time data
from IoT devices monitoring critical infrastructure. The
smart contract is responsible for executing operations
such as the secure removal of IoI' data from cloud
databases. As with other industrial applications, these
performance metrics—timely execution, scalability, and
data integrity—are crucial for maintaining operational
efficiency and meeting the stringent requirements of
safety-critical environments.

Further investigation about the need for assessing smart
contract performances in industrial scenarios is provided
in Section 4.3.

4.2 Motivations

Several decision frameworks [45-47] have been devel-
oped to help organizations navigate the complexities
of integrating blockchain into industrial applications.
These frameworks guide stakeholders in evaluating
blockchain’s suitability by considering the need for de-
centralization, the balance between transparency and
privacy, and the potential for trust enhancements.

Moving from strategic decisions to technical evaluation,
smart contract execution performance becomes a critical
factor in assessing the overall effectiveness of block-
chain technology. It directly influences the feasibility,
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efficiency, and scalability of blockchain-based solutions.
The ongoing research into blockchain scalability [48]
highlights the importance of this area of study.

Diverse interrelated factors influence the performance
of smart contracts:

» Blockchain internal components, such as the consen-
sus protocol.

» The optimization of blockchain client implementations,
which impacts transaction execution speed.

» The computational capabilities and resource alloca-
tion of the infrastructure hosting blockchain nodes,
which directly affect transaction processing effi-
ciency.

» The network infrastructure connecting blockchain
nodes, with its latency, throughput, and reliability,
plays a crucial role in the system’s overall respon-
siveness.

These interconnected factors must be considered when
estimating smart contract performance, particularly in
safety-critical industrial applications like SHM, where
precise and timely operations are essential for detecting
infrastructure anomalies and ensuring data integrity.

4.3 Related works

In this section, we review the existing works about the
performance benchmarking of smart contracts in indus-
trial applications. A thorough understanding of the cur-
rent literature and available tools is essential to position
the proposed methodology within the broader research
landscape and address specific industry needs.

The following subsections discuss the existing literature
that highlights the necessity of assessing performance
metrics for smart contracts deployed in industrial set-
tings. Then, we focus on the works presenting bench-
marks and software frameworks for benchmarking. This
exploration includes an analysis of their capabilities and
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limitations, particularly in light of the methodological
guidelines introduced by this paper.

4.3.1 Smart contracts for industrial
applications

The integration of blockchain technology in industrial
applications presents potential and unique challenges,
particularly in relation to the performance of smart con-
tracts. Various studies have highlighted the necessity of
evaluating key performance metrics, such as throughput
and latency, which are critical to ensuring the efficiency
and responsiveness of blockchain-based solutions in
industrial environments.

The survey presented by Bovenzi et al. [49] identifies the
key drivers behind the adoption of blockchain technol-
ogy within the Industry 4.0 sector. One of the primary
challenges noted in their study is the poor transaction
throughput of certain blockchain technologies, which
becomes especially problematic in industrial scenarios
that demand high performance.

Similarly, Shah et al. [50] discuss the role of blockchain
technology in improving interconnectivity and automa-
tion across industrial sectors, such as manufacturing,
IoT, and supply chain management. Their work under-
lines the importance of high throughput and minimal
delay for real-time applications and efficient data ex-
change, emphasizing the need for blockchain systems
to scale with the growing number of users, machines,
and interactions.

Another relevant study by Fernandez et al. [51] explores
the application of blockchain in enhancing cybersecu-
rity and decentralization in Industry 4.0. Specifically,
it discusses the benefits and challenges of integrating
blockchain and smart contracts in industrial settings to
improve security, transparency, and efficiency in man-
aging complex automated systems and data exchange
networks. The authors emphasize the need to evaluate
the throughput of blockchain solutions in Industrial
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Internet-of-Things (IIoI) scenarios, which often require
the management of large volumes of transactions in real
or quasi-real time. They also highlight the throughput
and latency constraints present in Cyber-Physical Pro-
duction Systems (CPPS), where real or quasi-real time
reaction to data events is essential.

These studies clearly demonstrate the need for robust
benchmarking frameworks that can assess the latency
and throughput of smart contracts in industrial settings.
These performance metrics are crucial for ensuring that
the operations within these industrial applications are
efficient and meet real-time or quasi-real-time processing
needs, particularly in time-critical environments where
timing constraints are stringent and can impact the
overall system reliability and functionality.

The research presented in this chapter builds on this
foundation by developing a methodology tailored specif-
ically for such applications, focusing on the performance
characteristics most critical to time-sensitive and safety-
critical industrial operations.

4.3.2 Smart Contract benchmarking

Numerous studies in the literature focus on the per-
formance evaluation of smart contracts, particularly in
industrial settings. These works have been summarized
in Table 4.1 for reference.

Table 4.1: Related works concerning blockchain benchmarks.

Work Runs on a Networking Target Blockc.ham Use-case Throughput Latenc.y
single machine Technologies evaluation evaluation
Single host
[52] Yes networking Hyperledger Fabric Generic application Yes Yes
(docker)

. Generic real-world
[53] No WAN Hyperledger Fabric industrial application Yes Yes

Single host Hyperledger Fabric, Generic real-world
[54] Yes networking  Hyperledger Sawtooth, . . - Yes No
(docker) ConsenSys Quorum industrial application

LAN (IGbit

[55] No Ethernet links)

Hyperledger Fabric Generic application Yes Yes
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A significant portion of the existing literature focuses on
idealized conditions for performance evaluation [52, 54,
55], where the blockchain system operates under optimal
conditions without taking into account the constraints
and limitations associated with production-grade de-
ployments. For instance, many studies fail to consider
factors such as network latency, distributed node con-
figurations, and the complexities of real-world network
conditions, which can significantly affect the perfor-
mance of smart contracts. Consequently, the results
obtained may not accurately reflect realistic use-case
scenarios.

An exception to this trend is the work by Guggen-
berger et al. [53], which specifically benchmarks Hyper-
ledger Fabric in production-grade environments with
geo-distributed nodes. However, even in this case, the
study is limited to specific use cases and does not ex-
plore performance optimization in a broader range of
industrial scenarios.

The research presented in this chapter aims to address
these gaps by focusing on smart contract performance
in production-grade environments, offering a more com-
prehensive evaluation framework that is relevant to
industrial applications.

4.3.3 Frameworks for performance
evaluation
A variety of benchmarking tools have been proposed

in the literature to assess blockchain performance, with
a particular emphasis on frameworks that enable both

Table 4.2: Related works concerning blockchain benchmaring frameworks.

Supported Automated  Runs on Production- Realistic Geo- Custom Transaction Transaction

Work Blockchain Blockchain asingle grade Networking Network Distribution Smart Contract Throughput  Latency Status
Technologies Deployment machine Blockchain Parameters  of nodes Deployment  Evaluation  Evaluation
[56] Ethereum, Fabric, External script Yes Yes Single host No No No Yes Yes Released
Sawtooth
[57] Virtually any External script No No LAN Partial Yes No Yes Yes Released
blockchain
[58] Fabric v2.0 Only for Fabric No No WAN Yes Yes Fabric only Yes Yes Released

[59] Fabric Manual Yes Yes Single host Yes Yes No Yes Yes Conceptualized
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blockchain deployment and network emulation rather
than solely benchmarking. A summary of all our findings
can be found in Table 4.2.

Many of these tools come with certain limitations, par-
ticularly when applied to the benchmarking of smart
contracts in production-grade environments.

For example, Nasrulin et al. [57] present a distributed
benchmarking framework that supports multiple block-
chain technologies, although it lacks full network em-
ulation capabilities, such as the simulation of network
throughput limits. Moreover, their framework requires a
third-party script for blockchain deployment, and it does
not allow running experiments on a single machine.

In contrast, Rasolroveicy et al. [56] introduce a bench-
marking platform capable of running on a single ma-
chine, providing users with the ability to customize
node deployment via a script, albeit completely lacking
network emulation support, and therefore being not
capable of emulating a geo-distribution of production-
grade blockchain nodes. Also in this case, the block-
chain network deployment is offloaded to a third-party
script.

Kassab et al. [58] propose and release a cloud-only
benchmarking framework that leverages a chaos gen-
erator for network emulation, allowing for simulating
realistic network parameters and geo-distribution of
nodes. Its automated blockchain deployment system
relies on a Hyperledger tool that is capable of deploying
Hyperledger Fabric networks upon the description of a
network topology.

Lastly, Pan et al. [59] conceptualize a benchmarking
framework that runs on a single machine and also in-
cludes network emulation support. However, their work
lacks an actual implementation.

Overall, the reviewed frameworks reveal a fragmenta-
tion of tools and approaches for evaluating blockchain
performance, particularly in industrial contexts, as it
is also noted by Touloupou et al. [60] in their review.
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Most tools are focused on evaluating the blockchain
infrastructure itself, rather than the performance of
specific smart contracts within a production-grade envi-
ronment. Additionally, no current framework provides a
fully integrated solution for programmatic deployment
of a production-grade blockchain, the instantiation of
custom smart contracts, and the simulation of realistic
network conditions on a single machine. This poses a
challenge for newcomers or industry experts attempting
to assess smart contract deployments’ capability to meet
the demands of real-world industrial applications.

To address these limitations, the research presented in
this chapter aims to conceptualize a clear methodology
for evaluating the performance of smart contracts in
industrial scenarios. The methodology disambiguates
the various approaches used by different benchmarking
frameworks and provides a reference implementation
based on a real-world industrial use case.

4.4 Metrics for evaluating smart
contracts performance

Evaluating the performance of smart contracts involves
considering a range of metrics that provide insight into
various aspects of their execution. These metrics can
be classified into categories such as resource utilization,
which includes metrics like CPU, memory consumption
and network usage or performance, which measure factors
such as transaction throughput and block time [49, 61].

For the purposes of this research, we focus specifically
on metrics that characterize the end-to-end performance
of a smart contract when it is integrated as an indepen-
dent component within an industrial system. As such,
we exclude metrics related to resource utilization (e.g.,
CPU or memory consumption) and internal blockchain-
specific metrics (e.g., block time, blocks per hour). While
these metrics do contribute to the overall performance
of the smart contract, they are less relevant to other
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components of an industrial application and cannot be
used to assess the application’s overall capability or to
identify performance bottlenecks.

In the context of distributed industrial applications, we
have selected two key metrics as the primary Key Perfor-
mance Indicators (KPIs) for evaluating smart contract
performance:

1. Average Transaction Latency (ATL)
2. Average Transaction Throughput (ATT)

These metrics provide a user-centric view of perfor-
mance, treating the underlying blockchain technology
as a "black box". This approach allows us to focus on the
actual performance delivered by the smart contract as
experienced by the industrial application.

The Average Transaction Latency (ATL) is defined as
the time elapsed between the moment a transaction is
requested and the moment it is approved:

tat(sec) = tapp — treq (4.1)

where t,,,;, is the time at which a transaction is approved,
treq is the time at which a transaction is requested.

The Average Transaction Throughput (ATT) is defined
as the number of transactions approved per second:

T(TPS) = tapp/s (4.2)

where 71, is the number of transactions approved in a
time span of one second.

These two KPIs, ATL and ATT, are critical for understand-
ing the performance of the smart contract component,
particularly in terms of how well it handles requests from
other components within an industrial application.

By relying on these metrics, we aim to provide a com-
prehensive evaluation framework that can be used to
assess smart contract performance in real-world indus-
trial applications, offering valuable insights into how
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well the system performs under operational conditions.
Overall, these KPIs aims to achieve the following:

» Emphasizing smart contract performance as the
key interface between the blockchain and the in-
dustrial application.

» Assessing the smart contract’s performance inde-
pendently of the specific computations it executes,
allowing the evaluation to apply across various
use-case scenarios.

» Providing a technology-agnostic evaluation, mean-
ing that the performance assessment remains rele-
vant regardless of the particular blockchain tech-
nology or implementation in use.

4.5 Proposed methodology

As discussed in previous sections, the performance of a
smart contract in an industrial application is influenced
by various factors. To accurately estimate and evaluate
smart contract performance in production-grade deploy-
ments, we propose a step-by-step methodology that
takes these factors into account.

Each step is discussed in the following subsections,
while Figure 4.1 shows a bird’s eye view of the overall
methodology, illustrating the hierarchical structure of
the data management workflow.

4.5.1 Automated Blockchain Deployment

The first step involves defining and deploying the block-
chain network used for benchmarking. To ensure re-
peatability and allow for different configurations, the
deployment process should be fully automated.

A configuration document is essential for encapsulating
the key configuration elements of a production-grade
blockchain deployment, particularly those that affect
smart contract execution performance. These include:
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» Blockchain technology - configuration details of the
chosen technology, including the version of the
consensus protocol, which impacts transaction la-
tency based on its complexity and node interaction
requirements, and the version of the client imple-
mentation deployed on the blockchain nodes, that
can vary its performance based on the program-
ming language and software version.

» Nodes configuration - parameters for each type of
node in the network. The computational power
and network capabilities of the nodes affect their
execution performance. Production-grade features
like communication encryption (e.g., SSL) should
be enabled to mirror real-world deployments.

» Network composition - description of the blockchain
network’s topology, including the number of peer
and validator nodes and their arrangement. The
number and type of nodes influence the time
needed for transaction endorsement and ledger
consensus.

» Network load - parameters defining the network
capabilities. If the blockchain serves multiple smart
contracts, it is important to simulate the additional
workload to reflect how the resources are shared
among concurrent smart contracts. This affects the
number of transactions endorsed per second.

The deployment must occur on host machines with com-
putational power similar to those used in production-
grade environments for the final benchmark results to
be accurate. This step facilitates the deployment of smart

Figure 4.1: Outline of the
methodology. The bottom
layer shows the four main
steps, while the upper part de-
picts the components.
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contracts, even for existing blockchain systems, in both
permissioned and permissionless blockchains.

4.5.2 Emulation of Real-World Network
Properties

The second step focuses on the network layer that con-
nects the blockchain nodes. A production-grade block-
chain is typically decentralized and geographically dis-
tributed, thus presenting unique challenges for perfor-
mance.

Both permissionless and permissioned blockchains ben-
efit from geo-distribution:

» In permissionless blockchains, distributing the
nodes globally helps to prevent censorship, mo-
nopolies, and security vulnerabilities by spreading
consensus across a broad network [62, 63].

» In permissioned blockchains, geographically dis-
persed nodes reduce reliability issues, improve
availability, and prevent single points of failure
[64-67].

When evaluating blockchain performance, it is impor-
tant to emulate real-world network conditions, especially
when a true blockchain network deployment is not avail-
able. The network emulation must meet the following
requirements:

» Configure fundamental network properties such
as latency, jitter, throughput, and packet loss to
simulate real-world conditions.

» Ensure that all blockchain nodes and clients can
seamlessly join the emulated network.

The network emulation parameters must be chosen
according to the features and limitations of the real-
world network on which the smart contract would be
deployed in production.
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This step allows the assessment of network performance
in non-existing blockchains by simulating realistic con-
ditions, which are critical for accurate performance eval-
uations.

4.5.3 Smart Contract Deployment

In the third step of the methodology, the smart contract
is deployed on the blockchain network. This operation
generally involves the execution of a series of blockchain-
specific commands, culminating with a transaction that
deploys the smart contract making it available in the
blockchain network.

Different blockchain platforms may support various
types of transactions. For example, Hyperledger Fabric
supports both read-only and read-write transactions:

» Read-only transactions involve retrieving data from
the node’s local ledger copy.

» Read-write transactions require the consensus algo-
rithm to validate the transaction request, which con-
sumes significantly more computational resources.

For benchmarking, it is recommended to target read-
write transactions since they involve the consensus pro-
cess and provide a more comprehensive view of the
blockchain’s performance.

4.5.4 Benchmarking

The final step in the methodology involves benchmark-
ing the smart contract to assess its capabilities and
contextualize the results within the specific industrial
use case. The goal is to determine how effectively the
smart contract can meet the demands of the application.
Additionally, once insights are gathered, further opti-
mization and tuning of the blockchain parameters can
be performed.
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During the benchmarking process, the performances
of the smart contract execution must be evaluated and
expressed by means of the Key Performance Indicators
(KPIs) introduced in Section 4.4:

1. Average Transactions Latency, ATL (sec) - measures
the time that occurs between a transaction request
and its eventual confirmation, thus providing rel-
evant insights into the system’s responsiveness.
Regardless of the specific blockchain technology;,
we know that a transaction is confirmed when
the block containing the transaction is approved
according to the consensus algorithm.

2. Average Transaction Throughput, ATT (TPS) - quan-
tifies the volume of transactions the blockchain
technology can effectively approve per unit of time.

Additional metrics may be considered depending on
the blockchain’s configuration and the specific indus-
trial application. For example, if the smart contract is
deployed on a private blockchain, internal metrics such
as resource utilization and block processing time may
offer further insights into the system’s performance and
optimization potential.

Importantly, to comprehend how efficiently the smart
contract can meet the demands of the specific industrial
application it serves, the benchmark scenario must reflect
the peculiarities of the use-case, e.g. required minimum
transaction throughput, concurrent usage by multiple
applications, presence of a load balancer, etc. This can
be done by editing the blockchain configuration and
by simulating particular conditions by means of the
network emulation layer discussed before.

Moreover, if the smart contract contains configurable
parameters, a suitable number of tests must be conducted
in order to explore a significant set of working points
and choose the optimal one that best satisfies the served
industrial application, based on the evaluation of the
discussed metrics.
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4.6 Final remarks

In this chapter, we delved into the design of a compre-
hensive methodology for estimating the performance of
smart contracts in industrial applications, focusing on
their behavior in production-grade environments.

At first, we explored the existing literature trends and
highlighted the need for robust performance bench-
marking in industrial blockchain applications. Indeed,
as smart contracts become more prevalent in mission-
critical systems, the ability to accurately predict their per-
formance in real-world production-grade environments
becomes a vital part of their successful integration.

The methodology developed in this chapter provides a
structured approach to benchmarking smart contracts
by simulating the complexities of real-world network
conditions and blockchain configurations. It includes
four key steps.

The first one takes into account the blockchain operations.
We discussed the importance of having an automated
blockchain deployment system, that is able to perfectly
reproduce blockchain network deployments taking into
account production-grade configurations.

The second one puts the focus on the network emulation.
We discussed the need of emulating real-world network
conditions when a true blockchain deployment is not
available, and we underlined that the simulation parame-
ters should be chosen to reproduce the network on which
the smart contract would be deployed in production.

The third step takes into account the smart contract
deployment. This step is mostly dependent on the target
blockchain technology. In this context, we discussed how
to properly choose the target transaction for performing
benchmarks.

The last step involves the smart contract benchmark-
ing. We discussed and selected two key performance
indicators already discussed in the literature, Average
Transaction Latency (ATL) and Average Transaction
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Throughput (ATT), as central metrics for evaluating how
well smart contracts perform in distributed environ-
ments. These metrics indeed provide a user-centric view
of system responsiveness and scalability, offering valu-
able insights into how effectively a blockchain network
can handle the transaction demands of an industrial
application. We also underlined the importance of us-
ing an automated benchmarking system to ensure the
repeatability of experiments.



Case-Study: Performance Evaluation of a
Real-World Safety-Critical Structural Health
Monitoring Application

The research discussed in this chapter has the aim of
applying the methodology proposed in Chapter 4 on
the Structural Health Monitoring (SHM) application
presented in Chapter 3, thus providing a practical im-
plementation of our methodology on a real-world case
study.

This work serves different purposes:

» serveasa guideline to demonstrate how researchers
can conduct experiments emulating different real-
world scenarios using our methodology as a foun-
dation;

» assess how a real-world scenario is affected when
deployed in a production-grade environment, com-
paring it to the ideal conditions of a test network;

» provide a blueprint for forthcoming research works.

In Chapter 3 we designed a blockchain-powered frame-
work for the secure removal of IoI-generated data from
databases, with focus on a real-world Structural Health
Monitoring (SHM) application on a railway bridge. The
primary emphasis was on leveraging Hyperledger Fabric
smart contracts to execute certified operations through-
out the data management process while ensuring timely
operations and tracing any malicious tampering or un-
intended modification.

Our methodology is applied to assess the performance
of the SHM smart contract in the context of a production-
grade deployment. This aims to verify its ability to meet
the specified requirements and quantify its performance
in a real-world setting. The resulting implementation
has the architecture depicted in Figure 5.1.

The remainder of this chapter is organized as follows.
Section 5.1 discusses the implementation of the frame-
work according to the proposed methodology.

Section 5.2 presents the experimental results of applying

5.1 Implementation
of the software

framework .. ... 54
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results . ....... 60
5.3 Discussion . .. .. 65
5.4 Final remarks . .. 66
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the developed framework for benchmarking the case-
study smart contract.

Section 5.3 thoroughly discusses the experimental re-
sults. Section 5.4 contains some final remarks about the
research discussed in this chapter.

Smart
Contract

Deployment

5.1 Implementation of the software
framework

As explained in Subsection 4.5.3, having a framework for
setting up blockchain networks and performing bench-
marks is a convenient way to achieve the experiments’
repeatability and consistency.

We developed a modular framework using Python 3,
leveraging on open-source components. In this way
the resulting software is extendable to accommodate
diverse blockchain technologies, network emulation
strategies or benchmarking tools. Both the framework
and a collection of tests are publicly released [68], with
the repository being anonymized at the time of writing
this thesis because I submitted part of my research to an
academic journal with double-blind peer review.
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Figure 5.1: Outline of the im-
plemented framework.
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5.1.1 Automated deployment of
production-grade Hyperledger Fabric
networks

The first pillar of our methodology is to have an auto-
mated system for configuration-based deployment of
production-grade blockchain networks.

Since the target smart contract is designed for Hyper-
ledger Fabric blockchain, we have developed a frame-
work to facilitate establishing and operating production-
grade Hyperledger Fabric blockchains. This framework
operates on a definable topology, allowing for a descrip-
tive representation of the network structure as detailed
in Section 2.4. Thanks to this approach, we can declare
multiple Fabric Organizations along with a customized
number of Peers. Also, we can setup an Orderer Ser-
vice that can be tailored to include a custom number of
Orderers.

All the Fabric components are spun up as Docker con-
tainers and configured as production-grade nodes, with
TLS enabled and Raft consensus algorithm.

The framework is responsible for orchestrating the setup
process in a systematic sequence. This process entails the
sequential establishment of Fabric Certificate Authori-
ties, followed by the integration of Peer Organizations
and their respective Peers, and finally resulting in the
configuration of the Orderer Organization and its Or-
derers.

5.1.2 Emulation of Real-World
Geo-Distributed Network

The second pillar of our methodology is to provide
either a real-world deployment on an already running
blockchain network, or a network emulation that takes
into account real-world emulation parameters to mimic
real geo-distributed networks.
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After launching the Peer and Orderer containers, we
design our framework to trigger the Traffic Control tool.
This action aligns the network parameters, as specified
in the configuration, ensuring that the intended network
conditions are met throughout the operational phase.

Network emulation strategy

We decided to exploit the Traffic Control (tc) tool to
emulate a network connection between nodes.

Traffic Control (tc)! is a networking tool commonly used  1: See the official Linux man-
in Linux operating systems to manage and control net-  ual page.
work traffic. It provides various mechanisms for shaping,
prioritizing, and controlling the flow of data packets
within a network interface. fc enables administrators
to enforce quality of service (QoS) policies, manage
bandwidth, and regulate network behavior according
to predefined rules. It manipulates the Linux kernel’s
network packet queuing and transmission mechanisms.
It primarily uses the gdisc (queueing discipline) frame-
work to control the queuing and scheduling of packets.
In particular, it allows defining different queueing disci-
plines, which determine how packets are organized and
treated in queues. Each gdisc has specific characteristics
that control factors like bandwidth allocation, delay, and
packet dropping. Among all the possibilities, adminis-
trators can use tc to build netem queue disciplines. Those
kinds of gdisc provide network emulation functionality
for emulating the properties of real-world networks. In
particular, this queue discipline provides many network
impairments to packets, including delay and jitter, packet
loss, and throughput limitation. Leveraging queueing
disciplines allows administrators to perform network
emulation, simulating network conditions like latency;,
packet loss, and jitter.

The target smart contract is based on a containerized
deployment of Hyperledger Fabric. Inspecting the offi-
cial Docker? images, we can notice that the blockchain  2: See the official Fabric’s
components (CA, peer, orderer) are built on top of the ~ Docker Hub profile.
3: hub.docker.com/alpine


https://man7.org/linux/man-pages/man8/tc.8.html
https://man7.org/linux/man-pages/man8/tc.8.html
https://hub.docker.com/u/hyperledger/
https://hub.docker.com/u/hyperledger/
https://hub.docker.com/_/alpine/tags

5 Case-Study: Performance Evaluation of a Real-World Safety-Critical SHM Application | 57

alpine:3.16 3 Docker image of the Alpine Linux distri-
bution. Therefore, we built new Docker images for the
Hyperledger Fabric components to support the Traffic
Control tool inheriting from the following official images:
fabric-peer:2.4.9, fabric-orderer:2.4.9, fabric-ca:1.5.6.

Choice of real-world network emulation parameters

To emulate an authentic network environment according
to the presented methodology and coherently with the
selected use case, we considered that this kind of smart
contract is typically hosted on virtual machine servers
offered by cloud providers. Indeed, for industrial appli-
cations, the blockchain nodes are most likely deployed
using BaaS (Blockchain as a Service) platforms or manu-
ally by leveraging virtual machine servers to spin up the
blockchain nodes. In both scenarios, the effectiveness of
network communications is related to the performance
of the underlying connection links that interconnect the
nodes within the Cloud Provider’s infrastructure.

The performance report [69] presents the network perfor-
mance exhibited in the years 2019-2022 by the foremost
public cloud providers: Amazon Web Services (AWS),
Microsoft Azure, and Google Cloud. It also encompasses
inter-region and inter-AZ measurements. We channel
these insights to emulate a permissioned blockchain
network deployed across inter-regional host machines,
choosing Microsoft Azure as the reference cloud service
purely to present a realistic example.

The chosen network emulation tool, tc, allows us to
assign a delay value to the packets received by each
Docker container, thus by each one of the blockchain
nodes. As a result, the measured ping between two
nodes will equal the sum of their respective delay values:
p= dl + dz.

We analyzed the data reported by ThousandEyes re-
garding Azure inter-region ping, finding that the data
can be mocked as a normal distribution with a mean
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value of Uping = 148ms and a standard deviation equal
to Oping = 78ms.

tc allows randomizing the delay value per each packet
according to a Gaussian jitter distribution: d — j; <
d < d + ji. We can exploit the properties of normal
distributions to observe that the linear combination
of the normal distributions of delays gives as output
normally distributed values; in particular, we can set
tc to randomize the delay of nodes using a normal
distribution with a mean value equal to:

Hdelay = % — 74ms (5.)

and a standard deviation equal to:

Oping

> = 39ms (5.2)

Odelay =
As a result, the ping between random couples of con-
tainers will follow a normal distribution, reproducing
the real Azure inter-regional servers.

In estimating network performance parameters, we need
to acknowledge that different virtual machine choices
lead to varying capabilities regarding throughput per-
formance. In the context of a moderate to low-scale
deployment, which aligns seamlessly with the requi-
sites of running a solitary Hyperledger Fabric node
tailored for a private blockchain configuration, we can
take as a reference target the "Standard_E8s_v4" virtual
machine offered by Microsoft Azure, which boasts an
average inter-regional throughput measure amounting
to 2.92Gbps according to the 2022 report authored by
Cockroach Labs [70].

5.1.3 Deployment of Fabric Chaincode

The third step of our methodology expects the automatic
deployment of the smart contract.
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Therefore, in our case, the automation framework needs
to deal with instantiating the Fabric chaincode (i.e. Fabric
smart contract) in the network.

The first operation that the framework must carry out
is to initialize a Fabric channel, and to include all the
nodes in it.

Then, the specified smart contract can be deployed onto
the established channel leveraging the Fabric SDK.

5.1.4 Benchmarking

The last phase of our methodology concerns benchmark-
ing the deployed smart contract, leveraging the metrics
discussed previously.

Accordingly, we looked for a benchmarking tool able to
interact with the target running smart contract and mea-
sure the performances leveraging the Average Transac-
tion Latency (ATL) and the Average Transaction Through-
put (ATT).

To the best of our knowledge, the most suitable tool for

this purpose is Hyperledger Caliper ¢ by Linux Founda-  4: hyperledger.github.io
tion. /caliper
It consists of an open-source blockchain benchmarking

solution that facilitates the quantification of smart con-

tract performance by executing benchmark runs based

on predetermined configurations. The transactions load

can be set to be constant (fixed-rate), variable according

to a predefined law or variable according to the backlog

queue (fixed-load).

Upon execution, Hyperledger Caliper generates a com-
prehensive performance report, encapsulating the per-
formance indicators we mentioned before.

It can accommodate many blockchain platforms, includ-
ing Hyperledger Fabric, Besu, and Ethereum. Notably,
its open-source nature ensures its adaptability and po-
tential for expansion, enabling developers to extend its
support to other blockchain technologies.


https://hyperledger.github.io/caliper/
https://hyperledger.github.io/caliper/
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5.2 Experimental results

This section illustrates the results of two distinct bench-
mark runs performed against the case-study smart con-
tract.

5.2.1 Preliminary setup

The host machine is powered by a 16-core Intel Xeon
(Cascadelake) @ 2.394GHz, 120GiB RAM. The Fabric
topology is composed of two Organizations, including
two Peer nodes each and an ordering service with three
Orderer nodes, for a total of seven nodes as in the case-
study application described in Chapter 3.

As the methodology suggests, we limit the deployed
Docker containers to avoid computational power bot-
tlenecks so that each Peer and Orderer can access the
computational capabilities of two cores.

Considering the smart contract chosen for benchmark-
ing, we identified AddChunkWithPolicy as the read-write
transaction to target. Moreover, we identified Chunk
Length as a parameter that can be tuned to modify the
size of the chunk of data that gets processed by the
system and, consequently, the number of transactions
requested per second to satisfy the industrial applica-
tion.

The size of the transaction request may be expressed in
KiB using a conversion coefficient. The conversion can
be made starting from the chosen Chunk Length applying
the formula provided in Equation 3.7. Therefore, we can
perform different tests varying the Chunk Length while
expressing the results in terms of transaction size for a
better understanding.
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Figure 5.2: Results of the first benchmark run in logarithmic scale: throughput varying transaction
size. Different colors represent the desired throughput and the different emulated network conditions.

5.2.2 First run: evaluating the performances
beyond idealized environments

The first benchmark run, according to the methodology,
has the aim of evaluating the performances in non-ideal
deployment environments.

Specifically, we evaluated the target smart contract under
various scenarios listed below:

1. ideal conditions with no disruptions;

2. real-world latency, introducing network constraints
to emulate the latency and jitter values discussed
in Subsection 5.1.2;

3. real-world throughput limitations, replicating the
maximum throughput constraints detailed in Sub-
section 5.1.2;

4. real-world packet loss, introducing network con-
straints to emulate the packet loss values discussed
in Subsection 5.1.2;

5. real-world network, incorporating all the constraints
simultaneously.

The input transaction request rate reflects the use-case
requirements for managing the industrial application.

The results of this benchmark run are depicted in Fig-
ure 5.2 and Figure 5.3. We can observe how the smart
contract, when subject to a realistic deployment, is capa-
ble of satisfying the proposed use-case requirements in
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Figure 5.3: Results of the first benchmark run in logarithmic scale: average transaction latency varying
transaction size. Different colors represent different emulated network conditions.
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Figure 5.4: Comparison of average latency obtained using two different block generation configura-
tions. Logarithmic scale.

terms of Average Transaction Throughput (ATT). The
network conditions simulated according to the proposed
methodology have a negligible impact on the smart con-
tract performances. However, we can observe that the
resulting Average Transaction Latency (ATL) may be up
to 6% higher than the ideal conditions.

In this context, given that the industrial application in
question processes a continuous data stream, we have
the flexibility to adjust the batching size, thereby mod-
ifying the size of the processed transactions that carry
the data chunks. Examining the chart in Figure 5.3,
it becomes evident that whenever we select the batch
size value, the system will adapt, necessitating a cor-
respondingly different throughput, thereby impacting
the ATL. In particular, it is possible to identify a specific
configuration that yields an optimal latency value.
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In our deployment using Hyperledger Fabric, we hy-
pothesized that these latency differences stem from the
block creation algorithm configuration. Subsequently,
we validated this assumption by conducting the same
experiment with an alternative block production con-
figuration, the results of which are illustrated in Figure
5.4.

This experiment allows us to state that the proposed
industrial application can be successfully run in real-
world conditions with minor differences in ATL with
respect to an ideal deployment. Moreover, the obtained
insights can be leveraged to identify an optimal config-
uration that offers the lowest ATL while still satisfying
the application’s needs. In addition, the experiments
shed light on the impact on ATL given by the block
configuration of the underlying blockchain, suggesting
that the latter can be customized to optimize the smart
contract’s performance further.

5.2.3 Second run: evaluating the scalability
of the smart contract over multiple
industrial applications

Industrial applications are commonly designed with
scalability as a foundational consideration, anticipating
the need to handle increased workloads and concurrent
operations. This approach is justified by the dynamic
and evolving nature of industrial processes, where the
ability to scale ensures adaptability to growing demands
and technological advancements.

In crafting this benchmark run, our aim was to stress
test the smart contract’s performance at edge conditions
by inputting the maximum transactions per second pos-
sible. For this purpose, we leveraged the fixed-load
Caliper configuration, which varies the input TPS dy-
namically, ensuring that the backlog queue of undone
transactions is always non-empty. This deliberate ap-
proach enables us to comprehensively assess the smart
contract’s maximum capabilities within the parameters
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Figure 5.5: Results of the second benchmark run. The line plots show the maximum average latency
and throughput that the system under test is able to provide when using different transaction sizes.
The histogram shares the same horizontal axis and shows the number of concurrent industrial
applications that the smart contract deployment can satisfy for different configurations of Chunk
Length. Logarithmic scale.

of a production-grade deployment, as delineated by the
methodology presented.

As explained before, we can modify the Chunk Length
parameter of the use-case smart contract to vary its
working point. Indeed, varying the Chunk Length implies
a change of the Transaction Size.

The outcomes of the second benchmark run are pre-
sented in Figure 5.5. The relationship between ATT and
Transaction Size is highlighted: the former decreases
as Transaction Size increases, whereas Average Latency
demonstrates the opposite trend.

Given N as a set of similar industrial applications run-
ning on the use-case smart contract, we can state that
the required throughput is equal to the throughput re-
quested for running one application multiplied by the
number of concurrent applications:

TPSgeq = N * TPS ppp (5.3)
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Starting from the experiment results, we can therefore
calculate the maximum number of satisfiable applica-
tions as:

N = TPSges/TPSapp (5.4)

As we can observe in Figure 5.5, the number of con-
current industrial applications that the smart contract
deployment can satisfy varies with the Transaction Size.
More specifically, the latter smart contract parameter
can be adjusted to accommodate more concurrent use
cases at the cost of a higher ATL.

For instance, with a chunk length of 864, resulting in a
transaction size of 489 KiB, the average throughput is
approximately 23 TPS. This configuration can effectively
serve 23 concurrent Structural Health Monitoring (SHM)
applications while maintaining an average latency of
less than 1.5 seconds.

We can conclude that the proposed smart contract can
run a variable number of concurrent industrial appli-
cations in real-world conditions. The system can be
tailored to serve additional use cases at the expense of
increased latency. The ultimate choice depends on the
use-case’s timing constraints.

5.3 Discussion

The obtained experimental results show that the sim-
ulated real-world network conditions exert a minimal
impact on smart contract performance, suggesting the
resilience of the case-study industrial application to
production-grade network environments.

Applying the proposed methodology allowed us to
estimate the smart contract performance under realis-
tic deployment conditions. Therefore, we can observe
that:
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» the application is capable of meeting the use-
case requirements in terms of Average Transaction
Throughput (ATT);

» the Average Transaction Latency (ATL), which
causes delays in the application’s functionalities,
is significantly influenced by the transaction size
and the block configuration. As a consequence of
these observations, tuning the smart contract to
optimize ATL empirically is possible.

A further benchmark run sheds light on the smart con-
tract’s scalability to accommodate more than one con-
current industrial application in real-world conditions.
Thanks to the proposed methodology, we are able to
quantify both the maximum number of satisfiable con-
current applications and the resulting ATL under a
production-grade deployment. Therefore, we can choose
the optimal trade-off, taking into account the use case’s
timing constraints.

Clearly, these results are useful to evaluate the smart
contract under test, and experimentation on other smart
contracts with the same network conditions could lead
to different numerical results based on the blockchain
peculiarities.

5.4 Final remarks

The methodology proposed in this thesis is intention-
ally designed to be agnostic regarding the choice of
blockchain technology for deploying smart contracts in
industrial applications. We illustrate the application of
our methodology through a real-world industrial case
study, which utilizes Hyperledger Fabric smart contracts
and is available in the literature [20].

To achieve this, we have developed a framework con-
sisting of technology-agnostic core abstractions comple-
mented by specific implementations tailored for Hyper-
ledger Fabric. This approach ensures that our framework
is both adaptable to various blockchain technologies
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Table 5.1: Comparison with reviewed blockchain benchmarking frameworks. Focus on the first two

steps: Blockchain Operations, Network Emulation.

(1): this is the supported blockchain technology in the reference implementation; however, the

methodology is technology-agnostic.

Supported Automated Isolation  Runson Realistic Geo-
Work Status Blockchain Blockchain ofnodes  asingle Networking Network Distribution
Technologies Deployment resources machine Parameters  of nodes
[56] Implemented Ethereum, Fabric, External script No Yes Single host No No
Sawtooth
[57]  Implemented Virtually any External script No No LAN Partial Yes
blockchain
[58]  Implemented Fabric v2.0 Fabric only  Fabric only No WAN Yes Yes
[59] Conceptualized Fabric Manual No Yes Single host Yes Yes
Ours Implemented Fabric! Yes Yes Yes Single host Yes Yes

Table 5.2: Comparison with reviewed blockchain benchmarking frameworks. Focus on the final steps:

Smart Contract Deployment, Benchmarking.

Custom Smart Evaluation of Evaluation of Execution of
Work Status
Contract Deployment Transaction Throughput Transaction Latency Parallel Workloads

[56] Implemented No Yes Yes No

[57] Implemented No Yes Yes No

[58]  Implemented Fabric only Yes Yes No

[59] Conceptualized No Yes Yes No

Ours Implemented Yes Yes Yes Yes

and grounded in practical, case study-specific require-

ments.

5.4.1 Comparison with related works

When compared to existing benchmarking frameworks
referenced in Table 5.1 and Table 5.2, it becomes evident
that existing frameworks do not fully satisfy our spe-
cific requirements. To the best of our knowledge, our

framework is unique in its capabilities, in that:

» It allows experiments to be conducted on a single
machine and supports automatic configuration-
driven deployment of production-grade blockchain
nodes and automatic deployment of custom smart

contracts;
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» It lets the user set up a realistic network simulation
according to the network parameters detailed in
our methodology;

» Itisolates the resources of these nodes to prevent
load-balancing between CPU cores, thus mirroring
real production environments;

» It can emulate multiple deployments of the same
application, as is often the case in industrial con-
texts.

Finally, it allows benchmarks to be run against the smart
contract transaction chosen according to the proposed
methodology, making it suited to address the needs
discussed in this thesis.

5.4.2 Extending feature estimation

Although we focused on ATL and ATT KPIs, our work
allows us to estimate many additional features or simu-
late new scenarios, such as using a load balancer.
Below, we present some meaningful examples.

Estimation of the percentage of transaction success rate under
particular conditions. This parameter may be evaluated by
leveraging the ratio between successful and unsuccessful
transactions. It could reveal specific situations in which
the transaction requests could not be satisfied.

Simulation of the presence of a load balancer with overload
protection. This can be accomplished by configuring the
benchmarking tool to send requests at a constant rate
while maintaining a defined maximum backlog queue of
unfinished transactions. This benchmark allows evaluat-
ing the need for implementing and sizing a load balancer
system thatis able to enqueue, monitor and eventually re-
submit transaction requests to ensure robust operation
when the application is run in a production environment
that imposes a particular workload.

Simulation of varying loads. This can be accomplished by
configuring the benchmarking tool to send requests at
variable rates. This benchmark allows the evaluation of
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the smart contract’s response to changing workloads,
an essential aspect when considering its application in
dynamic industrial settings.

5.4.3 Application to further blockchain
technologies

Expanding the proposed pilot framework to showcase
the methodology for accommodating various blockchain
platforms is possible.

To achieve this goal, the application’s core needs to be
adapted to facilitate the deployment of the intended
blockchain nodes within a controlled environment.

These nodes must be set up to allow for the operation of
a network emulation tool on the connections between
the nodes and clients. The network emulation tool we
chose works on Linux environments, making it compat-
ible with all kinds of blockchain nodes that could be
deployed as Docker containers built on Linux images.
Additionally, selecting a benchmarking tool compatible
with the specific target blockchain is essential.

Notably, the tool used in our benchmarking framework
is open-source and designed for easy extension, allow-
ing for the integration of plugins tailored to various
blockchain environments.



Supplementary
Research Projects

Throughout the course of my doctoral studies, I en-
gaged in several side projects that, while not forming the
core of this thesis, are closely related to the themes of
blockchain technology and industrial applications. This
chapter presents these supplementary research works,
highlighting their relevance to the main subject of the
thesis.

6.1 Smart Device for Shipping
Monitoring

In collaboration with TIM S.p.A., the company sponsor-
ing my Ph.D. scholarship, I participated in the concep-
tualization of a smart device designed for monitoring
the condition of goods during the shipping and deliv-
ery process. The primary goal of this project was to
enhance the security and transparency of the shipping
lifecycle by leveraging advanced technologies, including
blockchain.

The proposed device is intended to be placed inside ship-
ping containers or boxes, where it continuously monitors
environmental conditions such as temperature, humid-
ity, shock, and orientation, and estimates the damages
of the contained items. Additionally, it is capable of
communicating with other devices, such as wearable
technology used by handlers and automated delivery
boxes. This interconnectivity allows for real-time track-
ing and monitoring of the goods’ status throughout the
entire delivery chain.

Given that multiple stakeholders are involved in the
shipping process - ranging from senders and carriers
to recipients — and these parties may not fully trust
each other, blockchain technology emerges as a suitable

6.1 Smart Device for
Shipping Monitor-
ing ..........

6.2 Enhancing Work-
place Safety
through Opera-
tor Area Networks

6.3 Device Authentica-
tion Using Physical
Unclonable Func-
tions (PUFs)
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6 Supplementary Research Projects

solution for ensuring transparency and accountability.
By recording each operation or state transition of the
delivery lifecycle on a blockchain, we can provide an im-
mutable and verifiable ledger of events that is accessible
to all authorized participants.

In this project, my contributions included designing
the blockchain-related workflows and specifying the
device features required for seamless integration with
blockchain transactions. This involved outlining how
the device would interact with the blockchain network,
the type of data to be recorded, and the protocols to be
implemented. The work aligns with the main themes of
this thesis by exploring the application of blockchain
technology in an industrial context, specifically in the
logistics and shipping sector, and addressing challenges
related to data integrity, trust, and security.

As part of the project, I also participated in formalizing
and drafting a patent application to protect the intellec-
tual property associated with the device and its block-
chain integration. Due to confidentiality agreements and
the pending status of the patent, further technical details
cannot be disclosed at the time of writing this thesis.

6.2 Enhancing Workplace Safety
through Operator Area Networks

Workplace safety is a critical concern across various
industries, prompting ongoing research into effective
methods for preventing accidents and ensuring com-
pliance with safety regulations. One prevalent issue
is the improper use or removal of Personal Protective
Equipment (PPE), which can lead to severe injuries or
fatalities. To address this challenge, I contributed to the
development of an Operator Area Network (OAN) system
designed to monitor and enforce the correct usage of PPE
in a non-intrusive and privacy-preserving manner.

The OAN system leverages wearable devices equipped
with Bluetooth Low Energy (BLE) capabilities to create
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a local network around the operator. By measuring the
Received Signal Strength Indicator (RSSI) between the
PPE devices worn by the operator, the system can infer
whether the equipment is being worn correctly. The
novelty of this work lies in its ability to provide robust
PPE monitoring without compromising user comfort or
privacy. By avoiding intrusive sensors or cameras, the
system respects the operator’s personal space while still
delivering real-time safety enforcement. The implemen-
tation of the post-processing algorithm reduces false
positives by approximately 80% and detecting improper
PPE usage within seven seconds.

In this project, my primary role involved the design
and implementation of the firmware for the wearable
devices. I focused on implementing the BLE function-
alities in order to estimate the relative proximity of the
devices. I also contributed to developing the machine
learning model which processes the RSSI data to detect
anomalies indicative of incorrect PPE usage. This project
intersects with the main subject of the thesis by present-
ing an industrial case study where technology is used to
improve safety and operational efficiency. There is poten-
tial to enhance this system by incorporating blockchain
technology to certify correct PPE usage and possibly
implement incentive mechanisms, such as rewarding
workers for compliance.

6.3 Device Authentication Using
Physical Unclonable Functions

(PUFs)

When devices are required to participate in sensitive
operations such as blockchain transactions, then secu-
rity becomes a concern in IoI' networks. Ensuring that
devices are uniquely identifiable and authenticated is
critical for maintaining the integrity of the network. In
this context, I explored the use of Physical Unclonable
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Functions (PUFs) as a means to enhance device authenti-
cation mechanisms.

PUFs exploit the inherent manufacturing variations
in electronic components to generate unique finger-
prints for each device. These fingerprints can be used
in challenge-response authentication schemes without
the need to store secret keys in non-volatile memory,
thereby reducing the risk of key extraction through
physical attacks.

In this project, I developed a PUF-based authentication
scheme on the ESP32-WROOM SoC, utilizing a portion
of its internal SRAM as the inherent entropy source
for the PUF. The process involved an enrollment phase,
where the device’s unique PUF response was recorded,
followed by authentication phases where the device
could be challenged and its responses verified against
the enrolled data.

The successful implementation demonstrated that such
devices could be authenticated securely and efficiently.
However, a much better approach would be to generate
unique cryptographic keys at runtime. This approach
has significant security benefits with respect to storing
keys in flash memories, as the keys are regenerated
as needed, making them resistant to tampering and
extraction. Moreover, with respect to challenge-response
schemes, these keys could be used to implement all the
most common PKI authentication schemes.

The relevance of this work to the main thesis lies in the
potential application of PUFs for enhancing the security
of devices participating in blockchain networks. By en-
suring that devices have a secure and unique identity,
they can safely generate and manage cryptographic keys
required for blockchain transactions, such as producing
secp256k1 ECDSA signatures used in Ethereum. This
capability is essential for integrating IoI' devices into
blockchain applications, where trust and authentication
are fundamental.
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Conclusions

The integration of blockchain technology into industrial
applications has introduced new ways to address critical
challenges, such as ensuring data integrity, securing
transactions, and enhancing transparency. Across vari-
ous industries, from structural monitoring to logistics,
public and private actors face the challenge of managing
vast amounts of data while being constrained by limited
storage capacity. By combining continuous monitoring
systems with blockchain, we have developed a frame-
work that reduces the burden on storage infrastructure
while ensuring that critical data remains safeguarded.

In Chapter 3, we presented our proposed system archi-
tecture, which includes a Policy Smart Contract and a
Policy Watchdog (PWD), to effectively manage data by
setting retention policies that determine the relevance of
stored information. Non-essential data is safely deleted,
while critical data remains intact, ensuring the long-
term sustainability of the database. We validated this
approach using data from a real-world railway bridge
monitoring system, demonstrating that the smart con-
tract could distinguish between high-value data, such as
data from train passages, and less relevant information.
This initial validation under ideal conditions confirmed
that our system works and addresses the use-case prob-
lem, showcasing its potential benefits and feasibility.

However, as we considered the practical deployment of
this system in real-world settings, we recognized that
more investigation was necessary. The complexities intro-
duced by production-grade deployments—such as the
choice of blockchain technology, the degree of network
decentralization, network speed and latency, blockchain
topology, and other operational factors—could signifi-
cantly impact the performance and applicability of our
smart contract solution. Testing in ideal conditions does
not capture these real-world variables, which are critical




for understanding the true capabilities and limitations
of the system.

This realization led us to delve deeper into the bench-
marking of production-grade deployments of smart
contracts to serve industrial applications. In Chapter 4,
we developed a comprehensive four-step methodology
to assess smart contract performance under realistic
conditions. This methodology includes:

» Automated Blockchain Deployment - Setting up the
blockchain network with production-grade config-
urations in an automated and repeatable manner.

» Emulation of Real-World Network Conditions - Sim-
ulating network latency, jitter, throughput, and
packet loss to mimic real-world network environ-
ments.

» Smart Contract Deployment - Deploying the smart
contract onto the configured blockchain network,
ensuring it operates under realistic conditions.

» Performance Benchmarking - Measuring key perfor-
mance indicators such as Average Transaction La-
tency (ATL) and Average Transaction Throughput
(ATT) to evaluate the smart contract’s performance.

By systematically following the methodology, we can
accurately measure the impact of real-world variables
on smart contract execution, enabling us to configure
test deployments that mimic actual operating environ-
ments.

Finally, in Chapter 5, we applied this methodology to
perform a proper evaluation of the smart contract de-
veloped earlier. By testing the smart contract under
production-grade conditions, we were able to optimize
its performance to meet the stringent demands of the
Structural Health Monitoring (SHM) use case. Through
fine-tuning of the smart contract parameters and block-
chain configurations, we reduced Average Transaction
Latency (ATL) while ensuring that the Average Trans-
action Throughput (ATT) remained sufficient for the
application’s needs. This validation highlights the adapt-
ability of our system in managing multiple concurrent
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applications and emphasizes the importance of perfor-
mance optimization in real-world environments.

Moreover, we introduced the concept of the Blockchain
Elaboration Ratio (BER), which provides a means of un-
derstanding the system’s performance in terms of data
processing and deletion. By conducting simulations and
analyzing the blockchain size, we demonstrated that
with well-configured policies, our system can signifi-
cantly reduce storage requirements, up to 75% in some
cases, while maintaining data security. For example,
in a scenario where the Policy Gateway (PGW) oper-
ates with a 1I-minute period and the Policy Watchdog
(PWD) with a 3-minute period, our system could shrink
the blockchain’s transaction data size to 8 GiB over a
year, compared to the 1.7 TiB required without data
deletion.

A major takeaway from this research work is acknowl-
edging the importance of not only developing innovative
blockchain-based solutions for industrial applications,
but also thoroughly evaluating their performance un-
der realistic conditions. The progression from initial
development and feasibility testing to comprehensive
performance benchmarking ensures that such systems
are truly ready for deployment in real-world settings.

Future work can delve deeper into exploring more ad-
vanced policy algorithms for data management in safety-
critical systems, such as redundant data removal or au-
tonomous policies that evolve over time. Additionally,
for benchmarking production-grade smart contracts,
expanding the methodology to include more Key Perfor-
mance Indicators (KPIs) like transaction success rate or
simulating variable loads with more complex algorithms
can provide deeper insights. The proposed methodology
and the related benchmarking framework, demonstrated
using Hyperledger Fabric, have significant potential to be
extended to support more blockchain platforms, serving
as blueprints for future research.
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