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Abstract

In the ever-evolving landscape of computing, the integration of Arti cial Intelligence has
become pervasive, empowering applications with unprecedented capabilities. However, as the
scope of Al expands, so do the challenges associated with resource constraints, particularly
in the realm of intelligent and distributed Edge Applications. This thesis delves into the
intersection of two concepts—Frugality and Serverless paradigms—aiming to revolutionize the
deployment and functionality of intelligent agents on constrained devices.

Distributed Computing in all its facets is discussed, addressing the main challenges related
to device heterogeneity and seamless networking management. Experimental contributions
in edge industrial scenarios are presenfij, [con rming the practical application of digital
twin technology. In addition, a smart routing approach is novelly prese@#@dghowcasing
the bene cial application of Al on Distributed Computing tasks.

The exploration extends to intelligent and distributed Edge Applications, where the fusion
of Al and decentralized computing offers unlimited potential for swift responsiveness and re-
strained energy consumption. Understanding the importance of power ef ciency in constrained
environments, this thesis places a particular emphasis on the trade-off between performance
and power consumption. Greener and more sustainable approaches to Distributed Learning
are proposedl|0, 180, taking into account power consumption in Federated Learning round
planning strategies.

Then, we address the challenges related to data constrained scenarios. Privacy and Trust re-
lated issues are addressed in a Federated Learning setting proposing a novel contfild&gion [
Additionally, considering the scarcity of data and model complexity, we introduce an ensem-
bling of weak autoregressor as a striking solution for traf ¢ volume forecasting [181].

During the exploration at the intersection of Al, frugality, and Serverless Computing,
we then focus our attention on those cases where networking conditions are unstable and
unreliable. Following the Split Computing paradigm we present a distilled enca8dr [
capable of challenging the performance of deeper neural networks, enabling realtime semantic
compression on mobile devices.
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Chapter 1

Frugality Middleware Technologies for
Edge and Fog Computing

Resource constrained scenarios represent one of the main challenges of nowadays Software
Engineering. High level Design Patterr®d] for Object Oriented architectures give systems
reusability and extensibility characterists meant for handling outstanding computing capabili-
ties in sub-optimal networking conditions and with abundant energy budgets. In those cases,
Service Oriented Architecture (SOAY39 emerges as the well-established cornerstone. Given

the ample availability of resources, the primary focus revolves around data access control,
transparent usage, and maintainability. These aspects rightfully take center stage in the pursuit
of effective solutions for systems operating in resource-rich environments.

The integration of Cloud Computin@§7] and DevOps T€] practices further elevates the
transparency and modularity of existing solutions. On one side Cloud Computing offers a
exible and on-demand resource pool, enabling diverse applications to seamlessly adapt to
uctuating workloads. On the ip side, Continuous Delivery (CD) and Continuous Integration
(ClI) offered by DevOps ensure the perpetual accessibility of remote services, simplifying the
day-to-day tasks of insiders. Thanks to those advancements, everyone from all over the world
is now capable of consuming fresh multimedia content with high Quality of Service (QoS)
requirements.

All these advancements raise a paradigm-shifting question: where does this data come from?
Considering that the greatest part of downstream internet traf ¢ is composed of images and
videos [L1, 84] it is reasonable to infer that data-centers do not serve as the primary data sources.
Usually both Human to Machine (H2M) and Machine to Machine (M2M) take place at the
edges of the network where the level of computational capabilities, network quality and energy
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budgets decrease dramatically. Here high level programming languages are replaced by lower
ones and the applicability of transparent frameworks is limited by a careful thriftiness in terms
of oating-point operations per second (FLOPS), bandwidth and power usage. As the total
number of connected sensors and devices gr@&sp| the current way employed to collect

and process data will be ineffective in handling the incoming amount of information transferred
over the network. New requirements in terms of energy awareness must be addressed in a more
distributed and exible way, taking into account Edg&[] and Fog P89 technologies to

tackle Big Data 26§ related concerns. Stringent demands for low latency and high-quality
services necessitate a computational shift toward the network’s peripheries, aligning with the
locations of end-users and data sources.

In this context, Big Data and Arti cial Intelligencel[l4 can be viewed as two comple-
mentary facets of a coin. Progressing with one while neglecting the other is impractical, as
Big Data stands as one of the most valuable assets of our times and Atrti cial Intelligence
serves as the means to unlock its immense potential. The symbiotic relationship between
these two domains is essential for harnessing the full capabilities of data-driven insights and
advancing technological frontiers. As is often the case in engineering endeavors, superior
results typically incur higher costs. In the context of Al applications, its promising high-level
outcomes bring an added strain on existing infrastructures, which are tasked with ensuring the
continual availability of both local and remote services across the network. In these scenario,
moving as much computation as possible to the Edge appears to be the only viable solution.

These two trends—increased transparency facilitated by Cloud Computing and reduced la-
tency provided by Edge Computing—collide in the realm of Fog Computing scenarios. a diverse
array of heterogeneous devices, each possessing varying communication and computation
capabilities, constitute the backbone of the infrastructure. While the modularity inherent in
Cloud architectures might be desirable on one front, its universal applicability is not entirely
feasible in this context. The reason lies in the necessity for more optimized strategies when
managing limited resources within the Fog Computing paradigm. Therefore, it is imperative to
emphasize the application of Al technologies at the edges of the network. This must be exe-
cuted with a keen awareness of resource constraints, ensuring that the computational expenses
associated with substantial additional processing remain constrained. Furthermore, there is the
need to encapsulate the intricacies of optimization strategies, aligning them with the Serverless
paradigm §#7]. This cohesive approach aims to establish a Cloud Continuum that seamlessly
bridges the gap between more powerful and resource-constrained devices.
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This thesis embarks on a comprehensive exploration of the evolving landscape of comput-
ing, with a central focus on the integration of Arti cial Intelligence (Al) and its impact on
resource-constrained environments, particularly in the domain of intelligent and distributed
Edge Applications. The rst part of the thesis delves into the core concepts of Transparent Fru-
gality and the fusion of Al with Edge and Fog Computing, respectively. The former advocates
for optimal resource ef ciency in Al functionalities, while the latter explores novel approaches

to enhance frugality in the context of edge devices. By delving into these dimensions, the
research aims to uncover innovative approaches that not only enhance frugality but also navigate
the intricate landscape of performance-energy tradeoffs in a way that does not compromise
the expected intelligence and responsiveness of modern applications. Then, we introduce a
groundbreaking proposition of an energy-aware serverless paradigm tailored for intelligent
agents on constrained devices, rede ning the conventional boundaries of serverless computing
to address unique challenges. In this context, Federated Lea2tintpy, 289 is used as a
practical use case to explore the multi-dimensional trade-off between resource optimization and
QoS performance. Lastly, both theoretical insights and practical solutions, with the ultimate
goal of shaping the future of intelligent computing in resource-constrained environments. The
overarching theme throughout the thesis is the pursuit of a more ef cient, transparent, and
frugal integration of Al, laying the foundation for intelligent applications at the edge of our
computing landscape.

1.1 Structure of the Thesis

Following a concise introduction to the motivations driving this thesis, this chapter succinctly
outlines the unique contributions made by the candidate that surpass the current state of the art.
The subsequent sections of this document draw upon content from papers that have been either
published or are currently under review.

Chapter 2 provides background information about Distributed Computing and computation
of oading, with a literature review of the principal challenges about microservice orchestration
in resource constrained setting. The applicability of the digital twin (DT) approach within
industrial IoT environments is considered, presenting a novel middleware for dynamically and
seamlessly managing network resources in edge industrial environments.

Chapter 3 focuses on the symbiotic interplay between Al-enhanced applications and Edge
environments. The main de nitions about Frugality and energy aware Al are provided with
references to the current state of the art. Both Al for Edge and Al on E&&fjale taken into
account, proposing experimental contributions for each scenario.
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Chapter 4 focuses on another pivotal aspect of Frugaly: Al with limited data. In the broad
context of Al-applications Big Data?2p9 availability persists as a mandatory requirement
across the majority of use cases. Unfortunately rich and meaningful dataset are not always
accessible, and even when present they comes with a very high price. This section explores
Small Data approaches as an alternative to canonical ones, tackling privacy related issues when
limited data are distributed across participants and how low complexity algorithms can in those
cases outperform deeper neural networks. The section features two experimental contributions:
one centered on a blockchain-based privacy framework and the other applying low-complexity
algorithms in the context of smatrt city traf ¢ prediction.

Chapter 5 explores the bene cial consequences of Semantic Compression and Split Com-
puting as a Frugality-oriented technique for power and bandwidth saving. A middleware for
containerized and ML-based computer vision applications is originally introduce as a real
world use case testing scenario. Model quantizat#®h §nd Knowledge Distillation117]
are employed here to further optimize resource usage on edge devices with limited computing
capabilities.

Chapter 6 serves as the conclusion of this thesis, providing a comprehensive summary
of the research ndings. It not only encapsulates the key insights derived from the present
work but also elucidates the most promising avenues for future research, both from a broader
perspective and speci cally stemming from the author's undertaken efforts.

1.2 Challenges

In the ever-evolving landscape of computing, two distinct challenges emerge as pivotal consid-
erations for system architects and developers alike. The rst challenge centers on the perpetual
trade-off between achieving higher performance and managing resource consumption ef ciently.
This delicate balancing act poses a conundrum: as we strive to enhance system performance,
the corresponding increase in resource utilization, including power consumption and potential
scalability constraints, becomes an inevitable consequence. Navigating this trade-off becomes
crucial, requiring thoughtful optimization strategies that align performance goals with the
available resources, striking a harmonious equilibrium between ef ciency and capability. This
is particularly true when limited capabilities in terms of computation, communication and
available energy come into play. Ef cient algorithms, lightweight processing, and intelligent
power management strategies become indispensable tools in addressing this challenge.

The second challenge delves into the intricacies of optimization and transparency within
the targeted software architectures. Here, the focus lies on streamlining software layers by
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minimizing unnecessary components and eschewing the temptation of introducing excessive
"syntactic sugar”. This approach aims to cultivate a more transparent and comprehensible
software structure while fostering optimization. In practice, it involves the judicious use of high-
level APIs to leverage backbone services, emphasizing simplicity and clarity in design without
sacri cing performance. The goal is to create systems that are not only ef cient and scalable
but also transparent and maintainable, thereby addressing the multifaceted demands of contem-
porary computing environments. By successfully navigating these dual challenges, developers
can craft systems that deliver optimal performance, resource utilization, and maintainability in
the face of the ever-increasing complexities inherent in modern computing paradigms.

1.3 Contributions beyond the state of the art

Conceptual Contributions:

* In [27] and in Chapter 2 we explore the major contributions available in Fog and Cloud
applications for Industrial 10T38], delving into ner details the concept of Digital
Twin (DT) [24] as an innovative technology expected to transform the industrial and
manufacturing ecosystems. In addition, the recent state of the art about Software-
de ned networking (SDN)277] is originally presented. Here Al applicability for traf ¢
management is considered for anomaly detection and packet routing policies.

* Novelly, in Chapter 3 we analyse the state-of-the-art the Frdgel] pnd Green23(Q
Al directions under a two-dimensional agenda: analyzing separately the interplay of Al
for Edge and Al on Edge. On one side we delve into the application of Al to distributed
computing problems. While on the other side, the trade-off between minimal resource
utilization and optimal performance spans across the current literature highlighting the
most remarkable and novel contributions.

Experimental Contributions:

* In [26] we propose a novel Application-driven Digital Twin Networking (ADTN) middle-
ware to support the twofold objective of simplifying the interaction with heterogeneous
distributed industrial devices and of dynamically managing network resources. Here
we discuss the support for adopting the Digital Twin (DT) abstraction, emphasizing
its role in simplifying interactions with physical devices through Simple Digital Twins
(SDTs). These SDTs serve as protocol gateways, facilitating communication with devices
via various protocols. Additionally, the concept of Composed Digital Twins (CDT) is
introduced, highlighting the representation of complex industrial applications as dynamic
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coordination among multiple SDTs. The deployment of SDTs on edge nodes is proposed,
with each node managing multiple SDTSs related to neighboring devices, creating a multi-
hop multi-path topology. This approach aims to simplify network resource management
by utilizing a high-level representation of industrial applications to dynamically and
autonomously manage resources within production sites. Ultimately, this solution proved
on a real testbed to enhance the ef ciency and safety of industrial networks by enabling
faster con guration for different applications within a production site or across multiple
sites. Chapter 2 is partially based on this work.

In [27] we highlight the need for enhanced safety and security measures in modern net-
working industrial environments, emphasizing the importance of IEC 62443 zones and
conduits [L5]] for clear separation and communication security. To address challenges
in implementation, the Digital Twin approach is proposed for zones and conduits, simpli-
fying the de nition and management of inter-machine security requirements. The use
of an intelligent reasoner is recommended for real-time monitoring and recon guration,
allowing for a dynamic trade-off between security and performance, with demonstrated
feasibility and ef ciency in industrial environments.

In [180 we introduce a groundbreaking distributed framework designed to collect real-
time and detailed process metrics for intelligent process management. Our focus lies in
exploring pertinent FL round planning strategies, which are categorized as either static,
involving a predetermined number of iterations, or dynamic, where the iteration count is
decided at runtime based on trade-offs between model accuracy and energy expenditure.
To substantiate the ef cacy of our approach, we outline the design of an experimental
testbed. This testbed demonstrates the implementation of an Energy-Aware Federated
Learning (EFL) process using authentic data, highlighting the capabilities of our solution

in terms of metric collection and adaptive planning based on the observed data. Chapter 3
focuses on the main challenges in that direction presenting the experimental contribution
we developed in relationship with the current state of the art.

In [10] we introduce EneA-FL an innovative scheme, termed EneA-FL, for serverless
smart energy management. This novel approach dynamically adapts to optimize the
training process, promoting seamless interaction between Internet of Things (1oT) devices
and edge nodes. The proposed middleware incorporates a containerized software module
that ef ciently manages the interaction of each worker node with the central aggregator.
EneA-FL makes informed decisions about node inclusion in subsequent training rounds
by monitoring local energy budgets, computational capabilities, and target accuracy.
This intelligent approach effectively balances the tripartite trade-off between energy
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consumption, training time, and nal accuracy. Through a series of extensive experiments
across diverse scenarios, our solution showcases impressive results, achieving a notable
reduction of between 30% and 60% in energy consumption compared to popular client
selection approaches in the literature. Furthermore, it proves to be up to 3.5 times more
ef cient than standard Federated Learning solutions.

* In[175 a groundbreaking blockchain-based architecture to establish Trustworthy Feder-
ated Learning as a Service (FLaaS). Our solution integrates blockchain, smart contracts,
and a Decentralized Oracle Network (DON) to create a collaborative and secure Al
model training system resilient to attacks from both the server and malicious participants.
To ensure the validation process's integrity, we design a novel protocol relying on smart
contracts and the DON. The DON dynamically supplies the smart contract with a subset
of the validation dataset. Furthermore, we put forth a weighted aggregation strategy that
considers each participant's trust level. Taking into account their historical performance
in preceding rounds, each client is assigned a trust level, enhancing the fairness and
reliability of contributions in the federated learning framework.

* In [183 we introduce and extensively evaluate Furcifer, an innovative middleware frame-
work for Computer Vision tasks. Tailored to seamlessly adapt to the computing demands
of highly dynamic environments, Furcifer transparently monitors the underlying system's
state and dynamically predicts the feasibility of (Edge Computi@)(Local Comput-
ing) LC, and (Split ComputingpC|[173 con gurations. The core of Furcifer adopts
a novel containerized approach, enabling low-overhead transitions between computing
modalities and data processing modules. Notably, Furcifer achieves a context switch
latency of less than 2ms and utilizes minimal storage — approximately 7GB upon instan-
tiation with less than 0.3% transmitted over the network during runtime. The system
monitoring module introduces minimal overhead and embeds algorithms for lightweight
and ef cient system state analysis. Our evaluation, focusing on Object Detection (OD) as
a use case, involves over 250 experiments with various wireless technologies, showcasing
Furcifer's ability to dynamically adapt con gurations. Results demonstrate a remarkable
2x reduction in energy consumption, a 30% increase in mean Average Precision com-
pared to statit.C, and a three-fold rise in frame per second rate compared to Ei@tic
full of oading. Furthermore, Furcifer's highly optimize8Cmodule surpasses state-of-
the-art practicaEC andSCcon gurations in certain parameter regions, emphasizing the
signi cance of SCin the array of available computing con gurations.






Chapter 2

Computing Paradigms Close to the Edge,
Challenges and Possible Solutions

In the contemporary landscape of information technology, data stands as the primary commod-
ity, and the possession of larger datasets often translates into increased value for data-centric
businesses. As per the International Data Corporation (IDC), the volume of digital data sur-
passed 1 zettabyte in 20192, and since 2012, a staggering 2.5 exabytes of new data are
generated daily [176].

With the escalating velocity and volume of data, the conventional approach of transferring large
datasets from 0T devices to the cloud faces ef ciency challenges and, in certain instances,
becomes impractical due to bandwidth limitations. Simultaneously, the emergence of time-
sensitive and location-aware applications, such as patient monitoring, real-time manufacturing,
self-driving cars, drone swarms, and cognitive assistance, presents a scenario where the distant
cloud infrastructure struggles to meet the ultra-low latency requirements and provide location-
aware services. Additionally, the scalability of cloud solutions may be inadequate to handle the
vast amount of data generated by these applications. Furthermore, privacy concerns in speci c
applications make sending data to the cloud an unviable solution, necessitating alternative
strategies for data processing and storage closer to the source.

To tackle the challenges posed by high-bandwidth, geographically-dispersed, ultra-low la-
tency, and privacy-sensitive applications, there is an imperative need for a computing paradigm
situated closer to connected devices. Both indugt® 4nd academiaje] have proposed Fog
computing to address these issues and ful Il the demand for a computing paradigm in proximity
to connected devices. Fog computing serves as a bridge between the cloud and IoT devices,
facilitating computing, storage, networking, and data management on network nodes situated
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close to 10T devices. This implies that computation, storage, networking, decision-making, and
data management occur along the path between 10T devices and the cloud as data moves from
loT devices to the cloud. The research community has also introduced other similar computing
paradigms such as mist computirk][89], cloud of things ], and cloudlets 18, 198, all

aimed at addressing the aforementioned challenges in various ways.

In Section 2.1 we delve into a comparative analysis of Fog computing and its counterparts,
illustrating the inherent advantages of Fog computing across diverse use cases. The primary
obstacles hindering the widespread adoption of Edge computing are meticulously enumerated
and scrutinized. These challenges encompass issues of trust and authentication, the imperative
need for eco-friendly Fog computing solutions, scalability concerns, considerations regarding
bandwidth optimization, and promising direction towards intelligent and autonomous policy
management on the Edge. Moreover, a groundbreaking approach, termed Frugality, is in-
troduced as a disruptive solution. Section 2.2 focuses on the adoption of the Digital Twin
paradigm as a way to apply frugality in heterogeneous IloT environments. Then, in Section 2.3
we present our novel contribution for intelligent and autonomous packet routing.

2.1 From the Cloud to the Far Edge

In the ever-evolving landscape of computing paradigms, the journey from centralized cloud
environments to the far edge represents a transformative shift that aligns with the evolving
demands of contemporary applications. This section explores the paradigm shift from cloud
to the far edge, delving into emerging computing models that bring processing capabilities
closer to connected devices. We will navigate through Fog Computing, edge computing, and
other related paradigms, examining their distinctive features, advantages, and implications for
the future of computing architecture. As we traverse this landscape, we uncover how these
advancements are reshaping the way applications are deployed, managed, and optimized in the
era of pervasive connectivity and data-driven innovations.

2.1.1 Traditional Cloud Computing

Cloud computing has played a pivotal role in extending the accessibility and capabilities of com-
puting, storage, and networking infrastructure to various applications. The National Institute of
Standards and Technology (NIST) de nes Cloud Computing as a model that facilitates ubig-
uitous, on-demand network access to shared computing resoliré&gsCloud data centers,

characterized by large pools of highly accessible virtualized resources, offer dynamic recon g-
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urability to accommodate scalable workloads. This adaptability is particularly advantageous for
cloud services, which often adopt a pay-as-you-go cost m@éé).[ The pay-as-you-go cost

model enables users to conveniently access remote computing resources and data management
services, paying only for the resources they consume. Major cloud providers, including Google,
IBM, Microsoft, and Amazon, play a crucial role by furnishing and provisioning expansive
data centers to host these cloud-based resources. This approach not only enhances exibil-
ity but also aligns with a more cost-effective and scalable utilization of computing infrastructure.

Cloud computing encompasses four primary deployment models: private cloud, commu-
nity cloud, public cloud, and hybrid cloud79. Private clouds are tailored for singular entities,
ensuring high privacy and con gurability, resembling traditional company-owned server farms
but lacking the pay-as-you-go cost model. Community clouds serve a collective user base, with
decentralized ownership shared among multiple organizations within the community. Public
clouds, offered by providers like Amazon, IBM, Google, and Microsoft, are widely popular,
easy to maintain, and cost-effective, although they may lack full customization. Hybrid clouds
combine various deployment types, offering ner control over virtualized infrastructure through
standardized or proprietary technology [247].

The cloud offers a spectrum of services, categorized as infrastructure, platform, and soft-
ware (laaS, PaaS, SaaS) - see Table 2.1 as a reference - catering to the diverse needs of
application developers. In the realm of Infrastructure as a Service (laaS), cloud consumers
gain direct access to IT infrastructures encompassing processing, storage, and networking
resources (] inside a virtualized and isolated environment. In the platform as a service
(PaaS) model, cloud providers furnish a scalable and managed environment encompassing
not only the underlying infrastructure but also tools and services for developers to build, test,
and deploy applications ef ciently. PaaS abstracts complexities associated with infrastructure
management, allowing developers to focus primarily on application code and functionality. This
model accelerates the development lifecycle by offering ready-made services such as databases,
development frameworks, and runtime environments, enabling developers to create and deploy
applications without being burdened by the intricacies of infrastructure con guration. Software

as a Service (SaaS) is a Cloud Computing service model where users access and utilize fully
functional software applications over the internet, eliminating the need for local installations
and maintenance. In the SaaS model, the cloud provider manages all aspects of the software,
including infrastructure, maintenance, updates, and security. SaaS is particularly advantageous
for businesses, offering cost-effective solutions, streamlined work ows, and ef cient access

to a wide range of applications without the complexities of traditional software management.



12 Computing Paradigms Close to the Edge, Challenges and Possible Solutions

In terms of infrastructure control, laaS provides the highest level of control, enabling users to
manage virtualized infrastructure components such as servers, storage, and networking. While
this grants exibility, it also entails greater responsibility for users in terms of con guration
and maintenance. Any additional layer increases the overhead over the infrastructure and may
result in more complex management tasks.

Resource provisioning and limitations

The demand for cloud resources is another relevant aspect. This can be highly dynamic,
leading to challenges with xed resource allocation that can result in either over-provisioning
or under-provisioning, as illustrated in Fig. 2.1. Cloud Computing's fundamental principle
revolves around provisioning precisely the necessary resources based on demand. This in-
volves leveraging virtualization for on-demand application deployment and employing resource
provisioning to effectively manage hardware and software in cloud data centers. The topic
of resource provisioning is extensively explored in Cloud Comput2g48, 122 243 297,

given its signi cance in optimizing performance and cost. Due to the inherent dif culty in
accurately predicting service usage from tenants, most cloud providers adopt a pay-as-you-go
payment model. This approach allows providers to be exible in resource provisioning, en-
suring that clients only pay for the actual amount of resources they consume, aligning with
the core tenets of ef ciency and cost-effectiveness in Cloud Computing. The concept of cloud

Table 2.1: In summary, laaS focuses on managing infrastructure components, PaaS abstracts even more
of the underlying infrastructure to provide a platform for application development, and Saa$S offers fully
managed applications delivered over the internet. The classi cation is based on the level of abstraction
and the extent of control and responsibility delegated to users or handled by the cloud provider within
the application stack.

‘ On-Premises‘ laaS ‘ PaaS ‘ SaaS‘
Application | Application | Application | Application
Data Data Data Data
Runtime Runtime Runtime Runtime
Middleware | Middleware | Middleware | Middleware
oS oS oS (O
Virtualization | Virtualization | Virtualization | Virtualization
Server Server Server Server
Storage Storage Storage Storage
Networking | Networking | Networking | Networking

BLUE: managed by Vendor/Service provider

RED: managed by User
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Figure 2.1: Shaded regions of (a) Over provisioning with resource underutilization; (b) Case 1 of under
provisioning with compromised potential revenue from end-users; (c) Case 2 of under provisioning with
attrition of cloud end-users.

provisioning involves three distinct casds3f], each depicting different scenarios related to
resource allocation:

» Over provisioning with resource under utilization: This case illustrates a situation where
cloud resources are allocated in excess of actual demand. Consequently, there is under
utilization of resources, leading to inef ciency and increased operational costs.

» Under provisioning with compromised potential revenue from end-users: In this scenario,
the cloud resources provided fall short of the actual demand, resulting in under provi-
sioning. Part of the user demand is unmet, leading to compromised potential revenue
from end-users. This situation emphasizes the importance of accurately aligning resource
allocation with user requirements to avoid revenue loss.

» Under provisioning with attrition of cloud end-users: The shortfall in resources may lead
to dissatisfaction among users, causing them to discontinue their engagement with the
cloud service.

While Cloud Computing initially aimed at providing ubiquitous access to computing resources,
the latency associated with accessing cloud-based applications might be impractical for cer-
tain mission-critical or low-latency-sensitive applications. The surge in data generation at
the network edge necessitates cloud resources to be closer to where data is produced. The
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demand for high-bandwidth, geographically-dispersed, low-latency, and privacy-sensitive data
processing has led to the emergence of computing paradigms closer to connected devices. Fog
computing, proposed by both industry and academia, addresses these requirements by bringing
computing resources closer to the edge. To facilitate a detailed comparison among various Fog
Computing-related paradigms, we introduce different computing models, starting with Fog
Computing.

2.1.2 Edge Computing: Demystifying an Umbrella Term

Edge computing extends the capabilities of connected devices, enhancing the management,
storage, and processing power of generated data. Edge computing is strategically positioned at
the edge of the network in close proximity to Internet of Things (I0T) devices. It is important

to note that the edge is not directly on the 10T devices but is typically within one2gg. [
Although, in local 10T networks, the edge may be more than one hop away from IoT devices.
OpenEdge Computing Whitepap&d] de nes edge computing as computation conducted at

the network's edge through small data centers that are in close proximity to users. The primary
vision for edge computing is to furnish compute and storage resources close to users in an open
standards and ubiquitous manner. This paradigm plays a crucial role in the l0T landscape by
intelligently Itering, preprocessing, and aggregating IoT data through cloud services deployed
near 10T devicesd17. Edge computing excels in addressing issues such as privacy, latency,
and connectivity. Due to its proximity to users, latency in edge computing is typically lower
than Cloud Computing, provided suf cient local computation power is available. Service
availability is also higher in edge computing as connected devices are not constrained by the
limitations of traditional mobile computing resources or the wait times associated with highly
centralized platforms. Edge computing incorporates small data centers, contributing to higher
service availability. Furthermore, edge computing can expand its computing capabilities be-
yond MACC by adopting hybrid architectures that integrate peer-to-peer and cloud computing
models. This exibility positions edge computing as a versatile and powerful paradigm in the
evolving landscape of connected devices and IoT.

It is important to note that terms like edge computing, cloudlets, fog computing, and mist
computing (discussed in at the end of Section 2.1.5) are sometimes used interchangeably in
literature, given their shared use of the term "Edge”. In the telecommunications industry, the
term "Edge" typically refers to 4G/5G base stations, RANs, and ISP access/edge networks.
However, in the context of the Internet of Things (l1oT) landsc&#| the term "Edge"
pertains to the local network housing sensors and loT devices. Essentially, the Edge represents
the immediate rst hop from loT devices, such as WiFi access points or gateways, rather than



2.1 From the Cloud to the Far Edge 15

the 10T nodes themselves. As addressed in Section 2.1.5, when computation occurs on the
0T devices directly, this paradigm is termed mist computing. Notably, General Eletdtic [
highlights the distinction between fog computing and edge computing. Fog computing primar-
ily concerns interactions among edge devices like RANs, base stations, or edge routers, while
Edge Computing focuses on the technology associated with connected things, such as WiFi
access points.

2.1.3 Fog Computing: Between the Cloud and End-Devices

The term "Fog computing” was introduced in 2012 by researchers associated with Cisco Sys-
tems B6, 97]. However, the idea of processing application logic and data at the edge is not
a recent development. The concept of Edge computation had already surfaced around the
2000s p7§. Additionally, a related concept known as cloudlets was put forth in 2009

Both Cloudlets and Fog computing represent advancements of a similar concept, emphasiz-
ing processing at the edge level. While Cloudlets nd application in mobile networks, Fog
computing is speci cally tailored for connected devices such as IoT, aligning with the broader
concept of the Internet of Thingd (2. These technological developments signify an evo-
lution in computing paradigms, with a shift towards decentralized processing at the edge
to enhance ef ciency and responsiveness in diverse application scenarios. Fog computing
and edge computing, although sharing the common objective of moving computation and
storage closer to the network edge and end-nodes, are distinct paradigms. According to the
OpenFog Consortiun¥p], Fog Computing is hierarchical and offers a comprehensive range

of computing, networking, storage, control, and acceleration capabilities across the entire
spectrum from cloud to devices. In contrast, edge computing tends to be con ned to computing
at the edge, without the broader scope encompassed by fog computing. (Refer to Fig. 2.2)
In addition, as better explanation about the differences between Fog and Cloud Computing
[56] clari es that "fog is inclusive of cloud, core, metro, edge, clients, and things." Fog com-
puting aims to establish a seamless continuum of computing services from the cloud to the
end devices, avoiding the treatment of network edges as isolated computing platforms. The
vision for fog computing is that of a horizontal platform capable of supporting common fog
computing functions across various industries and application domains, extending beyond
traditional telecommunications services [44]. This distinction underscores the hierarchical
and inclusive nature of fog computing in contrast to the more localized focus of edge computing.

Another de nition of Fog computing, comes from the OpenFog Consortidigh [Here it
is de ned as a system-level architecture that horizontally distributes computing, storage, con-
trol, and networking functions. This distribution occurs along a continuum from the cloud to
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Figure 2.2: Analyzing fog computing and its associated computing paradigms concerning their position-
ing and proximity to the core cloud.

connected devices. Unlike vertical platforms that isolate applications in silos, Fog Computing's
horizontal approach allows for the dispersion of computing functions across various platforms
and industries. While a vertical platform may excel in supporting a speci ¢ application type, it
lacks consideration for interactions between different vertically-focused platforms. Beyond
its horizontal architecture, Fog Computing offers a exible platform tailored to address the
data-driven requirements of operators and users. Its primary objective is to provide robust
support for the Internet of Things. Fog computing serves as a crucial link connecting the
cloud and end devices, such as I0T nodes. It achieves this by facilitating computing, storage,
networking, and data management on network nodes situated in close proximity to 10T devices.
Consequently, the processes of computation, storage, networking, decision-making, and data
management extend beyond the con nes of the Cloud and unfold along the path from loT
devices to the cloud. This distributed approach ensures that these operations occur preferably
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in close proximity to the l0T devices themselves. As an example, in Intelligent Transportation
Systems (ITS)§], the compression of GPS data can take place at the edge, occurring before
the transmission of data to the cloud.

Adavantages of Fog over Cloud

A commonly cited example to distinguish between fog and Cloud Computing revolves around
the support for latency-sensitive applications while maintaining satisfactory quality of service
(QoS). Fog nodes, strategically positioned near 10T source nodes, signi cantly reduce latency
compared to traditional Cloud Computing. Although this example underscores the intuitive
appeal of Fog Computing, it is important to note that latency-sensitive applications represent
just one facet of the diverse range of applications that justify the adoption of Fog Computing.
Unlike centralized cloud data centers, nodes in Fog Computing are dispersed in less centralized
locations, offering a wide geographical presence in substantial numbers. In Fog Computing,
security measures need to be implemented at the edge or in dedicated locations of fog nodes, in
contrast to the centralized security mechanisms employed in dedicated buildings for cloud data
centers. The decentralized nature of Fog Computing allows devices to either function as Fog
Computing nodes themselves (e.g., a car acting as a fog node for onboard sensors) or utilize
fog resources as clients of the fog. This decentralized deployment model enhances exibility
and responsiveness in catering to a variety of computing needs.

The primary distinctions between cloud and Fog Computing stem from the scale of hard-
ware components associated with these computing paradigms. Cloud computing offers high
availability of computing resources with relatively high power consumption, while Fog Com-
puting provides moderate availability of computing resources at lower power expenddde [
Cloud computing typically relies on extensive data centers, whereas Fog Computing makes use
of smaller-scale servers, routers, switches, gateways, set-top boxes, or access points. Due to
the compact nature of Fog Computing hardware, it can be located in closer proximity to users.
Fog computing plays a pivotal role in enabling devices to measure, monitor, process, analyze,
and react by distributing computation, communication, storage, control, and decision-making
closer to I0T devices43]. This approach offers numerous advantages across various industries,
including but not limited to energy management, manufacturing, transportation, healthcare,
and smart cities. The application of Fog Computing in these sectors enhances ef ciency,
responsiveness, and real-time processing capabilities, contributing to the optimization and
advancement of diverse industrial processes and services.

The distinctions and trade-offs between cloud and Fog Computing prompt the question of
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which one to choose. However, it is crucial to recognize that fog and Cloud Computing are not
mutually exclusive; rather, they complement each other. The integration of cloud and Fog Com-
puting allows for the optimization of services utilized by connected devices, creating a synergy
that enhances overall performance. Federation between fog and cloud introduces advanced
capabilities for data aggregation, processing, and storage. For instance, in a stream processing
application, the fog can ef ciently lter, preprocess, and aggregate traf ¢ streams from source
devices. Simultaneously, queries demanding heavy analytical processing or archival results can
be directed to the cloud. An orchestrator, acting as a mediator, can facilitate the collaboration
between cloud and fog. A fog orchestrator, for instance, can establish an interoperable resource
pool, deploy and schedule resources for application work ows, and control quality of service
(QoS) 277. The incorporation of Software-De ned Networking (SDNIM5, 232 276 em-

powers fog service providers with greater control over the network con guration, especially
when managing a multitude of fog nodes responsible for data transfer between the Cloud
and loT devices. This collaborative approach leverages the strengths of both Fog and Cloud
computing, optimizing the overall performance and responsiveness of connected systems.

Radio Access Networks (RAN) and Fog

Fog computing seamlessly integrates into mobile technologies through the concept of fog Radio
Access Networks (F-RAN), providing a dynamic and ef cient approach to network architecture.
F-RAN leverages computing resources at the edge, enhancing performance in various ways,
such as caching content for quicker retrieval and reducing the load on the front-haul. This
integration is particularly relevant in the context of 5G-related mobile technolog&. [
F-RAN can be instrumental in optimizing content delivery and overall network ef ciency. In
contrast, Cloud Radio Access Network (C-RAN) takes a centralized control approach over
F-RAN nodes. It utilizes virtualization to decouple base stations within a cell from their base-
band functions, achieving greater exibility and ef ciencyg]. C-RAN involves deploying
numerous low-cost Remote Radio Heads (RRHs) connected to a Base Band Unit (BBU) pool
through front-haul links. Both F-RAN and C-RAN are well-suited for mobile networks with
base stations and are considered as viable options for 5G deployments. Importantly, their
implementation contributes to a more energy-ef cient form of network operation, aligning with
the broader goals of sustainability and resource optimization [201].

Figure 2.3 presents a classi cation of computing paradigms associated with Fog comput-
ing and illustrates the scope overlap among them. This gure serves as a visual representation
of our comparison of Fog Computing and its related computing paradigms. To aid in under-
standing, Table 2.2 provides a list of acronyms used in this gure and throughout the paper. In
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Figure 2.3: Fog-related Computing Paradigms. We de ne four unstructured knowledge integration
mechanisms. A knowledge mapping mechanism is an instance of each knowledge integration mechanism.
Lastly, knowledge validation de nes three major requirements concerning the integration of unstructured
knowledge.

the subsequent discussion, we explore these related computing paradigms in the order of their
trend, highlighting how certain paradigms have paved the way for the emergence of others.

Table 2.2: Acronyms referring to Figure 2.3

loT  Internet of Things CC Cloud Computing

MC  Mobile Computing FC Fog Computing

EC Edge Computing MEC Multi-access Edge Computing
MCC Mobile Cloud Computing MACC Mobile ad hoc Cloud Computing
CoT  Cloud of Things mist Mist Computing

2.1.4 Mobile Device Constraints at the Network Edge

The progress in Fog and Cloud Computing has been signi cantly in uenced by the founda-
tional work laid down during the development of Mobile Computing. Mobile computli® [

also known as nhomadic computing, involves carrying out computing tasks through portable
devices like laptops, tablets, mobile phones or embedded devices. This paradigm has paved
the way for creating pervasive and context-aware applications, exempli ed by features such
as location-based reminders. At its core, Mobile Computing envisions adaptation within an
environment characterized by low processing power and sporadic, limited network connectivity.
The zenith of Mobile Computing technologies predates the emergence of Cloud Computing.
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Numerous fundamental challenges inherent to Mobile Computing, including user mobility,
network heterogeneity, and low bandwidth, were addressed in the literature before 2000. So-
lutions to these challenges have been found through advancements such as robust caching
mechanisms, improvements in transmission hardware and protocols, and the development of
ef cient compression algorithms8p]. However, owing to the evolving demands of connected
consumer devices and the increasing complexity of modern computing challenges, Mobile
Computing alone may not be suf cient. This recognition has prompted the subsequent evolution
and integration of fog and Cloud Computing paradigms to address the contemporary needs of a
highly connected and data-intensive environment.

Fog and Cloud Computing have transformed the landscape of computing by liberating compu-
tation from the con nes of local networks, effectively expanding the scale and scope of mobile
computing. In traditional mobile computing, mobile devices can establish connectivity through
technologies like BluetoottBf], WiFi [ 167, ZigBee [L58), and cellular protocolsif4]. In con-

trast, Fog and Cloud Computing demand more resource-intensive hardware with virtualization
capabilities. Security measures in mobile computing are typically implemented directly on
the mobile devices themselves. In terms of available resources, if compared to fog and Cloud
Computing, Mobile Computing is inherently more resource-constrained. However, recent years
have witnessed substantial advancements in mobile hardware and wireless protocols, narrowing
the resource gap considerably. These improvements have enhanced the capabilities of mobile
computing, making it more robust and aligning it more closely with the evolving demands of
contemporary computing environments. The strength main of Mobile Computing lies in its
distributed computing architecture. Distributed applications bene t from this decentralized
approach as mobile devices do not require a centralized location to operate. However, Mobile
Computing comes with several drawbacks, including signi cant resource constraints, the deli-
cate balance between autonomy and interdependence (prevalent in all distributed architectures),
communication latency issues, and the necessity for mobile clients to ef ciently adapt to
changing environments [227].

Mobility:

The ability to change locations while connected to the network increases the volatility of some
information. Certain data considered static for stationary computing becomes dynamic for
mobile computing. For example, a stationary computer can be con gured statically to prefer the
nearest server, but a mobile computer needs a mechanism for determining which server to use.
As volatility increases, cost-bene t trade-off points shift, calling for appropriate modi cations

in the design. For example, a highly volatile data object has fewer uses per modi cation.
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For such objects it makes little sense to cache the data. As another example, consider static
information, which is often managed by hand; to handle higher rates of change, automated
methods are required. However, even where such methods exist, they may be ill-suited for the
dynamism of mobile computing. Mobility introduces several problems: A mobile computer's
network address changes dynamically, its current location affects con guration parameters as
well as answers to user queries, and the communication path grows as it wanders away from a
nearby server.

Power Consumption:

Batteries are the largest single source of weight in a portable computer. While reducing battery
weight is important, too small a battery can undermine the value of portability by causing users
to recharge frequently, carry spare batteries, or use their mobile computers less. Minimizing
power consumption can improve portability by reducing battery weight and lengthening the life
of a charge. Power consumption of dynamic components follows the following proportionality:

Power consumptiop C V2 F (2.1)

Where:

» C is the capacitance of the circuit. This can be reduced by greater levels of VLSI
integration [23] and multi-chip module technology [87];

* V is the voltage swing, which can be optimized by redesigning chips to operate at lower
voltages;

* F is the clock frequency. This can be minimized by trading computational speed for
power savings. To retain more computational power at lower frequencies, processors are
being designed that perform more work on each clock cycle.

Power conservation in Mobile Computing is not only achieved through thoughtful design
but also through ef cient operational strategies. Power management software plays a crucial
role in conserving power by selectively powering down individual components when they
are idle. For example, this may involve spinning down the internal disk, turning off screen
lighting or spin down the internal disk drive after it has been idle for just a few sec@bfs [
Applications can also contribute to power conservation by adopting practices that reduce their
consumption of computation, communication, and memory resources. This can be achieved by
adjusting their operational behavior to perform periodic operations less frequesdly thereby
amortizing the start-up overhead and minimizing the overall energy consumption. Ef cient
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power management at both the hardware and software levels is essential for optimizing the
energy ef ciency of mobile computing devices.

Low Bandwidth and Bandwidth Variability

Wireless networks inherently offer lower bandwidth compared to wired networks, necessitating
careful consideration of bandwidth consumption in Mobile Computing designs. The deliverable
bandwidth per user is in uenced by the number of users sharing a cell, and the network’s
capacity can be evaluated based on its bandwidth per cubic meter. Two primary approaches can
be employed to enhance this value:

» Maintaining Multiple Cells at Different Frequencies: This approach, while more
exible, is constrained by the available range of frequencies in the electromagnetic
spectrum for public consumption;

 Limiting Transmission Ranges: By restricting transmission ranges, more cells can t
into a given area. This approach is preferred for its simplicity, reduced power require-
ments, and potential decrease in signal corruption. Transceivers covering smaller areas
may achieve higher bandwidth.

Additionally, various techniques such as compression, logging (consolidating multiple short
requests into larger ones), perfecting (anticipating les that will be needed soon), and write-back
caching can help mitigate the impact of low bandwidth. Intelligent scheduling of communi-
cations further enhances system performance. Mobile Computing designs must contend with
more signi cant variations in network bandwidth compared to traditional designs. An effective
design should be adaptable to the currently available resources, offering users a variable level of
guality. As a mobile element moves out of the range of one network transceiver, it seamlessly
switches to another. Furthermore, there may be locations where users can access multiple
transceivers operating on different frequencies.

Disconnections:

Wireless communication's susceptibility to disconnection poses a signi cant challenge in the
design of successful Mobile Computing systems. Design strategies can focus on allocating
resources to handle disconnections more elegantly or preventing them from occurring. In envi-
ronments prone to frequent disconnections, it may be more effective for the mobile computer
to function as a stand-alone unit rather than a mobile terminal. This involves splitting the
application and user interface across the network. For wide-area networks, where round-trip
Remote Procedure Call (RPQ)J3 delays can be costly in terms of wasted processor clock
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cycles, operating asynchronously can make round-trip latencies and brief disconnections less
expensive. Synchronous systems offer advantages such as a simpler design, implementation,
and debugging. However, asynchronous models yield higher performance since the receiver
does not block while waiting for requested data. Caching technid#d$¢an enhance the
performance of weakly-connected and disconnected operations. Still, preserving cache coher-
ence under weak connectivity can be costly. The Coda le system addresses this challenge
by maintaining cache coherence at multiple levels of granularity and utilizing callbacks. In
the Coda solution, fast cache validation is achieved by comparing version stamps maintained
by clients and servers, preserving validity through callbacks. This approach offers a trade-off
between the precision of invalidation and the speed of validation.

Address Migration:

As individuals move, their Mobile Computers will utilize different network access points, or
"addresses." However, current networking protocols are not inherently designed to handle
dynamically changing addresses. Active network connections typically cannot be seamlessly
moved to a new address. Once an address for a host name is known to a system, it is usually
cached with a long expiration time, and there is often no mechanism to invalidate outdated
entries. In the Internet Protocol, for instance, a host IP name is closely tied to its network
address; changing locations implies acquiring a new IP hame. Human intervention is commonly
needed to coordinate address usage. To communicate with a Mobile Computer, messages must
be sent to its most recent address. As Mobile Computers change locations, they utilize different
network access points or "addresses." Several techniques can be employed to determine the
current network address of a mobile unit [270]:

» Selective Broadcastlf a Mobile Computer is known to be in a set of cells, a message
could be broadcasted to these known cells, asking the required mobile unit to reply with
its current network address;

» Central Services: A logically centralized database holds the current addresses of all
mobile units. Whenever a Mobile Computer changes its address, it sends a message to
update the database;

» Home Bases:This is essentially a more centralized approach where only a single server
knows the current location of a Mobile Computer;

» Forwarding Pointers: This method involves placing a copy of the new address at the
old location. Each message is then forwarded along the chain of pointers leading to the
Mobile Computer. This approach requires an active mechanism.
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These drawbacks often render Mobile Computing unsuitable for current applications that
demand low-latency or robustness, or that require large amounts of data to be generated, pro-
cessed, and stored on devices. The challenges posed by resource constraints, adaptability to
changing conditions, and communication latency can limit the applicability of Mobile Comput-
ing in scenarios where real-time responsiveness and extensive data processing capabilities are
crucial.

2.1.5 Other Computing Paradigms

In addition to Mobile Computing, Cloud Computing, and Fog Computing, several other
computing paradigms contribute to the diverse landscape of information technology. Each
paradigm addresses speci ¢ challenges and offers unique advantages. In the following section
we delve into ner details of possible alternatives to aformentioned computing strategies.

Mobile Cloud Computing

As Cloud Computing matured, it seamlessly integrated with Mobile Computing, giving rise to
a valuable synergy known as Mobile Cloud Computing (MCC). In MCC, both data storage and
data processing occur outside of the mobile device, expanding the reach of mobile computing
applications beyond smartphones to a much broader spectrum of mobile subs@riberaé
National Institute of Standards and Technology (NIST) extends this de nition to encompass
mobile devices, describing cloud computing as the synergy among IoT devices, mobile devices,
and cloud computing that facilitates data-intensive and CPU-intensive applications in 0T envi-
ronments 192. Applications in MCC span various domains, including crowdsourcitt [
healthcare, sensor data processing (e.g., optical character recognition and image processing),
and task of oading 215 224]. A notable feature is the ability to dynamically partition mo-

bile applications at runtime, enabling computationally intensive components to be adaptively
of oaded to the cloud [34]. This dynamic of oading enhances the overall performance and
capabilities of mobile applications, leveraging the resources and scalability provided by cloud
computing infrastructure.

In the realm of Mobile Cloud Computing (MCC), the resources within mobile devices can
harness the capabilities of resource-rich cloud services. This paradigm involves a substantial
shift of computation from mobile devices to the cloud, offering several advantages. MCC
is particularly adept at running computation-intensive applications, contributing to increased
battery life for mobile devices. MCC brings together characteristics from both mobile com-
puting and cloud computing, providing a unique blend of capabilities. By combining the
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objectives of these two paradigms, MCC ensures high availability of computing resources, a
departure from the resource-constrained nature of traditional mobile computing. This expanded
resource availability facilitates the emergence of high-computation applications, such as mobile
augmented reality. The availability of cloud-based services in MCC is signi cantly higher than
that of standalone mobile computing. Much like cloud computing and fog computing, MCC
relies on cloud services to execute high-computation tasks. Notably, computation in MCC can
be managed by both mobile devices and the cloud. Similar to cloud computing, security in
MCC must be provisioned for both mobile devices and the cloud. This ensures a comprehensive
security framework, addressing potential vulnerabilities in both local mobile environments and
the broader cloud infrastructure. The synergistic integration of mobile computing and cloud
computing in MCC contributes to enhanced computational capabilities, resource availability,
and overall performance for mobile applications.

MCC, despite its advantages, inherits certain limitations from both mobile computing and
cloud computing. Firstly, the centralized architecture in MCC, while ef cient for sharing
computation resources, may not align well with applications that prioritize the widespread
presence of devices. The concentration of computation resources in a centralized manner might
not be ideal for scenarios where device pervasiveness is a crucial consideration. Secondly, both
cloud computing and MCC rely on cloud-based services, necessitating continuous Internet
connectivity for access through WAN connections. This persistent requirement for an Internet
connection poses a challenge, as applications running on these platforms demand uninterrupted
access to the Internet. Unlike traditional mobile computing, where computation predominantly
occurs on the device, MCC shifts the majority of computation to the cloud. This shift introduces
connectivity challenges that were not prevalent in the context of standalone mobile comput-
ing, highlighting the dependence on a consistent and reliable network connection for optimal
performance.

Mobile Ad Hoc Cloud Computing

Despite the widespread applicability of Mobile Cloud Computing (MCC), this paradigm may
not always be suitable for scenarios lacking infrastructure or a centralized cloud. In such situa-
tions, an ad hoc mobile network presents itself as a viable alternative. Ad hoc mobile networks
consist of nodes that dynamically form temporary networks through routing and transport
protocols, representing the most decentralized form of a netvi@®.[In this context, mobile
devices within an ad hoc mobile network create a highly dynamic network topology that must
adapt to the continuous joining or leaving of devices. Within an ad hoc mobile network, mobile
devices can collaboratively form clouds that serve networking, storage, and computing purposes.
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This variant, known as Mobile Ad Hoc Cloud Computing (MAC@BB, nds application in

diverse scenarios such as disaster relief, group live video streaming, and unmanned vehicular
systems. MACC harnesses the collaborative potential of ad hoc mobile networks to create
transient clouds, offering a decentralized yet resourceful computing environment for dynamic
and resource-constrained scenarios.

Mobile Ad Hoc Cloud Computing (MACC) stands apart from traditional cloud computing,
primarily owing to the ad hoc nature of its resources. In MACC, mobile devices serve as
versatile entities, acting as data providers, storage units, and processing devices. Notably, these
mobile devices within a mobile ad hoc cloud network take on the additional responsibility of
routing traf c among themselves due to the absence of a dedicated network infrastructure. By
collaboratively pooling local mobile resources to create an ad hoc cloud, MACC provides a
reasonably high level of computation. This distinctive approach differs from the user focus,
architectural principles, and connectivity models prevalent in conventional cloud computing.
MACC and MCC differ in hardware utilization, service access methods, and user proximity.
In MACC, computation takes place directly on mobile devices, contrasting with MCC where
computation occurs at a distance from mobile devices. MACC operates solely on mobile
devices, while MCC necessitates the presence of large-scale data centers for cloud computing,
alongside mobile devices. This distinction results in MACC offering robust computation power
but potentially facing higher latency challenges in MCC. Security considerations in MACC are
con ned to mobile devices, whereas in MCC, ensuring trust may pose challenges without a
secure collaboration framework. Lastly, in MACC, services are exclusively accessed through
connected mobile devices using technologies such as Bluetooth, WiFi, and other cellular
protocols. This underscores the intrinsic differences in the hardware architecture, security
implementation, and service accessibility methods between these two computing paradigms.

While fog computing exhibits versatility across a spectrum of devices, Mobile Ad Hoc Cloud
Computing (MACC) excels in scenarios characterized by highly decentralized and dynamic
network topologies where a reliable Internet connection is not assured. The decentralized
nature of connected devices in MACC surpasses that of fog computing, enabling the formation
of a more dynamic network. This is particularly advantageous in environments with sparsely
connected devices or networks that undergo constant changes. An illustrative example of this
dynamic capability is evident in ad hoc networks designed for peer-to-peer le shaip [

In such instances, the inherent decentralization and adaptability of MACC prove advantageous,
making it a suitable choice for scenarios where network connections are unpredictable and
subject to frequent changes.
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Mobile Ad Hoc Networks

Mobile Ad Hoc Networks (MANETS) 15, 29] are comprised of mobile host devices connected

to each other in a single hop without the need for base stati®@i. [Mobile Ad Hoc Networks
(MANETS) are characterized by the presence of mobile nodes that have the freedom to move in
and out of the network. The nodes, which can be devices such as cell phones, laptop computers,
personal electronic gadgets, MP3 players, and PCs, constitute the network and possess mobility.
These nodes are versatile, functioning as hosts, routers, or both simultaneously. They have the
ability to establish connections with each other, forming diverse and ad hoc network topologies.
One key feature of MANET nodes is their self-con guring capability, allowing them to set

up connections swiftly without the need for any pre-existing infrastruc€ [ This self-

con guring nature enhances the adaptability of MANETSs, making them suitable for dynamic
environments where the network topology may change frequently and where the establishment
of traditional infrastructure is impractical or unavailable. Unlike MANETS, which form
dynamic networks without necessarily constituting a cloud, Mobile Ad Hoc Cloud Computing
(MACC) involves the collaborative pooling of computing and storage resources among mobile
devices. While MANETSs do not inherently form resource pools, various solutions developed
for MANETS, such as redundancy and broadcasting, can be adapted and applied to MACC. In
resource-constrained environments, peers within MACC may nd it bene cial to pool their
resources, especially when faced with computationally demanding tasks that may exceed the
capabilities of a single mobile device. An illustrative use case for this collaborative resource
pooling is seen in unmanned vehicular systems comprising multiple unmanned vehicles and
traf ¢ devices.

Multi-Access Edge Computing

Mobile Cloud Computing (MCC) represents an expansion of mobile computing leveraging
the capabilities of cloud computing. Similarly, Multi-Access Edge Computing (MEC) serves
as an extension of mobile computing through edge computing. According to the de nition
by the European Telecommunications Standards Institute (ETSI), MEC is a platform that
delivers IT and cloud-computing capabilities within the Radio Access Network (RAN) in
4G and 5G, situated in close proximity to mobile subscrib&ed]] While initially termed
"mobile edge computing,” MEC has evolved to encompass a broader spectrum of applications
beyond tasks speci ¢ to mobile devices. lllustrative examples of MEC applications include
video analytics, connected vehicles, health monitoring, and augmented reality. MEC enhances
edge computing by furnishing computing and storage resources in the vicinity of low-energy,
resource-constrained mobile devices. This allows RAN operators to integrate edge computing
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functionality seamlessly into existing base stations. Similar to edge computing, MEC can
employ small-scale data centers with virtualization capabilities. The computing resources
available in MEC, in uenced by its underlying hardware, are moderate compared to the scale
of cloud computing. Additionally, MEC supports low-latency applications, and its real-time
access to radio and network information enables the delivery of personalized and contextualized
experiences to mobile subscribers.

Both edge computing and Multi-Access Edge Computing (MEC) services operate at the
edge of the Internet, functioning seamlessly even with limited or no Internet connectivity. MEC,
however, establishes connectivity through a Wide Area Network (WAN), WiFi, and cellular
connections, while edge computing can generally establish connectivity through various means
such as Local Area Network (LAN), WiFi, and cellular networks. The operational focus of
MEC differs notably from Mobile Cloud Computing (MCC) research. MCC research predomi-
nantly explores the dynamics between cloud service users (on mobile devices) and cloud service
providers, while MEC research centers around the infrastructure provided by Radio Access
Network (RAN) operators. The anticipated integration of MEC with the emerging 5G platform

is expected to yield signi cant bene tslR3. In turn, 5G is perceived as a facilitator for MEC,
offering lower latency, higher bandwidth among mobile devices, and extensive support for
diverse mobile devices with ner granularity. MEC enhances accessibility to edge computing
for a broad spectrum of mobile devices, ensuring reduced latency and more ef cient mobile core
networks P51]. It facilitates the deployment of mission-critical, delay-sensitive applications
over the mobile networkl23. MEC integrates Software-De ned Networking (SDN) and
Network Function Virtualization (NFV) capabilities alongside 5G technologies. SDN enables
the ef cient management of virtual networking devices through software AF3g,[while

NFV contributes to reduced deployment times for networking services through virtualized
infrastructure. Through the incorporation of SDN and NFV, network engineers, and potentially
enterprise application developers, can devise their orchestrator, aimed at coordinating resource
provisioning across multiple layers [187].

Cloudlet Computing

Proposed by Carnegie Mellon University, cloudlet computing represents a distinct direction
in mobile computing that shares similarities with both Mobile Cloud Computing (MCC) and
Multi-Access Edge Computing (MEC), while also addressing some of the limitations of MCC.
A cloudlet is essentially a trusted, resource-rich computer or a cluster of computers with a
robust Internet connection, strategically positioned to serve nearby mobile de22&:sQper-

ating as small-scale data centers, akin to miniature clouds, cloudlets are typically positioned
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just one hop away from mobile devices. The core concept behind cloudlet computing is to
of oad computational tasks from mobile devices to Virtual Machine (VM)-based cloudlets
located at the edge of the netwoKl[J. Although current research in cloudlet computing is
predominantly led by academia, it holds signi cant potential for applications in domains such
as wearable cognitive assistance and web applications. Cloudlet computing can be envisioned
as the middle tier within a three-tier continuum: mobile device-cloudlet-cloud. Given their
nature as small clouds in close proximity to mobile devices, cloudlet computing could be
orchestrated by cloud service providers seeking to make their services more accessible to
mobile devices. Network infrastructure owners, like AT&T or Nokia, can empower cloudlets
with virtualization capabilities, situate them closer to mobile devices, and do so with smaller
hardware footprints compared to the extensive data centers employed in traditional cloud
computing. While cloudlets may offer more moderate computing resources due to their smaller
footprint, they bring about lower latency and energy consumption when compared to traditional
cloud computing. The focus of cloudlet computing is to cater to devices in the local area,
offering a viable solution for speci ¢ use cases.

Mist Computing

Mist computing emerged in the past as addition to the computing landscape, targeting the
extreme edge of connected devices — the endpoints. This paradigm encompasses decentralized
computing at the most extreme edge, directly involving the Internet of Things (IoT) devices
themselves, and is designed with future self-aware and autonomic systems ir6/)indq.
Positioned as the initial computing layer in the loT-fog-cloud continuum, mist computing is
often informally referred to as "loT computing” or "things computing”. 10T devices within the
realm of mist computing can range from wearables and mobile devices to smartwatches and
smart fridges. Unlike Mobile Ad Hoc Cloud Computing (MACC), mist computing extends
computation, storage, and networking across the fog through the 10T devices. Essentially,
mist computing acts as a superset of MACC, encompassing scenarios where networking is not
necessarily ad hoc, and devices may not be mobile devic@4j, [researchers propose the
utilization of nearby mobile devices as a cloud computing environment for storage, caching,
and computing purposes. The focus is on reducing the load on traditional WiFi infrastructures
for video dissemination applications. The study involves spectators at a sports event organizing
themselves into WiFi-Direct groups, exchanging video replays locally, and bypassing the
central server and access points. This study exempli es mist computing, where IoT devices not
only function as "thin clients" but also as "thin servers". Other applications of mist computing
include preserving user data privacy through local proces&idg pnd ef ciently deploying
virtualized instances on single-board computers [190].



30 Computing Paradigms Close to the Edge, Challenges and Possible Solutions

Cloud of Things

Another concept closely related to mist computing is the Cloud of Things (C@,Tip[which

loT devices collectively form a virtualized cloud infrastructure. While mist computing involves
computation directly on IoT devices, possibly through message exchange and not necessarily
in a pooled resource cloud, Cloud of Things focuses on performing computation over a cloud
created by pooling the resources of 10T devices. Abdelwahab €ef]ahtfoduce the idea

of Cloud of Things as a service for sensing, utilizing edge nodes as cloud agents situated in
proximity to 10T nodes. The proposal involves dynamically scaling existing cloud resources
(compute, storage, and network) by leveraging the sensing capabilities of IoT devices. Edge
nodes act as cloud agents near the edge to discover, virtualize, and establish a cloud network
of 10T devices (CoT). This network forms a geographically distributed infrastructure, with
cloud agents continuously discovering resources of 10T devices and aggregating them as cloud
resources. CoT facilitates remote sensing and in-network distributed processing of data. For
example, a cloud user could monitor pollution levels in cities based on real-time data from
temperature and CO2 concentration sensors in vehicles, ensuring de ned accuracy. The CoT
framework is scalable to 0T networks, supports heterogeneity among loT devices and edge
computing nodes, and serves as the foundation for sensing-as-a-service using fog computing.

In addition to CoT, another concept presentedli®q is PClouds (personal clouds), which en-
compasses distributed networked resources derived from both local/personal and remote/public
devices and machines. PClouds aim to serve end users even in scenarios where remote cloud
resources are either absent or challenging to access due to insuf cient network connectivity. An
innovative idea akin to Cloud of Things and MACC is introduced?g€], where the authors
propose Cloudrone. This concept involves deploying ad hoc micro cloud infrastructures in the
sky using low-cost drones, single-board computers, and lightweight OS virtualization technolo-
gies. The drones form a cloud computing cluster in the sky, provisioning cloud services closer
to the user even in the absence of terrestrial infrastructure to access remote clouds. Similar to
Cloud of Things, the concept of Femtoclouds has been introduced to leverage the computational
capabilities and pervasiveness of underutilized mobile devices. Femtoclouds utilize clusters of
devices often co-located in places like schools, public transit, or malls. FirEI§}, proposes

a hybrid edge-cloud workload management scheme for the ef cient management of resources
and tasks in femtoclouds, aiming to provide low-latency services.
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2.1.6 Digital Twins for Frugal and Ef cient Industrial loT Networking

The adoption of the Internet of Things (loT) is currently spreading in industrial environments.
Complex Industrial 10T (l1loT) applications stem from the joint exploitation of multiple and
heterogeneous devices adopting multiple protocols and data formats both co-located in the same
plant and remotely spread in different locations. Such devices need to coordinate their activities
to support industrial operations (e.g., manufacturing and assembly) with stringent quality of
service (QoS) and safety critical requirements. The combination of 10T with the industrial
ecosystem has recently revitalized the concept of digital twin (DT) as an innovative technology
expected to transform industrial and manufacturing ecosystems. Promising improvements
are expected to offer new innovative solutions reducing costs, monitoring assets, optimizing
maintenance, reducing downtime, and enabling the creation of intelligent connected products.
As stated in 108, a DT can be de ned as a comprehensive software representation of an
individual physical device including its properties, conditions, and behavior throughout the
life-cycle of the object. These novel twin-oriented manufacturing systems are characterized by
the possibility of supporting and handling the massive heterogeneity of siloed distributed im-
plementations together with protocols and data ows originating from different manufacturing
and enterprise services [108, 206].

In this challenging context, network heterogeneity represents a critical element to ef ciently
handle complex industrial environments and may also signi cantly limit the design and deploy-
ment of Distributed computing applications. DTs, consumers, and services should be unaware
of the complexity behind their communications and should be resilient to re-con guration and
dynamic orchestration. The layering and separation of functionalities represent a key element,
1) to decouple the networking infrastructure from upper layers and; 2) to dynamically control
the communications according to applications and context requirements, e.g., the creation
of a segregated and secured network shared only by a group of selected DTs and target data
consumers.

By allowing real time monitoring of underlying resources, DTs enable proactive interven-
tion on manufacturing facilities, optimizing interventions and maintenance costs. By doing
S0, resource-constrained devices can be employed in very simple and with low computational
overhead tasks further expanding the applicability of frugality in distributed computing scenar-
ios. Even mobile devices with limited communication and computation capabilities can serve
as sensors and actuators because collected metrics help the DT to map the real world state of
the systems and allows real time interventions. Anomaly detecdidnjithin this context
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exempli es DT-enabled frugality, with the aim of minimizing machinery replacement costs and
reducing infrastructure downtime.

Digital Twins in Frugality Based Applications: SOTA Approaches and Applications

The DT research area is attracting a wide interest involving a multitude of diverse and ap-
proaches related, e.g., to big data analytikdd], behavioral modelingd44], ontology de -

nition [249, speci c device mirroring £44. In this fragmented context, the industrial world

and in particular the Industrial Internet of Things Consortium is proposing a shared reference
architecture 168 248 taking into account DT relationships, composition, and main services
(e.g., prediction, maintenance, safety). It also covers different production stages and use cases,
in particular related to manufacturing46 and product desigri264. However, the limitations

of proposed solutions are mainly related to the adoption of a centralized DT management (often
deployed only on Cloud infrastructure) where a unique entry point is responsible to maintain
twin instances and by moving the integration responsibilities to external modules or connectors.
Furthermore, DTs are not in charge of supporting or handling the heterogeneity associated with
the connected devices. This missing role feeds the creation of unnecessary substrates of domain
speci c technologies and legacy interaction forms. In this context, edge processing has already
shown its fundamental role to effectively and ef ciently handle 10T heterogeneity through the
introduction of intermediate proxies and hubs, responsible to manage objects and data streams
through centralized approaches. Despite these advancements, the adoption of DTs on the edge
is still under-explored and represents a novel research area, including the seamless integration
of data and services in heterogeneous systems. Autho88]id¢scribe the importance of
bringing DTs on the edge by highlighting the relevant interest in this new research eld and its
experimentation. Ing8] the authors present two interesting initial evaluations of edge DTs

in the speci c contexts of blockchain technologies and the social internet of things (SIoT). In
[169, instead, the authors propose a different and signi cant point of view by incorporating
DTs into edge networks to support real-time federated learning with reduced communication
costs.

In this context, SDN has emerged as the key technology for dynamically managing network
con gurations in response to real-time insights provided by DTs. Considering fog and edge
computing, L97] proposes to exploit SDN to deliver and deploy new services in 0T environ-
ments in a faster and more cost-effective manner. The SDN approach can be also adopted
together with Blockchain, e.g., to deliver a fully distributed Cloud architecture based on Fog
nodes 36 or to improve the credibility and authenticity of nodes while addressing the issues
associated with the fact that the SDN controller represents a single point of &thckipally,

SDN is fruitfully adopted to support load balancing in Fog environments.
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By focusing on industrial environments, SDN has emerged in the communication research
and industrial elds of lloT R65 primarily to manage switches of closed environments such as
datacenters and department networks via the OpenFlow protocol. More recEpfyidcused
on the adoption of the SDN paradigm in the context of [I0T to dispatch packets with different
delay constraints in a per- ow tailored manner, by considering time deadlines, traf ¢ load
balances, and energy consumption. Similady( adopted SDN to ef ciently manage the
interplay between edge and cloud environments by considering energy ef ciency, bandwidth,
and latency. Finally, some efforts have focused on edge IoT scenarios with industrial wireless
sensor networks. For instanc8(] manages both transmission scheduling and node mobility
allowing to ensure bounded end-to-end delag28d aims at improving industrial performance
by adopting end-to-end QoS control. To this purpose, it adopts a unique SDN instance for 0T
environments consisting of wireless and wired segments, by exploiting 6 TISCH as industrial
loT and open network platform allowing to orchestrate every network segment. Compared
with this previous work, our solution adopts SDN to dynamically exploit the communication
mechanisms most suitable to current application requirements, ranging from native IP to more
articulated ones based on packet cont26f [In addition, it takes advantage of IETF Sensor
Measurement Lists (SenML) data formaBH enriched packet payload to ef ciently enforce

ne-grained content-based traf ¢ ow rules, allowing to better satisfy per-application QoS
requirements.

2.1.7 Supporting Fog and Edge Computing with Arti cial Intelligence

Managing resources in computing, particularly in the context of Fog and Edge computing,
presents a complex challenge due to factors such as resource limitations, heterogeneity, dynamic
workloads, and the unpredictable nature of these environments. In addressing this challenge,
a growing trend towards leveraging Arti cial Intelligence (Al) and Machine Learning (ML)
solutions arises. Al/ML methods, particularly those capable of making semi-autonomous
decisions like reinforcement learning, appear promising for tackling resource management in
Fog computing. However, these algorithms bring their own set of challenges, including high
variance B7], issues related to explainabilit¢I], and the need for continual learningdd.

The ever-changing dynamics of Fog and Edge environments demand adaptive solutions that
can learn in real-time, adjusting to the evolving computing landscape.

Container orchestration systems are increasingly turning to Machine Learning algorithms
to model and predict the behavior of multi-dimensional performance metrics. By harnessing
these insights, there is potential to enhance the quality of resource provisioning decisions,
particularly in response to the evolving workloads in complex environments. The cloud com-
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puting landscape, characterized by diverse and dynamic workloads in large-scale systems,
poses a challenge for automating the orchestration process, especially for complex and hetero-
geneous workloads. Unlike traditional cloud computing platforms, where heuristic policies
are common in container orchestrators, there is a growing need to optimize these policies
considering the diversity of workload scenarios and Quality of Service (QoS) requirements. As
application management in cloud platforms becomes more complex, cloud service providers
are increasingly motivated to optimize container orchestration policies by integrating machine
learning techniqueB1]. A machine learning-based optimization engine employs machine
learning models to characterize workloads and analyze performance. It utilizes monitoring
data and system logs obtained from the orchestrator to build these models. The engine can
then leverage the generated behavior models and prediction results to make future resource
provisioning decisions. It may be integrated into the orchestrator or exist independently. The
key components of this optimization engine include:

» Workload Modeler: This component is speci cally crafted for machine learning-based
workload characterization. It meticulously analyzes input application workloads, identi-
fying their essential characteristics to inform subsequent modeling;

» Performance Analyzer: Utilizing machine learning algorithms, this component gener-
ates comprehensive behavior models for both applications and the system. It achieves
this by processing monitoring data from the Orchestrator, encompassing both application
and infrastructure levels;

» Predictor: The Predictor component forecasts workload volumes or application/system
behaviors based on the models derived from the Workload Modeler and Performance
Analyzer. The prediction results can be seamlessly transmitted to either the Orchestrator
or the Decision Maker;

» Decision Maker: This component amalgamates the behavior models and prediction
results received from the aforementioned components. It employs speci ¢ machine
learning-based optimization methods/schemes to generate precise resource provisioning
decisions, which are then fed back into the Orchestrator.

Al-enhanced orchestration: SOTA Approaches and Applications

In 2016, resource utilization prediction for containerized applications saw the application of
ARIMA [ 185 and nearest neighbor (NN291] algorithms. ARIMA, a dynamic stochastic
process developed in the 1970s, excels at forecasting non-stationary time series by discerning
seasonal differences. On the other hand, NN operates as a proximity search method, identifying
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the candidate closest to a given point. Widely used in time series prediction, both ARIMA and
NN found their initial application in container orchestration, speci cally predicting resource uti-
lization metrics like CPU, memory, and I/O. However, during this phase, the application models
were relatively straightforward, focusing solely on the time series patterns of infrastructure-level
resource metrics.

In 2017, Shah et al2B3 pioneered the application of the long short-term memory (LSTM)
model for dependency analysis of microservices. LSTM, rooted in neural network principles,
excels in classifying, processing, and forecasting time series data. Distinguishing itself from
traditional feedforward neural networks, LSTM incorporates feedback connections to enhance
its performance, proving effective in applications such as handwriting and speech recognition.
The model proposed assessed both the internal connections among microservice units and the
time series patterns of resource metrics. Additionally, anomaly detection was integrated into the
LSTM model to identify abnormal behaviors in resource utilization or application performance.
In a parallel effort, Cheng et al. [54] leveraged Gradient Boosting Regression (GBR), capable
of ensembling multiple weak prediction models (e.g., regression trees) to create a more robust
model. They applied GBR for predicting resource demand in workload characterization.

In the pursuit of scaling microservices, Xu et al. [282] employed a model-free Reinforcement
Learning (RL) method, speci cally Q-Learning. Q-Learning involves learning the action-value
function to evaluate the reward associated with taking an action in a given state. One notable
advantage of Q-Learning is its ability to achieve the expected reward without relying on a
prede ned model of the environment. In this context, Xu et al. utilized Q-Learning to generate
vertical scaling plans. The objective was to make optimal scaling decisions that minimize
resource wastage and computation costs, all while ensuring Service Level Agreement (SLA)
assurance.

In the realm of resource provisioning, Deep Reinforcement Learning (DRL) found its ini-
tial application in the domain of task scheduling. Bao et2l] fleveloped a DRL framework

for batch processing job placement, utilizing an Arti cial Neural Network (ANN) model to
capture the mapping relationship between workload features, system states, and corresponding
job placement decisions. The Actor-Critic RL algorithm was employed to train the ANN model,
generating optimal scheduling decisions that minimized performance interference between
co-located batch jobs. Their solution, compared to traditional heuristic scheduling policies
like bin packing, exhibited signi cant performance improvement on a Kubernetes cluster,
particularly in terms of overall job execution time. Furthermore, DRL was also utilized to
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address the computation of oading problem in fog-cloud environments in Refer@&ge [
Building upon a Markov Decision Process (MDP) model simulating the interactions of the
of oading process at scale, the deep Q-Learning method optimized migration decisions by
minimizing time overhead, energy usage, and computational costs. To explore the ef ciency
of hybrid scaling mechanisms, Rossi et @19 220 leveraged model-based RL models to
compose a mixture of horizontal and vertical scaling operations for monolithic applications,
aiming to minimize resource usage, performance degradation, and adaptation costs.

In 2020, researchers proposed several Reinforcement Learning (RL)-based scaling approaches,
incorporating hybrid Machine Learning (ML) models. Qiu et &07] applied the Support

Vector Machine (SVM) model for the analysis of microservices dependencies, identifying key
components prone to resource bottlenecks and performance degradation. To prevent severe
violations of service level objectives (SLO), they employed the Actor-Critic method to make
optimal resource assignment decisions through horizontal scaling for these identi ed compo-
nents. The approach was implemented and validated on a Kubernetes cluster, demonstrating
signi cant performance improvements compared to Kubernetes's autoscaling approach. Ad-
ditionally, Sami et al. 223 fused Markov Decision Process (MDP) and SARSA models to
develop a horizontal scaling solution for monolithic applications within fog-cloud environ-
ments. SARSA generated optimized scaling decisions through model training based on the
MDP model, simulating scaling scenarios with uctuating workloads and considering resource
availability in fog environments.

After exploring various computing strategies and providing an overview of intelligent Digital
Twins in the Industrial 10T sector, the subsequent sections propose two different middlewares.
The rst one focuses on the transparent management of distributed network resources through
edge located DTs, while the second one illustrates the bene cial application of Al-based packet
routing provided by our SDN orchestrator.
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2.2 Application-Driven DT Networking (ADTN) Middleware

[26] introduced the ADTN middleware, which employs semantically enriched SDTs on edge
nodes and centralized CDTs for exible orchestration, aiming to reduce management complex-
ity in heterogeneous industrial environments. The middleware utilizes an application-aware
SDN solution with multiple traf ¢ forwarding techniques to optimize the tradeoff between
packet expressiveness and ef cient dispatching. While the proposed solution shows feasi-
bility and ef ciency, the article suggests further investigations into providing a wide set of
precon gured SDTs for various industrial protocols, developing CDTs based on high-level
representations, and addressing challenges related to enforcing network rules in the presence
of competing industrial applications. We designed, developed, and experimentally evaluated
the original ADTN middleware that supports the dynamic aggregation and con guration of
heterogeneous and sparse industrial equipment, represented as a single business unit. In other
words, products and services are, respectively, crafted and supported by an aggregation of
things, e.g., sensors, actuators, and simple devices, and their dynamic and exible orchestration
is optimized by an SDN-based cross-layer approach taking into consideration application-driven
indications together with QoS requirements and network con guration adaptation capabilities.
The ADTN middleware is responsible to handle and effectively orchestrate scalable and reliable
communications among physical devices, DTs, and modules with respect to a dynamic set of
application-driven rules and indications coming from external authorized services. In partic-
ular, primary ADTN components are the simple digital twin (SDT) on the edge side and the
composed digital twin (CDT) on the CR side (see Fig. 2.4). SDT is a software agent running at
the edge layer providing an effective one-to-one mirroring of a physical 10T device through
the digitalization and cloning of all its features and functionalities. Each SDT maintains the
communication and synchronization with the associated counterpart creating a standardized and

Figure 2.4: Primary components of the ADTN middleware.
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uniform abstraction of the device to enable interoperability and cooperation of devices, services,
and applications. Furthermore, the SDT can extend the original device's behavior in terms
of supported protocols, integrating with external services, and managing how incoming and
outgoing packets are exchanged and internally processed. In other words, the SDT provides the
opportunity of dynamically augmenting the information coming from physical things through
the conveniently reformatting/pre-processing of headers and payloads or the introduction of
additional metadata.

CDT is a software component in the CR layer shaping the digital representation of a new
entity capable to aggregate multiple SDTs at the same time to ef ciently model complex
distributed applications and behaviors. In real deployment environments, physical devices
are often a composition of different heterogeneous components, and things from different
edge locations can participate in common application goals, such as the various tools in the
smartphone assembly example. The ability - denoted as Composability - of grouping different
objects into an aggregated one and then observing and controlling the behavior of the resulting
object (as well as the individual entities) represents a strategic feature for DT design and
development. Thanks to the standardization and homogeneity obtained through the use of
SDTs, a CDT has the ability to easily compose and aggregate multiple twins while abstracting
the complexity of a larger system and focusing only on a few application-oriented relevant
status and behaviors. In addition to SDTSs, the edge layer is composed of:

» STD-Manager (SDT-M): with the responsibility of con guring, instantiating, and
handling the life-cycle of SDTs. Each edge node hosts an independent SDT-M associated
with the middleware to create and maintain an active virtual replica for physical devices
the edge node is directly connected to. The SDT-M performs SDT advertising and
receives SDT con guration commands by remotely interacting with the CDT Manager;

» SDN Control Agent (S-CA): residing on host nodes together with the SDT-M. S-CA
remotely interacts with the CR (and in particular the SDN Controller, see below) to send
information about edge node computational, memory, networking characteristics, and
its current state. Moreover, S-CA receives from the CR the traf c engineering rules
to apply to the local edge node with the goal of optimizing packet management in an
application-driven manner.

In addition to CDTSs, the CR layer is composed of:

» CDT Manager (CDT-M): a software component orchestrating the creation and manage-
ment of CDTs, according to application-driven rules and speci cations. CDT-M actively
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communicates with deployed and active S-CAs to gather information about available
physical devices and about supported features of related SDTs. The CDT-M is also
responsible to push and dynamically adapt CDTs' con gurations to shape their behavior
and how they can react to context variations detected by active SDTS;

» SDN Controller (S-Ctrl): which i) receives per-edge node networking data from S-CAs,
with the goal of generating the whole network topology, and ii) remotely distributes and
activates traf c engineering rules, based on CDT QoS requirements.;

» Application-driven Network Manager (ANM): the entry point of the whole solution
allowing technicians to add/remove and de/activate CDTs (via CDT-M) and to manage
the whole topology (via S-Citrl). To this purpose, ANM actively interacts with the local
CDT-M to get the set of running CDTs and related QoS requirements and with the local
S-Ctrl to manage remote edge nodes and require them to properly tune network resources
to activate traf c management rules, e.g., to achieve the desired delay, jitter, and/or
throughput.

Fine-Grained Application-Driven QoS Management

Each SDT hosted on an edge node is uniquely identi able and reachable through a dedicated
logical name or a distinctive identi er, e.g., logic-name:port such AS:1234), able to hide its
actual IP address, thus allowing to route traf ¢ ows and packets while reducing networking
complexity. To this purpose, the developed ADTN middleware exploits the SDN-based mul-
tilayer routing (MLR) approach, speci cally supporting network management in edge-based
multihop deployment environment8g]. MLR allows to exploit, even at the same time, differ-

ent routing strategies and mechanisms suitable for applications with heterogeneous features
and requirements. Based on its centralized point of view, S-Ctrl dynamically determines and
con gures the proper MLR forwarding mechanism, ranging from traditional IP and sequence-
based overlays to more articulated forwarding solutions based on the inspection of payload
content types and values. In particular, the SDN-enabled MLR approach allows to exploit the
same network topology even at the same time by different industrial applications (represented
by different CDTSs) to dispatch traf ¢ ows based on native IP, overlay networking information,
and payload content. Moreover, MLR allows the exploitation of the multihop and multipath
network by supporting an overlay network that distinguishes edge nodes based on xed unique
identi ers rather than with time-varying private IP addresses.

S-Ctrl adopts four different network management approaches, by also considering the payload
type. To this purpose, S-Ctrl and S-CAs identify three packet types: Video, carrying frames
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provided by surveillance cameras, Vibration, representing the data provided by the drill, and
Info, logs generated by the conveyor, the assembler, and the checker. In case there is no network
congestion, network management rules are not activated and thus packets are dispatched in a
best effort manner. In case S-Citrl identi es low network congestion, S-Ctrl enables on S-CAs a
network management rule dropping packets with probakifigrcentage100)"°PCount(\ith
hopCount> 0) and percentage set to 25%, 33%, and 33% for Info, Video, and Vibration
packets, respectively. Of course, this rule only applies to packets tagged as droppable. For
instance, according to the Smartphone Assembly policies and Listings 1 and 2, Vibration
packets can be dropped only in case no anomalies have been detected. Let us note that by
dropping packets based on the hop count, the probability of dropping a packet along a multihop
path is

pathLength
percentag
2 ( ?ho pCount (2_2)

hopCount 1 100

and with pathlength! ¥ the overall probability a packet is dropped is 33% and 50% if
percentages set to 25% and 33% respectively. In this manner we achieve the notable effect of
adopting a simple dropping mechanism that can be applied on each edge node in a stateless
manner, while imposing a limit to the percentage of packets that can be dropped.

Experimental setup and Evaluation

Achieved performance results are based on our working Java prototype of the ADTN mid-
dleware that we have developed not only to demonstrate the feasibility and the ef ciency of
the presented model, but also to provide the community with a working solution to foster the
research in this eld. The source code of the adopted libraries and implementations has been
released as Open Source projeth particular, we analyzed two different aspects. The rstone
relates to the investigation of SDT performance in terms of i) SenML data enrichment delay and
ii) its impact on the twin forwarding delay between data producers and consumers. The second
aspect is about how our ADTN middleware dynamically manages network con gurations in
relation to application requirements and network state.

In the former case, involved tests have been conducted on ten independent runs consider-
ing an uncongested network, a target set of 10000 messages with 10T smart objects and DTs
using MQTT as protocol, and an average payload size of 100 bytes. SDTs are implemented
using Java and the WLDT library, a modular software stack based on a shared multi-thread
engine able to effectively implement DT behaviour and to de ne its mirroring procedures, data

https://github.com/DSG-UniFE/ramp
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Figure 2.5: Message delay at increasing message rate while applying the proposed QoS management
solution.

processing, and the interaction with external applications. Implemented SDTs are executed
as independent processes, but can also be easily packed as containers to run on virtualized
environments and microservices. In order to evaluate the SDT's suitability to different hardware
pro les, we tested the implementation both on an high specs Linux edge node (i7 Intel CPU
and 32 GB of RAM) and on a Raspberry Pi (RPi) Model B board with 700 MHz CPU, 128 MB

of RAM and a 10/100 Mbps Ethernet connectivity.

In the latter case, we focused on the capacity of the ADTN middleware to dynamically intro-
duce new networking policies depending on the congestion level of the network, by activating
different traf c management rules on an intermediary edge node To this purpose we made
measurements over a test-bed composed by N1, N2, and N3, three high specs RPis (Model
3B+ with 1 Gb RAM and 1.4GHz 64-bit quad-core processor). N1 and N2 are connected via
100 Mbps Ethernet, N2 and N3 via 10 Mbps IEEE 802.11. N1 acts as SDT and sends data
(with 100 bytes payload), while N3 is the receiver and N2 plays the role of the intermediary
edge node. At the beginning, N2 is con gured with network congestiorule and N1 sends

data atl50msgsec Then, N1 increases the message raté@ymsg-secevery 12 s. As

Fig. 2.5 shows, at about 12 s, the receiver notices a packet latency greater than the 150 ms
threshold ms and informs S-Ctrl about it. Then, S-Ctrl informs S-CA on N2 to activate the
low network congestign.e., the intermediary edge node has to discard or delay part of Video
and Vibration messages. Network congestion lowers for a while and N3 receives packets at
reduced latency. However, the message rate keeps increasing and at about 25 s N3 notices a
latency greater than 300 ms and again it interacts with S-Ctrl to trigger the activation of the
medium network congestiofhis rule further increases the amount of dropped and delayed
packets, limiting the overall packet latency. Finally, at about 36 s the latency becomes greater
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than 450 ms. The receiver informs S-Ctrl about the current situation and the latter activates
the high network congestiorule, thus imposing sender and receiver to communicate via OS
routing instead of the overlay network. Note that while performing the procedure to switch to
OS routing the sender keeps sending packets, thus even after the receiver has noti ed the high
latency to S-Ctrl some packets are still sent via the overlay network, and thus some packets
still present high latency. In this case the network latency considerably lowers, but with the
drawback of reduced traf c management at the application level, since N2 is not able to access
the payload of traversing packets anymore.

Discussion:

The results presented above demonstrate that the ADTN middleware is able, on the one hand,
to enrich packets in a very ef cient manner also providing a uniformed standard data layer and,
on the other hand, to dynamically manage traf c ows in an application-driven manner also
considering the current state of the network. In particular, we found that the additional overhead
imposed by SDTs to format and enrich the packet payload in the SenML syntax is very limited,
largely justi ed by the advantages of greatly improving the QoS management features of traf ¢
ows via articulated and ne-grained network rules on intermediary edge nodes. However, it
is worth noting that while experimental results prove that the ADTN middleware provides an
ef cient high level interface for DT management, they do not show how our solution behaves
in terms of other highly demanding QoS requirements, e.g., scalability, privacy awareness, and
reliability. Therefore, based on the encouraging results already obtained, we are now working
on the development of a full- edged industrial pilot.

2.3 ML-based Orchestration for Security and Performance
Optimization in Industrial Environments

In contemporary industrial networking environments, integrating Operation Technology and
Information Technology necessitates a focus on ensuring both operational safety and security.
However, their practical implementation often relies on error-prone human-centric procedures
by technicians, lacking an integrated plant-wide perspective. To address these challenges, our
approach emphasizes the application of intelligent reasoning to monitor and actively recon gure
the environment, ensuring the ful lIment of security requirements while optimizing the trade-
off between security and performance. Our prototype-based performance results demonstrate
the feasibility and ef ciency of our solution under stringent industrial requirements, showcas-
ing exibility in creating new con gurations and satisfying low-latency requirements. Our
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prototype-based performance results demonstrate the feasibility and ef ciency of our solution
under stringent industrial requirements, showcasing exibility in creating new con gurations
and satisfying low-latency requirements. In particular, our ML orchestrator proved capable of
creating a new con guration in less than 2.5 s on a typical edge node with a medium load.

Secure Intelligent Digital Twins (SIDI) architecture

Our SIDI middleware exploits ZDT and CDT de nitions by considering performance in terms
of bandwidth and latency as well as security in terms of adopted ciphering algorithm and key
length. In addition, we originally differentiate among Network DTs (NDTs) and Asset DTs
(ADTSs) to provide a virtualized representation of the underlying architecture, with the formers
for machines and digital services and the latters for network elements (either physical or virtual)
allowing inter-zone communication. The middleware of four primary modules:

 ADT & NDT Managers (ANM): it is in charge of handling the creation, coordina-
tion, and dynamic management of ADTs and NDTs. ANM instances can be deployed
also on connected edge nodes to support DTs remote deployment in case of strict la-
tency constraints or if it is require to locally communicate with edge equipment and
applications;

» Conduit & Zone Manager (CZM): allowing OT technicians to de/activate CDTs and
specify available ZDTs starting from incoming “high level” requirements and com-
mands, e.g., “Create a new conduit between Zone A and Zone B with High QoS level”.
CZM communicates with deployed ANMs to retrieve information about active DTs and
properly populate de ned zones or to create conduits according to the target mapped
requirements;

» Metrics Collector: gathering all the available metrics coming from active components at
different abstraction levels. For instance, it receives the status of available computational
nodes (e.g., CPU, memory and bandwidth usage), real-time network information coming
from NDTs (e.g., delay, throughput, and packet loss), and assets' metrics from ADTs
(e.g., requests per second, average response time, and exceptions). All the collected
information are used by the RICM (see below) to dynamically manage ADTs and NDTs,
thus to enforce provided requirements;

* Reasoning Engine & Intelligent Context Manager (RICM): training a Machine
Learning model on the data collected by the Metric Collector to obtain a predictor able to
forecast the next state of the network taking into account the current one and the possible
routes. Itis also in charge of selecting routes better satisfying the QoS requirements
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Figure 2.6: SIDI middleware architecture highlighting main components

declared at IBN level (see Section 4.2). RICM acts as a predictor for the future behavior
of the network and as a dynamic policy manager at the same time. By doing so, itis able
to react to unpredictable and undesirable states by itself, without any kind of manual
update of human operators.

The SIDI middleware is designed to enhance operational ef ciency and scalability, reducing
reliance on human intervention and minimizing errors. It facilitates dynamic orchestration and
automation, particularly supporting arti cial intelligence techniques. The Intelligent Context
Manager collaborates with a Metrics Collector and a Reasoning Engine to dynamically forward
packets based on conduit policies, learning network behavior and selecting optimal routes
for satisfying Quality of Service (QoS) requirements. By collecting real-time metrics and
predicting packet latency, the system can proactively avoid undesired congestions and prioritize
QoS requirements. The potential extension involves moving certain components to edge nodes
for distributed decision-making and delegating resource-intensive operations to a centralized
node.

Implementation Insights and Experimental Evaluation

We have proved the feasibility and ef ciency of the proposed approach by setting up and imple-
menting a testbed composed of 4 constrained devices. In our testbed, each node hosts a Docker
instance and two containers, one holding the application logic and handling the connection
and the communication with the other nodes and another one exporting resource usage metrics
to the Intelligent Context Manager. For the application level container we choose NodeJs as
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Figure 2.7: (a) Classical rule based routing without packet dropping; (b) Test 2: Classical rule based
routing with packet dropping; and (c) Test 3: Machine Learning (ML) enhanced routing.

developing framework since very ef cient and lightweight and we adopted Prometheus and
Node-exporter for resource monitoring. Prometheus is an open-source monitoring solution for
highly dimensional data. It provides high level APIs to obtain the data collected by querying
the system with a speci ¢ query language called PromQL. Node-exporter is a monitoring tool
container which collects resource usage metrics from client nodes in a passive way, without
spoiling the data collection process with additional monitoring overhead.

We run three different tests where 30% of packets are sent over route R1 and the remaining
70% over route R2 while the sending frequency constantly increases from 100 pkt/s to 1000
pkt/s. During the rst test, no latency saving policies are applied, while the following two tests
have been done with a maximum latency requirement equal to 300 ms. As a consequence,
Fig. 2.7(a) shows as the maximum latency reaches 400 ms without any kind of reaction from
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the Controller Node. Fig. 2.7(b) illustrates a second test where static routing rules are applied
to reduce the overall latency. Once latency reaches 300 ms the receiver node drops 35% of
traversing packets. As it can be seen, this leads to lower latency for a transitional state, but
after that, the network is not able to keep up with the increasing packet frequency even with
some arti cial packet loss addition. In this case, despite the maximum latency requirement is
satis ed for some time, the solution leads to a considerable information loss and it is not robust
to the dynamic evolution of the current state of the network. On the other hand, Fig. 2.7(c)
shows the results achieved in a third test where the Controller Node bene ts from the support
of the Reasoning Engine which predicts the expected latency depending on a speci ¢ route
choice. The Intelligent Context Manager is then able to select the route corresponding to the
lower latency value. In this case, when the latency reaches 300 ms the majority of packets is
forwarded over R1, prioritizing lower latency over security and leading to an average latency
equal to 275 ms, well below the prede ned maximum threshold.

Achieved results show how the SIDI middleware (based on a Machine Learning enhanced
policy manager) is able to change the network behavior before a real congestion takes place,
autonomously. In addition, no compromises in terms of information loss have to be adopted to
guarantee the satisfaction of QoS requirements. The third test exploits the predictive capabilities
of the Reasoning Engine. It implements a K-Nearest Neighbors ML model trained with a
data-set containing ve different simulations with 5000 forwarded packets each. The model
has been developed with the scikit-learn python framew?@kj| a well-known package for
classical and ef cient predictive data analysis. Data coming from both the application container
and the resource monitoring container are merged for each node to model the state of each
ADT in terms of resource usage, current packet frequency, and corresponding nal latency.
Thanks to the uniform interface provided by the underlying SIDI architecture the Reasoning
Engine can model the future state of the network in a transparent way for the human operator.
Furthermore, a new and more complex ML model will bene t from the transparency offered
by the networking layer and can be added and compared with minimal additional effort. By
delving into ner details, the data-set has been divided into training and test sets to have four
simulations for training and the remaining for testing. During the training process, the model
has been cross-validated by training on three simulations and validated on the fourth iteratively
four times. The resulting model reaches a test accuracy of about 87% and can prioritize the R1
route over R2 successfully. The model evaluation has been done by considering both Rooted
Mean Squared Error for hyperparameters validation and Mean Absolute Percentage Error for
the nal accuracy score. An exhaustive grid search has been used to tune the model by selecting
the best k value for the number of neighbors to consider. It idenk ed3 as the best value,
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meaning that to predict the latency related to a single packet the metrics of the closest three
packets have to be taken into account.

The SIDI middleware leverages the Digital Twin (DT) approach to create virtualized rep-
resentations of machines and network elements, facilitating the de nition of inter-machine
security requirements. The reasoner, based on DTs, dynamically monitors and recon gures
machines and network elements to ensure requirements are met. Performance results from
the open-source prototype show feasibility, advantages, and ef ciency, but real-world valida-
tion in industrial environments is necessary. Future work involves testing in more complex
scenarios, integrating with an actual industrial testbed, addressing limitations in the machine
learning model, and exploring the trade-offs of using virtualized network functions in industrial
environments for enhanced exibility.






Chapter 3

Energy-Ef cient Frugal Approaches for
Constrained Devices in Distributed
Learning

Edge Al refers to the practical implementation of Arti cial Intelligence (Al) in real-world
devices, involving the execution of Al computations near users at the network edge rather
than in centralized cloud data centers. This chapter offers a comprehensive analysis of Al
methodologies and capabilities in the context of edge computing, exploring the transition to
Edge Al and providing insights into various paradigms of edge computing. In particular, it
delves into the deployment of Al algorithms and models on resource-constrained edge devices,
illustrating their applications in 10T scenarios such as autonomous vehicles, smart homes,
industrial automation, healthcare, and surveillance. Additionally, the chapter addresses the use
of machine learning algorithms optimized for resource-constrained environments, highlighting
key challenges and potential research directions for the future development of Edge Al.

Here, the focus is in the implementation of Al models directly on edge devices, considering
the execution of both the training and inference phases of Al models, by emphasizing the
synergy between devices, edge computing, and the cloud. Related to this chapter, in Section 3.1
we will try to clarify the concept of Edge Intelligence and the main obstacles to its adoption
in real-world settings. By introducing greener and more sustainable ways for distributed
intelligence we focus our attention on the usage of frugality for energy optimization. In this
direction, Section 3.2 and Section 3.3 introduce experimental contributions, incrementally.
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3.1 Edge Al: When Intelligence Moves Towards the Edge

Recent advancements in key dimensions have facilitated the successful deployment of Al
models at the edgef9. Key foundations for generalized machine learning have been es-
tablished through progress in neural networks and various Al domains. Organizations are
increasingly recognizing the feasibility of training and operational deployment of Al models
at the edge152. Massively distributed computing capacity is essential for Al at the edge,
utilizing recent developments in massively parallel GPUs for running neural netwzg#s [

The exponential growth in data volume, propelled by the proliferation of loT-connected de-
vices P11], has paved the way for implementing Al models across various industries. The
widespread availability of sensors, smart cameras, robotics, and other data-gathering tools
enables the integration of Al in diverse applicatiof8][ Furthermore, the enhanced speed,
reliability, and security brought by 5G/6G are contributing to the advancement oloT [
According with [68] the main driving indicators in terms of QoS in Edge Intelligence are:

» Performance: performance metrics primarily encompass training loss and inference
accuracy, pivotal for assessing Al models. Despite the shift in computational scenarios
from cloud clusters to a harmonized system involving devices, edge, and cloud, these
criteria remain crucial.;

» Cost: cost considerations typically include computation cost, communication cost, and
energy consumption. Computation cost re ects the demand for computing resources,
such as CPU cycle frequency and allocated CPU time. Communication cost involves
communication resource requirements like power, frequency band, and access time. Min-
imizing delay (latency) caused by allocated computation and communication resources is
also a focal point. Given the limited battery capacity of mobile devices, ef cient energy
consumption is vital. Cost reduction is a key goal, with edge computing aiming for
substantial reductions in delay and energy consumption, addressing critical challenges
for realizing 5G;

* Privacy: n the context of heightened concerns about data leaks [177], privacy preserva-
tion has gained signi cant attention. Federated learning, which aggregates local machine
learning models from distributed devices while preventing data leakage, has emerged as
a solution. Privacy is closely linked with security and is associated with the robustness of
middleware and software in edge systems;

» Efciency: high ef ciency is crucial for achieving excellent performance with minimal
overhead. Improving existing algorithms and models, especially for Al on the edge,
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Figure 3.1: The focus on Al-enhanced applications at the Edge of the network.

is driven by the pursuit of ef ciency. Approaches such as model compression, condi-
tional computation, and algorithm asynchronization have been proposed to enhance the
ef ciency of training and inference in deep Al models;

» Reliability: system reliability ensures uninterrupted operation throughout prescribed
periods, a key determinant of user experience. In the context of edge intelligence, system
reliability gains prominence for Al on the edge due to the distributed and synchronized
nature of model training and inference. Local users participating in these processes
face a signi cant probability of failure due to issues like wireless network congestion,
emphasizing the importance of reliability.

The integration of edge computing and arti cial intelligence (Al) has given rise to the
concept of edge intelligence, driven by the need for quick analysis of large volumes of data and
extracting insights. Currently, there is no universally accepted de nition of edge intelligence,
leading researchers to propose their own interpretations. For instance, Zho28€jarfue
that edge intelligence goes beyond merely running Al models on edge servers or devices;
instead, it involves a collaborative approach between edge and cloud computing. They de ne
six levels of edge intelligence, ranging from cloud-edge co-inference (level 1) to full on-device
processing (level 6). Another de nition by Zhang et &9F characterizes edge intelligence as
the capability enabling edges to execute Al algorithms.
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Al on the Edge: SOTA Approaches and Applications

As mentioned earlier, optimizing communication ef ciency is crucial for Federated Learning,
especially when transitioning it to the edge. The primary objective is to minimize the number
of communication rounds, as updating the global model may face challenges when local
devices are of ine or the network is congested. Numerous efforts concentrate on reducing
communication overhead for Federated Learning, with model compression being a key strategy.
Compressing trained models without compromising inference accuracy is a highly effective
approach. For instance, in44], structured updates and sketched updates are proposed to
decrease uplink communication costs. Structured updates involve learning the local update
from a restricted lower-dimensional space, while sketched updates compress the uploaded
model before transmission to the central server.

Bonawitz et al. 5] introduced a communication-ef cient secure aggregation protocol
speci cally tailored for high-dimensional data. The protocol exhibits robustness by tolerating
up to 33.3% of participating devices failing to complete the protocol. In a related work, it is
noted that Deep Neural Networks (DNNSs) are often overparameterized, featuring signi cant
redundancy in their weights. The proposed solution involves pruning, a technique that compen-
sates for the loss in performance. The article suggests a retraining-after-pruning scheme, where
the DNN is retrained on new data while the pruned weights remain constant. This scheme
effectively reduces resource occupation while maintaining learning accuracy.

In the healthcare sector, 10T solutions have been pivotal in the evolution of health man-
agement systems, facilitating ef cient tracking of agents such as patients, medical practitioners,
and resources. This transformative approach is referred to as the Internet of Health Things
(IoHT) [255. A critical component of IoHT is the utilization of wearable sensors, which
collect health-related parameters at various time intervals. These data are then processed to
drive the development of intelligent e-healthcare applications128][the resulting health
monitoring process involves training with a deep learning network and the elimination of
weak classi ers through feature ensemble computation. The system's ef ciency is evaluated
through MATLAB-based experimental analysis, achieving an accuracy of up to 98.7%. Future
enhancements include optimizing technigues and implementing feature selection approaches to
further re ne the monitoring process.

The work introduced in{4] proposes a novel online approach based on deep learning
and transfer learning concepts to create a computational intelligence framework for Internet
of Health Things (lIoHT) devices. This user-friendly framework enables easy addition of
images and platform training, making it accessible even to individuals without programming or
image processing expertise. Trials demonstrated rapid project setup by users with no technical
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background. The proposed approach is validated using three medical databases for stroke type
classi cation, lung nodule malignancy classi cation, and melanocytic lesion classi cation.
The framework achieves high accuracy, reaching 91.6% accuracy in stroke and lung nodule
databases and 92% accuracy in skin images databases. The results highlight the framework’s
ef ciency and reliability, showcasing its potential to assist medical professionals in quickly and
accurately analyzing complex medical examinations through a collaborative 10T platform.

In recent years, the integration of Internet of Things (IoT) solutions has transformed tra-
ditional homes into smart living spaces, offering a myriad of automated and interconnected
services. This subsection explores the innovative applications of 10T in provisioning smart
home services, encompassing the automatic control of domestic appliances, alarm generation,
security controls, and the development of comprehensive Internet-connected systems. From
enhancing convenience to improving security, [oT technologies have reshaped domestic living,
paving the way for a more ef cient and interconnected future in our homes.

Gavrila et al. P€] introduce an architecture for seamlessly integrating a Smart Home
(SH) environment with an HbbTV-enabled television set and consumer's handheld devices,
such as smartphones and tablets. Leveraging the HbbTV 2.0.1 Companions Screen and
Multimedia Synchronization framework, the proposed solution acts as a central hub for audio
and video broadcasting services, home automation, and various devices within the Smart Home.
The architecture, designed to be standard-compliant and platform-independent, demonstrates
successful hardware implementation and is validated through subjective tests based on mean
opinion score (MOS). The results indicate that the accurate design of hybrid services through
HbbTV can enhance the Quality of Experience (QoE) perceived by users in the uni ed TV and
Smart Home services.

An intelligent and multi-objective framework for managing residential loads in smart homes
is introduced in p1]. This framework utilizes an loT-based controller to ef ciently handle
home loads and promptly issues alerts in case of any detected malfunction within the household
appliances. Considering the context of smart homes, it acknowledges the potential risks posed
by cyberattacks, which not only affect the functionality of the home but also pose threats to the
safety and well-being of the occupants.

The integration of 10T has signi cantly enhanced agricultural production by improving the
quality of agricultural products, reducing labor costs, and enabling more ef cient farm man-
agement practices. Hu et al.41] address the importance of precise crop disease diagnosis in
agricultural research and production. The traditional identi cation of coarse-grained diseases
in crops is deemed insuf cient, as treatment methods vary within different grades of the same
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disease. To address this, the study proposes an loT system that integrates I0T technology and
deep learning for ne-grained disease identi cation in crops. The system automatically detects
diseases and communicates diagnostic results to farmers. The proposed multidimensional
feature compensation residual neural network (MDFC-ResNet) model enhances ne-grained
disease identi cation by considering species, coarse-grained disease, and ne-grained disease
dimensions. The compensation layer, employing a compensation algorithm, fuses results
from multidimensional recognition. Experimental results demonstrate that MDFC-ResNet
outperforms other popular deep learning models, providing better recognition accuracy and
practical guidance in agricultural production activities.

The study proposed irRpP5 an autonomous agricultural system to address labor shortages
in agriculture while enhancing productivity. The system incorporates a ground-level mapping
and navigation system using computer vision (Mesh-SLAM algorithm) and the Internet of
Things (IoT). The three-layered system includes robot vehicles for frame collection, edge
nodes for image feature data edge computing, and a cloud layer for general management and
deep computing. The Mesh-SLAM algorithm ef ciently maps the farm in 3D, and the IoT
architecture allows scalability and exibility. Evaluation results indicate superior mapping and
localization precision, making the system feasible for practical implementation in real farms by
balancing cost and performance.

The Internet of Things (IoT) holds signi cant potential for Intelligent Transportation Sys-
tems (ITS), contributing to the creation of a smart, safe, reliable, and sustainable transportation
network. This is achieved through the collection and analysis of traf c and mobility-related
data using IoT technologies in IT837]. The study conducted by Ke et alL.41]explores the

use of edge computing in smart parking surveillance, focusing on parking occupancy detection
through real-time video feeds. The system employs a carefully designed processing pipeline,
considering exibility, online surveillance, data transmission, detection accuracy, and system
reliability. It incorporates edge-based arti cial intelligence, implementing an enhanced single
shot multibox detector (SSD) and additional algorithms for optimal ef ciency and accuracy.
Field tests conducted in an actual parking garage demonstrate promising results, achieving
over 95% accuracy in real-world scenarios. The proposed smart parking surveillance system is
seen as a crucial element for smart cities and a foundation for future applications in intelligent
transportation systems.

Philip et al. R0Z address real-time Internet of Things (IoT) applications, speci cally
focusing on smart traf ¢ control scenarios involving autonomous vehicles making decisions
on lane velocities. The study decomposes the problem as an unconstrained network utility
maximization problem and proposes a consensus-based, constant step-size gradient descent
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algorithm to achieve a near-optimal solution. The analysis emphasizes the delay-accuracy trade-
off, measuring delay in terms of the number of iterations required for scheduling operations
within an acceptable tolerance. The algorithm's operation under quantized message passing
is also explored. Simulations, incorporating microscopic traf c ow behavior, compare the
proposed solution with traditional and state-of-the-art intersection management techniques.

The Internet of Things (IoT) embodies the idea of everyday objects connecting us to the
loT era. The spatial characteristics of surrounding objects serve as the control mechanism for
loT functionality. Essentially, the spatial changes in an object represent the essence of 0T
responsiveness. For instance, variations in crop spatial patterns signify the needs and charac-
teristics of agricultural production. Similarly, the spatial dynamics of human movement can
trigger alerts in security and monitoring systems. This consideration prompts the exploration
of the "Internet of Spatial Things (I10ST)" concef8[ 225. Ghosh et al. 10( propose a
mobility-driven cloud-fog-edge collaborative real-time framework, Mobi-loST, designed for
loT systems with a back-end cloud. The framework leverages loT, Edge, Fog, and Cloud layers,
treating 0T and edge devices as moving agents in a 2-D space. By analyzing spatio-temporal
mobility data and contextual information, Mobi-loST employs machine learning algorithms
for real-time prediction of agent locations. The framework features hierarchical processing,
utilizing an loT-Edge-Fog-Cloud architecture for improved real-time application Quality of
Service (Qo0S). It effectively predicts agent locations, reducing delays and power consumption
by approximately 23-26% and 37-41%, respectively, compared to existing mobility-aware task
delegation systems, with an accuracy of approximately 93%.

Koh et al. 143 present a novel location spoo ng detection algorithm named Enhanced Lo-
cation Spoo ng Detection using Audibility (ELSA) for geo-spatial tagging and location-based
services in the Internet of Things (IoT). ELSA operates at the backend server and is designed
to be implemented seamlessly with existing 0T systems. Utilizing a statistical decision theory
framework and two-way time-of-arrival (TW-TOA) information, ELSA incorporates implicit
audibility information to enhance location spoo ng attack detection rates. The algorithm
employs a generalized likelihood ratio test for verifying device locations and demonstrates su-
perior performance, as evidenced by extensive simulations on synthetic and real-world datasets,
outperforming conventional non-audibility-aware approaches in terms of detection and false
alarm rates.

Exploring the intricate relationship between Al for/on the Edge, Section 3.1.1 focuses on
more sustainable Al based solution and contributions from the current state of the art highlight-
ing the main challenges in terms of performance and optimization tradeoffs.



56 Energy-Ef cient Frugal Approaches for Constrained Devices in Distributed Learning

3.1.1 Green and Frugal Al

Al, already integral to numerous systems, is poised to become even more pervasive with the
rapid ascent of wearable devices and the Internet of Things. In traditional machine learning
applications, emphasis is placed on achieving high-quality results, necessitating substantial
data collection and computational resources for model building. However, in various scenarios,
establishing large centralized data repositories is unfeasible or impractical. For instance, in
personal health, privacy concerns may impede the sharing of detailed personal data. In these
cases, an ideal solution involves performing machine learning directly on wearable devices,
introducing signi cant computational challenges, such as the limitation of smartwatch battery
capacity.

Paradoxically, deep learning draws inspiration from the exceptionally energy-ef cient
human brain. However, the substantial computational costs associated with deep learning pose
challenges for academics, students, and researchers, particularly those in emerging economies,
limiting their participation in advanced research endeavors. For these reasons, recent studies
such as the one conducted #8fl], have started questioning the curr&#d Altrend proposing
a moreGreen Alparadigm. The terrRed Alrefers to Al research that aims to improve accuracy
by using massive computational power, by essentially “buying” stronger results with more
resources. In their work, the authors rst provide an empirical study showing the prevalence of
Red Alarticles over energy saving approaches, surveying 60 papers from top Al conferences
over the period of 2018-2019 period. They report that about 80% of sampled papers targeted
accuracy over ef ciency, by prioritizing the nal result over the potential lower impact of less
performing solutions. The mathematical representation of this concept is formulated thought
the Equation of Red Alas follows:

CosiRf a E D H (3.1)

whereCosi(R) is the cost of a single ML experimert, is the cost of processing a single
exampleD is the size of the training data-set adds the number of experiments to determine
the hyperparameters to be employed.

Energy Sustainable Al: SOTA Approaches and Applications

Driven by a common sense for a greener Al, different works have pursued this direction. As
an example, a framework meant to track the impact of ML is introducetiliff] the authors
propose a solution combining different metrics, such as training and inference time, to estimate
the amount of carbon emissions in Reinforcement Learning. They used speci ¢ tools provided
by hardware vendors to monitor CPU and GPU power draw, in particular they employed Intel's
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RAPL tool with the powercap interface for CPU energy monitoring and Nvidia's nvidia-smi
for GPU power consumption estimation. These tools provide real-time energy consumption
feedback for a limited range of supported CPU models. 2B the authors address the
problem of an energy-ef cient resource allocation in the FL process, formulating it as an
optimization problem where the goal is to minimize the total energy consumption of the system
under latency constraints. The solution is assessed with 50 users, uniformly distributed in a
square area of size 500mx500m with a base station (BS) located at its centre. They proved
the consistency of the optimized algorithm comparing it with canonical FL. The work done
demonstrated the higher ef ciency of the proposed solution in terms of completion time and
energy consumption.

A hierarchical EFL solution is proposed ihg1] where the authors illustrate an iterative
and partial, weighted aggregation process used to speed up the ensembling phase and to reduce
energy costs. They show that their HierFedAvg, an extension to the classic FedAvg algorithm,
achieves faster convergence on both 11D and non-11D samples. They perform their experiments
on the MNIST and CIFAR-10 datasets, showing that HierFedAvg simultaneously reduces the
model training time and the energy consumption of the end-devices.

Early endeavors in frugal learning focused on compressing the training set, represented
as a decision table, onto resource-constrained devices. This approach, currently ourishing
in the realm of binary decision diagrams pioneered by Minato el &8 ]involves mapping
the training set into structures like Field Programmable Gate Arrays (FPGBQ) [Another
remotely related line of work explores approximate knowledge b&sqdddressing scenarios
with large or complex knowledge bases (KB). This method aims to construct lower (KBL)
and upper (KBU) bounded KBs, creating approximations for KB decisions based on whether
KBL(x) is true, KBU(X) is false, or the result is unknown. Another eld within Machine
Learning connected to frugality is online learning, where examples are processed one at a
time [103. The critical challenge is associated with potential changes in the sample distribution
and the subsequent adjustment of the hypothesis. The trade-off revolves around the number of
examples employed by the learner: detecting distribution changes early (discarding outdated
examples) while maintaining robustness against example noise. Additionally, certain online
algorithms for high-speed data streams opt to use only a subsample of available examples to
expedite training [73].

Some approaches in Machine Learning aiming for frugal decision-making adopt a two-step
process. Initially, a potentially computationally expensive model is learned, followed by the
simpli cation of this model in various ways while retaining its predictive accuracy as much as
possible. In 107, for instance, features associated with a linear classi er having low absolute
weight values are considered poorly relevant or redundant, leading to their removal, potentially
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through an iterative process. Busa-Fekete et34].fpcus on the extensive set of hypotheses
acquired during a boosting process. Traditionally, these hypotheses contribute to the nal
decision through voting. However, it is possible to selectively prune the set of hypotheses in
an example-dependent manner, transforming the ensemble into a Directed Acyclic Graph. An
illustrative example is provided by Urban et &5[7], focusing on compressing deep neural net-
works [32]. In this scenario, a substantial ensemble of large and deep neural networks, known
as the "teacher" is trained from a speci ¢ dataSefhis ensemble is employed to label a much
larger set of samples. In their work, Urban et al.J57] demonstrate that by utilizing this new
training set, which consists of samples frénalong with their corresponding teacher labels,

it is possible to train a shallow neural network with equivalent performance as the teacher,
achieving signi cant reductions in the number of weights, although the process may not be
strictly considered frugal. This process is currently know as Knowledge Distillation [117].

In the subsequent sections, we originally propose two different frameworks shedding light on
the integration of Al technologies in energy constrained environments comparing achieved
results against the current state of the art.

3.2 Towards Energy-Aware Federated Learning: Adaptive
Round Planning for A Distributed Learning

Taking the initial stride towards an energy-conscious Al process, we take Federated Learning
(FL) as a state of the art use case and we introduce an innovative distributed framework designed
to collect real-time and detailed process metrics for intelligent process management. Within
this context, we explore pertinent FL round planning strategies, which are categorized as
static (involving a xed number of iterations) and dynamic (determined at runtime based on
trade-offs between model accuracy and energy expenditure). To substantiate our approach, we
outline the blueprint of an experimental testbed that demonstrates an Energy-Aware Federated
Learning (EFL) process implemented on actual data. The testbed highlights the capabilities
of our solution in terms of metric collection and subsequent adaptive planning. Filling the
existing gap, we present the design of a novel distributed framework capable of collecting
accurate (worker) energy expenditure and learning-centric metrics at each FL round. The
framework comprises state-of-the-art technological building blocks, purposely integrated to
enable advanced and energy-aware FL process orchestration capabilities. To validate the
approach, we rely on a heterogeneous experimental testbed, and conduct a distributed learning
process employing a realistic dataset. The preliminary evaluation results reported in this paper
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highlight the potential advantage in terms of overall energy consumption reduction and the
suitability of an adaptive learning framework capable of autonomous evaluations of the most
appropriate trade-off to apply between accuracy and energy expenditure.

Framework architecture

To the purpose of providing an innovative FL framework with energy awareness as described
in the previous section, we describe the main components of our system:

» The Al Engine, a core module of the framework that provides support for the main
ML libraries and allows the development of use case speci ¢ Al models. It handles the
distributed weight update phase while keeping the overall overhead as low as possible by
taking into consideration the energy consumption measured by participating nodes.

» The monitoring module provides a complete and real-time state update from workers in
terms of current energy consumption and accuracy score achieved.

» The planner (orchestrator) is the entity in change of actuating the rules designed for FL
round management, the control logic of the process.

The design of our solution allows each module to be easily extendable and integrated within
existing frameworks and libraries.

The Al Engine handles the coordination of workers over the learning rounds through RPC
interaction. The action-oriented nature of this architectural style coincides with purpose of
EFL of reducing as much as possible the amount of information shared among the learners.
This choice is also con rmed by similarity with some other widespread FL frameworks, which
have followed the same direction. PySyft,[Tensor ow Federated]66 and Flower [L32 are

some relevant examples of RPC adoptions. To this end, we have decided to integrate Flower,
an open-source, easy to extend library, and with very limited demand of runtime resources to
support its execution. Flower implements the main aggregation strategies for the ensembling
and provide easy-to-use APIs for worker communication with the central server. It wraps
the main ML libraries like Tensor ow, Pytorch and Scikit-learn while allowing a transparent
embedding of customized ML models developed from scratch. In order to complete the learning
aggregation, Flower requires a static minimum amount of workers and a xed number of rounds.
The server waits until all the workers are available and triggers the local learning for each of
them. The model update is synchronous, and the main aggregation algorithm is FedAverage,
a tensor version of weights averaging. A few well-known vendors have instead decided to
move towards lazier connection between server and clients, by adopting a REST approach. For
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instance, NVIDIA Clara Imaging is REST-based and is a computational platform that eases the
development and the deployment of intelligent medical imaging work ows. About RPC, all
the frameworks listed above integrate a variant of the canonical RPC, called Google Remote
Procedure Call (QRPC). gRPC is a framework for implementing RPC APIs via HTTP that aims
to reduce communication overhead thanks to the parsing of descriptive manifest polyglot (i.e.,
implemented with different technologies) scenarios. In fact, gRPC employs protocol buffers
rather than JSON XML manifests as the interface language for serialization and transmission.
By doing so, the resulting protocol is more lightweight and exible if compared with the
canonical RPC transmission pipeline.

The monitoring module enables ML experiment reproducibility and logging. The information is
collected by exploiting and integrating a state-of-the-art MLOps tool. MLOps, which stands for
Machine Learning Model Operationalization Management, aims to reproduce in the ML area
the same advantages driven by DevOps in distributed systems deployments. At the beginning
of the ML research area or in only research-oriented deployment scenarios, ML models were
only tested and developed in isolated experimental systems: then, when the targeted result was
considered achieved (e.g., the training phase was considered suf cient and adequate), the model
was deployed in the production environment as a canonical remote service. Nowadays, in many
Al-enabled industry scenarios, the old and simple deployment pipeline described above exhibits
its non-negligible weaknesses. In fact, once an ML model is deployed, it has to be maintained
and updated, otherwise it will lead to a degeneration of accuracy over time (e.g., because of
changes in the real-life data that cannot be seen during the model training). In addition, since
the same model architecture has to be shared among all the workers, the same framework and
same package versions have to be reproducible on each participating node. To this end, we
select MLFlow as MLOps framework for supporting the whole ML life-cycdg MLFlow is

open source, container friendly, widely used and frequently updated. It consists of four different
modules: MLFlow Tracking to record and query experiments, ML Projects to package the code
in a reproducible format, MLFlow Models to deploy ML models in diverse serving environ-
ments and a Model Registry to store and manage models in a central repository. Furthermore, it
provides a remote HTTP server endpoint to log ML parameters and results from distributed and
decentralized workers which is exactly what we aim to do in EFL. Our framework integrates the
ML metrics with energy monitoring information. Despite several different tools exist, almost
none of them keeps track of the real energy draw of the considered hardware components. In
fact, most of them base their reports on different metrics like CPU and GPU usage, network bit
rate and computation latencies. The only exceptions we found are NVIDIA-smi for real time
GPU power consumption and PowerTop for subprocess energy draw estinZtida fhis end,
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Figure 3.2: Testbed layout and architecture.

we integrated PowerTop as the main source of power consumption information. PowerTop ob-
serves power consumption at hardware component level and allows VM energy monitoring, too.

The planner contains all the business logic for the FL dynamic management. Here, the metrics
collected by the monitoring module are evaluated over the time in a real-time process which
seeks a tradeoff as possible between energy consumption and target accuracy. It autonomously
computes an accuracy threshold, which varies over the time by considering a decay factor. The
accuracy target thus approaches the actual accuracy with the passing of rounds taking into
account the cumulative energy consumption oveBhbudget. The container-based approach
allows our framework to be deployed on heterogeneous devices, like those that are widely
adopted in edge and 10T scenarios. By delving into ner implementation details, Figure 3.2
illustrates a deployment scenario, depicting all the components involved. An exemplary de-
ployment environment (which will be used for the evaluation testbed described in the following
parts of the paper) includes four worker nodes, an ensembler node, and an HTTP logging server
for training parameters tracking and results storing. MLFlow logging capability is used to keep
track of energy consumption metrics collected from the workers and the ensembler during
training and inference phase.

Flexible Support to Differentiated EFL Round Planning Strategies

Herein we discuss potential round planning strategies enabled by our framework, covering
also relevant trade-offs one needs to consider. Since the accuracy of the FL model mainly
grows with the number of learning rounds - as a coarse-grained approximation, it increases
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proportionally to the number of rounds - the total number of rounds is a relevant parameter
to tune in order to achieve a proper ef ciency/accuracy trade-off. It is noteworthy to point
out, that none of the surveyed FL frameworks allows a user/developer to dynamically set the
number of rounds and workers, that are static parameters, and set to a predetermined value
before the beginning of the learning process. As a rst distinction, it is useful to differentiate
between static and adaptive EFL round planning strategies. In the static EFL approach, the
number of workers for each round and the number of rounds are xed; while in dynamic
EFL round planning, instead, these parameters can be tuned according to a desired strategy
during the learning phase. Regarding the adoption of the xed approach, this relies on two
basic assumptions: the amount of energy consumed by each node has to be known since the
onset of the learning, and it has to be constant during the whole training phase. While the rst
assumption can be potentially estimated depending on the complexity of the deployment, it is
not reasonable ta priori assume that energy consumption is constant for each round during
the training phase. From this basis, we opt for a more exible and adaptive approach, taking
into account not only energy considerations, but also a level of desired model accuracy.

While preserving the general aspect of our study, without loss of generality, given the starting
static parameterd3, the total energy budget amghin the minimal desired model accuracy; the
minimal accuracy target for the next rouAghy) is dynamically computed as:
Ei
AnminG) = Amin 1 B, (3.2)

whereE; is the cumulative amount of energy consumed until round

In the current implementation, the target accuracy for each round is monotonically reduced
by a factor which is proportional to the ratio between the energy consumed until the current
round and the total energy budget. Intuitively, the more energy is consumed during a learning
round, the lower the resulting target accuracy to reach. It is noteworthy to point out that
more advanced process control logic could be envisioned, considering additional decision
variables and/or node selection strategies. This study is left as a future work. For completeness,
Algorithm 1 sketches the FL process governed by the above control logic. In this setting, the
training can be stopped even if thAgn is not reached because thgiyiy  Amin for each round
i

Evaluation and Empirical Results

To assess the validity of our solution, here we present two different results. First, we assess the
capability of acquiring up-to-date information regarding power consumption. This is done to
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Algorithm 1: Energy Aware algorithm for round planning
Input: Amin, Be

1 keepon training= True;

2 Anminiy = Amin;

3 while keep_on_training == Truelo

4 FL distributed training()

5 ComputeA;;

6

7

8

9

Update E;

Anmini) = Amin (1 E—;):

if Ay >= Anin(i) or Ej >= Be then
L keepon training = False

validate the need for a more exible and dynamic approach, considering energy consumption
as a process decision variable. Second, we adopt the process decision planning driven by
Equation 3.2, showcasing the reduction of the accuracy goal to a more energy saving target.
For the experimental assessment, we deploy a training process conducted on a real dataset

MAE | train; inf; E
lcoreVM | 0.0255| 11.2s 8.900e-5|s 203mW
2coresVM | 0.0271] 9.3s| 4.600e-5|s 237mW
4 coresVM | 0.0305| 7.4s| 6.900e-5s 674mW
4 coresPi | 0.0217| 1255 9.730e-4is 1.3W
Ensembler | 0.0322 - 1.300e-5s 0.3W

Table 3.1: Experimental results with 10 learning rounds

containing solar power plant data presentedin |n speci c, the dataset includes solar power
plant data collected in India over a 34 days period, where each sample corresponds to the
amount of energy produced by the electrical inverter connected to a singular solar panel. We
preprocess the data, splitting the original one accordingly to the inverter id parameter, in order
to have four different datasets fed to each of the workers. This simulates the collection and the
processing of local data on the inverter node.

The worker training process adopts a stochastic gradient descent regressor developed with
scikit-learn, estimating the amount of energy which will be produced at a future point in time by
the local inverter. In order to better mimic a realistic edge case scenario, the testbed is composed
of heterogeneous nodes. Speci cally, of four worker nodes, three of them are virtual machines,
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Figure 3.3: Target and actual MAE value in relationship with the required energy consumption.

while the fourth is a real hardware device, a Raspberry model 3. In terms of computational
power, VMs are equipped with one, two, and four CPU cores respectively; the Raspberry Pi,
instead, is equipped with a Broadcom BCM2837 64bit Quad Core Processor. Regarding the
rst assessment, Table 3.1 shows the parameters collected by our framework, in paklid&ar
(Mean Absolute Error) as an indicator of the accuracy of the m&tled;the amount of energy
consumed by the device over the rounlajn; andin f; are the training and the inference time,
respectively.

Lastly, we checked how our framework adjusts its accuracy goal at each learning round
accordingly with Formulae 3.2 while still achieving an acceptable accuracy level. To this end,
we consideMAE as an accuracy performance indicator to minimize and we summed up the
total amount of energy consumed by workers and the ensembler required to reach a certain
MAE score. For the experiment we ¢ the overall energy budget, to 20 Watts; a&gln,

which is here indicated as a maximWAE accepted, to 0.025. In speci &, andBe values

have been empirically xed to th®1AE score and the corresponding energy demand recorded
by training the same distributed model architecture on a centralized node.
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Figure 3.3 shows the targBtAE and the actuaMAE in relationship with the cumulative
energy consumption at roumdAs it can be observed, the two lines intersect at round ten, when
the currenMAE is equal to 0.032, and the cumulative energy consumption over rounds is equal
to 17.45 Watts. As a result, the aggregated model nds a sub-optimal solution in a dynamic
way by setting a compromise level between the initial accuracy target and a one which is less
impactful on the overall energy consumption.

3.3 Serverless FL Orchestration on Heterogeneous and Con-
strained Devices

Despite the great strides made in terms of precision and privacy awareness, the real adoption
of FL in real-world scenarios, particularly in industrial deployment environments, is still an
open thread. This is mainly due to the additional complexity that stems from notoriously long
and costly development cycles when employing Al techniques on bandwidth-, computing-,
and energy-constrained nodes. At the same time, quickly developing edge Al applications
that are cloud-native, exible, and secure has never been more important. Motivated by
these challenges, we address scenarios involving highly heterogeneous computing capabilities
and energy budgets, presenting EneA-FL, an innovative scheme for serverless smart energy
management. This approach dynamically adapts to optimize the training process and facilitates
seamless interaction between Internet of Things (I0T) devices and edge nodes. The proposed
middleware includes a containerized software module that ef ciently manages the interaction
of each worker node with the central aggregator. EneA-FL, by monitoring local energy budgets,
computational capabilities, and target accuracy, makes informed decisions about the inclusion
of speci ¢ nodes in subsequent training rounds, effectively balancing the tripartite trade-off
between energy consumption, training time, and nal accuracy. In extensive experiments
across diverse scenarios, our solution demonstrates impressive results, achieving 30% to 60%
lower energy consumption compared to popular client selection approaches in the literature,
while being up to 3.5 times more ef cient than standard FL solutions. Crafted to tackle
the energy management challenges inherent in real-world FL deployment, this innovative
middleware streamlines the training and deployment of FL models across diverse I0T devices.
At its core, an orchestrator dynamically oversees the FL process, dispatching a containerized
environment to participant nodes for real-time monitoring of computing and networking
capabilities, energy budget, and local accuracy. The orchestrator autonomously evaluates the
effort required by each 10T client to meet speci ed QoS, minimizing the need for user or
developer intervention. Notably, EneA-FL introduces a dynamic coordination approach for
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participating nodes, optimizing energy ef ciency. Tested across various clients and energy
requirements, including CPU- and GPU-enabled microcontrollers with limited resources, our
automated energy management scheme outperforms standard FL approaches.

Modelling Energy Consumption of FL Worker Nodes:

In a broad sense, if we dendi€i) as the energy consumption of a fog nadand envision

the typical FL scenario comprising an arbitrary set of workers with a sizeamid a single
aggregator node—where, ideally, all working nodes possess identical networking and computa-
tional capabilities—we can calculate the total system energy consuniftimnsumming the
individual contributions of each worker and the aggregator node. Hence, we can éasss

Es= é. E(i)= n Ex+ Es;
i
whereE,, denotes the energy consumption of a single worker,Egnepresents the energy
consumed during the aggregation process.

Upon delving deeper into the contribution of each node in a FL scenario, for a generic
workerw, the energy consumptidfy, is directly proportional to the local model complexity,
denoted ad/.(w), and the size of the local dataset, referred t&d4w/).

In a FL scenario, where all participating nodes share the same model architecture, the local
model complexity is uniform across workers:

Mc(W1) = Mc(W2) = 120 = Mc(Wn 1) = Mc(Wn) = Mc:

On the server side, for the aggregator n@je¢he computatiorE, typically involves an
average-like operation, with a limited computational cost. However, this operation can become
expensive with a high number of tensors to be averaged. Ther&pigdirectly proportional

to the number of workers.

The energy modeling scheme described above would be incomplete without an explicit
acknowledgment of the relationship between energy, latency, and accuracy. While the primary
goal of a FL pipeline is to achieve the highest possible accuracy while minimizing overall la-
tency, optimizing these constraints becomes more challenging in the presence of heterogeneous
working nodes.
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In an ideal scenario with low heterogeneity among participating nodes, the optimization
objectives would be straightforward:
8
2 min(DLat)  min(Mc)
maxAco maxMy) (3.3)
- min(Es) min(Mc)

In this case, minimizindy/l; would bene tE,, E;, andDLat. The only trade-off to consider
would be betweeccandM. to minimize energy consumption while satisfying Quality of
Service (QoS) requirements.

However, the dynamic and erratic nature of the fog environment introduces a higher-dimensional
space of possible solutions. As each worker node may be involved in multiple tasks and may
have a dynamically changing percentage of bandwidth at its disposal over time, selecting a
speci ¢ node during the aggregation phase becomes challenging and can have negative impacts
not only onAccandDLat but also orEs. For this reason, selecting nodes dynamically over
training rounds becomes fundamental.

EneA-FL Architecture:

EneA-FL is the pioneering middleware that effectively combines the strengths of serverless and
fog computing, demonstrating its suitability for Federated Learning (FL) scenarios characterized
by the presence of highly dynamic and heterogeneous devices. EneA-FL comprises three core
modules (see Fig. 3.4 as a reference):

« Energon, built upon the well-established open-source toolkit Prometheasves as
a Prometheus-compliant exporter designed for IoT and edge devices. It functions as a
container shipped to participating nodes, transparently collecting energy metrics indepen-
dently of the local operating system. Energon provides an endpoint for aggregators to poll
energy and network metrics, scraping data from various Linux-based microcontrollers.
Published as a Pypi pack&g&nergon enhances community accessibility to edge device
system metrics;

* Furcifer is an innovative container orchestrator facilitating communication among par-
ticipating nodes through an overlay network. Leveraging Docker DNS interface, it

https://github.com/prometheus/prometheus
2https://pypi.org/project/energon-prometheus-exporter/
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Figure 3.4: EneA-FL, serverless middleware architecture

establishes peer-to-peer communication between nodes and their corresponding con-
tainers within the cluster. Furcifer additionally equips each participating node with a
kernel-compliant, container-based application. Additional details about this module are
provided in Section 5.2;

» Magister serves as the policy manager, overseeing the aggregation process. It is re-
sponsible for selecting aggregation policies, determining participant clients for each
aggregation round, and deciding when the learning process meets speci ed Quality of
Service (QoS) requirements. Magister plays a crucial role in orchestrating the completion
of the learning process based on the satisfaction level of QoS requirements for the FL
application.

Energon: Transparent Energy Monitoring

Energon is a modular monitoring tool for IoT and edge devices. It keeps track of an extensible
set of system metrics about energy consumption, network channel quality, and resource utilisa-
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tion, among others. Collected metrics are compliant with the Prometheus exporting standard,
which was recognised as graduated project maturity level in 2016 by Cloud Native Comput-
ing Foundation, the open-source vendor-neutral hub of cloud-native computing. Diagnostic
information can be obtained by HTTP requests to/thetricsendpoint on the 10T device. This
allows both scanning with application-dependent business logic and a smooth interaction with
the Prometheus ecosystem.

The ubiquitous nature of Energon allows the user to monitor critical metrics and to make
real-time decisions at the application level, without generating any additional overhead for the
constrained devices. When it comes to system monitoring, one of the primary objectives is
to minimise the additional operations necessary to collect the desired metrics while the target
applications are running. Energon has been meticulously designed to ensure complete isolation
from the rest of the system. It operates independently and does not require any interaction
with the running applications, thereby eliminating any potential interference or performance
overhead caused by monitoring processes. Running as a separate process allows Energon
to ef ciently collect the desired metrics and perform monitoring operations without being
tightly coupled to the application’s execution and its business logic. By adopting this approach,
Energon ef ciently and seamlessly gathers essential metrics without impacting the performance
and behaviour of the monitored applications, making it an effective and non-intrusive solution
for system monitoring tasks. This helps developers focus solely on the development of their
applications without the need to worry about logging the device's state for later historical
analysis or real-time decision-making.

In addition to raw data monitoring and exposition, Energon can be customised to send an
event when a speci ¢ condition is met. Inside our EneA-FL middleware, Energon plays the
central role of keeping the orchestrator updated about the current state of the monitored nodes,
thus allowing the policy manager (i.e., Magister) to select the best workers available in terms
of residual energy, instantaneous power consumption, and peer-to-peer communication quality.
About the querying interface, Energon wraps PromQL, the functional expression language
de ned by Prometheus, with easier high-level REST APIs. Those JSON-based endpoints can
be further customised depending on QoS requirements. Scraped metrics can be stored locally
on the orchestrator side, as done inside EneA-FL, or they can be saved on a separate database
for later use—e.g., time series analysis for designing new better policies. All metrics are stored
as time series data identi ed by a metric name and a set of key-value pairs. Sharding and
federation are also possible with minimal additional settings.
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Magister: Context Aware Decision Making for the Edge

Within EneA-FL, Magister operates as a pivotal component of the container orchestrator,
responsible for optimizing the client selection policy based on individual worker states in
terms of system metrics and QoS satisfaction. Magister considers factors such as the energy
consumption of participating workers, the time required for local training procedures, and the
accuracy improvement compared to previous training epochs. At this stage, communication
aspects are not factored into the considerations.

At the onset of each federation round, Magister utilizes Furcifer to gather clients resource usage
information from Energon and subsequently selects clients based on the collected metrics. The
local training procedure remains unaffected by Magister, and upon receiving local updates from
the selected clients, Magister makes decisions on whether to continue or halt the distributed
training process, contingent on achieved QoS metrics. Consequently, our solution ensures that
the global model aggregation process remains unaffected. Magister thus serves as a exible
client selection component that can seamlessly integrate with any custom training and aggrega-
tion mechanism for Federated Learning (FL). To delineate the ef cacy of Magister's intelligent
selection process, we analyze its impact on consumed energy, execution time, and accuracy
improvements in the worker selection process.

The novel worker selection approach introduced by EneA-FL involves optimizing the choice of
workers for each round of the federated learning (FL) process. The traditional selection function,
denoted a$ fWg, is enhanced by Magister to smartly choose impactful nodes, minimizing
energy and time consumption while maintaining model performance. The approach considers
a history-dependent selection functiSnto intelligently select workers based on their past
contributions and reliability. To nd the optimal selection function, the relationship between
the aggregated model's performance and the energy/time spent is explored. The effectiveness
metricE combines energy, time, and performance metrics, allowing for the identi cation of
impactful workers.

In our pursuit of minimizing resource expenditure at the worker level while avoiding a shift

in computational burden to the aggregator node, we adopt a simpli ed approach that obviates
the need for solving the combinatorial optimization problem. To achieve this, we de ne an
effectiveness measure designed to assess the impact of the local model update from asworker
on the performance and resource consumption of the entire federation setup. The effectiveness
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metric is formulated as follows:

e N,O ¢ N0

a ——+(1 a) —— bDP N :p NO 3.4
maxf E®g ( ) maxt (g 2 al (34)

Here,max E®grepresents the maximum energy spent by any worker at stepmaxt E0g=
maxXE N j(t) 8jg. Similarly, max t Vg signi es the maximum time taken by any worker

at stept, denoted asnaxt (Vg= maxt N j(t) 8)g. The termD represents the performance

difference between the aggregated md\cﬂg(it) and the modeN a(t)i obtained by aggregating

updates from all workers except. Finally, a andb are hyperparameters that govern the
trade-off between the signi cance of energy consumption, time requirements, and the achieved
performance improvement.

Testbed and Experiment Preliminaries

The experiments are executed on a practical networking testbed featuring a diverse array of
heterogeneous edge devices, effectively emulating a real-world deployment environment with
varying computational capabilities. We leverage representative datasets from LEAEN-
compassing diverse use cases in Computer Vision and Natural Language Processing domains.
Speci cally, we choose two datasets, MNIST and Sent140, from LEAF to assess the viability

of our energy-aware Federated Learning selection across multiple tasks. MNIST, a distributed
version of the well-known MNIST dataset, is employed for image classi cation. In addition,
Sent140 comprises a corpus of 1,600,000 tweets obtained using the Twitter API for sentiment
analysis. Lastly, we incorporate the N-BaloT datag&d], which contains realistic traf ¢ data
collected from 9 commercial 10T devices authentically infected by Mirai and BASHLITE.

Then, perform a comparison between the containerised FL training application and the execu-
tion at operating system level. This reveals notable similarities in their energy consumption,
with a slight difference of approximately 5% in terms of training time. As illustrated in Fig. 3.5,
both executions exhibit comparable energy usage, suggesting that the containerization process
does not have a signi cant impact on overall power consumption during training tasks. Con-
tainers, serving as self-contained entities encompassing application code and dependencies,
wield substantial in uence on the responsiveness of 10T applications during initialization and
deployment. To gauge and compare startup latencies with and without GPU hardware accelera-
tion, we delve into the potential performance enhancements and resource optimization within
serverless architectures for 0T applications. This section meticulously examines the minimal
additional overhead introduced by containerization during training execution, with a focus on
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Figure 3.5: Comparison of power consumption of containerized workers vs OS level execution. (a) On
Sent140 dataset. (b) On N-BaloT dataset.

assessing startup latencies across a spectrum of devices through over 100 startup cycles. We
rst evaluate the energy consumption of a wide range of loT devices commonly used in fog and
edge scenarios. In particular, we measure the energy consumption of our models on a Raspberry
Pi model 4, a Jetson Nano developer kit, a Jetson Xavier NX board, and a Jetson AGX Orin
developer kit. In addition, each of the Jetson boards has been tested with and without GPU
support to check the energy cost of hardware acceleration in [0T training processes. Startup
latencies across variously con gured devices demonstrating that the incorporation of hardware
acceleration does not yield signi cantly higher delays. On average, the supplementary latency
attributed to hardware acceleration stands at a mere 5%—10%. Furthermore, across all devices
assessed, latencies consistently fall within the range of 200 ms to 300 ms, emphasizing the
negligible impact of containerization techniques on the overall ef ciency of training execution.

Figure 3.6 visualizes the experiments conducted to gauge the energy consumption of all
devices across Ve training epochs. The Jetson AGX Orin developer kit emerges as the swiftest,
albeit exhibiting higher instantaneous power consumption. Conversely, the Jetson Nano without
GPU stands out as the slowest device, whereas the hardware-accelerated iteration of the device
proves to be the optimal compromise in balancing energy consumption and training time.

Effectiveness Parameter Space Exploration and Corresponding Results

To assess the impact of the hyperparametesadb on the federation optimization, we conduct
experiments by varying their values between 0 and 1, and 0 and 100, respectively. We perform
10 federation optimization experiments for each combinaticm ahdb, setting the number
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Figure 3.6: FL workers power consumption over tested devices. (a) On Sent140 dataset. (b) On N-BaloT
dataset.

of federation rounds to 30. For each experiment, we record (i) overall energy consumption,
(ii) total execution time, and (iii) the number of rounds required to achieve convergence. Con-
vergence is de ned as reaching 97% accuracy on the test set for the global model. In our
experiments, we identify that settimgto 0.6 andb to 40 represents the optimal con guration

for EneA-FL. This setup enables the system to consume only 1.3 MJ of energy, complete 30
federation rounds in 12.7 hours, and achieve convergence in 10.8 steps. Having obtained the
besta andb setup, we compare our proposed solution with the standard FL setup — which
relies on random node selection —and the OORIY and its extended version (OORTV2)]

in 3.2. The ndings emphasize that Magister provides a favorable solution for reducing both
energy consumption and execution time when compared to all baselines. Importantly, Magister
achieves these improvements without affecting convergence time, measured as the number of
rounds required to reach 97% accuracy. In addition the EneA-FL policy vastly outperforms the
selected baselines, achieving higher accuracy over all datasets and showing a statistically signif-
icant higher longevity in terms of residual energy consumption. This is con rmed by observing

Table 3.2: Comparison with other state of the art solutions.

Approach Energy Time Rounds
Standard FL | 4.6 MJ 28.5( 9.7
OORT [149] | 1.8MJ| 13.2h 11.2
OORTV2[16] | 2.2MJ| 13.81 13.8

EneA-FLworst| 2.1 MJ 14.1h  10.7
EneA-FLbest| 1.3MJ | 12.7h| 10.8
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Fig. 3.8, where we depict the average distribution of selected devices over federation rounds
during MNIST training. On the x-axis, it is apparent that the baselines last for a maximum of 8
federation rounds, whereas EneA-FL extends to as many as 17 optimization rounds.

Then, we investigate the in uence of the number of clients per round on the federation. We
explore the selection af workers per round, allowing to vary betweerd0and80. In total, the
federation comprises00devices, sm spans from choosing only a small subset of federation
workers to nearly selecting all of them. In more detail, the results related to energy consumption
are presented in 3.7. It is noteworthy that consistently outperforms all selection baselines for
nearly every value ofi. For smallem values, such as= 30andn = 40, EneA-FL requires
almost30%less energy to achieve convergence to the same accuracy level. Howaver, as
increases, including more workers in the selection, Magister ends up choosing both ef cient
and inef cient devices—given the limited number of ef cient devices—thereby diminishing
the advantage of smart device selection.

Finally, we study the percentage of dead selected devices over the federation round, com-
paring EneA-FL with the selected baselines. We model the discharging process of devices
as an exponentially distributed event over the federation rounds that a device can complete
and set its average value to be equal to a random value between 1 and 5. Therefore, in this
experimental setup, each device belonging to the federation is capable of completing a variable
number of federation rounds, after which it discharges completely and stops sending updates
if selected. As depicted in Figure 3.9, the number of selected devices that cannot produce
updates initially increases in the rst few steps of the federation process for both approaches. In
particular, the baselines continue selecting devices unable to produce updates, reaching peaks
of up to 80% of selected workers with drained batteries. In contrast, EneA-FL employs its
energy management approach, resulting in a stable percentage of selected workers with dead
batteries, always staying below 40%. This is achieved through the handicap given to devices
that do not produce any updates. Additionally, the energy management mechanism contributes
to a more rapid convergence of the federation, as updates are consistently produced by workers.






	Abstract
	Table of Contents
	Table of Contents
	List of Figures
	List of Tables
	List of Publications
	1 Frugality Middleware Technologies for Edge and Fog Computing
	1.1 Structure of the Thesis
	1.2 Challenges
	1.3 Contributions beyond the state of the art

	2 Computing Paradigms Close to the Edge, Challenges and Possible Solutions
	2.1 From the Cloud to the Far Edge
	2.1.1 Traditional Cloud Computing
	2.1.2 Edge Computing: Demystifying an Umbrella Term
	2.1.3 Fog Computing: Between the Cloud and End-Devices 
	2.1.4 Mobile Device Constraints at the Network Edge
	2.1.5 Other Computing Paradigms
	2.1.6 Digital Twins for Frugal and Efficient Industrial IoT Networking
	2.1.7 Supporting Fog and Edge Computing with Artificial Intelligence 

	2.2 Application-Driven DT Networking (ADTN) Middleware
	2.3 ML-based Orchestration for Security and Performance Optimization in Industrial Environments

	3 Energy-Efficient Frugal Approaches for Constrained Devices in Distributed Learning
	3.1 Edge AI: When Intelligence Moves Towards the Edge
	3.1.1 Green and Frugal AI

	3.2 Towards Energy-Aware Federated Learning: Adaptive Round Planning for A Distributed Learning
	3.3 Serverless FL Orchestration on Heterogeneous and Constrained Devices

	4  From Big Data to Small Data: Practicing Frugality in Constrained Data Environments
	4.1 Challenges in Deploying AI in Constrained Data Environments
	4.1.1 Trust in Distributed Learning
	4.1.2 Low Complexity Algorithms in Time Series Forecasting for Real-World Scenarios

	4.2 Blockchain-based Trustworthy Federated Learning
	4.3 Modeling Vehicular Traffic in UFM Scenarios Through Frugal Autoregression

	5 Communication Efficient Frugality for Bandwidth-Constrained Environments
	5.1 Leveraging Networking Conditions As Opportunistic Frugal Resources
	5.1.1 Semantic Compression for Informed Communication

	5.2 Furcifer: Container Based Context-Adaptation for Object Detection
	5.2.1 Computing Strategies Comparison:
	5.2.2 System Design and Architecture:
	5.2.3 Experimental Evaluation over Different Networking Conditions:
	5.2.4 PPM: Pareidolic Policy Management


	Bibliography

