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ABSTRACT

Recent technological advancements have played a key role in seamlessly integrating cloud,
edge, and Internet of Things (IoT) technologies, giving rise to the Cloud-to-Thing Con-
tinuum paradigm. This cloud model connects many heterogeneous resources that gen-
erate a large amount of data and collaborate to deliver next-generation services. While it
has the potential to reshape several application domains, the number of connected en-
tities remarkably broadens the security attack surface. One of the main problems is the
lack of security measures to adapt to the dynamic and evolving conditions of the Cloud-
To-Thing Continuum.

To address this challenge, this dissertation proposes novel adaptable security mecha-
nisms. Adaptable security is the capability of security controls, systems, and protocols to
dynamically adjust to changing conditions and scenarios. However, since the design and
development of novel security mechanisms can be explored from different perspectives
and levels, we place our attention on threat modeling and access control.

The contributions of the thesis can be summarized as follows. First, we introduce a
model-based methodology that secures the design of edge and cyber-physical systems.
This solution identifies threats, security controls, and moving target defense techniques
based on system features.

Then, we focus on access control management. Since access control policies are sub-
ject to modifications, we evaluate how they can be efficiently shared among distributed
areas, highlighting the effectiveness of distributed ledger technologies. Furthermore, we
propose a risk-based authorization middleware, adjusting permissions based on real-time
data, and a federated learning framework that enhances trustworthiness by weighting
each client’s contributions according to the quality of their partial models.

Finally, since authorization revocation is another critical concern, we present an effi-
cient revocation scheme for verifiable credentials in IoT networks, featuring decentraliza-
tion, demanding minimum storage and computing capabilities.

All the mechanisms have been evaluated in difterent conditions, proving their adapt-

ability to the Cloud-to-Thing Continuum landscape.
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1 INTRODUCTION

The Cloud-to-Thing Continuum is a novel cloud paradigm that is enabled by the seam-
less integration of cloud, edge, and Internet of Things (IoT) capabilities. This cloud
model is defined as "an extension of the traditional Cloud towards multiple entities (e.g.,
Edge, Fog, 10T) that provide analysis, processing, storage, and data generation capabilities”
[80]. The multitude of heterogeneous and interconnected devices continuously generates
a large amount of data at the network’s edge, significantly contributing to the advance-
ment of next-generation services. Therefore, the Cloud-to-Thing Continuum holds the
transformative potential to redefine various application domains, such as smart health-
care and smart cities [95].

However, this paradigm also brings unprecedented security challenges that need to be
properly handled. The numerous interconnected devices engaged in data exchange and
entities involved significantly broaden the security attack surface [121]. Traditional secu-
rity measures tend to be static and rely on fixed configurations and rule-based approaches.
There is no universal one-control-fits-all-scenarios. Static configurations, deployments,
and management of security measures are insufficient to address risks within all possible
situations. Certain configurations may work better under certain environmental con-
ditions, while others may prove more effective when facing specific threat actors. Addi-
tionally, some controls are only relevant in specific scenarios, i.e., employees using specific
devices or services. Therefore, traditional solutions are not designed to adapt to the dy-
namic and ever-evolving nature of the Cloud-to-Thing Continuum.

The lack of adaptable security mechanisms has led to the need to design and develop se-
curity solutions that can deal with evolving circumstances and scenarios [98]. Adaptable
security refers to the ability of security measures, protocols, or systems to adjust, evolve,
and respond to changing threats, vulnerabilities, and contextual information [17]. These
mechanisms are designed to be flexible and responsive to the dynamic nature of cyber-

security. For example, an adaptable access control system should be able to dynamically



1 Introduction

authorize or restrict access in response to evolving context information [92], i.e. a doctor
who needs to access sensitive healthcare data to save a patient’s life. It is worth noting that
the concept of adaptability can be approached from various perspectives and levels.

Specifically, in this work, we focus on providing novel adaptable security mechanisms
in the Cloud-to-Thing Continuum with particular emphasis on threat modeling and ac-
cess control models, which we consider as two fundamental security techniques that can
contribute to enhancing its security.

To build secure systems, security has to be taken into account from the early design-
ing stages, adhering to security-by-design principles [43]. However, in most cases, this
paradigm is not followed, and security operations are postponed until the end of the de-
velopment phase. This problem is even worsened in the context under study, which is
characterized by many heterogeneous entities. To address this challenge, we first propose
amodel-based threat modeling approach that enables the identification of threats and se-
curity controls in edge computing systems, a key component of the Cloud-to-Thing Con-
tinuum. Threats and security countermeasures are identified according to the properties
of the assets and information of the data involved. Thus, the security profile dynamically
adapts to the characteristics of the system components.

Then, we extended our approach to encompass cyber-physical systems (CPSs), which
is another key technology of the Cloud-to-Thing Continuum ecosystem. This exten-
sion also considered dynamic moving target defense (MTD) techniques, which as for
the original approach, are identified based on the asset properties and data transmitted/-
stored. MTD methods increase the resilience of the systems by implementing strategies
to proactively prevent or mitigate the realization of threats. Both of these approaches are
implemented through a robust Threat Catalogue, which spans over 150 entries and is
made available to the community.

Managing access to data, resources, and services is one of the major problems. Autho-
rization permissions are usually implemented through access control policies. However,
since the policies may change over time, we believe that analyzing dissemination models
is crucial to evaluate how they can be effectively shared. Our empirical findings substan-
tiate that distributed ledger technologies (DLTs) offer a robust solution for sharing poli-
cies in multi-region applications. Additionally, concerning the access control model, we
introduce a novel risk-based authorization middleware capable of dynamically adapting

authorization permissions in response to real-time contextual information. We applied



the proposed solution to healthcare scenarios, which is one of the sectors that has been
significantly reshaped by the Cloud-to-Thing evolution. In this application domain, con-
textual information encompasses the patient’s health status, inferred through federated
learning (FL), a collaborative machine learning (ML) approach that allows leveraging a
large amount of data while preserving their privacy. Each client trains a local model using
its on-premises data and sends partial models to a parameter server, which aggregates to
build a new global model. In the FL domain, we also present a framework that enables FL
to increase the trustworthiness among unknown parties. Our approach provides adapt-
ability since the contributions of participants are weighed according to their reputation
score, and computed according to the quality of current and previous partial models. The
comprehensive evaluation showcases that the proposed approach outperforms state-of-
the-art solutions under different circumstances and datasets.

Finally, the Cloud-to-Thing Continuum comprises a large amount of IoT devices,
which generate data crucial for informed decision-making and collaborating to deliver
innovative services [100]. Therefore, to securely use such information, devices must be
trustworthy. Most existing solutions are based on Public Key Infrastructure (PKI); how-
ever, digital identities are issued and managed by centralized authorities (CAs) that suf-
fer from several concerns such as low scalability and limited interoperability. To over-
come these challenges, the World Wide Web Consortium (W3C) has recently formalized
and standardized decentralized identifiers (DIDs) and verifiable credentials (VCs). VCs
present a decentralized approach to prove certain capabilities about entities, providing
more fine-grain control. Itis important to acknowledge that IoT devices may be suscepti-
ble to compromise or use components vulnerable to exploitation. Thus, such credentials
have to be efficiently revoked to adapt to evolving conditions.

In this direction, we propose a novel revocation scheme based on an Elliptic Curve
Cryptography (ECC)-accumulator. This approach facilitates efficient VC revocation while
minimizing the burdens of storage and computational overhead. Moreover, it empow-
ers devices to receive and apply updates even when disconnected from the network. We
evaluated this revocation scheme across various deployment scenarios. Our experiments
on commodity IoT devices demonstrate that each device only requires approximately 1.5
KB of storage to maintain verification information, half the storage required by the most
efficient PKI certificates. Moreover, our experiments on hybrid networks, representing

typical IoT protocols (e.g. Zigbee), show the latency in the order of milliseconds. Fi-



1 Introduction

nally, large-scale analyses validated the scalability of our approach, even when up to 30%
of the devices missed updates. Remarkably, nearly 90% of devices across the entire net-
work received updates within the first hour, affirming the effectiveness of our approach
in handling offline updates.

The remainder of this work is structured as follows. Chapter 2 provides an in-depth
overview of cloud technologies, which lay the foundation of the Cloud-to-Thing Con-
tinuum, and provides the needed background on digital identities and DLTs, which are
widely used in our work. In Chapter 3, we present a comprehensive discussion of adapt-
able security within the Cloud-to-Thing Continuum, exploring the critical concepts and
principles. Then, Chapter 4 introduces security-by-design approaches, offering insights
into the construction of a robust security framework for edge computing and CPSs. In
Chapter 5, we present a risk-based authorization middleware for healthcare and a frame-
work that allows trustworthy participation in FL. Chapter 6 presents an efficient revoca-
tion scheme specifically designed for VCs within IoT networks. Finally, Chapter 7 draws

our conclusions.
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2 BACKGROUND

Cloud and distributed technologies have revolutionized conventional data storage, pro-
cessing, and management methodologies. This chapter ofters a comprehensive explo-
ration of these technologies, laying the foundation of the Cloud-to-Thing Continuum.
Furthermore, italso introduces digital identities and distributed ledger technologies, which

we have widely used to provide adaptable access control.

2.1 Croup COMPUTING MODELS

In the ever-evolving realm of computing, traditional paradigms are being redefined by
novel cloud modules, which comprise heterogeneous resources spread among different
areas. This section presents four key modules that are at the forefront of this transforma-

tion and have been widely considered in our research.

2.1.1 Murti-CrLouDp

In the dynamic landscape of cloud computing, cloud providers empower customers with
a versatile array of solutions to overcome availability and lock-in concerns. Multi-cloud
models stand out as one of the most compelling approaches available to organizations.
A multi-cloud strategy involves harnessing the power of multiple cloud services from
various providers within a single, integrated infrastructure. One of the primary advan-
tages of multi-cloud models is their ability to thwart vendor lock-in, which occurs when
a company becomes overly reliant on a single cloud provider for all its cloud services. By
adopting a multi-cloud approach, businesses liberate themselves from this vulnerability,
ensuring uninterrupted operations even in the face of unexpected circumstances. Beyond
resilience, the adoption of multiple cloud providers also brings cost optimization. Dif-

ferent cloud providers often present varying pricing structures for comparable services.
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Leveraging this diversity, organizations can pick the most convenient options for their
specific needs, thereby optimizing their expenditure. Moreover, multi-cloud models en-
able businesses to tap into the unique services and features offered by different providers,
allowing them to tailor their cloud infrastructure to the precise requirements of each use
case.

Furthermore, these models empower organizations to overcome geographical bound-
aries and deploy their applications strategically across multiple regions, offering valuable
advantages that ripple through the entire cloud ecosystem. By distributing applications
across multiple regions, multi-cloud models dramatically reduce network latency, creat-
ing an environment where data resides close to end-users. This enhances the user experi-
ence, where rapid data access and low response times become the norm.

As mentioned previously, one of the crucial advantages of multi-cloud models consists
of its capacity to strengthen the resilience of applications. Indeed, the failure of a single
region no longer leads to the catastrophic risk of rendering the entire service unavailable.
Instead, applications continue to function seamlessly, drawing upon resources from op-
erational regions, ensuring uninterrupted service delivery even in the face of localized dis-
ruptions. This resiliency is a key asset in today’s digital landscape, where downtime can
translate to substantial losses.

Moreover, the multi-region deployment strategy serves as a cornerstone for addressing
the intricate challenges posed by data privacy laws and regulations. By oftering the ability
to store user-related data in specific geographic areas, multi-cloud models empower orga-
nizations to enhance data sovereignty and compliance. This strategic allocation of data
not only ensures adherence to regional regulations but also fosters trust among users by
emphasizing the sanctity of their personal information.

Despite the clear benefits, implementing a multi-cloud strategy can introduce complex
security and management challenges that require to be properly handled [24]. A multi-
region application must operate cohesively as a single service, adhering to consistent access

control policies while maintaining a unified perspective on the involved data.

2.1.2 EDGE AND FoGc COMPUTING

Edge and fog computing offer distinctive approaches to handling computational tasks,

particularly in environments that require proximity to data sources [54]. On the one
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hand, edge computing emphasizes the decentralization of computing resources at the
boundary of the network. Edge nodes play a key role in handling tasks such as data
processing, storage, caching, and load balancing close to data sources. This approach
minimizes latency and optimizes the user experience, making it particularly suitable for
latency-sensitive applications like gaming platforms, autonomous vehicles, and real-time
industrial automation. However, edge computing also brings inherent challenges. The
diverse hardware platforms, operating systems, and communication protocols across edge
devices necessitate robust management and coordination. Security concerns are height-
ened due to the distributed nature of edge nodes, which can have varying levels of security
capabilities. Furthermore, the management of personal and sensitive data in edge envi-

ronments requires meticulous attention to privacy and compliance.

On the other hand, fog computing is an extension of the edge paradigm that intro-
duces an additional layer of computational resources between the edge and the cloud.
Fog nodes, situated closer to the edge, are responsible for processing and filtering data
before relaying it to the cloud. This intermediary layer offers benefits such as improved
data analysis and reduced data transfer to the cloud, reducing bandwidth costs and la-
tency. It is particularly well-suited for applications that require real-time data analysis
and decision-making. For instance, in a smart city context, fog nodes can process sensor
data locally to optimize traffic management or enhance public safety. Nonetheless, like
edge computing, fog computing also presents its own set of challenges. The integration
and orchestration of fog nodes within a complex network architecture can be intricate.
Ensuring the security of data and applications across fog nodes is essential, as these nodes
often serve as gateways to the cloud. Additionally, maintaining a consistent and up-to-

date software and policy framework across a distributed fog network is a non-trivial task.

While edge and fog computing have their respective merits and challenges, they are not
mutually exclusive. Indeed, they can complement each other effectively. Edge nodes serve
as the first line of defense for quick data processing, while fog nodes further refine and
filter data before relaying it to the cloud for deep analysis and long-term storage. This syn-
ergistic approach combines the advantages of both paradigms, enhancing overall system

performance and efliciency.
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FOG EDGE IoT

Cloud-to-thing Continuum

Figure 2.1: Cloud-to-Thing Continuum.

2.1.3 CrLoup-To-THING CONTINUUM

In the ever-expanding landscape of the IoT and cloud computing, the concept of the
Cloud-to-Thing Continuum emerges as a transformative and dynamic framework. As
shown in Figure 2.1, the continuum is given by the seamless integration of cloud-based
services and IoT devices, enabling a bidirectional flow of data, control, and intelligence
that transcends the traditional boundaries of both cloud and Io T ecosystems. The Cloud-
to-Thing Continuum leverages the convergence of two powerful domains: the cloud
infrastructure and the distributed, sensor-laden, and real-world impact of IoT devices.
This integration paves the way for a new era of connectivity, where data generated by IoT
devices is not simply sent to the cloud for storage and analysis but is also utilized to in-
form and control the devices themselves, fostering a two-way communication paradigm.
Therefore, the paradigm described above and other technological advancements like SG

and ML contributed to its widespread.

This transformation promises to reshape industries, from smart cities and healthcare
to manufacturing and agriculture, by enabling data-driven decision-making, automation,
and responsiveness at a scale and precision previously unattainable. However, this new-
found potential also brings forth a multitude of challenges, including data security, pri-
vacy, real-time processing, and scalability, all of which must be carefully navigated to har-

ness the full power of such a paradigm.

10



2.2 Digital Identity

2.2 Di1GITAL IDENTITY

The recent expansion of digital services accessible through network connections has led
to an unprecedented increase in the creation of digital identities. Virtually every person
on the planet possesses at least one digital identity, granting them access to these online re-
sources. It is important to recognize that digital identities extend beyond human individ-
uals; they encompass a wide array of entities, ranging from objects to entire organizations.
This is particularly relevant in the Cloud-to-Thing Continuum landscape, characterized
by a vast amount of entities that require proper identification. In the following, we delve
into the evolution of digital identities, paying special attention to emerging technologies
such as decentralized identifiers and verifiable credentials, which are the novel decentral-

ized standards to identify and authorize entities.
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Figure 2.2: Timeline of digital identity evolution.

2.2.1 DicitaL IDENTITY EVOLUTION

The digital identification of entities within networks and systems has always been one
of the major concerns since the early days of the Internet. Over the years, we have been
witnessing different digital identity eras, each of them characterized by various models
and technologies. This section goes through the digital identity evolution, discussing how
identification has gradually shifted from centralized to decentralized models [6]. Figure

2.2 sketches the digital identity evolution over time.

CENTRALIZED IDENTITY

In centralized identity management approaches, central authority plays a key role in han-

dling digital identities and their information. One of the first forms of digital identifica-
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tion dates back to 1988 when the Internet Assigned Numbers Authority (IANA) took on
the responsibility of validating IP addresses. Subsequently, we saw the emergence of or-
ganizations like the Internet Corporation for Assigned Names and Numbers (ICANN),
which oversaw the legitimacy of domain names. At the heart of this era of centralized
identities, users were identified through the conventional combination of usernames and
passwords.

However, centralized approaches are not without their flaws. They suffer from a glar-
ing vulnerability - a single point of failure. In these systems, all user-related information,
including sensitive data, is entrusted to centralized entities. This raises significant con-
cerns, particularly in the context of evolving privacy and legal regulations such as the Eu-
ropean General Data Regulation Protection (GDPR) [41].

Furthermore, the use of password-based methods adds another layer of complexity.
Users, often prioritizing simplicity over security, tend to choose weak passwords, leaving
them susceptible to various attacks such as a dictionary or spray attacks. For example,
an attacker may be able to acquire the user’s password from an unsecured service (e.g.
ordering food from her favorite restaurant) and reuse it to gain access to more valuable

services, such as a bank account.

FEDERATED IDENTITY

Federated identity represents a groundbreaking concept that empowers users to wield the
same identity credentials across a multitude of websites and applications. This stream-
lined approach alleviates users from creating distinct accounts for each system, which
can be a challenge for usability since users are demanding to remember a high number
of usernames and passwords. Federated approaches rely upon the establishment of trust
among various entities that facilitate secure user authentication and authorization across
disparate systems.

The inception of federated identity can be attributed to big companies such as Mi-
crosoft, which introduced its Passport program. This initiative enabled users to navigate
various websites seamlessly through a single, unified login. In a parallel development, Sun
Microsystems catalyzed the formation of the Liberty Alliance, also known as the Liberty
Federation, in 2001. This consortium was dedicated to crafting open standards that un-

derpinned federated identity and identity-driven web services. In more recent times, IT
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2.2 Digital Identity

giants like Google and Facebook have embraced the concept of single sign-on (SSO) sup-
port, further validating the efficacy of federated models.

However, it is worth noting that while federated identity models have made significant
progress in mitigating concerns related to identity fragmentation, a certain degree of cen-
tralization persists within individual websites. Such a centralization issue limits the extent
of mutual recognition among large-scale systems, reminding us that the journey toward

comprehensive federated identity solutions is still evolving.

USER-CENTRIC IDENTITY

The growing demand for greater control over personal data has led to the era of user-
centric identity, where individuals exert the power to independently manage their iden-
tities, whether it be on a singular platform or across multiple authorities, all without the
need for a centralized federation. In this paradigm, users exercise absolute autonomy, re-
taining full control and necessitating explicit consent for any sharing or modifications to

their personal data. This shift ensures a major emphasis on privacy and security.

A pivotal moment in this trajectory occurred in 2005, when the Identity Commons,
asignificant American organization dedicated to supporting, facilitating, and promoting
an open identity layer for the Internet, played a transformative role in the inception of the
Internet Identity Workshop (IIW). The IIW positions users as the central figures in the
realm of identity management, with the aim to empower individuals in shaping their on-
line identities. Notably, it has laid the foundation for numerous illustrious projects that
embody the principles of user-centric identity, including OpenID, OpenID 2.0, OpenID
Connect, OAuth, and FIDO. Underpinning these user-centric approaches is the concept
of individuals wielding authority over their data, enabled by a multitude of authentica-
tors such as JWT and certificates issued by diverse service providers. These digital assets
are securely stored within users’ personal devices, granting them unparalleled control over

their online identities.

Nevertheless, itis crucial to acknowledge that user-centric identity systems, while grant-
ing substantial empowerment to individuals, still hinge on trust relationships with service
providers and authorities. Users must place their trust in these entities, banking on their

responsible and ethical handling of personal information, free from misuse or exploita-
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tion. This element of trust underscores the ongoing evolution of user-centric identity

systems, with continuous efforts aimed at enhancing user data protection and privacy.

SELF-SOVREIGN IDENTITY

Self-Sovereign Identity (SSI) represents the last era of digital identity development. This
groundbreaking concept made its debut in 2012, representing a remarkable advancement
over user-centric identity systems. At its core, SSI offers users the ultimate authority, al-
lowing them complete control over their identities. Indeed, users decide when, if, and
how they wish to disclose or alter their personal data. The robustness of a secure SSI
system hinges on its reliance on cutting-edge technologies, with a decentralized infras-
tructure forming its sturdy foundation. DLTs are one of the enabling technologies in
shaping the architecture of SSI systems, which effectively remove any need for central au-
thorities, creating an environment of trustlessness. Within this ecosystem, users interact
with services and applications without ceding their sensitive information to a single entity.
The decentralized framework ensures that data remains cryptographically safeguarded
and verifiable, establishing transparency and immutability in identity management.

In the SSI landscape, each individual possesses a DID, which they directly control. To
validate their attributes or claims, users issue VCs. These credentials can be cryptograph-
ically verified by anyone, eliminating the necessity to rely on a centralized authority for
verification. Embracing SSI marks a crucial paradigm shift in the conceptualization and
implementation of digital identity. By placing users squarely in the driver’s seat of their
identity management journey, SSI ushers in a profound sense of self-sovereignty. Indi-
viduals can now navigate the digital terrain with unwavering confidence and unprece-
dented autonomy, fundamentally transforming the landscape of digital identity into a

realm where individuals have full power over their data.

2.2.2 DECENTRALIZED IDENTIFIERS

DIDs have emerged as a groundbreaking form of identifier, gaining widespread accep-
tance within decentralized identity systems. The W3C played a pivotal role in formalizing
and standardizing DIDs, dedicating substantial resources and collaborative efforts from

2017 to 2019. This concerted effort culminated in the official recognition of the DID
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Figure 2.3: Overview of a DID-based architecture and the relationship of the main components.

specification as a W3C Recommendation. Fig. 2.3 provides a concise overview of the key
components of a DID-based architecture.

A DID serves as a unique identifier for a DID Subject, which can be a human or a non-
human entity. Comprising three essential components, a DID is a textual string that
includes the Uniform Resource Identifier, the identifier specific to the DID method, and
the method-specific identifier for the DID. A DID URL enhances a basic DID by in-
corporating additional standard URI components like path, query, and fragment. This
extension allows for precise resource location, such as a cryptographic public key within
a DID Document or an external resource linked to the DID Document. Each DID seam-
lessly resolves to a DID Document, a machine-readable JSON-LD document contain-
ing information about the DID Subject. A DID Document encompasses cryptographic
public keys, service endpoints, authentication parameters, timestamps, and supplemen-
tary metadata. DIDs have been meticulously designed to eliminate the need for identity
providers and centralized authorities. An entity can substantiate its ownership of a DID
by utilizing the private key corresponding to the public key embedded in the DID doc-
ument. To verify this proof, the verifier merely needs access to the publicly shared DID
Document, typically stored in a Verifiable Data Registry. Fig. 2.4 provides a tangible
example of a DID and its corresponding DID Document. The DID Controller denotes
the entity vested with the authority to modify the DID Document. It is noteworthy that
a single DID may have multiple controllers, and as illustrated in the example, it can coin-

cide with the DID Subject.
The DID specification introduces three distinct types of DIDs:

* Anywise: A DID can be employed with an unspecified number of parties, often
strangers. This versatility allows for widespread use without constraints on the

number of relationships that can be established.
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did:example:123456789abcdefghi

{
"@context": [
"https://www.w3.org/ns/did/v1",
"https://w3id.org/security/suites/ed25519-2020/v1"
]

"id": "did:example:123456789abcdefghi”,
"authentication": [{
"id": "did:example:123456789abcdefghit#tkeys-1",
"type": "Ed25519VerificationKey2020",
"controller": "did:example:123456789abcdefghi”,
"publicKeyMultibase": "zH3C2AVvLMv6égmMNam3uVAjZp..."
}]

Figure 2.4: An example of decentralized identifier and DID Document.

* Pairwise: A DID is known exclusively by its subject and precisely one other party,
typically a service provider. Pairwise DIDs address privacy concerns by ensuring
that each relationship has a unique DID, mitigating the risk of correlation between

different interactions.

* N-wise: ADID isintended to be known by strictly N parties, including the subject.
This is a more general concept that encompasses pairwise DIDs as a special case

when N equals 2.

DIDs are resolved through a universal resolver capable of supporting multiple DID
systems. For a DID system to align with the universal resolver, it must implement a DID
adaptor, serving as an interface between system-specific DID methods and the universal
resolver.

Furthermore, we have also witnessed the birth and widespread on novel DID-based
protocols. In this direction, The DID Auth protocol empowers an identity owner to
utilize their client application, such as a mobile device or browser, to prove their control
over a DID to aservice provider. This protocol operates on a challenge-response cycle that
can be customized according to the specific context. By leveraging the DID Auth proto-
col, conventional authentication methods like usernames and passwords can be replaced,
forging an authenticated communication channel between the identity owner and the
service provider. The DID Comm protocol is another DID-based protocol that facili-

tates private and secure communication among two or more SSI entities in a peer-to-peer
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"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1,

"id": "http://example.edu/credentials/1872",

"type": ["VerifiableCredential", "AlumniCredential"],

"issuer": "https://example.edu/issuers/565049",

"issuanceDate": "2010-01-01T19:23:24Z",
"credentialSubject": {

"id": "did:example:ebfeblf712ebc6flc276el2ec21",
"alumniof": {
"id": "did:example:c276el2ec2lebfeblf712ebc6fl”,
"name": [{
"value": "Example University",
"lang": "en"
I PRt
"value": "Exemple d'Université",
"lang": "fr"
Al
}
s
"proof": {
"type": "RsaSignature2018",
"created": "2017-06-18T21:19:10Z",
"proofPurpose": "assertionMethod",
"verificationMethod":
"https://example.edu/issuers/565049#key-1",
"jws":
"eyJhbGci0iJSUzIINiIsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjYe. .

3
X

Figure 2.5: Example of a verifiable credential.

2.2.3 VERIFIABLE CREDENTIALS

sporting events.

fashion. This protocol relies on DIDs and enables mutual authentication between the

participating parties, ensuring the confidentiality and security of their interactions.

VC is another specification developed by the W3C with the primary aim of creating an
interoperable data structure that can represent claims in a way that is both cryptographi-
cally verifiable and tamper-proof. In essence, VCs serve as a powerful tool for establishing
trust in online interactions. Fig. 2.5 provides a practical example of a VC, illustrating how

it can enable all alumni of "Example University” to receive discounts on season tickets for

Within the VC ecosystem, key roles come into play. A holder is an entity with control

over one or more VCs, essentially the custodian of these credentials. Conversely, an 7s-
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suer is an entity responsible for creating and issuing new verifiable credentials. Examples
of credential issuers can range from financial institutions like banks to government agen-
cies. A verifier, on the other hand, is an entity that seeks to verify the authenticity and
validity of one or more VCs. Consider an e-commerce website that requires customers
to provide credentials; it acts as a verifier in this context. The dynamics of these roles
form the foundation of trust in the VC ecosystem, enabling secure and transparent inter-
actions. Fig. 2.6 offers an overview of these critical actors within the realm of verifiable

credentials.

Issuer Holder Verifier

® Verify Identifiers Register|{Identifiers @ Verifiy Identifiers @
and use Schemas and use|Schemas and Schemas

| Verifiable Data |
" Registry |

Figure 2.6: Overview of VC main actors.

To facilitate the creation and verification of identifiers, cryptographic keys, verifiable
credential schemas, and other pertinent data essential for utilizing VCs, a verifiable data
registry plays a pivotal role. This registry serves as a mediator, ensuring the smooth oper-

ation of the ecosystem and acting as a reference point for various entities.

A typical VC comprises several essential elements, including the Uniform Resource
Identifier (URI) of the subject, the URI of the issuer responsible for the claims, and URIs
that uniquely identify the credential. Additionally, a verifiable credential includes condi-
tions for claim expiration and cryptographic signatures for enhanced security. The URI
can also take the form of a DID, providing flexibility and self-sovereignty to the subject
of the credential. It’s worth noting that the W3C Verifiable Credentials Working Group
has introduced the concept of verifiable presentations (VPs), which specify methods for
signing and presenting VCs by the holder. VCs or VPs can be described using various
formats, including JSON-LD, JSON, or JSON Web Tokens (JWT). Fig. 2.7 illustrates a

VP obtained from the VC presented in the previous example.
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"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1,

“type": "VerifiablePresentation",

"verifiableCredential": [{

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

1,

"id": "http://example.edu/credentials/1872",

"type": ["VerifiableCredential", "AlumniCredential”],

"issuer": "https://example.edu/issuers/565049",

"issuanceDate": "2010-01-01T19:23:24Z7",

"credentialSubject": {

"id": "did:example:ebfebl1f712ebc6flc276el2ec21”,
"alumniof": {
"id": "did:example:c276el2ec2lebfeblf712ebc6f1",
“"name": [{"value": "Example University", "lang":
{"value": "Exemple d'Université", "lang": "fr"}]

en"},

}
s
"proof": {
"type": "RsaSignature2018",
“"created": "2017-06-18T21:19:10Z",
"proofPurpose”: "assertionMethod",
"verificationMethod": "https://example.edu/issuers/565049#key-1",
"jws": "eyJhbGciOiJSUzIINiIsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjye..."
}
1,
"proof": {
"type": "RsaSignature2018",
"created": "2018-09-14T21:19:10Z",
"proofPurpose": "authentication",
"verificationMethod": "did:example:ebfeblf712ebc6flc276el2ec21#keys-1",
"challenge": "1f44d55f-f161-4938-a659-18026467126",
"domain": "4jt78h47fh47",
"jws": "eyJhbGciOiJSUzIINiIsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjYye..."
¥
}

Figure 2.7: Example of verifiable presentation.

2.2.4 VERIFIABLE DATA REGISTRY

In the context of DIDs and VCs, the role of a verifiable data registry emerges as a piv-
otal and indispensable element. This registry assumes a crucial role in facilitating the cre-
ation, management, and verification of various components, including identifiers, cryp-
tographic keys, credential schemas, and other essential data essential for the effective uti-
lization of these decentralized identity technologies.

A verifiable data registry functions as a trusted intermediary within the ecosystem of
DIDs and VCs- It assumes the role of a custodian, a repository, and a reliable source of
vital information. It serves as a repository or database that stores and provides access to
essential information related to DIDs and VCs. This includes the storage of DID Doc-

uments, which contain information about DIDs, such as cryptographic public keys, ser-
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vice endpoints, authentication parameters, timestamps, and metadata. One of the reg-
istry’s paramount functions lies in its ability to enable the verification of DIDs and VCs
by providing a continuously available source of trust. When a verifier has to validate a
DID or VC, it interacts with the registry to collect the necessary information. By access-
ing the public information stored in the registry, the verifier can validate the authenticity,
integrity, and validity of the DIDs and VCs involved in the verification process. This al-
lows for the establishment of trust and confidence in the decentralized identity ecosystem.

Moreover, the verifiable data registry assumes a fundamental role in the orchestration
of the lifecycle of DIDs and VCs. Entities looking to create new DIDs or issue fresh VCs
engage with the registry, ensuring the proper registration and management of associated
information. Similarly, when a DID or VC needs to be revoked or updated, the verifi-
able data registry can handle the necessary operations to reflect the changes in the system.
Such a registry also offers interoperability and standardization. It guarantees consistency,
enforcing uniform data formats, validation rules, and data-sharing protocols. Thus, it
ensures that the information stored within it respects standards and specifications. This
commitment to conformity fosters compatibility and seamless integration, bridging gaps
and forging connections across different DID methods, VC issuers, and verifiers.

It is important to note that while the W3C’s standards do not prescribe a specific im-
plementation for this registry, many proposed approaches are rooted in DLTs. Neverthe-
less, alternative solutions have also emerged, such as Information-Centric Networking
(ICN), anovel networking paradigm that offers a compelling avenue for realizing the reg-

istry’s potential [5].

2.3 DISTRIBUTED LEDGER TECHNOLOGIES

DLTs have emerged as a groundbreaking innovation with the potential to revolutionize
numerous industries, primarily due to their remarkable security features. These tech-
nologies offer a robust and transparent way to record and verify transactions and data
across a network of decentralized nodes. Instead of relying on a single, central authority
for data control, DLTs distribute the information across a network of nodes. This de-
centralization ensures that every node maintains a coherent copy of the data, fostering a

collaborative ecosystem where multiple entities can participate without the need for in-
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’Block N-1 | | Timestamp | ‘ Block N ] Timestamp | [Block N+1[ | Timestamp |
—>[ PrevBlockHash ] ,[ PrevBlockHash ] r[ PrevBlockHash ]
[ Merkle Root ] [ Merkle Root ] [ Merkle Root ]
[ Transactions ] [ Transactions ] [ Transactions ]

Figure 2.8: The blockchain data structure.

termediaries or third parties. One of the key features of DLT5 relies upon their capacity to
be resilient against tampering. Contrary to traditional data sources, i.e. databases, DLTs
use an append-only data structure. Therefore, the data recorded is immutable, making it
impervious to any form of tampering or manipulation. These systems rely on decentral-
ized Peer-to-Peer (P2P) networks, avoiding the vulnerabilities associated with a central-
ized control entity and the risks of a single point of failure. To maintain the integrity and
synchronization of the network, DLTs rely on consensus protocols grounded in strong
cryptographic principles. These protocols establish a trust framework among partici-
pants, enabling them to collectively validate and agree upon the validity of transactions
and data updates. This cryptographic foundation instills confidence in the reliability of
the system, as participants can be assured that only authorized and verified changes are

accepted into the ledger.

2.3.1 BLOCKCHAIN

Blockchain is certainly the most popular data structure among DLTs, as proven by the
numerous research studies and commercial applications that adopt it. The concept was
introduced for the first time in 2008 by Satoshi Nakamoto [81]. A blockchain is a chain
of blocks and each block comprises tamper-proof information, whose integrity is guaran-
teed through cryptographic techniques (i.e., hash and digital signature). Any modifica-
tion to data produces a completely different hash, making it impossible to tamper stored
information. Figure 2.8 sketches the blockchain data structure.

Consensus protocols are the heart of blockchain technology, ensuring that distributed
networks of nodes can agree on the state of the blockchain, validate transactions, and

maintain the integrity of the ledger. Achieving consensus in a decentralized and trust-
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less environment is one of the fundamental challenges that blockchain protocols seek to
address. Several consensus mechanisms have been developed, each with its own set of
characteristics and trade-ofts. However, the most popular solutions are currently repre-
sented by proof of work (PoW) and proof of stake (PoS). PoW is the consensus mechanism
that underlies Bitcoin, which is considered the original cryptocurrency. In PoW, miners
compete to solve complex mathematical puzzles, with the first one to solve it having the
right to add a new block of transactions to the blockchain. This process, known as mzn-
ing, requires significant computational power and energy, making it secure but energy-
intensive. PoW has proven its robustness in terms of security and decentralization but has
raised environmental concerns due to its energy consumption. that has a significant im-
pactin terms of energy and power consumption [11]. PoS is an alternative energy-efhicient
consensus mechanism. In PoS, validators are chosen to create new blocks and validate
transactions based on the amount of cryptocurrency they hold and are willing to stake as
collateral. Validators are incentivized to act honestly because their staked assets may be
lost if they misbehave. The adoption of PoS has experienced a remarkable surge in pop-
ularity in recent years, with Ethereum’s official switch to a PoS consensus mechanism in
2022 marking a significant milestone in this transformative trend [40]. This shift reflects
the growing recognition of PoS as a more energy-efficient and sustainable alternative to
traditional PoW systems, as blockchain ecosystems seek to balance scalability, security,
and environmental considerations in their quest for innovation.

Recently, an increasing number of blockchains have started integrating smart contracts,
which are self-executed applications coded in blockchain networks. Thus, trustand trans-
parency are not only assured but automated. executed on the blockchain. Smart contracts
eliminate the need for intermediaries, allowing individuals and organizations to engage
in agreements with the confidence that contractual obligations will be fulfilled as pro-
grammed. They are extremely versatile, indeed, they are not confined to financial appli-
cations alone. While they indeed revolutionize lending, trading, and financial services
through decentralized finance (DeFi), they also find homes in supply chains, healthcare,
voting systems, and beyond. It is worth noting that smart contracts do not operate in
isolation. They often require access to external data, such as market prices, weather con-
ditions, or real-world events, to function effectively. This is where decentralized oracle
networks come into play. These networks serve as bridges between the blockchain and

the external world, providing smart contracts with reliable, tamper-resistant data inputs.
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Fully Confirmed

/ >n e . Unconfirmed
h iGN

Figure 2.9: The Tangle data structure.

Through decentralized oracle networks, smart contracts can make decisions based on real-
time information without compromising the trustless nature of blockchain technology.
However, smart contracts, like any technology, are not immune to bugs or vulnerabilities.
Legal and regulatory frameworks are still grappling with the implications of self-executing

contracts, raising questions about liability and dispute resolution in this brave new world.

2.3.2 DIRecTED AcycLiC GrRAaPH (DAG)-BASED LEDGER

Directed Acyclic Graph (DAG)-based ledger, DAG for briefness, represents a novel ap-
proach that has garnered significant attention in recent years. Contrary to traditional
blockchain systems that rely on linear, sequential blocks, DAGs employ a fundamentally
different structure, aiming to address some of the scalability and efficiency limitations
associated with blockchains. In a DAG, transactions are linked to multiple predecessor,
creating a branching and interconnected network. This structure allows transactions to
be processed in parallel, significantly enhancing the potential for scalability and through-
put. DAGs leverage concurrency, enabling multiple transactions to be confirmed simul-
taneously. This departure from the linear block structure of traditional blockchains can
potentially result in faster transaction processing and higher overall throughput. Trans-
actions in a DAG can be validated asynchronously by different nodes. This means that
consensus can be reached without requiring all nodes to validate every transaction, re-
ducing latency. Since DAGs do not rely on energy-intensive mining processes like PoW
they offer the promise of reduced energy consumption, aligning with growing concerns
about the environmental impact of blockchain technologies.

IOTA [91] is the most popular DAG and it is designed specifically for the IoT. IOTA

adopts a unique data structure called Tangle, whose data structure is shown in Figure
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2.9. Transactions are validated by the nodes they are connected to, allowing for fast per-
formance without the need for middlemen such as miners or validators. The Tangle also
allows for zero-value transactions, which do not require validation by network partici-
pants since they do not involve any transfer of value. As a result, they can be attached to
the Tangle without the risk of double spending, significantly reducing the time required
to share information. As blockchain, IOTA networks can be deployed as private or pub-
lic. In addition, IOTA distinguishes clients and nodes. On the one hand, a client is any
entity (i.e., human or not) that submits transactions to a node. On the other hand, anode
is responsible for verifying their correctness and attaching them to the Tangle. An IOTA
network also comprises additional node types named Coordinator and Permanode. There
is only a Coordinator that regularly produces milestones, trusted signed transactions used
by nodes to confirm transactions. The signature guarantees that nobody can fake the sig-
natures on milestones, thus, they are always legit. In particular, a transaction is confirmed
only when directly or indirectly referenced by a milestone that nodes have validated. It is
worth noting that the use of the Coordinator is temporary since it will be removed in in-
coming updates. On the other hand, Permanodes are responsible for keeping the history
of all the transactions that occurred. Such a component s particularly relevant in specific
scenarios since nodes may be constrained devices that cannot memorize the entire Tangle,

thus periodically deleting recorded transactions through a pruning operation.
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3 ADAPTABLE SECURITY IN THE

CrLoup-Tto-THING CONTINUUM

Cloud-to-Thing Continuum environments comprise many heterogeneous technologies
and resources that operate in a continuously evolving landscape. This high dynamic-
ity demands novel security solutions that should be dynamically adaptable to different
circumstances and scenarios. However, such a concern can be addressed from different
perspectives and levels. This dissertation proposes novel solutions for threat modeling
and access control, which are valuable security approaches to making the Cloud-to-Thing
Continuum more secure. Specifically, the thesis presents a threat modeling methodology
that adapts to the system features and provides multiple contributions to adaptable access
control. It includes the evaluation of policy distribution, novel frameworks that dynam-
ically modify their behavior, and authorization revocation.

This chapter discusses the main limitations of traditional solutions and introduces the
concepts of threat modeling and access control. Furthermore, it also reviews existing ap-

proaches closer to the security mechanisms presented in this thesis.

3.1 ADAPTABLE SECURITY MECHANISM

The integration of cloud, edge, and IoT has remarkably contributed to the birth and
widespread of the Cloud-to-Thing Continuum. This paradigm has the potential to sig-
nificantly contribute to the designing and developing of next-generation services. For ex-
ample, the integration of the Internet of Medical Things (IoMT), edge, and cloud services
can be used to remotely monitor the health condition of a patient and collect vital physi-
ological data [50], which are helpful for emergency medical decisions and chronic disease

detection. In such a scenario, caregivers assistance anywhere and anytime. These environ-
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ments are extremely dynamic and comprise many heterogeneous resources, which makes
traditional security mechanisms unsuitable for several reasons.

Specifically, existing approaches are not designed to handle a large number of inter-
connected devices and services. They rely on static rules and configurations that struggle
to keep up with the dynamic landscape of the Cloud-to-Thing Continuum. Such solu-
tions are not able to adapt their behavior to different circumstances and scenarios. It is
worth noting that there are no one-control-fits-all-scenarios, and no static configuration,
deployment, use, or management of security control can cope with risk within all pos-
sible situations [17]. Some configurations can work better under certain environmental
conditions, others will be more secure when facing specific threat actors, and some of
them will be only used when employees use specific devices or services.

However, to deal with the dynamicity and heterogeneity of the Cloud-to-Thing Con-
tinuum, we demand novel and adaptable security solutions capable of adjusting their be-
havior and security controls by the current context [104]. An adaptive system can modify
its composition, architecture, or behavior in response to its state and its perception of the
external environment.

Itis worth noting that the concept of adaptable security encompasses a broad spectrum
of security solutions that can be approached from various perspectives. For example, an
adaptable system may employ authentication mechanisms based on the resources of the
involved entities. Another example of adaptability can be observed in how access control
policies are shared across different areas; in some scenarios, prioritizing high availability
might be the optimal choice, while in others, strict consistency could be the preferred
approach. Thus, a truly effective adaptable system should be adept at selecting the best
security mechanism according to the current context. In this chapter, we introduce threat
modeling and access control which are the security techniques that have been widely in-
vestigated in this thesis. Moreover, we also revise the current state-of-the-art works that

are closer to the solutions presented in the following chapters.

3.2 THREAT MODELING

Threat modeling is a fundamental practice that should be always followed to design se-

cure systems. This concern is even exacerbated in the Cloud-to-Thing Continuum due
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to the huge amount of entities involved. Indeed, it is undeniable that having several re-
sources that interact and perform operations brings new and unprecedented cyber risks
[4]. Typical security concerns related to the loss of control experienced in cloud environ-
ments add up with the issues affecting the edge and device layers, characterized by highly
heterogeneous hardware platforms, operating systems, and communication protocols,
different computation, storage, and communication capabilities, typically coarse-grained
access control mechanisms, and a general lack of attack awareness due to the limited in-
terfaces usually offered by devices. To make things worse, such technologies are widely
employed in applications that collect and process personal and sensitive data, whose pro-
tection should be ensured at any level, independently of the specific capabilities of in-
volved devices. In this context, identifying the actual threats that affect a given deploy-
ment is a challenging task, as risks vary significantly by individual use case and application
domain, and heavily depend on involved components and technologies. Unfortunately,
despite increasing interest by both the academic and industrial communities, there is still
no discernible consensus on security best practices, and activities like threat analysis and
countermeasure selection are entirely left to security experts.

However, traditional threat model approaches are static. They usually identify threats
associated with a given asset and corresponding security countermeasures to mitigate
them, without adapting to the features of the assets that compose the systems. Further-
more, they do not provide any reference to alternative techniques to implement in case
the attacker breaches the system defeating enforced security controls. Therefore, they do
not consider how to react to undesired situations. In this direction, moving target defense
represents a valuable solution to increasing the resilience of the Cloud-to-Thing Contin-
uum. MTD is a proactive cyber-defense paradigm according to which a system’s attack
surface is continually changed over time using reconfiguration, to increase complexity
and cost for attackers during reconnaissance activities, limit the exposure of vulnerabili-

ties, and increase overall system resilience.

3.2.1 RELATED WORK

There are just a few approaches in the literature that focus on the secure design and analy-
sis of the IoT and edge layers. IoT Sentinel [78] is a system capable of automatically iden-

tifying the types of devices and subsequently establishing which rules should be enforced
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to constrain the communications of devices affected by potential security vulnerabilities.
This security system allows for minimizing the damage resulting from vulnerable devices.
A framework for modeling and assessing the security of IoT was proposed in [47]. It is
employed to build a graphical security model aiming at capturing potential attack paths
in the network. Furthermore, the authors provide a security evaluator responsible for au-
tomating the security analysis. The results of the assessment of the security level of the
IoT network provide a clearer picture of which assets and paths should be protected at
first. Then, the defense strategies are compared to choose the most effective device-level
security strategies. Soteria [26] is a static analysis system proposed to validate whether an
IoT application or IoT environment adheres to identified security, safety, and functional
properties. It translates platform-specific IoT source code into an intermediate repre-
sentation and then extracts a state model that verifies the desired properties. In [15], the
authors propose an IoT Security Model (IoTSM) that allows organizations to plan and
implement a strategy for developing end-to-end IoT security. This approach also enables
analyzing, describing, and measuring the security posture, level, and practice of an IoT
organization. Most of the current state-of-the-art research efforts target security issues,
challenges, and frameworks for securing edge computing systems [4], whereas the area of

automated threat modeling is still in its infancy.

To overcome these challenges, Chapter 4 proposes a semi-automated threat modeling
fine-grained methodology for edge computing systems that identifies threats and security
controls according to the features of the system. Furthermore, this chapter also extends
the methodology to CPS, the extended approach also encompasses MTD techniques.
To the best of our knowledge, we are the first to propose a semi-automated threat model-
ing approach for CSPs that explicitly takes into account the data flow and some relevant
features of the components to determine threats as well as their security mitigation and

alternative security techniques.

3.3 Access CONTROL

Access control is an essential security mechanism that determines who is permitted to

access various services, resources, and data within a system. Access control encompasses
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four primary models, each distinguished by its approach to managing access to sensitive

resources and information:

* Discretionary access control (DAC): In DAC models, each object within a protected
system boasts an owner who possesses the authority to grant access to users at their

discretion. This model offers a case-by-case control over resources.

* Mandatory access control (MAC): MAC models are based on the allocation of ac-
cess through clearance levels. A centralized authority oversees access rights and or-
ganizes them into hierarchical tiers, systematically expanding in scope. This model
finds widespread use in government and military domains due to its stringent con-

trol mechanisms.

* Role-based access control (RBAC): Within RBAC models, access rights are granted
based on predefined business functions, rather than the individual identities or
senijority of users. The primary objective is to provide users with precisely the data

required to fulfill their job responsibilities, mitigating the risk of overexposure.

o Attribute-based access control (ABAC): ABAC models introduce flexibility into ac-
cess grants by considering a combination of attributes and environmental condi-
tions, such as time and location. ABAC stands as the most finely-grained access
control model, streamlining the management of role assignments and enhancing

precision in resource access.

3.3.1 ADAPTABLE AcciEss CONTROL

Due to its key features, ABAC is considered highly suitable for adaptable access control
in the Cloud-to-Thing Continuum [7]. ABAC provides a fine-grained approach to ac-
cess control, allowing administrators to define access policies based on a wide range of
attributes and contextual factors. This granularity enables precise control over who can
access specific resources and under what conditions, making it adaptable to various sce-
narios. This is particularly relevant in Cloud-to-Thing Continuum environments that
are inherently dynamic, with resources being provisioned, scaled, and de-provisioned as
needed. ABAC’s ability to consider dynamic attributes such as time, location, user at-

tributes, and resource properties makes it well-suited for adapting access control policies
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to changing circumstances. In these contexts, scalability is crucial. ABAC models scale
effectively because it does not rely on predefined roles or clearances. Instead, access poli-
cies can be adjusted to accommodate a growing number of users, resources, and changing
business requirements. Furthermore, ABAC allows administrators to create flexible ac-
cess control policies without the need for complex role management. This flexibility is
vital in cloud environments where access requirements can vary widely, and traditional
role-based models may become cumbersome to manage. Cloud-based environments face
evolving threats and vulnerabilities. ABAC can adapt to emerging security challenges by
considering attributes related to security, such as device trust level or user behavior. This
adaptability enhances the security posture of the cloud continuum. Finally, ABAC can
streamline access control administration by reducing the need for constant role updates
and manual access adjustments. It automates access decisions based on attributes, saving

time and reducing the risk of human error.

Risk-BASED AcciEss CONTROL

Risk-based access control stands as a highly valuable approach to ensure robust adapt-
ability, especially in the face of unpredictable circumstances and varying conditions. This
dynamic access control methodology transcends the constraints of conventional autho-
rization methods by adapting access decisions based on the assessed level of risk accompa-
nying each access request. Risk-based access control operates as a proactive safeguarding
mechanism, allowing organizations and systems to respond dynamically to ever-evolving
threats and challenges. Continuously evaluating the potential risks tied to each access
attempt, empowers decision-makers to make informed choices that balance security and
operational flexibility. This approach to access control is a testament to the agility and re-
silience demanded by modern information systems and enterprises. It acknowledges that
rigid, one-size-fits-all access permissions often fall short in today’s dynamic landscape.
Through risk-based access control, organizations can maintain a proactive posture, adapt-
ing their security measures in real-time to maintain a robust defense against a constantly
shifting threat landscape. Risk-based access control is a valuable approach to achieving
adequate adaptation even in unpredictable situations and conditions. It is a dynamic ac-

cess control technique that overcomes the limits of traditional authorization approaches
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by adapting access control decisions according to the level of risk associated with access

requests.

RerLaTED WORK

Most access control models do not satisty the necessary adaptability required by dynamic
contexts. This section presents related work proposing risk-based access control solutions
with a special focus on healthcare scenarios, which is one of the application domains un-
der study in the following sections. Recently, Atlam et al. [8] presented a novel Neuro-
Fuzzy System, which is a combination of an artificial neural network and a fuzzy logic
system, to estimate risk in a risk-based access control model and applied it to a children’s
hospital. Risk is estimated according to the action and the sensitivity of the data involved,
while the patient’s health status condition is not considered in the risk factor evaluations.
In [29], the authors proposed a context-sensitive risk-based access control framework that
grants or denies access according to the severity of the context. Doctors are bound to a
permission set based on the severity of the situation, symptoms, and treatments. Risk
is estimated through the correlations between requested data and the corresponding per-
mission profile. Access is granted when the level of risk falls below a threshold (depending
on the situation), but there is no ML model to support it. Another risk-based adaptive se-
curity solution for healthcare is presented in [1] where the authors refer to risk, estimated
through game theory, in terms of the possibility of compromising a medical device when
adapting security methods and mechanisms. In these last two proposals, the authors do
not explain how the risk is quantitatively estimated and do not present any implementa-
tion to demonstrate the applicability and results of their theories. Existing solutions tend
to consider access requests to patient data without mentioning other relevant scenarios
for healthcare, such as doctors who have to update treatments or a nurse who has to open
a medical fridge to administer insulin to a diabetic patient.

In Chapter 6, we propose and implement a risk-based access control framework that
enables fine-grained access to data and resources and avoids the limits of previous mod-
els. Unlike other research proposals which only discuss qualitatively the risk estimation,
we detail how the risk can be estimated through FL models. Another paper [107] adopts
different ML-based approaches to dynamically decide whether or not a request should

be granted or denied in a hospital management system. The best results were obtained
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Figure 3.1: Revocation List 2020.

by combining auto-encoder for feature selection and random forest for classification. Al-
though the proposed risk-adaptive access control model presents some common features
to our solution, it mainly focuses on the authenticity and trust of the requester. It does
not take into account the current health status of the patient, representing a key element
of our proposal. In [66], the authors presented a fuzzy modeling technique to estimate
the risk of each access request. However, the paper does not provide information on how
to estimate risk and the construction of fuzzy rules requires prior knowledge of various

environmental scenarios.

3.3.2 AUTHORIZATION REVOCATION

Over time, permissions to access services, resources, or data may change. Therefore, effi-
ciently revoking authorization rights is a crucial concern that demands proper attention.
For example, an employee who has changed company should be immediately removed
from the authorized users who can access internal resources. When using the access con-
trol models described above, revocation is usually achieved by modifying the enforced
access control policies.

However, access could be also granted by embracing alternative approaches. Recently,
we have been witnessing the widespread adoption of VCs. A user or an object can prove
the ownership of a VC and be authorized to use facilities or gain access to certain re-
sources. How to efficiently revoke VCs is currently an open challenge since the W3C has
not defined any standard yet. There is only one specification proposed, which is neither

on the W3C standards track. This specification, known as "Revocation List 2020" [93],
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revolves around a bitstring-based mechanism for managing revocations. In this arrange-
ment, each bit within the bitstring corresponds to an index stored in the VCs. When the
bit is set to 1 the VC is revoked, otherwise it is still valid. It is worth noting that VCs
are similar to PKI certificates, thus existing revocation mechanisms can easily extended
to VCs. potentially they may be revoked using the same approaches such as certificate
revocation list (CRL) [32] and online status protocol (OCSP) [96]. The former consists
of a list of revoked VCs, while in the latter the verifier sends a request to the issuer to
check the validity of the presented VC. It is worth noting that such approaches are more
user-oriented since they assume large amounts of memory and reliable connections.
Therefore, there is a need for an efficient revocation mechanism in constrained envi-
ronments, such as IoT, where entities may have limited storage and computing capabili-
ties. In Chapter 6, we propose an efficient revocation mechanism for IoT networks that
leverages an ECC-based accumulator. The presented revocation scheme outperforms ex-

isting approaches

ReLaTED WORK

In this section, we conducted a review of the existing literature related to revoking VCs.
Additionally, we also thoroughly explored works that address the revocation of certifi-
cates or credentials, which can be eventually extended to VC, with a particular emphasis

on JIoT networks that are central in the Cloud-to-Thing Continuum.

Verifiable Credential Revocation. Most existing studies lack a specific emphasis on
constrained environments and tend to adopt traditional revocation mechanisms [28]. For
instance, Abraham et al. [2] proposed to revoke VCs by including them in a revocation
list. Additionally, to allow offline verification, network nodes (i.e., issuers and users) can
generate attestations for valid VCs. These attestations enable verifiers to determine the
freshness of the presented credential, ensuring its validity. Recently, Fotiu et al. [44] in-
troduced a lightweight revocation mechanism for VCs tailored for IoT environments.
Their design draws inspiration from the recent W3C draft [93]. The proposed approach
involves maintaining a revocation list, where each VC is assigned a position. The position
information is embedded within each VC. If the corresponding position is set to 1, the
VCis revoked. Itis worth noting that this mechanism is most suitable for scenarios with a

restricted number of VCs. A similar approach is also presented in [45], wherein in a group
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of ToT devices, each member is allowed to participate through a VC. The revocation list is
not referenced through any information embedded in VCs, while itis included in a TXT
DNS record a retrieved is identified through DNS resolution. This solution specifically
refers to group member revocation and may not be suitable for use cases where devices

are not clustered in groups.

Accumulator-based Approaches. Cryptographic accumulators have long been recog-
nized as an eflicient solution for revoking anonymous credentials and PKI certificates [19,
49]. However, most of the existing literature has primarily focused on user-centric revo-
cation rather than efficient revocation in constrained networks. For example, in the pro-
tocol recently proposed by Parameswarath et al. [90], the accumulator is used to revoke
user policy. The unique characteristics of accumulators, such as their constant memory
size and verification time, harness them to design novel revocation schemes specifically
tailored for IoT networks [25, 116]. In this direction, the most relevant related work is
V’CER [60], an efficient certificate validation in constrained networks. V’CER adopts
SMTs, a form of a hash-based accumulator, for performing revocation. The proposed ap-
proach achieves remarkable storage efficiency, requiring less than 3KB per node to store

1 million certificates, while also supporting offline updates.

DLT-based Approaches. Numerous studies [61, 103, 126] have highlighted the potential
of DLTs in revolutionizing PKI-based authentication and authorization schemes. One
particular area where blockchain technology has shown promise is in the management of
certificates, with initial applications focusing on storing certificate updates and revoca-
tion information [39]. However, implementing a blockchain-based revocation system for
IoT devices presents several challenges, including long latency, high energy consumption,
and low transaction throughput. To address these challenges, innovative approaches [113,
117] leveraging DAG-based ledgers have emerged as a viable alternative for IoT networks.
DAG-based ledgers offer a lightweight solution that maintains the same level of security as

traditional blockchains while addressing the specific requirements of IoT environments.
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According to security-by-design principles, to design and implement secure systems, se-
curity has to be considered from the very early stages. However, these principles are of-
ten neglected, while security operations are performed once the system has been real-
ized. This chapter introduces threat modeling strategies targeting edge computing and
cyber-physical systems, which are key technologies within the Cloud-to-Thing Contin-
uum ecosystem. The proposed approaches identify threats, security controls, and MTD
techniques in accordance with the features of the asset involved as well as the capabilities

of data stored/transmitted.

4.1 EDGE COMPUTING SYSTEMS

Edge computing enables computation to occur on the outskirts of a system, close to data
sources. Here, edge nodes locally handle a range of computing tasks, including process-
ing, storage, caching, and load balancing of data traveling to and from the cloud [102].
Cloud services are reserved for resource-intensive tasks such as big data analytics and ma-
chine learning training. This approach is particularly well-suited for latency-sensitive ap-
plications [101], such as streaming services, gaming platforms, industrial automation, au-
tonomous vehicles, energy platform monitoring, and home automation. In such cases,
the delay caused by data traversing back and forth between devices and remote cloud data
centers can adversely affect user experiences, system functionality, and even safety.

Large-scale data transmission necessitates high network bandwidth, which can be pro-
hibitively costly. Moreover, it raises security and privacy concerns since sensitive or pro-
prietary data is transported and processed remotely, potentially conflicting with data lo-
calization regulations.

In this complex landscape, identifying the specific threats that affect a particular de-

ployment is a primary challenge. Risk profiles vary significantly based on individual use
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cases and application domains, heavily contingent on the involved components and tech-
nologies. Security-related activities, including threat modeling, must keep pace with rapid
developmentand deployment processes, necessitating simplification and automation where
possible.

To tackle this issue, we have introduced an automated threat modeling approach for
edge computing systems [21]. This approach relies on a comprehensive system model
that describes the key architectural assets and associated data flows, with a specific fo-
cus on properties that could influence the applicability of threats and the corresponding

countermeasures.

41.1 SYSTEM AND DATA MODELING

Ecosystems, where IoT, edge, and cloud converge to form a seamless computing con-
tinuum, comprise several heterogeneous components with distinct security needs and
varying computing and storage capabilities. A typical Cloud-to-Thing Continuum sys-
tem consists of three layers, namely the cloud service layer, the edge layer, and the device
layer. The edge layer has enough computational power to manage IoT devices and run
containerized applications. Therefore, this distributed computing paradigm promotes
a robust integration between cloud services and IoT. However, a drawback is the huge
amount of connected devices and interactions with the edge computing layer, which con-
siderably broadens the attack surface.

To simplify security analysis in edge computing deployments and assist developers in
the phases of threat modeling and countermeasure selection, we introduce a system mod-
eling approach. This approach empowers developers to specify key aspects related to the
system’s architecture, including its principal hardware and software assets, and the asso-
ciated data flow that directly impacts security. this model demands minimal effort from
developers to outline the essential characteristics of a system, thereby enabling the auto-
matic generation of a threat model tailored to the specific system deployment. Figure 4.1

illustrates the asset and data modeling classification.

ASSET MODELING

As previously mentioned, in an edge computing system, there are various types of as-

sets, which belong to different architectural and functional levels. These assets fall into
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Figure 4.1: Asset and data modeling.

three primary categories: physical/virtual processing nodes, software components/mod-
ules, and communication channels.

Processing nodes are critical to different layers within an edge computing system and
are responsible for executing application programs and services that embody the system’s
core logic. At the IoT and edge layers, these nodes a represented through physical de-
vices, while at the cloud layer, they are virtual machines conforming to the Infrastruc-
ture as a Service (IaaS) model. We classify a Processing node into three distinct categories:
Edge node, IoT node, and cloud vM. Notably, processing nodes exhibit diverse storage and
computational capabilities, affecting the potential implementation of security measures.
Cloud-based resources and edge nodes generally support traditional security mechanisms,
while IoT devices often accommodate only lightweight protocols due to their limited
computing and storage capacities. Moreover, specific physical characteristics, such as
battery-powered operation, can introduce unique threats not applicable to AC-powered
nodes (e.g., battery exhaustion). To categorize IoT devices based on their processing/s-
torage capabilities and power supply, we utilize a capability attribute. According to the
classification proposed in [99], devices fall into categories like Constrained, Limited, Re-
stricted, and Normal based on factors such as RAM, ROM, and power source. Con-
strained devices, characterized by being battery-powered, up to 10KB RAM, and up to
128KB ROM, do not support any security mechanisms. Limited devices, also battery-
powered, possess RAM in the range of 10-32KB RAM, and ROM between 128 and

512KB, enabling them to support some symmetric key-based protocols. Moving up the
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scale, restricted devices, which may be either battery or AC-powered, feature RAM rang-
ing from 32-128KB and ROM spanning 512KB to 10MB. These devices exhibit greater
capability, capable of implementing symmetric protocols and lightweight asymmetric
key-based protocols. At the highest tier, normal devices, characterized by AC power,
RAM equal to or exceeding 128KB, and ROM of 10MB or more, are the most power-
ful and can seamlessly support a wide range of traditional security protocols. In an edge
computing context, the physical deployment location of a node also impacts its security
profile, potentially exposing it to distinct threats. To account for this, we introduce the
location attribute, with values Protected, accessible only by authorized personnel, and
open, more vulnerable due to unrestricted access).

Commaunication Channels are the channels established among the nodes, employing
various communication protocols (e.g., Zigbee, Bluetooth, Wi-Fi). These channels can
be exploited by malicious attackers to compromise the system. To address threats related
to communication channels, we employ the protocol attribute, representing the actual
communication protocol in use.

Software Component represents the third asset category. It encompasses the software
components, modules, and services that contribute to implementing the system’s core
functionality. To simplify characterization, we employ the service type attribute, with
values like web-based service (HTTP-based), storage service (for remote data storage),
and ToT service (non-HTTP protocols). Itis worth noting that container-based virtual-
ization is becoming prevalent in edge computing, oftering portability and rapid deploy-
ment. However, it introduces unique security challenges. To account for this, we include
a containerized attribute, a boolean value indicating whether the software component

uses container technology.

DaTa MODELING

To effectively model the data within an edge computing deployment from a security per-
spective, we established a data classification based on their subject or relevance. Itis essen-
tial to note that irrespective of the data source or responsibility, they can be categorized
based on their sensitivity. According to ISO27001 standards, organizations should con-
ductan information classification process to evaluate the data they manage and determine

the necessary level of protection. To address this vital aspect, we introduced a sensitiv-
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ity attribute applicable to all data types, with three potential values: public, Internat,
and confidential.

Public data (e.g., public temperatures, and traffic conditions) are accessible to every-
one. Internal data (e.g., user profiles, and configuration settings) can only be accessed
by specific system entities. Confidential” data (e.g., credentials). Based on the sensitiv-
ity level, the unauthorized disclosure, alteration, or destruction of data would resultin a
low, moderate, or significant level of risk, respectively. Let us now illustrate the considered
data classification.

User-related data comprises information related to the end-users, including data used
for system interaction (credentials, profiling information, etc.), referred to as service
user data. Additionally, it comprises personally identifiable information (PI7), which
uniquely identifies individuals. GDPR has compelled organizations to safeguard PII se-
curely. Article 9" of the European GDPR specifies the types of personal data that require
explicit consent for processing. This category includes information revealing racial or eth-
nic origin, political opinions, religious beliefs, trade union membership, biometric data
for identification, health or sexual orientation data, judicial records, electronic commu-
nication (IP addresses), geographic location, etc.

Environmental data refers to data exchanged/stored in an edge system, which not only
concerns users but also the system’s operational environment. Environmental data can
either originate from sensors or be used for controlling actuators. We categorize environ-
mental data into Sensing and Actuating data, with their sensitivity varying based on the
application domain.

Service data encompasses all other data not directly related to end-users or the environ-
ment. Itincludes service credentials, configuration parameters (e.g., deployment details),

and additional information used by services and applications, regardless of their critical-
ity.
4.1.2 OUR METHODOLOGY

The presented approach offers an automated method for performing threat modeling of

edge computing systems, removing the need for specialized security expertise. Develop-

1https:/ /www.privacy-regulation.eu/en/article-9-processing-of-special-categories-of-personal-data-
GDPR.htm
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Figure 4.2: Security data model.

ers are only required to define the system under examination by identifying and labeling
assets and data with the appropriate attributes, as outlined in our earlier system model.
Following this modeling phase, they will be automatically provided with a comprehensive
threat model for the system, along with a set of security controls to implement. This au-
tomation is facilitated by the security data model depicted in Figure 4.7, which effectively
connects asset and data classification, characterization, and the corresponding threats and

security controls.

The security data model is implemented through a Threat Catalogue, which encom-
passes a wide array of threats categorized according to the STRIDE Threat Model [77]
(spoofing, tampering, repudiation, information disclosure, denial of service, and eleva-
tion of privilege). In addition to providing a detailed threat model for a specific edge de-
ployment, our objective is to automatically associate threats with appropriate mitigation
measures. To achieve this, we identified a set of security controls from the NIST Secu-
rity Control Framework [82] for each threat, serving as mitigation measures. The NIST
framework comprises over 900 distinct security controls, spanning 18 control families,
including both fundamental controls and control enhancements, which strengthen the

core security capability of a control.

According to our approach, a subset of applicable security controls is selected, based

on the actual computational power and storage capacity available on each node. This
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Figure 4.3: Extract of the threat catalogue.

information is explicitly defined for processing nodes through the capabitlity attribute.
For software components, it depends on the capability specified for the processing node
designated for their execution (which must be established by the developer during system
modeling). In Figure 4.3, we present a segment of the Threat Catalogue. Notably, if an
asset property does not impact a threat, it is simply omitted from the table. If a threat is

"o

unaffected by a field in the catalogue, that field is filled with "-". The last column of the
table lists some of the NIST controls that serve as effective countermeasures for thwarting
or mitigating each threat. As mentioned earlier, during the countermeasure selection
phase, a subset of these controls will be chosen based on the capabilities of the involved

assets.

The Threat Catalogue has been meticulously curated by aggregating threats from var-
ious sources. To date, we have gathered more than 150 threats specific to cloud services,
web-based applications, storage services, IoT and edge devices, and network protocols,
drawing from established standards and scientific studies [4, 31, 51, 89,108,111, 125]. While
the effectiveness of our approach relies on the comprehensiveness of the catalogue, it can

be readily expanded to incorporate new threats and address emerging challenges.
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Figure 4.4: Smart home security monitoring system CPS-based case study.

4.1.3 CASE STUDY

In this section, we present an example of how our proposed approach is applied. The
deployment under study was introduced in [110] and sketched in Figure 4.4. The smart
home comprises various IoT devices interconnected with an edge node, which possesses
the capability to locally manage the devices and execute software services. We decided to
employ Microsoft’s Threat Modeling Tool for our case study, which was enriched with

the assets and data flows detailed in Section 4.1.1, as well as their associated threats.

Following our approach, we need to determine the properties and types of each asset
within the system, as well as the types and sensitivity levels of data that are either stored
or transmitted. For the sake of conciseness, our focus will be primarily on edge nodes,
IoT devices, and their communication channels, while other component types will be
excluded from consideration. The edge node serves as a gateway situated within the resi-
dence, making its location classified as "protected" since only the owners have physical ac-
cess to it. Concerning the end devices involved, our system comprises smart bulbs, smart
locks, smoke detectors, smart T'Vs, and smart cameras. In Figure 4.5, we present the spec-
ifications of the gateway, IoT devices, and one instance of a communication channel. All

IoT devices are connected to the gateway via this communication channel asset. We as-
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Figure 4.5: Asset speciﬁcations.

sumed that smart bulbs support the ZigBee protocol, smart locks, and smoke detectors

utilize BLE, while smart T'Vs and cameras are compatible with the Wi-Fi protocol.

Once we have successfully modeled the system, we proceed to identify potential threats
and select appropriate countermeasures. The threats and their corresponding mitigation
strategies are automatically retrieved from the Threat Catalogue. As mentioned earlier,
each threat depends on the asset to which it pertains (in terms of its type and properties)
and the nature and sensitivity of the data involved. For instance, referring to Table 4.3, the
gateway is not susceptible to threats applicable to nodes located in public areas, but it is
vulnerable to the Camounflage threat. AllIoT devices are susceptible to Battery Draining,
and except for smart cameras and smart T'Vs, they are also susceptible to the Exbaustion of
Power threat. Communication channels, regardless of the protocol employed, are consis-
tently susceptible to Jamming attacks. Moreover, communication channels that transmit
data classified as internal and/or confidential are at risk of the Message Elimination threat.
Lastly, due to the adopted protocol, the communication channel linking smart bulbs to

the edge node is exposed to the Network Key Sniffing threat.
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4.2 CYBER-PHYSICAL SYSTEMS

Cyber-physical systems are composed of computation and physical processes/systems. In
a CPS, the physical layer senses environmental data, which is then sent to the cyber layer.
The cyber layer comprises computing resources that orchestrate control and monitoring
of the physical world through feedback loops. Here, information processing is exploited
to adjust system parameters and/or make changes to physical processes. Technology ad-
vancements as well as the increasing availability of sensors and actuators are paving the
way to CPSs across many sectors such as smart manufacturing, intelligent transporta-
tion, personalized health care, emergency response, and electric power generation and
delivery. Application domains can be very different, often entailing a large number of
heterogeneous components that complicate the task of CPSs with a certain degree of fi-
delity [34].

However, despite the differences among CPS architectures, there are some core ele-
ments in common. CPSs benefit from the convergence of cloud, edge, and IoT into the
Cloud-to-Thing Continuum paradigm, which is the enabling technology for providing
interconnectivity and intelligence to these systems. From an architectural and technolog-
ical standpoint, CPSs can be depicted using a layer-based model. In this model, each asset
is associated with a layer cloud, edge, and IoT [20] based on its computation capabilities
and technology.

It is worth noting that, the huge number of connections and interactions among the
layers considerably broadens the attack surface. Attackers may exploit both cyber vulner-
abilities and physical weaknesses, leading to substantial damage to physical assets, com-
promising operational safety, and negatively impacting product quality and performance.
Given this landscape, CPS design should integrate security from the beginning, by iden-
tifying essential security measures based on existing threats and enforcing them directly
into the system architecture. Unfortunately, identifying the actual threats that affect a
given deployment is a challenging task. Risk profiles vary significantly based on individ-
ual use cases, application domains, components, and technologies involved.

Additionally, enforcing security measures does not prevent an attacker from succeed-
ing in compromising an asset. Therefore, CPSs both need secure and resilient mecha-
nisms, especially when referring to critical contexts. According to NIST [86], restlience (or

resiliency) is "the ability to anticipate, withstand, recover from, and adapt to adverse condi-
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tions, stresses, attacks, or compromises on systems that use or are enabled by cyber resources”.
As outlined in a recent NIST publication (SP160 Volume 2 Revl - Developing Cyber-
Resilient Systems: A Systems Security Engineering Approach) [87], cyber-resilience mea-
sures may have different goals, such as preventing/avoiding the successful execution of
an attack, minimizing the degradation/interruption of delivered services, limiting cur-
rent and preventing future damages, restoring compromised functionalities, and/or re-
structuring/modifying systems or sub-systems to reduce risks. Therefore, modern CPSs
demand a high level of adaptability to different circumstances. Implementing resilience
within such systems calls for a variety of approaches, including dynamic reconfiguration,
resource allocation, obfuscation, deception, diversity, and the introduction of tempo-
ral or contextual unpredictability. These strategies collectively fall under the umbrella of
what is known as MTD techniques.

MTD [59] represents a proactive security approach that revolves around continually
altering a system’s configuration to increase the uncertainty for the attacker and reduce
the attack success probability. MTD strategies not only enhance system security but also
provide it with resilience capabilities. They empower systems to anticipate attackers’ ac-
tions by preemptively shifting the attack surface, thwarting reconnaissance efforts, and
to adapting to adverse conditions, preserve system availability and recover from attacks
by dynamically reconfiguring the system at various levels, leveraging diversity and redun-
dancy techniques.

To increase the security and resilience of CPSs, we extended the work presented in
[21]. The proposed approach [22] is a model-based design methodology that embraces the
principles of security-by-design and the strategic application of MTD techniques. Our
methodology leverages an extensive system model, capable of describing the key architec-
tural components and their associated data flow, with a focus on the specific properties
that may impact the applicability of threats and of associated countermeasures and related
MTD strategies. To the best of our knowledge, we are the first to propose a model-based
MTD approach tailored for CPS.

4.2.1 SYSTEM AND DATA MODELING

To model CPSs, we relied upon the system and data modeling proposed in [21]. Our lay-

ered model, encompassing cloud, edge, and IoT, finds applicability across various CSP-
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based scenarios. To illustrate, we delve into its relevance in the context of Industry 4.0
where CPSs play an increasingly crucial role. Traditionally, enterprise architectures ad-
here to the Purdue Reference Model [120]. This model effectively delineates the inter-
connections and interdependencies of all the main components within a typical Indus-
trial Control System (ICS) by categorizing ICS architecture into two distinct zones: IT
and OT. The Purdue Model consists of the following levels:

* Level 0 - Physical Process: Encompasses physical components such as sensors

and actuators responsible for product assembly.

* Level 1- Control: Comprises systems overseeing and issuing commands to Level 0
devices. This level encompasses Programmable Logic Controllers (PLCs), Remote
Terminal Units (RTUs), and Intelligent Electronic Devices (IEDs).

* Level 2 - Supervisory: Consists of supervisory systems that manage overall pro-
cesses, including interfaces like human-machine interfaces (HMIs) and engineer-

ing workstations.

* Level 3 - Manufacturing Operations Systems: Encompasses systems support-
ing the orchestration of production workflows, including batch management and

data historians.

* Level 4/5 - Enterprise: Corresponds to the enterprise network, serving as the

repository for data from ICS systems, which informs business decisions.

The Purdue model’s strength lies in its structured hierarchy, offering clarity regarding
the functionality of each component within smart manufacturing by assigning it to a spe-
cific level. However, modern control system networks often blur the boundaries between
these levels. Additionally, the demand for real-time OT data, coupled with the integration
of cloud, edge systems, and backend services, is paving the way for more flexible system
architectures. However, we claim that this model can still be useful to understand how
information flows and to identify potential attack vectors, revised versions have emerged.
For instance, the European Union Cyber Security Agency (ENISA) introduced a Purdue
Model variant that acknowledges a Level 3 Industrial Internet of Things (IIoT) platform

communicating directly with Level 1 IToT devices.
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Figure 4.6: CPS - Asset and data modeling.

The adoption of a three-layer model addresses different requirements, including data
management and security, while also streamlining the representation of a modern indus-
trial system. Nevertheless, the levels of the Purdue model can be easily mapped onto our
three-layer model. Specifically, Level 0 which mainly comprises sensors and actuators
corresponds to the device layer. Levels 1 through 3, which comprise elements physically
deployed within the manufacturing implant and aim at managing and controlling devices
and/or communication with the I'T network, are associated with the edge layer. Lastly,
the I'T zone is bound to the cloud layer. For visual clarity, Figure 4.6 depicts the extended

asset and data modeling for CPS.

4.2.2 OUR METHODOLOGY

The proposed methodology enables to carrying out of a guided threat modeling process
of the system under study, which enables spotting existing security issues according to
the types and features of the assets and concerning information. This method also allows
for determining security countermeasures to implement to prevent or mitigate identified
threats. Furthermore, since attackers may still be able to defeat implemented cyberse-
curity safeguards, our methodology helps to identify appropriate moving target defense

techniques to improve the overall system resilience.

Our approach leverages both the system model, built by identifying the involved as-
sets along with related properties and the information flow, and a reference security data
model, sketched in Figure 4.7, which suitably links together the concepts related to assets,

asset properties, threats, security controls, and MTD techniques.
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Figure 4.7: Security data model for CPS.

THREAT MODELING AND COUNTERMEASURE SELECTION

As outlined by the model in Figure 4.7, the threat modeling process is facilitated by di-
rectly linking threats to assets and applying filters based on their properties and on in-
volved data flow, which directly influences their applicability. We denote the set of threats
as T and the set of security controls SC. We define a function, denoted as ', that models
the applicability of threats to assets. Givenanasseta € A, along with the associated prop-
erties P € P, and the data D € D being either stored or transmitted, F'(a, P, D, T)
returns the set of applicable threats 7, C 7. Each threatt € 7T, if t is associated with a,
P,and D.

The process of countermeasure selection entails identifying the set of technical secu-
rity controls necessary to mitigate existing threats to an asset. This step is accomplished
by the association between threats, assets, and standard security controls. These security
controls are implemented through specific security mechanisms, which can potentially
impact system performance or face resource constraints. To address this concern, asset
properties play a crucial role in refining the set of applicable security controls based on
the capabilities of the components involved, including computational power and storage
capacity. For example, a constrained 1oT node may lack the computational resources to ex-
ecute public-key algorithms for message authenticity verification. Conversely, a normale
IoT node possesses sufficient resources to effectively implement such countermeasures.
This information is made explicit for processing nodes through the specification of the

capability property. For software components, it depends on the capability specified for
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the processing node used for their execution. Therefore, we introduce a function denoted
as M, which models the feasibility of security controls for mitigating threats. Given the
same input parameters as I, except that 7, is provided instead of 7, M (a, P, D, T a) re-
turns the set of feasible security controls, denoted as SCT,, capable of mitigating threats

within 7T a. Each security control sc € SCT,, is associated with @ and P.

MTD TECHNIQUES IDENTIFICATION

Considering resilience requirements, our methodology allows identifying a set of MTD
techniques. These techniques can be adopted to proactively prevent or mitigate the re-
alization of threats, even when suitable countermeasures have already been deployed (as
determined through the threat modeling process). As previously mentioned, MTD tech-
niques harness spatial and temporal diversity, redundancy, and shuffling to dynamically
alter the system’s attack surface over time. From the architectural side, MTD techniques

can be classified based on the level at which they work [83]:

* Platform-level: MTD techniques refer to computing platforms and execution en-
vironment levels, encompassing elements such as CPU architecture, instruction

sets, memory systems, and the operating system.

* Software-level: MTD techniques revolve around application logic, architecture, or

code.

* Network-level: MTD techniques relate to communication channels, encompass-

ing communication and security protocols, network addresses, and topologies.

While MTD techniques are directly linked to assets and threats in our security data
model, their actual applicability to a given asset hinges on available capabilities. Conse-
quently, MTD techniques undergo filtering based on threats, assets, and asset properties.
For instance, consider the firmware reconfiguration technique, which involves altering
the entire application running on an IoT device to thwart attackers from gaining com-
plete control. This strategy necessitates sufficient local memory on the node to store a
second firmware version. In our modeling, this approach may be feasible for a normal
IoT device but inapplicable to those categorized as constrained or restricted.

We denote the set of MTD techniques as M and introduce a function, denoted as B,

which determines whether a technique can enhance the resilience of an asset. Given an
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Figure 4.8: Extract of the Threat Catalogue that outlines the relationship between assets, asset
properties, threats, data, and NIST security controls.

asseta € A, its set of properties P € P, and the set of applicable threats 7, derived from
F, B(a, P,7,) returns the set of pertinent MTD techniques, denoted as M, C M.
Each MTD technique m € M, is associated with a, P, and ¢t € 7,.

THREAT CATALOGUE

We extended the Threat Catalogue presented in Section 4.1.2, which currently includes
more than 150 different threats each tailored to specific domains, including cloud ser-
vices, web-based applications, storage services, IoT devices, edge nodes, and network pro-
tocols. These threats have been derived from existing standards and scientific studies such
as [4, 31, 51, 89, 111, 119, 125]. Concerning security controls, this extended version of the
catalogue still relies on the NIST Security Control Framework. Furthermore, the cata-
logue was enriched with a set of MTD techniques recently proposed in the literature [10,
23,30, 83, 114]. These techniques can be applied at various architectural levels to enhance
the resilience of CPS-based architectures. They may be applied at different architectural
levels to design more resilient CPS-based architectures. The current catalogue implemen-
tation” relies upon the Microsoft Threat Modeling Tool that was customized with the
CPS assets, as well as the related threats, countermeasure, security controls, and MTD

techniques.

thtps:/ /github.com/ci-ma/ThreatModeling-MTD-CPS
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Figure 4.9: Extract of the Threat Catalogue that outlines the relationship between assets, asset
properties, threats, and MTD techniques.

Figures 4.8 and 4.9 provide excerpts from the Threat Catalogue. The former encom-
passes threats and security controls, while the latter details MTD strategies. In these ta-
bles, asset properties that do not influence a threat or MTD technique are omitted, and
fields that are irrelevant to a threat or MTD technique are marked with a hyphen ("-").
In Table 4.3, the last column enumerates some of the NIST security controls and control
enhancements (presented in parentheses) that should be enforced to mitigate the corre-
sponding threat. It is important to emphasize that the selection of security controls is
contingent on the capabilities of the assets within a given deployment scenario. The ef-
fectiveness of our approach hinges upon the comprehensiveness of the catalogue, but it
remains readily adaptable for the inclusion of new threats and the accommodation of

emerging security challenges.

4.2.3 CASE STUDY

This section discusses how our proposed methodology can be applied to the case study
introduced in Section 4.1.3 and depicted in Figure 4.4. The system comprises several IoT
devices deployed within the perception layer. Devices are seamlessly integrated with the
control control layer, represented by a gateway component that manages their operations.
The gateway interfaces with the decision layer, which harnesses cloud-based services to

analyze sensory data and make informed decisions, and optimize the entire system.
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Figure 4.10: Smart home security monitoring system CPS-based case study - system modeling

At first glance, it becomes evident that the layers within this system align closely with
those in our three-layer model. The correlations between the perception and device layer,
as well as between the decision and cloud layer, are straightforward to establish. Fur-
thermore, the gateway within the closed-loop system, which accepts control instructions
from the decision layer, can be mapped onto the edge layer. In line with the graphical rep-
resentation in Figure 4.10, we have adopted the system modeling approach discussed in
Section 4.2.2 to depict our case study application. Specifically, we have identified and cat-
egorized the assets, which are illustrated as rectangular solid boxes, distinguished by differ-
ent colors based on their sub-types (yellow for IoT Nodes, light blue for Edge Nodes, light
gray for Communication Channels, and green for Software Components). Addition-
ally, we have specified relevant properties for each asset, denoted as name-value attributes
within each box. Furthermore, we have identified and categorized the data and have asso-
ciated them with the corresponding assets, indicating their sensitivity levels. These data

are represented as dashed boxes, linked to the assets.
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In the architectural diagram, we depicted the gateway node as an asset categorized un-
der the "Edge Node" type. Its location property was set to Protected to indicate that the
device is deployed within a habitation, and only the house owners have physical access to
it.

Within the device layer, we represented the image sensors, smoke sensor, temperature
sensor, humidity sensor, and harmful gas sensor, which constitute the home security
monitoring system, as assets falling under the IoT Node type. Additionally, the cloud-
based web application and the underlying database service were categorized under the
Software Component type.

Furthermore, we modeled all communication channels connecting the device and edge
layers as Communication Channel node types. For these channels, we specified the Zig-
Bee protocol as a property due to its widespread usage, which stems from its excellent
network coverage, real-time data transmission capabilities, and cost-effectiveness. We also
designated HTTPS as the protocol used for communications between the gateway node
and the upper layer, as well as between the two cloud-based services. A more graphical
representation of the considered assets, data, and properties is shown in Table 4.5.

In this work, our focus is primarily on threat modeling and MTD approaches for edge
nodes and IoT devices, without delving into further analysis for other component types.
For each asset a within the home security system monitoring (A, D), we need to deter-
mineits properties P € P and the type and sensitivity of data D € D thatitstores and/or
transmits. Once we modeled the CPS-based architecture, we proceeded with identifying
threats and selecting countermeasures. Additionally, we explore MTD strategies, all of
which are drawn from our knowledge base, codifying security expertise. Each threat ¢ is
associated with an asset a based on its type, properties P, and the relevant data D. Se-
curity controls and MTD techniques to mitigate these threats are identified according to
the assets and their properties.

For example, referring to the extract from the catalogue in Table 4.3, the gateway is
not susceptible to threats like Camouflage or Node Replication, which typically affect
nodes with an Open location. However, it may be vulnerable to Oxutage, a threat that
affects edge nodes exposed to unauthorized access. As for the data involved, since the
gateway handles all types of data due to its centralized nature, we use the symbol "-" to
denote this. With regards to IoT devices, except for image sensors, they are susceptible

to Battery Draining and Exhaustion of Power threats. Independently from the adopted
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protocol, all communication channels that transmit /nternal and/or Confidential data
are consistently exposed to the Message Elimination threat. Furthermore, in the current
deployment, devices and the gateway communicate using the ZigBee protocol, making
all network communications involving Credential data (sensitivity level: "Confidential")
vulnerable to Network Key Sniffing. After identifying the threats to the CPS-based ar-
chitecture under analysis, those responsible for designing a secure and resilient system
must ensure the proper implementation of corresponding security controls and MTD
techniques. For instance, the Exhaustion of Power threat affects the smoke sensor. To
mitigate this threat, the P-11 EMERGENCY POWER security controls should be en-
forced. This control entails providing "an uninterruptible power supply to facilitate an
orderly shutdown of the system and/or transition of the system to long-term alternate power
in the event of a primary power source loss”. Additionally, to enhance the device’s resilience,
considering its energy limitations, the reccommended MTD technique is Crypto-protocol
Reconfiguration, which is the least expensive in terms of energy consumption compared

to other strategies.

54



S ADAPTABLE ACCESS CONTROL

Adaptable access control represents a paradigm shift in the management of accessing data,
resources, and services. Traditional approaches are static, being unable to face the com-
plex and dynamic Cloud-to-Thing Continuum ecosystem. Indeed, the huge amount
of evolving entities that interact, demand flexible, context-aware, and responsive mecha-
nisms that can adapt to the ever-changing conditions of the digital world. This chapter
explores adaptable access control from different perspectives. First, we discuss how ac-
cess control policies can be efficiently disseminated across other areas all over the world.
Then, we present a risk-based access control framework for healthcare, where access to re-
sources is granted according to context information including the patient’s health status.
Finally, we introduce a dynamic approach to managed authorization permissions to join

a collaborative ML training.

S.1 Access CoNTROL PoLicYy DISTRIBUTION

Access control policies specify how access is managed and who may access services, re-
sources, and information under what circumstances. The way a policy is structured is
fundamental to enable adaptability. However, due to the high dynamicity of modern
systems, policies can be modified or replaced. Thus, their effective dissemination is an-
other crucial concern.

For example, multi-region applications must behave as a single service that undergoes
the same access control policies with a unique coherent view of involved data. In this
context, data management is one of the major challenges. On the one hand, centralizing
information in a single repository can jeopardize system robustness and hamper perfor-
mance due to the constant need for data transfers. On the other hand, replicating data

across multiple regions introduces the risk of synchronization issues.
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Figure 5.1: Proposed access control architecture.

In the pursuit of high availability, multi-region cloud platforms adopt different strate-
gies for replicating data across various geographic locations, spanning even international
borders. Consequently, these platforms must ensure that all data replicas, used by dif-
ferent instances of applications and services, adhere to the same access control policies.
However, maintaining a cohesive view of access control policies across distinct regions
proves to be a formidable task. When a policy is updated in one region, these modifica-
tions must swiftly propagate to all other instances of applications and services. Hence,
the choice of technology for achieving this synchronization becomes a key consideration
in this context [56].

To overcome such concerns, DLTs are considered promising solutions to share access
control policies in multi-region applications where involved services may be spread across
different countries. In this direction, we evaluate the feasibility of employing a DAG-
based ledger (the IOTA Tangle) to store access control policies [74] by implementing a
prototype version of an access control architecture and comparing it with a correspond-

ing implementation that uses a document-oriented NoSQL database.

S.1.1 REFERENCE ARCHITECTURE

We consider an access control architecture, sketched in Figure 5.1, which can be deployed
in multi-region applications and comprises the components of XACML architecture

[109]. In the following, we highlight the responsibility of each component.

* Policy Enforcement Point (PEP): Itintercepts access requests and constructs a query

in a language comprehensible to the PDP for each request. Subsequently, it makes
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access decisions to grant or deny access to a resource or service based on the out-
comes of policy evaluations conducted by the PDP.

* Policy Decision Point (PDP): It assesses access requests according to the relevant

access control policy.

* Policy Administration Point (PAP): Administrators utilize this component to load,

update, and revoke policies. It serves as the source of policies for the PDP.

* Tangle: A distributed ledger that ensures a consistent perspective of access control

policies across multiple regions.

We suppose that requests have already been authenticated by an identity provider. In

the following, we detail the authorization flow highlighted in Figure 5.1.

1. The requester sends an access request to the PEP.

2. The PEP extracts information, such as user attributes and the resource to be ac-
cessed, from the incoming request. It then formulates a query that the PDP can

understand.
3. The PAP retrieves policies from the Tangle.

4. The collected policies are supplied to the PDP, which assesses the request using the

associated policy queries.
S. The PDP provides the policy decision back to the PEP;

6. The PEP either grants or denies the access request based on the outcome provided
by the PDP.

7. Anadministrator, using the PAP, can introduce new policies, update existing ones,

or remove those that are no longer needed.

8. The PAP interacts with the Tangle to fulfill administrator requests.

As we discuss multi-region applications, it is important to note that these components,

with the exception of the Tangle, are duplicated across various instances. Thanks to the
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Tangle’s characteristics, we can ensure that regardless of where an application is deployed,
it undergoes the same access control policies. This consistency arises from all instances of

the PAP accessing policies from a singular source.

S5.1.2 PoLicYy PROPERTIES

The technology adopted to share policies has to preserve integrity, authenticity, and con-

fidentiality. In this section, we discuss how the Tangle addresses such properties.

INTEGRITY

A policy should be stored in its original form to prevent potential data breaches and unau-
thorized access. The Tangle is designed to ensure data immutability, ensuring that any

information stored cannot be altered.

AUTHENTICITY

Using policies that have been created or altered by malicious individuals can lead to unde-
sirable consequences. To address this concern, we employed a private Tangle. As a result,
only legitimate users have the right to access the Tangle for policy management. However,
this choice may still come with certain limitations, primarily pertaining to the challenge
of monitoring Tangle access. One potential solution is to accept policies exclusively from
a predefined set of addresses. Nevertheless, given our decision to employ zero-cost trans-
actions in the IOTA network, the sender and receiver addresses are not considered. To
overcome this challenge, we should distribute IOTA tokens to entities authorized to in-
teract with the Tangle. Another alternative is to employ external mechanisms such as
digital signatures or HMAC (Hash-based Message Authentication Code).

In this study, we use a private Tangle accessible solely to authorized users, leaving the

exploration of alternative techniques for future research.

CONFIDENTIALITY

In certain scenarios, maintaining the confidentiality of policies becomes highly signifi-
cant. For instance, a patient might have reservations about disclosing the fact that a doc-

tor with a specific specialization is accessing their medical records, as it could compromise
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the privacy of the patient. In this research, we operate under the assumption that a private
Tangle remains inaccessible to inquisitive or malicious individuals. Nevertheless, ensur-
ing confidentiality can be effectively achieved by implementing encryption techniques,
such as those found in IOTA’s Masked Authenticated Messaging (MAM) library, which

enables the secure transmission of encrypted data to the Tangle.

5.1.3 IMPLEMENTATION

We implemented the first prototype of the architecture sketched in Figure 5.1. The PEP
was realized through Envoy', which is an L7 proxy and communication bus specifically
designed for handling large-scale modern services.

For our PDP, we employed Open Policy Agent (OPA) 2, a lightweight general-purpose
policy engine service that decouples policy evaluation from their enforcement. Policies are
defined using Rego3, a declarative policy language supported by OPA, and stored on the
Tangle.

In our implementation, we opted for a private IOTA network consisting of a Coor-
dinator, a Spammer, and an IOTA Node, with multiple instances of this latter. The
Spammer periodically sends messages to the Tangle to maintain a minimal message load,
thereby facilitating transaction approval in accordance with the IOTA protocol.

The PAP plays a central role in all the interactions with the Tangle. It serves as an ab-
straction layer for both the mechanism responsible for enabling zero-cost transactions for
policy loading, updating, and revocation, as well as the Bundle Service, a software applica-
tion that aggregates Rego policies from the Tangle and makes them available to OPA. To
store policies on IOTA, we employ zero-cost transactions embedding the policy text as
part of the transaction data. However, due to the immutability of the DLT, when a pol-
icy needs to be modified or revoked, new transactions must be sent to the Tangle. These
transactions include references indicating the type of operation they represent.

To update policies in OPA without requiring a restart, OPA can periodically down-
load a bundle of policies for immediate enforcement. The Bundle Services assembles this
bundle, taking into account the order of transactions. Additionally, the service extracts

policies corresponding to the requested bundle, ensuring that only rules belonging to the

1https:/ /www.envoyproxy.io/docs/envoy/latest
thtps:/ /www.openpolicyagent.org
3 https://www.openpolicyagent.org/docs/latest/policy- language
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specific bundle are examined. All essential information, including the package name, type

of action, and policy text is embedded in the message of transactions as shown in Listing

1.

{
"package": <policy_package>,
"action": <add | delete>,
"policy": <policy>

}

Listing 1: Message structure.

On the flip side, information about the bundle to which a policy belongs is obtained

through the transaction tag. IOTA provides users with the capability to search for trans-

actions based on their tags, making it easy to gather policies associated with a specific bun-

dle. While the mechanisms we propose could potentially be replicated on other DLIS5,

IOTA offers several features that render it particularly suitable for managing access con-

trol policies. Our decision is primarily driven by the following considerations:

1. IOTA ofters the ability to associate a tag with a transaction, streamlining the pro-

cess of searching for policies within the Tangle. Not all DLTs provide this feature,
so an alternative would involve embedding a tag within the text of a transaction,

which would increase the time required to locate the desired policies.

. Thanks to zero-cost transactions in IOTA, we can neglect the cryptocurrency as-

pect. These transactions significantly simplify the complexities involved in adding
or revoking policies. Otherwise, we would need to establish a cost-value for each
transaction, ensuring that administrators and bundle services have sufficient funds

to carry out their tasks.

. Finally, the Tangle structure enables reducing the time to memorize a new transac-

tion. Transactions just created are memorized on the Tangle, while in blockchain-

based solutions a transaction will not be memorized until it is stored into a block.

It is important to note that, given our focus on multi-region applications, the compo-

nents of our architecture, with the exception of the Coordinator and the Spammer, will

be replicated across different geographical areas.
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Figure 5.2: Comparison of operation performance on a logarithmic scale.

S.1.4 EVALUATION AND RESULTS

In order to evaluate the feasibility of using a Tangle to distribute access control policies,
we have conducted some preliminary experiments aiming to evaluate the performance
of the Tangle under different circumstances. In this regard, we compared our proposal
with the same architecture replacing the Tangle with CouchDB?*, 2 document-oriented
NoSQL database that exploits a Multi-Version Concurrency Control (MVCC) protocol

to enable the synchronization and replication of documents over one or more instances.

OPERATION PERFORMANCE

We evaluated the latency between the Bundle Service and data sources (IOTA and CouchDB)
while creating, reading, and updating policies under diverse load conditions. Both con-
figurations were subjected to testing by initiating a progressively increasing number of
requests in 60 seconds. Specifically, we simulated the actions of 10 virtual users, each
starting with a delay of 5 seconds. For the purpose of evaluating all operations related
to CouchDB and reading from IOTA, we maintained a constant throughput of 1000 re-
quests per minute. However, for creating and updating operations on IOTA, we reduced
the throughput to 100 requests per minute. Figure displays the average latency, measured

in microseconds, for the aforementioned operations.

4https:/ /couchdb.apache.org
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By observing the graph, we can conclude that IOTA outperforms CouchDB in terms
of reading policies. Conversely, CouchDB ofters a more consistent latency, with all op-
erations taking roughly 100 milliseconds. Although IOTA is approximately one order
of magnitude slower than CouchDB when it comes to creating and updating policies,
this duration can still be deemed acceptable, considering that these operations are not
frequent. We anticipated a longer duration for updating policies due to the immutabil-
ity of the ledger, involving two transactions: one for revoking the policy and another for
creating a new version.

Additionally, we assessed the latency between the creation of a new policy and its acces-
sibility. In this context, IOTA exhibits an average latency of approximately 600 millisec-
onds, while a new policy becomes available after roughly 150 milliseconds when utilizing
CouchDB. It’s important to note that the time required by IOTA in this case is signifi-
cantly slower than that observed for creating and updating policies as presented in Figure
5.1.4. This discrepancy arises because, in the evaluation of availability latency, we did not
subject the IOTA network to the same stress as in the previous experiments. In the case

of CouchDB, there are no notable variations compared to the earlier experiments.

5.2 Risk-BASED AcCEss CONTROL IN HEALTHCARE

Adaptable access control mechanisms are particularly relevant in certain scenarios such
as healthcare, which is characterized by continuously evolving conditions. Recently, the
medical industry has been remarkably reshaped by recent technological advancements.
For example, the widespread IoMT is revolutionizing healthcare, providing reliable and
on-demand services for patients and the elderly through lightweight sensors [123]. These
sensors remotely monitor patient health and collect vital physiological data [50], which
are helpful for emergency medical decisions and chronic disease detection.

Caregivers must be able to offer assistance at any time and in any place, highlighting the
need for flexible access control models that can adapt to various situations. For instance,
in emergencies like car accidents or when the condition of a patient suddenly worsens
and the patient is not already hospitalized, electronic medical records become crucial for
saving lives. This means granting access to emergency information for ambulance person-

nel or even passersby caregivers, despite their lack of permission in normal circumstances
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[122]. Relying on static security policies and mechanisms to prevent data access or re-
source use can impede life-saving efforts. Therefore, the trade-off between privacy and
safety is a fundamental aspect to consider while designing and developing authorization

solutions.

We consider risk-based access control as a valuable strategy for ensuring effective adap-
tation, even in unpredictable situations and settings. In healthcare, assessing risk involves
considering factors such as the requester’s context and the patient’s health status. Esti-
mating the risk tied to a patient’s condition is a significant challenge, given the need to

correlate a vast amount of vital physiological data.

ML holds promise for analyzing large datasets and predicting patient health, support-
ing medical operations. However, challenges like data heterogeneity, incompleteness,
timeliness, and privacy constraints, driven by regulations such as the European GDPR,
hinder traditional centralized ML approaches [55]. In addition, relying only on the amount
of data collected by one medical organization may be insufficient to train adequately an
ML model. This is why we advocate for FL as a promising approach to leverage patient
data while preserving their privacy [3]. FL allows the training of a global model in a cen-
tral server without the need to aggregate data in the server itself. Data are kept locally
in the institutions where they originated, thus preserving privacy and ownership. More-
over, we propose to enrich FL with a blockchain system to avoid weaknesses related to
a centralized server, such as single point of failure, low scalability, and to limit possible

biases inducing to prefer some partial models over others [33].

To address the aforementioned challenges, we presented a Federated Learning Risk-
Based Authorization Middleware for Healthcare (FRAMH) [72]. that allows users to
access patient data and equipment according to the context information of the requester
and patient including the health status. We leverage FL to train an ML model that assesses
the current patient’s risk level. All partial models are securely stored in the blockchain en-
suring their integrity and trustworthiness. To the best of our knowledge, we are the first to
adopt FL to infer risk related to the patient’s health status and in general to estimate health
status risks in risk-based access control models for healthcare scenarios [atlam2020risk].
In the following sections, we primarily delve into the proposed risk-based access control

model.
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5.2.1 Access CONTROL MODEL

The FRAMH access control middleware has been developed to meet the adaptability re-
quirements of contemporary healthcare situations. It utilizes two kinds of visibility to
guide access control choices, taking into account the balance required between security
and safety considerations: context information related to the requester and the patient to
control access to patient data and the health status risk. In subsequent sections, we will
outline the underlying risk and context models in FR AMH, along with the essential sup-

port services necessary to implement context-aware, risk-based access control decisions.

Risk CLASSIFICATION

FRAMH categorizes patient health status severity into three levels based on the risk clas-
sification introduced in [29], which identifies patient conditions as either critical, serious,
or stable. While a more granular risk classification is possible, it would complicate policy
management, especially when dealing with overlapping policies for different health risk
levels. Notably, we have not encountered practical scenarios necessitating finer-grained
risk classification. However, FRAMH can easily adapt to different risk classifications
with minimal adjustments if necessary. Figure 5.3 illustrates the adopted risk levels and
their relationship with safety and privacy considerations. As the situation becomes riskier,
safety takes precedence over privacy. Conversely, in stable situations, privacy is prioritized

over safety.

* Critical: Indicates a critical threat to the patient’s life. Privacy becomes secondary
and requests for data or medical equipment access are approved. Medical profes-
sionals must obtain information promptly to maximize efforts to save the patient’s

life.

* Serious: Patient conditions are considered urgent. In such a situation, doctors can
access patient data from other departments. We grant access to riskier data to ex-

pedite patient treatments.

* Stable: Users can only access authorized data. There is no reason to grant access to

additional information since the patient is not facing a life-threatening situation.

This risk classification is used to label the predictions generated by our ML model.
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| Critical situation | Safety
Serious situation $
Stable situation Privacy

Figure 5.3: Considered risk levels.

CONTEXT MODELING

The context model is used for representing, storing, and retrieving context information,
which is crucial for constructing access control policies and making access control deci-
sions. To balance simplicity in policy specification with a high degree of flexibility, we em-
ploy the context model illustrated in Figure 5.4. This context model comprises elements
that encompeass all relevant context information and their attributes, which govern access
control policies. The Context Provider component includes context information to de-
termine access decisions for both the Requester and the Patient. The requester typically
represents a healthcare professional, but in some cases, it could be a relative or friend. For
instance, in a smart home environment, access to medication stored in a smart medical re-
frigerator, which regulates access to critical drugs like insulin, might need to be granted in
emergencies where the patient cannot access the medicine themselves within a specified
timeframe [62].

The context provider comprises context elements, each characterized by a set of at-
tributes. Both the requester and patients possess a physical context, which includes
time and location context information. The former can be either an instant or an in-
terval, while the location attribute may refer to an absolute or relative geographical
position (i.e., longitude and latitude or room within a hospital). Time-related informa-
tion allows for access regulation during specific periods, while geographical data can grant
access based on the requester’s current location.

The requester’s context includes role, department, and usual. The role indicates the
healthcare professional category or the relationship between the patient and the requester,
such as being a family member or friend. The department contains information related
to the requester’s specialization. usuatl refers to whether the requester has previously vis-
ited the patient. Patient-specific contextinformation covers treatment and health status

(critical, serious, or stable).
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Figure 5.4: The context model employed to build risk-based access control policies.

Our model aligns with context information characteristics based on an ontology, like
the Web Ontology Language (OWL) [75]. The domain-independent part of the context
ontology (in white boxes) consists of reusable, common information applicable across
various domains. In the domain-specific segment (colored boxes), we incorporate key

concepts derived from the Health Level Seven (HL7) Reference Information Model [38].

Access CONTROL MODEL FORMALIZATION

Concerning the context model shown in Figure 5.4, it classifies information into two cate-
gories: requester attributes, which belong to the requester context, and patient attributes,
which belong to the patient context. However, due to the continuously evolving nature
of health status, we classify it as general context information, similar to time and location.

Our formal model relies on the following entities:

* Requester: we denote with U the set of requester u;

* Requester Attribute: we denote with R.A the set of possible values that a requester

attribute ra can assume;

* Patient Attribute: we denote with P.A the set of possible values that a patient at-

tribute pa can assume;

* Resource: we denote with R the set of resources r that can be accessed by a requester

Us

* Action: we denote with A the set of actions that a requester u can perform on a

resource 1 associated to patient p;
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Table 5.1: Examples of Risk-based Context-Sensitive Policies.

Requester Attribute Patient Attribute Resource Action Context Information
Role: “Doctor” .
L o Treatment: “Orthopedic . Read: False, « .
Hospital: “X’ o1 Data: Neurological HealthStatus: “Stable
P . Hospital: “X Delete: False
Department: “Orthopedic
RequesterLocation
Role: “Doctor”, « - q :
L kon Treatment: “Orthopedic R Read: True, is equal to
Hospital: “X’ R Data: Neurological . ;
Department: “Orthopedic” Hospital: “X Delete: False PatientLocation,
P ’ P HealthStatus: “Serious”
Y Open: True RequesterLocation
Role: “Nurse”, € Y p ’ a
L 1wy Treatment: “Diabetes’ . . Close: True, is equal to
Hospital: “X’ 1w Equipment: Refrigerator X i
Department: “Diabetes” Hospital: “X IncreaseTemperature: True, PatientLocation,
P : Decrease Temperature: True | HealthStatus: “Stable”

* Context Parameter: we denote with CP the set of possible values that a context
parameter cp’, with i € U U p, can assume. A context parameter is characterized

by a name cpn and value cpv, thus, cp is tuple (cpn, cpv).

The set of context parameter names CPN is determined by pre-specified parameter
names. In this paper, we consider as context information CPN = {Time, Location,

HealthStatus}. Context is defined as follows:

Definition 1 (Context). 4 Context C' is a set of n context parameters cp € CP. For each
cpk, cp;, witht # jand k = z, we have that cpF.name # cp; .name. However, with
i # jandk # z, it is possible that cpf name = cp;.name. In a context C, there cannot
be two cp belonging to the same requester w with the same name, although this may occur

for a requester and a patient p.

Context information has a primary role in dynamically granting or denying access to
resources. In risk-based access control policies, such information enables adapting to dif-
ferent circumstances overcoming the limits of rigid static access control approaches de-
signed to always apply the same access control policies that do not consider environmen-
tal changes and unpredictable situations. We formally define an access control policy as

follows:

Definition 2 (Access Control Policy). An access control policy ap is a set of clauses given

by RAUPAUAURUC with RACRA PACPAACAandRCTR.

A requester u with attributes RA can perform the actions A, under the context C, on

the patient resources PR whose owner has attributes P A.
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For clarity, in Table 5.1, we report some examples of risk-based context-sensitive poli-
cies, such as the first access control policy claims an orthopedic of hospital X cannot read
neurological data of a patient whose conditions are stable. The adopted mechanism al-
lows many-to-many access control since policies are not bound to a specific requester or

patient.

5.3 TRUSTWORTHY AND DYNAMIC PARTICIPATION TO

FEDERATED LEARNING

FL is an ML technique that fits within the Cloud-to-Thing Continuum paradigm. In-
deed, it operates at the edge of the continuum, where data is processed on individual
devices or nodes, and model updates are sent back and forth to a parameter server, which
is usually hosted in the cloud. Thus, it adheres to the principles of edge computing and
is a way to leverage the computational capabilities of edge devices.

While the FL paradigm addresses certain Al-related challenges, such as privacy preser-
vation, it still faces security vulnerabilities, including potential attacks like model poi-
soning and inference attacks [106]. In terms of trustworthiness, the primary obstacle
hindering FL adoption in third-party applications is the presence of malicious clients
and servers, which can adversely aftect FL training performance and introduce malicious
backdoors [64]. Moreover, the conventional FL architecture, based on the client-server
model, sufters from several drawbacks, including a single point of failure, limited scalabil-
ity, and vulnerabilities to tampering with the global model. This can result in potential
biases favoring certain partial models over others [85].

To address such challenges, we propose a blockchain-based trustworthy federated learn-
ing asaservice (TruFLaaS) [73] framework. Our solution provides trustworthiness among
3rd-party contributors to the FL process by leveraging blockchain, smart contracts, and
decentralized oracle networks (DONSs). Specifically, we employ a dynamic validation
strategy to aggregate partial models, enhancing the overall quality of the global model.
Clients’ models are validated by a smart contract through a sample of the validation dataset
given by the service provider through a DON. By evaluating the partial models on defined
quality metrics (e.g., accuracy), we can generate high-quality global models. We associate

a level of trust, updated during each round, with each client in order to properly weigh
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Figure 5.5: TruFLaa$ architecture.
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their contributions. Thus, the trust level dynamically affects participants’ contributions.
Furthermore, when the trust level drops a given threshold, the VC of that client, which
regulates its participation, is revoked. Therefore, our aggregation strategy adapts to the

trust level of each client.

5.3.1 TRUFLAAS ARCHITECTURE

FL is becoming increasingly valuable for building machine learning models in a decentral-
ized manner without compromising data privacy. Despite its advantages, the setup and
utilization of FL can be both costly and time-intensive, especially in certain sectors like
industry and healthcare, where the necessary infrastructure and expertise are often lack-
ing. FLaa$ offers clients a convenient way to employ FL with minimal additional effort
and technical expertise, enabling them to offload the demanding tasks of algorithm de-
velopment and optimization. Furthermore, FLaaS$ is adaptable to accommodate diverse
participant requirements during FL training. In this section, we introduce the architec-

ture of TruFLaaS$, which is illustrated in Figure 5.5.

SERVICE PROVIDER

The service provider is the entity that provides FLaa$S to clients for tasks beneficial for

all participants. For example, smart manufacturing enterprises using specific machinery
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often share a common objective of preventing breakdowns. However, even though this
goal is shared, clients may have varying requirements concerning metrics, the number of
participating nodes, and aggregation strategies. For instance, one client might prioritize
obtaining the global model as quickly as possible, setting a threshold for the number of
participants needed to aggregate the collected partial models. Conversely, another client
may be less concerned about obtaining the global model within a short time frame, in-
stead preferring to wait to accumulate a greater number of contributions. Consequently,
the service provider must offer a flexible service capable of accommodating these diverse
demands.

Clients furnish this information to the service provider, who utilizes it to create a smart
contract tailored to the FL process in compliance with the client’s specifications. Addi-
tionally, the service provider is responsible for client registration and issuing valid identi-
fiers for blockchain interaction. This ensures that only identifiable and authorized clients
participate in the FL training process.

Moreover, as the service is provided directly by the service provider for a task under its
control (e.g., predictive maintenance of its machines), it can be assumed that the service
provider possesses a sufficiently large validation dataset to assess partial models eftectively,
as referenced in [67]. After each round of FL training, the service provider incorporates a
sample of this dataset into the blockchain. These data are used to validate all partial mod-
els before aggregation. To prevent potential model manipulation attacks, it’s essential
that the validation sample differs between distinct rounds. Otherwise, malicious partic-
ipants could exploit it to create manipulated partial models that pass validation checks,
jeopardizing the integrity and effectiveness of the global model. Consequently, for secure
and dependable data injection into the blockchain, the service provider must rely on a
DON capable of accurately fetching oft-chain data and delivering it to the blockchain.

Oracles function as trusted third-party entities that act as intermediaries between blockchains
and external systems. They enable smart contracts to perform computations using real-
world inputs and outputs. An oracle is essentially a software component that interacts
with, validates, and verifies external data sources before relaying that information to the
blockchain. TruFLaaS$ relies on oracles to supply the validation dataset to the smart con-
tract. These oracles are responsible for providing the smart contract with the valida-
tion dataset managed by the service provider. However, relying on a single oracle intro-

duces a central point of failure, potentially conflicting with the decentralized principles
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of blockchain technology and posing security risks. This issue, commonly known as the
blockchain oracle problem [16], has prompted the emergence of DONS as a solution [14].
A DON utilizes a combination of multiple independent oracle node operators and var-
ious reliable data sources to provide decentralized and secure access to oft-chain infor-
mation. By leveraging the collective intelligence of multiple independent nodes, a DON
helps to ensure the reliability and accuracy of data inputs into the blockchain network,
while also maintaining the decentralization and security that blockchain promises.

In TruFLaa$S, we employ a DON as an intermediary layer between the service provider
and the blockchain. Withouta DON, validation data would need to be directly published
on the blockchain. Unfortunately, this could lead to an unintended consequence where
all participants could potentially exploit the publicly available validation data to create a
partial model that, even if malicious, could pass the validation phase. To safeguard the
integrity and security of the FL process, validation data should only be provided after
meeting the necessary requirements for aggregation. For instance, in the context of pre-
dictive maintenance, a malicious client might attempt to construct a partial model that
performs well on the validation data while failing to accurately estimate the remaining

useful lifetime (RUL) when it falls below a certain threshold.

CLIENT

Clients gather data from IoT and IIoT devices that are utilized to train local models, re-
gardless of the specific ML algorithm used. After completing the training process, the
client transmits the partial model to a smart contract deployed on the blockchain. Con-
sequently, each client has a module for executing FL-related tasks and hosts a node of the
blockchain to join the service. Before joining an FL, clients must express their intention to
participate in such a process. If the existing procedures do not meet their requirements,
clients have the option to present new conditions to the service provider to establish a

fresh FL training setup that meets their needs.

BrockcHAIN NODE

As previously discussed, we utilize blockchain technology and smart contracts to enhance
trustworthiness among unfamiliar participants in the FL process. Consequently, the ser-

vice provider is responsible for deploying blockchain nodes. Clients have the option to
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eitherlocally run a blockchain node or connect to one of the nodes deployed by the service
provider.

On one hand, operating a blockchain node offers clients direct visibility into FL pro-
cesses. However, it comes with the potential drawback of consuming a substantial amount
of client resources, which can pose a challenge for clients with limited computing power
or storage capacity. Therefore, it is crucial to carefully weigh the trade-offs between direct
monitoring and resource utilization when deciding whether to run a blockchain node or
connect to one of the proxy nodes and submit their partial model. This flexible con-
figuration enhances the ease of using FL, as each participant is relieved of the burden
of managing a blockchain node and only needs to focus on training partial models and

transmitting them to the relevant smart contract.

5.3.2 TrUFLAAS ProTOCOL

This section explores the primary stages necessary for establishing trustworthiness within
a FLaa$S environment. Let’s consider a scenario where a service provider, denoted as s,
extends FL training capabilities, represented as f; € F, to its client group, denoted as C.
This service allows clients to collaboratively train a global model, denoted as mg;, based
on specified requirements for a given task.

To participate in s’s FLaaS$ offering, a client, referred to as ¢; € C, must have previously
registered with the service provider. Once the registration process is complete, ¢; obtains

a DID issued by s, which grants it the authorization to engage with the FLaaS$ services.

STARTING AND JOINING FL TRAINING

A client ¢; can either join an existing f; or start a new oneif the requirements implemented
by existing processes do not satisfy its demands. TruFLaaS employs a robust authoriza-
tion workflow, illustrated in Fig. 5.6, that leverages DIDs and VCs to regulate all interac-
tions. In the following, we detail the steps involved in initiating a new f; or becoming a

member of an existing one:

1. ¢; provides its DID and specifies the requirements that f; must address. The pa-

rameters that can be customized are summarized in Table S.2.
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Table 5.2: Configuration Parameters.

Parameter Value
Minimum rounds Positive integer

Minimum participants | Positive integer

Budget Positive integer
Aggregation algorithm JSON
Structure of the model JSON

Privacy techniques JSON

Metrics JSON

2. If there are no existing smart contracts s¢; that meet the client’s requirements, s
creates a new s¢; responsible for verifying and aggregating partial models based on

the specified criteria. However, if such an s¢; already exists, please refer to step 3).

3. sissues a verifiable credential ve; ; signed with its DID, allowing ¢; to interact with

the deployed sc;.

4. After completing local training, ¢; signs vc;; obtained previously with its DID,
generating a verifiable presentation vp; ;. It then submits vp; ; and the partial model

mp;,; to scy.

5. sc; validates the authenticity of vp; ; using s’s DID, which was responsible for re-

leasing vc; ;, and subsequently grants or denies participation in f;.

It is important to note that initiating a new f; is a resource-intensive operation and

should be avoided if existing training meets the client’s requirements.

TrusT LEVEL

Each client, denoted as ¢; and belonging to the set C, is assigned a trust level denoted as
t;; within the range [0, 1].

As highlighted in [13], most trust models in P2P networks differentiate trust towards a
peer into two categories: direct trustand indirect trust. Direct trustis established based on
prior interactions with a specific peer, while indirect trust relies on the global reputation

of that peer.
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Figure 5.6: Authorization workflow.

We define the Transaction Acceptance Rate (I' AR, ;) as follows:

TA;,

il

TARN =

(5.1)

Here, T'A;; represents the number of accepted transactions, and 7 ; represents the
total number of transactions made, both pertaining to the f; process.
The Global Trust Value (GT;) is defined as:

N
Zj:]_ tlv]

GT, =
N

(5.2)
In this equation, trust levels are accumulated from clients who have participated in
previous or ongoing FL processes. Leveraging both direct and indirect trust, we calculate

the trust level as follows:
_ GT,+TAR;,

Ly 2

These trust values are updated at each round through the specific smart contract (see

(5.3)

Fig. 6.2, step 11). At this stage, a consideration is made regarding the revocation of vc;
from client ¢; if their T'AR; ; does not meet the minimum requirements, i.e., fails to sur-

pass a predefined threshold. In each round, the average TAR (7 4r) among all partic-
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ipants and the corresponding standard deviation (074r) are computed. Subsequently,
an estimation is made regarding whether a client, considering the number of remaining
rounds, can exceed the threshold value set at i ag — o7 4g. If it is determined that the
client cannot meet this threshold, their corresponding vc;; is revoked, and they are ex-

cluded from further participation in f;.

VALIDATION AND AGGREGATION

After initiating a novel f; or joining an existing one, a client is provided with the necessary
v, required for contributing to that training. Below, we elaborate on the validation and

aggregation workflow depicted in Figure 6.2. These steps are repeated for each round k:

1. Each ¢;; € C; collects local data from the deployed IoT/IIoT devices.
2. The collected data are utilized to locally train a partial model mpf’ I

3. Each ¢;; provides mpﬁ ; and vp;; (obtained by signing vc;; through its DID) to
scp. s¢ validates and aggregates all partial models M P. Algorithm 1 outlines the

algorithm implemented by the smart contract for this purpose.
4. sc; forwards vp; ; to a smart contract responsible for participant authorization.

S. The authorization smart contract will grant or deny access to f;. Specifically, it
jointly verifies the validity of vp; ; and ensures that the embedded vc; ; has not been

revoked.

6. Before aggregating all partial models M PF. sc; waits until the aggregation require-
ments are met and validates M Plk against a validation set V¥, asubset of the com-

plete validation set V; provided by a DON d.
7. d requests V;* from s;

8. s provides V¥ to d. Importantly, for two distinct rounds j and 2, where j < 2,
p 1 p Y J J
V? must not be equal to V}/ to prevent a client ¢;; from crafting mp? to perform

well on a known V].

9. dreturns V¥ to sc;.
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10.

11.

12.

13.

14.

sc; validates M Plk against Vlk . Tobe accepted, a partial model must meet or exceed
a specific performance threshold. The Interquartile Range (IQR) method is used
to detect outliers. This method is robust to extremely large or small values and

is employed to calculate the threshold as Q1 — 1.5 * IQ R, where (1 is the first

quartile of the data.

Based on the collected metrics, sc; sends the updated reputations to a smart con-

tract responsible for tracking the trust levels (¢;) of each ¢;.

The smart contracts calculate the trust levels T* for each ¢;; and return them to

SCy.

sc; aggregates all validated mpi-C eM Plk , weighting them according to the corre-

sponding t¥ € T*.

The resulting global model mg} is distributed to all ¢; ; participants.

It is important to emphasize that transparent collaboration among smart contracts

plays a vital role in ensuring a trustworthy FLaaS ecosystem. This design choice guar-

antees:

* AlM Plk are validated and aggregated without biases, ensuring the correctness of

k
gmy.

* Only ¢;; that satisty the process requirements can participate in f;.

* Reputations of ¢;; are calculated by a smart contract using the output from s¢;.

Thus, we ensure the correctness of t; for each participant.

INCENTIVE AND PENALIZATION

Additionally, incentives and penalization mechanisms are in place. To initiate a new f; or

join an existing one, clients use tokens as an incentive mechanism. Tokens are purchased

from s and earned through positive participation. Tokens are also required to participate

in an established f; to discourage malicious behavior. Participants providing incorrect
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Algorithm 1 Smart Contract - Validation & Aggregation

Input: dids®, partial Models® valSet®, metric
Output: global Model*
accepted Partial Models® + ||
acceptedDids® < ||
per formances® « ||
fori < 1, partial Models*.size() do
mp < partial Models(i)*
per formance <+ evaluate(mp, valSet® metric)
per formances®.push(per formance)
end for
threshold < generatedT hreshold(per formances)
fori < 1,dids"*.size() do
did < dids(i)*
mp < partial Models(i)*
accepted < false
if per formances® (i) > threshold then
accepted Partial M odel s*.push(mp)
accepted Dids* push(did)
accepted <+ true
end if
update Reputation(did, accepted)
end for
th < getTrustLevels(acceptedDids")

M t(3)*accepted Partial Models(i)*
global Model"  Z=stlcectigtier 2
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contributions may have a portion of their tokens withdrawn in proportion to their con-
tribution quality score (G'T;). This ensures that all participants have a vested interest in
contributing high-quality work and helps maintain the integrity of the f;.

When creating a new f;, a budget (b;) in tokens is locked into the corresponding s¢;

by the initiating ¢; ;. This budget serves as an incentive for participation in newly started

5.3.3 TRUFLAAS EvAaLUATION

To validate our proposal and compare it with the existing literature, we focus on two
significant use cases: predictive maintenance and the detection of botnet attacks. These
use cases hold substantial relevance in industrial deployment scenarios and necessitate the

gathering of data from diverse distributed sources.

DATASET

For the predictive maintenance use case, we employed the NASA Turbofan Jet Engine
dataset [97]. This dataset is widely recognized and serves as a foundational benchmark
in NASA’s engine degradation modeling. It facilitates the estimation of RUL for the
engines under consideration. The dataset was generated through simulations of a com-
mercial modular aero-propulsion system and is composed of four sub-datasets. These
sub-datasets contain temporal readings from 21 sensors, including variables such as tem-
perature and fuel flow ratio. Each sub-dataset represents different combinations of oper-
ational conditions and fault modes.

To make effective use of this dataset, we initiated a data pre-processing step, which in-
volved eliminating features with inconsistent values. Additionally, since the training set
did not provide RUL values directly but only the number of time cycles an engine had
been in operation, we had to calculate RUL manually. For the purposes of our subse-
quent evaluation, we assumed that RUL decreases linearly over time, reaching a value of
0 at the end of the engine’s lifecycle. For each engine, we computed RUL as the difference
between the maximum time cycle and the current time cycle: RUL = max_time_cycle—
time_cycle. Moreover, in line with standard practice for regression problems, we nor-
malized the input values. Finally, we partitioned the dataset into training and testing sub-
sets, simulating the behavior of an FL network during the training phase using data from

100 engines.
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5.3 Trustworthy and Dynamic Participation to Federated Learning

Regarding the botnet attack detection use case, we employed the N-BaloT dataset [76],
which consists of genuine network traffic data collected from nine commercial IoT de-
vices that were genuinely infected by the Mirai and BASHLITE malware strains. This
dataset encompasses various types of malicious traffic, including network scanning and
firmware attacks. As a result, it supports multi-class classification, with ten attack classes
and one ’benign’ class. In our data preparation process, we initially used a Label Encoder
to convert the target values for each sample into numerical representations. These target
values signify the type of network traffic, either benign or one of the ten potential attacks.
Subsequently, we applied one-hot encoding to these values, transforming them into vec-
tors for each sample. Additionally, we normalized each feature using a MinMaxScaler,
scaling the data within the range of [0,1]. To reduce the feature dimensionality, we im-
plemented a feature selection mechanism based on an ExtralreesClassifier. Tree estima-
tors were employed to calculate feature importance based on impurity calculations. This
information was then used in conjunction with the SelectFromModel meta-transformer

to eliminate irrelevant features.

EXPERIMENTS

To demonstrate the effectiveness of our solution, we conducted a series of experiments in
two application domains: predictive maintenance and botnet attack detection. In each
experiment, we considered both honest clients with limited datasets and malicious nodes
with intentions to disrupt the training process or introduce backdoors into the global
model. We compared TruFLaa$ against two benchmarks: a conventional baseline with no
validation mechanisms and TrustFed [94], a framework designed for fair and trustworthy
federated learning.

To ensure fairness in the predictive maintenance use case, we used the same FL model
configuration. The model consists of an input layer with input_size x 24 input neurons
for each window, followed by two middle-dense layers with 24 x 24 neurons each. The
outputdense layer has 24 x 1 neurons. ReLU activation functions are applied to all layers,
and weight adjustments are made using the stochastic gradient descent (SGD) optimizer.
We evaluated the model’s accuracy using Mean Absolute Percentage Error (MAPE) after
the final aggregation. Additionally, we calculated the Mean Absolute Error (MAE) to

validate partial models and identify the most beneficial ones for training.
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Table 5.3: Botnet Attack Detection - TruFLaas experiments results.

Exp Nodes | Cross | Accuracy | Precision | Recall F1
) % Entropy % % % %
0 0.549 77.51 79.31 75.77 | 73.92
A 10 0.461 75.83 74.15 76.42 | 70.51
25 0.419 77.5 75.86 7911 | 72.20
0 0.390 77.55 81.13 79.47 | 73.38
# 10 0.409 75.83 78.12 76.81 70.7
25 0.387 74.16 71.43 77.53 | 69.39
0 0.41 77.39 70.31 77.39 | 71.95
#3 10 0.41 77.38 70.29 77.38 | 71.94
25 0.42 76.43 82.04 76.43 | 70.74
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Figure 5.7: Distribution of 10t percentile in training and testing data.

However, TrustFed had limited validation against multiple datasets and models. There-
fore, for the botnet attack detection scenario, we developed a novel FL model consisting
of four layers. The model’s architecture includes two Dense layers with ReLU activation
functions, comprising 64 and 32 neurons, followed by a Dropout layer with a 0.2 rate to
prevent overfitting. The final layer is a Dense layer with 11 neurons, one for each class to
be predicted, utilizing a softmax activation function. Since this use case involves multi-
class classification, we employed categorical cross-entropy as the loss function. In Table

5.3, we present the final evaluation metrics for the conducted experiments.

1) Heterogenous Data Distribution: First, we consider a scenario where the distribution of
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Figure 5.8: N-BaloT - Types of botnet attacks and their occurrences.

data, among honest clients, is heterogeneous. Hence, some nodes have more or fewer data
samples than others. Having clients with heterogeneous data distribution is one of the
major cases that justifies the adoption of FL: this situation is quite common in industrial
environments since the size of enterprises directly affects the amount of data generated.
We run this type of experiment while varying the number of participants and with differ-

ent percentages of nodes having augmented data.

2) Heterogeneous Data Distribution on Rare Cases: This experiment is a specific varia-
tion of the previous set. In the context of FLaa$, clients may have a particular interest
in a specific subtask, such as predicting Remaining Useful Life (RUL) below a certain
threshold or identifying a specific type of botnet attack. We are specifically focusing on
a deployment scenario where some nodes lack data related to particular classes of events,
which we refer to as "rare cases.” For instance, there might be smart manufacturing enter-
prises that have not encountered the breakdown of certain machinery or have never been

subjected to a specific type of attack.

In this experiment, for the predictive maintenance use case, we differentiate the data
records based on their RUL values. More precisely, we categorize samples with low RUL
values into the 7are records category by isolating them from the rest of the data. We iden-

tify this subset of data through statistical analysis, calculating the 10th percentile values
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for both the training and validation sets. Since NASA data do not adhere to a normal
distribution, we perform a standardization process to enable us to use the z-score table
for precise calculations of areas for any given normally distributed populations. Mathe-

matically, the standardization operation is described by the formula:

(5.4)

Here, z represents the z — scorevalue, x is the observation value, 1t is the mean of the

distribution, and o is the standard deviation of the distribution. Figures 5.7a and 5.7b
g

provide visual representations of the obtained percentiles on the training and validation

datasets, respectively.

For the botnetattack detection use case, we employ a multiclass classification approach.
Consequently, we identify the two attack classes with the lowest occurrence as "rare cases.”
Specifically, as indicated in Figure 5.8, these classes correspond to junk and scanning at-

tacks.

Our experiments involve variations in the number of nodes that lack data on rare cases
and the strategies for discarding nodes. We test four different strategies using two vali-
dation sets: one containing only rare cases (Rares) and another with a data distribution
identical to the global test set (Overall). The first strategy involves discarding nodes that
perform poorly on the validation set containing only rare cases. The second strategy en-
tails discarding nodes that perform poorly on the second validation set. The third strategy
requires the removal of nodes that perform poorly on both the first and second validation
sets. Finally, the fourth strategy involves discarding nodes that perform poorly on either

the first or second validation set.

3) Model Forging Attack: Safeguarding the security and reliability of FL platforms is of
crucial concern, given their extensive utilization across diverse domains. Model forging
attacks pose a significant threat, where a malicious participant may deliberately construct
a partial model with the intent to insert backdoors into the global model or disrupt the
training process altogether. To evaluate the robustness of TruFLassS against such attacks,
we carried out a series of experiments involving varying percentages of malicious nodes.

In these experiments, akin to the approach taken in TrustFed, we simulated the behav-

82



5.3 Trustworthy and Dynamic Participation to Federated Learning

100 T 100 T 100

g 90 -
&
=
] S R Baseline
5:' 80 TrustFed
—— TruFLaaS
70 L 70 L
; 0 a 10 0 5 10
FL Rounds FL Rounds FL Rounds
(a) (b} (c)

Figure 5.9: Predictive Maintenance: Heterogeneous Data Distribution - Accuracy comparison of
difterent node selection strategies with 0 nodes having augmented data (a), 10 nodes
having augmented data (b), and 25 nodes having augmented data (c).
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Figure 5.10: Botnet Attack Detection: Heterogeneous Data Distribution - Accuracy compari-
son of different node selection strategies with 0 nodes having augmented data (a),
10 nodes having augmented data (b), and 25 nodes having augmented data (c).

ior of malicious nodes by conducting training on data deliberately infused with random

noise, thus compromising the model’s integrity.

5.3.4 RESULTS

The experimental results reported in this section show that our solution outperforms

conventional baselines and TrustFed under all the considered circumstances.

1) Heterogenous Data Distribution: TrustFed exclusively consolidates partial models that
exhibit accuracy within the confines of the interval determined by the vicinity of the
mean and standard deviation. Nonetheless, the TrustFed methodology tends to overlook
clients whose data distribution is heterogeneous, enabling them to generate high-quality

partial models that surpass the performance constraints of this interval. Conversely, Tru-
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Figure 5.11: Predictive Maintenance: Heterogeneous Data Distribution on Rare Cases - Accuracy
comparison of different node selection strategies with 0 nodes without rare data (a),
10 nodes without rare data (b), and 25 nodes without rare data (c).
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Figure 5.12: Botnet Attack Detection: Heterogeneous Data Distribution on Rare Cases - Accu-
racy comparison of different node selection strategies with 0 nodes without rare data
(a), 10 nodes without rare data (b), and 25 nodes without rare data (c).

FLaa$ adopts a different approach, discarding partial models whose performance falls be-
low a predefined threshold. During the aggregation phase, TruFLaa$ incorporates all par-
tial models boasting accuracy greater than the lower boundary within the range defined
by the mean and standard deviation. The graphical representations in Fig. 5.9 and 5.10
clearly illustrate how TruFLaa$S outperforms TrustFed by effectively recognizing clients’

contributions, especially those with significantly larger datasets.

TruFLaa$ not only attains the desired accuracy more rapidly than other approaches
but also exhibits a growing advantage as the number of nodes with augmented data in-

creases.

2) Heterogeneous Data Distribution on Rare Cases: In this particular experiment, we re-

frained from comparing TruFLaa$S with TrustFed, as the latter does not differentiate be-
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Figure 5.13: Predictive Maintenance: Model Forging Attack - Accuracy comparison of the com-
pared approaches with 0 malicious nodes (a), 10 malicious nodes (b), and 25 mali-
cious nodes (c).

tween rare and common cases, and our approach would unquestionably demonstrate
superior performance.

The results of this experiment, illustrated in Fig. 5.11 and 5.12, vary based on the num-
ber of nodes lacking rare data and the strategy employed to exclude nodes with inadequate
performance. In the predictive maintenance scenario, the first two strategies, namely, re-
moving nodes with subpar performance on the validation set containing only rare cases
and eliminating nodes with unsatisfactory performance on the validation set mirroring
the test set’s distribution, outperform the other aggregation strategies under considera-
tion.

In the context of botnet attack detection, our solution exhibits resilience even as the
number of nodes without rare data increases. Notably, the growing presence of hetero-

geneous nodes does not adversely impact accuracy.

3) Model Forging Attack: In the predictive maintenance use case, given that TrustFed’s
FL configuration did not yield satisfactory results in comparison to our solution, we ex-
tended the number of FL rounds to 100. The clear distinction in performance between
TruFLaa$S and TrustFed when exposed to model forging attacks, while varying the num-
ber of malicious nodes, is vividly depicted in Fig. 5.13 and 5.14.

This difference in performance primarily stems from TrustFed’s use of the mean and
standard deviation for outlier detection, making itless reliable in the presence of extremely
large or small values. For instance, an outlier with exceptionally poor performance could

significantly skew the overall mean. In such cases, TrustFed may end up accepting out-
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Figure 5.14: Botnet Attack Detection: Model Forging Attack - Accuracy comparison of the com-
pared approaches with 0 malicious nodes (a), 10 malicious nodes (b), and 25 mali-
cious nodes (c).

liers with performance that should be considered unacceptable under normal conditions.
Additionally, TrustFed’s failure to weigh partial models means that aggregating an out-
lier can entirely disrupt the progress achieved in training up to that point. Notably, in
the predictive maintenance experiment, TrustFed even performs worse than the baseline
with zero malicious nodes. This could be attributed to TrustFed’s practice of removing
nodes that attain performance levels significantly above the average.

Conversely, TruFLaa$S employs a more robust outlier detection algorithm, consistently
achieving similar performance across all scenarios. Furthermore, the use of weights based
on the number of accepted transactions (i.e., the level of trust) ensures that sporadic er-
rors during the validation process have minimal impact on the global model, prevent-
ing disruptions to the entire training process. These findings offer valuable insights into
the robustness of our proposal and demonstrate its effectiveness in safeguarding against

model forging attacks.
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A verifiable credential is a novel standard that securely proves a statement about an entity,
without relying on centralized authorities. Thus, they are considered a key technology to
establish mutual trust among entities in highly distributed environments such as Cloud-
to—Thing Continuum. However, since statements can change over time, i.e. adevice using
a chip found with a vulnerability, how to efficiently revoke them is a major concern. In
this chapter, we mainly focus on the revocation of VCs in IoT networks. Specifically,
we introduce a novel approach that leverages an ECC-based accumulator. We evaluate
our revocation scheme in several configurations, showcasing its effectiveness in efficiently

revoking VCs while demanding minimum computing and storing capabilities.

6.1 TrusT IN IoT NETWORKS

Recently, we have been witnessing the outstanding widespread of IoT devices [9], which
are expected to surpass 125 billion by 2030 [57]. In such settings, the lack of trust [73] is
one of the major concerns that limit the full usage of data and collaboration among differ-
ent entities. Third-party organizations do not rely on external data for decision-making
and devices do not trust each other. Therefore, increasing trust in IoT networks would
remarkably contribute to leveraging a larger amount of data, leading to the development
of next-generation services [100].

At the state-of-the-art, PKI is the most widespread technology adopted to identify de-
vices and establish mutual trust [52, 53]. In this, digital identities are traditionally issued
and managed by centralized CAs. However, centralized approaches present several con-
cerns and limitations, including scalability, lack of control over own information, single
point of failure, and limited interoperability.

To address these concerns, decentralized approaches are increasingly attracting the in-

terest of the industrial and academic worlds. In this direction, the W3C has formalized
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and standardized DIDs and VCs as viable solutions for promoting decentralization. A
DID is a unique identifier that resolves to a DID document containing public keys, en-
abling the proof of ownership over specific data. On the other hand, a VC is a statement
about an entity that can be cryptographically verified by a third party. VCs ofter an alter-
native to traditional digital certificates for establishing trust and verifying the authenticity
of attributes. The interest in VCs has experienced significant growth in recent years. For
instance, VCs are considered a key technology by the European regulation for "electronic
IDentification, Authentication, and trust Services” (eIDAS) to ensure secure and remote
identity proofing [88]. DIDs and VCs have the potential to efficiently implement the con-
cept of Identity of Things (IDoT) [58] introduced by the Kantara Initiative. Each device
is assigned a DID that enables proving certain capabilities, through VCs, to other devices.

As for digital certificates, revocation of VCs for malfunctioning or compromised de-
vices is a critical operation for the trust of the whole network. A notable example is the
chip vulnerability on RSA key generation, as highlighted in CCS’17 by Namec et al. [84],
which resulted in the revocation of more than 700K certificates for devices using that
chip. In IoT networks, the presence of heterogeneous devices, some with limited com-
puting and storage capabilities, adds complexity to the revocation process. Additionally,
IoT networking can be constrained as well and characterized by limited bandwidth, low
transmission range, dynamic topology, and unreliable connectivity. These factors pose
challenges to the adoption of traditional revocation mechanisms like the OCSP [9¢] and
CRLs [32], which respectively assume reliable connections and large amounts of mem-
ory. Despite the growing interest in DID and VCs [48, 70], the development of efficient
approaches for VC revocation remains in its early stages, as evidenced by the lack of a
dedicated W3C standard [93].

6.2 EFFICIENT REVOCATION OF VERIFIABLE

CREDENTIALS IN JOT NETWORKS

To overcome revocation challenges in IoT networks, we introduce EVOKE [71], a novel
solution designed to address the efficient revocation of VCs in IoT networks. Our ap-
proach allows devices to establish trust while minimizing computing and storing over-
head. To achieve this, EVOKE leverages an ECC)-based accumulator [115], which ef-
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Table 6.1: EVOKE Notation.

‘ Symbol ‘ Description
N Set of IoT Networks
T Set of issuers
ACC Set of accumulators
J Geographical area
ij Single issuer
D; Set of IoT devices in j
d; Single IoT device
W; Set of witnesses in j
w; Witness of device d;
b DLT

ficiently aggregates multiple data into a unique element, and its size remains constant
regardless of the number of embedded elements. Additionally, proving membership in
the accumulator demands constant verification time. These characteristics ensure that
EVOKE maintains efficiency even when the number of credentials and devices within

the network grows.

6.2.1 SYSTEM AND THREAT MODEL

In this paper, we consider IoT networks A that comprise issuers Z, accumulators ACC,
a distributed ledger b, and IoT devices D. In real-world scenarios, devices interact within
specific geographical areas. Thus, without loss of generality, we assume that a geograph-
ical location j represents an IoT network n; € N. Each IoT deviced; € D; C Din
n; has a VC issued by the issuer ¢; € Z. To manage VCs, 7; accumulates all the valid
VCsof 7, ¢; accumulates them in a; € ACC. Table 6.1 summarizes the notation used in
the EVOKE system model and security analysis. In the design of EVOKE, we make the

following assumptions:

1. The issuer 7; possesses sufficient computing capabilities, including an adequate
level of processing power, memory, and necessary software/tools, to successfully

build the accumulator a, remove VCs, and generate witnesses W forall d; € Dj;
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Figure 6.1: EVOKE architecture. The dotted lines represent a closer examination of revocation

information shared on the DLT and data maintained by each IoT device.

2. each device d; is initially provided with a valid VC, a;, w;, its cryptographic mate-

rial and the public key of 7;, which has issued the VC. Through the public key of

15, dj, can establish secure and authenticated communications.

COMPONENTS

In this section, we provide a detailed explanation of EVOKE’s components, whose archi-

tecture is depicted in Figure 6.1.

920

* Issuer: the issuer i, is responsible for issuing and revoking VCs. It records all issued
VCsand IoT devices within the network. The issuer operates independently from
the rest of the network and only communicates through the DLT. We assume it
possesses sufficient computing capabilities for managing VCs, including the gen-

eration and update of the accumulator a; and witnesses ;.

* DLT: bserves as a secure, distributed data source for exchanging information (i.e.,
a; and W;), between the ¢; and D;. Each n; has at least one DLT node equipped
with adequate resources to maintain a consistent and up-to-date version of b. In
our work, we utilized a DAG-based ledger, DAG for brevity. The adoption of
a DAG offers transparency and immutability of shared data while exhibiting en-
hanced performance in terms of latency and energy consumption that make it the

best choice for IoT environments [42].

* IoT Device: d; € Dj vary in computational power, resource consumption, storage

capacity, and networking capabilities. Each IoT device d; is equipped with suf-
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ficient storage for essential components such as the a;, d;, a VC, DID, and asso-
ciated information. Additionally, each d; possesses the minimum cryptographic

functions necessary to establish trust within the IoT network n;.

THREAT MODEL

The security of our scheme relies heavily on the secure implementation of the proposed
system. We assume that the a; has been constructed securely, ensuring its collision resis-
tance. To assess the security of our system, we employ the Dolev-Yao model adversary [37],
who possesses the capability to eavesdrop on, intercept, or inject an arbitrary number of
messages. Furthermore, we also consider that the attacker can compromise the entities
composing n;. The primary objective of the adversary is to acquire a valid VC, thereby
gaining the ability to establish trusted communications. This goal can be accomplished

by compromising ¢;, D;, or communication links. We identify the following threats:

* Compromised Issuers: Gaining control over the issuer ¢; gives the adversary the
capability to arbitrarily issue valid VCs as well as revoke valid ones. The attacker can
generate VCs with false or misleading claims, improperly granting permission to
entities within the system. Furthermore, the adversary may invalidate legitimately
issued VCs, resulting in a denial of services (DoS) or disruption of the established

trust relationship.

* Compromised IoT Devices: IoT devices D; act as the entry point to IoT net-
works and can be vulnerable to a range of attacks if compromised by adversaries.
The attacker may identify vulnerabilities in the firmware of IoT devices to gain
unauthorized access or control over other devices. Devices can be compromised in
a variety of ways, such as malware distribution through firmware updates or the
devices may have already been manufactured with compromised hardware or soft-

ware components in case the adversary has direct access.

* Compromised Communication: In n;, D; are not obligated to implement en-
cryption mechanisms, making it relatively easy for the adversary to eavesdrop on
the traffic. For example, the attacker may use the intercepted VC to spoof the iden-

tity of the device and establish trust on its behalf.
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6.2.2 EVOKE ProTOCOL

The proposed approach allows IoT devices D; to securely communicate with minimal
overhead. Specifically, each device d; maintains the accumulator a;, which comprises
all the valid VCs, and a witness w; that demonstrates the validity of its credential. The
value of a; and the witnesses I¥/; are computed by the issuer 7; and initially provided
to all d; € D;. However, when a VC is revoked both a; and W; have to be updated.
Using just two values, which require only a few bytes, remarkably reduces the revocation
management overhead both in terms of storage and distribution. The remainder of this

section provides the full details of our method.

PRELIMINARIES

The accumulator a; is the key element of our proposal that enables efficient management

of VCs. In this subsection, we provide all the details related to its usage in EVOKE.

Proof of membership: When using a revocation list, two devices d; and dj, that have to
authenticate each other present their VCs and verify whether the received one is included
in the list. Similarly, to use a; to revoke VCs, d; needs to present proof of membership
named witness. In this way, the receiver applies a verification function that allows it to

state whether the VC has been included in a;.

Inputs of the accumulator: Values in a; are derived from the hash conversion of the
valid VCs. Therefore, the security of a; relies heavily on the chosen hash function. In
our case, we use the widely adopted SHA-256 hash function, which is considered to be

secure and collision-resistant.

Functions: The following functions are used to implement the proposed approach:

* Qinfo < Setup(K): setups the parameters of aj by taking a set of public values K,

which represent the random generators of the elliptic curve.

* a; < ComputeAccumulator(aisfo, V): accumulates a set of valid verifiable cre-
dentials V by mapping them onto the curve. This function is also executed to up-
date a; when V is modified, as VCs can be revoked and newly valid ones can be

issued.
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* a’ + RevomeFromAccumulator(ais, al *, V): removes a set of invalid verifi-

J ]
able credentials V. This function is also executed to update a;.

* w < ComputeWitness(aj, vc;): generates a witness value w; for a valid verifiable

credential vc;, providing proof of its membership within a;.

* 0,1 « Verify(aj, vci, w;, pki): the verifier executes this function to authenticate
di. It verifies whether w; provided by d; is accumulated in aj and uses the device’s

public key pk; to ensure that vg; is associated with d;.

. a; <+ UpdateAccumulator (ajnfo, ajtfl, V): removes a set of invalid verifiable cre-
dentials V through the RevomeFromAccumulator() function. In case, a new set
of valid verifiable credentials V is released, they are included in a; using the ComputeAccumulator()

function.

* w' ¢+ UpdateWitness(a}, vc;): updates the witness corresponding to a valid ver-
ifiable credential vc;. When aj is updated, previously disseminated Wj‘_l become
invalid. This function takes the updated value aJ-t, a verifiable credential vc;, and

returns a valid witness w{ corresponding to vc;.

ProTOCOL

This subsection describes the main phases of our protocol, which leverages the accumu-
lator presented in [115]. Given two IoT devices d; and d, they can validate each other as
long as the accumulator a; and their respective witnesses, w; and wy, are updated. To se-
curely share aj amongall d; € Dy, i; includes the accumulator a;, as well as the witnesses
W, in self-signed VCs and publishes them on b. This approach enables D; to verify the
authenticity before updating.Furthermore, if d; is outdated and cannot directly down-
load the freshly issued a; and w;, the updated dj, can share the refreshed VCs needed
to establish mutual trust. The proposed protocol supports mass and offline revocation,

which are defined as follows:

Definition 3 (Mass Revocation). Mass revocation is the capability of efficiently revoking a
large number of VCs without impacting the issuer and device overbead. A protocol designed
for mass revocation ensures that the memory size of the underlying data structure as well as

the verification time remain unaffected by the number of revoked VCs.
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Figure 6.2: Updating accumulator and witnesses.

Definition 4 (Offline Revocation). Offline revocation refers to the capability of devices to
recetve and apply updates even when they have been disconnected from the network, with-
out burden on network resources. A protocol that supports offline revocation is designed to

minimaize the amount of data transmission overbead required to facilitate these updates.

Setup. In the setup phase, 7; securely generates the accumulator’s parameter K and ini-
tializes a; by executing the Setup() function. Valid VCs are accumulated into a; through
the ComputeAccumulator() function. For each valid VC, i; generates a hash value,
which serves as a unique identifier, which is then used to obtain the corresponding rep-
resentation on the curve. After computing the final a; value, i; generates the witnesses
w; € W; for each valid VC by using the ComputeWitness() function. W provides cryp-
tographic proof of the inclusion of the VC in a;. Initially, each d; receives a;, a valid VC,

and its corresponding w;. These components are essential for subsequent operations.

Authentication. During the authentication, d; imitates the communication with dj, by
sending the timestamp of a;. Theissuer associates a timestamp with the accumulator that

serves as a means to synchronize the devices and ensure consistency. Device dj, compares
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the received timestamp with that of its own accumulator. Matching timestamps indicate
that both d; and dj, are operating with the same version of a;, and they can proceed with
the authentication. However, if the timestamps differ, it implies that one of the devices
has an outdated a;. In this case, the device with the older timestamp updates its a; to
the latest version. Once synchronized, d; and d, exchange VCs and the corresponding
witnesses, namely w; and wy,. Both devices hash the received VC and utilize the Verify()
function to check if the hashed VC provided by the other device is included in ;. This
verification step ensures that the VCs are valid and have not been tampered with. If both
VCs are found within a;, it indicates their membership and authenticity. Consequently,
the devices can trust each other and establish a secure and trusted communication chan-

nel.

Update. Over time, the issuer ¢; may need to revoke certain VCs due to device compro-
mise or faults. Revoking VCs entails updating the accumulator a; and the correspond-
ing witnesses W for the IoT devices that are still functioning correctly. Figure 6.2 offers
a high-level overview of our protocol while updating an IoT network. To revoke VCs,
i; executes the UpdateAccumulator() function that removes invalid credentials from
a;.Once the updated a; is obtained, 7; uses the novel version to generate a new W; for
the remaining valid VC. The UpdateWitness() function is employed to calculate the up-
dated witnesses based on the modified a;. These witnesses provide cryptographic proof
of the membership of the VCs within a;. Subsequently, ¢; embeds the updated informa-
tion, including the newly generated W;, within VCs signed by ¢; to ensure their authen-
ticity. These modified VCs, containing the refreshed witnesses, are then shared through
aDAG b. By distributing the updated VCs with their corresponding witnesses, other de-
vices in the network can be informed about the revoked credentials and have access to the
latest valid set. This mechanism ensures that all devices have an up-to-date view of the

trusted credentials within the system, promoting secure and reliable communication.

In an IoT network nj, offline updates are essential for devices with intermittent con-
nectivity or power-saving hibernation. EVOKE leverages VCs to share a; and W, en-
abling devices to update even when not directly connected. When an updated device d;
encounters an outdated device dy, it can facilitate the update process by sharing a VC
that contains a more recent version of a;. Depending on the networking capability of d,

there are two possible approaches: direct retrieval and indirect retrieval. If dj, has suffi-
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Algorithm 2 HandleUpdates. Function executed to update d; € D;. If d; becomes
outdated, it can still receive revocation information from updated devices.

1: Input: D;, b

2: Output: updated D;

3: foreachd; € D, do

4 d; interacts with some dj, € D; with¢ # k

S if az- is older than aé? then

6 al < af

7 if d; has sufficient connectivity then

8 w; < DirectRetrieval(b, d;)

9 else
10: if dj; has sufficient connectivity then
11: w; < IndirectRetrieval(b, dy, d;)
12: end if

13: end if

14: else

15: if @ is older than a; then

16: af d}

17: if dj, has sufhicient connectivity then
18: wy, < DirectRetrieval(b, dy)

19: else
20: if d; has sufficient connectivity then
21: wy, < IndirectRetrieval(b, d;, dy,)
22: end if
23: end if
24: end if
25: end if
26: end for

cient networking capability, it directly retrieves the corresponding wy, from b. Otherwise,
it obtains wy, from d; or another device with satisfactory network connectivity. This indi-
rect retrieval process ensures that dj, receives the necessary wy, to accompany the updated
a;. Importantly, both a; and wy, should be included within a VC to facilitate the sharing
process. By utilizing VCs to share a; and W, the EVOKE system ensures that updates
are always trusted, even if not directly provided by ;. Algorithm 2 shows how updates

are handled in n;.

Discussion. EVOKE’s ability to handle intermittent connectivity and hibernation en-

sures that IoT devices D; can remain up-to-date, thereby maintaining the system’s in-
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tegrity and security. However, when two outdated devices, d; and dj, interact, it is im-

portant to consider two possible scenarios that require further attention.

» Consistent accumulator version: If both devices d; and dj, have the same version of
the accumulator a;, they are not able to detect any missed updates. Consequently,
the devices trust each other and proceed with mutual authentication. Any neces-

sary updates are applied when these devices encounter an updated device in n;.

* Inconsistent accumulator version: When both the devices are outdated, but possess
difterent versions of a;, additional steps are required. Let’s assume that dj, has the
older version of a;. If dj, is capable of implementing direct retrieval, it retrieves
wy, and recognizes that it corresponds to a fresher version of a; than what was ex-
changed. Asaresult, dj, obtains the associated novel version of a; and updates itself
accordingly. On the other hand, if indirect retrieval is necessary, d; collects wy, and
performs a similar verification process. Eventually, d; acquires the latest version of
a; and the corresponding witnesses and updates dj, accordingly. By following this
procedure, devices ensure that their accumulators and witnesses are synchronized,

allowing for consistent and trusted communication.

These scenarios highlight EVOKE’s adaptability, allowing D; to reconcile differences
in accumulator versions and update each other for consistency. Through these mecha-
nisms, EVOKE promotes seamless communication and guarantees the overall security

and reliability of the IoT network n;.

6.2.3 SECURITY ANALYSIS

In this section, we consider the threats introduced in Section 6.2.1 and analyze how EVOKE

provides strong security guarantees against them.

SECURITY OF ISSUER

Theissuer; is the primary target of the adversary as it manages the accumulator a;, which
is the key data structure for handling VCs. We examine three potential attack scenarios

and corresponding countermeasures:
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1. Securing the Issuer’s Environment: i; is deployed in a secure environment that im-
poses restrictions on direct external communication. Valid VCs are accumulated
within the issuer’s secure perimeter, and a; is shared with n; through a DAG b.
This setup makes it significantly challenging for the attacker to gain unauthorized

access a; from external sources.

2. Compromise of Accumulator Security Measures: Despite robust defense mecha-
nisms in place, the adversary may still attempt to compromise the security measures
protecting a; and acquire the setting parameters ajnfo. However, even if the adver-
sary gains access to these parameters, it does not provide them with an advantage
in attacking the revocation management process. To undermine our approach, at-
tackers would need to obtain the key pair associated with the issuer DID and use

it to sign fraudulent VCs that comprise the accumulator a; and witnesses 1;.

3. Key Pair Compromise: If an adversary successfully obtains the issuer’s key pair,
immediate action must be taken to mitigate the risk. This includes migrating 7;
to a new server and providing it with a fresh DID and key pair. By replacing the
compromised key pair, the system maintains the integrity and security of VCs, pre-

venting unauthorized access and fraudulent activities.

SEcuriTY OF IoT DEVICES

The adversary can compromise an IoT device d; € D)j, enabling them to launch vari-
ous attacks within the IoT network n;. d; provided with a valid VC and w; can establish
trusted communications with other entities that place trust in ¢;. Therefore, 7, is respon-
sible for identifying and detecting malicious activities, ensuring that VCs associated with
compromised devices are removed from a;. Several approaches have been proposed to de-
tect compromised devices and malicious activities [27, 69, 124], however, these challenges
lie beyond the scope of this paper. i; updates W and a;, distributing them to D;. Asa
result, malicious d; € D; will not be provided with valid witnesses, thereby preventing
the attacker from successfully bypassing the revocation mechanism using a compromised

d; or its stolen VC.
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SECURITY OF COMMUNICATIONS

In n;, the traffic may not be encrypted, thus, further broadening the attack surface. We
consider two possible attack scenarios and corresponding countermeasures occurring dur-

ing the update phase:

1. Selective VC Fowarding: One attack scenario involves the attacker intentionally not
forwarding the VC containing the updated version of the accumulator a; to out-
dated devices. As a result, outdated devices may continue to trust devices whose
VCs are no longer valid. However, it is important to note that an outdated device
can still be updated by an honest device during communication initiation. Addi-
tionally, to address the concern of the adversary providing an outdated version of
a;, devices only update the value of a; if the associated timestamp is fresher than
the previous one. By incorporating timestamp-based checks, devices can ensure
that updates are only applied when newer information is available, mitigating the
risk of relying on outdated VCs. Furthermore, an attacker may not provide the
latest version of a; instead, they may provide a version that includes their revoked
VC but is fresher than that of an outdated device. In such cases, if the device sup-
ports direct retrieval, it can directly detect the deceptive attack when collecting its
updated witness. Otherwise, the adversary provides the device with the witness
corresponding to that version of a;, and a mutual trust is established. However, it
is worth noting this is an extreme scenario and it is limited over time since, as shown
in Section 6.2.4, most of the devices are updated within the first hour. Once the
devices receive the updated a;, the attacker can no longer deceive them since their

VC will no longer be included in the accumulator.

2. VC Theft and Masquerading: The attacker can steal the VC comprising the up-
dated w; of d;, attempting to masquerade as the legitimate device. However, since
the adversary does not possess the key pair associated with d;, they cannot prove
the ownership of the VC and establish trusted communication. Furthermore, in
case of transmissions that involve sensitive information, data can be encrypted us-

ing the public key of the receiving device.
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6.2.4 EVALUATION

In this section, we present a comprehensive evaluation of our approach. We designed a
series of experiments to thoroughly assess the effectiveness and applicability of EVOKE.

In particular, we considered the following scenarios:

* Commodity IoT Devices: to gauge the practicality of implementing EVOKE in
real-world scenarios, we conducted experiments on various off-the-shelf IoT de-

vices.

* Hybrid Network Settings: since not all commodity devices support running
customized code directly, we performed a set of experiments on an IoT network
that comprises both off-the-shelf devices and Raspberry Pis to explore more cus-

tomizable and broader scenarios.

* Large-scale Analysis: as it would be impractical to evaluate our proposed ap-
proach on thousands of devices, we devised a set of experiments to simulate a large-

scale IoT network and evaluate the scalability of EVOKE.

The results of these experiments, along with detailed explanations, are provided in the
subsequent subsections. Through this comprehensive evaluation, we aim to demonstrate
the effectiveness, feasibility, scalability, and versatility of EVOKE in various IoT deploy-

ment scenarios.

IMPLEMENTATION SETUP

We developed a prototype of EVOKE! to evaluate its runtime performance and test its
core functionalities. We utilized JavaScript and WebAssembly (WASM) [12] for the im-
plementation in commodity IoT devices. To ensure consistency across all experiments,
the same functions were also employed in all scenarios. To enable cryptographic oper-
ations, we leveraged the crypto-wasm-ts library developed by docknetwork [36]. This
library provides a comprehensive set of cryptographic primitives and algorithms imple-
mented using WASM. It ensures efficient and performant execution of cryptographic

tasks within EVOKE. For managing DIDs and VCs, we utilized the identity-wasm/web

1https:/ /github.com/evokeve/EVOKE
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Figure 6.3: Topologies used in our hybrid networks experiments.

library from IOTA [46]. This library offers robust functionality for creating, managing,
and verifying DIDs and VCs. Finally, to handle the DLT, we employed the IOTA Tan-
gle [91], a DAG that is specifically designed to cater to the unique requirements of IoT
applications [117, 118]. All the results have been averaged over 1K runs. To ensure trans-
parency and reproducibility, we have made our prototype implementation, along with all

the experiments, available on GitHub".

ComMmmMmoDITY IoT DEVICES

In these experiments, we aim to evaluate the feasibility of using EVOKE on commodity
IoT devices. For this, we set up an IoT network comprising different types of oft-the-shelf
IoT devices, which can be found in modern smart homes. In our study, we considered
devices capable of running EVOKE’s code directly. Specifically, all the devices support
JavaScriptand WASM. To ensure compatibility with various devices, we realized different
approaches. For instance, we developed a basic application using the LG WebOS devel-
oper framework [65,112] for the LG Smart T'V. For other devices, the code was provided

through a Python web server.

Table 6.2 reports the specifications of the considered devices, which feature varying
resources and operating systems. Table 6.3 presents the results. In particular, we high-
lighted the performance of key operations. It is important to note that the size of the
information is independent of the specific device used. The storage requirements for
maintaining the accumulator and the witness are approximately 1.5 KB. Notably, these
values, along with the execution time of the main operations, remain consistent regard-

less of the number of VCs involved. This demonstrates the scalability and efhiciency of

thtps:/ /github.com/evokeve/EVOKE
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Table 6.2: Commodity IoT devices used in the experiments and their specifications.

i Operating
Device Type Processor Memory System
LG
Smart TV Smart TV LG Quad Core Processor 1.5GBRAM WebOS
Amazon Home Assistant MediaTek MT8163 1GBRAM Linux
Echo Show 5
Apple T )
iPhone 12 Smartphone Apple Al4 Bionic 4GBRAM i0OS 16
Oculus ) ]
Quest 2 Virtual Reality Headset | Qualcomm Snapdragon XR2 | 6GBRAM | Oculus OS

Table 6.3: Performance evaluation of EVOKE operations on commodity IoT devices.

Operation LG Amazon Apple Oculus
P Smart TV | Echo Show | iPhone 12 | Quest 2
Verify
valid VC 477 44 ms 499.70 ms 12.62 ms | 48.69 ms
Verify
revoked VC 476.89ms | 498.67 ms 12.58 ms | 47.89 ms

EVOKE across different commodity devices in terms of resource utilization and execu-

tion time.

HyBRID NETWORK SETTINGS

In most cases, off-the-shelf devices do not provide direct access for running custom code.
However, they often offer APIs that allow developers to control and interact with them.
In this scenario, we considered a hybrid IoT network, which consists of both oft-the-
shelf devices and Raspberry Pi, serving as controllers for the devices that only provided
APIs. By leveraging the capabilities of Raspberry Pi, we were able to perform EVOKE’s
other operations. The Raspberry Pi devices act as intermediaries, enabling the execu-
tion of EVOKE functionalities on behalf of the devices. This approach allowed us to
overcome the limitations imposed by the off-the-shelf devices’ restricted programmabil-
ity and harness the power of EVOKE’s features. Moreover, this setup ensured the seam-
less integration of EVOKE operations across a range of devices, expanding the potential
applications and scalability of the system. In modern smart homes, advanced integration

and connectivity between devices enable enhanced safety and convenience features. For
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instance, consider a scenario where a smart lock is intelligently linked with a smoke de-
tector. EVOKE allows establishing trust among the devices, enabling it to automatically
unlock the door to facilitate the evacuation of occupants during a fire emergency.

In our experiments, we evaluated the performance of EVOKE in two popular network
topologies for IoT protocols (i.c., Zigbee and Z-Wave) and scenarios [126]. Specifically, we
considered star network topology and mesh network topology, whose deployments are
depicted in Figure 6.3. These scenarios represent real-world use cases and provide valu-
able insights into the effectiveness and applicability of EVOKE in real IoT environments.
The star topology (Figure 6.3a) consists of a central hub or controller connected to mul-
tiple peripheral devices. In a smart home scenario, it is usually represented by a home
assistant (i.c., Amazon Alexa or Google Home). All communication flows through the
central hub, which acts as a centralized point of control and coordination. This topology
offers simplicity in management and facilitates efficient communication between devices
and the central hub. However, it can pose limitations in terms of scalability and fault
tolerance, as the entire network relies on the central hub. The mesh topology (Figure
6.3b) involves interconnecting multiple devices in a decentralized manner. Specifically,
we considered a fully connected network, a particular case of a mesh network where each
device can communicate directly with all the other devices. This topology provides ro-
bustness and redundancy, as there are multiple paths for data transmission. It can adapt
well to dynamic environments and enables better fault tolerance. However, the complex-
ity of managing and coordinating communication among numerous devices increases
with the size of the network. By considering both the star and mesh topologies in our
experiments, we aimed to assess the performance and suitability of EVOKE in different
network configurations.

To evaluate the performance of the two network topologies, we implemented them
using a local cluster consisting of five Raspberry Pi4 provided with 8GB R AM. All Rasp-
berry Pis were connected to the same Wi-Fi network, ensuring a controlled environment
for our experiments. This setup allowed us to observe the network configurations and
measure latency with precision. However, due to the inherent variations in clock accu-
racy among different devices, it was essential to synchronize their timestamps accurately
to obtain reliable metrics in our experiments. To achieve this, we utilized the Network
Time Protocol (NTP) [79], a widely adopted networking protocol specifically designed

for clock synchronization in distributed networks.

103



6 Authorization Revocation

8 100 = 100

2 sopg || Ll l 80 | |
S 60 (@ |5 Yrdeed) g0l (B | 60

o 7 || |B Missing ;

g A0F [0 EVOKE ol sl 109

5200 (1 BEEE

% 0 : ; 2 : I : I : I I O : I I I I
& 10K S0K500K 1M 10K S0KS00K 1M 10K S0K500K 1M

Number of Devices Number of IoT Devices Number of IoT Devices

() 10% devices missing updates (b) 30% devices missing updates  (c) 50% devices missing updates

Figure 6.4: Percentage of updated IoT devices by EVOKE varying the number of devices that miss
updates.

Table 6.4: Performance evaluation of EVOKE operations on commodity IoT devices.

Topology Approach | Total Latency | E2E Latency
EVOKE 1152.7 705.5
Star Network s ms
Baseline 967.7 ms 948.3 ms
EVOKE 545.2 ms 307.5 ms
Mesh Network
Baseline 97.4 ms 91.7 ms

In Table 6.4, we present the results for the two network topologies examined in our
study. We focus on the key metrics: total latency and end-to-end (E2E) latency. The total
latency encompasses the overall delay in establishing trust between two updated devices.
On the other hand, E2E latency specifically captures the time taken for the verification
data to traverse between devices. As expected, the star network exhibits latency more than
double that of the mesh network. This discrepancy arises due to the higher number of
devices involved in interactions within the star network. Notably, network overhead, in-
cluding synchronization delay introduced by N'TD, is the main factor to affect the overall
latency. To evaluate the EVOKE overhead, we compared it to a baseline, intended as the
latencies while sending a minimum amount of data in the same network configurations
without performing any operations. In the baseline, the total latency represents the delay
to send a message and receive the response. On the other hand, the E2E latency is the
delay in sending a minimum amount of data from one device to another. EVOKE oper-
ations for verifying VCs only contribute a few milliseconds per device, posing minimal

impact on total latency. Therefore, the increased latency between EVOKE and the base-
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line is due to the transfer of revocation information, however, its size is much lower than

existing approaches.

LARGE-SCALE ANALYSIS

To conduct a scalability evaluation of EVOKE, an extensive number of devices would be
required. However, due to practical limitations, we implemented a large-scale network
simulation of IoT devices. The simulation was run on an 11th Gen Intel(R) Core(TM)
i7-11370H @ 3.30GHz equipped with 4 cores and 16GB of RAM. The configurations
we considered involved scaling the number of devices from 10,000 up to 1 million over
a simulated week. In addition to assessing scalability, our experiments also focused on
evaluating the effectiveness of offline updates. To achieve this, we categorized devices as
either updated or outdated, with varying percentages of devices missing updates. Ad-
ditionally, an outdated device can be normal or constrained, the former supports direct
retrieval, while constrained devices can only be updated indirectly. We adopted a revoca-
tion share of approximately 0.028% of VCs per day (almost 10% yearly), based on similar
studies [60] that addressed PKI-certificate revocation. This estimation was derived from
the impact of the Heartbleed bug on certificates [68]. When a VC is revoked by the is-
suer, the accumulator and witnesses are updated and disseminated through the Tangle.
However, due to various circumstances such as lack of connectivity or devices being in
power-saving hibernation mode, a portion of IoT devices may not receive these updates.
In our simulations, we considered different missing shares of 10%, 30%, and 50% in differ-
ent experiment executions to understand the impact of outdated devices on the system.
We designed interactions where each device communicates with 5 random devices within
an hour. During the interactions, devices exchange their accumulators implementing the
protocol described in Section 6.2. Therefore if a device has an outdated witness, the node
with the older version requests an updated witness from the Tangle node or the interact-
ing device if the capabilities are not sufficient.

In Figure 6.4, we highlight the percentage of updated IoT devices in one hour by
EVOKE while varying the number of devices missing updates. Updated bars indicate
the percentage of devices that have received the novel accumulator and witnesses, while
the Missing bars denote the percentage of devices missing such information. As clearly

shown, the percentage of updated devices is not affected by the number of devices. The
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Figure 6.5: Issuer overheads for managing VCs.

experimental results demonstrate that EVOKE can update almost the whole Io T network
in the first hour when the number of devices missing updates is 10%. By increasing the
number of disconnected devices to 30% and 50%, the percentage of updated devices in

the network reached approximately 90% and 75%, respectively.

Figure 6.5 illustrates, on a log scale, the three primary overheads encountered on the
issuer side: the generation of the accumulator, the production of witnesses for the in-
cluded VCs, and the updating of the accumulator. This latter comprises the removal of
VCsand the generation of witnesses. The update of the accumulator was analyzed under
various scenarios, considering different percentages of revoked VCs: 10%, 25%, and 50%.
Evaluating EVOKE while revoking half of the issued VCs demonstrates its efficiency in
handling mass revocations: the store requirements are not affected, while as the revoked
VC percentage rises, the accumulator update time decreases due to fewer witnesses gen-
erated. Indeed, the graph highlights that the generation of witnesses is the most time-
consuming operation. As demonstrated [18], the number of operations needed to gen-
erate w witnesses requires at least {2(w) operations. However, even when generating 1
million witnesses, the process only requires 80K ms. It is important to note that issuers
typically have more computational power, enabling a significant reduction in this over-
head. Furthermore, by increasing the percentage of revoked VCs, we observe a decrease

in the time required for updating the accumulator and generating the new version of the
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witnesses. This result is because updating the accumulator involves the removal of VCs,

which in turn reduces the number of witnesses to be generated.

DiscussionN

In this section, we present further considerations regarding the conducted experiments.
As previously mentioned, to ensure consistency across all scenarios, including those in-
volving commodity IoT devices, we implemented all experiments using the same JavaScript
and WASM libraries. However, it is worth noting that employing diverse implementa-
tions and programming languages could potentially yield improved performance out-
comes. These variations could lead to optimized execution and better resource utiliza-

tion.

Commodity IoT Devices. Vendors typically restrict end users from directly running
code on their devices. To demonstrate the compatibility of EVOKE with commodity
devices, we developed a JavaScript/ WASM application. In this approach, a device sends a
request to a server, which responds with an HTML page containing our JavaScript code.
This allows the execution of the primary EVOKE operations on the device itself. How-
ever, it is important to note that we had to consider commodity devices with a browser
connection to run EVOKE through JavaScript/ WASM. Nevertheless, we demonstrated
that vendors have the opportunity to integrate EVOKE into their products.

Hybrid Network Settings. The adoption of a hybrid network, which combines both
off-the-shelf devices and single-board computers such as Raspberry Pis, provides a holistic
approach to exploring the potential of our solution. This setup not only demonstrates
the versatility of EVOKE but also broadens its scope, making it applicable in contexts
where different types of devices coexist and require efficient and secure management of
VCs. Through this set of experiments, we demonstrated the applicability of EVOKE
even when the code is not executed directly on the target device but rather on the con-
trolling board. This flexibility opens up new possibilities for deploying our solution in
diverse environments. Moreover, the introduction of a controller in the network fur-
ther expands the potential applications of EVOKE. By incorporating a controller into
the system, we can extend the utilization of VCs and, consequently, the use of EVOKE

to encompass more resource-constrained devices. This capability becomes especially rel-
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evant for incorporating small sensors that lack the computational power to handle VCs

or any revocation mechanisms directly.

Large-Scale Analysis. This set of experiments allowed us to demonstrate two impor-
tant features of EVOKE that can be achieved through the accumulator: mass and offline
revocation. The size of the accumulator does not increase with the number of devices,
thus, it can be employed for massively revoking VCs in any IoT network. The informa-
tion stored by each device for the accumulator and witness is always in the order of 1.5
KB. Including the accumulator within a VC signed by the issuer and the reduced size of
the accumulator itself enable updated devices to update the ones that missed fresh revo-
cation information. Also when 50% of devices are missing updates, after 1 hour, around
72% of the whole network has been successfully updated. Moreover, as shown in Section
6.2.5, the network overhead of EVOKE to update information is minimal compared to

other approaches.

6.2.5 CoMPARISON TO OTHER APPROACHES

This section compares EVOKE to the most widespread techniques in the revocation
space and V’CER [60], which we consider the closest work in the literature. It is worth
noting that these approaches are applied to PKI certificates, but they can be extended to
VCs.

OCSP. In OCSP [96], the verifier sends a request to the issuer to check the validity of
the presented VC. The traditional OCSP approach assumes the verifier has a fast and re-
liable connection to the issuer. However, this assumption may not hold in IoT networks
due to the network overhead and the limited connectivity capabilities of certain devices.
OCSP Stapling offers a more efficient alternative. It shifts the responsibility of querying
the issuer from the verifier to the presenter of the VC. The presenter periodically queries
the issuer and appends a time-stamped OCSP response, which is signed by the issuer.
Thus, the verifier can obtain the necessary information about the VC’s validity without
additional communication. While OCSP Stapling provides a more efficient approach, it
is worth noting that the stapled OCSP responses have a limited validity period and do
not guarantee information freshness, which is a key advantage of this protocol. Further-
more, each OCSP request typically consumes around 4 KB of data [68], which exceeds
the 1.5 KB required by EVOKE. Recently, TinyOCSP [52] managed to reduce the size
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Table 6.5: Comparison of EVOKE to other approaches

Work Storage Mass Offline

IM Cert/VC | Revocation | Revocation
EVOKE 1.5 KB X X
V’CER [60] 3KB - X
Revoc. List 2020 [93] 125 KB - -
CRLite [105] 112.5 KB - -
Let’s Revoke [63] 70 KB - -
TinyOCSP [52] - - -

by approximately 70%; however, meeting this requirement while maintaining a reliable

connection remains challenging in many IoT networks.

CRLs. When using CRL [32], devices need to store the whole list. However, in IoT
networks comprising many devices and VCs, the amount of data to memorize can be
extremely large. A CRL that contains only strictly necessary information for 1 million
certificates would require at least a few MBs of storage [68]. Concerning VCs, the only
revocation mechanism proposed by W3C is the draft namely Revocation List 2020 [93].
It associates each VC with a position in a bitstring managed by the issuer. If the binary
value at a specific position is set to 1, the VC is considered revoked; otherwise, it is con-
sidered valid. With 1 million VCs, this would result in approximately 125 KB of storage.
However, the use of a bitstring offers the advantage of high compressibility since a signifi-
cant number of credentials often remain unrevoked, leading to long sections of repetitive
bits. By employing compression techniques like ZLIB [35], the compressed size of the
bitstring can be nearly halved, assuming an average compression ratio of 50% in case of
mass revocation. Although a lower percentage of revoked VCs would yield a higher com-
pression ratio, the memory storage would still exceed that of EVOKE. Indeed, EVOKE
always requires that each device only stores 1.5 KB, even though the number of devices in
the network may be larger. There are ongoing research efforts, such as CRLite [105] and
Let’s Revoke [63], aimed at reducing the storage and update overhead specifically for the
Web’s Public Key Infrastructure PKI. These solutions can reduce the size of the CRL to
hundreds of kilobytes.
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V’CER. In the literature, we find V’CER as the closest work to EVOKE. V’CER aims
to tackle the challenge of efficient trust establishment on constrained networks using PKI
certificates. V’CER adopts Sparse Merkle Trees (SMTs) [10.1007/978-3-319-47560-8_13],
a type of MT that contains all possible hash values. Similar to our approach, V’CER
concatenates valid certificates to create a hash root, which can be considered analogous
to the final value of the accumulator in EVOKE. However, instead of witnesses, V’CER
employs a small set of hashes known as the co-path, which represents all sibling nodes
on the path to the root and serves as a proof of inclusion (Pol). The size of the Pol is
O(log(n)), where n is the number of leaves. Consequently, the storage required by de-
vices may increase with the number of certificates. For instance, when dealing with 1
million certificates, the storage demand is approximately 3 KB, which is double the space
required by EVOKE.

Traditional approaches and their enhancements are unsuitable for IoT networks due
to their storage and connection requirements. Additionally, in the event of missed up-
dates, these approaches always rely on devices directly contacting the issuer or their del-
egates. While V’CER presents a valuable solution tailored for constrained devices, it de-
mands a larger amount of data per device compared to EVOKE. However, it offers the
advantage of enabling devices to distributively repair their proofs in certain cases, with-
out relying on CAs or delegates. In contrast, EVOKE is the most efficient in terms of
storage requirements since it demands around 1.5KB of storage and facilitates mutual
assistance among devices to update. As a result, EVOKE maintains constant storage re-
quirements, enabling efficient mass revocation, while also empowering updated devices
to bring outdated ones up to date, thus facilitating offline revocation. Other approaches
may implement offline revocation, however, they employ bigger data structures that cause
remarkable bandwidth overhead and make them unsuitable for constrained networks.
For example, CRLs demand roughly two orders of magnitude greater than EVOKE for
data transmission. An overview of the discussed approaches is provided in Table 6.5,
where the storage column indicates the size required to store 1 million certificates or VCs,

depending on the focus of the work.
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Traditional security mechanisms are unable to adapt to the changing and evolving con-
ditions of the Cloud-to-Thing Continuum. The lack of adaptable security mechanisms
motivated the research efforts of this thesis, which has focused on threat modeling and
access control. In the following paragraphs, we briefly revise the proposed security mech-
anisms and achieved results.

Chapter 4 presents an adaptable threat model methodology for edge computing and
CPSs. Our solution leverages a Threat Catalogue, including over 150 entries, that asso-
ciates with each asset a set of threats, security controls, and MTD techniques based on
their capability and data involved. We showed how the proposed methodology can be ap-
plied through a case study, comprising several IoT devices that are seamlessly integrated
with a gateway that manages their operations. The gateway interfaces with the cloud-
based services to analyze sensory data, make informed decisions, and optimize the entire
system.

In Chapter 5, we evaluate how access control policies are disseminated across multi-
ple areas. Experimental results demonstrate that DLTS can be efficiently used to share
policies while preserving their properties of immutability, confidentiality, and authentic-
ity. Later in the same chapter, we propose a novel risk-based authorization middleware
for healthcare, which is one sector that has been significantly reshaped by the Cloud-to-
Thing Continuum paradigm. Access to dataand resources is granted according to context
information, including the health status of the patient inferred through FL. Thus, pro-
viding the needed adaptability to deal with changing contexts. Furthermore, this chapter
also proposes a novel framework for enabling trustworthy FL, namely, TruFLaaS. Our
solution transparently validates partial models by leveraging blockchain, smart contracts,
and a DON. TruFLaa$ uses smart contracts to keep the level of trust of each participant,
which is used to weigh the contributions of each partial model during the aggregation

phase. The extensive experimentation shows that TruFLaa$S outperforms conventional
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baselines and the state-of-the-art literature for the detection of malicious nodes under
different relevant families of use cases, i.e. when forging an ad-hoc model to pass the val-
idation process, or discarding low-quality models on rare data, or making a global model
converge by varying the number of malicious nodes.

Finally, Chapter 6 introduces EVOKE, an efficient revocation mechanism for VCs in
IoT networks. EVOKE leverages an ECC-based accumulator to revoke VCs, minimizing
storage and computation overhead, which are two fundamental requirements due to the
heterogeneity that usually affects the IoT environment. Since the size of the accumula-
tor does not grow with the number of included elements, EVOKE can efficiently revoke
VCs without impacting the storage consumption and the verification time. In addition,
the presented protocol also enables devices to update each other in case of missing up-
dates due to network disconnection. Experimental results demonstrate that EVOKE can
be successfully deployed by commodity IoT devices (e.g., Amazon Echo Show) with a
constant storage overhead of 1.5 KB. Furthermore, we also showcase its effectiveness in
hybrid networks comprising IoT devices and controllers. Finally, the large-scale analysis
demonstrates that even when 30% of devices missed updates, approximately 90% of de-
vices in the entire network were updated within the first hour, proving its capability to

provide offline revocation.
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ACRONYMS

CA
CPS
CRL
DAG
DID
DLT
DON
ECC
FL
GDPR
IIoT
[oMT
IoT
JWT
ML
MTD
OCSp
PKI
PoS
PoW
RUL
SSI
VC
VP
W3C

Central Authority

Cyber Physical System
Certificate Revocation List
Directed Acyclic Graph
Decentralized Identifier
Distributed Ledger Technology
Decentralized Oracle Network
Elliptic Curve Cryptography
Federated Learning

General Data Regulation Protection
Industrial Internet of Things
Internet of Medical Things
Internet of Things

JSON Web Tokens

Machine Learning

Moving Target Defense

Online Certificate Status Protocol
Public Key Infrastructure
Proof of Stake

Proof of Work

Remaining Useful Lifetime
Self-Sovereign Identity
Verifiable Credential

Verifiable Presentation

World Wide Web Consortium
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