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Glossary !

Anonymous data

Data or information which does not relate to an identified or
identifiable natural person or to personal data rendered
anonymous in a such a manner that the data subject is not or no
longer identifiable (Recital 26 GDPR).

Data concerning health

Personal data related to the physical or mental health of a
natural person, including the provision of health care services,
which reveal information about his or her health status (Article
4(15) GDPR).

Data sharing

The provision or making available of non-personal data,
personal data and health data on a voluntary and involuntary
basis.

Genetic data

Personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique
information about the physiology or the health of that natural
person as legally defined in Article 4(13) GDPR, or Article 3
CoE Recommendation, respectively.

Health data

Personal data related to the physical or mental health of a
natural person, including data concerning health as per Article
4(15) GDPR and health-related data as per Article 3 CoE
Recommendation, respectively.

Health professionals

All professionals recognised as such by law practising in the
healthcare and social welfare sectors, and who are bound by a
confidentiality obligation and involved in providing health care
(Article 3 CoE Recommendation).

The term health professionals, healthcare professionals, care
professionals, or caregivers are used interchangeably.

Health-related data

All personal data concerning the physical or mental health of
an individual, including the provision of health-care services,
which reveals information about this individual’s past, current
and future health (Article 3 CoE Recommendation).

Moral duty or moral

responsibility

A moral obligation that a person has due to his or her status as
a moral agent, who fulfils the requirement for deserving praise
or blame. The term moral duty or moral responsibility are used
interchangeably.

Non-personal data

Data other than personal data as defined in Article 4(1)GDPR
and Article 3 CoE Recommendation.

Personal data

Any information relating to an identified or identifiable natural
person (Article 4(1) GDPR, Article 3 CoE Recommendation).

! The notions provided in the glossary can vary in their meaning and definition depending on the context.
Especially ethical and legal notions may be more controversial and subject to scholarly debates. Where
appropriate, the thesis will pay attention to such debates.
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Prospective moral duty /

A term or a philosophical account that reflects on duties for

forward-looking moral | future actions.
duty
Pseudonymisation The processing of personal data in such a manner that the

personal data can no longer be attributed to a specific data
subject without the use of additional information, provided that
such additional information is kept separately and is subject to
technical and organisational measures to ensure that the
personal data are not attributed to an identified or identifiable
natural person (Article 4(5) GDPR, Article 3 CoE
Recommendation).

Pseudonymous data

Pseudonymous data is personal data that can no longer be
attributed to a specific person without the use of additional
information as per Article 4(5) GDPR and Article 3 CoE
Recommendation.

Retrospective moral duty /
backward-looking  moral
duty

A philosophical account that reflects duties related to past
behaviour.
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Abstract

The doctoral dissertation answers the central research question, “How would a moral
responsibility of patients to transfer (health) data for the benefit of healthcare improvement,
research, and public health in the eHealth sector sit within the existing confidentiality, privacy,
and data protection legislations?”. The research starts from the consideration that improving
healthcare services, research, and public health relies increasingly on patients’ (health) data.
This gives rise to the question regarding a possible moral responsibility of patients to share
their data and, thereby, to a possibly untiled potential moral responsibility of researchers and
other organisations to share the collected patient data. The current European and national
confidentiality, privacy, and data protection legislations appear to hamper such a
responsibility. They may need to be reconsidered to unlock the full use of data for healthcare,
research, and public health.

The dissertation seeks to offer an interdisciplinary exchange of the ethical
considerations regarding a possible moral responsibility of patients to share health-related data
in the eHealth sector and the legal aspects that are relevant for patients to exercise such moral
responsibility successfully. It does so by examining the notion of eHealth and the regulatory
instruments provided at the national and EU levels, allowing for the comparison and evaluation
of the notion of data sharing as established in the regulatory frameworks (Chapter 1). The thesis
then turns to the ethical analysis. It explores the arguments provided by various ethical theories
(i.e., deontology, utilitarianism, communitarianism, and care ethics) in terms of a possible
moral responsibility of patients to share health-related data, without giving preference to one
or the other. Thereinafter, the ethical analysis will explore the limitations of establishing such
a moral responsibility (Chapter 2). Following the investigation, the thesis focuses on multiple
legal concepts and mechanisms found within the existing confidentiality, privacy, and data
protection legislations applicable to patient data sharing. These help identify how the current
legal framework hinders or enables patients in exercising their moral responsibility (Chapter
3). As the law hinders in part a moral responsibility of patients to share data, it is necessary to
explore a better facilitation of a moral responsibility in the law (Chapter 4). The goal of the
thesis is, however, not to translate a moral responsibility of patients to share data into a legal
one. It takes a nuanced approach in identifying the legal impediments to a moral responsibility
in order to suggest on how such a moral responsibility could be better enabled for the benefit

of many.



The doctoral research was developed in the course of the EU H2020 programme entitled
“Law, Science, and Technology Joint Doctorate: Rights of the Internet of Everything (LaST-
JD-RIOE)” under the Marie Sklodowska-Curie ITN EJD grant agreement No 814177 under
position 15 “Ethical, legal and social issues of eHealth regarding sharing personal sensitive
data on an IoE platform”. The joint PhD took place in collaboration with the KU Leuven,
Belgium, the University of Bologna, Italy, and the Autonomous University of Barcelona,

Spain.
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General introduction

Section 1:  Background and problem statement

The provision of healthcare in Europe is being challenged by increased life expectancy, the
rise of chronic diseases and demographic transitions.” In order to maintain high-quality
healthcare, the European Commission suggests that healthcare systems need to address these
obstacles by strengthening the prevention of illnesses and the promotion of health by shifting
healthcare towards primary care instead of hospital care. eHealth services, which encompass
various digital services in healthcare, research and public health, offer new possibilities for
transforming the healthcare system.> The term eHealth generally describes the use of
information and communication technologies in the healthcare sector in order to address health
issues based on the obtained information.* However, as of yet, there is no commonly accepted
definition of “eHealth”.’

A significant feature associated with eHealth services is the opportunity to provide
personalised medicine to patients while bringing the patient’s personal needs into focus.
Traditionally, the provision of healthcare was characterised by standardised procedures aiming
at improving the patient’s health. Through the digitalisation of healthcare, data builds the
foundation for the development of precision and patient-centred medicine and the provision of
better healthcare services.® Another aspect of eHealth services is the increasing involvement
of patients in their own treatment. For instance, such services facilitate patients in collecting
data about their health at home and not solely through their physician during appointments at
the doctor’s surgery. Some digital solutions, such as mobile devices, help individuals to engage
actively in their own health. At the same time, patient data can support the improvement of

care by enhancing efficient decision-making or evidence-based reporting.” The transfer of

2 European Commission (2018) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions on enabling the digital
transformation of health and care in the Digital Single Market; empowering citizens and building a healthier
society, COM(2018) 233 final, 25.04.2018, p. 1.

3 Ibid., p. 1-3.

4 Council of Europe (2015) Introductory report for updating recommendation R(97) 5 of the Council of Europe
on the protection of medical data by Jeanne Bossi Malafosse. T-PD(2015)07, 15.06.2015, p. 3; Norman CD,
Skinner HA (2009) eHealth Literacy: Essential Skills for Consumer Health in a Networked World. ] Med
Internet Res 8(2):e9, p. 2.

5> Boogerd EA et al. (2015) “What Is eHealth”: Time for an update?. JMIR Res Protoc. 4(1):€29.

¢ Digitaleurope (2020) Harnessing the Power of Al in Health Applications, p. 17.

7 European Commission (2018) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions on enabling the digital
transformation of health and care in the Digital Single Market; empowering citizens and building a healthier
society, COM(2018) 233 final, 25.04.2018, p. 2-3.



patient data through eHealth technologies is crucial for the advancement of healthcare, public
care and research.

In the context of eHealth services, the processing of health data implies the transfer of data
between different actors (e.g., patients, physicians, other organisations). The transfer of health

data may take place on three different layers®:

- First, patients transfer their data to the care provider for the purpose of the their
treatment, research and/or public health, or a combination of some of these elements.
The healthcare provider collects data in the course of the treatment, and may transfer
the data further with researchers for two reasons, i.e., to facilitate research for the
patient’s own treatment and/or to enable the re-use of data for the purpose of medical
research and public health; and/or

- Second, patients (or voluntary citizens) transfer their data directly to researchers outside
their course of treatment (e.g., during clinical trials) or by providing access to patients’
records for the purpose of medical research, and public health; and/or

- Third, data collected by care providers or researchers can be further transferred to other
care providers, researchers and/or other organisations (e.g., health insurance,
government agency) for the purpose of re-using the data for the treatment of patients,

healthcare improvement overall, medical research, and public health.

Patients, therefore, provide their data directly or indirectly for different purposes, which can
benefit other patients, public health and the provision of care in return. For instance, the transfer
of data can help care providers better understand the patients’ examination results and make
informed decisions to choose the best treatment, as the provision of personalised medicine
brings the patients’ personal needs into focus. Several eHealth technologies facilitate the
transfer of patient data between the participants involved. For instance, patients can use mobile
or medical devices to track their state of health, or they have the opportunity to exchange
information with their care providers through telehealth services in the course of their
treatment. The patients’ data may be stored on electronic health insurance cards or electronic
health records. If deployed, the data could then be further shared with researchers to facilitate
medical research or benefit public health. Furthermore, data intermediaries store patients’
health-related data and share it with various stakeholders. Biobanks may serve as an example
of such data intermediaries, providing access to health and genetic data stored on databases for

research purposes.

8 Vedder A, Spajic D (2023) Moral autonomy of patients and legal barriers to a possible duty of health related
data sharing. Ethics and Information Technology 23:25.



The improvement of healthcare services, research, and public health relies on patient
data, which is why one might raise the question concerning a potential moral responsibility or
moral duty’ of patients to transfer data concerning health!®. More importantly, as the
abovementioned examples indicate, digital health technologies enable and support patients to
engage in healthcare and research more often than before. Patient engagement is a crucial step
toward a possible responsibility of patients to share data. This responsibility arises naturally
due to how eHealth technologies work and how they allow for patient involvement. The
growing possibilities of eHealth enabling patients to participate in research, or their own
treatment beg the question regarding a possibly growing responsibility of patients to share their
data for the improvement of care, research, and public health. Such growing responsibility
could then subsequently pave the way towards establishing a possible moral duty to share data.

The scope of a moral duty of patients to transfer health data can be questioned: does
such a duty comprise all layers of data transfers, or is it limited to some of them? For instance,
such a duty could be desirable in situations in which the quality of healthcare provision and
research relies on the exchange of health data (e.g., for the study of rare diseases). However,
such a responsibility would logically have subsequent consequences for care providers
concerning the further transferring of health data to other healthcare providers or researchers
and other organisations (who also possibly share the data further with others and other
organisations): either directly as a duty in its own rights considering the expected professional
benefit from data transfers (e.g., improving the accuracy of research), or indirectly as a duty
building on the patients’ responsibilities. Otherwise, the purpose of the patients’ moral duty,
i.e., to improve the care system and research, would be undermined.

From a legal standpoint, the topic of health data sharing has gained significant attention
since the outbreak of the Covid-19 pandemic, which revealed the lack of appropriate guidance
for data exchange among EU Member States to address this public health issue.!' Since 2020,
the European Commission has increasingly put forward new legislative proposals for which

the European data strategy'? is an essential foundation. Two elementary cornerstones of this

% The term “moral duty” or “moral responsibility” are used here interchangeably and describe a moral obligation
that a person has due to her status as moral agent, who fulfils the condition for deserving praise or blame for a
morally relevant act or omission (Talbert M (2019) Moral responsibility. Stanford Encyclopedia of Philosophy).
The term will be elaborated further upon in Chapter 2.

10 “Data concerning health” as defined per Article 4(15) and recital 35 GDPR (here also referred to as “health
data”).

'See European Commission (2021) Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social Committee and the Committee of the
Regions, Drawing the early lessons from the COVID-19 pandemic COM(2021) 380 final, 15.06.2021, p. 5-7.

12 European Commission (2020) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions - A European strategy for data,
COM(2020) 66 final, 19.02.2020.



strategy are the creation of a European Health Data Space and a European data altruism consent
form.'* Both mechanisms aim to foster patient data sharing for the common good. The research
will discuss the European data altruism consent and relevant aspects of the proposal for the
regulation of a European Health Data Space, whilst taking into account that the latter is under
amendment at the time of writing. However, they seem to address already existing legal
problems related to the use and re-use of patient data insufficiently. Therefore, the current
European and national confidentiality, privacy and data protection legislations appear to
hamper such a possible moral duty. For instance, existing confidentiality, privacy, and data
protection legislations hamper the transfer of health data due to the varying prerequisites and
derogations, which differ among Member States.'* Additionally, the interpretation of certain
definitions deviates among the Member States, such as regarding the legal differentiation
between anonymous and pseudonymous data, hindering the transfer of data among
researchers' and other stakeholders. This could be vital for the open science movement, which
mainly relies on the transfer of non-personal data, including anonymous data.

Another concern is that sensitive patient data could be (mis-)used by commercial market
players. Whilst this dissertation does not focus on whether data ownership as a concept exists,
it is worth noting that some stakeholders may be hesitant to share data with others and possibly
even claim it as “their property”. Especially private actors, such as pharmaceutical companies,
may be interested in such property rights. Obviously, the refusal to share health data based on
possible property claims can hinder patients from exercising their moral duty efficaciously.
That said, it is essential to reflect upon this matter in relation to the goal of the patients’ possible
moral responsibility, which is to serve the improvement of healthcare, research, and public
health. This objective aims to benefit society as a whole and foster general welfare. It entails
a public interest dimension, which contrasts the commercial interest in private companies’ use
of sensitive data. This contrast, as argued later, leads to the exclusion of commercial interests
and the commercial devices developed based on these interests from the scope of application
of'a patient’s moral responsibility. When it comes to the increased interest in data monetisation,
which seems to be brought forward especially by private actors, it is not to be neglected.
However, this matter will be briefly outlined in a dedicated section only insofar as it is a

secondary issue through the patient’s lens.

B Ibid., p. 12-13, 21-22, 29-30.

14 European Commission (2018) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions on enabling the digital
transformation of health and care in the Digital Single Market; empowering citizens and building a healthier
society, COM(2018) 233 final, 25.04.2018, p. 7-10.

15 Litton JE (2017) We must urgently clarify data-sharing rules. Nature 541, p. 437.



Overall, the idea of a possible moral responsibility of patients to share data leads to the
question of how confidentiality, privacy, and data protection laws can facilitate such a
responsibility. Notably, it will not be analysed whether and how a moral responsibility should
be translated into a legal one, as this research is not going after a legal responsibility. The key
focus is on understanding how confidentiality, privacy, and data protection legislations
facilitate or hinder the sharing of data by the patient in order to provide suggestions for possible
legal adaptations. These concern the primary use of the patient’s data for improving healthcare,
research, and public health, but not the secondary use in the first place. The secondary use of
the patient’s data is only relevant to the extent where the patient’s sharing is the starting point,
as the first-order sharing can only be considered when also taking the secondary use into
consideration, excluding questions about the use of patient data by third parties from the

research scope.

Section 2:  Research objective

This thesis intends to offer an interdisciplinary discussion concerning the legal aspects of
health data sharing from the ethical perspective of a potential moral duty of patients. More
specifically, the research will explore how a moral duty of patients to share data fits into the
privacy, data protection, and confidentiality legislations and the impediments that the legal
framework implies. The research will focus on the sharing of data by patients and the primary
use of the patients’ data. It will assess if and to what extent possible moral duties affect (health)
data transfers that occur between patients and healthcare providers, and between patients and
researchers. Whilst the focus lies on the primary use of patient data, the doctoral research will
look into the further sharing of patient data between healthcare providers or researchers and
other organisations to the extent that it has to be considered for the patients to exercise their
moral responsibility. The legal analysis will entail an investigation of the several relevant legal
bases and patients’ rights involved and whether (or in what manners) these rights support or
impair (health) data transfers. Besides, patients’ rights (e.g., right to access one’s own data,
right to data portability) might be affected through data transfers, as patients are not always
aware of what data they transmit. The data relating to their person might not only be stored in
their medical file but also in different locations since data is often transferred when using

healthcare technologies. Although the lack of alignment of exchange formats (interoperability



of eHealth tools) or the issue of data ownership!'® may create (technical) obstacles to the sharing
of data, the thesis will not go deeper into these issues but will instead elaborate on the sharing
of patient-related health data, considering the aforementioned data sharing layers from the data

protection, privacy, and confidentiality point of view.

Section 3:  Research structure and methodology

To achieve the objectives of the research, the thesis will explore the following central research
question with the emphasis on patients’ ethical duties to transfer health data for health care,

research, and public health!”:

How would a possible moral duty of patients to transfer (health) data in the eHealth
sector for the benefit of health care improvement, research, and public health sit within

the existing confidentiality, privacy, and data protection legislations?

The doctoral thesis consists of four chapters with corresponding sub-questions to answer the

central research question.

3.1 Descriptive mapping and analysis of the patient data transfer legislations at EU

and national level (Chapter 1)
The first chapter aims to answer the following research sub-question:

What does the notion of data transfer from a legal point of view with regard to the
existing privacy, data protection, and confidentiality legislations in the context of

eHealth mean?

Hereto, this chapter introduces three aspects: an analysis of the concept of eHealth, a map of
the current confidentiality, privacy and data protection legislations applicable to the sharing of
patient data, and the analysis concerning the concept of health data transfers and its related

notions.

16 While some believe that the patient is the owner of the data (See, for instance, Hulsen T (2020) Sharing Is
Caring — Data Sharing Initiatives in Healthcare. Int J Environ Res Public Health 17(9), p. 5), the European
Commission suggests in its European Data Strategy that certain data are considered to be a public good (see
European Commission (2020) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions - A European strategy for data,
COM(2020) 66 final, 19.02.2020). The General Data Protection Regulation, however, does not introduce either
of these concepts, and rather balances the rights of the data subjects and their interests in the protection of
personal sensitive data with different public interests as enumerated in Articles 6 and 9 GDPR.

17 Vedder A (2014) Sharing Personal Medical Data — How Can Reconceptualising Privacy Help to Open Up New
Horizons in Health and Care Research?.



As a first step, Chapter 1 presents the relevant eHealth technologies used in the health
care environment. It will assemble and analyse the taxonomy of “eHealth” from an EU and
national perspective, taking into account relevant scholarly literature as well as European and
national eHealth strategies. It aims to identify the patient-centred eHealth technologies used to
collect and exchange health data in order to understand how these tools enable the involvement
of healthcare providers, researchers, and patients and, consequently, may impact a moral
responsibility of patients to share health data. In addition, section one will explore the influence
of the Covid-19 pandemic on the eHealth movement. This section is based on a descriptive-
explanatory approach. The second section of this chapter maps the legislative landscape,
namely the privacy, data protection and confidentiality legislations applicable to the sharing of
patient data for the improvement of healthcare, research, and public health. It sets the
preparatory work for the legal analysis by structuring the regulatory instruments at the EU and
national levels. Moreover, relevant co-regulation aims at complementing the map of the
legislative framework. The second section is based on a descriptive-explanatory approach.
Following the mapping of the relevant legal framework, the third section essentially outlines
the concept of health data transfers from the view of the aforementioned European legislations.
Scoping the concept of “data sharing” and its related notions will clarify what the concept as a
legal construct entails. In this regard, this section will compare the concepts embedded in the
legislative framework through systematic interpretation of the legal provisions in order to
identify similarities and differences. In a subsequent step, this section will then elaborate on
the concept of data sharing and how it sits within the existing data protection law. Furthermore,
the analysis will consider a selection of relevant data sharing practices, demonstrating the
evolving nature of the concept of data sharing. The first part of the analysis in the third section
is based on a descriptive-explanatory approach, whereas the second part results in an evaluative
assessment.

This chapter considers the state-of-the-art literature and the relations between the
stakeholders involved (i.e., patient and care providers, patient and researchers, care providers
or researchers and others). The analysis of this chapter is conducted as a secondary issue from
the patient’s perspective. It builds the foundation for the subsequent investigation aimed at the
legal hindrance or encouragement of a possible moral duty of patients to transfer health data

in the eHealth setting.



3.2 Comparative study of a potential moral responsibility of patients to transfer

health data (Chapter 2)
The second chapter aims to answer the following sub-question:

Does a moral duty of patients to transfer health data with healthcare professionals and
researchers for the improvement of healthcare, research, and public health in eHealth

exist?

Considering the suggested benefits of health data transfers for the care system and society
overall, the question of potential consequences for other stakeholders involved being created
through a possible moral duty of patients arises. It feeds into the subsequent research sub-

question and will be answered as a secondary issue from the patients’ perspective:

Does a moral duty of patients have further consequences for healthcare providers,
researchers and other organisations to transfer health data with other entities in
eHealth, either directly as a duty in its own rights or indirectly as a duty derived from

the patients’ responsibility?

The second chapter, therefore, seeks to explore a possible moral duty to transfer health data of

patients, citizens, care providers, researchers and possibly other organisations.

As a first step, Chapter 2 builds on the previous discussion about the notions of eHealth and
data sharing and explores some patient-centred eHealth tools as to how they facilitate an
increased self-engagement of patients in their own treatment and research. This section takes
into account the positive as well as the negative aspects of such engagement. Furthermore, it
investigates how increasing opportunities for patient engagement can amount to a discussion
about the growing responsibility of patients to share health data. Before going into the core
discussion of this chapter, section two introduces the concept of moral responsibility. The
section explores the four senses of moral responsibility established by the philosopher H.L.A.
Hart'8, which set the ground for the ethical analysis by distinguishing the forward-looking from
the backwards-looking account of moral responsibility. The section then illustrates the
elementary components of a forward-looking account of moral responsibility, the analysis of
which consists of a comparative literature review. The discussion then turns to the normative
ethical theories. Several ethical outlooks can provide various approaches to a justification for

a moral duty of patients to share data. Well-established ethical theories, namely deontology,

18 Hart HLA (2008) Punishment and Responsibility: Essays in the Philosophy of Law. Oxford University Press.
2nd Edition; published for the first time in 1968.



utilitarianism, communitarianism, and ethics of care, will be taken into consideration when
elaborating on a moral justification. This chapter does not endeavour to provide a single
solution or a conclusive choice for or against one of these outlooks. Instead, its goal is to
critically explore what aspects should be considered within the theoretical framework in terms
of a possible moral duty of patients. The method of reflective equilibrium'® will be used as an
instrument for the conceptual analysis to explore the argumentative path within the relevant
literature in philosophy and ethics. A comparative study will be conducted to identify how the
ethical theories and their respective arguments could be applied. Despite the number of
arguments favouring a moral responsibility, some ethical challenges still persist and therefore
need to be addressed. The final section of this chapter investigates possible moral objections
to establishing a moral responsibility of patients to share data. Hurdles to establishing such a
moral responsibility can emerge in two ways: first, concerning the ethical constraints that each
of the theories mentioned above carries with them and, second, concerning conflicting moral

values or principles.

3.3 [Evaluative analysis of the patient data transfer legislations from the perspective

of a moral responsibility to transfer health data (Chapter 3)
The third chapter elaborates the sub-question:

How and to what extent do existing privacy, data protection, and confidentiality
legislations restrict possibilities of a moral duty of patients, citizens, healthcare
providers, researchers, and other organisations for the improvement of healthcare,

research, and public health in eHealth?

The third chapter investigates how a moral duty to transfer health data fits into existing
legislation. It forms the core of the doctoral research, as it addresses the legal features pertinent
to the moral duty of patients to transfer health data and explores how such duty may be
impaired or supported through privacy, data protection, and confidentiality legislations. This
chapter is divided into multiple parts that investigate the legal properties of a moral
responsibility of patients. Specifically, it covers a selection of relevant legal concepts (e.g.,
patient, healthcare, health data) (Section 1), the data protection requirements applicable to the

transfer of patient data (Sections 2 and 3), the concept of confidentiality (Section 4), and the

19 Daniels N (2016) Reflective Equilibrium. Stanford Encyclopedia of Philosophy (First published Mon Apr 28,
2003; substantive revision Fri Oct 14, 2016). https://plato.stanford.edu/entries/reflective-equilibrium/; Tackema
S, van der Burg W (2020) Legal Philosophy as an Enrichment of Doctrinal Research Part I: Introducing Three
Philosophical Methods. Law and Method.



impact on patients’ rights (Section 5). The analysis focuses on the primary use of data and
assesses the dimension to which it supports the patient as an individual in sharing their data.
The secondary use of health data will be explored to the extent that it helps the individual fulfil
their moral duty. The legal analysis takes into account, among other things, the legislative
framework of the European Union (in particular, the General Data Protection Regulation) and
Europe (in particular, the Council of Europe Recommendation on the protection of health-
related data). Considering the competence assigned by both regulatory instruments to the
Member States to transpose health data processing requirements, four national legislations are
being analysed, namely these of Germany, Austria, Ireland, and the United Kingdom. These
countries have transposed relevant legislation regarding health data processing and/or
legislation specific to the field of eHealth (e.g., the German Digital Healthcare Act) or the
processing of health data for medical research (e.g., the Irish Health Research Regulation
2018). Furthermore, as will be demonstrated throughout the following chapters, these countries
have sometimes transposed diverging approaches, which creates a diversity in procedures
allowing for a comparative examination. For instance, whilst Ireland has implemented the
regulation mentioned earlier tailored to medical research, Germany has transposed rules
relevant to medical research across multiple laws. In addition, some legislations originate from
different legal families. Germany embedded patients’ rights in its civil law, while Austria and
Ireland have implemented a dedicated patient charter and health law, respectively. Also, this
chapter deliberates relevant case law by the European Court of Human Rights (ECtHR) and
the Court of Justice of the European Union (CJEU) applicable to the transfer of patient data as
well as existing explanatory guidelines by relevant organisations at the European level, such
as the Article 29 Working Party (WP29), now the European Data Protection Board (EDPB). It
comprises an in-depth analysis while applying a descriptive-comparative approach.
Furthermore, the research consists of an evaluative part where it assesses if and how a moral

duty of patients can be supported or hindered by the law.

3.4 Normative recommendations for potential adaptations of the existing patient data

transfer legislations (Chapter 4)
The fourth chapter is normative in nature and explores the final sub-question:

How should the existing privacy, data protection, and confidentiality legislations be

adapted in order to develop a desirable model of an ethical and legally acceptable
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system for health data transfers in the eHealth sector for ensuring citizen’s rights while

taking into account the public interest of improvement of eHealth services?

This chapter aims to provide a normative recommendation for the question of how a possible
moral duty of patients to transfer health data can be facilitated within the law. It is divided into
two parts. The first part is based on an evaluative-comparative approach and critically
investigates the legal impediments to the patients’ moral duty. It examines and summarizes if
and to what extent existing confidentiality, privacy, and data protection legislations impede or
possibly support an alleged moral duty to share health data (de lege lata). This part also
examines wherein the impediments are legally grounded, which is a preparatory step towards
formulating the normative recommendations suggesting how the law should be (de lege
ferenda). The second part applies a normative-evaluative approach and provides
recommendations for possible adaptations of the current legislative European and national
framework to facilitate a moral duty of patients to share data within the law. To this end, the
findings of this section are built on the analysis conducted in the previous chapters. It draws
inspiration from the ethical analysis and elaborates on how the aforementioned legal
framework could become fit for a moral duty of patients to share data. Furthermore, this
chapter will refer to best practices and codes of conducts developed by ethics committees in
national contexts (e.g., regarding deceased organ and tissue donation) in order to develop
practical suggestions based on lessons learned. Thus, this research’s findings aspire to
enhancing a possible moral responsibility of patients to share data for health care, research,
and public health. However, they do not suggest transforming a moral duty into a legal duty to
share data, which is an issue elaborated upon in further detail in Chapter 2. The pursued
balancing of both aspects, namely the impact of eHealth technologies on patients’ rights and
the public interest in (health) data transfers, has the potential to sustain certainty and trust in
health data transfers. The interdisciplinary recommendations pursue a positive impact on the
practice of sharing health data and provide added value to a wide range of stakeholders, i.e.,
legislators, scholars, practitioners, and patients. The research aims to provide a normative

suggestion as to how a moral responsibility of patients can be facilitated within the law.
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Chapter 1: Patient data transfers in eHealth: An ambiguous endeavour

The first section will analyse the taxonomy of eHealth from an EU and national perspective to
identify the different types of eHealth technologies facilitating the collection and exchange of
patient data for healthcare, research, and public health by following a descriptive-explanatory
approach. The second section will map the existing confidentiality, privacy and data protection
legislations applicable to the transfer of patient data at the European and national levels.
Finally, it will examine the concept of data sharing and its related notions, taking into account
relevant data sharing techniques and current confidentiality, privacy, and data protection

legislations.
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Section 1:  The concept of eHealth

To illustrate the impact of eHealth technologies on a moral duty of patients to transfer health
data, the delineation of the scope of eHealth technologies is paramount. This section will
explore the concept of eHealth, taking into account the European and national eHealth
strategies. This allows to identify a relevant selection of patient-centred eHealth technologies.
Finally, section one will also explore the influence of the Covid-19 pandemic on the eHealth

movement and the legislative advancement influenced by it.

1.1 Introduction

eHealth services encompass a wide range of electronic technologies that can provide health
services and exchange health data. However, a uniform definition of the term “eHealth™ has
not yet been established. In 2001, Eysenbach pointed out the lack of a uniform definition. He
developed a dynamic definition including all sectors (i.e., business companies and public
institutions). He referred to eHealth as “an emerging field in the intersection of medical
informatics, public health and business, referring to health services and information delivered
or enhanced through the Internet and related technologies. In a broader sense, the term
characterizes not only a technical development, but also a state-of-mind, a way of thinking, an
attitude, and a commitment for networked, global thinking, to improve health care locally,
regionally, and worldwide by using information and communication technology”*.
Eysenbach’s call to explore the world of eHealth received widespread attention from scholars
and remains valid today.?! The following sections therefore intend to explore the European and
national approaches to the implementation of eHealth. Specifying the concept will help
determine the type of healthcare applications that are relevant in the eHealth sectors as well as
the legal and ethical challenges accompanying each application. Understanding their use and

functioning is a pre-condition to elaborating on the different ethical and legal challenges that

will be conducted in Chapters 2 and 3.

20 Eysenbach G (2001) What is e-health? J Med Internet 3(2):e20.

21 See Boogerd EA et al. (2015) who called for an update in response to Eysenbach’s approach; see Boogerd EA
et al. (2015) “What Is eHealth”: Time for an update?. JMIR Res Protoc 4(1):¢29; Oh H et al. (2005) What is
eHealth (3): a systematic review of published definitions. J Med Internet Res 7(1):el.
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1.2 The concept of eHealth from a European perspective

At the EU level, the European Commission adopted the first eHealth Action Plan in 2004,
aiming at different types of information and communication technologies that can generally be

applied to healthcare systems. In particular, eHealth is defined as

“the use of ICT in health products, services and processes combined with organizational
change in healthcare systems and new skills, in order to improve health of citizens,
efficiency and productivity in healthcare delivery, and the economic and social value of
health. eHealth covers the interaction between patients and health-service providers,
institution-to-institution transmission of data, or peer-to-peer communication between

patients and/or health professionals”™??.

This definition seems to view eHealth as a catalyst for improving traditional healthcare service
by enhancing digital health, which encompasses entities from the traditional healthcare sector
such as patients, healthcare professionals and healthcare providers. The Commission’s staff
working document accompanying the communication on the digital transformation of health
and care in the Digital Single Market seems to support this traditional interpretation.?’
Enhancing the digital single market regarding health and care is according to the European
Commission based on three pillars, namely to secure the access to and the sharing of data for
instance through cross-border e-prescription or European electronic health records (1), the
sharing of health data for research and the improvement of diagnosis and health (2), the
empowerment of citizens and individual care (3).2* Cross-border e-prescriptions enable patients
to obtain medication in another EU Member State by sending the electronic prescription from
the home country to the country of their stay, while patient summaries (which are a part of
electronic health records) provide physicians with patient information on important aspects
such as pre-existing illnesses et cetera in their own language.?> Furthermore, the European

Commission published a green paper on mobile health (mHealth) in 2014, which explores the

22 European Commission (2012) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions — eHealth Action Plan 2012-
2020 — Innovative healthcare for the 21% century, COM(2012) 736 final, p. 3, footnote 1.

23 European Commission (2018) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions on enabling the digital
transformation of health and care in the Digital Single Market; empowering citizens and building a healthier
society COM(2018) 233 final; Furthermore, on their webpage on “eHealth”, the European Commission refers to
digital health and care tools (hence eHealth) as “fools and services that use information and communication
technologies (ICTs) to improve prevention, diagnosis, treatment, monitoring and management of health and
lifestyle ”. See here: https://ec.curopa.eu/health/ehealth/home_en.

24 European Commission (2018) ibid., p. 3.

25 European Commission, Electronic cross-border health services.
https://ec.europa.eu/health/ehealth/electronic_crossborder healthservices en.
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potential of mHealth as tools “which could support more efficient delivery of care”. 26 The paper
borrows the definition provided by the WHO, defining mHealth as “medical and public health
practice supported by mobile devices, such as mobile phones, patient monitoring devices,
personal digital assistants (PDAs), and other wireless devices”*’” From the European
perspective, it appears that “mHealth” (including mobile devices) constitutes a subtype of the
broader concept of “eHealth” which is aimed at transferring patient data between actors from

the healthcare sector.

1.3  National eHealth strategies from the German, Austrian, Irish and UK perspective
Germany’s eHealth strategy

Germany set the first foundation for an eHealth infrastructure in 2004, intending to transpose
two main assets?®, namely the introduction of an electronic patient card and a common
information infrastructure.?’ The common ICT infrastructure should become the basis for the
further expansion of three online services providing individuals with the opportunity to verify
their insurance status online, to receive prescriptions electronically, and to obtain
contraindication checks. The Federal Ministry of Health and Social Security laid down these
elements as targets for a successful modernisation of the German ICT healthcare system in the
German eHealth Strategy in 2005.%° The newest ICT strategy, called “Germany Digital 2015”
(Deutschland Digital 2015)*! from 2010, was released by the Federal Ministry of Economics
and Technology and focused on the advancement of ICT in several sectors. In the field of
eHealth, the strategy foresees the use of ICT in the care of the elderly and the implementation
of telemedicine and telemonitoring across Germany.*? Notably, Germany implemented a more
concrete law to tackle the successful implementation of eHealth in 2016. The so-called e-

Health Act®® supports the performance of the electronic health card and the information

26 European Commission (2014) Green paper on mobile Health (“mHealth”) COM(2014) 219 final, p. 13.

2 Ibid., p. 3; WHO (2011) “mHealth — New horizons for health through mobile technologies, Global
Observatory for eHealth series — Volume 3”, p. 6.

28 This change was initiated by the amending law GKV-Modernisierungsgesetz (Gesetz zur Modernisierung der
gesetzlichen Krankenversicherung (HKV-Modernisierungsgesetz -GMG) vom 14. November 2003, BGBL.
2003 I Nr. 55, 19.11.2003, S. 2190).

2 Department of Health (2013, last updated 2020) eHealth strategy for Ireland, p. 63. Available here:
https://www.gov.ie/en/publication/6b7909-ehealth-strategy-for-ireland/.

30 Federal Ministry of Health and Social Security (2005) The German eHealth Strategy. Available here:
https://ehealth-strategies.eu/database/documents/German_eHealth Strategy July-2005.pdf.

31 Federal Ministry of Economics and Technology (2010) IKT-Strategie der Bundesregierung “Deutschland
Digital 2015”.

32 Ibid., p. 31.

33 Gesetz fiir sichere digitale Kommunikation und Anwendungen im Gesundheitswesen sowie zur Anderung
weiterer Gesetze vom 21.12.2015, BGBL. 2015 I Nr. 54, 28.12.2015, S. 2408 (E-Health-Gesetz) (eHealth Act).
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infrastructure and pursues the gradual integration of telemedical services.** While neither of
the two eHealth strategies defines the concept, a survey conducted for the Ministry of Health
describes eHealth as “the health-related use of ICT in healthcare and serves as a generic term
for all other definitions”, and refers to mHealth as a synonym to eHealth. The term eHealth
and mHealth include the tele medical services (Gesundheitstelematik), telemedicine
(Telemedizin) and teleresearch (Teleforschung).>> The German approach aims at tackling
different fields, thereby focusing on introducing the electronic health card as a critical enabler
for the health information infrastructure. However, at present, the German approach appears
to restrict the application area of eHealth to the provision of medical services, as the term
eHealth does not encompass ambient assisted living as it is applied outside the healthcare

sector.>®
Austria’s eHealth strategy

Austria’s eHealth strategy has been focusing on the transposition of the electronic health file
called “ELGA” (Elektronische Gesundheitsakte), established in 2012, as the basic
infrastructure for its strategy.>” While a document specifying a concrete eHealth strategy has
not been published yet, Austria has introduced the ELGA-Act and its respective regulations®®,
formulating requirements for the transfer of data, the information management including the
organisation of a eHealth directory service enabling the verification of health care service
providers, and the electronic health file on a federal level. Moreover, Austria has focused on
expanding the telemedicine sector, including monitoring and treating patients from a

distance.>®

34 Steinhilper G, in: Laufs A, Kern BR, Rehborn M (eds) (2019) Handbuch des Arztrechts. Verlag C.H. Beck
oHG, para. 19.

35 The survey defines tele medical services as “connection of telecommunication and informatics in the
healthcare sector”, whereas telemedicine refers to “the provision of concrete medical services by means of health
telematics”. Teleresearch “refers to medical research based on health telematics”. The definitions provided are
not official translations. (PWC (2016) Weiterentwicklung der eHealth-Strategies — Studie im Auftrag des
Bundesministeriums fiir Gesundheit, p. 26-27.
https://www.bundesgesundheitsministerium.de/fileadmin/Dateien/3 Downloads/E/eHealth/BMG-
Weiterentwicklung_der eHealth-Strategie-Abschlussfassung.pdf).

3¢ Ibid., p. 27.

37 Bundesministerium Soziales, Gesundheit, Pflege und Konsumentenschutz, eHealth in Osterreich.
https://www.sozialministerium.at/Themen/Gesundheit/eHealth/eHealth-in-Oesterreich.html.

38 Bundesgesetz, mit dem ein Gesundheitstelematikgesetz 2012 erlassen und das Allgemeine
Sozialversicherungsgesetz, das Gewerbliche Sozialversicherungsgesetz, das Bauern-Sozialversicherungsgesetz,
das Beamten-Kranken-und Unfallversicherungsgesetz, das Gentechnikgesetz und das Strafgesetzbuch gedndert
werden (Elektronische Gesundheitsakte-Gesetz — ELGA-G); Verordnung der Bundesministerin fiir Gesundheit
und Frauen zur Anderung der ELGA-Verordnung2015 (ELGA-Verordnungsnovelle2017-ELGA-VO-Nov2017)
3% Bundesministerium Soziales, Gesundheit, Pflege und Konsumentenschutz, Telemedizin.
https://www.sozialministerium.at/Themen/Gesundheit/eHealth/Telemedizin.html.

17



Ireland’s eHealth strategy

Ireland established a paper with a concrete eHealth strategy, which defines eHealth as follows:
“In essence it involves the integration of all information and knowledge sources involved in
the delivery of healthcare via information technology based systems. This includes patients
and their records, caregivers and their systems, monitoring devices and sensors, management
and administrative functions. It is a fully integrated digital ‘supply chain’ and involves high
levels of automation and information sharing.”*® The strategy paper further clarifies that
eHealth may include electronic prescribing as well as new applications such as “ambient
assistive living (AAL) systems, robotic surgical systems and body-worn sensor devices™!.
Moreover, eHealth systems encompass the implementation of electronic health records (1),
ePrescription (2), Telehealthcare and Telemedicine systems (3), automated pricing,
performance, billing and claims (4). Overall, the Irish approach considers eHealth as a “means
of ensuring that the right health information is provided to the right person at the right place
and time in a secure, electronic, accessible and meaningful format for the purpose of optimising
the quality and efficiency of healthcare delivery”*?. Like the strategies of the other countries,

Ireland refers to the actors of the traditional health sector but includes additional applications

such as ambient assistive living or billing systems.
UK’s eHealth strategy

The eHealth developments in the United Kingdom date back to 1998, during which the first
eHealth policies were developed.** England’s eHealth strategy foresaw the implementation of
a centralised electronic patient record to which patients, physicians and other stakeholders
ought to have access. While the first developments in the course of the “National Programme
for IT (NPFIT)” experienced difficulties concerning its implementation due to the lack of
sufficient control of citizens*, the newest UK eHealth strategy from 2012 called “The power

2945

of information: Putting all of us in control of the health and care information we need”* aimed

at several goals, such as making general practitioner records available to patients, enabling the

40 Department of Health (2013, last updated 2020) eHealth strategy for Ireland, p. 6.
https://www.gov.ie/en/publication/6b7909-ehealth-strategy-for-ireland/.

4 Ibid..

42 Ibid., p. 15.

4 Ibid., p. 60.

4 Department of Health and Social Care (2011) ‘Dismantling the NHS National Programme for 1T, press
release, 22.09.2011, https://www.gov.uk/government/news/dismantling-the-nhs-national-programme-for-it.
45 Department of Health (2012) The power of information: Putting all of us in control of the health and care
information we need.
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/213689/dh_13
4205.pdf.
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booking of appointments and electronic communication with healthcare professionals,
implementing a central database for secondary use of data (e.g., research and public health).*
The eHealth strategy, however, does not offer a definition of the term “eHealth” but
nonetheless provides an effort to support telehealth, online access to medical records,
ePrescription, et cetera.*’ In June 2022, another policy paper on digital technologies, i.e., “A
plan for digital health and social care”, has been released. It focusses on embedding digital
technologies and a vision for the digital future. However, it only identifies the goals for further
improvement of technological developments (e.g., to connect electronic health records for
better access through care professionals or the sharing of diagnostic images) on a high level

and still does not provide a definition for the term “eHealth”.*’

1.4 Relevant patient-centred eHealth technologies

The following section presents an overview of the relevant eHealth technologies that facilitate

the transfer of patient data based on the eHealth definitions identified above.
Telehealth/ Telemedicine

The European Commission defines telemedicine as “the provision of healthcare services,
through the use of ICT, in situations where the health professional and the patient (or two
health professionals) are not in the same location. It involves secure transmission of medical
data and information, through text, sound, images or other forms needed for the prevention,

diagnosis, treatment and follow-up of patients™°. Even though the first steps towards

46 Ibid..

47 Ibid., p.15.

48 Department of Health & Social Care (2022) A plan for digital health and social care, policy paper, 29 June
2022. Available here: https://www.gov.uk/government/publications/a-plan-for-digital-health-and-social-care/a-
plan-for-digital-health-and-social-care#four-starting-point; In June 2022, another strategy papers called “Data
saves lives: reshaping health and social care with data” has been published. As the name of England’s strategy
suggests, making quality data available to researchers for the improvement of healthcare stands at the centre of
attention. Although it considers the necessity for implementing a proper digital infrastructure, it focuses less on
the implementation of eHealth technologies (see: Department of Health & Social Care (2022) Data saves lives:
reshaping health and social care with data, policy paper, final version, 15 June 2022. Available here:
https://www.gov.uk/government/publications/data-saves-lives-reshaping-health-and-social-care-with-data/data-
saves-lives-reshaping-health-and-social-care-with-data#developing-the-right-technical-infrastructure).

4 Ibid..

50 European Commission (2008) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions on telemedicine for the benefit
of patients, healthcare systems and society, COM(2008) 689 final, 04.11.2008; European Commission (2012)
Commission Staff Working Document on the applicability of the existing EU legal framework to telemedicine
services Accompanying the document Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions eHealth Action Plan
2012-2020 — innovative healthcare for the 21st century SWD(2012) 414 final, p. 3.
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integrating telemedicine were already taken by the European Commission in 2008°!, including
an overview which identified the applicable legal framework™?, the eHealth network pointed
out that obstacles related to the implementation of telemedicine tools still complicate the
successful use. These complications exist, amongst others, due to the varying implementations
of telehealth across the EU Member States, the fact that missing guidelines ought to be
provided by data protection, and because there is a lack of a code of conduct for data usage
(including primary and secondary use of data) or authorities.> In particular, creating a code of

conduct has been considered a key enabler in facilitating health data processing and transfer.
mHealth

mHealth generally refers to the “medical and public health practice supported by mobile
devices, such as mobile phones, patient monitoring devices, personal digital assistants (PDAs),
and other wireless devices”, [...] [also including] lifestyle and wellbeing apps that may connect
to medical devices or sensors”*. Commercial devices may include wearables, while the
internet of medical things or the internet of health things may encompass devices created for
the improvement of health.>> Devices or apps specifically designed for medical purposes are
considered medical devices and consequently have to carry a CE mark.’® It can support the
identification of medical conditions at times when an illness might not even be apparent by
deriving real-time data from a device and exchanging data between health professionals and
patients.”” However, the growing availability of health and wellbeing applications has blurred
the line between the traditional provision of medical care and increasing self-engagement for
the benefit of one’s own welfare, which leads to the open question regarding the role of private
entities (e.g., software developers, suppliers) and care providers in the provision of care

through the use of mHealth technologies.>®

31 See, for instance, European Commission (2008) ibid..

52 European Commission (2012) Commission Staff Working Document on the applicability of the existing EU
legal framework to telemedicine services Accompanying the document Communication from the Commission to
the European Parliament, the Council, the European Economic and Social Committee and the Committee of the
Regions eHealth Action Plan 2012-2020 — innovative healthcare for the 21st century SWD(2012) 414 final.

33 eHealth Network (2020) Summary report 17" eHealth Network meeting (Teleconference) 3 June 2020, p. 7-8.
3 WHO (2011) “mHealth — New horizons for health through mobile technologies, Global Observatory for
eHealth series — Volume 3”, p. 6; European Commission (2014) Green paper on mobile Health (“mHealth”)
COM(2014) 219 final, p. 2.

55 Bonifazi F et al. (2020) Machine Learning Systems Applied to Health Data and System. Eur J Health Law 27,
p. 244.

% See Article 2(1) Medical Device Regulation.

57 European Commission (2014) Green paper on mobile Health (“mHealth”) COM(2014) 219 final, p. 4.

58 European Commission (2012) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions — eHealth Action Plan 2012-
2020 — Innovative healthcare for the 21st century, COM(2012) 736 final, p. 9.
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Electronic Health Records and ePrescription Solutions

EHRs, ePrescriptions and eSummaries form a key element for the patients’ treatment, while
they also enable the exchange of patient data for the purpose of research and public health.
EHRs can store data about a patient (e.g., personal information, diagnosis, et cetera) as part of
a specific information system or online.”® Also, ePrescriptions and eSummaries facilitate the
exchange of information between several care providers. In particular, with regard to the latter,
patient summaries form part of EHRs. Physicians are using them to exchange medical
information with one another on essential aspects concerning the patients’ health status (e.g.,

illnesses or previous surgeries).*
Open Access Platform

Open access platforms are a crucial element for exchanging (health) information and data for
improving healthcare, research, and public health. It is a collaboration platform and often
managed by public organisations such as the European Centre for Disease Prevention and

Control.%!

Especially in cases where immediate action is required, such as during an epidemic,
timely data exchange is crucial for collaboration to address an international emergency.%?
Despite the need to transfer data in challenging times, open data initiatives have been pursued
on a national and EU level in order to promote the transfer of big health data, including
metadata and aggregated data, among different stakeholders.®> For data exchange to be

effective, choosing a recognised database is essential®

, while health data stored in databases
should be easily accessible.®> However, according to the European Commission, there is a
shortage of accessible health data on open access platforms. Sensitive data, such as health data
useful for medical research, are often not accessible in public databases.’® Besides that,

crowdsourcing tools are used to transfer data and share knowledge to benefit healthcare and

59 European Commission (2021) eHealth, Interoperability of Health Data and Artificial Intelligence for Health
and Care in the EU; Lot 1 — Interoperability of Electronic Health Records in the EU (2020). Available here:
https://digital-strategy.ec.europa.eu/en/library/interoperability-electronic-health-records-eu.

0 European Commission, Electronic cross-border health services.
https://ec.europa.eu/health/ehealth/electronic_crossborder healthservices en.

6! European Parliament (2020) Ten technologies to fight coronavirus, In-Depth Analysis — European
Parliamentary Research Service, p. 5.

62 WHO (2016) Guidance for managing ethical issues in infectious disease outbreaks, p. 38; Littler K et al.
(2017) Progress in promoting data sharing in public health emergencies. Bull World Health Organ 95(4): 243.
63 Cuggia M, Combes S (2019) The French Health Data Hub and the German Medical Informatics Initiatives:
Two National Projects to Promote Data Sharing in Healthcare, p. 195.

% Figueiredo AS (2017) Data sharing: convert challenges into opportunities. Front. Public Health 5, p. 4.

%5 Hajduk GK et al. (2019). It is not enough that we require data to be shared; we have to make sharing easy,
feasible and accessible too!. BMJ Global Health 4:¢001550, p. 2.

% European Commission (2020) A European strategy for data COM/2020/66 final, p. 7.
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public health. Crowdsourcing, in general terms, refers to a group of people who aim to solve

problems collectively for other people or organisations.’

1.5 The impact of the Coronavirus SARS-CoV-2 (Covid-19) Pandemic on eHealth

data sharing

What many seemed hesitant about at first has shown to be an elementary necessity. After the
Covid-19 outbreak in Europe in 2020, the incentive to share data has increased. Especially the
lack of coordination and limits in cross-border collaboration revealed during the pandemic
prompted the start of national and international initiatives.’® The need for the rapid creation of
contact tracing apps is just one example. Every country has its own approach to the design of
tracking apps. Some countries proposed whether the use of such apps should be made
obligatory for all citizens, yet eventually, the majority of states rejected this intent.%’ In
addition, countries had to enable the use of national tracking apps while ensuring citizens’
privacy and data protection.”® One crucial aspect was the question of what kind of data tracking
apps should collect. The use of location data, which typically constitutes personal data, showed
how sensitive personal data could be.”! Location data collected through tracking apps enable
data controllers to identify if a citizen had contact with a covid-infected person at a specific
time and place, allowing them to infer delicate health information about the transmission of
the Covid-19 virus. The public health crisis has highlighted the need for eHealth data and
guiding policies which help EU Member States to address this health emergency and other

possibly forthcoming ones effectively.”

7 Wazny K (2018) Applications of crowdsourcing in health: an overview. J Glob Health. 2018 Jun; 8(1):
010502, p. 1.

% European Commission (2021) Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social Committee and the Committee of the
Regions, Drawing the early lessons from the COVID-19 pandemic COM(2021) 380 final, 15.06.2021; European
Commission (2021) Emerging stronger from the pandemic: acting on the early lessons learnt, press release,
15.06.2021. Available here: https://ec.europa.eu/commission/presscorner/detail/en/ip_ 21 2989.

% See Council of Europe (2020) Digital solutions to fight Covid-19 — 2020 Data Protection Report, October
2020, p .11. https://rm.coe.int/prems-120820-gbr-205 1-digital-solutions-to-fight-covid-19-text-a4-web-
/16809fe49c.

70 European Parliament, Covid-19 tracing apps: ensuring privacy and use across borders, 06.05.2020 (updated
01.12.2020). https://www.europarl.europa.eu/news/en/headlines/society/20200429STO78174/covid-19-tracing-
apps-ensuring-privacy-and-use-across-borders.

"I The European Commission does not recommend the use of location data in contact tracing apps, given that the
aim of the app is not to track people’s movements (see: European Commission (2020) Communication from the
Commission Guidance on Apps supporting the fight against COVID 19 pandemic in relation to data protection
2020/C 124 1/01, C/2020/2523, OJ C 1241, 17.4.2020, p. 1-9, p. 6).

72 European Commission (2021) Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social Committee and the Committee of the
Regions, Drawing the early lessons from the COVID-19 pandemic COM(2021) 380 final, 15.06.2021; Proposal
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In 2020, the European Commission published the European Strategy for Data’®, which
coincided with the global Covid-19 outbreak. An essential pillar of the European Strategy for
Data is the creation of the European Health Data Space. The proposal for a regulation on the
European Health Data Space’, published in 2022, aims to facilitate secure and fast access to
citizens’ health data stored on electronic health record systems for crisis management purposes
(e.g., efficient preparedness and responsiveness to health threats). Beyond that, the proposal
seeks to improve healthcare and citizens’ well-being (e.g., patient safety, better treatment,
advancement in personalised medicine). ”°

Furthermore, in 2020, the European Commission published the Data Governance Act
proposal’®, which was implemented only two years later. The Data Governance Act”’ (DGA)
is a regulation that has been in force since 2022 and sets out the ground rules for the governance
of the European Health Data Space. Furthermore, the act transposes the so-called data altruism
consent’® to facilitate the use of personal (health) data for the common good, upon which the
thesis will elaborate in more detail later in the legal chapter. Another interesting draft is the
proposal for a regulation on harmonised rules on fair access to and use of data (Data Act)”’
which focuses on data and Internet of Things devices, and enhances the right to data portability

and legal obligations for companies to share data.

1.6 Interim conclusion

When referring to the term eHealth, the European approach appears to refer primarily to
applications facilitating the collection and transfer of health data within the relationship
between patients and healthcare professionals, between different healthcare providers, between
patients and researchers, and between researchers. The doctor-patient relationship may
comprise the collection of data derived from tools belonging to private companies (e.g., fertility

apps et cetera) but only to the extent as they were collected by healthcare professionals for the

for a Regulation of the European Parliament and of the Council on the European Health Data Space
COM/2022/197 final, Explanatory Memorandum, p. 1.

3 European Commission (2020) Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions - A European strategy for data,
COM(2020) 66 final, 19.02.2020.

74 Proposal for a Regulation of the European Parliament and of the Council on the European Health Data Space
COM/2022/197 final.

75 Ibid., Explanatory Memorandum, p. 1.

76 Proposal for a Regulation of the European Parliament and of the Council on European data governance (Data
Governance Act) COM(2020) 767 final.

7 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data
governance and amending Regulation (EU) 2018/1724 (Data Governance Act) OJ L 152, 3.6.2022, p. 1-44.

8 See Articles 25, 2(16) DGA.

7 Proposal for a Regulation of the European Parliament and of the Council on harmonised rules on fair access to
and use of data (Data Act) COM(2022) 68 final.
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patient (i.e., in the patient-doctor relationship) and not solely by private service providers (i.e.,
in the citizen-private company relationship).

While most of the presented jurisdictions do not differentiate between eHealth and
mHealth, they all appear to encompass similar technologies. The European approach to the
concept of eHealth and Eysenbach have in common that they cover a variety of digital
technologies. However, Eysenbach includes a broader range of healthcare applications;
healthcare services in a wider sense by including healthcare applications provided by private
companies directly to citizens (e.g. smart watches) and healthcare services in a narrower, strict
sense offered by healthcare professionals. It could be concluded that Eysenbach categorises
private healthcare tools as a sub-category of eHealth technologies, which potentially might not
support accurate outcomes.

Similarly, when comparing national approaches, Ireland’s approach is broader than the
one defined by Germany since it includes new applications which are not solely used within
the patient-physician relationship, such as ambient assistive living systems. Germany appears
to follow a similar approach to the EU, as they restrict their approach to the use of healthcare
applications within the doctor-patient relationship. In conclusion, the focus on solely
healthcare-related technologies in a narrower sense suggests that a moral duty of patients to
transfer health data may not necessarily apply to commercial technologies (e.g. apps that are

not strictly medical apps).

Section 2:  Mapping the confidentiality, privacy, and data protection legislations

applicable to patient data transfers from an European and national perspective

This chapter will map the legislative landscape, namely privacy, data protection and
confidentiality legislations, with a view to the data transfer layers applicable to health data

transfer for the purpose of healthcare, research and public health.

2.1 Introduction

The European Convention for the Protection of Human Rights and Fundamental Freedoms®
(European Convention on Human Rights - ECHR) protects the right to respect for private and

family life in Article 8. This fundamental right contains the right to secrecy concerning an

8 European Convention for the Protection of Human Rights and Fundamental Freedoms, as amended by
Protocols Nos. 11, 14 and 15, supplemented by Protocols Nos. 1, 4, 6,7, 12, 13 and 16, 4 November 1950
(European Convention on Human Rights - ECHR).
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individual’s medical status, and the transmission of such data to other third parties (regardless
of the intended use) may interfere with that right.®! In its case law, the European Court of

9982

Human Rights considered the confidentiality of health data as a “vital principle”® and required

the applicant’s interest to be balanced against the confidentiality of public records in the
context of access request to personal records®3.34

The medical secrecy is ruled by the ethical value of the Hippocratic Oath and, initially,
was considered the only necessary protection of the patients’ privacy and their medical
information.®® The value of medical confidentiality is legally embedded in the Declaration of
Geneva®® and, on a national level, generally in the rules of conduct of the medical profession®’.
Considering that eHealth platforms, such as health records, may be (easily) accessed by other
healthcare professionals, some scholars argue that it may not be enough to rely only on the
concept of professional secrecy, but that data protection rules might be required as well %

This section will map and analyse the European and national confidentiality, privacy,
and data protection legislations applicable to the processing of health data as well as the
interplay of different legislations. It will investigate the differences in the regulatory
approaches guiding and governing the transfer of health data for the purpose of healthcare,
research, and public health. The legislative framework will further be analysed in Chapter 3 of
the thesis when exploring possible impediments with a view to a possible moral duty of patients

to transfer health data through confidentiality, privacy, and data protection legislations.

2.2 European legislations related to patient data transfers in the eHealth

environment

The legislative framework applicable to eHealth data sharing in the EU is highly fragmented.

This effect is due to the distribution of competencies between the EU and the national Member

81 European Anti-Fraud Office (OLAF), Data Protection Officer (DPO) (2016) Summaries of EU Court
Decisions Relating to Data Protection 2000-2015, p. 35.

82 ECtHR, case of Z. v. Finland, Judgement (Application no. 22009/93), 25.02.1997; case of I v. Finland,
Judgment (Application no. 20511/03), 17.07.2008; case of Colak and Tsakirids v. Germany, Judgment
(Application nos. 77144/01 and 35493/05).

8 ECtHR, case of Gaskin v. the United Kingdom, Judgment (Application no. 10454/83), 07.07.1989.

8 Hohmann J, Benzschawel S (2013) Data Protection in eHealth Platforms. In: Beran R (eds) Legal and Forensic
Medicine. Springer, Berlin, Heidelberg, p. 1643.

85 bid., p. 1641.

8 World Medical Association (2017) Declaration of Geneva. https://www.wma.net/policies-post/wma-
declaration-of-geneva/.

87 For instance, in Germany, the rules of conduct of the medical profession are transposed by the federal state
(‘Bundesland’); e.g., Section 9 Rules of conduct of medical profession of Baden-Wuerttemberg.

88 Hohmann J, Benzschawel S (2013) Data Protection in eHealth Platforms. In: Beran R (eds) Legal and Forensic
Medicine. Springer, Berlin, Heidelberg, p. 1643.
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States. The primary competence for healthcare lies with the Member States, whereas the EU
has only limited competence in this area.®® The EU can, however, indirectly influence and
support the successful transposition of eHealth through its own competence, such as in data
protection. The following sections present, analyse and elaborate on the European privacy, data
protection, and confidentiality legislations relevant to (automatic and manual) health data

transfers from the top down according to their hierarchical order.
2.2.1 ePrivacy Directive

Together with the General Data Protection Regulation (GDPR), the Directive on Privacy and
Electronic communication (ePrivacy Directive)’ forms part of the data protection framework
aiming at protecting an individual’s privacy and the confidentiality of communication.’! The
ePrivacy Directive was undergoing a revision®? with the goal of aligning its rules (e.g., by
revoking the security obligations as per Article 4 ePrivacy Directive) with the GDPR. The
proposal draft suggests an ePrivacy Regulation applicable as lex specialis to the GDPR with
regard to the processing of electronic communications data that constitutes personal data.”* For
instance, an important change is that the ePrivacy Regulation will allow the processing of
electronic communications metadata based on the end-users’ consent or where it is necessary
for the provision of electronic communications services based on contract. Also, the further
processing of the metadata for other purposes may take place if the purpose is compatible with
the initial purpose for which the metadata was collected.”* The proposed ePrivacy Regulation
would become relevant for the transmission or exchange of personal data through machine to
machine communication®, which ought to be permitted for providers of electronic
communications networks and services if “it is necessary to achieve the transmission of
communication, for the duration necessary for that purpose” or if “it is necessary to maintain

or restore the security of electronic communications networks and services, or detect technical

faults and/or errors in the transmission of electronic communications, for the duration

% For instance, one competence of the EU lies in the sphere of public health as per Article 168 Treaty on the
Functioning of the European Union OJ C 326, 26.10.2012 (TFEU).

% Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector OJ L 201,
31.7.2002 (Directive on privacy and electronic communications).

91 European Commission, Digital privacy. https://ec.europa.eu/digital-single-market/en/online-privacy.

%2 European Commission, Proposal for an ePrivacy Regulation. https://digital-
strategy.ec.europa.cu/en/policies/eprivacy-regulation.

%3 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private life
and the protection of personal data in electronic communications and repealing Directive 2002/58/EC
(Regulation on Privacy and Electronic Communications), COM(2017) 10 final, p. 2.

% Recital 17aa Proposal for a Regulation on Privacy and Electronic Communications (ibid.).

% Ibid., p. 14.
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necessary for that purpose”.”¢ It follows that the legal conditions stated under the GDPR remain

primarily relevant for processing data concerning health, and hence the sharing of such data.
2.2.2 Medical Device Regulation

The Medical Device Regulation 2017/745/EU°7 governs the making available of medical
devices on the internal market in the European Union. It replaces the Medical Device
Directive’® and the Directive on active implantable medical devices”. According to the
Medical Device Regulation, the European Commission should issue guidelines for the
voluntarily sharing of raw data by sponsors, which shall adapt existing data sharing guidelines
in the context of clinical investigations.!?’ To this end, the Medical Device Regulation provides
certain requirements concerning the use of personal data for clinical investigations and the
electronic system Eudamed!®!. However, the Medical Device Regulation refers to the GDPR

concerning the conditions allowing for processing data concerning health.!%?
2.2.3 General Data Protection Regulation

At the EU level, the General Data Protection Regulation plays a pivotal role in the transfer of
health data which ought to be applied to a wide range of new technologies, including eHealth
services. The regulation came into force in 2018, replacing the Data Protection Directive!%,
aiming at protecting the right to data protection while ensuring the free flow of personal data
within the European Union. Any processing of personal data and special categories of data
requires a legal basis as laid down in Article 6 and 9 GDPR, respectively. The regulation
applies to any data processing as per Article 4(2) GDPR, meaning “any operation or set of
operations performed on personal data or on sets of personal data”. This includes data transfers
conducted through automatic (e.g., interconnected devices) or non-automatic means in
healthcare, research and public health. However, the processing of special categories of
personal data, including data concerning health, are generally prohibited. An exception to the
prohibition for the processing of special categories of personal data, stipulated in Article 9(1)

GDPR, applies where explicit consent for the processing of data concerning health has been

% Article 6(1)(a and b) Proposal for a Regulation on Privacy and Electronic Communications (ibid.).

97 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical devices,
amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 and
repealing Council Directives 90/385/EEC and 93/42/EEC (Medical Device Regulation).

% Council Directive 93/42/EEC of 14 June 1993 concerning medical devices, OJ L 169, 12.7.1993, p. 1.

9 Council Directive 90/385/EEC of 20 June 1990 on the approximation of the laws of the Member States
relating to active implantable medical devices, OJ L 189, 20.7.1990, p. 17.

100 Article 77(6) Medical Device Regulation.

101 See, for instance, Article 33(6) Medical Device Regulation.

102 Recital 47 Medical Device Regulation, Article 110(1) Medical Device Regulation.

103 Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the
free movement of such data, OJ L 281, 23.11.1995 (Data Protection Directive).
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given, or where it is necessary to process health data to protect an individual’s vital interest,
for the purposes of preventive or occupational medicine, medical diagnosis, the provision of
health, treatment or the management of health, for reasons of public interest in the area of
public health, or for the purpose of scientific research!®. These exceptions provided for in
Article 9(2) GDPR must comply with the purpose limitation principle, meaning that the
purpose has to be specified, explicit and legitimate, in addition to the other data protection
principles (e.g., data minimisation, accuracy)'®. Thus, data controllers and data processors

106

must transfer data concerning health fairly and transparently ™, and keep the data subject

informed'?’.
2.2.4 Data Governance Act

The Data Governance Act!% (DGA) is a recently established regulation to enhance trust in data
sharing. The act has been in force since 23 June 2022 and will be applicable from September
2023 onwards. The law addresses private and public entities and seeks to stimulate the sharing
and re-use of data across multiple sectors, including healthcare, agriculture, public
administration and others.!%” Four fundamental tools are embedded in the legal framework:
instruments to facilitate cross-sector data sharing (1), the reuse of public sector data for
research (2), the creation of data intermediary organisations for sharing data through data
spaces (3), and, finally, altruistic data sharing for individuals and companies (4).!!° Regarding
the latter, the implementation of the so-called “data altruism consent form” has been
particularly interesting for enhancing the use and reuse of health data. This instrument supports
the voluntary sharing of non-personal data, personal data and health data and will be explored
in further detail later in this thesis. Regarding the use of personal data and health data, the
GDPR remains applicable, whereby the DGA seeks to create additional rules and safeguards.
Given the multi-sectorial approach of the DGA, the act lays out provisions for creating

different data spaces. Thus, the DGA supports the establishment of the European Health Data

104 Articles 2(a), (c), (h), (i), (j) GDPR.

105 Article 5 GDPR.

106 Article 5(1)(a) GDPR.

107 Article 13, 14 GDPR.

108 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data
governance and amending Regulation (EU) 2018/1724 (Data Governance Act), OJ L 152, 3.6.2022, p. 1-44.

199 European Commission, European Data Governance Act. https:/digital-strategy.ec.europa.eu/en/policies/data-

governance-act.
10 Thid..
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1111

Space proposal’ "', which is a proposal for a sector-specific regulation oriented towards the re-

use of patient data in healthcare.
2.2.5 Other relevant confidentiality, privacy and data protection legislations
Confidentiality and security legislations

Additionally, for eHealth service providers, the E-Commerce Directive''? may be an essential
instrument to ensure confidentiality and authenticity when transferring data.''> Also, the

Network Information Security Directive''*

obliges digital service providers, as which eHealth
provider could be identified, to implement appropriate technical and organisational measures
for the management of risks with a view to the security of network and information systems.!!>
Also, operators of essential services'!®, such as hospitals, can be required to comply with the

obligations set out under the directive.
Free flow of non-personal data

Besides, Regulation 2018/1807/EU'!" facilities the fiee flow of non-personal data, hence
maintaining the free flow of all kinds of data within the European Union in combination with
the GDPR.!!® This regulation only becomes relevant in terms of health data transfers if a data
set is composed of personal and non-personal data. The demarcation between personal (health)
data and non-personal data plays a vital role in determining the scope of application of the
GDPR. In particular, Recital 9 Regulation 2018/1807/EU indicates that anonymised data,
which can be turned to personal data through technological developments, should be treated as
personal data leading to the applicability of the GDPR. Wherever both kinds of data are
inextricably linked, the GDPR shall not be prejudiced.'"’

" Proposal for a Regulation of the European Parliament and of the Council on the European Health Data Space
COM/2022/197 final.

112 Directive on Electronic Commerce, European Parliament and Council Directive 2000/31/EC on certain legal
aspects of information society services, in particular electronic commerce, in the internal market, OJ 2000 No.
L178/1.

113 Callens S (2010) The EU legal framework on e-health. In Mossialos E, Permanand G, Baeten R, Hervey T
(eds.), Health Systems Governance in Europe: The Role of European Union Law and Policy (Health Economics,
Policy and Management, p. 566-568, 570-571.

114 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures
for a high common level of security of network and information systems across the Union, OJ L 194, 19.7.2016,
p. 1-30.

115 See Recital 36 Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 November
2018 on a framework for the free flow of non-personal data in the European Union, OJ L 303, 28.11.2018.

116 See Articles 4(4), 5 Network Information Security Directive.

117 Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 November 2018 on a
framework for the free flow of non-personal data in the European Union, OJ L 303, 28.11.2018.

118 European Commission, Free flow of non-personal data. https://ec.europa.eu/digital-single-market/en/free-
flow-non-personal-data.

119 Article 2(2), recital 37 Regulation (EU) 2018/1807.
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2.2.6 Relevant legislations with regard to trans-border patient data transfers
Cross-border data sharing within the European Union

In addition to the GDPR, the Directive on the application of patients' rights in cross-border
healthcare!?° becomes relevant for patients who have received cross-border healthcare within
the EU, for instance, through telehealth applications. In this context, Member States shall be
supported in establishing European reference networks, in facilitating the exchange of
information and expertise, and in cooperating in the development of diagnosis and treatment

of rare diseases'?!

as well as in supporting the exchange of information within a voluntary
eHealth network connecting national institutions'??. Especially with regard to the latter,
creating guidelines containing a non-exhaustive list of data that could be included in patients’
summaries and shared among care professionals, as well as establishing methods facilitating
the usage of medical data for public health and research could influence and guide the transfer
of cross-border sharing.'>*> Moreover, when transferring health data cross-border, the eIDAS

Regulation'** can impose restrictions on identity verification for healthcare professionals as

well as patients. !
Cross-border data sharing beyond EU borders

When transferring health data to a third country, including onward transfers from one third
country to another third country, additional conditions governed by the GDPR have to be met.
This requires an adequacy decision issued by the European Commission, the implementation
of appropriate safeguards, or the applicability of one of the derogations for specific situations

as per Article 49 GDPR.!?

120 Directive (EU) 2011/24 of the European Parliament and of the Council of 9 March 2011 on the application of
patients’ rights in cross-border healthcare, OJ L 88, 04.04.2011 (Directive on the application of patients’ rights
in cross-border healthcare).

121 Article 12(f) Directive on the application of patients’ rights in cross-border healthcare.

122 Article 14 Directive on the application of patients’ rights in cross-border healthcare.

123 Article 14(2)(b)(i and ii) Directive on the application of patients’ rights in cross-border healthcare.

124 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC, OJ L 257, 28.8.2014 (eIDAS Regulation).

125 ¢Health Network (2018) Recommendation paper on Policies Regarding eIDAS elID and Health Professional
Registries, p. 6.

126 Articles 44-49 GDPR.
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2.3 International policy documents

Soft law in the form of, amongst other things, nonbinding recommendations, guidelines, and
codes of conduct may provide indications on the execution of medical data transfers between

different parties on an international, European and EU level.
2.3.1 International and European policy documents
United Nations (UN) Special Rapporteur on the Right to Privacy

On an international level, the UN Privacy Rapporteur published a recommendation on the
protection and use of health-related data due to the vast risks associated with the processing of
health-related data.'?” The UN rapporteur highlighted the need for a common international
approach with the aim to achieve minimum data protection standards for health-related data.
The recommendation provides rules concerning the sharing of health-related data for purposes
of providing and administering health care and purposes other than those mentioned.'?® Besides
drafting legal conditions for the data processing of health-related data, the recommendation
provides specific provisions, amongst others, for scientific research, mobile applications, trans-
border flows of health-related data, electronic health records, health-related data and open data,

automated decision making, and intersectionality and health-related data.'?’
The Organisation for Economic Cooperation and Development (OECD)

Also, the OECD has published several guidelines that have had impact on the transfer of health
data within and across countries. Particularly the OECD privacy framework!*’, established in
2009 and last revised in 2013, developed eight guiding principles concerning the collection of
personal information in any medium, which also had an impact on the Data Protection

131 Given the societal value of processing and transferring

Directive of the European Union
health data, the OECD published a recommendation on health data governance'*? in 2016,
therein encouraging countries to transpose frameworks for health data governance in order to
facilitate the use of health data in the public interest, such as research purposes, the
improvement of healthcare or the reduction of public health risks. This report identifies 12

overarching principles that strive for an increased use of health data while supporting the

127 UN (2019) Recommendation on the Protection and Use of Health-Related Data, 06.11.2019. Available here:
https://www.ohchr.org/sites/default/files/Documents/Issues/Privacy/SR_Privacy/FINALHRDDOCUMENT .pdf.
128 See Articles 8 and 9 UN Recommendation (ibid).

129 See Chapter V-VIII, XII, XIII, XXII UN Recommendation (ibid.).

130 OECD (2013) OECD Privacy Framework.

131 OECD (2015) Health Data Governance: Privacy, Monitoring and Research, p. 68-69.

132 OECD (2015) Recommendation of the Council on Health Data Governance.
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protection of an individual’s personal data and privacy.'** Furthermore, the 2019 OECD report
“Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Data Re-use

»134 explores the possibilities for enhancing data sharing in general. This report

across Societies
does not specifically refer to the processing of health data and/or the transfer of personal data
in the healthcare environment, but provides an insight into the issues to be tackled deriving
from eHealth technologies that are provided by private actors and used by patients’ for their

treatment (e.g., health wearables, smart watches).
The Council of Europe

At the European level, the Council of Europe Recommendation on the protection of health-
related data'® is of particular importance. As soft law, the recommendation permits the
processing of health-related data, inter alia, for reasons of public health (e.g., to ensure the
quality and safety of medical treatment, health products and medical devices), or the public
interest (e.g., scientific research) as defined in Article 5a. In comparison to the GDPR, the
recommendation provides more concrete guidelines for the “exchange and sharing of health-
related data” (Article 2.1) in the public and private sector, and includes specific provisions
regarding data transfer by different professionals for providing and administering health care
as per Article 8. In particular, the exchange and sharing of health-related data between health
professionals should be limited to the information that is necessary for the provision of care.
Also, the use of electronic medical files or electronic mailboxes should comply with the
principles as per Article 8.4. The recommendation does not clarify the terms “exchange” and
“data sharing”, but rather refers to “the use of electronic medical files and electronic
mailboxes” (Article 8.4). Moreover, it introduces the rights of the data subject, which can also

deviate from the GDPR.!*
2.3.2 EU policy documents

At the EU level, the creation of the first eHealth initiatives dates back to December 1999, when
the European Commission established the “e-Europe Initiative (e-Europe — an information

society for all)” with the aim of endorsing the integration of new technologies and their benefit

133 Tbid..

134 OECD (2019) Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Data Re-use
across Societies.

135 Council of Europe (2019) Recommendation CM/Rec(2019)2 of the Committee of Ministers to Member States
on the protection of health-related data (adopted by the Committee of Ministers of the Council of Europe on 27
March 2019).

136 The data subject’s rights are transparency of processing (Article 11), access to data, rectification, erasure,
objection to the processing and data portability (Article 12).
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for healthcare.'3” Since then, the European Commission has incorporated a wide-range of
policy documents, some of which address eHealth applications in general'*® or target the
deployment of selected applications, such as electronic health records or telemedicine!?®.!4
Also, the eHealth Network, a voluntary network created under the umbrella of Article 14
Directive 2011/24/EU, has drawn up a report in which it identified the need for clarification
on the applicability of the GDPR, the eIDAS Regulation and the NIS Directive and their impact
concerning the deployment of eHealth services'*!. The latest eHealth Action Plan 2012-
2020'* developed by the European Commission pursues the implementation of the envisaged
interoperable eHealth systems across EU Member States, aiming at benefiting patients, care
professionals, health organisations and more stakeholders. The perpetuation of data protection
rules, the harmonisation of rules with regard to the trans-border exchange of health data, and
clarification on the legal pre-requisites for the reuse of health data as well as the transfer of
data across care systems, have been identified as crucial factors for a trustworthy integration
of eHealth systems.'*® In the European Strategy for Data'**, the European Commission
emphasises the worth of data for society and describes it as a public good, as data (including
data derived from the private sector) created by citizens can contribute to improve public
services.!®

As a reaction to the global health crisis during the Coronavirus (Covid-19) pandemic
proclaimed in the year 2020, the European Commission established a new programme called
“EU4 Health” to strengthen the cross-border crisis management of the EU countries in the field

of health.!*¢ This public health programme was established based on Regulation (EU)

137 Callens S (2010) The EU legal framework on e-health. In Mossialos E, Permanand G, Baeten R, Hervey T
(eds.), Health Systems Governance in Europe: The Role of European Union Law and Policy (Health Economics,
Policy and Management), p. 572-573.

138 See, for instance, the first eHealth Action Plan: European Commission (2014) Communication e-Health —
making healthcare better for European citizens: An action plan for a European e-Health Area COM(2004) 356
final.

139 See, for instance: Commission Recommendation of 2 July 2008 on cross-border interoperability of electronic
health record systems, OJ L 190, 18.07.2008, or the Communication on benefits of telemedicine for patients
healthcare systems and society (COM(2008) 689 final).

140 European Commission (2012) eHealth Action Plan 2012-2020 — Innovative healthcare for the 21st century
COM(2012) 736 final, p. 2.

141 eHealth Network, Multiannual Work Programme 2018-2021 “eHealth in support for better health”, p. 17-18.
142 European Commission (2012) eHealth Action Plan 2012-2020 — Innovative healthcare for the 21st century,
COM(2012) 736 final.

143 1bid., p. 9.

144 European Commission (2020) Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions - A European
strategy for data COM(2020) 66 final.

14 1bid., p. 6-7.

146 European Commission, EU4Health programme 2021-2027 — a vision for a healthier European Union.
https://health.ec.europa.eu/funding/eudhealth-programme-2021-2027-vision-healthier-european-union_de.
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2021/522'%7, supplementing national health legislations, and will run from 2021 to 2027. As
indicated earlier in this thesis, the Covid-19 pandemic revealed the fragmented responsiveness
of the national health systems to international health threats, which shall be addressed through

four overarching objectives laid down in the EU4Health programme:

- Improving and fostering healthcare (e.g., through disease prevention)

- Protecting people (e.g., prevention and responsiveness to transnational health threats)

- Providing access to medical products and devices (e.g., ensuring accessibility of crisis-
relevant products)

- Fostering national health systems (e.g., through the digitalisation of healthcare).!*®

Primarily the fourth objective seeks to reinforce the uptake of digital eHealth tools and the use
of health-related data in order to make national health systems more resilient.

Part of the programme’s efforts are dedicated to supporting the launch of a European
Health Data Space, which builds one of the fundamental cornerstones for a stronger European
health union. The Proposal for a European Health Data Space Regulation'®® sets up a legal
framework, including standards, governance practices, and provisions for the primary and
secondary use of personal and health data. Its requirements are getting more specific when
comparing them to existing regulations, in order to make full use of the data for better
healthcare services and research. The proposal will complement other current legislations,
namely the General Data Protection Regulation, the NIS Directive, and the Data Governance
Act, and forthcoming legislations, such as the proposal for a Data Act.'"*® The relationship
between some of these legislations will be elaborated on further in the legal chapter of this
dissertation.

Lastly, guidelines on sharing private sector data in the European Union have been

released at the EU level.!>! Furthermore, the Article 29 Data Protection Working Party clarified

147 Regulation (EU) 2021/522 of the European Parliament and of the Council of 24 March 2021 establishing a
Programme for the Union’s action in the field of health (‘EU4Health Programme’) for the period 2021-2027, and
repealing Regulation (EU) No 282/2014. PE/69/2020/REV/1. OJ L 107, 26.3.2021. https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L .2021.107.01.0001.01.ENG.

148 European Commission, EU4Health programme 2021-2027 — a vision for a healthier European Union.
https://health.ec.europa.eu/funding/eudhealth-programme-2021-2027-vision-healthier-european-union_de.

149 Proposal for a Regulation of the European Parliament and of the Council on the European Health Data Space
COM(2022) 197 final.

150 European Commission, European Health Data Space. https://health.ec.europa.eu/ehealth-digital-health-and-
care/european-health-data-space en.

151 European Commission (2018) Commission staff working document ‘Guidance on sharing private sector data
in the European data economy’ COM(2018) 232 final.
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the definition of health data related to lifestyle and well-being apps.'>? Guidelines concerning

the processing of health data related to electronic health records have also been provided'>>.

2.4  Overview of national legislations regulating patient data transfers

From a national point of view, Member States of the European Union have transposed national
confidentiality, privacy and data protection legislations relevant for transferring health data
through digital means. However, the types of digital tools enabling the sharing of data varies
among countries and does so for different reasons. For example, one specific reason may be
varying interpretations regarding what “eHealth™ entails and another reason might be that

means may have not yet been actually implemented.
Germany

Germany has a well-established data protection legislation, i.e., Federal Data Protection
Act"* which regulates the processing of data concerning health, including the transfer of data
concerning health, for the purpose of healthcare and public health (Article 22(1)(nr. 1)(b and
c)). The processing conditions for research purposes are regulated in various special laws,
which must also be met.!>

In addition to data protection legislations, Germany has transposed specific eHealth
laws. In 2019, the German parliament approved the Digital Healthcare Act!>®. Amongst other
things, the act creates an obligatory digital network for the health sector by obliging pharmacies
and hospitals to connect to the telematics infrastructure. Moreover, the act permits the
collection of invoicing data (e.g., age, gender, treatment) in a pseudonymised form available
to health insurance funds at a research data centre. This data will then be transmitted to research

institutes in an anonymised form, upon request, for research purposes.'*” The law has been

criticised by data protection activists, as it does not allow citizens to opt-out from data

152 The WP29 (2015) clarified on this matter in the ANNEX ‘health data in apps and devices’ of its letter from 5
February 2015 to the European Commission.

133 WP29 (2007) ‘Working Document on the processing of personal data relating to electronic health records
(EHR)’ 00323/07/EN WP 131.

154 Bundesdatenschutzgesetz (BDSG), BGBL. I S. 2097, das zuletzt durch Artikel 10 des Gesetzes vom 23. Juni
2021 (BGBI. I S. 1858; 2022 I 1045) gedndert worden ist (Federal Data Protection Act) (Germany).

155 Special provisions are, for instance, Section 27 Federal Data Protection Act, Section 284 Social Code V, et
cetera; Bundesministerium fiir Wirtschaft und Energie (2018) Orientierungshilfe zum Gesundheitsdatenschutz,
p. 21.

156 Gesetz fiir eine bessere Versorgung durch Digitalisierung und Innovation (Digitale-Versorgung-Gesetz -
DVG) vom 09.12.2019, BGBI. 2019 I Nr. 49, 18.12.2019, S. 2562. (Digital Healthcare Act) (Germany).

157 Federal Ministry of Health (2019) ‘Digital Healthcare Act (DVG) — Driving the digital transformation of
Germany’s healthcare system for the good of patients’.
https://www.bundesgesundheitsministerium.de/en/digital-healthcare-act.html.
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transfer.!>® The legal requirements regulating the implementation of electronic health records
still need to be determined and will be laid down in a separate law.'>

Until recently, the German code of conduct on the medical profession ((Muster-
)Berufsordnung fiir die in Deutschland titigen Arztinnen und Arzte MBO-A4 1997)'%° prohibited
physicians from conducting medical treatments through telehealth, thereby aiming at
preventing treatments based on the patients’ description, and hence solely their subjective
perception.'®! On the federal level, this prohibition has been lifted. However, the competence
to decide if remote treatment should be allowed remains with the respective medical
association of the region (Ldnder). While most regions decided to permit remote treatments

partially or entirely, the Brandenburg state opposed allowing solely remote treatment.

Consequently, this has led to a distribution concerning the admission of remote treatments. '
Austria

Austria’s data protection legislation consists of the Austrian Data Protection Act 201893, With
regard to the transfer of data, Section 40(2) Data Protection Act requires a legal basis “provided
for by laws or by directly applicable legal provisions that have the status of laws” for other
purposes than those mentioned in Section 36(1) Data Protection Act, and the recipient has to
be authorised to process the transferred data for the other purpose. Furthermore, the Health

8164

Telematics Law 201 secures the transmission of health data (by requiring technical

measures) between health service providers.

158 Tagesschau (2019) ‘Patientenschiitzer warnen — Kritik an Spahns Daten-Gesetz*. 02.11.2019.
https://www.tagesschau.de/inland/spahn-digitale-versorgung-gesetz-101.html; Tagesschau (2019) ‘Digitale-
Versorgung-Gesetz — Was sich fiir Patienten dndert‘. 07.11.2019. https://www.tagesschau.de/inland/digitale-
versorgung-gesetz-hintergrund-101.html.

159 Federal Ministry of Health (2019) ‘Arzte sollen Apps verschreiben kdnnen - Gesetz fiir eine bessere
Versorgung durch Digitalisierung und Innovation (Digitale-Versorgung-Gesetz - DVG)*
https://www.bundesgesundheitsministerium.de/digitale-versorgung-gesetz.html.

160 (Muster-)Berufsordnung fiir die in Deutschland titigen Arztinnen und Arzte MBO-A 1997 — in der Fassung
des Beschlusses des 118. Deutschen Arztetages 2015 in Frankfurt am Main (code of conduct on the medical
profession). Available here: http://www.aeggp.de/wp-content/uploads/2016/02/MBO_02.07.2015.pdf.

161 Katzenmeier C (2019) Haftungsrechtliche Grenzen irztlicher Fernbehandlung. NJW 2019, p. 1769; see also
synoposis on the changes in Section 7(4) of the version 2015: Bundesirztekammer - Arbeitsgemeinschaft der
deutschen Artzekammer (2018) Anderung §7 Abs. 4 MBO-A (Fernbehandlung). Available here:
https://www.bundesaerztekammer.de/fileadmin/user_upload/ old-files/downloads/pdf-

Ordner/MBO/Synopse MBO-AE zu AEnderungen 7 Abs. 4.pdf.

162 K atzenmeier C (2019) Haftungsrechtliche Grenzen #rztlicher Fernbehandlung. NJW 2019, p. 1769.

163 Bundesgesetz iiber den Schutz personenbezogener Daten (Datenschutzgesetz — DSG), BGBI. I Nr. 165/1999
(Federal Act concerning the Protection of Personal Data (DSG)) (Austrian Data Protection Act) (Austria).

164 Bundesgesetz betreffend DatensicherheitsmaBnahmen bei der Verwendung elektronischer Gesundheitsdaten
und genetischer Daten (Gesundheitstelematikgesetz 2012 — GTelG 2012), BGBI. I Nr. 111/2012 (Federal Act on
Data Security Measures when Using Personal Electronic Health Data and Genetic Data (Health Telematics Act
2012 — GTelG 2012)) (Austria).
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Furthermore, Austria transposed legislation tailored to data processing for scientific

research. The Research Organisation Act'®®

governs the processing of data by scientific
institutions for research purposes, thereby including public and private sector research'®. The
Austrian Research Organisation Act consists of fundamental research, applied research, and

experimental development.!®” Besides, the national eGovernment Act!'®®

stipulates the
implementation of  sector-specific personal identifiers (bereichsspezifische
Personenkennzeichen) as a safeguard as per Article 89(1) GDPR, which enables patients to
access their health data stored in eHealth tools (e.g., in electronic health record) through means
of the national citizen card or a trusted mobile phone signature.'®

Similarly to Germany, Austria has transposed legislation governing specific eHealth
technologies. The electronic health record (ELGA) is regulated by the Health Telematics Law,
and established under Article 9(2)(g-j) GDPR with the aim to improve public health, to which
access is only granted to the ELGA-providers (e.g., physicians, dentists, pharmacists,
hospitals). In this database, only so-called “ELGA health data”, which constitutes a sub-type
of health data, is allowed to be processed within the ELGA database. Such “ELGA health data”
does not encompass any medical diagnoses but rather medication data or laboratory results,
and can only be processed for the purposes defined as per Section 14(2-3) Health Telematics
Law.!”® The patient can, however, object to the processing (also partially) of the ELSA health
data (Section 15(2) Health Telematics Law). An issue that has been identified concerning the
implementation of ELGA health data transfers is the lack of a legal basis as foreseen under
Article 28(3) GDPR. Due to the absence of such legal ground, the ELGA providers are required
to establish processing contracts on a voluntary basis. Otherwise, the transfer of ELGA health

data may be unlawful.!”!

165 Bundesgesetz iiber allgemeine Angelegenheiten gemiB Art. 89 DSGVO und die Forschungsorganisation
(Forschungsorganisationsgesetz — FOG), BGBI. Nr. 341/1981 (Research Organisation Act) (Austria).

166 Tn particular, the act has oriented itself after the so-called “Frascati-Manual” of the OECD concerning the
definition of scientific research, which defines scientific research as “creative and systematic work undertaken in
order to increase the stock of knowledge — including knowledge of humankind, culture and society — and to
devise new applications of available knowledge” (OECD (2015) Frascati Manual 2015 Guidelines for Collecting
and Reporting Data on Research and Experimental Development, p. 44).

167 Bundesministerium Arbeit, Soziales, Gesundheit und Konsumentenschutz (2019) Schutz sensibler Daten —
Position der Gesundheitssektionen VIII und IX des BMASGK, p. 11-12.

168 E-Government-Gesetz — E-GovG, BgBl. Nr. 10/2004 (E-Government-Law) (Austria).

19 Bundesministerium Arbeit, Soziales, Gesundheit und Konsumentenschutz (2019) Schutz sensibler Daten —
Position der Gesundheitssektionen VIII und IX des BMASGK, p.12, 21; Section 9 E-Government Law (ibid.)

170 Bundesministerium Arbeit, Soziales, Gesundheit und Konsumentenschutz (2019) Schutz sensibler Daten —
Position der Gesundheitssektionen VIII und IX des BMASGK, p. 17-18.

71 Ibid., p. 27.
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Ireland

Ireland regulates the processing of health data mainly through its Irish Data Protection Act
2018'72. For instance, in Section 38 concerning the processing of personal data in the public
interest, such as for health purposes which also covers public health. Moreover, Section 42
Data Protection Act foresees further rules on the processing for scientific research with a view
to Article 89 GDPR.

Ireland has implemented a specific act regulating health research, namely the Data
Protection Act 2018 (Section 36(2)) (Health Research) Regulation 2018!73. This act sets out
additional measures for processing data for “health research”.!”* With a particular view to data
transfers, the provision 3(1)(b)(vi) requires data providers to provide concrete information
about the data recipients before sharing data with them. For example, the data provider must
specify for the purpose for which personal data is being shared and name any person with
whom the data is intended to be shared. Furthermore, they need to mention where the personal
data has been pseudonymised or anonymised.

The confidentiality of care providers is often based on a contractual confidentiality
clause. At the same time, healthcare practitioners are also bound by common-law duty and
have to abide by Medical Council guidance, demanding patient confidentiality.!”> Notably, the
Irish Medical Council’s “Guide to Professional Conduct and Ethics for Doctors” provides
guidelines with regard to the sharing of patient data, which requires, inter alia, that the
disclosure of personal data must be necessary and the recipient must be subject to
confidentiality obligations him- or herself.!’”® These guidelines also guide the execution of
telemedicine.!”” Interestingly, the Medical Council’s guide acknowledges the fact that medical
services cannot be provided to patients without the collection and processing of data
concerning health about them. Consequently, if physicians do not collect and process personal
data and data concerning their health, physicians breach the guide to professional conduct at

stake.!”® The guidelines clarify that general practitioners can rely on Articles 6(1)(c), (d), (e)

172 Data Protection Act 2018 (Number 7 of 2018) (Ireland).

173 Data Protection Act 2018 (Section 36(2)) (Health Research) Regulations 2018 (S.I. No. 314 of 2018)
(Ireland).

174 See, for instance, ibid., Regulation 3(1).

175 Medical Protection Society (2012) Medical records in Ireland — An MPS Guide, p. 12.
https://www.medicalprotection.org/docs/default-source/pdfs/booklet-pdfs/ireland-booklets/medical-records-in-
ireland---an-mps-guide.pdf?sfvrsn=29324eac 2.

176 Medical Council (2019) Guide to Professional Conduct and Ethics for Registered Medical Practitioners
(Amended), p. 24-25. https://www.medicalcouncil.ie/news-and-publications/reports/guide-to-professional-
conduct-and-ethics-for-registered-medical-practitioners-amended-.pdf.

177 1bid., p. 32.

178 Trish College of General Practitioners (2019) Processing of Patient Personal Data: A Guidelines for General
Practitioners v2.3, p. 8. https://www.icgp.ie/speck/properties/asset/asset.cfm?type=Document&id=07BFBD54-
DBE7-4EF3-
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GDPR and Articles 9(2)(h) and (i) GDPR for the processing of personal data and data
concerning health, respectively. Explicit and informed Consent is not required for providing
healthcare services, but only when sharing patient data with third parties, such as insurances

or banks.'”?

United Kingdom

The processing of data concerning health is currently mainly governed by the Data Protection
Act 2018 which supplemented the GDPR provisions, and is directed by guidelines from
different institutions'®!. In particular, the legislations protecting patient data in the UK are
mainly the UK Data Protection Act and the Common Law Duty of Confidentiality.!3? As the
GDPR is no longer applicable since the completion of the transition phase at the end of 2020,
the provisions concerning the processing of health data may be reviewed. It could be worth
following possible changes in order to explore further implications on the processing of health

data from the perspective of a state which transitions from an EU into a non-EU state.

2.5 Interim conclusion

This section has presented a variety of regulatory frameworks, including legislations on an EU
and national level, and alternative regulatory instruments on the international, European and
EU level. It shows that the regulation of health data transfers is fragmented across different
frameworks, which may challenge the enforcement of patient data transfers within one
legislation as well as between Member States. Some countries have implemented eHealth-
related tech laws (e.g., Germany, Austria), while others have transposed legislation tailored to
medical research (e.g., Ireland) or scientific research more generally (e.g., Austria). In light of
a possible transfer of patient data, the equivalent transposition of the conduct on medical

profession plays an essential role in determining the opportunities to transfer health data.

8A60D884D2AA4EET &property=document&filename=GP_GDPR_Guideline v2 3..pdf&revision=tip&mimet
ype=application%2Fpdf&app=icgp&disposition=inline.

179 Ibid., p. 9.

130 Data Protection Act 2018 (c. 12) (United Kingdom).

181 For instance: Medical Research Council (2020) GDPR: lawful basis, research consent and confidentiality,
18.12.2020. https://www.ukri.org/publications/gdpr-lawful-basis-research-consent-and-confidentiality/

182 NHS Digital, Understanding the national data opt-out. https://digital.nhs.uk/services/national-data-opt-
out/understanding-the-national-data-opt-out/protecting-patient-data.
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Section 3: Exploring the concept of data sharing

3.1 Introduction

The term “data sharing” has regularly been used by legal, ethical and technical scholars in the
context of healthcare, but with differing definitions of the same. The concept of data sharing
is not a universally legally defined concept. It may encompass several activities, which may be
the transfer of data from one server to another through applications'®®, the data exchange
between smart devices through the internet'®, the transfer of data between different

)185

stakeholders (e.g., patient, doctors, research institutes, health insurance and/or providing

access to data stored on a server for the benefit of others!®®

. Also, the term “data sharing” may
encompass the transfer of data to other (third) parties, who have not been involved in data
collection, whether within the national legislation or cross-border. Some consider data sharing
among scientists to be an instrument for “pooling” each other’s data, for instance, by
combining different datasets in order to retrieve the maximum benefit possible.'®’

Terms such as “data sharing”, “data exchange”, “data transfer”, or “data flow” also
regularly appear within international, European, and EU law or policy documents. While the
term “free flow” or “free movement” of data does not appear to be problematic'®® the
understanding of what “data sharing”, “data exchange”, and “data transfer” constitute is diverse
and varies with regard to the activities it may encompass, as well as regards to the stakeholders
that are referring to this concept. Comprehending these concepts is a pre-requisite for an
alleged moral duty of patients, researchers and others to transfer (health) data. Morally
responsible behaviour may entail willing and unwilling actions, meaning that patients,

physicians, and other care providers do not necessarily have to transfer the health data

183 Martani A et al. (2019) Stay fit or get bit — ethical issues in sharing health data with insurers’ apps. Swiss
Med Wkly 149:w20089.

184 See, for instance: Yuguo A et al. (2019) Trusted collection, management and sharing of data based on
blockchain and IoT devices. IEEE International Conference on Service Operations and Logistics, and
Informatics (SOLI).

185 See, for instance: Cohen G (2018) Is There a Duty to Share Healthcare Data?. In: Cohen G, Lynch HF,
Vayena E, Gasser U (eds.) Big Data, Health Law, and Bioethics. Cambridge University Press, p. 209-222;

186 See, for instance: Riso B et al. (2017) Ethical sharing of health data in online platforms — Which values
should be considered? Life Sci Soc Policy 13(1):12.

187 Courbier S et al. (2019) Share and protect our health data: an evidence based approach to rare disease
patients’ perspectives on data sharing and data protection — quantitative survey and recommendations. Orphanet
J Rare Dis, p. 2.

188 The General Data Protection Regulation as well as the Regulation on the free flow of non-personal data in the
European Union use the term to refer to the free movement of (non-)personal data across EU Member States. See
for instance: Recital 3, 9, 16, 53, 123, 170, Article 4(24), 51(1) GDPR; Article 4(1) Regulation on the free flow
of non-personal data which specifies that the location of data for processing activities should not be limited to
the national territory.
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voluntarily. The following sections therefore aim to explore the various concepts used when
referring to the sharing of (health) data in the context of eHealth from the perspective of the
existing confidentiality, privacy and data protections framework.

To complement the legal perspective, this section will take into account how some of
the novel techniques facilitate data sharing. As the previous section showed, healthcare is a
national competence that lies with the EU countries which consequently also leads to a variety
in eHealth technologies (depending on their function and purpose), resulting in various data
sharing possibilities and their technical underpinnings. Above all, different legal and technical
models for data sharing have emerged. The following section seeks to provide an overview of
relevant data sharing models. Where appropriate, the section lays down the technical

foundation for the respective model.

3.2 Exploring the concept of data sharing through the lens of relevant technologies in

eHealth

Section 1 of Chapter 1 above has provided an overview on relevant eHealth tools by introducing
the array of means and possibilities to share data. Therefore, the following section will elaborate
on a number of high-level considerations that arise with regard to data sharing and the creation
of platforms at the local, national, and the EU level. In this context, privacy enhancing tools, in
particular federating learning systems and synthetic data generation, have received increased
attention as being privacy preserving means to share data. They also carry with them potential
pitfalls, some of which have not yet been fully identified. The following section will therefore
also outline the opportunities that federated learning and synthetic data offer and will shed light

on some of the issues identified thus far.
3.2.1 eHealth devices and platforms

Digital technologies transform how data is accessed and continuously offer new ways to
communicate and collaborate. The digitalisation of healthcare, however, can be hindered when
the technical implementation of an eHealth infrastructure has been institutionalised or designed
for a specific context.!® The Austrian efforts to develop the healthcare infrastructure
“ELGA”' are an example of such an institutionalised eHealth design. Innovation can only
take place within the constraints of this infrastructure and its potential is thus limited. It also

means that other EU countries cannot connect to it. Furthermore, Austria is not the only EU

189 Essen A et al. (2022) Entering non-platformized sectors: The Co-evolution of legitimacy debates and platform
business models in digital healthcare. Technovation 121.
190 See Chapter 1, Section 1.3 and 2.4.
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country where this problem exists, and the European eHealth landscape can therefore be
described as a “non-platformized sector”, meaning there is no standard platform that can be
used by all Member States.!*!

Depending on the infrastructure, patient data may be stored on a platform in such a way
that multiple parties can access it. Again, the electronic health record system is a classic
example. In this case, the patients’ data is not being transmitted from the electronic record to
another record. Any care professional accesses the same patient file, including the same data
archived on the electronic patient record system. As stated in the German and Austrian
examples earlier in this chapter, these electronic files form part of a national eHealth
infrastructure with a higher standard for security protection.

There have been recent initiatives to address the above issues, as certain Member States
are currently trying to integrate an eHealth digital service infrastructure to support cross-border
care, thus enabling access and sharing of patient data. The integration of this eHealth
infrastructure enables, on one hand, patients to pick up medication in another member state
based on electronic prescriptions and, on the other hand, physicians to access important health
information about their patients (e.g., medical pre-condition, surgeries et cetera) through
patient summaries. !>

Another issue is the plethora of medical devices that can be used to monitor patients’
health performance remotely. The data deriving from these devices will often be transferred to
the patient’s health record, however, not all devices do so in the same way. If the medical
device is connected to a network, the data generated by the medical device can be transmitted
to a web system for monitoring, or exported to the electronic health record digitally. For
instance, data generated through an implantable cardioverter defibrillator during remote
monitoring is sometimes stored by the hospital.!”> Web systems can also be run by an external

194 If not connected to a network, the data will often be

manufacturer or another third party.
manually integrated into the patients’ medical file. This can lead to differences in data quality,
which could negatively impact the proper assessment of a patient’s condition by a healthcare

professional.

191 Essen A et al. (2022) Entering non-platformized sectors: The Co-evolution of legitimacy debates and platform
business models in digital healthcare. Technovation 121.

192 The transposition of an eHealth Digital Service Infrastructure (eHDS]I) is part of the “MyHealth @ EU”.
https://health.ec.europa.eu/ehealth-digital-health-and-care/electronic-cross-border-health-services_en.

193 Daley CN et al. (2017) Providing Patients with Implantable Cardiac Device Data through a Personal Health
Record: A Qualitative Study. Appl Clin Inform 8(4).

194 European Commission (2016) Guidelines on the Qualification and Classification of stand-alone software used
in healthcare within the regulatory framework of medical devices. Ref. Ares(2016)3473012 - 15/07/2016, p. 24.
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Another aspect is the impact on medical research for which platforms archiving health
data about individuals are crucial. Multiple platforms and registries have been created to
provide access to scientific researchers on either national or European level. As mentioned
earlier, the European health data space is an emerging platform that seeks to boost the secure
exchange of patients’ data for better patient treatment, research and public health. Another
example are biobanks: the “BBMRI-ERIC” is one of the largest European biobanks with 20
participating countries.!®> It needs to be noted, however, that the issue of a missing single

platform also persists.
3.2.2 Privacy enhancing technologies in eHealth
3.2.2.1 Federated learning model

Federated learning is an interesting tool for developers of artificial intelligence (Al) systems
and its algorithms have recently gained momentum as a privacy-friendly data-sharing solution.
This is because they help create a machine learning model in a decentralised manner, thus

without transferring data from the data provider to the Al developer.
Opportunities

There are different types of federated learning strategies. What they all have in common,
though, is that actors exchange the algorithm and not the data.!”® By sending the algorithm to
various facilities, data scientists can train the algorithm model based on multiple datasets. The
data stored in each of these datasets remain at their original facility, i.e., with the data holder.
Data set and algorithm are therefore decoupled from one another. For example, if data scientists
developed an algorithm based on patient data stored in electronic health records at hospitals,
then scientists would send the model to each hospital where the model is trained and could thus
compromise the privacy of the data.!®” This way of working prevents these issues from the

start.
Challenges

An important legal consideration is that federated learning neither escapes the application of
data protection and privacy legislations nor does it automatically comply with it. Using

personal and special categories of personal data for algorithm training must comply with the

195 it Health Scandinavia, Biobanks in Europe. https://www.eithealth-
scandinavia.eu/biobanksregisters/biobanks/europe/.

19 Li Q et al. (2021) A Survey on Federated Learning Systems: Vision, Hype and Reality for Data Privacy and
Protection. arXiv:1907.09693v7.

97 1bid., p. 27.
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rules and key principles established in the GDPR. There are still legal challenges associated
with federated learning techniques. An example is the data minimisation principle, which
prevents the mass processing of patient data that is usually done in federated learning systems,
as it requires only the data truly necessary for the purpose of processing to be accessed.!?®
Furthermore, if algorithm models have been trained in one facility and are then sent for
further training to another institute, the risk of transferring sensitive patient data with the
algorithm cannot be excluded with absolute certainty. The model might not reveal personal
data prima facie, but it may be possible to retrieve meaningful information from an algorithm’s
training set through reverse engineering.!*” Some authors®”® thus conclude that a model can
entail pseudonymous data, which would qualify as personal data. In such a case, the algorithm
model itself can qualify as a dataset of personal data, leading to the applicability of the GDPR

when sharing the algorithmic model with others.?!
3222 Synthetic data sharing

The use of synthetic data is another privacy enhancing technology, which is said to radically

boost stakeholder collaboration by imitating an individual’s personal data.
Opportunities

Synthesis is a processing technique that enables scientists to generate “fake data” based on
datasets involving personal data. Scientists start by first creating a model through machine
learning or deep learning techniques. This model is then subsequently used to create “fake
data”. This “fake data” is called “synthetic data” as it resembles personal data by using the
same statistical properties.?’? Such synthetic data is said not to be attributable to an
individual?®®, making its use in healthcare an attractive measure for privacy-friendly data
sharing and data processing. For instance, the emergence of synthetic data technology enables
scientists to design artificial patient records, including artificial X-ray images and other fake

data, to improve the robustness of artificial intelligence systems.?**

198 EDPS, Federated Learning. https://edps.europa.eu/press-publications/publications/techsonar/federated-
learning_en.

199 Ateniese G et al. (2015) Hacking smart machines with smarter ones: how to extract meaningful data from
machine learning classifiers. International Journal of Security and Networks 10(3).

200 Veale M et al. (2018) Algorithms that remember: model inversion attacks and data protection law. Phil.
Trans. R. Soc. A. 376.

201 Ibid..

202 Dankar FK, Ibrahim M (2021) Fake It Till You Make It: Guidelines for Effective Synthetic Data Generation.
Appl. Sci. 11(5).

203 Ibid., p. 2.

204 Chen R1J et al. (2021) Synthetic data in machine learning for medicine and healthcare. Nat Biomed Eng 5.
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Challenges

The use of synthetic datasets comes with certain drawbacks, as data can be synthesised to
various degrees. The question about the degree permitted is a matter of balance between the
data subjects’ interest in data protection and the data controllers’ interest in utility.2°> The less
synthetic data imitates one’s personal data, the less valuable it might be for data analysts, but
also the smaller the risk of reidentifying data subjects.?°® Thus, data controllers always have to
evaluate whether the data they intend to share is linked to the data subject, which triggers the
application of the GDPR. Another concern arises when other stakeholders want to reuse the
algorithmic model to create synthetic data by themselves. The privacy risks that come with the
sharing of synthesis models have not yet been identified.?’” However, in order to determine to
what extent the output data resembles the original personal data, scientists will probably require

access to the initial dataset to compare both datasets.?%

3.3 Data sharing as a legal concept

In the advent of rapid technological developments, the law often times remains technology
neutral. This is also the case for data protection legislation seeking to protect from unlawful
personal data processing. Whilst data processing is the umbrella term covering various
processing activities, legal frameworks have introduced various notions related to this term.
The following section seeks to explore the existing notions, in particular, the notion of data
transfer, data sharing, and data exchange, and will, where appropriate, compare and analyse

them.
3.3.1 Exploring the concept of “data transfer”

The term “data transfer” is a terminology that seems to appear most often within the current
data protection legislation and policy documents. These frameworks use this notion
consistently to describe the transfer of data to an international organisation or a third country?%’,
meaning a country that is outside of the EU. Although there seems to be a general consensus
with regard to the use of this term, some frameworks use “data transfer” to describe the

transmission of data more generally regardless of the involvement of third countries or

205 EDPS, Synthetic Data. https://edps.europa.eu/press-publications/publications/techsonar/synthetic-data_en.
206 EDPS (2022) TechSonar 2021-2022 Report, p. 11. https://edps.europa.eu/data-protection/our-
work/publications/reports/techsonar-2021-2022-report_en.

207 1bid..

208 EDPS, Synthetic Data. https://edps.europa.eu/press-publications/publications/techsonar/synthetic-data_en.
209 See Articles 3, 12(1)(c), 17ff UN Recommendation ; Recital 6 or Articles 42(2), 47(2)(b), 49(1) GDPR;
Article 11(2) Council of Europe Recommendation.
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international organisations. In particular, the UN Recommendation refers to the transfer of
health-related data by one healthcare professional to another healthcare professional.?!? Instead
of limiting the use of this notion to third countries, the UN Recommendation uses it more
generally to describe the transmission of data between different parties, namely healthcare
professionals. Using the notion “data transfer” to describe the transmission of data seems more
justifiable when considering that it explains the transmission from one location to another,
hence from one actor to another. The approach taken by the proposed ePrivacy Regulation
supports this interpretation, as it refers to the automated transfer or transmission of data

between machine-to-machine or Internet of Things.?!!
3.3.2 Exploring the concept of “data sharing”

The term “data sharing” appears in various legislative frameworks, including the OECD
guidelines, the Data Governance Act, the GDPR, and the Council of Europe recommendation

on the protection regarding the processing of health-related data.
International Policy Documents

According to the OECD “Enhancing access to and sharing of data” guidelines, the term data
sharing “refers to the provision of data by a data holder on a voluntary basis. It includes the re-
use of data based on commercial and non-commercial conditional data-sharing agreements, as
well as open data.”?!> The guidelines explain further that data sharing resumes a common
interest that the involved actors have when sharing personal (health) data.?!* The UN
recommendation on the protection and use of health-related data, in which “sharing” is listed

as an example of data processing, uses the same term as the OECD guidelines.?'*
The General Data Protection Regulation

The GDPR only refers to the term “sharing” twice: when using the term “sharing of personal
data”, Recital 6 of the General Data Protection Regulation refers to the free flow of data
through technologies allowing private and public entities to benefit from the data available,

including publicly available data. Moreover, the recital refers to the transfer of data to third

210 See Article 8(1) UN Recommendation.

211 See Recital 12 ePrivacy Regulation.

212 OECD (2019) Enhancing Access to and Sharing of Data — Reconciling Risks and Benefits for Data Re-use
across Societies (report). Box 2.1. ‘Definitions of EASD adopted in this report’. https://www.oecd-
ilibrary.org/sites/276aaca8-en/1/2/2/index.html?itemld=/content/publication/276aaca8-

en& csp =ale9fa54d39998ecc1d83f19b8b0fc34&itemIGO=oecd&itemContentType=book#section-d1e1463
213 Ibid..

214 Section 3 UN Recommendation on the protection and use of health-related data.
https://www.ohchr.org/EN/Issues/Privacy/SR/Pages/HealthRelatedData.aspx
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countries and international organisations.?!> A second time, the regulation refers to the sharing
of information for cooperation between two supervisory authorities to ensure the enforcement
of the GDPR.?'® Besides, the European Commission refers to data sharing in the context of
government to business, business-to-business, business-to-government, and public authorities
data when using the term “data sharing”.?!” Their broad definition thus entails many types of
data flows, such as business-to-business and customer-to-business. In principle, this sits well
with the GDPR, which applies to all entities that process personal data of EU nationals, as the
regulation does not reserve the sharing of data to specific parties (neither private nor public
ones). Instead, it introduces general terms and refers to the parties involved in data sharing as

“data controller” and “data processor”, bound by the GDPR.

Although the term “data sharing” is mentioned sporadically in the text of the law, it might be
doubtful whether the term fits into the data protection legislation, particularly the General Data

Protection Regulation.

Voluntariness. This definition assumes that data would only be shared voluntarily or
freely by the data subject or data controller. This is clearly not always the case. The processing
(or sharing) of personal health data does not necessarily have to be based on the data subject's
consent, nor does the data holder always have to agree. Data protection frameworks set out
various legal conditions that allow the use of the data subject’s data. This, for instance, could
be the case where the public interest permits data controllers to use personal data for the
prevention of humanitarian disasters, or where the use of personal (health) data is in the vital
interest of the data subject.?!® Data subjects may have a right to object to the sharing of their
data under certain circumstances, but legislation allows to deviate from this right where the
public interest prevails over the interests of an individual.>!® The assumed voluntariness
overlooks the diverse facets that data protection frameworks offer in terms of the legal
conditions and possible deviations from a data subject's right’s set out by law. The issue is also
that a moral duty may encompass both the willing and unwilling transfer of personal (health)

data.

Ambiguousness. Article 4(2) GDPR specifies the data processing activities, meaning
any operation or set of operations which is performed on personal data or sets of personal data,

by providing a non-exhaustive list of examples of how data processing can take place.

215 See Recital 6 GDPR.

216 See Article 57(1)(g) GDPR.

217 European Commission (2020) A European Strategy for Data, COM(2020) 66 final, p. 7-8.
218 See Article 6(1)(e,d) GDPR.

219 See Article 21(6), Recital 73 GDPR.
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According to the list provided, data sharing may take place through disclosure by transmission,
dissemination, or otherwise making available??’. Data sharing can encompass different
meanings, and thus, rather constitutes an overarching term, such as for those examples or types
of data sharing stated in Article 4 GDPR, instead of specifying a specific data processing

activity.

Transparency. Furthermore, the term appears to challenge the principle of
transparency. The term data sharing is ambiguous and, as aforementioned, encompasses
several meanings. When informing data subjects about data sharing activities, it may not
always be evident to the data subject how the data is being handled in cooperation with other
stakeholders. Has the data recipient received access to the patients’ data, or has it actually been
transferred? It may make a difference, especially in terms of minimising risks of misuse, if
access to personal data is being provided or if health data is being transferred. Depending on
the nature of the recipient, the latter may offer a greater potential for misuse, as the personal
data is stored physically at the recipient’s location and could be re-used. Patients may wish to
take into account where their data is being stored before agreeing to transfer their health data.
The requirements of informed consent state that data subjects ought to be informed about what
happens to their data, which consequently could have further implications on the lawfulness of

the patients’ consent.

Specific and informed consent. Additionally, the information about who is in
possession of the personal data concerning a data subject has an impact on the data subject’s
right to access laid down in Article 15 GDPR. If patients are not informed about where their
data is being stored, potential obstacles may occur if patients attempt to exercise their rights as
data subjects. In particular, in the strict sense, data cannot be “shared” as it cannot be “divided”.
If data is shared, the data always remains physically on the server where access to the data is
provided, or a copy of the data is transferred while the “original” data remains on the server of
origin. Therefore, it may be in the general interest of the patients to know who has access to

their data and where it is stored.

In conclusion to the above, the term “data sharing” does not sit well within the GDPR when

compared to the provisions of the data protection legislations.

20 Article 4(2) Alt. 11-13 GDPR.
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The Data Governance Act (DGA)

The Data Governance Act (DGA) seeks to complement the GDPR by implementing provisions
that create trust for data sharing. The DGA sets out a legal definition for data sharing, which
Article 2(10) of the final version of the DGA defines as

“the provision of data by a data subject or a data holder to a data user for the purpose of
the joint or individual use of such data, based on voluntary agreements or Union or
national law, directly or through an intermediary, for example, under open or

commercial licences subject to a fee or free of charge”.

Interestingly, the first draft of the DGA considered data sharing merely based on a voluntary
agreement of the data holder, involving data subjects and legal persons.??! This has been
changed in the final version of the DGA, now including data sharing based on agreement or
the law. Despite the adapted definition, altruistic data sharing can take place only voluntarily,
as it relies on the individual's consent for sharing personal data about themselves and of the
data holder (legal entity) for sharing non-personal data. More specifically, the DGA refers to
“data altruism” as the voluntary sharing of data based on the data subject’s consent or the data
holder’s permission.??? By doing so, the DGA does not consistently apply its definition of data
sharing throughout the act, thereby creating a contradiction in the scope of the notion of data

sharing.
3.3.3 Exploring the concept of “data exchange”
UN Recommendation

The UN Recommendation primarily refers to the exchange and disclosure of data as a subtype
of sharing health-related data. This assumption can be further explained on the basis of Article
8 UN Recommendation, which regulates the sharing for purposes of providing and
administering healthcare.??* Article 8 refers explicitly to the term “sharing” in the title of the
provision. In the following paragraphs, however, the term is not further mentioned. It refers
instead to the transfer of data as well as to the exchange and disclosure of data between
healthcare professionals. The structure of the provision, therefore, seems to indicate that the
term “data transfer”, “data exchange”, or “disclosure” are a sub-concept to the term “data

sharing”. As the recommendation states that the exchange takes place “between” care

221 See Article 2(7) Proposal for a Regulation of the European Parliament and of the Council on European data
governance (Data Governance Act) COM(2020) 767 final.

222 See Article 2(16) DGA.

223 Article 8 UN Recommendation.
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professionals, meaning that it involves at least two care professionals, the term “exchange”
seems to reflect an interaction in which data can flow into one and/or both directions between

different actors.
The Council of Europe

The Council of Europe Recommendation seems to refer to the concept of “data exchange”
differently than the UN Recommendation. The Council of Europe Recommendation delineates
its scope of application to the “exchange and sharing of health-related data by means of digital

tOOlS”224

, referring primarily to the transfer of data through information technologies. Both
terms, exchange and sharing, are not legally defined by the recommendation, but may be
considered as “disclosure” or “making available”, which are considered data processing??’. In
particular the term “exchange” of data refers to the interoperability, which is denoted by the
“ability to communicate and exchange data across different information systems??®. In
contrast, the sharing of data denotes the sharing of data by people, more concretely, “by

different professionals™??’.

3.4 A selection of relevant data sharing models

In addition to the above, it can be said that different data sharing models exist. Some are
contractual or legal in nature, such as the data sharing agreement or the legal obligation to
share data as introduced by the Data Act proposal. Others are organisational constructs, such
as data sharing intermediaries, established to enhance trust in data sharing. Others, again, as
the idea of data donation, are meant to boost the sharing of data by individuals for medical
research and public interest purposes. The following sections will outline selected data sharing
models, namely data donation, data sharing agreements, data sharing intermediaries, and data

sharing obligations, and will, where appropriate, present relevant legal considerations.
3.4.1 Data donation

The concept of data donation seems to have received limited attention in academic literature.??®

Data donation as a concept is a complex model, which has sometimes created confusion due

224 Article 2.1 Council of Europe Recommendation.

225 Article 3 Council of Europe Recommendation.

226 Article 3 Council of Europe Recommendation.

227 Article 8.1, 8.3 Council of Europe Recommendation.

228 This section is partly based on the blog post: Bresic D (2022) The German Corona-Data Donation app as an
example of the concept of data donation. CiTiP Blog. https://www.law.kuleuven.be/citip/blog/the-german-
corona-data-donation-app-as-an-example-of-the-concept-of-data-donation/.
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to the ambiguity associated with the term “donation”. The term “donation”, as it is typically
used in the context of organ donation, implies that individuals might transfer their property
rights permanently to the recipient.?? However, although this concept does not appear in the
GDPR, those familiar with data protection legislation will know that it does not escape its
requirements. The donation of personal data generally involves the transmission of personal
data, which qualifies as a data processing activity as per Article 4(2) GDPR.

In practice, the importance of adhering to the GDPR rules and principles was
emphasised by the German data protection authority in the context of the design of the German
data-donation-app?3°.2*! The app is a noteworthy example of the concept of data donation. It
was created by scientific researchers in the fight against the Covid-19 pandemic and allowed
citizens to “donate” their data. As the notion suggests, citizens are able to provide their data
voluntarily through the app, which gathers data such as one’s gender, age, and body
temperature from a fitness wristband or smartwatch. The collected data is then transmitted to
the national research institute in a pseudonymised form. With the help of the data donors,
researchers can create a map that localises an increase in symptoms among citizens, helping to
track epidemiological developments.

The concept of data altruism, one that the Data Governance Act recently introduced,
seems to be similar to the idea of data donation, to the extent that as it also enables the voluntary
sharing of data for a charitable purpose. However, both concepts differ from one another in the
specificity of the goal. Data donation, as understood in the German project, seems to be limited
to a specific project, i.e., enabling the follow-up on epidemiological developments for
combating Covid-19.2*? In contrast, the data used for data altruism under the DGA may

encompass multiple projects?*?

, potentially stretching the purpose limitation principle. The
legal chapter will elaborate further on some of the legal considerations related to the concept

of data altruism.
3.4.2 Data sharing agreement

A data sharing agreement is the classical way to share data for research and is created by the

parties involved in the data exchange. Such an agreement sets out the rules for the sharing of

229 Der Bundesbeauftragte fiir den Datenschutz und die Informationsfreiheit (BfDI) Statement des BfDI zur
Corona-Datenspende-App. https://www.bfdi.bund.de/SharedDocs/Kurzmeldungen/DE/2020/09 Statement-
Datenspende-App-RKI.html.

230 Robert Koch Institut, Corona-Datenspende. https://corona-datenspende.de/.

231 Der Bundesbeauftragte fiir den Datenschutz und die Informationsfreiheit (BfDI) Statement des BfDI zur
Corona-Datenspende-App. https://www.bfdi.bund.de/SharedDocs/Kurzmeldungen/DE/2020/09 Statement-
Datenspende-App-RKI.html.

232 See: Robert Koch Institut, Corona-Datenspende. https://corona-datenspende.de/.

233 See, Recital 52,54 DGA.
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personal data and, as the GDPR is technology-neutral, applies regardless of the technology or
data sharing model used. The data sharing agreement is an official contract that can be
established between at least two or more parties, including those who provide and receive the
data. While, in the UK, it has become only good practice to enter into a data sharing agreement,
this has become legally mandatory in the EU due to the GDPR. The data processing agreement

generally specifies:

- the kind of data that is shared (personal data or special categories of personal data)

- the exact purpose for which the personal data is shared

- the legal basis for processing and sharing that data

- the role of each party involved (controller, joint-controller or processor) and their
responsibilities

- how data subject’s rights of individuals are respected and ensured

- if data is transferred internationally to a third country, which requires the embedding of
standard contractual clauses pre-authorized by the European Commission in the data

sharing agreement.?3*

The details of such an agreement may vary on a case-by-case basis, but, as data sharing is an
ongoing process, the arrangements agreed on in the beginning can change over time. Thus, the

agreement must be reviewed on a regular basis, updated, and adjusted as needed.
3.4.3 Data sharing intermediaries

Intermediaries can play an important role in order to enhance data sharing, for which trust is
an essential component. The European Commission suggests integrating so-called “data
altruism organisations” into the European Health Data Space System.?*> The model for data
intermediation is proposed as part of the Data Governance Act.?®

Trustworthy data sharing intermediaries are recognised organisations which act as
“middle-persons” between the data provider and the organisation seeking to access that data.
The overall thought is that individuals who make their data available for research can be
reassured that their personal data is handled in respect of data protection rules. Personal data
intermediaries will steward the data and be responsible for helping individuals exercise their

data subject’s rights granted under the GDPR.

234 See, in particular, Article 28(1 and 3) GDPR.

235 See Recitals 23, 45, Article 40(1) Proposal for a Regulation on the European Health Data Space.

236 See, for instance, Recitals 3, 5, 23, 27, 29, 32, Article 2(11) DGA, whereby the DGA differs between so-
called “data altruism organisations” (see Article 17 DGA) and “data intermediation services” (see Article 2(11)
DGA).
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How data intermediaries will facilitate the exchange of data has yet to be clarified. The
way biobanks provide data for researchers could perhaps be an example. Biobanks could be
considered intermediaries, as they store genetic and health data of patients as an independent
third party. A biobank database typically holds a large amount of biomedical data about
volunteer participants, serving as a research source. Interested researchers will usually apply
for access and are granted it upon positive verification. Research based on biomedical data has

proven to be particularly interesting for investigating rare diseases.
3.4.4 Data sharing as a duty

The proposal for a Regulation on harmonized rules on fair access to and use of data (Data Act)
seeks to support the use and re-use of personal and non-personal data by introducing data
sharing rules and obligations. The GDPR will remain the main law for regulating the
processing of personal data (see Article 1(3) Data Act proposal), although the current draft has
raised questions as to how the Data Act as a complementary regulation must be read in
combination with the GDPR.?*’

The act introduces provisions that are applicable across sectors and to all data collected
by internet of things devices. The notion “internet of things”, which often refers to commercial
products, might create the assumption that this act may not necessarily cover products
traditionally used in the healthcare sector. However, Recital 14 Data Act proposal specifies
that the act is supposed to also apply to “medical and health devices”. Data holders, meaning
any legal or natural person as per Article (6) Data Act Proposal, who collect data from medical
devices, would fall under the scope of this draft. Consequently, the act would oblige
manufacturers of medical devices to share the data collected by medical devices>*®, hence, data
collected about patients.

The idea of an obligation to make data available has gained momentum with the recently
announced proposal for a Data Act. Although the text is only a draft, the idea of legally
obligatory data sharing may be briefly introduced in the context of this thesis. The draft act
does not implement a legal obligation for individuals to share patient data, but introduces legal
obligations for data holders to share data. Particularly interesting is Chapter V of the Data Act,
which obliges data holders to make data available to public sector bodies based on exceptional

need, encompassing for instance public emergencies (business-to-government data sharing).

237 See Lalova-Spinks T, Spajic D (2022) The broadening of the right to data portability for Internet-of-Things
products in the Data Act: who does the act actually empower? (Part II). CiTiP Blog.
https://www.law.kuleuven.be/citip/blog/the-broadening-of-the-right-to-data-portability-for-internet-of-things-
products-in-the-data-act-part-ii/.

238 See also: Biasin E (2022) The Data Act will concern eHealth apps and Medical Devices. CiTiP Blog.
https://www.law kuleuven.be/citip/blog/the-data-act-will-concern-ehealth-apps-and-medical-devices/.
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However, this thesis only wants to showcase the ongoing discussion related to the Data Act

proposal and does not go after a legal responsibility.

3.5 Interim conclusion

While the term “data sharing” may encompass several meanings, this section aimed to explore
the tension between this notion and various data protection legislations and legislative
frameworks. It argues that this concept implies an ambiguous meaning, which does not sit well
within the legal definition of data processing found in the GDPR. The term, moreover, may
have further consequences on the principle of transparency, the validity of the patients’
informed consent and the data subject’s right to information.

The overview on relevant eHealth data sharing models and technologies illustrates that
data sharing has many facets, going beyond the law. These models should not be seen as
distinct concepts. Some of these can and have been combined in practice. For instance, the way
biobanks work is that they usually collect genetic data - as an intermediary - about individuals
that have been freely provided by them, encompassing both the model of data intermediaries
and data donorship.

That said, specifying exactly how and between whom data is being shared is pivotal in
light of the data protection legislation. The thesis thus suggests restricting the reference to the
concept of data sharing and its use as an overarching term for different data processing
activities. Instead, using the term data transmission or data access brings with it more benefits,

including more legal clarity and better conjunction with the terminology of the GDPR.

Section 4:  Conclusion

This chapter has laid the foundation for the upcoming ethical and legal analysis of the

following chapters.

Firstly, the concept of eHealth and the technologies covered by it were explained. It is worth
noting that while the concept “eHealth” covers different technologies at both the EU and
national levels, it seems that there is general agreement that the use of eHealth services
typically refers to digital tolls that are commonly used in the medical sector. This leads to a

legislative approach that deviates from the definition suggested by the literature.

Secondly, the chapter presented the legal framework applicable to the sharing of health data.
It has been noted that the basic data protection regulation at EU level sets out the key legal
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bases for the transfer of health data, that are also applicable to eHealth, while the national

implementation of these legal bases is fragmented at national level.

Thirdly and finally, the chapter deals with the various notions that are used to describe the
transmission or sharing of health data. Particularly the notion of “data flow”, “data transfer”,

“data sharing”, and “data exchange” are regularly referred to in existing legislations.

The concepts of “data flow” and “data transfer” seem to be the least problematic and
sit well within the existing legislations. “Free flow” is used in the title of both, the GDPR and
the Regulation on the free flow of non-personal data, which specify that the location for data
processing activities should not be limited to the national territory and that, hence, the free
movement of data between EU Member States should be facilitated. Also, a consensus seems
to exist concerning the use of the concept of “data transfers” which describe the transfer of
data to international organisations or third countries. But also beyond this interpretation, this
terminology sits well within the existing data protection legislation, as it clearly describes the

transfer of data from one location to another or from one actor to another.

The “exchange” of data has been considered to entail various connotations. The UN
Recommendation refers to the exchange of data as a subcategory of data sharing and refers
explicitly to the interchangeable interaction between different actors. The Council of Europe
Recommendation instead uses this term primarily to refer to the exchange and sharing of
health-related data by means of digital tools and to the interoperability of information
technologies that facilitate the communication between these systems. In contrast, “data
sharing” describes the sharing between care professionals. The concept of “data sharing” is
often used in literature and policy documents. This section concludes that the term can have

several meanings, which is in conflict with essential principles of data protection legislation.

These concepts are intrinsically linked to the underlying scenario of this research,
meaning the fulfilment of a moral duty of patients and other stakeholders involved to transfer
health data. The notions of “data exchange” and “data sharing” inherently assume that a moral
duty is just about voluntary transfers. The fulfilment of a moral duty does not require the
willing or voluntary transfer of health data but also encompasses the unwilling or involuntary
transfer of health data. Therefore, the term “data transfer” sits well within the existing
legislations as well as with a moral duty to transfer data. As a result, this chapter proposes

using “data sharing” as a generic term for various transfers of personal data.
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Chapter 2: Towards the ethical justification of a moral responsibility of

patients to share eHealth data?

Section 1: Introduction

To investigate the main research question, how a possible moral duty of patients to share
eHealth data for the improvement of healthcare, research, and public health sits within the
existing confidentiality, privacy, and data protection legislation, the first chapter explored the
concept of eHealth and data sharing and mapped the current legislations applicable to patient
data sharing from a European and national perspective. The first chapter concludes that both
notions, i.e., eHealth and data sharing, are ambiguous terms and create legal uncertainty through
a lack of specification. Furthermore, the applicable legal framework is highly fragmented at the
EU and national levels.

The second chapter will follow up on the discussion and further explore how the
implementation of eHealth tools can bring about an increased self-engagement of patients and
possible responsibilities for them. This chapter will focus on investigating a possible moral duty
of patients and, indirectly, of other stakeholders involved in data transfers, namely caregivers,
researchers, and others. This chapter seeks to analyse the different approaches for a possible
justification of a moral duty to transfer health data, which various ethical theories can provide
without giving preference to one or the other.

The first section of this chapter will briefly introduce some ways in which eHealth
technologies can facilitate the engagement of patients that enable the active and passive sharing
of their data. Furthermore, it will outline some of the positive and negative aspects of that
engagement. The second section, which discusses the key issues of this chapter, will map
several ethical outlooks, i.e., deontology, utilitarianism, communitarianism, and ethics of care,
with a particular view to the patients responsibilities to transfer health data for the purpose of
improving healthcare, research, and public health. Furthermore, this chapter will elaborate
possible weaknesses of the justifications that the aforementioned theories provide. The final
section will then explore the commonalities and differences between the ethical outlooks, and
the subsequent impact of the patients’ moral duty on the aforementioned stakeholders, either as

a duty in its own right or as a duty derived from the patients’ moral duty.
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Section 2: The patients’ self-engagement in the eHealth sphere

2.1 Implications of eHealth tools on the involvement of patients

The exchange of patient data through eHealth platforms is a pivotal cornerstone for the
realisation of better research and public health measures. Also, personalised medicine may
primarily be achieved through the full use of patient data.** Although eHealth technologies
foster the sharing of data between numerous actors, with regard to the provision of eHealth
services, the exchange of data typically takes place between patients and healthcare providers
for treatment or therapeutic purposes. Both of them, i.e., patients and care providers, utilise
electronic means in medicine. For instance, healthcare providers use eHealth tools for the
provision of healthcare such as electronic health record systems or medical devices. Such tools
may also be used actively by citizens. The developments in the eHealth sphere can have
enormous implications on the involvement of patients, as eHealth services carry with them the
increasing engagement of patients in their own treatment and their potential to contribute to the

improvement of healthcare in general.

2.2 The engagement of patients through eHealth in healthcare

The participation of patients has been associated with multiple concepts often used
interchangeably, such as patient engagement, patient participation, patient involvement, and
patient empowerment.?* These terms are often connected with the active engagement of
patients, whereby they occupy a central role in healthcare.>*! This was considered a positive
development at the beginning of the eHealth era. Sometimes, the discussions on the concepts
of patient empowerment seemed somewhat ideological or political. For example, to date, the

European Commission considers the empowerment of citizens to be a crucial pillar that can be

239 Buropean Commission (2019) Shaping Europe’s digital future.
https://ec.europa.eu/commission/presscorner/detail/en/ip 20 273.

240 Risling T et al. (2017) Evaluating Patient Empowerment in Association With eHealth Technology: Scoping
Review. J Med Internet Res 19(9):e329.

241 Menichetti J et al. (2016) Giving patients a starring role in their own care: a bibliometric analysis of the on-
going literature debate. Health Expect 19(3).
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enforced through digital means facilitating patient-centred healthcare.?*? The empowerment of
patients has also been assumed to make healthcare services more sustainable.?*?

Without intending to dive into the details of the debates about the concept of patient
empowerment and its related notions, it is essential to point out that these notions are
controversial. Patient empowerment and its notions are complex, as scholars have had

t.2* Moreover, the

difficulties determining the conceptual elements for patient empowermen
association of these concepts with individuals’ active participation in eHealth seems to create
responsibilities for individuals that could be considered burdensome. The concept of
empowerment in eHealth often seems to presuppose the possession of motivation and skills to
better the involvement of patients in the decision-making process together with their
physicians?*®, going beyond the sharing of data. Furthermore, the term “empowerment” may
not sit well in the specific context of health data sharing because sharing health data does not
necessarily require an active contribution from patients, as will be illustrated further on in this
section.

It is evident that patients have more possibilities to participate in healthcare, research,
and public health simply due to the way how eHealth tools work. eHealth technologies support
the active participation of patients in different ways, starting from increasing their knowledge,
through to facilitating the active involvement in their own treatment by self-management of the
patients’ health status, and up to their partaking in the decision-making process.?*® Whereas,
for instance, crowdsourcing supports sharing knowledge among different patients, accessing
medical information and clinical notes stored on electronic records and portals can improve the
patients’ decision-making capabilities. The improvements in the increasing ability to self-
manage can particularly benefit patients with chronic diseases.?*” Moreover, eHealth tools can

be used to prevent illnesses and maintain one’s health, which facilitates the active engagement

242 European Commission (2018) Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social Committee and the Committee of the
Regions on enabling the digital transformation of health and care in the Digital Single Market; empowering
citizens and building a healthier society, COM(2018) 233 final, 25.4.2018.

243 Lettieri E et al. (2015) Empowering patients through eHealth: a case report of a pan-European project. BMC
Health Service Research 15:309, p. 1.

244 Risling T et al. (2017) Evaluating Patient Empowerment in Association With eHealth Technology: Scoping
Review. J Med Internet Res 19(9):¢329; Chatzimarkakis J (2010) Why patients should be more empowered: A
European perspective on lessons learned in the management of diabetes. Journal of Diabetes Science and
Technology 4(6), p. 1571.

245 Lettieri E et al. (2015) Empowering patients through eHealth: a case report of a pan-European project. BMC
Health Service Research 15:309, p. 1.

246 Barello S et al. (2016) eHealth for Patient Engagement: A Systematic Review. Front Psychol 6:2013.

247 Chatzimarkakis J (2010) Why patients should be more empowered: A European perspective on lessons
learned in the management of diabetes. Journal of Diabetes Science and Technology 4(6), p. 1571.
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of patients in healthcare and research outside of traditional care facilities, for example in their
respective homes.?*®

Specifically, when it comes to sharing patients’ data, the active usage of electronic
means by patients facilitates the creation of health-related data. For instance, electronic health
records or patient portals can enable patients to actively add health data to their medical records
to improve and individualise their treatment.”** Additionally, eHealth tools can also facilitate
passive participation in healthcare, since patients themselves do not necessarily need to share
their data actively. Patients can engage in the development of patient-centred care not only as
active data sources, but also by providing access to electronic health records.?*® Allowing access
to patient data stored on electronic records or platforms does not necessarily require the physical
participation of individuals, especially in cases where the record data is primarily handled and
filled out by healthcare professionals. Nonetheless, such a use case may arguably still entail an
active component on the patient’s side, namely to the extent that patients need to give their

(preceding) agreement to having their data accessed.

2.3  From patient engagement to patient responsibility

The contemporary trend of active and passive participation in patients’ healthcare supports and
facilitates the improvement of personalised medicine and quality care, and vice versa. However,
the increasing opportunities for patient engagement through eHealth technologies also creates
opportunities for patients to share their data. This may be an important step with implications
towards a possible responsibility of patients to share health data.

The usage of healthcare technologies and applications requires the participation of
patients to obtain the relevant and adequate data, for instance, to facilitate the appropriate
adjustment of medication or treatment. Considering the adverse consequences that inaccurate
or incomplete data can cause, patient engagement has the potential to contribute to patient

safety.?! To facilitate patient safety, patients are required to provide adequate and accurate data

248 Callens (2019) The demand for new legislation on eHealth in the EU. In: Bichle TC, Wernick A (eds.) The
futures of eHealth: Social, Ethical and Legal Challenges, 135-141. Alexander von Humboldt Institute for Internet
and Society (HIIG), p. 135, 139.

2% For instance, in Germany, patients themselves can add data (e.g., documents, information about previous
diagnosis) to their electronic health record since the beginning of 2021 (see: Bundesministerium fiir Gesundheit
(2021) Die elektronische Patientenakte (ePA). https://www.bundesgesundheitsministerium.de/elektronische-
patientenakte.html).

230 WHO (2016) Patient Engagement: Technical Series on Safer Primary Care, p. 5.
https://apps.who.int/iris/bitstream/handle/10665/252269/9789241511629-eng.pdf.

231 Barello S et al. (2016) eHealth for Patient Engagement: A Systematic Review. Front Psychol 6:2013, p. 1;
Schwappach DL et al. (2010) Review: engaging patients as vigilant partners in safety: a systematic review. Med
Care Res Rev 67(2).
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about them and their health. This might not necessarily be a problem where eHealth tools
function correctly and automatically generate or collect patient health data. For instance,
certified medical devices such as blood pressure meters will generally collect reliable data.
However, the data added to patient records by patients themselves might not always be accurate.
Some patients might make a mistake and accidently add incorrect data to their personal health
record. Others, perhaps out of fear of prejudice, might even intentionally communicate wrong
information or avoid disclosing critical information to their physicians such as about their
medication intake or their health. Physicians and clinicians rely on correct information about
their patients, as errors in communication between patients and care providers can possibly
result in patient harm. Subsequently using inaccurate data for the improvement of healthcare
might have an adverse impact on the safety of the healthcare system, for instance, when
erroneous datasets are used for the training of assistive Al diagnostic tools.?>

To achieve quality patient data and subsequently sustainable healthcare improvement,
patients would need to contribute continuously to this goal. Participatory means can help create
more accurate and up-to-date patient records and more complete datasets by structuring the
communication between patients and their care provider. For example, using electronic patient
records can help patients keep track of the completeness of their health records and monitor
their health conditions, supporting patients in their own care and safety. Also, the use of
electronic monitoring tools for patients may reduce errors in the form of inaccurate information,
such as the intake of medication or the measurement of vital signs. The actual improvement of
patient safety seems to depend on the patient’s input. Thus, producing quality data may in part
lie with the patient. Provided that individuals have the capability and the technological means
to be engaged in improving the healthcare systems, it would require patients to sustain a
continuous engagement in managing their health.?>

The broad scope of the concept of eHealth, encompassing both commercial and
traditional medical devices, may raise questions regarding the technologies that can be used.
Even though the data from commercial devices (e.g., well-being and health tracking apps) could
potentially be used by physicians and other healthcare providers, it cannot be considered as a
given that every citizen who uses a smart device will also use such data for his or her treatment.
In addition to the difficulties arising from the dual-use of smart health devices, commercial

developers would appear only as intermediaries without a legally defined commitment to

252 Digital Europe (2021) DIGITALEUROPE’s recommendations for the European Health Data Space, p. 26, 31-
32. https://www.digitaleurope.org/resources/digitaleuropes-recommendations-for-the-european-health-data-
space/.

253 Fumagalli LP et al. (2015) Patient Empowerment and its neighbours: clarifying the boundaries and their
mutual relationships. Health Policy 119(3), p. 389.
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thoughtfully contribute to improving patients’ health. The reality that it may not always be
evident how precise and reliable commercial healthcare and lifestyle applications are, possibly
leading to lower data quality, adds to this problem.?>* Hence, whether patients can carry specific
responsibilities when using commercial services and devices is doubtful. It thus seems that the
use of exclusively commercially developed technologies (e.g., apps that are not strictly medical

apps) would be excluded from the scope of a possible responsibility of patients.

2.4 Interim conclusion

Even though the technical implementation is still in development, both the successful
transformation toward an eHealth eco-system and the provision of better health care services
rely on data output and patient input.>>> The use of eHealth technologies through patients,
therefore, brings about an increased involvement from the patients’ sides due to the necessary
contribution of useful and reliable data. The growing possibilities of eHealth allowing patients
to participate in research, or their own treatment prompts a discussion of a growing

responsibility of patients to transfer their data for improving care, research, and public health.

Section 3: Exploring the concept of an ethical responsibility of patients to health data
sharing

3.1 Introduction

Determining what constitutes a moral duty or responsibility has been the subject of many ethical
debates. The terms “moral duty” or “moral responsibility” usually refer to a moral obligation
of persons who fulfil the condition for deserving praise or blame for a morally relevant act or

omission as moral agents.?>® Discussions primarily focus on the epistemic conditions of control

234 In Joint Opinion 03/2022, the EDPB and EDPS emphasised the problem that commercial digital applications
do not generate data with the same quality as certified medical devices (see: EDPB-EDPS Joint Opinion 03/2022
on the Proposal for a Regulation on the European Health Data Space. Adopted on 12.07.2022, p. 4, 11).

2% Digital Europe (2020) Harnessing the Power of Al in Health Applications, p. 18.
https://www.digitaleurope.org/resources/harnessing-the-power-of-ai-in-health-applications/.

256 Talbert M (2019) Moral Responsibility. The Stanford Encyclopedia of Philosophy (Winter 2019 Edition),
Edward N. Zalta (ed.). https://plato.stanford.edu/archives/win2019/entries/moral-responsibility/.
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and free will*®’, which are often said to be an essential part of the concept of moral
responsibility.

However, there is much diversity in accounts of a moral responsibility. The term
responsibility is often said to imply some sort of a liability for an action, an outcome, or a role
that a person holds in the retrospective sense. A moral agent is responsible for something or
someone and may be held accountable in the event of non-fulfilment of the undertaken
responsibility. The terms responsibility and duty are often used interchangeably since they can
overlap. However, they are not strictly the same. Duties sometimes describe a moral obligation
or commitment in a prospective sense, requiring individuals to perform certain actions. Duties
cannot generally be delegated to other people (the person itself can only fulfil, e.g., the duty to
tell the truth).>®

In the following sections it will become clear that different types of responsibilities exist.
Still, one might agree that one sense of responsibility may be associated with the notion of duty.

How a moral responsibility can be associated with a duty will be explored later.

3.2 The concept of an individual’s moral responsibility

3.2.1 Hart’s four senses of moral responsibility

Although numerous concepts of a moral duty or moral responsibility exist in literature, the
English philosopher Herbert Lionel Adolphus Hart strongly influenced the conceptualisation
of a moral responsibility.>>® Hart developed four senses of the term “responsibility”, which
unpack the complexities related to each type. His taxonomy of responsibilities encompasses the

following four senses:

- Role-responsibility: A person can be responsible due to the role one has. For instance,
a physician can be responsible for the safety of their patients, or parents are responsible
for raising their child. According to Hart, the term “role” does not require that a role
has been assigned to someone. This type of responsibility can occur if a person has been

entrusted with certain tasks to provide welfare to others.?*

257 See, for instance: Mele A (2015) Free will and moral responsibility: does either require the other?.
Philosophical Explorations (18)3. Doi: 10.1080/13869795.2014.940061; Wolf S (1981) The Importance of Free
Will. Mind, 90(359). Doi: http://www jstor.org/stable/2253093.

258 Van de Poel I (2011) The Relation Between Forward-Looking and Backward-Looking Responsibility. In:
Vincent NA et al (eds.) Moral Responsibility. Library of Ethics and Applied Philosophy 27, p. 48.

2% Hart HLA (2008) Postscript: Responsibility and Retribution. In: Punishment and Responsibility: Essays in the
Philosophy of Law, Oxford University Press. 2" Edition, which was published for the first time in 1968.

260 Ibid., p. 212-214.
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- Causal responsibility: A person can be responsible for certain outcomes caused by their
actions, omissions, or other factors.?°!

- Liability-responsibility: A person is responsible for acting or refraining from acting in
accordance with the law. For instance, the responsibility of a person may be limited if
her or she is psychologically or physically impaired.?%?

- Capacity-responsibility: A person is responsible if they have normal capacities.
According to Hart, this type of responsibility is an important condition for liability-

responsibility.?6

The distinction between these senses of responsibility is essential because it illustrates that
responsibility can take different forms. Most of these types of responsibility have in common
that they are typically backwards-looking (retrospective) concepts of moral responsibility.
Retrospective accounts assess the responsibility of a person relating to his or her past behaviour.
Regarding Hart’s taxonomy of responsibility, the concepts of causal responsibility, liability-
responsibility, and capacity-responsibility could be considered backwards-looking accounts, as
they assess different components that are relevant for the attribution of incorrect behaviour.

In contrast to these three backwards-looking accounts of responsibility, Hart’s concept
of role-responsibility can be classified as a forward-looking account of moral responsibility.
Forward-looking (prospective) accounts coincide with duties for future actions or a virtue. A
forward-looking moral agent will take responsibility for the things that will happen in the future
and aim to improve the state of affairs, whilst doing what is necessary at the present moment to
achieve a better future.?®* In contrast to the backwards-looking approach, a forward-looking
account of responsibility is not about whether a moral agent has created blameworthy harm.?%°
Rather, the prospective account moves away from the causality condition and asks what, if
anything at all, the agent should do in order to mitigate the harm.?*® A moral agent might

consider preventing risks with societal relevance as a form of a person’s duty.

261 In Hart’s view, human beings and their actions can be detached from one another. This means that, in his
opinion, the person as such can be responsible for an outcome and not their actions. He supports this argument
based on the example of the British politician Benjamin Disraeli, who was said to have brought down the
government (ibid., p. 214-215). Without going into the details of this example, such a view misses that a
responsibility for outcomes or circumstances needs to be connected to a person. Outcomes, of any form, are
typically the result of one or multiple (omitting) acts and thus caused by one or more persons.

202 Ibid., p. 215-227.

263 Ibid., p. 227-230.

264 Rovane C (2014) Forward-Looking Collective Responsibility: A Metaphysical Reframing of the Issue.
Midwest Studies In Philosophy 38.

265 Smiley M (2017) Collective Responsibility. The Stanford Encyclopedia of Philosophy (Summer 2017
Edition), Edward N. Zalta (ed.). https://plato.stanford.edu/archives/sum2017/entries/collective-responsibility/.
266 Tbid..
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Similarly, a moral responsibility to share data is oriented towards the future. Sharing
health-related data by patients has been promoted to improve healthcare, research and public

health. It can enhance the situation of the patients themselves as well that of society in general.

3.2.2 A forward-looking account of moral responsibility

The forward-looking account of responsibility is not only important to understand the notion of
a duty, but also for a responsibility as a virtue. A moral responsibility as a virtue orients itself
after community concerns, such as healthcare, and is also an interesting account for the
conceptualisation of a moral responsibility of patients to share data.

More specifically, the concept of a moral responsibility as a virtue understands the
virtuousness of a person in terms of her sensibility for societal needs and developments. It
pertains to an individual’s sense for significant issues, such as the need for data for the
improvement of the healthcare system. By focusing primarily on the virtue of moral
responsibility, a person ideally acquires her virtuousness as part of her character. A person’s
moral responsibility, as a virtue, can present itself in “the way she deliberates, chooses, and
acts”.2” The person might acknowledge the potential that novel electronic technologies offer
in order to share data to contribute to these common objectives. The more responsible a virtuous
person is, the more prone she will be in fulfilling her responsibilities. Recognising societal
needs shifts the view from the interests of the individual towards others and the society. Thus,
the concept of moral responsibility as a virtue considers societal necessities, including
healthcare. %

A moral responsibility, and in particular a moral responsibility as a virtue, needs to be
distinguished from the notion of legal responsibility.?®® As the distinction between backwards-
and forward-looking accounts of responsibility has indicated, the law plays a role in attributing
responsibilities. Legal responsibility aims to identify what has gone wrong and whose fault it
was. Hart’s sense of “liability-responsibility”, a retrospective account which is usually related
to praise and blame, presents this connection more clearly. In particular, this form of
responsibility requires individuals to act or refrain from an act in accordance with the law. An

infringement of the law usually leads to some sort of penalty.?’® For instance, violating a

267 Cummins Gauthier C (2002) The Virtue of Moral Responsibility in Healthcare Decisionmaking. Camb Q
Healthc Ethics11(3), p. 276.

268 Cummins Gauthier C (2005) The Virtue of Moral Responsibility and the Obligations of Patients. ] Med
Philos 30(2):153-66, p. 159.

269 Williams G “Responsibility” The Internet Encyclopedia of Philosophy. ISSN 2161-0002.

270 Hart HLA (2008) Postscript: Responsibility and Retribution. In: Punishment and Responsibility: Essays in the
Philosophy of Law, Oxford University Press, 2" Edition, p. 215-227.
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criminal responsibility might result in a fine or forcible confinement. Unless a person did not
have control over an action or outcome, or was attested physically or mentally incapacitated
when infringing such a legal responsibility, he would be held fully or partly responsible and
subsequently receive punishment. The existence of the concept of culpability - or the lack
thereof which leads to a diminished responsibility - can be found in both legal and moral
responsibilities. Although legal and moral responsibilities can overlap, they can also deviate
from one another.?’! In contrast to a legal responsibility, a moral responsibility as a virtue does
not result in enforceable punishment. Again, this type of moral responsibility constitutes a
virtue that presents itself as a character trait in a person. The existence of such a character trait
would be considered as something positive and would therefore account for a form of praise.
Instead, an irresponsible moral agent who does not act virtuously would show that he misses

the societal importance of the issue and lacks the insight to pay heed to this responsibility.?”?

3.3 Different relevant forms of data sharing

Before entering into the ethical discussion of such a duty, it is necessary to explain the relevant
components for the sharing of data or, in other words, in which ways the sharing of data can
take place. The following paragraphs elaborate on the different actions that a moral duty to
share data may require from patients to facilitate the collection and sharing of patient data in
the healthcare and research environment. The first section attempts to outline the
communication process between patients, physicians, and researchers, since communication
builds the foundation for collecting patient data. This will allow to define the specific actions
which may be required of patients to enable the collection and sharing of patient data in eHealth
as a subsequent step. Finally, the second section will briefly elaborate on the complexities of

participation and data collection in scientific research.

3.3.1 Communication between patients and care professionals

To facilitate the sharing of patient data, patients have to communicate with care professionals®’?

in one way or another.

1 Ibid., p. 222-223.

272 Williams G “Responsibility” The Internet Encyclopedia of Philosophy. ISSN 2161-0002.

273 The following ways of communication are derived from the three data sharing layers established in Section 1
of the general introduction, referring also to Vedder A, Spajic D (2023) Moral autonomy of patients and legal
barriers to a possible duty of health related data sharing. Ethics and Information Technology 23:25.
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Usually, as a first step, patients will make their data available to physicians to facilitate their
medical treatment (primary use of health data). At this stage, the sharing of health data between

patients and physicians could take place as follows:

(1) Patients may communicate their medical problems to their doctors, who then
subsequently add relevant information about the patients’ health into the medical file.
Furthermore, they may make the data about their health status and conditions available
by giving physicians access to already existing data stored in their medical files.

(2) Patients may use eHealth technologies to collect or enter data into the system and share
health data between themselves and their physicians. The use of electronic personal
medical files may serve as an example, where patients can add health-related

information directly to their file.

Second, patients have to make their medical data available to researchers to enable the use of
their health data for scientific research, public health, or the improvement of the healthcare

system. The patients’ data can be made available in two different ways:

(3) Patients may make their record data available to researchers by providing access to
already existing health data stored on their electronic medical file in order to conduct
research for the benefit of the abovementioned purposes (secondary use of health data).

(4) Patients may share their health data directly with researchers while participating in
research activities. The duty to share health data would implicitly include two activities,
namely, to allow researchers to collect data about the patient during their participation

in scientific research?’*

, and to share health data by providing access to health data
collected in the course of the research through eHealth devices and/or by transferring

health data (primary use of health data).

To sum up, a moral duty of patients to share patient data may entail various responsibilities,
namely physical participation in the patients’ treatment or research, and/or the use of digital
means of eHealth. However, the physical participation of patients raises various ethical
questions due to the interference with the patients’ physical integrity. This issue has in particular
gained attention in the context of scientific research, which will be further elaborated in the

section below.

274 Obviously, participation in research would not fulfil its purpose if patients do not allow researchers to collect
data about them. Therefore, a duty to participate in medical research includes a duty to share data.
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3.3.2 The sharing of health data in scientific research

Participation in research projects (see (4)) has been subject to scholarly debates. Numerous
authors have put forward a duty to participate in research?’>, which typically goes beyond the
mere sharing of patient data. Issues arise where a duty to participate in research physically could
be more demanding than a duty to share data, considering that medical research regularly
encompasses physical interventions such as blood sampling.

Some have justified a duty to share data as a duty a maiore ad minus, as it requires less
active engagement by individuals to partake in scientific research.?’® In particular, some
scholars suggest taking a nuanced approach and differentiating between a duty to share already
existing data and a duty to create data.?”” More specifically, the authors argue that the scope of
a “duty to create data” encompasses both the obligation to partake in scientific research and to
use certain technologies (e.g., health tracking devices) to produce new information for
epidemiological research.?’®

Similarly, an ethical obligation to use eHealth technologies in order to create data for
the provision of healthcare or for research could be brought into the discussion. For instance,
in the context of care provision, a duty may encompass the obligation to use and enter data into

electronic patient records>’’

, and use other eHealth tools in one’s everyday life that would feed
the electronic patient records.

The scope of such a duty may be debatable, and certainly raises questions about its
adequacy and proportionality. A duty to use eHealth technologies with the aim of generating
novel data could be difficult for economically weaker citizens who may not be able to afford
eHealth technologies. Moreover, it seems ethically challenging to justify a possible ethical duty
to physically participate in scientific research in terms of the possible interventions on

someone’s physical integrity, especially for vulnerable individuals.

275 Rhodes R (2008) In Defense of the Duty to Participate in Biomedical Research. The American Journal of
Bioethics 8:10; Schaefer GO et al. (2009) The obligation to participate in biomedical research. JAMA 302(1);
Ballantyne A et al. (2018) Consent and the ethical duty to participate in health data research. J Med Ethics 44.
276 Cohen G (2018) Is There a Duty to Share Healthcare Data? In: Cohen I, Lynch H, Vayena E, & Gasser U
(eds.), Big Data, Health Law, and Bioethics (p. 209-222). Cambridge: Cambridge University Press, p. 216, 218.
Cohen G (2018) seems to suggest that active participation is outside of the scope of a duty to share healthcare
data.

277 Mittelstadt B et al. (2018) Is there a duty to participate in digital epidemiology?. Life Sci Soc Policy 14(9).
278 Mittelstadt B et al. (2018) argue in favour of a duty to participate in epidemiological research, which covers
merely the duty to share already “existing data and samples”, and is stronger where threats to public health create
urgency. However, the existence of a duty to participate needs to be determined on a case-by-case basis
(Mittelstadt B et al. (2018) ibid., p. 8)).

279 The example of a duty to use electronic patient records could be, for instance, relevant where the use thereof
is not legally obligatory (e.g., as in Germany; see: Bundesministerium fiir Gesundheit (2021) Die elektronische
Patientenakte (ePA). https://www.bundesgesundheitsministerium.de/elektronische-patientenakte.html).
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34 Interim conclusion

Section 3 elaborated on the concept of a moral responsibility as in a duty and a moral
responsibility as a virtue. Both of them may sit well with a moral responsibility of patients to
share data. Data-sharing between patients and care providers can take different forms,
encompassing physical and digital interaction. In this monograph, a duty to share data focuses
not solely on the aspect of sharing patient information wherever eHealth technologies are being
used in care or in medical scientific research. This type of duty arises as a subsequent
consequence of using eHealth tools in medicine, allowing the data that is made available to be
used. Nonetheless, the motivation of individuals to participate in scientific research may
certainly be influenced by a duty to share data. Therefore, the scope of a duty to share patient
data encompasses the sharing of patient data that was created and collected while in care, such
as during the appointment with the physician. This is the starting point where relevant data is
being created. Conveniently, this enables medical professionals to evaluate whether the data is

correct and accurate.

Section 4: Exploring ethical theories regarding a moral responsibility of patients to

transfer health data for the benefit of healthcare, research, and public health

4.1 Introduction

The objective of the following section is to explore how different ethical schools of thought
would justify the existence of a moral duty of patients to share their health-related data.
Although the arguments for the existence or justification of a duty based on the ethical theories
can be different, they may share similar characteristics of a duty. The notion of responsibility
will be used to clarify the notion of duty and how the notion of duty can relate to the
responsibility to share data.

The notion of a duty will become important as it typically includes an explication of
what is considered morally good.?®® Hart’s sense of responsibility and the forward-looking
account of duty filled this notion a little bit. Also, differences were made between what

constitutes a moral duty and a legal duty.

280 Driver J (2022) Moral Theory. The Stanford Encyclopedia of Philosophy (Fall 2022 Edition), Zalta EN (ed).
https://plato.stanford.edu/archives/fall2022/entries/moral-theory/.
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Yet, in the nature of moral philosophy, each ethical outlook has its strengths and
weaknesses. Therefore, the following analysis intends to explore the ethical ground provided
by different ethical outlooks, and how and to what extent each outlook supports a duty to share
health data by patients. A possible moral duty will be explored in a scenario where adult patients
are moral agents, thus, capable of making moral judgments.

The ethical analysis will take into account the deontological, utilitarian, communitarian,
and care ethics approach. These ethical outlooks are widely accepted theories in ethics, and all
four outlooks provide adequate moral ground for a health data sharing duty. This section will
elaborate on the characteristic features embedded in each ethical theory, and map the arguments

that each ethical stream could put forward.

4.2  Deontology

The word “deontology” stems from the Greek word “deon”, which means responsibility or
obligation. The deontological viewpoint, in contrast to the utilitarian one, assesses the morality
of behaviour for reasons that are not purely based on the consequences of an action. Some
deontologists stress that moral behaviour cannot be justified on the grounds of utility
maximisation, but rather on the type of action one ought to perform.?! It is, therefore, the nature
of an action that determines the morality of the action.®> An action that is morally wrong,
meaning an action that does not conform to a moral responsibility, would then in itself constitute
a violation of a moral obligation.?®® The effects of such an action - whether the outcome is

maximising or not — would then become negligible.?%*

4.2.1 The good will

Kant’s account forms an integral part of the deontological theories for whom the “good will” is
the qualifying element for determining whether an action is morally “good”.2% The central
thoughts on the idea of a good will were put forward in Kant’s most significant contributions
to moral philosophy, i.e., the Groundwork of the Metaphysics of Morals. Kant believed that a

person should perform an action only for the sake of moral obligation.

281 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 171-172; Alexander L, Moore M (2021) Deontological Ethics. In: Zalta EN (ed.) The Standford
Encyclopedia of Philosophy. https://plato.stanford.edu/archives/win2021/entries/ethics-deontological/.

282 Mandal J et al. (2016) Utilitarian and deontological ethics in medicine. Trop Parasitol 6(1):5-7.

283 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 172.

284 Ibid., p. 172.

285 Alexander L, Moore M (2021) Deontological Ethics. In: Zalta EN (ed) The Standford Encyclopedia of
Philosophy. https://plato.stanford.edu/archives/win2021/entries/ethics-deontological/.
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According to Kant, a good will is good because it is good in itself.?%¢ An action must be
free from other internal (such as desires or impulses), or external stimuli (such as other persons)
to be morally valuable. For Kant, an individual has a good will if the motive for the action is a
moral responsibility that rests on a universally valid norm.?®” The good will is not being
measured on its effects, for instance, if the good will was successfully accomplished or not, or
if the good will was actually suitable for achieving its envisioned goal. Instead of the success
in achieving the desired result, it is the maxim from which an action derives its moral value. A
moral responsibility rests on the necessity for action due to respect for the law.?®® Kant’s
categorical imperative is the moral law based upon which an agent approves an action as moral
obligation.

The categorical imperative is a command; an unconditional principle that states what

one must do regardless of the desires one has?®’:

“act only according to that maxim through which you can at the same time will that it

become a universal law.”**°

From the Kantian perspective, a moral claim does not restrict people’s freedom in general, as
the moral claim is only disposed on the individuals themselves. If an agent acts according to
the moral obligation, then this person acts autonomously. In Kant’s view, the agent has an
autonomous will when he or she behaves knowingly in respect of the moral norm. The ability
to choose to govern oneself consistently with universally moral norms makes a person
autonomous, because one’s choice is determined by rationality. Therefore, a good will is a
rational will that performs moral obligations.

A Kantian would therefore share her data for the research of rare diseases, because it
would be the “intrinsically right”?°! thing to do and not because she feels empathy for them.
Kant defines this condition where other factors influence a person as “heteronomy”, standing
in contrast to autonomy.?*?> The respect for one’s autonomy implies that individuals, as rational

beings, are capable of making their own decision as to whether they will follow the universal

286 Kant I (1786) Groundwork of the Metaphysics of Morals, IV 394.

287 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 179.

288 Kant I (1786) Groundwork of the Metaphysics of Morals, IV 394, p. 399-400.

289 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 182-186.

20 Kant 1 (1786) IV 421; While different variations or interpretations of the categorical imperative exist (see
Johnson R, Cureton A (2016)), this is the first formulation of the categorical imperative building the foundation
for various modifications of the principle.

1 Hyry HI et al. (2015) Compassionate use of orphan drugs. Orphanet J Rare Dis, 10, 100.

292 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 180.
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law. Provided that sharing patient data is a desirable universal law (because it treats humanity
as an end), an individual must be able to choose freely whether to follow this law or not.?*> A
moral responsibility can then only be justified if the individual has a free choice to opt for or

against the sharing of his or her data.

4.2.2 No means to an end

A moral constraint relating to a data sharing responsibility could be the deontological argument
that individuals should not be treated as a means to an end.?** Using individuals merely as
means can be understood as treating humans as subjects in such a way that undermines their
status as moral agents. From a Kantian perspective, using another person as a means, even when
it would serve the good in general, would mean that the individual is acting morally wrong.?*>

For instance, treating persons as mere data resources could be understood as using humans
merely as means and not respecting their autonomy. The sharing of one’s data would then be
morally wrong even if the contributed data would come to the benefit of other patients or the
public good.

However, this moral problem does not arise in all data sharing scenarios. Hereto, it is
necessary to differentiate between two use cases?®: the first use case relates to patients who
share data already available and stored on records (e.g., electronic health records). The second
use case refers to patients who need to actively create data about their health as it does not exist
yet. The first use case could be understood as a responsibility to share data that is already
available on electronic or paper records. In contrast, the latter use case entails (in addition to a
responsibility to share or make data available) a responsibility to use eHealth technologies to
create new data.

According to Kant’s account, the mere use of an individual’s data, as covered by the first
use case, is not morally wrong per se. It is ethically permissible to use an individual’s personal

data as a means.?” At the bottom, it is the data that is being used, not the patient. Therefore, it

293 Reath A (2013) Kant’s conception of autonomy of the will. In: O. Sensen (Ed.), Kant on Moral Autonomy
(pp. 32-52). Cambridge: Cambridge University Press, p. 50.

294 Cohen G (2018) Is There a Duty to Share Healthcare Data? In: Cohen I, Lynch H, Vayena E, & Gasser U
(Eds.), Big Data, Health Law, and Bioethics (p. 209-222). Cambridge: Cambridge University Press, p. 217
(referring to Wertheimer A (2012) (Why) should we require consent to participation in research?. Journal of Law
and the Biosciences 1(2): 137-182).

2% Kerstein S (2019) Treating Persons as Means, The Stanford Encyclopedia of Philosophy (Summer 2019
Edition), Edward N. Zalta (ed.), https://plato.stanford.edu/entries/persons-means/.

2% See previous discussion in Section 3.3.2.

297 Cohen (2018) Is There a Duty to Share Healthcare Data? In: Cohen I, Lynch H, Vayena E, & Gasser U (Eds.),
Big Data, Health Law, and Bioethics (pp. 209-222). Cambridge: Cambridge University Press, p. 218; Cohen
(2018) seems to be of the opinion that the sharing of one’s data does not impact on a person’s autonomy, as the
mere sharing does not affect one’s bodily integrity, and as especially the use of anonymous data does not pertain
to an individual (see Cohen (2018), ibid., p. 217-218).
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could be permissible to use a person’s health-related data to the extent that is already available,
meaning that it is generated and stored on devices and platforms. Nonetheless, permitting the
full use of data without any possibility of interference may arguably stand in contrast to one’s
autonomy. The concept of consent and the data subject’s rights are typically associated with the
notion of control and a mechanism to execute decisions regarding the processing of data that is
related to the individual. Controlling one’s personal data therefore means controlling
information about oneself.

Furthermore, it becomes morally challenging wherever people are treated as a means, which
appears to be the situation in the second use case. In this case, the individual’s active
participation is required to create data in the first place, so that personal data can subsequently
be shared. Making the use of eHealth technologies morally mandatory would require the active
involvement of individuals, using them as a means. This infringement would then manifest
itself further if individuals are also deprived of their data subject’s rights as they would be
treated as a means to an end to share data.

From the Kantian perspective, consent plays a crucial role in a moral responsibility to share
data. Individuals may need to decide freely about all factors in respect of their autonomy. For
instance, about what kind of data to share (e.g., if entire datasets or only certain data can be
shared), when, with whom (e.g., if data should be shared with one or all data sharing layers),
and for what reason. A Kantian may prefer to determine how broad or specific the purpose for
sharing his or her data is. Furthermore, the Kantian solution requires one’s autonomy to be
maintained throughout the entire data sharing lifecycle, which demands the possibility for

withdrawal, deletion, and the execution of one’s individual’s (data subject’s) rights.

4.2.3 The contractualist Kantian approach

While from the classical Kantian perspective, consent may be considered an essential element
for preserving an individual’s autonomy, the Kantian contractualist approach might presuppose
the necessary consent.?”®

The contractualist approach derives from Kant’s idea of the original contract (contractus
originarius or pactum sociale) between sovereigns and their people. Kant proposed that the
sovereign and the people can be bound by rules insofar as these rules stem from a united will

of the citizens.? It is then not important that every citizen provides actual consent. In fact,

Kant acknowledges that it may even be impossible to obtain everyone’s consent. However, the

2% Vedder A, Spajic D (2023) Moral autonomy of patients and legal barriers to a possible duty of health related
data sharing. Ethics and Information Technology 23:25.

29 Kant (1793) Uber den Gemeinspruch: Das mag in der Theorie richtig sein, taugt aber nicht fiir die Praxis. Ak.
VIIL
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idea of the original contract sets clear limitations: the rules may only have effect if they could
have arisen from the common will of the people. The people’s natural inclinations or personal
desires cannot build the foundation to determine whether they would have given their approval.
The unified agreement is rational in its nature and based on empirical information.>* Citizens
are then bound by the unified will substantiated in the rules because it is morally right.

With that in mind, from the contractualist point of view, it would at least not be
necessary to actively obtain consent from patients. Rather, it would be obligatory for citizens

to theoretically agree to share their data where legitimate grounds for sharing patient data exist.

4.3 Utilitarianism

A moral obligation to share data could be derived from the utilitarian theory based on a specific
principle, namely utility maximisation. Utilitarianism is a consequentialist theory that views the
expected outcome for a group, whether it may concern a universal action or a particular event,
as the crucial factor.?! It determines whether an action is right or wrong based on the benefit it
brings to the greatest number of people. Concepts such as beneficence and welfare are often
used interchangeably, since these notions have in common that they quantify the societal
benefits. The utilitarian calculus requires a balancing-act between pro and contra arguments,
thereby taking potential benefits and harms into account equally. The utilitarian theory may

define the morality of an act as follows:

“An act is right if, and only if] it can be reasonably expected to produce the greatest

balance of good or the least balance of harm™3%2,

The utilitarian approach is society-centred in the sense that the utilitarian account does not
reflect on the liberty of individuals. Solely the overall consideration of utility or beneficence to
society is relevant. Utilitarians associate utility with various concepts, such as happiness or
pleasure, welfare or personal goods. Some of these concepts are subjective in nature. This is
because notions such as happiness, desire or personal goods are values depended on a person’s
well-being. Therefore, the notion of “general welfare” is often put forward as the central value

for the utilitarian account. 3°* This account could possibly justify a moral responsibility to share

300 Rauscher F (2022) Kant’s Social and Political Philosophy. In: Zalta EN (ed) The Stanford Encyclopedia of
Philosophy. https://plato.stanford.edu/archives/sum2022/entries/kant-social-political/.

301 Boylan M (2019) Utilitarianism. In: Teaching Ethics with Three Philosophical Novels. Springer, Cham, p. 45.
302 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 129.

303 In contrast to the subjective concepts, such as happiness, the value of welfare is an objective notion that is
independent from an individual’s stance and that can evolve over time (Summer LW (1993) The Evolution of
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data as long as the exchange of medical data benefits society outweighing the negative impact
such responsibility may have on the patient (e.g., restrictions on the data subject’s rights et
cetera). This is because the act for itself (i.e., the sharing of health-related data) is not primarily

relevant as a moral value within the balancing assessment.?%*

43.1 Utility

Different utilitarian theories debate what constitutes utility or welfare and how it can be
determined.’®> The main utilitarian streams are “act utilitarianism” and “rule utilitarianism”.
Both streams evaluate the morality of an action based on the action’s consequences but differ

in terms of the approach on how to achieve utility.
Act utilitarianism

The act utilitarian stream orients itself strictly after the principle of utility. In this sense, act
utilitarianism is a very straightforward approach. An act utilitarian would ask whether a
particular act would bring the greatest utility to the situation. If it does, then the agent acts in a
morally right manner.

In order to determine whose well-being matters, this account provides a broad
perspective: the “overall well-being” matters.>?. This means that not only the well-being of
people who are directly impacted by an act is morally relevant, but that of any person in the
present or future.>’” Besides, depending on whether the welfare of a specific community or all
humans should be taken into account®*®, one might support a responsibility to share data within
or beyond the European borders (whereby the latter reaches beyond the present research).

Nonetheless, act utilitarianism does not determine the morality of the results of an action
from a general viewpoint. It considers the concrete circumstances and asks which act results in
the greatest utility in such circumstances.?” Taking into account the variety of circumstances
aims to achieve utility through more flexibility. This does not require an act utilitarian to (re-

)Jevaluate an action every single time before an action takes place. Instead, it offers room for

Utility: A Philosophical Journey. In: B Hooker (ed.) Rationality, Rules, and Utility. New Essays on the Moral
Philosophy of Richard B. Brandt. Westview Press, Inc., p. 98, 102).

304 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 130.

305 Brandt RB (1992) Morality, Utilitarianism, and Rights. Cambridge University Press., p.111.

306 Eggleston B (2014) Act utilitarianism. In: Ben Eggleston and Dale E. Miller (eds.) The Cambridge
Companion to Utilitarianism, p. 125-126.

307 Eggleston B (2014) ibid., p. 126.

308 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 165.

309 Beauchamp TL (1991) ibid., p. 144.
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the (re-)evaluation of general procedures or rules, since general rules may not endorse the
general good in a continuing effort.>!

This way of thinking is well suited with the understanding that anticipating maximum
utility and well-being is a continuous undertaking.®!! At the same time, it is often difficult to
assess utility on a continuous basis.?!> Especially for citizens it may be difficult to obtain
tangible information about if and to what extent their data can benefit scientific advancement
in medicine. This holds true where individuals lack the relevant insight and scientific
knowledge to evaluate the situation properly.

Another obstacle is that act utilitarianists could claim certain actions where utility
considerations dominate, even if this means that certain rules such as privacy or confidentiality
rules would need to be disregarded.’!® For instance, an act utilitarian could claim that patients
need to share their genetic data, regardless of whether it is connected to another family member,
to achieve the greatest benefit for the greatest number of people where other actions would not
result in the same benefit. It is irrelevant whether the goal was achieved in accordance with
other moral values (e.g., if the act was disloyal behaviour) or legal rules (e.g., if the act was a
criminal offence). To act utilitarianism, only the property of “well-being” matters and how the

moral act affects it.>'*
Rule utilitarianism

Rule utilitarianism is often mentioned as the alternative account to act utilitarianism, because it
makes rules a vital component for its theory. For rule utilitarians, rules are so integral to moral
reasoning that the utility of an outcome cannot prevail over a set of rules®!>. The concept of
utility determines the moral validity of rules or codes. In other words, a rule is morally right if

d9’316

it creates the greatest outcome. These rules build the “moral standar and are not

circumventable in particular situations.?!”
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Whether an act is morally right or wrong is therefore determined by the fact of whether
an agent complies with the general rule or deviates from it. For instance, a rule utilitarian might
compare the consequences in a world where people share their data with a world where they do
not. They might say that not sharing personal data is morally blameworthy because it results in
a lower standard of health for all people and, thus, in reduced utility. In light of the benefits that
data sharing can bring to society, the morally favourable rule would be that agents ought to
share their personal and health-related data. Not sharing health-related data would then stand in
contrast to the general rule, hence be morally wrong.

The question under what conditions a rule or code can be considered as adopted by a
given society is subject to different interpretations.’'® Some might follow a narrow
interpretation, foreseeing the adoption of the moral code by every member of a given society.
A more common way to deal with this question has been to take a general approach that
transcends the individual. A code would then be adopted if the majority of a group has adopted
it. This approach does not require all members of a society to adopt a moral code, just most of

them.3!?

To sum up, the utilitarian school takes utility considerations into account. This also includes
altruistic purposes, because personal relationships are not relevant.>?’ The interests of other
people - more specifically, the interests of the majority - are taken into consideration when
assessing the scope of a data sharing responsibility. Specifically, a utilitarian would share data
to the extent that the greatest amount of people benefit from it. The concept of rule
utilitarianism, which suggests implementing rules that are oriented towards the greatest
outcome, could help to coordinate the actions desired from patients. Therefore, utilitarianism
would favour the use of data for common or widely spread diseases, or diseases that impact a
large amount of people in a society (e.g., the Covid-19 pandemic) over rare diseases. The overall
good stands in first place. The utilitarian approach can help to assure the quality of life that can
be achieved through the improvement of health care, research, and public health, as it supports

the maximisation of benefit.

318 Miller DE (2014) Rule utilitarianism. In: Ben Eggleton and Dale E Miller (eds.) The Cambridge Companion
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4.3.2 Expectancy vs. causality

The question, which is connected to the notion of well-being, is the question about efficacy.
The significance of this problem lies in the difficulty of determining whether an action must
actually bring benefit in order to be morally valuable. This issue is also relevant for a possible
responsibility to share data, specifically when it comes to the question of whether a concrete
data sharing act must bring actual benefit. Scholars have argued in favour of an approach that
is less absolute. To this end, an act utilitarian would simply perform the required action to
increase expectable utilities.>?! These utilities do not necessarily have to actually be achieved
or realised. The benefits rather have to be, as far as estimable on the person’s evidence,
reasonably expectable.>*? This would entail that individuals are morally obliged to assist others
by averting harmful outcomes for others, even if one’s action is not the causal contribution to
the detrimental condition.??* This approach aligns with the difficulty of estimating whether
sharing the patients’ data will benefit someone else or research in a particular case.
Furthermore, considering that the estimation of a beneficial outcome suffices, it could
be derived that a causal link between the action and the (expectable) outcome is not necessarily
required. Especially the sharing of data makes it difficult to trace data and it may be challenging
to re-allocate the anonymised or aggregated data back to a specific person, as the delineation
between personal data and anonymous data becomes increasingly difficult’®*. It seems to be
adequate to apply a broader interpretation of the concept of “reciprocity” in the data sharing
environment. It can thus be argued that it suffices if patients who share their data “have some

t325

reasonable chance” to benefit’~”, so that it suffices if prospective patients take advantage of the

contributions of other patients.>2°
Sometimes it may be difficult to determine such a reciprocal connection, i.e., to identify
when one has a reasonable possibility of benefiting from sharing his or her data. To address this

question, some suggest a broad interpretation of the concept of reciprocity, which covers direct

32! In this regard, Brandt raises the issues regarding the relationship between the concept of “duty” and “utility-
maximisation”. According to the author, the concept of a duty rules out the concept of “utility-maximisation” as
act-utilitarianism does not set the requirement for a duty. The act-utilitarian would simply perform the action that
is necessary to achieve the biggest benefit. It is rather the duty of an act-utilitarian to undertake the action that
increases (expectable) benefits, or, more generally, to have the moral motivation or moral conscience to
maximise benefits (Brandt RB (1992) Morality, Utilitarianism, and Rights. Cambridge University Press, p. 142-
143).
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324 Cohen G (2018) Is There a Duty to Share Healthcare Data? In: Cohen I, Lynch H, Vayena E, & Gasser U
(Eds.), Big Data, Health Law, and Bioethics (p. 209-222). Cambridge: Cambridge University Press, p. 219.
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326 Cohen G (2018) ibid., p. 217.
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and indirect benefits.*?’ For instance, where male patients provide their data for the
investigation of cardiac diseases in women, such an indirect benefit could encompass the fact
that the physician gets to spend more time with the (male) patient, or that it improves the health
of the patients’ life partner and beloved ones et cetera.>?®

However, it is questionable whether a broad interpretation of reciprocity can be upheld
where health data from vulnerable groups or individuals with rare diseases are being used to
benefit other patients who do not suffer from the same disease.>?” At the same time, the concept
of reciprocity could strengthen a data sharing responsibility where only a limited amount of
data is available, as it is for the investigation of rare diseases. Patients with rare disease would
particularly benefit from an increased availability of data, which could intensify the reciprocal
bond between benefit and obligation for vulnerable groups of patients. However, the utilitarian
view does not seem to favour individuals with rare diseases as data providers in the first place,
as it may be questionable whether their data has the potential to benefit the greatest amount of
people. With the aim of saving as many lives as possible, a utilitarian might favour collecting
data from people with diseases that affect a large number of citizens, or diseases that are more
likely to be cured. Furthermore, a utilitarian might prioritise data processing for medical
conditions that emerge among younger people over the elderly if life expectancy has to be

considered as a value for the moral assessment.>3°

4.3.2 The risk-benefit-calculus

According to the utilitarian calculus, the consequences can justify the means if it produces the
greatest benefit to the greatest amount of people. This means that individuals would have a
moral obligation to share the data as long as it benefits others, which may come with
overburdening responsibilities to the individual or might be considered unfair. In order to re-
think and allocate the burden that may come with health data sharing, some have argued towards

a “duty of easy rescue” regarding the use of health data in research.
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The duty of easy rescue is a principle that aims to prevent injustice by obliging
individuals to a moral duty at minimal risk. The well-known use case of the drowning child has
been the cornerstone for the interpretation of the duty of easy rescue. In this example, a
pedestrian sees a little child drowning in a pond. This pond is shallow so it would be easy for
the person who is walking by to pull out the child. The risk that the pedestrian would face is to
get her clothes dirty, which is a burden that is insignificant against the death of the child.**!
Therefore, a duty to easy rescue takes into account two important aspects, i.e., the risk for the
moral agent subscribed to fulfil a moral duty and the benefit for others. It requires moral agents
to act morally insofar as it contains only minimal risks to the individual and a substantial benefit
for others. This use case has been applied analogously to various other cases®*? where
individuals could benefit others versus a low risk of harming oneself, including health data
sharing.?*3

In this respect, it has been argued that research using data stored on electronic health
records is only of minimal risk, comparable to the risks one encounters daily. Furthermore, they
argue that sharing electronic health record data for primary care is no riskier than sharing such
data for research. *** Data sharing in primary care is often exposed to a lower security level than
data sharing for research. Therefore, it could be maintained that using or sharing data from
electronic health records without the individual’s consent is ethical as long as it is of minimal
risk to share such data for research.>*® Furthermore, data sharing by patients does not burden
the patient as the data stored on the electronic health record can be obtained passively without
any active contribution by the patient.>*® It may further extend such a responsibility to further
to other actions (e.g. to add data to electronic health platforms, or to use eHealth tools), as long

as it does not overburden the patient.
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4.4 Communitarianism

4.4.1 The community and its common good

Communitarianism considers individuals as social beings that are mutually connected and an
integral part of a community.**” Communitarianism generally privileges the well-being of many
over the well-being of an individual, as it focuses on the collective responsibility in the common
good.**® Individuals have obligations towards one another, and the interest of a society
determines an individual’s rights.**° Therefore, an individual’s personal values are not primarily
of moral significance.>*’ Rather, the communal values and practices defined by the community,
which serve the common good, are morally relevant. Morality finds its foundation in the
practices of the community and their traditions.>*! Communitarians follow the social norms that
have been put in place in a community.

There are different ways to determine a community. A community can be determined
based on the geographic location. For instance, someone who is born into a certain region or
who relocates from one city to another will inevitably belong to the community they live in.>*?
More specifically in the context of healthcare research, communities may also be established
based on specific interests, medical conditions, or diseases. A person might automatically
become part of a group when he is affected by certain diseases, or a community may be created
intentionally. Particularly regarding the latter, the persons affected by the same disease may
create a community themselves to exchange their personal experiences and medication plan.
Also, scientists may determine a community in order to conduct epidemiological, i.e.,
population-based, research.’*

A commonly accepted definition among communitarians does not exist, but the notion

of “common good” typically refers to creating or maintaining goods that serve the community
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and their institutions.>** For communitarians, communal efforts in sustaining healthcare
systems would be morally desirable efforts. Therefore, the claim that the (re-)use of health data
can benefit the improvement of healthcare, research, and society overall seems to be accepted
as a communitarian objective.>*’

The conception of the common good can be different for every community, as the
ethical importance of sharing health data can depend on its social relevance for the
community.**® Communitarians orient themselves on the communal needs, which can depend
on the social impact that an illness may have on a specific community. For instance, individuals
from a smaller community (e.g., a rare disease community) may have moral obligations towards
one another because of the vulnerabilities and interests they share.>*’ Furthermore, the sharing
of health data with the aim of fostering the cure for transmittable diseases may be more ethically
relevant for a larger community. Especially diseases that are infectious could be increasingly
relevant for a community depending on their nature and magnitude of the effects.>*® Similarly,
genetic research has the potential to benefit a bigger amount of people (or even populations)**’,
and consequently been considered to be a public good.*°

Fostering communal welfare is the fundamental objective for communitarians, and
hence, for a data sharing responsibility.>*! The communitarian approach therefore favours
patients sharing their data with data recipients who are dedicated to this goal. The
communitarian approach may demand efforts from both the data providers and the data
recipients. Specifically, patients as data providers must make regular and long-term
contributions to creating a sustainable healthcare system.*>? Furthermore, data recipients must
dedicate their efforts to the communitarian goal. The idea to view communitarianism as a

process where people of a community thoughtfully reflect on the common good seems to
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support such a view.*>? It appears that publicly funded research and healthcare systems receive
priority given their nature to serve the public good and the fact that the majority of community
members typically funds them.?>* Healthcare systems founded on solidarity appear to hold up

such a communitarian approach easier than privately funded research and healthcare systems.

4.4.2 The role of autonomy

Whether individual community members should be considered to act freely, possibly even in
opposition to the designated communal values and practices, has been highly discussed among
communitarians.

Some believe that acting autonomously is irreconcilable with the authority of
communities and the achievement of common goals.*> Citizens are linked to their communities
once they have become their members. The communities’ view influences the individuals’ self,
beliefs, and understanding. Communitarians stress the responsibilities they have towards
society. Considering the fact that communities consist of multiple generations, citizens should
help achieve the communal objectives for a better tomorrow for future members of their
society.*3

Responsive communitarians reject this idea of “authoritarian communitarianism”, and
attempt to balance the common good with the autonomy and individual rights of community
members.*>” The discussion on autonomy is intrinsically linked to the concept of informed
consent. If citizens are to be autonomous, they must be able to agree freely to the use of their
data. Subsequently, they must also be able to withdraw from their initial agreement if they
reconsider their decision.

The possibility to refuse data access by not consenting or to withdraw from the initial
agreement is said to come to the detriment of sustaining healthcare quality.’>® Responsive
communitarians therefore find themselves in a dilemma: the desire to endorse autonomy
through free consent appears incompatible with the communitarian goal of protecting the

common good, more specifically, to foster and improve the healthcare system. Given this
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obstacle, ethicists conclude that all citizens are jointly responsible for improving medical
research and care services, and thus must contribute continuously to these public goods. This
communitarian argument justifies limitations to the right to consent, and beyond that, the

citizens’ right to privacy as far as it impedes the enhancement of care.>*

4.5 Care ethics

4.5.1 Introduction and methodological approach

The “ethics of care” is a postmodern theory that suggests a solution to moral problems that is
based on a person’s emotional involvement. It is, as the name suggests, related to care, which
has been said to be more prominent as a trait among women than men.**° The theory of the
ethics of care offers a caring perspective on a data sharing responsibility that is omitted by the
utilitarian, deontological, and communitarian schools of thought, which focus on rights and
obligations as relevant key concepts for moral evaluation. Ethics of care considers the
individual in relation to others and takes into account the fact that everybody can facilitate care.
This means that care is a component that is not merely relevant within the doctor-patient
relationship, but also within the relationship with others. Following this rationale, could a moral
responsibility of patients be justified under the ethics of care if it constitutes a caring act for
others?

The account of care ethics often views moral decision-making from a relational
perspective, which focuses on an existing relationship between two or more people.*¢!
Depending on the relationship, every moral agent could derive a different conclusion based on
the circumstances and the personal connection. This account of an ethics of care theory is
contextual*®?, which raises specific difficulties when elaborating on the morality of actions and
duties that seek a more universal approach, such as a moral responsibility to share data. Some
ethicists have therefore offered a view on care ethics that provides care-based arguments that
go beyond interpersonal relationships.

The following sections will explore relevant arguments brought forward by various

ethicists in care ethics based on a comparative literature review. It will critically reflect on and

3% Ibid..

360 Norlock K (2019) Feminist Ethics. The Stanford Encyclopedia of Philosophy (Summer 2019 Edition).
Edward N. Zalta (ed.). https://plato.stanford.edu/archives/sum2019/entries/feminism-ethics/.

361 Noddings N (2013) Caring: A Relational Approach to Ethics and Moral Education. 2nd Edition. University of
California Press.

362 Burton BK, Dunn CP, Ethics of Care. Encyclopedia Britannica. https://www britannica.com/topic/ethics-of-
care [accessed 11.02.2023].
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discuss the various methods offered by two care-based accounts. This section will therefore
first briefly introduce the relational account, which has been said to have shaped the feminist
theory of care ethics. It will also present the developments related to the account of care ethics
and elaborate on its core element, i.e., the notion of care, in regard to a data sharing
responsibility. The analysis will first reflect on why a relation-focussed approach might not sit
well with a moral responsibility to share data and, subsequently, demonstrate the advantages of
a care-based approach that goes beyond personal relationships. To this end, scholarly literature
has increasingly put forward care ethics as a branch of virtue ethics, which emphasizes the
virtuousness or character of a person. Furthermore, the concept of empathy offers an interesting
care-related argument that could support a moral responsibility to share data. The method of
reflective equilibrium will again be applied as an instrument for the conceptual analysis to

explore the argumentative path, taking into account pertinent literature in philosophy and ethics.

4.5.2 Care as a relational trait

Defenders of the ethics of care approach suggest that actions and behaviour are not merely
driven by reason and overarching rules. Instead, individuals take into account the needs of
others in their relationship with them and are motivated to act in responsibility for others.>®?
Caring has therefore been said to be a relational trait, taking into consideration the relationship
between the person that gives care and the person that receives care.>%*

Responsibility is an important concept within the care theory. It emerges through the
relationship that a person has with another person. It orientates itself on the needs of the other
person. The caregiver is responsive to the other person’s needs depending on the dynamic of
their relational bond.*®* Individuals are said to regard morality from the perspective of care
responsibilities that arise from the closeness to and intimacy with other human beings. Care
ethics view individuals as intertwined in a net of responsibilities.’*®® A relation comprises at
least two individuals, namely the “one-caring” and the other being “cared-for”. The needs of
the cared-for drive the caring act. The intention is to maintain the human bond and relationship,

for instance, by preventing harm or taking care of others.>¢’

363 Noddings N (2013) Caring: A Relational Approach to Ethics and Moral Education. 2nd Edition. University of
California Press.

364 Ibid.

365 Carse AL (1991) The Voice if Care: Implications for Bioethical Education. J Med Philos 16(1): 5-28, p. 6.

366 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc, p. 286.

367 Maio G (2018) Fundamentals of an Ethics of Care. In: Krause F, Boldt J (eds.) Care in Healthcare. Palgrave
Macmillan, Cham, p. 52.
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Therefore, the relational account®®® believes “in intensifying relationships and
enhancing empathetic involvement*%’, highlighting the relationship between the caregiver and
the receiver as a crucial component. It focuses less on the intentions and the efforts made by
the caregiver but instead requires acceptance of the carer’s efforts by the other person. The
caregiver is then required to attempt further actions to satisfy the other person’s needs.’’® Some
ethicists even go as far as negating a caring relationship where the other person (i.e., the cared-
for) does not recognise the efforts made by the carer.’”!

This view contains a subjective component, as the response relies on the individual’s
personal emotion that can vary from person to person. Whether one’s personal needs have been
fully or partially fulfilled, thus whether a responsibility has been fully or partially fulfilled, will
always depend on the particular view of the person for whom it has been cared for. It is
questionable whether a data sharing responsibility would be even practically possible to realise
if every data sharing act needs to be assessed by the cared for. It might be even hard to assess
if a responsibility has been fulfilled on a case-by-case basis. The cared-for would need to
provide further information on their desires and would guide the carer in terms of their reaction

in order to continue and intensify the caring relationship.’”?

4.5.3 Care beyond personal relationships

By supposedly focusing too much on the relational aspect, the accounts put forward by
important care ethics theorists have been criticised for shifting the attention away from care. In
contrast to relational ethics, the “virtuous” conceptualisation of care should stress the value of
care as a trait of character and an agent’s motive, which corresponds with the virtue ethicists’
view on the central components of a moral life.’”> Furthermore, the concept of empathy
balances the relational account of care ethics, which allows to discuss a data sharing

responsibility beyond personal relationships.

3% Besides identifying care as relational, it has also been understood as a practice which must be carried out.
Care is not merely a good motive or benevolent intention. Rather, the caregiver has to put in efforts to positively
impact on the other person’s apprehensiveness (Maio G (2018) ibid., p. 52). See Held V (2006), who suggests
evaluating the practices of care in order to identify the effectiveness of the carer’s efforts to the other person’s
needs and the motive behind the efforts. Classifying care as a practice helps to identify how to properly respond
to the other’s needs which subsequently facilitates trust and strengthens relationships (Held V (2006) The Ethics
of Care: Personal, Political, Global. Oxford University Press, p. 42).

3% Schuchter P, Heller A (2018) The Care Dialog: the “ethics of care” approach and its importance for clinical
ethics consultation. Med Health Care and Philos 21: 51-62, p. 54.

370 Noddings N (2012) The Language of Care Ethics. Knowledge Quest 40(5): 52-56, p. 53.

371 1bid.

372 Noddings N (2012) ibid., p. 53.

373 Statman D (1997) Virtue Ethics: A Critical Reader. Edinburgh. Edinburgh University Press, p. 17.

86



4.5.3.1 Care as a virtue

The literature in moral philosophy has increasingly accepted care ethics as a branch of virtue
ethics, which complements traditional ethical theories. Virtue ethics as a normative theory is
agent-centred because it highlights the character and virtue of individuals. For instance, a
virtuous person will stress that helping others is gracious rather than focusing on an action or
its consequences.>’* He or she is therefore expected to be reliable with regard to their actions,
as they are reflecting their points of view.’”> However, a character trait is considered virtuous

regardless of whether it actually brings benefits or merits to other people.’”®

Although virtue ethics focuses on a person’s character, virtue ethics can provide a specification
of a morally right action and, thus, offer moral guidance. More specifically, an action is morally
right if driven by virtues and if it fulfils three premises that build upon one another:

“P.I. An action is right if it is what a virtuous agent would characteristically (i.e. acting in

character) do in the circumstances. [...]

P.la. A virtuous agent is one who has, and exercises, certain character traits, namely the

virtues.

P.2. A virtue is a character trait that... <377

The motive of a person is imperative for virtue ethicists. The motive underlying the action
determines if an action is morally good or not. Agents who perform actions because they
consider it an obligation while having an aversion to it would not be morally virtous.’”® For
instance, a person who is not fond of sharing data for the common good, but does so primarily
out of responsibility would not be morally virtuous. According to virtue ethics, people would
share their personal health information for the common good, because they care about others
and not because it is the right thing to do.

The idea of moral responsibility as a virtue has sometimes been connected to freedom.
Some philosophers have made freedom a requirement for the allocation of responsibility.

Performing actions voluntarily and knowingly would become an essential component of the

374 Hursthouse R (1999) On Virtue Ethics. Oxford University Press, p. 1.

375 Hursthouse R (1999) ibid., p. 10-11.

376 Slote M (1995) Virtue, Self, and Other. In: Michael Slote (ed.) From Morality to Virtue. Oxford University
Press.

377 Hursthouse R (1999) On Virtue Ethics. Oxford University Press, p. 28-29.

378 Beauchamp TL (1991), p. 214. According to Beauchamp, such as person would nonetheless conduct a moral
action from the deontological and utilitarian perspective, according to which following obligations as primary
motive is ethically desirable (ibid.).
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concept of moral responsibility in virtue ethics.’” However, the focus can be put on the
character trait instead of the differentiation between what is wrong and right behaviour. In such
a case, it becomes less relevant if an action was performed on a voluntary basis. *** An agent’s
character is then still virtuous even if the action was not voluntarily fulfilled.’®' Moral
responsibility as a virtue requires people to carefully elaborate on the possible outcome of
actions and to be responsive to the harm that one’s action can create.*®> One’s own interests are
then negligible, whereas the interests of others and how one’s decision impacts them become

relevant.’®?

4.5.3.2 Care and its relationship to empathy

Regarding a possible data sharing responsibility, the normative approach to the concept of
empathy offers an interesting viewpoint on a moral obligation that is missing within traditional
ethical theories. Empathy has been said to embed an affective dimension, including emotions
and intuition as moral sources.*® This concept complements the account of care ethics and
shows how a data sharing responsibility that considers an individual’s internal perspective can
exist.

Although one might intuitively regard empathy as an essential element in health care
and nursing, empathy is a contested notion in care ethics and its role therein is highly debated.
Its supporters view empathy as a concept that provides crucial moral guidance for care ethics,
whilst its opponents argue that empathy is susceptible to bias and inaccurate assessments
regarding the needs of others.’®> However, numerous ethicists have recognised the human
ability to empathise with other human beings as a catalyst for altruism, going beyond personal
relationships.>%

In the book “The Ethics of Care and Empathy”, Michael Slote clarifies how empathy
influences one’s ability to care about distant or unknown people. The author holds that humans
can genuinely care for people they do not personally know, because their motivation to care is
rooted in empathy. However, there may be different types of empathy depending on how close

a relationship is. Specifically, an “empathy-enhancing factor” can explain “why we owe more

379 Cummins Gauthier C (2005) The Virtue of Moral Responsibility and the Obligations of Patients. ] Med
Philos 30(2):153-66, p. 153.
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36 Van Dijke J et al (2019) ibid., p. 1283.

88



help” to people we are friends with or related to.>®” For instance, one might feel a stronger sense
of empathy for those experiencing difficulties at the present time, although people can also
empathise with future others.*®® Furthermore, a relationship may be stronger with our beloved
ones such as friends and family than with people that we know only indirectly or that we have
never met.>*” But one might nonetheless have empathy for those in humanitarian need, or the
feeling may even be extraordinarily strong to a degree that goes beyond that of an average
person (e.g., someone willing to give away everything he or she has).’*° Although the author
seems hesitant to concretely determine the strength of a moral obligation, he acknowledges that
empathic humans can have a genuine concern for helping distant others.

An aspect that seems to be missing is that one’s empathy may not be merely driven by
closeness or distance but by (good or bad) experiences. In a medical context, some people might
feel more empathy with distant or unknown people with whom they share similar medical
experiences or vulnerabilities. Such shared experiences could be considered enhancing factors
that could increase our empathy with others. The psychological and emotional support for
certain groups that are not in our close surroundings might still be as strong as to support them
through data sharing. Therefore, an obligation to help distant others in need could be increased
in those who have developed a genuine empathic concern with those with whom we share

similar experiences.

4.6 Interim conclusion

The ethical analysis in section four discussed the arguments provided by all four ethical theories
(i.e., deontology, utilitarianism, communitarianism, and care ethics) in regard to a possible
moral responsibility of patients to share data critically. It showed that, in principle, each of these
theories could put forward arguments supportive of such a moral responsibility. The
deontological account can justify a moral duty to share data from a traditional Kantian and
contractual view. Whereas the first focuses on consent as the primary tool, the latter might
explain that consent may be presumed where legitimate grounds justify data sharing.
Utilitarianism may justify the sharing of the patients’ data based on the argument of beneficence
as it can serve society overall, possibly enabling automatic data transmission. This would be

the case in circumstances where the benefit is reasonably expectable. Communitarians serve

387 Slote M (2007) The Ethics of Care and Empathy. New York. Routledge, p. 29.
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the communitarian goal: protecting the common good. Contributing towards this goal may
justify limitations to the right to consent. Finally, care ethics has a view on moral issues that is
based on an individual’s emotional involvement. The relationship-focused perspective might
be difficult to translate into practice if every data sharing act needs to be assessed by the cared
for, namely the person benefitting from the data processing activity. Nonetheless, the ethics of
care theory can also provide arguments to support a moral responsibility of patients to share
data beyond interpersonal relationships, as a virtuous or empathic person may be inclined to

share their health-related data to the advantage of distant others.

Section 5: Conclusion

5.1 Commonalities and differences between the ethical approaches and their

subsequent impact on other data sharing stakeholders

The previous section presented the arguments for and against a moral responsibility of patients
to share data in light of the ethical elements that each outlook inherits. Some of these arguments

and features overlap or conflict with one another.

Duty as a concept. At first glance, the utilitarian and deontological approaches do not
seem to have much in common. However, in contemporary ethics, utilitarianism and
Kantianism have sometimes been referred to as “ethics of duty” as both ethical streams believe
that agents (in one way or another) are morally bound to fulfil duties.>*' While the term duty
might sit well with the deontological approach, this might seem somewhat peculiar when
referring to utilitarianism. The connection between the utilitarian account and the concept of
duty becomes more evident when reflecting on the utilitarian approach toward duties. A
utilitarian might not directly refer to the term duty but would act in a way that aims to fulfil the
ultimate utilitarian goal, which is benefit maximisation.>°? In this sense, acting according to the
utilitarian aim of utility maximisation could be considered an obligation or duty to the
individual. Therefore, the concept of a moral duty is represented in both the deontological and
utilitarian outlooks.

It is important to note that a moral duty does not equate to a legal duty. As mentioned

earlier in this chapter, creating a legal responsibility to share data typically results in some form

391 Statman D (1997) Virtue Ethics: A Critical Reader. Edinburgh. Edinburgh University Press, p. 3.
32 Brandt RB (1992) Morality, Utilitarianism, and Rights. Cambridge University Press, p. 142.
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of punishment. What was intended to serve the interests of the patient and the altruistic purpose
of improving the healthcare sector may now be used against him or her. From the perspective
of civil law, patients may be held liable because they missed to share data or because they
shared data about their sensitive health condition, which may lead to an increased health

insurance fee.

Voluntariness. The idea of a moral responsibility to share data does not always require
the voluntary sharing of health data through patients. The deontological account necessitates
the freedom of choice out of respect for one’s autonomy. However, other schools of thought
focus on the societal benefit (utilitarianism and communitarianism), or the fulfilment of their
virtuous character (virtue ethics). These ethical outlooks make the fulfilment of these goals their

primary objective and, subsequently, the voluntariness of an action obsolete.

Form of responsibility. In the context of a moral responsibility to share data, one might
differentiate between a universal responsibility that is applicable to every individual, and a
supererogatory responsibility driven by a person’s ideals and virtues.>*> A universal
responsibility is morally obligatory, yet due to that it sets lower standards for moral agents
regarding a moral responsibility to share data. The latter form is morally praiseworthy but not

obligatory which makes the contribution to other people’s well-being optional.>*

Depending
on the ethical theory and whether the theory requires voluntariness, a responsibility of patients
to share data could exist either in form of a universal responsibility or a supererogatory
responsibility. A Utilitarian will typically consider all actions benefitting the majority of a
society imperative, whereas other moral outlooks requiring free will would exist in form of a
supererogatory responsibility. However, the differentiation is not always this

d 395

straightforwar A virtuous person, for instance, who acts out of virtuousness might feel

obliged to act a certain way>*®, such as to share data.

The common good. Some ethical theories have in common that they derive value from
some broader concept of the good.*” A utilitarian will always strive for benefit maximisation

to the advantage of society. A communitarian, on the other hand, will want to contribute to the

393 Vedder A, Spajic D (2023) Moral autonomy of patients and legal barriers to a possible duty of health related
data sharing. Ethics and Information Technology 23:25.
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common good. A Kantian will follow the universal law that serves humanity. And, finally, a
virtuous person will be the best (virtuous) person he or she can be. However, the good will not
override one’s personal autonomy according to Kant, and a virtuous person does not act for the

mere sake of increasing the good, but only out of virtue®*®.

The role of individuals. Utilitarianism, communitarianism, and care ethics have in
common that they do not view individuals as independent from one another. Especially the
relational account of care ethics is more specific in this regard, as the degree of dependence
between individuals can be higher the closer the relationship to someone else is. However, some
ethical schools of thought leave the decision as to what is ethically desirable to the individual,
thus lacking coordination to determine the greatest outcome for everyone (e.g., traditional

Kantian approach or act utilitarianism).

Relationship. Most of the ethical outlooks do not look at the existence of personal
relationships as a requirement for a data sharing responsibility. What they have in common is
that some of these theories ask whom the sharing of data should benefit. Both the
communitarian and utilitarian view make this depend upon the degree of relevance to the
community. Whilst the communitarian will ask for its societal relevance within the (specific)

community, the utilitarian will act in a way that benefits the greatest amount of people.

Collectiveness. The utilitarian and communitarian approaches suggest that the
responsibility to share data will need to be collectively performed by the society or
community.**® Although it may suffice to share data to fulfil one’s data sharing responsibility,
it may be difficult for a single person to contribute to the benefit of research and the healthcare
system. After all, creating tailored precision medicine and using health data to improve medical
research and the healthcare system requires good quality data, which also depends on the
amount of data available.

Beyond the patients’ contribution, fulfilling the patients’ responsibility may also require
the participation of other stakeholders. Stakeholders who are receiving and using the patients’
data may also have a data sharing responsibility for improving healthcare and research.

The responsibility of other stakeholders involved may exist in two ways. First, a data
sharing responsibility can exist as a direct responsibility based on arguments provided by a
number of ethical outlooks. Utilitarian and communitarian values in particular seem to offer

arguments that call for collaborative actions and could support a direct responsibility of

3% Statman D (1997) ibid., p. 11-12.
39 Giubilini A et al. (2018) The moral obligation to be vaccinated: utilitarianism, contractualism, and collective
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researchers and other stakeholders involved to share data with others.*’ Second, an indirect
responsibility may be inferred from the justifications of the patients’ direct moral responsibility.
Stakeholders involved may then have a responsibility to help patients fulfil their data sharing
responsibility. This is the case when the lack of interoperability prevents patients from
executing their responsibility. Such a problem may call for actions by stakeholders who have
access to the patients’ data where the patients themselves do not. For instance, a doctor may
have access to data generated by medical devices.*’! While patients do have a right to access
their data, a disruptive data infrastructure can hamper access and subsequently the exchange of
patient data initiated by patients. Therefore, the responsibility to help the patient fulfil his

responsibility to share data is of fundamental importance.

5.2 Moral hurdles for the establishment of a responsibility to share data

Albeit the arguments in favour of a moral responsibility, there are also some obstacles or ethical
constraints that come with a moral responsibility to share patient data. Some constraints relate
to the obstacles that, naturally, each of these theories carries. These will be defined as internal
constraints. Others occur in relation to conflicting moral values, here referred to as external
constraints. As will be demonstrated below, both types of constraints may not always be
distinctly differentiated from one another. For instance, they can be interconnected where moral
limitations arising within an ethical theory can also be subsumed under an overarching ethical

principle.
Internal ethical constraints

Internal obstacles occur in relation to the ethical outlooks. For instance, the utilitarian approach,
which at first glance may appear to be straightforward, presents its limits when it comes to the
involvement and protection of vulnerable patients. The fact that the risk-benefit-calculus

favours the interests of a majority over those of a minority, raises questions in terms of fairness.

400 A collective moral responsibility in the context of health data sharing has been supported by Langat P et al.
(2011) Is There a Duty to Share? Ethics of Sharing Research Data in the Context of Public Health Emergencies,
Public Health Ethics 4(1): 4-11. The authors argue for a duty of researchers to share data with regard to public
health emergencies as response to health threats (e.g., outbreak of a wide spreading pandemic) based on
arguments of reciprocity and solidarity (see Langat P et al. (2011), p. 4-11); See also Knoppers BM et al. (2014)
for whom the sharing of genomic and clinical data is a scientific and ethical imperative. This imperative is based
on the “twin rights” laid down in Article 27 United Nations 1948, namely the right “to share in scientific
advancement and its benefits” and “to the protection of the moral and material interests resulting from any
scientific [...] production”. The authors refer to these rights as the right “to benefit from” and “to be recognized
for” (see Knoppers BM et al. (2014) A human rights approach to an international code of conduct for genomic
and clinical data sharing. Hum Genet 133: 895-903.).

401 Cohen G et al. (2020) Ethical and Legal Implications of Remote Monitoring of Medical Devices. The
Milbank Quarterly 98(4): 1257-1289.
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Intuitively it is rather unfair to argue that vulnerable people who require special protection must
share their data for the benefit of a majority of people without any secured benefit in return.
Other limitations are rooted in the fundamental concepts embedded in these theories, and
remain unsolved to date. The unsolved debates among communitarian ethicists as to what could
be considered a community may serve as one example. These unsolved concepts make it

difficult to determine the scope of a moral responsibility to share data in a concrete manner.

External ethical constraints

A moral responsibility to share data established on the basis of the abovementioned ethical

theories conflicts with other moral duties and moral principles.

Principle of non-maleficence. A moral responsibility to share data obviously conflicts
with the principle of non-maleficence, which states that one should not harm other people*’.
In particular, physicians and other care providers are required to respect the duty to medical
confidentiality of their patients and are therefore, in general, not allowed to share patient data.
The problem intensifies for both patients and care providers when genetic data should be shared.
As will be presented in the next chapter, genetic data is highly sensitive because it can reveal

personal information about the patients’ and their relatives’ (future) diseases.

Principle of justice. Furthermore, for instance, the principle of justice requires
individuals to be treated fairly and without discrimination. This entails equal people being
treated equally, whereas those who require more protection due to their personal vulnerabilities
deserve to be treated in consideration thereof.*”> Although utilitarianism follows a risk-
balancing approach, it does not calculate the risk from the perspective of the individual person,
but solely from the perspective of the overarching societal interests. Other ethical outlooks fail
to balance the risks, such as the potential misuse of sensitive health and genetic data, against
the beneficial use of data, due to the lack of some kind of risk-benefit calculus. This
shortcoming omits to consider potential conflicts which most of the ethical school of thoughts

fail to address.

Respect for one’s privacy and autonomy. Especially the communitarian theory shows
the conflict between the principle of beneficence and the principle of autonomy that individuals

can find themselves in, making it impossible to respect one’s personal choices when one’s

402 Beauchamp TL (1991) Philosophical Ethics: An Introduction to Moral Philosophy. 2nd Edition. McGraw-Hill
Inc., p. 192-193.
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actions are meant to serve the overarching public good.*** Thus, permitting the full use of data
without any possibility of interference or control (e.g., through mechanisms of consent or data
subject’s rights) may arguably stand in contrast to one’s autonomy. In addition, there is a
significant conflict between protecting an individual’s privacy and using personal data for
research and healthcare due to the technical difficulty of maintaining anonymised data truly

anonymous.

Principle of equal access to healthcare. A possible moral responsibility to share health
data can create conflicts with other possible duties. An example of a duty often supported in
ethics is the patients’ responsibility for their health (management).*>> The scope of such duty,
when seen in the context of a duty to share data for improving care, could potentially be
broadened. More specifically, one might raise the question of whether a moral responsibility to
share data paves the way for the justification that a person might not only have a duty for their
own health but for the health of others. The broadening of the scope of the duty for one’s health
might create debates about access to healthcare for patients who do not share their data.
Especially vulnerable patients face higher privacy risks and, thus, might hesitate to share their
health data, creating adverse impacts on the equal accessibility to healthcare. The scope of a
duty to share data might arguably be limited to oneself since patients cannot control how their
data is used to profit others. Nonetheless, the scope of an existing duty, such as the duty for
one’s health, may be debatable. Finally, the unsolved conflict between existing duties and the
lack of determination of the concrete scope of a moral responsibility also create ethical obstacles

to the idea of possibly turning a moral responsibility into a legal one.

In sum, whilst there are arguments provided by each of the abovementioned ethical theories, all
of them generally inherit constraints. Furthermore, a possible moral responsibility of patients
to share data must not be viewed merely on its own, but in relation to other principles and the
implications it can have on other supported or possibly arising responsibilities. At last, a
potential moral responsibility to share medical data does not equate to a potential legal
responsibility. The potential establishment of the latter raises additional issues and questions.
Still, if one asked to exercise his or her moral responsibility to share data, it begs the question
how such a responsibility would fit into the current legislation. The following chapter will
explore the legal hurdles that could impede a moral responsibility to share data from the

perspective of existing confidentiality, privacy, and data protection legislations.

404 See discussion in Chapter 4, Section 4.4.2.
405 See, for instance: Sider RC, Clements CD (1984) Patients' ethical obligation for their health. ] Med Ethics
10(3):138-42; Evans HM (2007) Do patients have duties? J Med Ethics 33(12): 689-94.
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Chapter 3: Exploring legal impediments to the patients’ moral

responsibility to transfer health data

The previous chapter studied the possibility of a moral responsibility of patients by exploring
the literature with regard to the application of various ethical outlooks, namely utilitarianism,
deontology, communitarianism and the ethics of care. The analysis conducted showed that these
fundamental concepts of ethics have the potential to justify such a responsibility from different
viewpoints, whereby some of them demonstrate common features. Moreover, the ethical
arguments can support a moral responsibility to share data voluntarily and involuntarily.
Notwithstanding, the ethical analysis illustrated, on the one hand, the existing moral constraints
in establishing a moral responsibility to share data, and, on the other hand, that a moral
responsibility does not equate to a legal obligation.

This chapter will complement the ethical analysis conducted in Chapter 2 by
investigating the material scope applicable to medical data sharing. More specifically, this
chapter will explore if and to what extent the current legislative framework relevant to medical
data sharing could impede or support the moral responsibility of patients to share health data.
As illustrated in the ethics chapter, a moral responsibility of patients can have further ethical
implications for researchers and other stakeholders to use and share the patients’ data. Chapter
3 will, thus, also elaborate on how the legal framework enables the (re-)use or sharing of the
patients’ data for research, the improvement of healthcare, and public health.

In respect of this chapter’s objective, the following sections will explore the relevant
European confidentiality, privacy, and data protection legislations and provide selected insights
on their transposition at the national level. Attention will be paid to relevant legal concepts,
requirements, and rights laid down in the respective laws in order to study if and to what extent
they facilitate the use and sharing of personal data and health data by care providers,

researchers, and patients themselves.
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Section 1: The legal concepts

1.1 Introduction

The doctor-patient relationship was traditionally characterised by the paternalistic attitude of
doctors towards their patients, which meant that practitioners would lead patients through their
treatment based on what they thought was the best option while typically ignoring the patients'
input.**® This conception of patients as mere passive recipients of healthcare services has
changed. Patients are becoming more actively involved in their care and are being integrated
into different aspects of healthcare provision, ranging from the early stages of planning up to
the development of healthcare processes.*"’

The nature of the relationship between patients and healthcare providers may develop
into a collaborative one. This changing role of patients could reinforce the argument to the
benefit of an alleged moral responsibility of patients due to the increasing opportunities given
to individuals to participate in healthcare improvement and research. Therefore, the question
arises as to whom a moral responsibility to share data is incumbent.

Section 1 will investigate relevant legal concepts set out in European legislation. In
particular, the concept “patient” will be explored within the existing framework. In addition to
specifying who the subject of such moral responsibility from the legislative perspective would
be, it is necessary to identify what the object is. To this end, the concepts of “personal data”,
“health data” and “genetic data” will be clarified in order to determine the applicable legal scope

of an alleged moral responsibility to transfer data.

1.2 The concept of patient, healthcare, and healthcare provider

At the European level, the Convention on Human Rights and Biomedicine (“Oviedo

”)408

Convention and the Council of Europe Recommendation on the protection of health-related

406 McKinstry B (1992) Paternalism and the doctor-patient relationship in general practice. Br J Gen Pract. 1992
Aug; 42(361): 340-342.

407 McDermott AM, Reff Pedersen A (2016) Conceptions of patients and their roles in healthcare. Insights from
everyday practice and service improvement. Journal of Health Organization and Management 30(2): 194-206.
408 Council of Europe (1997) Convention for the protection of Human Rights and Dignity of the Human Being
with regard to the Application of Biology and Medicine: Convention on Human Rights and Biomedicine. ETS
No.164.
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data*® use the term “patient” only sporadically*!°

and refer primarily to “individuals”,
“persons”, or “human being” more generally. However, at the EU level, the Directive on the
application of patients’ rights in cross-border healthcare*!! provides a definition for the term
“patient”. A patient is “any natural person who seeks to receive or receives healthcare in a
Member State”.*!? Healthcare inherently encompasses the provision of patient care by health
professionals with the aim “to assess, maintain or restore their state of health, including the
prescription, dispensation and provision of medicinal products and medical devices”.*!* From
this definition, it becomes clear that patients are not only individuals who are ill and, thus, in
need of medical care to restore their health.*'# Patients may also consult their doctor when they
are in good health in order to maintain it.

Interestingly, “healthcare”, as defined in the Directive on the application of patients’
rights in cross-border healthcare, also refers to the “provision of medicinal products and medical
devices”. Medicinal products are defined by Directive 2001/83/EC*!3, whereas a definition for

416 However, a reference to

medical devices can be found in the Medical Devices Regulation
commercial devices (e.g., smart watches), which have partly been covered by the policy
documents explored in the earlier chapter, cannot be found. Instead, the legislator considers
mainly traditional health services and tools for use in healthcare as per Article 3(a), including
prescription, dispensation and, again, provision of medicinal products and medical devices.

If care providers advise patients to use these medical tools, patients typically should do
so. Using electronic devices in healthcare logically results in the creation of health data, which

care providers assess and interpret. For a successful treatment, patients must facilitate the use

of patient data and permit care providers and researchers to access their personal health

409 Council of Europe (2019) Recommendation CM/Rec(2019)2 of the Committee of Ministers to Member States
on the protection of health-related data (adopted by the Committee of Ministers of the Council of Europe on 27
March 2019) (Council of Europe Recommendation or CoE Recommendation).

419 The Oviedo Convention and Council of Europe Recommendation refer to “patients” merely two times, i.e., in
Article 9, 10(3) Oviedo Convention, and in the introductory explanation of the Council of Europe
Recommendation.

411 Directive (EU) 2011/24 of the European Parliament and of the Council of 9 March 2011 on the application of
patients’ rights in cross-border healthcare, OJ L 88, 04.04.2011 (Directive on the application of patients’ rights
in cross-border healthcare).

412 Article 3(h) Directive on the application of patients’ rights in cross-border healthcare.

413 Article 3(a) Directive on the application of patients’ rights in cross-border healthcare.

414 Verhenneman G (2021) The Patient, Data Protection and Changing Healthcare Models: The Impact of e-
Health on Informed Consent, Anonymisation and Purpose Limitation. Intersentia, p. 87-89.

415 Article 3(i) Directive on the application of patients’ rights in cross-border healthcare; Directive 2001/83/EC
of the European Parliament and of the Council of 6 November 2001 on the Community code relating to
medicinal products for human use OJ L 311, 28.11.2001.

416 According to Article 3(j) Directive on the application of patients’ rights in cross-border healthcare “medical
device” “means a medical device as defined by Directive 90/385/EEC, Directive 93/42/EEC or Directive
98/79/EC”; Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on
medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No
1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC (Medical Device Regulation) OJ L
117, 05.05.2017.
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information. Therefore, on the one hand, patients need to actively engage in making their own
health data available, while, on the other hand, they also rely on others (including physicians
and researchers) to make use of the patients’ data. The development of precision medicine relies
on the participation of healthcare providers as well, ranging from the exchange between
physicians, researchers and other care actors.*!” This type of collaboration has also been
referred to as the “health data ecosystem”, which is a term that describes the underlying changes
in how healthcare and research is being practiced, now involving new stakeholders, new data
types, and innovative technologies.*'®

A healthcare provider in the sense of the Directive on the application of patients’ rights
in cross-border healthcare is “any natural or legal person or any other entity legally providing
healthcare on the territory of a Member State”. The concept “healthcare professionals” more
specifically encompasses a physician, a nurse responsible for general care, or other health
professionals within the meaning of the directive or domestic law.*!” The Council of Europe
Recommendation offers a similar definition of “health professionals” in Article 3, covering “all
professionals recognized as such by law practicing in the health-care and social welfare sectors,
and who are bound a confidentiality obligation and involved in providing health care”.
However, it is worthwhile to mention that the idea of “healthcare” or “healthcare provider” —
in its traditional sense that refers to the doctor-patient relationship — is challenged by the
opportunities that new technologies offer. Instead of consulting their general practitioner,
individuals have been presented with the possibility of receiving medical assistance online or
sending samples to a laboratory for testing without the intervention of their physician.*?

As existing confidentiality, privacy, data protection legislations and frameworks do not
offer any additional or conflicting terms, the thesis will orient itself after the definitions
provided in the Directive on the application of patients’ rights in cross-border healthcare due to
its scope of application within the European Union. Therefore, an alleged moral responsibility
to transfer health data would apply to patients, meaning individuals who seek to receive or

receive healthcare services by healthcare professionals, whether they may be ill or healthy.

47 Hood L, Auffray C(2013) Participatory medicine: a driving force for revolutionizing healthcare, Genome
Medicine 5:110.

418 WHO, eHealth - The health data ecosystem and big data. Accessed 30.03.2021. Available here:
https://www.who.int/chealth/resources/ecosystem/en/; Sharon T, Lucivero F (2019) Introduction to the Special
Theme: The expansion of the health data ecosystem — Rethinking data ethics and governance. Big Data &
Society 6(2).

419 Article 3(g), 3(f) Directive on the application of patients’ rights in cross-border healthcare.

420 Mittelstadt B et al. (2018) Is there a duty to participate in digital epidemiology? Life Sciences, Society and
Policy 14(9), p. 2.
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1.3  Data processing in the medical context
1.3.1 The concept of personal data

At the European level, the material scope of data protection legislation encompasses the
protection of personal data, defined as “any information relating to an identified or identifiable
natural person (“data subject’)”.**! Individuals enjoy a wide-reaching protection with regard to
the processing of the personal data about them due to the application of a wide interpretation of
the concept. According to the European legislator, the concept of personal data is meant to be
“as general as possible” and to encompass “all information concerning an identifiable
individual”.*?? The WP29 has determined four elements to be essential for the concept of
personal data, namely any information (1), relating to (2), an identified or identifiable (3)

natural person (4)*3:

e Any information: The term “any information” indicates the legislator’s intention for a
broad interpretation of the concept of personal data. It encompasses any objective (e.g.,
identification of substances in an individual’s blood) and subjective information (e.g.,
opinions and assessments), regardless of their format (e.g., number, graph, video) or
whether they are true or false;***

e Relating to: The term requires that the information relates to — in the sense that the
information is about — the respective individual. This is a crucial requirement to identify
the link between the information and the person;**®

o [dentified or identifiable: Individuals are identified when they can be recognised or
distinguished from other persons. They are identifiable where their identity has not been
revealed yet, but it would be possible. Natural persons can be directly or indirectly
identified or identifiable through identifiers. For instance, directly through their name
or date of birth and indirectly through a combination of different factors such as aspects

related to their physical appearance;*?°

41 See Article 2(1) Convention 108+, Article 3 Council of Europe Recommendation, Article 4(1) GDPR, which
reflect the shared interest of the European Commission and the Council of Europe in a wide interpretation of the
term “personal data”.

422 WP29 (2007) Opinion 4/2007 on the concept of personal data. Adopted on 20 June. 01248/07/EN WP 136,
p4.

423 WP29 (2007) Opinion 4/2007 on the concept of personal data. Adopted on 20 June. 01248/07/EN WP 136.
24 bid., p. 6-9.

5 Tbid., p. 9-10.

426 Thid., p.12-13.
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e Natural person: Data protection is granted to natural persons, meaning human beings.
It applies to any living individual. Legal entities are excluded from the scope of

protection.*?’

The scope of protection granted under the GDPR has been debated among scholars, as it is not
always immediately clear to determine what kind of data may constitute personal data.*?® The
WP29 noted the importance of a common understanding of personal data early on, emphasising
its relevance for multiple areas, including eHealth.*** Despite the attempt to provide parameters
for the interpretation of personal data, the legal uncertainty created through a broad
understanding of the term “personal data", as applied by the EDPB under the GDPR, has been
said to impede the sharing of health data for scientific research and other purposes.*** The
problem lies in the complexity linked to the scope of application of the GDPR, namely the
delineation between the different types of data (including personal data, health data,
anonymised data, and pseudonymised data) as will be shown later on.

The anonymisation of patient data may appear to be an attractive means to protect the
confidentiality of health data, and therefore, the question of whether or when personal data can
be considered as anonymised is an important one. The transfer of health data leads to an
accumulation of (non-)personal data which, if viewed separately, might not be related to one
another. Evolving technological advancements facilitate new possibilities to single out, link or
infer personal data about a person. This leads subsequently to the issue that also non-personal
data can be linked and potentially reveal a person’s identity. The ongoing collection of data
facilitates data to be diverse. However, the diversity of collected data and the capability of

connecting data to one another seems to blur the line between health and non-health data.*!

427 bid., p. 21-22.

428 Purtova N (2018) The Law of Everything. Broad Concept of Personal Data and Future of EU Data Protection
Law. Law, Innovation and Technology 10:1.

429 WP29 (2007) Opinion 4/2007 on the concept of personal data. Adopted on 20 June. 01248/07/EN WP 136,
see p. 3.

430 Groos D, van Veen EB (2020) Anonymised Data and the Rule of Law, EDPL 4/2020, p. 499.

41 Vayena E et al. (2018) Policy implications of big data in the health sector. Bull World Health Organ 96:66—
68, p. 67-68.
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1.3.2 Health data collected in the professional medical context
1.3.2.1 Health-related data and data concerning health
The Council of Europe

Convention 108+ allows the processing of health data only if appropriate safeguard provided
by law exist.**?> However, the Convention 108+ does not treat all special categories of data in
the same manner. Genetic data, for instance, is considered sensitive in all circumstances,
regardless of the context in which it is being processed, whereas the sensitivity of health data
may depend on the use.** More specifically, if health data is not the kind of data that the
controller seeks to process and merely accompanies the personal data, then this processing
activity shall not be considered as health data processing. An example provided is, for instance,
the processing of an image which reveals information concerning an individuals’ health (e.g.,
broken leg) but is being processed for video-surveillance due to security purposes.*** Processing
images of people with a broken foot shall only be defined as the processing of health data, if
the processing is based on this particular health information.**> The Council of Europe
Recommendation on the protection of health-related data integrates the Convention 108+ and
aims to endorse the exchange and sharing of health-related data between healthcare
professionals as well as across sectors by means of digital tools.**® The recommendation defines

“health-related data” as

“all personal data concerning the physical or mental health of an individual, including
the provision of health-care services, which reveals information about this individual’s

past, current and future health” 3’

The term “health-related data” is not further explained in the recommendation or in other

documents at the European level.

432 Article 6 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data
European Treaty Series — ETS No. 108, 01.10.1985 (Convention 108+).

433 de Terwangne C, Council of Europe convention 108+: A modernised international treaty for the protection of
personal data, Computer Law & Security Review: The International Journal of Technology Law and Practice,

p- 9.

434 Convention 108+, Explanatory Report, para. 59.

435 Convention 108+, para. 60, p. 22.

436 Statement by Alessandra Pierucci and Jean-Philippe Walter. 30 March 2020. Available here:
https://www.coe.int/en/web/data-protection/statement-by-alessandra-pierucci-and-jean-philippe-walter.

47 Article 3 Council of Europe Recommendation.
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The General Data Protection Regulation

The GDPR protects individuals from the processing of their personal health data, covering data
that could unveil an individual’s health status. The GDPR describes these type of data as “data
concerning health™**8, Data concerning health constitutes a subcategory of personal data and
requires greater protection due to its sensitivity and potential for misuse. According to Article

4(15) GDPR, data concerning health is defined as

“personal data related to the physical or mental health of a natural person, including
the provision of health care services, which reveal information about his or her health

status”.

Recital 35 GDPR provides further clarification regarding the term “data concerning health”,
stating that it should include all data related to the health status of the individual “which reveal
information relating to the past, current or future physical or mental health status of the data
subject”. This also includes, amongst others, information collected for the registration or
provision of healthcare services, information gained from medical examinations, or even
numbers or symbols that are assigned to a person and used as identifier for health purposes. In
its advice paper on special categories of data, the WP29 clarified that the predecessor of the
GDPR (i.e., the Data Protection Directive 95/46/EC) covers the same kind of special categories
of data as the Convention 108*°. Notably, the WP29 considers data generated in a professional
and medical context as “medical data”, which forms part of the broader concept of data
concerning health. However, the WP29 clarifies that the category of medical data, meaning any
“data about the physical or mental health status of a data subject that are generated in a
professional, medical context” are consistently qualified as health data.**° This includes all data
pertaining to the individuals’ treatment by health service providers, their medical history, or
any data generated through devices or apps regardless of whether these devices or apps are
qualified as medical devices.**! The WP29 already recognised that the degree of sensitivity,
even though it concerns health data, may vary. Information about a cold may per se not entail
a high risk of stigmatisation as information about a serious disease.**? The commercial use of

patient data might nonetheless be considered as abuse.*+’

438 Article 4 Nr. 15 in conjunction with Recital 35 GDPR.

439 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data European
Treaty Series - No. 108.

440 Article 29 Working Party (2015) Annex — health data in apps and devices, p.2.

41 Tbid.

442 WP29 (2011) Advice paper on special categories of data (“sensitive data”), p. 8.

443 WP29 (2011) ibid., p. 10.
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1.3.2.2 Health-related genetic data
According to Article 3 Council of Europe Recommendation, genetic data

“means all data relating to the genetic characteristics of an individual which have been
either inherited or acquired during prenatal development, as they result from an
analysis of a biological sample from the individual concerned, in particular
chromosomal, DNA or RNA analysis or analysis of any other element enabling

equivalent information to be obtained”.

Except for some changes in the wording, the GDPR*** shares a similar definition with the

Council of Europe Recommendation.

The importance of protecting genetic data roots in the inherited nature of DNA. A person’s
DNA contains not only information about the individual but also their family, relatives, and
even groups of the population. It has the potential to disclose significant information about
one’s present or future health, even information that may be yet unknown. Given these
particularities and the sensitivity accompanying it, genetic data has often been considered a

special category of personal data separate from health-related data**

or data concerning
health**, respectively. However, the Council of Europe indicates the connection between
genetics and health through the provision that governs the processing of genetic data, entitled
“health-related genetic data”.**’ Interestingly, the UN recommendation views genetic data as a
form or (sub)category of health-related data as explicitly stated in the text.**® By doing so, the
UN illustrates its connection to a person’s health whilst highlighting its distinctive

characteristics compared to general health data.
Council of Europe

The Council of Europe recommendation provides more specific provisions on the processing
of health-related genetic data in Article 7. Noteworthy is primarily that the Council of Europe
recommendation applies the purpose limitation principle strictly where genetic data is used with

a preventative medical aim as per Article 7(2). Specifically, the paragraph states that:

444 As per definition in Article 4(13), Recital 34 GDPR.

45 For instance, see Articles 3 and 7, as well as Articles 3 and 5 Council of Europe recommendation, referring
to genetic data and health-related data respectively.

46 For instance, see Article 4(13) and 9(1) as well as Articles 4(15) and 9(1) GDPR, referring to genetic data and
data concerning health respectively.

47 See Article 7 Council of Europe Recommendation.

448 UN (2019) Recommendation on the protection and use of health-related data, Article 3, p. 7; Verhenneman G
(2021) The Patient, Data Protection and Changing Healthcare Models: The Impact of e-Health on Informed
Consent, Anonymisation and Purpose Limitation. Intersentia, p. 116.

105



“Genetic data processed with a preventive aim, for diagnosis or for treatment of the data
subject or a member of their biological family or for scientific research should be used
only for these purposes or to enable the persons concerned by the results of such tests

to take an informed decision on these matters.”

Furthermore, individuals are entitled to know about any information that relates to their genetics
as per Articles 7(6), 11(8), 12(7), unless they prefer not to. Nevertheless, the right not to know
is not an absolute right and may be restricted in exceptional circumstances. Article 7(6) embeds
specific reasons for limiting the individual’s right not to know. These reasons may be grounded
in the person’s own interest or in the doctor’s duty to provide healthcare and have to be
embedded in law.

To this end, it is worth noticing that the recommendation also considered other reasons
outside the medical field for processing genetic data. For instance, some provisions allow the
processing of genetic data for the purpose of judicial procedure or investigation (Article 7(3))
or the identification of individuals in humanitarian crises (Article 7(4)). Although predictive
data resulting from genetic data, in principle, may not be used for insurance purposes,
exceptions can be made as per Article 7(5) in due consideration of the requirements defined by

law and the risks associated with the case concerned.
General Data Protection Regulation

According to Article 9(4) GDPR, Member States can introduce additional conditions and
limitations to the processing of genetic data. However, compared with the Council of Europe
recommendation, it does not specify any further requirements related to genetic data processing

in the regulation itself.
Challenges

While genetic data is considered a special category of personal data, having the same protective
status as health data, it comes with challenges related to the particularity that genetic data
inherits. The identifiers rooted in genetic data are unique and distinctively attributable to a
person to the extent that the anonymisation of genetic data has been considered impossible. At
the same time, genetic and omic data bear great potential for medical research, particularly in
rare diseases. However, in light of the limited possibility of anonymising these data, the EDPB
stresses the importance of treating genetic data as personal data and implementing adequate

technical and organisational safeguards regarding data processing activities.*** As long as the

49 EDPB (2021) Document on response to the request from the European Commission for clarifications on the
consistent application of the GDPR, focusing on health research. Adopted on 2 February 2021, p. 12.
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anonymisation of genetic data remains technically unattainable, compliance with data
protection regulation must be guaranteed. This leads to increased tension between the benefits
that genomic researchers could bring, and the challenges created by the fragmented data

protection laws and lack of coordination at the EU and national levels.
1.3.3 The delineation between personal data and health data

The delineation between both categories has been subject to academic discussion. It appears
that data concerning health cannot always easily be distinguished from personal data in general.
For some scholars, the definition of “data concerning health” is so broad that it would “cover
almost all personal data, as soon as that data is used to gain information on someone’s
health™**°, This problem has manifested itself in the current Covid-19 crisis, highlighting the
need for data concerning health and the challenges that come with collecting personal data. It
has shown that location data, which in itself may not reveal information about an individual’s

health, can be a substantial indicator of a person’s health status.*!
The Article 29 Working Party (WP29)

The demarcation between personal data and health data is not always straightforward, and this
issue intensifies where mHealth technologies are used in the medical context. The WP29%
qualified already under the Data Protection Directive that lifestyle data, which does not enable
the retrieval of information about a person’s health, cannot be considered data concerning
health. For instance, lifestyle apps or devices which include a pedometer that counts steps
during an exercise. The reason for this approach is that such apps and devices, when used
outside the medical context, are expected to not adversely affect an individual’s privacy.**?
However, personal data can reveal information about one’s health regardless of the
purpose for which it has been processed. Thus, even when personal data is processed outside
the healthcare context, information about one’s health may be revealed. For instance, if a person
regularly goes to a particular address, this can give clues about an individual’s state of health,
for example, if this address belongs to an oncologist. Furthermore, it is difficult to determine

for which purpose lifestyle apps or devices are used. *** The approach taken for medical devices

may provide a direction for the interpretation. One possibility to determine the purpose at the

450 Mulder T (2019) The Protection of Data Concerning Health in Europe. 5 European Data Protection Law
Review 209.

451 See European Commission (2020) Communication from the Commission Guidance on Apps supporting the
fight against COVID 19 pandemic in relation to data protection 2020/C 124 1/01, C/2020/2523, OJ C 1241,
17.4.2020, p. 1-9, p. 6; see also Chapter 1, Section 1.5 above.

452 Article 29 Working Party (2015) Annex — health data in apps and devices.

43 Ibid., p.3.

44 Dregelies M (2017) Wohin laufen meine Daten? VuR 2017, 256, p. 259.
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time of usage is to elaborate on which purpose the technology developer pursued at the time of
placing the device on the market.**®

Against this background, the purpose with which the technology developer placed the
product on the market may not always coincide with the purpose for which the individual
intends to buy the device. Health data cannot always be readily distinguished from non-health
data for various reasons: one aspect is the concept of health data, which is broadly defined
covering inter alia information or statements derived from the provision of healthcare
services*®, or, in more general terms, any data that facilitates tracing back an individual’s health
status. But, furthermore, the notion of health data is becoming blurred as even seemingly non-
health data has the potential to reveal information about an individual’s health. By linking
seemingly non-sensitive data to health data, individuals may be re-identified and sensitive
information about a person may be revealed (e.g., by linking seemingly anonymous hospital
datasets, including individuals’ diagnoses and medications, to publicly accessible voter
registration lists**’).**® Some authors have therefore argued that the purpose for which the data
is used when interpreting the notion of health data should be considered, taking into account
that data capable of revealing one’s state of health may be considered health data “only if it is
used for that”*? *° This approach ignores the capabilities of data sharing through mobile
devices, which can reveal sensitive health data despite the purpose for which they are being
processed.

The WP29 acknowledges this problem and emphasises the need for increased attention
where “the data are processed for additional purposes and/or combined with other data or
transferred to third parties”.*! Where mHealth data is shared, the processing of such data will
regularly demand increased protection as special categories of personal data. Challenges arising
through IoT devices are that big data analytics techniques reveal delicate health data by

establishing a correlation even between seemingly dissociated non-sensitive data.*6?

455 Tbid..

436 Spindler, Dalby, ‘DS-GVO Art. 4 Begriffsbestimmungen’, in Spindler and Schuster (eds.), Recht der
elektronischen Medien (4th edn, 2019), para. 31.

47 Sweeney L (2020) Simple Demographics Often Identify People Uniquely. Carnegie Mellon University, Data
Privacy Working Paper 3. Pittsburgh.

458 Fazlioglu M (2019) Beyond the “Nature” of Data: Obstacles to Protecting Sensitive Information in the
European Union and the United States. 46 Fordham Urban Law Journal 271, p. 297-298.

459 Mulder T (2019) The Protection of Data Concerning Health in Europe. 5 European Data Protection Law
Review 209, p. 217.

460 Sweeney L (2000) Simple Demographics Often Identify People Uniquely. Carnegie Mellon University, Data
Privacy Working Paper 3.

461 Article 29 Working Party (2015) Annex — health data in apps and devices, p.3.

462 Comandé C, Malgieri G (2017) Sensitive by Distance: Quasi-health Data in the Algorithmic Era. 26
Information & Communications Technology Law 229ff.
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The European Court of Justice (CJEU)

In a recent court case*®?, the European Court of Justice changed course and applied a pragmatic
approach by interpreting the notion of data concerning health in a broad manner. The court
ruled on the interpretation of Article 6(1)(e) and 9(1)(e) GDPR, governing the protection of
natural persons concerning the processing of personal data and special categories of personal
data. More specifically, the court had to differentiate between the concepts of personal data and
special categories of personal data.

In this particular case, the declarant contested the opponent’s decision to make personal
information (including the name) of the declarant’s spouse available for employment purposes.
The reason for the appeal was based on the argument that the personal data collected about the
declarant’s spouse and children had the potential to reveal sensitive information about health
and the spouse’s sex and family relationships, hence his sexual orientation.*** The court had to
clarify whether the information about the spouse qualifies as personal data or special categories
of personal data, the latter deserving higher protection as per Article 9 GDPR.

In consideration of the wording of Article 9 (1) GDPR, the court reflected upon the
advocate general’s opinion*%®, which suggested a differentiated approach for the interpretation
of the concepts of personal data revealing one’s sexual orientation and data concerning health.
More concretely, the advocate general argued that the verb “reveal” suggests a wide
interpretation, leading to the protection of not only “inherently sensitive data, but also of data
revealing information of that nature indirectly, following an intellectual operation involving
deduction or cross-referencing”. However, the proposition “concerning” as in ,,data concerning
health* would suggest a “more direct and immediate link between the processing and the data
concerning”. 6

The CJEU rejected the advocate’s distinction based on the type of sensitive data for two
reasons. First, the court argued for the consistent application of contextual analysis, especially
with regard to Article 4(15) and Recital 35 GDPR. Article 4(15) defines “data concerning
health” as personal data related to the physical or mental health of a natural person [...], which
reveal information about his or her health status [emphasis added by the author], whereas

Recital 35 further adds that such data may “reveal information relating to the past, current or

463 CJEU, case of OT v. Vyriausioji tarnybinés etikos komisija, C-184/20, ECLI:EU:C:2022:601, Judgement of
01.08.2022.

464 CJEU, ibid, para. 42.

465 CJEU, case of OT v. Vyriausioji tarnybinés etikos komisija, C-184/20, ECLI:EU:C:2021:991, Opinion of
Advocate General Pikamae, 09.12.2021.

466 CJEU, case of OT v. Vyriausioji tarnybinés etikos komisija, C-184/20: ECLI:EU:C:2022:601, Judgement of
01.08.2022, para. 123, referring to para. 85 of the opinion of the Advocate General (ibid.).
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future physical or mental health status” [emphasis added by the author]. Therefore, both norms
entail the verb “reveal”, suggesting a wide interpretation of the notion of “data concerning
health”. Second, and more importantly, the court argued in favour of a wide interpretation not
merely in relation to the “data concerning health” or data revealing information about a person’s
sexual orientation, but in relation to the concepts of ,,special categories of personal data” or
“sensitive data” overall. This wide-ranging protection results from the GDPR’s objective for a
high level of protection of an individual’s fundamental rights and freedoms. This is confirmed
by the need for enhanced protection of these data types as laid down in Recitals 33 and 51
GDPR.*7 Thus, personal data that indirectly reveal any sensitive information about a person
constitutes special categories of data. According to the court, the personal data available
disclosed the sexual orientation of an individual “by means of an intellectual operation
involving comparison or deduction fall” 4%

This court case demonstrates the sensitivity of personal data, which de facto has the
potential to disclose sensitive and very personal information about a person. It is in line with
the legislator’s will regarding a comprehensive interpretation of the concept of personal data.
Furthermore, it addresses issues related to the example regarding the collection of location data
mentioned earlier in this chapter. Even location data, dietary habits or other personal data may
disclose information about an individual’s health; hence, classify as a special category of
personal data where a link to an individual’s health can be drawn.

In this court case, the CJEU left undetermined how far this interpretation should reach,
or, to what extent personal data may indirectly relate or unrelate to an individual’s health. The
court acknowledged the possibility for re-identification through “intellectual operation” or

“cross-referencing” in a specific context.*¢’

However, is this open question relevant when it
comes to the use of personal data for medical research and healthcare? Regardless of whether
personal data or data concerning health are used, the data is always related to a person’s health
when used for the person’s medical treatment or research purposes. The context-related
application of these concepts remains valid. Consequently, the term health-related data would
sit well in the medical context involving personal data and data concerning health.

Coming back to the court case: In this particular context, it was up to the data controller,

who had to consider all the data available to him, to determine the data category in question.*”°

When receiving (alleged) personal data, the data controller has to determine whether the

467 CJEU, Judgement of 01.08.2022, ibid., para. 123-126.
468 CJEU, ibid., para. 120.

469 See CJEU, ibid., para. 123.

470 See, for instance, CJEU, ibid., paras. 65, 69, 71.
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personal data in fact remains personal data in their hands. The data category has to be assessed

regularly.
1.3.4 The delineation between non-personal data and personal or health-related data

Big data has been said to contribute to multiple fields of research, including the area of
healthcare. It is an essential catalyst for precision medicine. Biomedical research profits from
the analysis of different kinds of data sets, whether they are from one source (e.g., a data set
from a specific institution), from different sources (e.g., data sets from different institutions),
or combined data sets (e.g., genomic data and health records).*’! The diversity of these (big)
data sets can be increased by the use of different types of healthcare technologies and
applications. The data sets do not merely contain data that can be clearly identified as personal
data or health data. Such data may be collected in an aggregated or anonymous form, which
means that it is not protected under the current data protection regime.

Metadata accompanies personal data and provides, for instance, information about the
interactions between recipients, such as date, time, and location. Such data, for example, enable
researchers to get a better understanding of the datasets as they help identify and describe an
experiment.*’? Therefore, meta-data can reveal information about an individual’s health status.
In the Tele2 Sverige case’”, the court differentiated between two different concepts of data,
namely content data and metadata. In particular with regard to the latter, the court stated that
information about an individual’s location or other metadata retrieved from an individual’s
communication (e.g., time, date, recipient) can reveal many personal aspects about peoples’
lives. For instance, when calling a medical professional, such information can comprise
peoples’ identity or the types of diseases against which individuals are being treated.*’*

The possibility of collecting personal and non-personal data from multiple devices and
applications for many kinds of purposes challenge the existing concepts of personal data and
health data. For instance, data that was initially classified as non-personal data at the time of its
collection may become personal at a later stage. Following the approach of the WP29, data

collected from a non-medical (lifestyle) application may at first qualify as personal or non-

471 Vayena E, Gasser U (2016) Strictly Biomedical? Sketching the Ethics of the Big Data Ecosystem in
Biomedicine. In: Mittelstadt BD, Floridi F (eds.) The Ethics of Biomedical Big Data, Law, Governance and
Technology Series 29, p. 20.

472 Figueiredo AS (2017) Data Sharing: Convert Challenges into Opportunities, Front. Public Health 5:327, p. 3.
4713 CJEU, case of Tele2 Sverige, C-203/15, ECLI:EU:C:2016:970, Judgement of 21.12.2016.

474 Brkan M (2019) The Essence of the Fundamental Rights to Privacy and Data Protection: Finding the Way
Through the Maze of the CJEU’s Constitutional Reasoning, German Law Journal 20, p. 873; CJEU, Case of
Tele2 Sverige AB v. Post-och telestyrelsen C-203/1, ECLI:EU:C:2016:572, Opinion of Advocate General
Saugmandsgaard Qe at paras. 256-59, 19.07.2016.
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personal data.*’> Transferring data to other actors or combining them with data from other
sources may reveal information about a person’s health regardless of the context in which this
data is used. The sharing of anonymous data, thus, carries with it an increased risk of

reidentification.

1.4 Interim conclusion

This section identified the relevant notions to determine the subject and object of a possible
moral responsibility. The term “patients” refers to individuals, whether sick or healthy,
receiving healthcare services traditionally provided by healthcare professionals. Notably, the
definition of healthcare relates primarily to the provision of medicinal products as defined by
Directive 2001/83/EC and medical products as defined by the Medical Devices Regulation. A
reference to commercial health devices or apps, such as random health wristbands, is not
included. Its absence suggests that commercial devices may not be the type of electronic tools
that would fall within the scope of a patient’s moral responsibility. At this point, it can also be
briefly mentioned that the legislator seems to have created a contradiction between the Directive
on the application of patients’ rights in cross-border healthcare and the current version of the

476 Given that the definition of healthcare does not

proposal for a European Health Data Space
seem to cover commercial means under the directive, it is questionable why the legislator
included the reuse of data generated by commercial devices*”” in the healthcare context, as the
directive does not cover this.

Data processing, including data sharing, is mainly regulated by the GDPR and the
Council of Europe recommendation. The GDPR is technology neutral, while the Council of
Europe recommendation is getting more specific in terms of health data sharing in relation to
eHealth tools. Both frameworks have a similar approach to defining personal data, and data
concerning health and health-related data, respectively. A clear distinction between these
concepts would enhance data sharing, as personal data and health data are subject to different

levels of protection under the data protection legislation.*’® This would subsequently favour a

moral responsibility too. However, a clear delineation between these concepts turns out to be

475 See Section 1.3.3; Article 29 Working Party (2015) Annex — health data in apps and devices, p. 3.

476 Proposal for a Regulation of the European Parliament and of the Council on the European Health Data Space
COM(2022) 197 final.

477 See, for instance, ibid., at Recital 35, 39, Article 1(3), 2(2)(0).

478 One might argue that a moral responsibility of patients to share data could favour the inclusion all data types,
i.e., personal data, health data, and anonymous data. However, given that they are subject to different level of
protection, a differentiation between them remains necessary (see: Vedder A, Spajic D (2023) Moral autonomy
of patients and legal barriers to a possible duty of health related data sharing. Ethics and Information Technology
23:25).
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challenging. The legal uncertainty regarding their conceptualisation exists due to the broad
scope of interpretation of health data. Furthermore, in the healthcare context, the purpose for
which the data is processed is related to a person’s health and thus naturally sensitive. The
problem intensifies when data is merged with data from numerous sources. Also, the sharing of
anonymous data carries an increased risk of reidentification due to data sharing and evolving

techniques enabling the identification of an individual.

Section 2: The legal bases for patient data transfer

2.1 Introduction

The European legislative framework rests on the consideration that the processing of personal
data can result in high risks to an individual’s rights and freedoms and, therefore, demands
stricter safeguards than non-personal data processing. The European data protection
framework, namely the GDPR and the Council of Europe Recommendation, grants data
concerning health and health-related data greater protection, as both are a subcategory of
personal data. While the GDPR stipulates a prohibition with permit reservation for the
processing of special categories of data, the Council of Europe Recommendation allows for the
processing of such data in accordance with specific requirements.

Data controllers can identify multiple legal bases for a data processing activity, but they
must comply and identify at least one lawful basis before exchanging health data. This is an
important preparatory step to comply with the accountability principle, as it is impossible to
switch the legal basis once the processing has commenced. For the improvement of healthcare,
research, and public health, various legal bases can be taken into consideration. Consent may
be one of the legal bases for the fulfilment of a moral responsibility of patients to transfer health
data and other stakeholders collecting the patients’ data, but it does not automatically constitute
an impediment to it. Some ethical outlooks may welcome consent, while other ethical outlooks
may favour legal grounds that are less dependent on the patients’ choice. As explained in the
previous chapter, the use and reuse of data are both vital for fulfilling a moral responsibility,
which can cover the voluntary and involuntary sharing of data.

From the patients’ perspective, the primary use is the most significant scenario to
understanding how patients themselves can share data for the improvement of healthcare,
research, and public health. The secondary use becomes only relevant to the extent that the

primary sharing by patients builds the starting point. Furthermore, novel legislative initiatives
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blur the line between the primary and secondary use of patient data, as will be shown later.
Thus, the following section will explore relevant legal grounds for the primary and, where
necessary, secondary use of personal data and health data. In particular, the concept of consent,
scientific research, substantial public interest, public interest in the area of public health, and
the compatibility clause will be studied with the aim of identifying potential legal impediments

to a moral responsibility of patients and other actors to share health data.

2.2 Provision of patient data on a voluntary basis
2.2.1 Consent

Informed consent is pivotal in medicine and the data protection framework.*”® Article 8(2) EU
Charter stipulates that personal data must be processed fairly “on the basis of the consent of the
person concerned or some other legitimate basis laid down by law”. In healthcare, consent is
also relevant beyond data protection. Article 3(2) EU Charter safeguards medical consent.
Article 3 EU Charter guarantees the right to respect an individual’s physical and mental
integrity, whereby in particular in the fields of medicine and biology, free and informed consent
must be respected as per Article 3(2) EU Charter. With the diversity of consents existing in
those provisions, it does not only become evident that various types of consent exist, but that
consent does not only have legal significance. It encompasses an ethical component,
representing an act of enforcement of one’s personal will and freedom.**® The demands on the
requirements, formalising the guarantees for independent decision-making, vary. Whilst
acknowledging the importance of the appropriate technological deployment for the consequent
enforcement of informed consent, the following section will focus on the debates regarding the
legislative implementation of consent requirements for data processing laying the ground for

the technological set-up.
2.2.1.1 Consent — the preferred legal ground for data processing?

Before entering into the debate on the legal prerequisites of consent, it is important to identify
the role of this concept within the existing legal framework. How to re-conceptualise consent

or the anonymisation approach in order to enhance the use of sensitive data for medical research

479 Mantovani E, Quinn P (2014) mHealth and data protection — the letter and the spirit of consent legal
requirements. International Review of Law, Computers & Technology 28(2): 222-236, p. 222.
480 Mantovani E, Quinn P (2014) ibid., p. 223.
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has been subject to debate. Academic scholars have debated whether consent as a legal basis

ranks higher than the remaining legal grounds.
Council of Europe

When it comes to the processing of health-related data for the purpose of scientific research,
the Council of Europe recommendation provides further specifications on this matter. In
particular, Article 15(3) suggests that health-related data should, in principle, only be used for
scientific research if the data subject has provided their consent according to Article 5(b). In
this respect, the recommendation seems to indicate a preference for consent as a legal basis
when processing health-related information. However, it does not exclude any other legal
grounds. When reading the provision further, the recommendation suggests that “the law may
provide for the processing of health-related data for scientific research without the data

subject’s consent.”
General Data Protection Regulation

At the EU level, the GDPR sequences multiple legal bases, whereby consent is mentioned first
in order in Articles 6(1)(a) and 9(2)(a) GDPR. Some authors have therefore concluded that this
order reflects the idea that consent has to be given priority over other legal grounds to permit
the processing of personal data and data concerning health.

For instance, Mostert et al. emphasise the need to establish a proper research exception
from consent whereby other legitimate interests are considered.*®! To this end, the authors
regard consent as the standard legal ground from which other reasons, such as public interest,
should only exceptionally provide a justification. Considering other lawful grounds as an
exemption to consent might create the appearance that consent is the favourable legal basis.
Due to the general prohibition on processing health data embedded in Article 9 GDPR, legal
grounds other than consent would then constitute the exception to the exception.*s?

However, the view which ranks the legal grounds set out under the GDPR in order of
priority is difficult to uphold, as it can neither be derived from (nor supported by) the wording
of the GDPR. The GDPR does not explicitly call for such a preference, which is why the order
has to be considered as a numbering rather than a ranking. More importantly, the EDPB

481 Mostert M et al. (2016) Big Data in medical research and EU data protection law: challenges to the consent or
anonymise approach. Eur ] Hum Genet 24:956-960; Besides, given that the requirements of the research
exception are unclear, the authors argue that a “necessity and proportionality test” conducted by an independent
board (e.g., a data access ethics committee) is needed when conducting the balancing test, i.c., assessing the
applicability of the research exception (see Mostert et al. (2016), p. 959).

482 Ibid., p. 959.
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clarified in its guidelines that consent is one of the six legal grounds on the basis of which

personal data can be processed.*®?

2.2.1.2 Consent pre-requisites

Consent and Personal Data

According to Article 4(11) GDPR, a data subject’s consent is defined as

“any freely given, specific, informed and unambiguous indication of the data subject's
wishes by which he or she, by a statement or by a clear affirmative action, signifies

agreement to the processing of personal data relating to him or her”.

For consent to be lawful, the data controller must ensure that the general requirements for

processing personal data as per Article 7 in conjunction with Articles 4(11), 6(a) GDPR are

fulfilled. More specifically, the following four essential requirements of consent must be met:

Freely given: The term “free” indicates that data subject’s should have an actual choice
when consenting. They should not be impelled to agree to the processing of their
personal data due to possible disadvantages or an imbalance of power between to the
detriment of the data subject;***

Specific: The specificity condition requires that consent relates to a specific purpose.
Consent may encompass various data processing operations, provided that they are
conducted for the same purpose. Data subjects can also consent to multiple purposes,
which, however, must be clearly determined in relation to each data processing
activity;*®

Informed: Data subjects have been informed about whether the data controller has
provided the most crucial information to them (e.g., about the identity of the data
controller, the purpose of each data processing activity, the possibility to withdraw et
cetera). The information must be clearly stated and in a plain language that is
understandable to a legal layperson;**® and

Unambiguous: Consent foresees a clear affirmative act, which can be declared in a

written or oral form. Also, electronic tools can be used to obtain consent. However, in

483 EDPB (2020) Guidelines 05/2020 on consent under Regulation 2016/679, Version 1.1, Adopted on 4 May
2020, p. 5.

44 1bid., p. 7

45 Ibid., p. 11-12.

486 Ibid., p. 15-16.
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the digital environment, it must be apparent to the data subject when he consents to the

data processing and when he enters into a contract.*®”

Consent and Special Categories of Personal Data

The processing of special categories of data, including data concerning health, carries an
increased risk for the data subject’s fundamental rights and freedoms. It is therefore granted
greater protection by the European and EU legislator who laid down stricter requirements by
modifying the fourth requirement “unambiguity”. Concretely, data subjects have to provide
“explicit” consent as per Article 5(b) Council of Europe recommendation and Article 9(2)(a)

GDPR, respectively, when agreeing to the processing of their health data.

e FExplicit: The term “explicit” indicates that regular consent as agreement to the
processing of personal data and explicit consent to the processing of special categories
of personal data have to be distinguished from one another, the latter requiring the
controller to take on “extra efforts” when obtaining consent from the individual.**8
While it is not fully certain what this additional effort may encompasses, the individual
is expected to provide more than an unambiguous statement. Specifically, the data
subject ought to expressly substantiate his or her statement of consent through a clear
affirmative action. An express confirmation could be provided through a signed
statement in written or digital form (e.g., in form of an email, scanned document, or a
two-stage-verification process). Oral confirmations are valid too, although data
controllers may face difficulties in providing proof that the individual has consented

explicitly. The burden of proof to demonstrate consent lies with the data controller.**

Given that explicit consent is meant to express the individuals’ clear affirmative action, some
care providers or researchers view consent as a “safe harbour” when processing health data for
the purpose of healthcare or scientific research. The current concept of consent, however, has
also been conceived as detrimental to the full use of health data. But is consent the ideal legal

basis for any conception of a moral responsibility?
2.2.2 New approaches to consent

The rise of new concepts of consent provides new opportunities to obtain consent in a more

dynamic way. It appears that the deontological, utilitarian, communitarian, and ethics of care

47 bid., p. 20-21.

488 EDPB (2020) Guidelines 05/2020 on consent under Regulation 2016/679, Version 1.1, Adopted on 4 May
2020, p. 20.

489 EDPB (2020) Guidelines05/2020 on consent under Regulation 2016/679, Version 1.1, Adopted on 4 May
2020, p. 20-21.
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outlook could favour some of the new approaches taken by legal scholars, who have been
elaborating the notion of consent and who are pleading for a more flexible approach compared

to the existing requirements of specific and informed consent.
Broad Consent

Broad consent has been suggested as an approach that could be supported by the GDPR,
especially in the context of genomic research to harness the use of data regarding future (yet
unspecified) research®”’. Concretely, Recital 33 GDPR seems to offer more flexibility in terms
of the “specificity” requirement, considering that the purpose of some data processing activities
in research may not always be entirely clear when collecting personal data. Broad consent
allows researchers to reuse (health) data without having to ask for new consent provided that
the initial broad consent covers the use or sharing of data.*”! It may constitute an effective
solution as broad consent also facilitates future, yet not foreseeable, sharing of (health) data
without too many obstacles. The concept of broad consent still requires a certain degree of
specificity for the description of research projects, as it is necessary to determine the general
areas of research that will be supported and to provide the relevant information to the patient in
order to keep him or her adequately informed.**> As informed explicit consent is an obligatory
prerequisite when health data is being processed, keeping the patient sufficiently informed is
particularly necessary in order to obtain an unambiguous affirmative response.*’> The sharing
of patient data based on broad consent may therefore only be restricted to a specific research

project or parts of it.
Dynamic consent

Dynamic consent has been promoted as an opportunity to preserve autonomous decision-
making, as consent is sought on an ongoing basis for particular research activities*** and would
consider the purpose limitation principle**>. It allows consent to be obtained for every research
activity that is taking place and may also be used to inform patients about how, when and with

whom their data is being shared. This model is said to maintain the individual’s autonomy by

490 Hallinan D (2020) Broad consent under the GDPR: an optimistic perspective on a bright future. Life
Sciences, Society and Policy 16(1).

1 Mikkelsen RB et al. (2019) Broad consent for biobanks is best — provided it is also deep. BMC Med Ethics
20(71).

492 See recital 33 GDPR.

493 Health Research Board, Broad Consent. https://www.hrb.ie/funding/gdpr-guidance-for-researchers/gdpr-and-
health-research/consent/broad-consent/

4% Budin-Ljosne I et al. (2017) Dynamic Consent: a potential solution to some of the challenges of modern
biomedical research. BMC Medical Ethics 18:4.

495 Buropean Data Protection Board (2020) Guidelines 05/2020 on consent under Regulation 2016/679, Version
1.1, Adopted on 4 May 2020, pp. 22, 29.
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increasing control over the intended processing activities through opt-in strategies.**® Hereto, it
uses web-based technologies in order to inform research participants about each research
activity in a detailed manner in real time, thereby creating a constant line of communication
between patients and researchers.*”’ The multitude of data exchange possibilities, that may take
place over the years, could challenge patients to keep up with the variety of data flows and may

prevent them from making autonomous decisions**®,
Tiered consent

“Tiered consent” is a consent model that enables patients to tailor their consent procedure

around certain categories.*”’ It

shows a certain similarity to broad consent as it enables the use
of personal data for future research more generally, however it allows research participants to
consent to specific categories of diseases (e.g., research based on anonymous data, cancer
research et cetera).’*’ This approach intends to provide individuals with more flexibility and

control over the areas for which their data is being used.
Meta consent

The concept of “meta-consent” strives for an expanded involvement, whereby individuals
themselves determine the specificities of the consent request, in particular when they should be
asked for consent and how, in order to take control over the exchange of their data depending
on their personal preferences®!. Combined with tiered consent, meta consent can enable
patients to consent more flexibly to the research area of their choice or to consent to specific
research projects.’”> Such models (i.e., tiered consent and meta consent) have the potential to
maintain and respect an individual’s autonomy, as they can accept or reject research projects or
research areas under the conditions that they have set for themselves.’®® These approaches,

however, heavily rely on the understanding and knowledge of the individual. Overall, the

49 Steinsbekk KS et al. (2013) Broad consent versus dynamic consent in biobank research: Is passive
participation an ethical problem?. European Journal of Human Genetics 21:897-902.

47 Ibid.

498 Budin-Ljosne I et al. (2017) Dynamic Consent: a potential solution to some of the challenges of modern
biomedical research. BMC Medical Ethics 18:4, p.7.

499 Mikkelsen RB et al. (2019) Broad consent for biobanks is best — provided it is also deep. BMC Med Ethics
20, 71.

590 Ibid., p. 3-4.

01 Ploug T, Holm S (2016) Meta Consent — A flexible solution to the problem of secondary use of health data.
Bioethics 30(9):721-732, p. 724-725.

502 Mikkelsen RB et al. (2019) Broad consent for biobanks is best — provided it is also deep. BMC Med Ethics
20, 71 (2019).

503 Ploug T, Holm S (2016) Meta Consent — A flexible solution to the problem of secondary use of health data.
Bioethics 30(9): 721-732, p. 730.
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creation of innovative models of consent has in general been supported in order to improve the
reuse of data.

Against this background, meta consent has been said to have potential in supporting the
secondary wuse of data. Specifically the German Data Ethics Commission
(Datenethikkommission) argues that meta consent should be recognised as a concept in order to
enhance the further use of data’**. Through meta consent, individuals can choose whether they
want to agree to the processing of their data on a continuous basis. For instance, individuals
may register certain choices by consenting on the kind of data they want to provide and what
type of research they generally agree on (e.g., public interest driven research, and/or
commercial research), or more concretely on a specific field of research (e.g., cancer research,
health research). Based on the registered preferences, consent can be presumed for those
purposes but data subjects may still have the possibility to object afterwards, thereby creating
an opt-system for health data sharing.>%

In order to demonstrate the practical implementation of meta consent, the German Data
Ethics Commission provided an example in which patients may opt in to the use of their health
record data. For instance, an individual may defines which data can be used from the electronic
health record for public and commercial research under the premise that the data is not
transferred outside of the European Union. If a stakeholder, for example a company from Spain,
wants to access the patient’s data, the individual receives a notification with the relevant
information about the stakeholder’s intention to access the data. Individuals may then have
about four weeks in order to object against the use from the Spanish company. Additionally,
reliable bodies, such as ethics commissions, should ensure compliance with the individual’s

preferences in order to maintain trust in the reuse of the individual’s data.>%

2.2.3 Towards a European data altruism consent

Besides the four abovementioned approaches to consent, the EU legislator introduced a
seemingly new consent form with the Data Governance Act: the European data altruism
consent. This section will delve into the background concerning the implementation of the Data
Governance Act. Thereafter, this section will elaborate on the European data altruism consent

as a concept and its relationship with the consent provision in the GDPR.

504 Data Ethics Commission (Datenethikkommission) (2018) Opinion of the Data Ethics Commission, p. 127-
128.

595 Ibid..

5% Ibid., p. 127.
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2.2.3.1 Background

In the year 2020, the European Commission established the proposal for a regulation on
European data governance®”’, which puts forward the implementation of a legal framework
concerning data governance in different sectors. The EU legislator acted quickly since the
announcement of the DGA proposal in 2020, as the act came into force in 2022 and will apply
from September 24™ 2023, onwards. One of the aims described by the act is the endorsement
of sharing non-personal and personal data for altruistic purposes. Individuals are encouraged to
consent to the sharing of their data for so-called “data altruism”, while “data intermediaries”
are supposed to facilitate such sharing by giving data altruism organisations registered and
recognised in the EU access to data stored in data spaces. Although the use of personal data for
altruistic purposes may be admirable, the reactions to the proposal, however, have been diverse.
Some stakeholders have encouraged the sharing of personal data but criticised that the fact that
the possibility to share data remains limited in respect of the requirements as currently laid
down in the GDPR, which subsequently require modification for the benefit of altruistic data
sharing.>% Others were opposed to the inclusion of personal data in the scope of the DGA. The
proposal for the DGA has been said to stand in contradiction with the rationale of the GDPR
and e-Privacy Directive, shifting the focus from citizen empowerment to strengthening the data
economy.>* Despite the criticism, personal data remained in the scope of the final draft of the
DGA. Therefore, the following section will elaborate on the key elements established within
the DGA, focusing on the European data altruism consent as a potential enabler for health data

sharing for the improvement of healthcare, research, and public health.

2.2.3.2 Data altruism consent
22321 Data altruism: exploring the concept
According to Article 2(16) DGA, data altruism means

“the voluntary sharing of data on the basis of the consent of data subjects to process
personal data pertaining to them, or permissions of data holders to allow the use of their
non-personal data without seeking or receiving a reward that goes beyond compensation

related to the costs that they incur where they make their data available for objectives

507 Proposal for a Regulation of the European Parliament and of the Council on European data governance (Data
Governance Act) COM(2020) 767 final.

308 Veil W (2020) Datenaltruismus: Wie die EU-Kommission eine gute Idee versemmelt. CR-online.de
Blog.CRonline Portal zum IT-Recht. 01.12.2020. https://www.cr-online.de/blog/2020/12/01/datenaltruismus-
wie-die-eu-kommission-eine-gute-idee-versemmelt/ [accessed 11.02.2023].

599 Feedback from Access Now Europe, Feedback reference F1484899, 29 January 2021, Initiative: Data sharing
in the EU — common European data spaces (new rules). Available here: https://ec.europa.cu/info/law/better-
regulation/have-your-say/initiatives/12491-Data-sharing-in-the-EU-common-European-data-spaces-new-
rules/F1484899.
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of general interest as provided for in national law, where applicable, such as healthcare,
combating climate change, improving mobility, facilitating the development,
production and dissemination of official statistics, improving the provision of public

services, public policy making or scientific research purposes in the general interest”;

The definition provided in Article 2(16) DGA specifies that processing for altruistic purposes
can be conducted if it takes place in the general interest. Although the DGA offers further
guidance in Chapter IV on the processing of personal data based on data altruism, the DGA
does not provide a legal definition of the term “general interest™>!?. Article 2(16) DGA merely
provides some examples to national legislators in order to determine what fields could qualify
as general interest.

In the introductory explanation, the initial DGA proposal explained that the proposal
covers the voluntary making available of data for the common good through individuals or
companies!!. Further confusion was then caused as the European Commission used multiple
terms, namely data altruism, general interest, and the common good, interchangeably without
providing further explanation. Similarly to the final draft, only Article 2(16) and Recital 45
DGA exemplified what the purpose of “general interest” could cover. This included, for
instance, “healthcare, combating climate change, improving mobility, [...] or improving the
provision of public services” can provide reasons to process data in the general interest. Also,
scientific research in the general interest fell under this purpose according to Article 2(16) and

Recital 45 DGA. However, the term “common good” was removed from the final text.

22322 Data altruism consent

The development of a common European data altruism consent is said to ease the portability of
data if it is not stored directly by the citizen®'? and foster transparency for individuals with the
aim of informing them about how their data is used and how it could be accessed®'®. The EU
data altruism consent form is supposed to be adapted to the individual sector’'*. In the context
of healthcare, the current legislation will be supplemented with other legislation specifying the

re-use of health data more concretely, i.e., the European Health Data Space proposal.

The initial draft proposal for a Data Governance Act defined data altruism in Article 2(10) as

510 Article 19 (2) DGA only specifies that an entity shall “ensure that the data is not be used for other purposes
that those of general interest for which it permits the processing”.

11 Proposal for a Regulation of the European Parliament and of the Council on European data governance (Data
Governance Act) COM/2020/767 final, p. 8.

312 1bid., p. 8.

513 Recital 52 DGA.

514 Recital 52 DGA.
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“the consent by data subjects to process personal data pertaining to them, or permissions
of other data holders to allow the use of their non-personal data without seeking a
reward, for purposes of general interest, such as scientific research purposes or

improving public services”.

That said, the initial draft defined data altruism as consent, which gave the impression that the
act introduced a new consent concept broader than the one under the GDPR. As indicated above,
the final version focuses on the voluntary sharing of data on the basis of consent, referring to
consent as defined in Article 4(11) GDPR in conjunction with Article 2(5) DGA. This indicates
more clearly that the consent set out in the GDPR applies when personal and special categories
of personal data are shared. However, the DGA provides a legal definition for the term “data

sharing”, which does not exist in the GDPR. Article 2(10) DGA defines data sharing as

“the provision of data by a data subject or a data holder to a data user for the purpose of
the joint or individual use of such data, based on voluntary agreements or Union or
national law, directly or through an intermediary, for example, under open or

commercial licences subject to a fee or free of charge”.

The DGA suggests consent as the appropriate legal basis for processing data for scientific
research based on data altruism.>'> Moreover, it highlights the possibility to further process data
for scientific research in light of Article 5(1)(b) and Article 89(1) GDPR, specifying the
assumed compatibility with the initial purpose. This is possible if ethical standards relevant to
scientific research are considered. Nonetheless, according to Recital 50 DGA, data altruism
would typically rely on an individual’s consent within the meaning of the GDPR'®, In general,
viewing consent as an adequate legal basis seems to be in line with the approach taken by the
DGA, where data altruism consent builds the foundation for data processing. Interestingly, the
DGA deems the same legal basis suitable for scientific research (see Recital 50 DGA).
Viewing consent as the only legal basis for data altruism misses three essential aspects.
First, it creates a legal discrepancy between the notion of data sharing and data altruism within
the DGA. Whereas “data sharing” as per Article 2(10) DGA encompasses both the sharing
based on voluntary agreement and law, “data altruism” as per Article 2(16) DGA readjusts the
notion of data sharing by referring to “the voluntary sharing of data based on consent”. Second,
as the earlier ethics chapter has shown, data altruism encompasses the voluntary sharing of data

based on consent and involuntary data sharing. The DGA ignores that what makes data sharing

315 Recital 50 DGA suggests relying on Article 6 (1) (a) and 9 (2) (a) in conjunction with Article 7 GDPR.
316 See, Article 6(1)(a) GDPR for the processing of personal data and Article 9(2)(a) GDPR for the processing of
special categories of personal data, respectively.

123



altruistic is not whether the data has been provided based on free will. The purpose for which
the data is collected and used makes it altruistic. Besides, suppose the legislator wanted to
emphasise the aspect of free will when sharing data. In that case, the term “data donorship”,
elaborated in Chapter 1, may sit better within the DGA. Third, relying merely on consent
ignores the other provisions within the GDPR that allow for processing personal data for
scientific research and public interests, such as public health, without the data subject’s consent.

In addition, Recital 50 DGA creates legal uncertainty as it points to the compatibility
clause in Article 5(1)(b) GDPR. According to the compatibility clause, further processing for
scientific research purposes should not be considered incompatible with the initial purpose for
which the data was originally collected. However, the DGA does not explain how the
compatibility clause embedded in the GDPR can be applied in conjunction with the data
altruism consent under the DGA. To what extent this constitutes a problem will be illustrated

later in this chapter.

2.2.3.4 Data intermediation service providers and recognised data altruism organisations

Data intermediation services will have a facilitating role in the European data space. In
particular, data intermediation service providers will support and enable voluntary data sharing
between data providers and data recipients.’!” Both private and public entities can be recognised
as data intermediation service providers. Data intermediation services may encompass the
sharing of personal and non-personal data between two or multiple parties, or even the creation
of data sharing infrastructures.’'® Article 2(15) DGA introduces a subcategory of data
intermediation services, namely “services of data cooperatives”. Services of data cooperatives
are defined as “data intermediation services offered by organizational structure constituted by
data subjects, one-person undertakings or SMEs who are members of data structure [...]”.
These data intermediation service providers must be distinguished from recognised data
altruism organisations. Data intermediation service provider services “aim to establish

»319 " whilst data altruism organisations do not°*’. Data altruism

commercial relationships
organisations are meant to facilitate trust and support the sharing of personal and non-personal
data for altruistic purposes. Their services may include the creation of data repositories.>?! Data

altruism organisations must be recognised by competent authorities and listed in a national

S17 Article 2(11), Recital 27 DGA.
318 Recital 27 DGA.
319 Recital 27 DGA.
320 Recital 29 DGA.
321 Recital 46 DGA.
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public register of recognised data altruism organisations. The general requirements for the

recognition of data altruism organisations pursuant to Article 18 DGA are that organisations:

- Process data for data altruism activities, and that the data altruism activities are
functionally separate from other activities;

- Are a legal person meeting the objectives of general interest;

- Are non-profit and legally independent;

- Comply with the rulebook set out in Article 22(1) DGA.

The idea of involving intermediaries in health data sharing was not born with the DGA. Already
prior to its transposition, cooperative collaborations have been established to support data
exchange for charitable purposes. For instance, the Swiss platform MIDATA and the Spanish
SALUS COQOP initiative may provide an impression of how organisations can mediate health
data sharing between individuals and projects intending to use the individuals’ personal (health)

data for the common good®?:

e Midata: The MIDATA®? platform is a non-profit cooperative that uses open-source
software to enable the use of health data for medical research and clinical studies. It
takes the role of a trustee for collecting the citizen’s data and ensures the power of the
individual regarding data usage. The way that this platform functions is that data
subjects can create an account and decide about which data they want to share. The
MIDATA platform enables individuals to store their data in an encrypted manner and
manage access rights through consent. IT providers and researchers can connect to the
MIDATA platform via their (third-party) mobile app, which can access and use the data
provided by the data subjects. Moreover, data subjects can join the MIDATA
cooperatives as members of the general assembly, thereby seeking to integrate a
democratic decision process and provide more control to the data subject. Net profits
are used to provide the services on the MIDATA platform.>?*

e Salus Coop: Another example of a citizen-driven data cooperative is the platform
SALUS COOP. The SALUS COOP project enables citizens to donate their health data
in a pseudonymised form for the common good. Specifically, the health data provided
by the individual is based on consent and will be used only for biomedical research,

health studies, or social studies. One of the requirements for the research projects is that

522 Shabani M (2021) The Data Governance Act and the EU’s move towards facilitating data sharing. Mol Syst
Biol 17(3).

523 MIDATA, My Data — Our Health. https://www.midata.coop/en/home/.

324 See here: MIDATA, Cooperative. https://www.midata.coop/en/cooperative/.
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they are not commercial but only in the general interest, including public institutions

and universities. Research findings must be made available free of charge.’?

2.2.3.5 General interest versus public interest

The DGA takes a distinct approach to defining data intermediation service providers, operating
based on commercial interests, and data altruism organisations, which, in contrast, work based
on altruistic interests. Considering this distinct tactic, it begs the question of why both
organisations may operate based on the same ground, i.e., the general interest. Recitals 28 and
29 state explicitly that data intermediation service providers “aim to establish commercial
relationships”, whereas the data altruism organisations clearly do not strive for this aim.>2
Instead, their goal is to establish collaborations and relationships to enable the full use of data
for altruistic reasons. When reading these recitals, it becomes evident that the services provided
by both organisations differ in one elementary aspect, i.e., their commercial orientation. Data
altruism organisations would logically exclude services that support commercial interests and

those offered by commercial stakeholders. So, why are they both providing services in the

general interest?
General interest: a comprehensive concept

The notion of “general interest” is a broad notion. Whilst it is often used in civil law and

h3%?7 matters and

consumer protection, the notion has also been used to refer to public healt
healthcare.?® At the EU level, services of general interest are divided into three groups, i.e.,
economic, non-economic, and social interests (which can be both economic and non-economic
in nature). Services of general interest, regardless of whether they are economic or not, address
the citizens’ vital needs in their everyday life. These kinds of services appear in the TFEU and
TEU, whereby they often seem to focus on general interests that are economic in nature.
Furthermore, Article 36 EU Charter specifies, in line with Article 14 TFEU, that “the union
recognizes and respects access to services of general economic interest as provided in national
laws and practices, in accordance with the Treaties, in order to promote the social and territorial
cohesion of the Union”. Although the term “public interest” does not appear in the provisions
of'the TFEU, Protocol 26 refers to it indirectly. In particular, Article 2 states that the competence

of Member States should not be affected to provide and organise non-economic services.

However, given that the aforementioned three types of services of general interest are laid down

25 SALUS COOP, Salus Common Good License. https://www.saluscoop.org/licencia.

326 See also: Article 2(11)(d) DGA.

327 See, e.g., Recital 7 Directive 2006/123/EC on services in the internal market.

528 See here: European Commission, Services of general interest. https://ec.europa.eu/info/topics/single-
market/services-general-interest_en.
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in EU laws of constitutional rank, these concepts are mainly characterised by the jurisprudence

of the Court of Justice of the European Union.’?’
General interest does not equate public interest

As we have seen, “general interest” encompasses more than the public interest. It is an
overarching notion that encompasses consumer protection, economic interests and other aspects
such as public health. The notion “public interest” may be typically found in public law, but it
is not exclusive to the field of public law. Other legal areas also refer to this notion, such as
criminal procedural law.>*° The term “public interest” in general terms simply illustrates the
matters that are in the interest of many (i.e., the public) vis-a-vis individual interests.>*!

The ECtHR and the CJEU recognised the notion of public interest in its case law,

covering multiple aspects such as public policy, public health, and more. It follows from the

CJEU’s case law>*? that the term public interest must fulfil the following requirements:

- The task is carried out in the “public interest” as per Article 7(e) Data Protection
Directive, now replaced by Article 6(1)(e) GDPR;
- The task is required by national law; and

- Adequate and necessary to achieve the objective.

Against this background, public interest remains a concept that is often determined as an
exception by national legislation. How some of the countries define the concept will be explored

in the section on the legal bases.
General interest and the DGA

Similarly to EU legislation and case law, both services, i.e., altruistic and commercial services,
embed objectives that fall under the term of general interest. Recital 46 DGA seems to indicate
that approach by stating that making data “available for altruistic purposes is serving an

objective of general interest”. Specifically, Recital 46 DGA states that

329 Lenaerts K (2012) Defining the concept of “services of general interest” in light of the “checks and balances”
set out in the EU Treaties. Jurisprudence 19(4):1247-1267, p. 1249.

530 Weber K (2022) Offentliches Interesse. In: Weber, Rechtsworterbuch, 28" Edition 2022, referring to Section
153 German Code of Criminal Procedure (StrafprozeBordnung in der Fassung der Bekanntmachung vom 7. April
1987 (BGBI. I S. 1074, 1319) (StrafprozeBordnung - StPO)).

31 Weber K (2022), ibid..

532 See CJEU, case of Peter Puskar v. Finan¢né riaditel'stvo Slovenskej republiky, Kriminalny urad finanénej
spravy, C-73/16, ECLI:EU:C:2017:725, Judgement of 27.09.2017.
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“recognized data altruism organisations with a set of requirements as laid down in this
Regulation should bring trust that the data made available for altruistic purposes is

serving an objective of general interest”.

These two interests embedded in the DGA may be two of many interests serving the
overarching objective of general interest. Problems occur where institutions are not registered
as data altruism organisations, but do serve altruistic purposes. Recital 46 DGA clarifies that
registration as such an organisation is not a requirement to operate altruistically.

The proposal offers a progressive approach to data sharing between various
stakeholders. Despite the currently existing scope for interpretation, enabling the sharing of
data for altruistic purposes can support the flow of data for the improvement of healthcare,
research, and public health. Subsequently, such solutions would serve to exercise a possible
moral responsibility of patients based on the purposes mentioned earlier. However, many
concepts and their scope of application still require clarification, such as the notion of general
interest, data altruism and data intermediaries.>** It is not yet apparent how and to what extent
these notions relate to one another. It seems that the scope of application of both, the GDPR
and the DGA are, in general, not mutually exclusive. This can be derived from the broad
definition of “data” in the Data Governance Act. Specifically, the DGA defines “data” as “any
digital representation of acts, facts or information and any compilation of such acts, facts or
information, including in the form of sound, visual or audio-visual recording”, thereby

including personal data.

2.2.3.6 National approaches to data altruism

According to Article 16 DGA, Member States will have the possibility to enable data altruism
by implementing national policies, and it remains to be seen how countries will transpose it in
their territory. However, the concept of data altruism in the general sense is not entirely new to
the GDPR. The GDPR considers purposes that serve the overall idea of the common good,
including, for instance, scientific research and public interest in public health. Consequently,
even prior to the implementation of the DGA and its concept of data altruism, some countries
transposed legislations supporting the (re-)use of personal (health) data for the common good.
These legislative initiatives do not necessarily refer to the term data altruism or the common
good explicitly. However, they do have in common that they serve altruistic purposes such as

those mentioned in the list of examples (e.g., scientific research) in the DGA.

533 Buropean Patients Forum (2021) EPF’s Response Statement — Public Consultation on Data sharing in the EU
— common European data spaces (new rules), 31 January 2021. Available here: https://www.eu-
patient.eu/news/latest-epf-news/202 1/shaping-a-patient-centred-european-health-data-environment/.
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Germany

The Digital Healthcare Act allows health insurance funds to collect a patient’s invoicing data
in pseudonymised form, which is then transmitted to the research data centre
(Forschungsdatenzentrum) without the pseudonym.>** The research data centre makes this
microdata available anonymously to the public or to scientific researchers, depending on the
degree of anonymisation.>*® The collection of the patients’ pseudonymised invoicing data is not
based on consent. However, the German legislator transposed a consent-led data collection for
the common good. More specifically, Germany implemented the Patient Data Protection Act
as an amending law, enabling patients to consent to donating their health data from their
electronic medical records for research purposes from 2023 onwards.’*® Furthermore, the
German data-donation app created by the public health authority (Robert Koch Institute) and

elaborated further in Chapter 1 may serve as another example of altruistic data sharing.>*’
Austria and Ireland

Austria and Ireland have eased access to personal (health) data for scientific research purposes
by implementing research-specific legislation. Austria has implemented the Research

>3 which applies to public and private research and various sectors. In

Organisation Ac
contrast, Ireland takes a domain-specific approach as their research law is specifically tailored

to health research.’’
United Kingdom

Although the United Kingdom no longer has to adhere to the DGA after leaving the European
Union, its approach to using patient data for scientific research may be briefly mentioned as it
was established in light of the (then still to the UK applicable) GDPR. It is an interesting

approach because it stands in contrast to the countries mentioned above. In particular, NHS

53 Section 303d(3) Digital Healthcare Act (Gesetz fiir eine bessere Versorgung durch Digitalisierung und
Innovation (Digitale-Versorgung-Gesetz - DVG) vom 09.12.2019, BGBI. 2019 I Nr. 49, p. 2562) (Germany).
535 The Research Data Centre differentiates between three stages of anonymity, i.e. absolute anonymity, factual
anonymity, and formal anonymity. Absolute anonymous data are adapted in a way that makes re-identification
impossible. This data is accessible to everyone in so-called “public use files”. De facto anonymization means
that re-identification may theoretically be possible, but only with an unreasonable amount of effort and cost.
Given the possibility for re-identification, the access to de fact anonymous data is restricted to scientific
institutes who require the data for scientific purposes. Foreign scientists can only use the data on secured
premises, in so-called safe centres. Formal anonymity is achieved by removing direct identifiers and auxiliary
characteristics from datasets. (see here: https://www.forschungsdatenzentrum.de/de/anonymitaet).

336 Patient Data Protection Act (Gesetz zum Schutz elektronischer Patientendaten in der Telematikinfrastructure
(Patientendaten-Schutz-Gesetz-PDSG), 19.10.2020, BGBI. 2020 I Nr. 46, p. 2115) (Germany).

337 See Chapter 1, Section 3.3.1.

338 Research Organisation Act (Bundesgesetz iiber allgemeine Angelegenheiten gemiB Art. 89 DSGVO und die
Forschungsorganisation (Forschungsorganisationsgesetz — FOG), BGBI. Nr. 341/1981) (Austria).

539 See Data Protection Act 2018 (Section 36(2) (Health Research) Regulation 2018 (No. 314 of 2018) (Ireland).
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England implemented an “opt-out” policy for consent concerning the use of confidential patient
data for scientific research in 2018.>*" This means that the use of the patients’ health data is
enabled by law until patients express otherwise. The deadline for healthcare organisations
operating within the NHS healthcare system to implement the opt-out system technically passed
in July 2022.*! Healthcare organisations have to ensure that they do not breach the duty to
medical confidentiality when sharing confidential patient data. They are required to obtain prior
approval from the health research authority, i.e., Confidentiality Advisory Group body, which

repeals the duty to medical confidentiality for a certain amount of time.>*?
2.2.4 Interim conclusion

The analysis shows that the concept of data altruism introduced by the DGA offers an exciting
approach to expand the possibilities to reuse data for improving healthcare research and public
health. At the moment, however, the added value seems limited due to the lack of alignment of
the provisions established under the DGA with the already existing rules under the GDPR. Data
altruism relies on consent, as defined in the GDPR as the only legal basis, through which the
DGA creates additional consent requirements possibly. This seems like a missed opportunity
to enhance the potential to improve data sharing, also based on other legal bases embedded in

the GDPR.

2.3 Provision of patient data on a non-voluntary basis

A moral responsibility does not necessarily require patients to agree to transferring their (health)
data. Depending on the ethical outlook, such a responsibility may be justified on societal
principles such as reciprocity, solidarity et cetera.’** The following section will explore whether
and under which conditions patient data can be used according to the current legal bases
available. The principle of purpose limitation requires the legal grounds for the processing to
be clear prior to the processing. At the time of collecting personal data, controllers must have

determined the concrete legal basis to process data lawfully and for a specific purpose.

540 NHS Digital, National data opt-out. https://digital.nhs.uk/services/national-data-opt-out.

341 NHS Digital, https://digital.nhs.uk/services/national-data-opt-out/compliance-with-the-national-data-opt-out.
542 NHS Digital, Understanding the national data opt-out. https://digital.nhs.uk/services/national-data-opt-
out/understanding-the-national-data-opt-out.

543 See, for instance, as explained in Chapter 2: Cohen G (2018) Is There a Duty to Share Healthcare Data?. In:
Cohen G, Lynch HF, Vayena E, Gasser U (eds.) Big Data, Health Law, and Bioethics. Cambridge University
Press. 209-222). Cohen G (2018) derives to a duty of individuals to share data based on the argument of
reciprocity; also: Langat P et al. (2011) Is There a Duty to Share? Ethics of Sharing Research Data in the Context
of Public Health Emergencies, Public Health Ethics 4(1): 4-11. The authors argue for a duty of researchers to
share data based on arguments of reciprocity and solidarity.

130



2.3.1 Primary use of health data

2.3.1.1 Provision of healthcare

The General Data Protection Regulation

In the healthcare context, data concerning health can be processed where it is

“necessary for the purposes of preventive or occupational medicine, for the assessment
of the working capacity of the employee, medical diagnosis, the provision of health or
social care or treatment or the management of health or social care systems and

services”.>**

Care professionals who are subject to the obligation of professional secrecy are allowed to
process the personal data related to the patient under this provision.>*> They, thus, may collect
or share patient data with colleagues without having to rely on the patients’ approval in order

to provide adequate healthcare services.
The Council of Europe

The Council of Europe Recommendation specifies the sharing of health-related data for
purposes of providing and administering healthcare in a detailed manner. Unlike the GDPR, the
sharing of health-related data between care professionals generally requires the data subjects’
consent, and the sharing must be restricted to the data that is necessary for the provision of
care.’*® This also applies to sharing by electronic means such as electronic medical files or
electronic mailboxes.’*” Therefore, patients can withdraw their consent in terms of such sharing
or the right to object where such sharing takes place based on another legal basis.’*®

Besides, the recommendation suggests adopting provisions that allow health-related
data to be communicated to legally authorised recipients for purposes other than providing and
administering health care. These authorised recipients must be subject to confidentiality rules

applicable to care professionals or equivalent provisions.’*

While employers cannot be
authorised as recipients, insurance companies may exceptionally be allowed to access sensitive

data if appropriate safeguards are in place.>°

544 Article 9(2)(h) GDPR.

545 Article 9(2)(h) in conjunction with Article 9(3) GDPR.
546 Article 8(1), (4) Council of Europe Recommendation.
47 Article 8(3-5) Council of Europe Recommendation.

548 Article 8(1) Council of Europe Recommendation.

54 Article 9(4) Council of Europe Recommendation.

330 Article 9(2-3) Council of Europe Recommendation.
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2.3.1.2 Patient data transfer for scientific research purposes

The health data sharing environment is complex due to the multitude of stakeholders involved,
ranging from academic to private commercial stakeholders. Although the term “scientific
research” allows for a broad interpretation within EU and national legislation, the lack of a legal
definition has raised uncertainty as to whom the research privilege applies. Additionally, the
notion of scientific research is becoming blurry due to the intertwining of these stakeholders.*!
This makes it difficult to clearly distinguish between research driven by scientific interest and
by private interest. The involvement of private stakeholders may create reservations regarding
the integrity and credibility of the research conducted.

Commercial companies are gradually becoming more important in enabling the use of
personal data for the healthcare sector. For instance, big tech companies develop apps which
enable patients to access their medical records directly through their phones™2, or roll out a

contract tracing app which notifies users about a potential coronavirus encounter>

. However,
private stakeholders are not only making the operational infrastructure for health data
processing available, they are also able to produce scientifically relevant outcomes by attaining
important know-how in terms of the use of data analytics and are therefore able extend the use
of health data to personal data derived from mobile devices that were not traditionally used in

health research.>>*

The Council of Europe

The Council of Europe Recommendation on the protection of health-related data, in principle,
is in line with the provisions of the GDPR in terms of the processing for scientific research
purposes. Like the GDPR, the recommendation does not provide any definition regarding the
notion of scientific research and, hence, may encompass various types of research (e.g.,
including research funded by both private and public entities). Yet, the recommendation
suggests a slightly different approach in this regard, as precedence is being given to consent as
an appropriate legal basis where health-related data is being processed for scientific research
purposes. More specifically, Article 15(3) Council of Europe Recommendation suggests

relying, in general, only on the data subject’s consent, although Member States may also

3L EDPS (2020) A Preliminary Opinion on data protection and scientific research, p. 9-10, 11-12, 23.

352 Singer N (2018) Apple, in Sign of Health Ambitions, Adds Medical Records Feature for iPhone (NY Times,
24 January 2018). Available here: https://www.nytimes.com/2018/01/24/technology/Apple-iPhone-medical-
records.html [accessed 11.02.2023].

533 Kulendran Thomas C (2020) Will Silicon Valley be your healthcare provider one day? It's very likely (The
Guardian, 14 July 2020). Available here: https://www.theguardian.com/commentisfree/2020/jul/14/silicon-
valley-healthcare-provider-coronavirus [accessed 11.02.2023].

5% Schneider G (2019) Disentangling health data networks: a critical analysis of Articles 9(2) and 89 GDPR,
International Data Privacy Law 9(4), p. 256-257.
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implement other legal grounds into domestic law. Additionally, where health-related data is
processed for scientific research, appropriate safeguards complementary to the other provisions
should be implemented. While Article 5(¢) Council of Europe Recommendation obliges
controllers to guarantee the security of the data more generally, Article 15(3) Council of Europe
Recommendation highlights the importance of technical and organisational measures as tools
to ensure compliance with the principle of data minimisation which aligns with Article 89
GDPR. But the recommendation adds another layer of protection, as it requires that a
competent, independent body (e.g., an ethics committee) must assess, where necessary, the
conditions in which health-related data is being processed.>>

Moreover, the recommendation considers the use of health-related data for medical
research conducted by healthcare professionals and also by scientists from other disciplines.>>®
Therefore, researchers of all fields should be able to use the health-related data, provided that
the individual has received the information about this possibility in advance and that
complementary safeguards laid down in law have been implemented. The recommendation
suggests explicit consent and the assessment of a competent body designated by law as potential

complementary safeguards.>®’

The General Data Protection Regulation

The EU does not own a legislative competence to transpose regulation on scientific research.
However, it influences the scientific research community through its legislative competence on
data protection matters. Recital 159 provides some clarification according to which the notion
of “scientific research” shall encompass, amongst others, technological development, privately
funded research, and studies in the public interest in the area of public health. The EDPS
acknowledges that not every type of research should be considered as scientific. For the rule to
apply, scientific research has to follow relevant methodological and ethical standards.
Furthermore, the research must primarily serve societal well-being.>>® However, a clear-cut line
between both interests is being obstructed through numerous aspects. For instance, commercial
companies may cooperate with academic research institutes, or large companies may even fund
academic research in conjunction with non-disclosure agreements.’>® Acknowledging the

delicacy of the involvement of private investors and that commercial companies are interested

355 Article 15.7 Council of Europe Recommendation.

336 Article 15.8 Council of Europe Recommendation.

557 Tbid..

5% EDPS (2020) A Preliminary Opinion on data protection and scientific research, p. 11-12.
5% EDPS (2020) ibid., p. 7.
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in processing health-related data, private interests may always be involved where patient data
is available to or processed by commercial companies.

Furthermore, personal data may also be processed for statistical purposes and the
distinction between the notion of statistical purposes and the notion of scientific research is not
clear-cut. “Statistical purposes” is defined by Recital 162 GDPR as “any operation of collection
and the processing of personal data necessary for statistical surveys or to produce statistical
results”. Recital 162 GDPR further clarifies that these statistical results can be further used,
scientific research purposes included, provided that the results constitute aggregate and not
personal data, and that these results are not used for any measures or decisions related to an
individual. However, the phrasing provided by Recital 162 (i.e., “including a scientific research
purpose”) has said to extend the applicability of Article 89(1) GDPR to the processing for
statistical purposes by private organisations.>®

Besides, processing special categories of personal data for scientific purposes requires
data controllers to implement appropriate safeguards according to Article 89(1) GDPR. These
safeguards should ensure that data subjects’ rights and fundamental freedoms are respected.
However, the question of what kind of safeguards are appropriate for and capable of protecting
patients’ rights and liberties requires clarification. Article 89(1) GDPR emphasises the data
minimisation principle, which shall be enforced through technical and organisational measures.
This requires controllers to implement measures which, for instance, comply with the principles
of data protection by design and by default through measures such as the minimisation of
personal data collection, the pseudonymisation of data, and transparency in terms of the
processing activity.’®! Moreover, a safeguard as referred to in the aforementioned provisions

99562

could also be achieved through “institutional mechanisms’> such as the involvement of ethics

committees.’®
2.3.1.2.2 Scientific research in the public interest

Some scholars have raised their concerns regarding the uncertain scope of the notion of
“scientific research” in the context of public-interest-driven research. Due to the valuable data

generated by the private sector, some have argued for creating a regulation of access to

360 European Parliament (2019) How the General Data Protection Regulation changes the rules for scientific
research, Study — Panel for the Future of Science and Technology by European Parliamentary Research Service
(EPRS), p. 20.

561 Recital 78 GDPR.

562 Buropean Parliament (2019) How the General Data Protection Regulation changes the rules for scientific
research, Study — Panel for the Future of Science and Technology by European Parliamentary Research Service
(EPRS), p. 20.

563 Dove ES (2018) The EU General Data Protection Regulation: Implications for International Scientific
Research in the Digital Era. The Journal of Law, Medicine & Ethics 46: 1013-1030.
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privately-held data for research conducted in the public interest, including improving healthcare
services.’** To identify what type of research falls under the public interest, it is necessary to
determine what the term “public interest” encompasses. In an earlier section, the thesis briefly
touched upon the notion of public interest as a subcategory of the concept “general interest” in
order to understand the approach embedded in the Data Governance Act, referring to public
interest-related concepts, i.e., altruistic and general interest. The following section will
elaborate on the notion of public interest through the lens of public health, taking into account

considerations resulting from the Covid-19 pandemic, case law and national legislation.
2.3.1.3 Health data transfer for public interest in the area of public health
Public interest: not merely a national matter

While the Treaty of Maastricht>®® had assigned a vital role to the EU for the protection against
major health threats, the Treaty of Lisbon>®, amending the Treaty on European Union (TEU)
(and the Treaty on the Functioning of the European Union (TFEU)), has strengthened the
relevance of public health policy. The competence for healthcare remains primarily a national
matter; however, the EU’s engagement is pivotal for the improvement of public health and
healthcare systems. Article 168 in conjunction with Article 114 TFEU serves as a legal basis
for the integration of EU health policies, fostering amongst other things the prevention of
diseases, the protection and response to health threats (e.g., epidemics, pandemics), and the
harmonisation of national healthcare systems.’®’ Despite the many efforts the EU had
undertaken thus far’%®, the outbreak of the Covid-19 pandemic in 2020 highlighted the need for
international cooperation and strategic alignment of public health measures across countries.>®
Some countries perceived public health as a primary national concern and launched specific

measures single-handedly to contain the virus, leading to a patchwork of actions across the EU

564 EDPS (2020) A preliminary opinion on data protection and scientific research, pp. 23, 26.

35 Treaty on European Union OJ C 191, 29.7.1992.

5 Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European
Community OJ C 306, 17.12.2007.

367 European Parliament, Public Health — Fact Sheets on the European Union - 2021. Available at:
https://www.europarl.europa.eu/factsheets/en/sheet/49/public-health.

568 The EU started multiple initiatives to enhance digital care. eHealth technologies, in particular, serve the
improvement of health-related issues and form part of the EU’s strategy to promote personalised care and to
empower citizens. See, for instance: Communication on the Digital Transformation of Health and Care in the
Digital Single Market (COM(2018) 0233), or the Digital Single Market strategy (COM(2015) 192 final).

3% European Commission (2021) Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social Committee and the Committee of the
Regions, Drawing the early lessons from the COVID-19 pandemic COM(2021) 380 final, 15.06.2021; European
Commission (2022) Health Security in the EU — COVID-19 lessons learned and looking ahead to ensure a
stronger EU Health Security Framework — Conference report, Luxembourg, 22-23 November 2022.
https://health.ec.europa.eu/system/files/2023-02/ncd_ 20221122 mi_en.pdf.
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states.”’® Viruses do not respect borders, and the response to the Covid-19 virus required
coordinated joint efforts from all Member States on multiple issues, including the coordination
of medical equipment or vaccination and testing strategies®’!. The necessity for transnational
harmonisation illustrates that public health services are also a supranational matter. This view
aligns with the EDPS’ standpoint that eHealth constitutes a key area of public health, including

the development of the European Health Data Space.>’?
The European Court of Human Rights (ECtHR)

The ECtHR elaborated on certain considerations for Member States when interpreting the
notion “public interest”. In the case of Handyside v. United Kingdom, the ECtHR clarified that
it is in the margin of appreciation of the contractual parties to assess what public interest means.
However, the interpretation has to uphold “the pressing social need”.>’®> The ECtHR considers,
for instance, travel restrictions as appropriate public health measures against the spread of
highly contagious diseases (e.g., SARS or avian influence virus).>’* The high threshold of
“pressing social needs” potentially dismisses certain types of commercial research which
primarily serve commercial interests, for instance, when companies create drugs that are already
accessible on the market for profit or competitive reasons, or when companies are not able to
demonstrate that their activity serves benefit sharing.’’> The latter term “benefit share”
describes a proposed model by Haddow et al., which aims to minimise private financial interests
pursued by private companies involved in biomedical research to the detriment of public
interest.”’®* However, the notion of public interest is highly debated within literature,
establishing theories based on “common interests”, “interest of a preponderance of individuals”,

“public reasons” and others as a foundation for the public interest.>’’ The processing of personal

data necessary to perform a task in the public interest is subject to Article 6(1)(e)GDPR and

570 See, for instance: Radosavljevic Z (2021) ‘Germany partially closes borders despite criticism from EU,
hauliers’, 15.02.2021. https://www.euractiv.com/section/transport/news/germany-partially-closes-borders-
despite-criticism-from-eu-hauliers/ [accessed 11.02.2023].

37! European Council, Council of the European Union, 5 ways the EU and member states work together again
COVID-19. https://www.consilium.europa.eu/en/covid-eu-solidarity/.

572 EDPS (2020) Preliminary Opinion 8/2020 on the European Health Data Space, p. 6.

573 ECtHR, case of Handyside v. the United Kingdom, Judgment (Application no. 5493/72), 07.12.1976.
374 ECtHR, case of Kiyutin v. Russia, judgment (Application no. 2700/10), 10.03.2011.

575 Rumbold JMM, Pierscionek B (2017) The Effect of the General Data Protection Regulation on Medical
Research, ] Med Internet Res 2017, 19(2): e47, p. 2.

576 Haddow G et al. (2007) Tackling community concerns about commercialisation and genetic research: a
modest interdisciplinary proposal. Soc Sci Med. 64(2):272-82.
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Article 5(a) Council of Europe Recommendation, respectively, and must be laid down by

1aw578

The Council of Europe

The Council of Europe Recommendation distinguishes between the concepts “public health”
and “public interest”. It considers both as possible legal bases for health-related data processing
under the premise that appropriate safeguards are implemented.”’” The recommendation
provides some guidelines regarding the interpretation of these notions, but in a rather brief

manner. It states in particular that reasons for “public health” may encompass

“the protection against health hazards, humanitarian action or in order to ensure a high
standard and safety for medical treatment, health products and medical devices, subject

to the conditions provided for by law”.5%

The explanation for the notion of “public interest” is even more brief, as the recommendation

merely differs between three reasons that are in the public interest, namely:

“reasons of public interest in the field of managing claims for social welfare and health
insurance benefits and services” (1), “processing for archiving purposes in the public

interest”(2), and “reasons of substantial public interest” (3).5%!

The recommendation does not provide any further explanation on these concepts, and the
interpretation thereof will orient itself after the jurisprudence of the European Court of Human

Rights.
The General Data Protection Regulation

Article 9(2)(1) GDPR for the processing of special categories of personal data for reasons of
public interest in the area of public health may apply. Public health constitutes a subcategory
of the public’s interest, covering different areas of healthcare. Article 168 TFEU sets the
foundation for facilitating cooperation in terms of public health between the EU Member
States.’®? For the EDPS, “eHealth is a key area of public interest where the Commission’s Data
Strategy envisages the creation of a common space, namely the European Health Data Space

(‘EHDS’)”.5® Even though Recital 159 considers public health as a subcategory of scientific

578 Article 6(3) GDPR, Article 5(a) Council of Europe Recommendation.

7 Article 5(a), (e) Council of Europe Recommendation.

580 Article 5(a) Council of Europe Recommendation.

381 Article 5(a) Council of Europe Recommendation.

582 EDPS (2020) Preliminary Opinion 8/2020 on the European Health Data Space, p. 8.
53 EDPS (2020) ibid., p. 6.
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research, the GDPR provides an explicit provision for data processing in the interest of public
health in Article 9(2)(i) GDPR. Article 9(2)(i) GDPR enumerates examples regarding what the
notion of public health entails (e.g., ensuring standards of quality and safety of healthcare).
Recital 54 provides further clarification on the term by referring to Regulation (EC) No.
13338/2008, which defines public health as “all elements related to health, namely health status,
including morbidity and disability, the determinants having an effect on that health status,
health care needs, resources allocated to health care, the provision of, and universal access to,
health care as well as health care expenditure and financing, and the causes of mortality.”

Against this background, it is worthwhile mentioning that the abovementioned recital
states that health data processed for reasons of public interest should not be “processed for other
purposes by third parties such as employers or insurance and banking companies”. In light of
the high threshold that public health reasons have to meet, the legislator seems to protect
individuals from the misuse of extremely sensitive health data. Similarly, the EDPB suggested
in its guidelines on the European Health Data Space that private and public entities “be required
to demonstrate specific objectives with scientific and research relevance with evident purposes
of public interest, to be conducted in an ethical framework™>%4,

Furthermore, the processing of special categories of data may only take place where that
processing is “necessary for reasons of substantial public interest”.>*> While some guidelines in
terms of the notion of “public interest” exist, it is yet still uncertain when such an interest can
be seen as substantial. Under these premises, the EDPS has pointed out that (EU and national)
legislators have yet to specify what could be viewed as “substantial public interest” and whether
the use of sensitive data for scientific research falls within the scope of this provision.’*® The
WP29 suggested modelling this paragraph after Article 52(1) EU Charter of Fundamental
Rights, facilitating the processing of data based on a legal act which sets out the purpose and
grounds that mirror a substantial public interest.’®” However, taking into account the already
high threshold for the notion of “public interest”, it remains to be seen which circumstances can
be regarded as substantial. It currently appears that under the existing prerequisites, not every

type of research may be permissible and reserved only to substantial kinds of research.

s% EDPS (2020) ibid., p. 12.

55 Article 9(2)(g) GDPR.

586 EDPS (2020) A Preliminary Opinion on data protection and scientific research, p. 23.
87 WP29 (2011) Advice paper on special categories of data (“sensitive data”), p. 11.
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2.3.1.3.1 National approaches to the notions of public interest, public health, and

substantial public interest
Germany

In Germany, data concerning health can be processed by public bodies or private bodies where
an urgent substantial public interest exists that prevails over the interest of the data subject.’®8
Furthermore, data concerning health may be processed in the public interest in the area of public
health, for example to combat serious cross-border health threats or for maintaining high
standards of quality and safety healthcare.’® Also, the requirements for the processing of health
data are specified. It should, however, be noted that the federal states have implemented
regional data protection legislation, which is primarily applicable unless they refer to the

Federal Data Protection Act.
Austria

Austrian Data Protection law neither provides any provision on the processing for substantial
public interest nor does it specify reasons that are in the public interest in the area of public
health. However, the data controller may be obliged to obtain authorisation from the national
data protection authority where data is processed for archiving purposes in the public interest,
scientific or historical research, or statistical purposes.’*® More generally, the processing of
health data is not regulated by the Austrian Data Protection law and orients itself on the

provisions of the GDPR.
Ireland

Until now, Ireland has not transposed any regulations or provisions embedding requirements
for the processing for substantial public interests. While the term “public interest” itself is not
explicitly defined®!, Section 53 Irish Data Protection Act stipulates reasons for the processing
in the public interest in the area of public health, which include the protection against serious
cross-border health threats and the maintenance of high standards of quality and safety of
healthcare as well as medical products and medical devices. For data processing based on
substantial public interest, Section 51 Irish Data Protection Act establishes a regulatory power

for ministers in order to create reasons of substantial public interest in the future.

588 Section 22(1)(1)(c) Federal Data Protection Act (Germany).
589 Section 22(1)(1)(c) Federal Data Protection Act (Germany).
390 Section 7(2)(3), 7(3) Austrian Data Protection Act.

391 See Section 42 Irish Data Protection Act 2018.
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The United Kingdom

In the United Kingdom, the notion of “substantial public interest” is not legally defined by UK
data protection legislation. The reason is that this notion covers various elements that are pivotal
to protecting the public good, ranging from government purposes, the prevention of unlawful
acts, or protecting the public. While the latter example may justify reasons to protect the
population from public health threats, clear reasons formulated in the interest of health do not
seem to be provided.’®> However, whether this condition is fulfilled must be evaluated on a
case-by-case basis. The evaluation regularly requires a validation of why the substantial public
interest prevails over the individual’s consent. It is therefore necessary to assess why the data

subject cannot be given a choice to consent to the processing at stake.>*?

2.3.2  Further processing of health data

Whereas the previous legal grounds enable the primary collection of personal data,
confidentiality, privacy, and data protection legislations also permit the re-use of personal data.
The re-use or secondary use of health data serves various purposes, such as the improvement

of public health research>**

or scientific research. However, there is disagreement about the
legal conditions that the further processing of personal data must meet. Subsequently, the
question about whether data sharing between researchers and other stakeholders is encouraged,
thus depends on the legal requirements such data activity must fulfil. Against this background,
the existence of a compatibility clause would, in principle, benefit the exercise of a moral
responsibility of patients as well as researchers. The compatibility clause becomes relevant as
the initial purpose, for which the data was originally collected, builds the basis for the further

use of the data. Challenges arise, for instance, where consent builds the basis for health data

processing.
The Council of Europe

The Council of Europe Recommendation regards the further processing for archiving purposes
in the public interest, for scientific, historical research or statistical purposes as not incompatible
with the initial purpose, provided that guarantees are in place to respect the rights and

fundamental freedoms.>®> On the other hand, it seems that compatibility between the initial

392 1CO, What are the substantial public interest conditions? (ICO Guidelines). Available here:
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/special-category-data/what-are-the-substantial-public-interest-conditions/

593 Ibid..

594 Council of Europe (2015) Introductory report for updating recommendation R(97) 5 of the Council of Europe
on the protection of medical data by Jeanne Bossi Malafosse. T-PD(2015)07, 15.06.2015, p.11.

395 Article 4(b) Council of Europe Recommendation.
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purpose and the new purpose for further processing cannot be assumed with regard to all legal
bases. This assumption becomes more evident when looking at Article 15, which specifies the
prerequisites for the processing of scientific research. Article 15(3) requires that the processing
for scientific research purposes should, in principle, only be based on the data subject’s consent.
The recommendation considers that it may not always be possible to determine the purpose
immediately at the beginning of a research project. Therefore, in such cases, the data subject
should be able to “express consent for certain areas of research or certain parts of research
projects, to the extent allowed by the intended purpose, with due regard for recognized ethical
standards”.>¢ Nonetheless, this requirement shows that the recommendation (like the GDPR)
requires specification of the purpose for which the data is being shared to a certain degree in
order to comply with the purpose limitation principle. However, Article 15(8) further indicates
that the initial consent obtained for the primary processing may not necessarily be compatible
with the further processing. This provision regulates a specific type of further processing,
namely the use by care professionals and other scientists for medical research. In particular, it
stipulates that healthcare professionals and other researchers who would like to use health-
related data should obtain explicit consent from the data subject or the assessment by a
competent body as a complementary safeguard.>®’ The indication that explicit consent should
be obtained for this type of further processing, therefore, suggests that compatibility may not

be assumed per se where the processing is based on explicit consent.
The General Data Protection Regulation

Where personal data or special categories of personal data are being processed for a purpose
other than the one for which it was initially collected, the data controller must ascertain whether
the further processing is compatible with the original purpose.>*® Article 6(4) GDPR provides
a non-exhaustive list of considerations that need to be taken into account by the controller when
conducting the compatibility test.”®® Particularly the existence of a link between the initial
purpose and the purpose of the re-use of data or the nature of the personal data where special
categories of personal data are being processed are strong indicators to affirm the presumed
compatibility between the original and new purpose. Where health data has initially been
collected and where this health data is intended to be repurposed, compatibility of both purposes
can generally be presumed since the data in both data processing operations are of the same

nature. Under these premises, the European legislator seems to give preferential treatment to

5% Article 15(6) Council of Europe Recommendation.
97 Article 15(8) Council of Europe Recommendation.
9% Article 6(4) GDPR.

59 See also recital 50 GDPR.
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certain purposes. In light of Article 5(1)(b) GDPR, the “further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical purposes
shall, in accordance with Article 89(1), not be considered to be incompatible with the initial
purposes”.%% In such cases, further processing is considered to be lawful given the compatibility
of both purposes, and a separate legal basis for further processing would not be required.®"!

The applicability of the compatibility clause, however, has not always been clear and
various stakeholders have highlighted the lack of legal clarity and certainty with regard to the
applicability of the clause embedded in Article 5(1)(b) GDPR. For instance, for the German
Data Ethics Commission (Datenethikkommission), the particular question at stake concerns the
matter where personal data and health data have been collected for the provision of care and
whether such data could be used further for research when appropriate safeguards as per Article
89, Recital 50 GDPR are implemented.®’?> Alternatively, data controllers would need to rely on
a legal basis laid down in Articles 6 and 9 GDPR for the processing of personal data and data
concerning health, respectively, implying that the use of such data previously collected in the
course of the provision of care has to be identified as the primary use of personal data. The data
ethics committee has, thus, called for guidance in its opinion from 2018.5%?

In its guidelines regarding the clarification on the consistent application of the GDPR,
focusing on health research®*, the EDPB provided some insights on this matter. Contrary to
the wording of the law, the EDPB appears to take a different approach with regard to the
interpretation of Article 5(1)(b) GDPR and seems to require, in addition to the implementation
of'adequate safeguards, the existence of a legal basis for the re-use of personal data for scientific
research purposes.®” While the EDPB intends to provide clarification on the legal requirements
for the further processing of health data for scientific research in the future, it calls attention to
Article 9 GDPR which has to be taken into account by the controller when relying on the
compatibility clause. In light of the increased protection granted to health data, the compatibility
clause as per Article 5(1)(b) GDPR may not necessarily apply in cases where physicians collect
patient data for the provision of care that can also benefit research studies, unless domestic law

permits health data processing by the care provider for both purposes.®® Under these

600 Article 5(1)(b) GDPR. Also, Recital 50 GDPR.

01 See also Schneider G (2019) Disentangling health data networks: a critical analysis of Articles 9(2) and 89
GDPR. International Data Privacy Law 9(4):253, p. 268.

602 Data Ethics Commission (Datenethikkommission) (2018) Opinion of the Data Ethics Commission, p, 125.
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604 EDPB (2021) EDPB Document on response to the request from the European Commission for clarifications
on the consistent application of the GDPR, focusing on health research, Adopted on 2 February 2021.

05 EDPB (2021) EDPB Document on response to the request from the European Commission for clarifications
on the consistent application of the GDPR, focusing on health research, Adopted on 2 February 2021, p. 7, para.
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circumstances, the care provider would need to refer to Article 9(2)(h) GDPR when providing
medical services as well as to Article 9(2)(j) GDPR (or another equivalent legal basis) when
processing data for scientific research.

In this exemplary application, by referring to national legislation in the context of the
Article 5(1)(b) GDPR, the EDPB seems to make a leap from Article 5(1)(b) GDPR back to
Article 6(4) GDPR. By referring to domestic law, the EDPB appears to provide another point
of consideration for the compatibility test in addition to those provided in Article 6(4) GDPR.
The EDPB expects the controller to perform a compatibility test whilst considering Article 9
GDPR regarding the further processing of health data for scientific research.®®” Thereby, the
EDPB seems to take the view that the nature of special categories of data does not per se give
rise to any compatibility presumption. Such an approach, however, ignores the purpose of
Article 5(1)(b) GDPR, namely, to ease the processing for the purposes enumerated in its
provision. Furthermore, legal uncertainty is being created if data controllers are not able to rely
on the actual wording of the law, hence, the presumed compatibility as per Article 5 GDPR.

Against this backdrop, assuming that further processing must be compatible with the
initial purpose in order for personal data to be shared, this conversely implies that personal
(health) data cannot be shared for other purposes that are incompatible with the initial purpose
unless a separate legal basis applies. This, however, may not be the case where further
processing is based on consent. If the data subject provided consent for a certain type of

research, then the will of the individual should be respected.®®®

2.3.3 Implications of diversity in national approaches to scientific research and public

interest

The fragmentation of national legislation leads to diversity in legal prerequisites and definitions,
impeding cross-border health data sharing. This begs the following question: do the
requirements of the legal basis, allowing for the lawful processing in the country where the data
is collected, have to match the requirements of the legal basis of the country that the data is
being shared with? Each data controller has to ensure that the legal grounds applicable in their
country are fulfilled.®® Thus, before sharing the data, data controllers must coordinate with
each other to identify whether the legal basis allowing the envisaged data processing operation

1s satisfied in both countries.

807 Ibid., p. 7, para. 22.

08 EDPS (2020) Preliminary Opinion 8/2020 on the European Health Data Space, p. 10.
609 WP29 (2018) Letter of the Char of the ART 29 WP to eHEALTH, 11% April 2018, p. 2.
https://ec.europa.eu/newsroom/article29/items/625392/en.

143



2.3.4 An excursion into forthcoming legislation: the proposal for a European health data

space
Relation to the proposal for a European health data space (EHDS)

The European Health Data Space is one of the initiatives set out in the European strategy for
data. It supports the establishment of data spaces in the healthcare sector, for which the Data
Governance Act plays an imperative role. More specifically, the Data Governance Act sets out
the fundamental grounds for governing the upcoming European Health Data Space.®!® Whilst
the Data Governance Act has been in force since 2022, at the time of writing, the European
Health Data Space regulation is still at a proposal stage. Therefore, the thesis will not delve into
the specificities of the proposal but intends to offer some thoughts on a selection of issues
relevant for the further use of data. In particular, it will present the discovery of how the
proposal seems to blur the line between the primary and further use of health data. This section
will show how this issue arises in a potential interplay between the European Health Data Space
proposal, the GDPR and the DGA, creating confusion due to a fluent transition between the

first- and second-order sharing.
Consent

As opposed to the Data Governance Act, which sets the grounds for the implementation of the
data altruism consent, consent shall not be the adequate legal basis for processing personal data
and health data with regard to the European Health Data Space. In its preliminary opinion on
the European Health Data Space from 17.11.2020°'!, the EDPS recommended that the EU
legislator considers public interest as the primary purpose for the creation of the data space.
Consequently, the lawful processing of personal data and health data should be based on the
public interest as per Articles 6(1)(e) and 9(2)(1) GDPR and conducted by a public authority.
Health data processing for scientific research should be based on Article 9(2)(j) GDPR.®'? In
addition to the GDPR, the draft proposal provides additional rules and standards for the primary
and secondary use of patient data. The EHDS proposal defines these data as “electronic health
data”, which are “personal and non-personal electronic health data” stored on electronic health

record systems.®!> Whilst acknowledging the differences in the definitions compared to the

610 Proposal for a Regulation of the European Parliament and of the Council on the European Health Data Space
COM/2022/197 final.

811 EDPS (2020) Preliminary Opinion 8/2020 on the European Health Data Space.

12 EDPS (2020) ibid., p. 8.

613 Definitions as per Article 2(2)(c) in conjunction with lit. (a) and (b) European Health Data Space proposal.
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GDPR and the confusion they create, it may be worthwhile taking a look at the rules regarding

the further processing of electronic patient data.

The interplay of the EHDS proposal with the GDPR: Data altruism — primary or secondary
use of personal (health) data?

Article 40 of the draft proposal for a European Health Data Space highlights the problem
regarding the uncertain term “secondary use of data”, blurring the line between the primary and
further use of data. This problem presents itself where the EHDS proposal refers to the Data
Governance Act. In particular, Article 40(1) EHDS proposal Sentence 1 states that:

“When processing personal electronic health data, data altruism organisations shall
comply with the rules set out in Chapter IV of the Regulation [...][Data Governance Act
COM/2020/767 final]. [...]".

This article is part of Section 2 of the European Health Data Space proposal, which, as the title
of this section suggests, sets out the governance and mechanisms for the secondary use of
electronic health data. If the electronic health records data is processed for altruistic purposes,
then this could, in colloquial terms, generally qualify as a secondary use of data. The electronic
health data was initially collected for the patients’ treatment and would then be used for a
different, secondary purpose. However, where the data is processed outside of the initial
environment that it has been collected in (i.e., outside the electronic health record), then the
data controller who processes the data for altruistic reasons needs to collect this data first before
being able to use it based on the individuals’ consent, i.e., the data altruism consent as defined
in the Data Governance Act.

As the GDPR remains the main data protection legislation applicable to personal data
processing, the question arises if the processing of electronic health data for altruistic purposes
is considered further processing of personal data as defined by the GDPR®'*. The data altruism
consent established under the Data Governance Act indicates that data altruism consent is not
a new legal basis that was created in addition to those legal grounds that are laid down in the
GDPR. The DGA says that data altruism is voluntary sharing based on consent®!®, referring to
consent as a legal basis under the GDPR. The reference to the GDPR’s consent suggests that
the collection of data is the primary use of data; primary in the sense that it is the first time that
the data is used for altruistic purposes. The EHDS proposal defines the primary and secondary

use of electronic health data differently according to the type of purpose for which it is used.

614 See Recital 50, Article 5(1)(b) GDPR.
615 See Articles 2(16), 2(5), and 25 DGA.
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According to Article 2(2)(d) EHDS, primary use covers data processing “for the provision of
health services [...] as well as for relevant social security, administrative or reimbursement
services”. According to Article 2(2)(e) EHDS, secondary use means “the processing of
electronic health data for purposes set out in Chapter IV of this Regulation.” Article 2(2)(e)
EHDS specifies that the secondary use may include the data “initially collected in the context
of the primary use” of this draft, “but also electronic health data collected for the purpose of the
secondary use”.

If the reuse of electronic health data is considered to be the secondary use of data as
suggested in the current draft of the EDHS, then the question arises whether this use has to be
considered as the further processing and if this further processing is compatible with the purpose
for which the personal data were initially collected (Recital 50 GDPR). The terminology used
in the EDHS deviates from the GDPR, as the GDPR does not know the concept of “secondary
use of data”.%!® In respect of the purpose limitation principle, data collection for the provision
of care and data processing for data altruism are two different purposes, hence, generally
incompatible. Article 5(1)(b) GDPR foresees an exception to the rule according to which further
processing for archiving purposes in the public interest, scientific research or statistical
purposes, following Article 89(1) GDPR, should not be considered incompatible with the initial
purpose. If this exception does not apply, the processing requires a legal basis enshrined in the
GDPR.

In the context of data altruism, Article 5(1)(b) GDPR on further processing can only
presume compatibility for altruistic purposes to the extent that the personal data is processed
for the aforementioned reasons, such as scientific research and public interest. However, as
shown earlier in this chapter, the term general interest can include more than these purposes. If
the processing of electronic health records does not take place for scientific research purposes
or in the public interest, then the altruistic purpose does not fall under the exception and would

be considered incompatible with the processing of the initial purpose.

In conclusion, a moral responsibility to share health data may favour the adaptation of the
compatibility clause where needed. This way, the compatibility for the processing of personal
and health data for altruistic reasons would be presumed. Otherwise, the current draft provision
stands in opposition to Article 5 GDPR (compatibility clause). If opening the compatibility
clause to all kinds of altruistic purposes is actually desirable is another question that needs to

be answered, especially with a view to the potential misuse of data. Given the broadness of the

616 See also EDPB-EDPS (2022) Joint Opinion 03/2022 on the Proposal for a Regulation on the European Health
Data Space. Adopted on 12 July 2022, p. 13, para. 42.
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term general interest, the compatibility presumption should be applied restrictively and as far

as needed to support the improvement of healthcare, research, and public health.

2.4 Interim conclusion

Despite the GDPR’s ambition to foster harmonisation in terms of the requirements for the
processing of health data, the legal landscape remains fragmented within and among the
Member States. In order to address this problem, the European Commission has introduced an
initiative which pursues to establish a code of conduct according to Article 40 GDPR
specifically aimed at the healthcare sector.®!” In addition, EU-wide codes of conduct addressing
different research areas could enable the exchange of health data between the Member States

and the processing of health data for medical research.

Section 3: Safeguards

3.1 Data Protection Principles

The GDPR sets out seven data protection principles applicable to any processing activity
involving personal data or special categories of personal data. The data protection principles

are outlined in Article 5(1) and (2) GDPR:

(1) Lawfulness, fairness and transparency
(2) Purpose limitation

(3) Data minimisation

(4) Accuracy

(5) Storage limitation

(6) Integrity and confidentiality

(7) Accountability.

These principles are the foundation of the data protection legislation and apply in addition to
the legal grounds stated in the GDPR. Sometimes, the data protection principles are even

intertwined with some of the legal requirements as will be shown in terms of the purpose

17 EDPS (2020) Opinion 3/2020 on the European Strategy for Data, p. 29.
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limitation principle. The principles of purpose limitation and data minimisation may be briefly
discussed in light of the possible moral responsibility of patients to share data.

The purpose limitation principle states that the purpose for the data processing must be
clearly defined before the data processing takes place. The purpose limitation principle is also
reflected in the specificity requirement of consent, requiring controllers to seek the data
subject’s consent for a specific purpose. An exception from the purpose limitation principle is
made where the initial purpose is compatible with the purpose for further processing. In this
respect, the data controller has to ascertain the compatibility between both purposes by
conducting the compatibility test, taking into account the requirements of Article 6(4), Recital
50 GDPR. According to Article 5(1)(b) GDPR, compatibility can be assumed when personal
data is further processed for archiving purposes in the public interest, scientific research,
historical research, or statistical purposes.

The data minimisation principle is another important principle in the context of data
sharing. It regulates that only the truly relevant data that is necessary for accomplishing the
purpose of the data processing can be collected. Whereas patients decide about the fact whether
they want to share their health-related data, it is not at their disposal to decide whether they
want to share more health-related data than needed. The data controller is the one to determine
what kind of data needs to be collected. The necessity principle, or other principles, cannot be
abandoned or opted out from, not even where the data subject’s consent builds the basis for the
data processing. The EDPB clarified that the data controller’s choice for consent as a legal basis
could not circumvent the application of the data protection principles.®'®

Besides, pseudonymisation and anonymisation techniques are tools to ensure the
fulfilment of the data minimisation principle. How the data minimisation principle and other
principles influence the implementation of technical safeguards will become more evident in
the following section, which will elaborate on the organisational and technical safeguards

according to Article 89(1) GDPR.

3.2 Organisational and technical safeguards, Article 89(1) GDPR

The processing of special categories of personal data, data concerning health, and genetic data
for research and the public interest requires data controllers and data processors to adopt

appropriate safeguards to protect the rights and freedoms of the data subject (Article 9(2)(j)

613 EDPB (2020) Guidelines 05/2020 on consent under Regulation 2016/679, Version 1.1, Adopted on 4
May2020, p. 5.
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GDPR). Such safeguards encompass organisational and technical measures, such as the
pseudonymisation of personal data, with the aim of fulfilling the principle of data minimisation.
Beyond that, Article 89(1) GDPR requires the use of anonymous data where the purpose of

further processing is not impaired by the implementation of anonymisation techniques.
3.2.1 Pseudonymisation

Art. 4(5) GDPR defines “pseudonymisation” as “the processing of personal data in such a
manner that the personal data can no longer be attributed to a specific data subject without the
use of additional information, provided that such additional information is kept separately and
is subject to technical and organisational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person”. There are several techniques for
pseudonymisation used to remove the link to an individual’s identity (e.g., through the
aggregation or masking of personal data).®'® But, speaking more broadly, personal data
becomes pseudonymous when one personal identifier (or more) is replaced through a
pseudonym, preventing individuals from being linked to their data. An individual can then only
be re-identified if an entity possesses the pseudonym. Due to the possibility to link data with a
personal identifier through the pseudonym, pseudonymised data is considered personal data.
In its guidelines “Deploying Pseudonymisation Techniques”, ENISA highlighted
pseudonymisation as an essential security technique for safeguarding the rights and freedoms
of individuals, which has proven to contribute value to the secure exchange of patient data in
medical care.?° Patients’ health data need to be shared regularly in order for physicians to
conduct an adequate diagnosis. To treat the patient, care providers may exchange the patients’
data internally within the same facility (e.g., to another department) or externally with other
entities and care providers (e.g., to laboratories that carry out blood testing).%?! With regard to
the use of electronic health records, the deployment of pseudonymisation techniques during the
design phase fosters regulatory compliance with cybersecurity rules and data protection
principles (e.g., the data protection by design principle).®*? Furthermore, pseudonymisation also
helps to ensure confidentiality when sharing and storing sensitive patient data on electronic
health records.®?* Similarly, the pseudonymisation technique can support confidentiality with
regard to the communication between patients’ heart monitoring devices (e.g., smart wearables)

and their doctors. These eHealth tools could communicate the pseudonym of the patient and the

619 ENISA (2022) Deploying Pseudonymisation Techniques, p. 8.
620 ENISA (2022) Deploying Pseudonymisation Techniques, p. 12.
621 ENISA (2022) ibid., p. 12-14.

622 ENISA (2022) ibid., p. 14.

23 ENISA (2022) ibid., p. 17-18.
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parameter range of his heart rate to the patient’s physician instead of the actual identity and
heart rate.5?*

The GDPR sets a limit to the use of data that allows for identification (i.e., personal
data) for medical research or public interest purposes. According to Articles 5(1)(e), 89(1)
GDPR, personal data may be stored for a longer period of time, thereby enjoying a relaxation
from the application of the storage limitation principle, but the processing of personal data for
scientific research and public interest is subject to the implementation of safeguards. As per
Article 89(1) GDPR, technical and organization safeguards must be implemented when
processing personal data for archiving in the public interest or scientific research in order to
comply, in particular, with the data minimisation principle. It states further that such safeguards
may be achieved through pseudonymisation where the fulfilment of the processing purpose is
not compromised, whilst Recital 156 suggests another safeguard in this respect, i.e.,
anonymisation.®? In other words: if the purpose of medical research or public interest can be
fulfilled with the processing of pseudonymous or anonymous data, then the personal data should
be pseudonymised or anonymised. The same applies to the further processing of data (Article
89(1) GDPR). Different legislations protect the processing of sensitive health data by obliging
care providers and manufacturers to guarantee a common level of data protection in healthcare
at the EU level, such as the GDPR, the NIS Directive, the Medical Devices Regulation, and the
Directive on patients’ rights in cross-border healthcare.%

The pseudonymisation or anonymisation of personal and health-related data in scientific
research has sometimes been constraining. The need for processing personal data about
identifiable data subjects has been an important aspect in epidemiological research. Some have
argued that pseudonymisation or anonymisation may not be required safeguards to be put in
place. Processing personal and health-related data may be lawful as long as any adequate

safeguard has been implemented.®?’
3.2.2 Anonymisation

Particularly the anonymisation of data, or similar safeguards making the (re-)identification of
individuals irreversible, creates an impediment to citizens who would like to remain in control

of their data. Once the personal data has been anonymised, unlike the processing of

624 ENISA (2022) ibid., p. 16-18.

625 Svanberg CW (2021) Article 89 Safeguards and derogations relation to processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes. In: Kuner C et al. (eds.) The
EU General Data Protection Regulation (GDPR): A Commentary, p. 1246.

626 ENISA (2022) Deploying Pseudonymisation Techniques, p. 6.

627 Shabani M (2017) Governance of genomic data access for research purposes, p. 178.
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pseudonymous data, the processing of anonymous data does not fall under the scope of the
GDPR.

The GDPR does not provide a legal definition for the term “anonymous data”, but
clarifies the term in its recitals by the principle of exclusion. According to Recital 26 GDPR,
anonymous data is “information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data subject is not or
no longer identifiable”. Furthermore, Recital 26 GDPR requires the following identifiability

test for determining anonymous data:

“To determine whether a natural person is identifiable, account should be taken of all
the means reasonably likely to be used, such as singling out, either by the controller or
by another person to identify the natural person directly or indirectly. To ascertain
whether means are reasonably likely to be used to identify the natural person, account
should be taken of all objective factors, such as the costs of and the amount of time
required for identification, taking into consideration the available technology at the time

of the processing and technological developments.”

Despite the underlying rationale of the WP29 (or now the EDPB), i.e., that the results of the

628

anonymisation process’~° should be the irreversible, deidentification of one’s personal data has

been considered to be unfeasible.’

However, the WP29 itself acknowledges in its opinion on anonymisation techniques
that “[e]ach technique described in this paper fails to meet with certainty the criteria of effective
anonymization”, but that the risks accompanying the anonymisation techniques must take into
account the specific circumstances and combine different anonymisation techniques, where
necessary, to mitigate the risks of re-identification.®*° The question of if or when personal data
can be considered anonymised is an important one, as some countries (such as Germany) oblige

researchers to anonymise patient data where it is in accordance with the research purpose.®’!

Anonymisation is often referred to as one of the most pivotal tools of medical ethics in the

628 According to the WP29, three criteria specify the robustness of anonymisation techniques in order to prevent
reidentification permanently through means likely reasonably to be used: (1) the possibility to single out
individuals, (2) the possibility to link records relating to an individual, and (3) the possibility to infer information
concerning an individual. See: Article 29 Data Protection Working Party (2014) Opinion 05/2014 on
Anonymisation Techniques, Adopted on 10 April 2014, 0829/14/EN, WP216.

29 Groos, van Vee (2020) argue that anonymisation for the further use of personal data for research purposes is
de facto impossible in light of the EDPB’s wide interpretation of the term personal data. The authors furthermore
argue that the EDPB would neglect the reidentification test developed in the case C-582/14 — Patrick Breyer v
Germany (Breyer) by the CJEU, which supposedly provides more legal certainty due to its risk-based approach.
(see: Groos D, van Veen EB (2020) Anonymised Data and the Rule of Law, EDPL 4).

630 Article 29 Data Protection Working Party (2014) Opinion 05/2014 on Anonymisation Techniques, Adopted
on 10 April 2014, 0829/14/EN, WP216, p. 23-24.

631 Section 27(3) Federal Data Protection Act (BDSG).
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context of medical research.%*> Whilst to be approached ethically and cautiously, the conversion
from data concerning health into anonymous data seems to be attainable in scientific research.
Contrary hereto, the anonymisation of genetic data still remains an unsolved problem.®** The
deployment of technical and organisational measures has not proven to be successful to date,
and adequate means to protect the anonymity of individuals related to their genomic data still
need to be investigated. In light of this technical obstacle, the EDPB stresses that genetic data
should be considered as personal data and processed in compliance with the GDPR in order to
secure the data subjects’ rights and freedoms.***

Further, in this context, it should not be overlooked that the process of anonymisation,
meaning anonymising data that constitutes personal data at the time of collection and is being
anonymised at a later time, is typically qualified as the further processing of personal data. The
anonymisation process involves processing personal data and, as such, requires a legal basis.
To be lawful, the further use of data concerning health requires a legal basis which does not
necessarily have to be explicit consent, but any suitable legal ground laid down in the GDPR.
While consent gives the individual a choice to decide whether they want the data to be
anonymised, this could become an issue where individuals prefer to remain in control of their
data 6%

When erasing the linkage between the individual and the data relating to them, the data
subject’s rights, such as the right to data portability, cannot no longer be exercised. This
problem could occur in scenarios where information that qualifies as personal data or health
data at the time of its collection is anonymised for scientific research, public interest, or public
health at a later time. For instance, when the data controller changes the legal basis for (further)

processing.53

632 Townend D (2018) Conclusion: harmonisation in genomic and health data sharing for research: an impossible
dream?. Human Genetics. 137:657-664, p. 659.

633 EDPB (2021) EDPB Document on response to the request from the European Commission for clarifications
on the consistent application of the GDPR, focusing on health research. Adopted on 2 February 2021, p. 12.

634 EDPB (2021) ibid., p. 12.

635 Friedewald M and Hallinan D (2015) Open consent, biobanking and data protection law: can open consent be
‘informed’ under the forthcoming data protection regulation?. Life Scienes and Social Policy 11(1): 1-36.

636 EDPB Document on response to the request from the European Commission for clarifications on the
consistent application of the GDPR, focusing on health research. Adopted on 2 February 2021, p. 10, para. 38-
40.
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3.2.3 Implications of anonymisation and pseudonymisation of personal data and special
categories of personal data on the applicability of a legal basis in the context of (health) data

sharing

In the context of data sharing, it has been shown that the differentiation between sharing
anonymised and pseudonymised data is not always obvious. Yet, it is an essential difference as
the sharing of pseudonymous data is personal data and thus falls within the scope of the GDPR.
In contrast, the sharing of anonymised data does not.

As of yet, it needs to be clarified to which category pseudonymised data, forwarded to
other third parties who do not own the pseudonymization key, belongs. Pseudonymisation is
commonly used as a legal safeguard when processing or sharing health data. However, national
jurisdictions have different approaches to regulating this matter. The United Kingdom, for
instance, regards pseudonymised data that is being shared with other third parties as
anonymised data, provided that the third party does not have the de-identification key.®*” This
approach seems to be in line with jurisprudence: in the case of Breyer, the CJEU highlighted
the significance of assessing the definition of personal data.®*® The court applied a wide
interpretation of the term personal data according to which dynamic IP addresses could
constitute personal data if a data controller holds legal means to acquire additional information
from a third party that allows identification.®*® The CJEU did not identify this information as
pseudonymous data directly and rather explored whether a dynamic IP address could fall under
the scope of personal data.

Although it may be wise to preserve the distinction between pseudonymous and
anonymous data, it prompts the question of to what extent this is possible in the data-sharing
environment. One might argue that the more often data is being shared, the further it might get
away from its original source, and the more anonymous it might become. However, in an
environment where data can be collected from multiple sources, the risk for re-identification
might increase. When sharing anonymous data, it may be considered anonymous prima facie.
However, where data is shared, and data sources are constantly updated, data controllers have
to ensure the status of anonymity. Anonymity is not a presumption. It is a factual state that

requires (re-)evaluation of a specific situation.

637 Rumbold JMM, Pierscionek B (2017) The Effect of the General Data Protection Regulation on Medical
Research, ] Med Internet Res 19(2): e47, p. 2.

638 CJEU, case of Breyer v. Germany, C-582/14, Judgment of 19.10.2016.

639 CJEU, ibid.; see also: ECtHR, case of Breyer v. Germany, Judgment (Application no. 50001/12) 30.01.2020;
case of S. and Marper v. the United Kingdom, Judgment (Applications no. 30562/04 and 30566/04), 04.12.2008
in which the ECtHR held that body tissues and samples are personal data.
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3.3 Interim conclusion

It follows that non-health data, anonymised data, and aggregated data have the potential to
expose health information about individuals through big data analytics techniques. This leads
to obvious tensions within the data protection framework, impairing fundamental data
protection principles such as transparency and accountability. Anonymisation and
pseudonymisation are ongoing processes and need to be closely observed in order to ensure
consistency and compliance with the law.®** The data protection impact assessment (DPIA) as
per Article 35 GDPR may be an adequate tool for conducting a risk analysis when sharing
health-related data in order to assess the impact on the individual’s data subject’s rights and

freedom.

Section 4: Confidentiality legislation as a possible drawback to a moral responsibility to

transfer health data

4.1 Confidentiality and the ECHR

At the European level, Article 8 ECHR protects the right to secrecy concerning an individual’s
medical state and the transmission of such data to other third parties (regardless of the intended
use).%*! The European Court of Human Rights considers the confidentiality of health data as a
“vital principle” in its case law, which pursues the maintenance of trust in the medical
profession and in healthcare services more generally.®*? Considering the enormous impact that
the breach of confidentiality can have on a person’s social and professional life, the court
requires to take the weight of such consequences for an individual into account when balancing
their interests. For instance, in the case of Y. v. Turkey, the European Court of Human Rights
emphasised that if information about a serious disease, such as HIV, is being revealed, the
“interests in protecting the confidentiality of such information will [...] weigh heavily in the
balance in determining whether the interference is proportionate to the legitimate aim

pursued”.**3 In light of the ECtHR case law, such interference may only be “justified by an

640 Dove ES (2018) The EU General Data Protection Regulation: Implications for International Scientific
Research in the Digital Era. The Journal of Law, Medicine & Ethics 46: 1013-1030, p. 1020.

%41 European Anti-Fraud Office (OLAF), Data Protection Officer (DPO) (2016) Summaries of EU Court
Decisions Relating to Data Protection 2000-2015. p. 35.

42 ECtHR, case of Z. v. Finland, Judgement (Application no. 22009/93), 25.02.1997.

643 ECtHR, case of Y. v. Turkey, Judgement (Application no. 648/10), 17.02.2015, para. 68. See also: ECtHR,
case of Z. v. Finland, Judgement (Application no. 22009/93), 25.02.1997, para. 96.
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overriding requirement in the public interest”.** The European Court of Human Rights
continuously emphasised the significance of the physicians’ and other medical staff members’
obligation to maintain the confidentiality of medical information as well as the need for national
law to safeguard patient confidentiality by deterring from disclosure of personal data.%%®

The concept of confidentiality is also closely linked to the concept of retractability. In
the case 1. v. Finland, the ECtHR held that the possibility to retroactively retrace who used the
patient’s record and if the information on the patient was accessed by an unauthorised party is

an important safeguard.®*® Therefore, the ECtHR found a violation of the patient’s right to
respect for private life as per Article 8 ECHR.

4.2  Confidentiality in the data protection legislation

Both data protection frameworks, the Council of Europe Recommendation and the GDPR,
provide several principles related to the processing of personal data in Article 4 Council of
Europe Recommendation and Article 5 GDPR, respectively.®*’ In particular, the principle of
confidentiality and integrity can serve patients to maintain the secrecy of their personal data.
To this end, cybersecurity requirements aim at maintaining the confidentiality of data through
safeguards (i.e., technical and organisational measures)®*®, thereby constituting a pre-requisite
for health data transfers. However, the term confidentiality may have a different meaning under
the GDPR than under the Council of Europe Recommendation or national legislation regulating
the physicians’ responsibility to confidentiality. In particular, the Council of Europe
Recommendation suggests that data controllers and processers who are not health professionals
should be allowed to process health-related data only if confidentiality and security measures
“ensure a level of protection that is equivalent to the one imposed on health professionals”.%4’

While the recommendation specifically refers to confidentiality legislation obliging physicians

and other care professionals to medical secrecy, the GDPR seems to refer to this term as a

644 Tbid.

645 ECHR, case of Armoniené v. Lithuania, Judgement (Application no. 36919/02), 25.11.2008.

646 ECtHR, case of I v. Finland, Judgment (Application no. 20511/03), 17.07.2008, para. 38-44.

%47 The data protection principles as per Article 5(1-2) GDPR are lawfulness, fairness and transparency(1),
purpose limitation(2), data minimisation(3), accuracy(4), storage limitation(5), integrity and confidentiality(6),
and accountability(7). The data protection principles as per Article 4 Council of Europe Recommendation
coincide largely with the principles embedded in the GDPR but expands to the extent as it suggests to primarily
collect health-related data from the data subject directly and only from other sources where the data subject is
not able to provide the data that is necessary for the processing themselves; see Article 4(1)(d) Council of
Europe Recommendation.

648 Here, the Medical Device Regulation 2017/745/EU (replacing the Medical Device Directive 93/42/EEC on 26
May 2021) and the NIS Directive 2016/1148/EU may complement the cybersecurity requirements.

%49 Article 4(4) Council of Europe Recommendation.
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technical safeguard with the aim of keeping the data secure, for instance, through access
controls. According to Article 25 GDPR, appropriate technical and organisational measures
should be implemented by default. Also, Recital 78 specifies that the protection of the rights
and freedoms of natural persons requires the implementation of appropriate technical and
organisational measures. With the aim to safeguard the rights and freedoms of individuals, one
might wonder how the principles of confidentiality under the GDPR relate to the physicians’
duty of confidentiality. Furthermore, in the context of data transfers where enormous amounts
of data can be exchanged, the principle of data minimisation can support the protection of
patients. However, at the same time, this principle impedes a possible moral responsibility to
transfer health data and has the ability to constrain the sharing of patient data in eHealth for the

benefit of healthcare, research, and public health.

4.3 Confidentiality in the medical professional law

The provision of healthcare has traditionally been shaped by the patient-doctor relationship and
the resulting protection of the patient’s data. Patient data may cover any kind of information
about individuals related to their past, current or future health or illness. What distinguishes the
scope of protection of health data in general from the scope of protection of health data that is
being processed in the medical context is that the latter enjoys the additional protection of
confidentiality legislation besides privacy and data protection legislation. In other words, the
processing of health data outside the medical context is subject to the fundamental right to
privacy and the right to protection of personal data, whereas the processing of health data in
medical matters enjoys the right to medical secrecy and confidentiality. The doctor-patient
relationship is characterised by a special relationship of trust, and doctors, in principle, ought
not to pass on any kind of information about their patients to other care practitioners without
the patients’ permission. Medical confidentiality, thus, adds another layer of protection for the
good of the patients and the handling of their data, comprised of an ethical as well as a legal
dimension (e.g., in form of deontological or criminal penalties). The principle of confidentiality

could therefore be considered a right of the patient and an obligation of the doctor.®>

650 Irish Medical Organisation (2011) IMO Role of the Doctor Series — Doctor-Patient Confidentiality. p. 2.
Available here: https://www.imo.ie/news-media/publications/Doctor-Patient-Confidentiality.pdf.
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4.4 National approaches to confidentiality

Given that the competence in healthcare remains a national matter, the physicians’ duty of
confidentiality is primarily regulated at the national level and generally embedded in the
domestic rules of conduct of the medical profession®®!. The following section will explore the

protection of medical confidentiality in Germany, Austria, Ireland, and the United Kingdom.
Germany

In Germany, medical confidentiality entails that physicians have to remain silent about the
information they obtain about their patients, which is embedded in the German Criminal Code
(Strafgesetzbuch)®*? and the professional code of conduct of the respective medical association
of the region (Ldnder). Section 203 (1) Nr. 1 German Criminal Code, in conjunction with
Section 9 of the professional code of conduct®, regulates that physicians and members of

another healthcare profession who unlawfully discloses

“another’s secret, in particular a secret relating to that person’s personal sphere of life
or to a business or trade secret which was revealed or otherwise made known to them in
their capacity as a physician [...] or member of another healthcare profession which
requires state-regulated training to engage in the profession or to use the professional

title [...]”
fears a penalty of imprisonment for up to one year or a fine.

Physicians are therefore required not to share any information, whether it has been shared in
oral or written form, that they have received in their capacity as a physician. Section 9 of the
professional code of conduct, however, also stipulates certain exceptions allowing to reveal the
patients’ information. This may be the case, for instance, if the physician in question has been
released from the patient-doctor confidentiality or is subject to obligatory disclosure (e.g.,
according to the infection protection law)®>*, or if multiple physicians provided treatment to the
patient®>>. The latter only applies to the extent that the patient has agreed to the release from the

duty of confidentiality or if the consent of the patient can be assumed.

1 For instance, in Germany, the rules of conduct of the medical profession are transposed by the federal state
(‘Bundesland’); e.g., Section 9 Rules of conduct of the medical profession of Baden-Wuerttemberg.

652 Strafgesetzbuch in der Fassung der Bekanntmachung vom 13. November 1998 (BGBI. 1 S. 3322), das zuletzt
durch Artikel 4 des Gesetzes vom 4. Dezember 2022 (BGBI. I S. 2146) gedndert worden ist (Strafgesetzbuch)
(Criminal Code).

653 (Muster-)Berufsordnung fiir die in Deutschland titigen Arztinnen und Arzte MBO-A 1997. Available here:
https://www.aerzteblatt.de/archiv/19864 1/(Muster-)Berufsordnung-fuer-die-in-Deutschland-taetigen-Aerztinnen-
und-Aerzte-in-der-Fassung-der-Beschluesse-des-121-Deutschen-Aerztetages-2018-in-Erfurt.

654 Section 9(2) (Muster-)Berufsordnung fiir die in Deutschland titigen Arztinnen und Arzte MBO-A.

955 Section 9(5) (Muster-)Berufsordnung fiir die in Deutschland titigen Arztinnen und Arzte MBO-A.
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Until recently, the German conduct on the medical profession prohibited physicians
from delivering medical treatments through telehealth, thereby aiming at preventing treatments
based on the patients’ description, and hence solely on the physicians’ subjective perception.
At the federal level, this prohibition has been lifted, which means that the final decision of
whether remote treatment should be allowed remains in the hands of the medical associations
of the federal states (Lénder).®>® While most federal states decided to permit remote treatments
either partially or fully, the federal state of Brandenburg opposed allowing solely remote
treatment. Consequently, this has led to a division among federal states concerning the

admission of remote treatments.®>’

Austria

Section 54 (1) of the Federal Physicians Act (Arztegesetz)®*® binds physicians and their
assistants to secrecy in terms of all secrets that have been entrusted to them, or that became
known to them in the exercise of their profession. Against this background, it noteworthy
pointing to the so-called “E-Health-Verzeichnisdienst”, which is a register enlisting practicing
healthcare providers, such as natural persons (e.g., physicians, midwives) and legal persons
(e.g., hospitals and pharmacies). This register, established the basis of Section 9 Health
Telematics Act (Gesundheitstelematikgesetz)®>® and led by the Austrian Ministry for Health,
seeks to enable the verification of the care professionals’ identities in order to facilitate security
and trust in sharing data for (cross-border) care.®®® Besides, Section 121 of the Austrian
Criminal Code (Strafgesetzbuch)®®' states that secrets related to the health of a person that has
been entrusted or made accessible by virtue of their profession in the exercise of a health
profession shall be punished by imprisonment for up to 6 months or by a fine if the secret has
been disclosed or exploited.®®

Exceptions to the duty of confidentiality are regulated in Section 54 (2-6) of the Federal
Physicians Act. For instance, such exceptions may apply if physicians are obliged by law to

report on the patients’ health (Nr. 1) or if the patient has released the physician from their duty

656 Katzenmeier C (2019) Haftungsrechtliche Grenzen irztlicher Fernbehandlung. NJW, p. 1769.

657 Katzenmeier C (2019) ibid., p. 1769.

%58 Bundesgesetz iiber die Ausiibung des drztlichen Berufes und die Standesvertretung der Arzte (Arztegesetz
1998 — ArzteG 1998), StF: Federal Law Gazette I Nr. 169/1998 (Federal Physicians Act).

659 Federal Act on Data Security Measures when Using Personal Electronic Health Data and Genetic Data
(Health Telematics Act 2012) (Bundesgesetz betreffend DatensicherheitsmaBBnahmen bei der Verwendung
elektronischer Gesundheitsdaten und genetischer Daten (Gesundheitstelematikgesetz 2012 — GTelG 2012),
BGBI. I Nr. 111/2012) (Austria).

660 Bundesministerium Arbeit, Soziales, Gesundheit und Konsumentenschutz (2019) Schutz sensibler Daten —
Position der Gesundheitssektionen VIII und IX des BMASGK, p. 21-22.

%! Bundesgesetz vom 23. Jinner 1974 iiber die mit gerichtlicher Strafe bedrohten Handlungen (Strafgesetzbuch
— StGB), StF: BGBI. Nr. 60/1974F. v. 24.03.2023 (Austrian Criminal Code).

662 Section 121 Austrian Criminal Code.
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of confidentiality (Nr. 3). It is worth mentioning that Section 54 (2) (Nr. 4) allows the disclosure
of confidential information about the patient if it is necessary for the protection of higher

interests of public healthcare or the administration of justice.
Ireland

The confidentiality of care providers is often based on a contractual confidentiality clause, while
healthcare practitioners are also bound by common-law duty and must abide by Medical
Council guidance, demanding to the patients’ confidentiality.®®

The Irish Medical Council’s “Guide to Professional Conduct and Ethics for Doctors”
provides guidelines with regard to the sharing of patient data, which requires, inter alia, that the
disclosure of personal data must be necessary and the recipient must be subject to
confidentiality obligations him- or herself.®* These guidelines also guide the execution of
telemedicine.®® Notably, the Medical Council’s guide requires the collection and processing of

data concerning health as the absence of such would result in a breach of the guideline in

question. 5%
The United Kingdom

The legislation protecting the medical confidentiality of patient data in the UK is covered by
the Common Law Duty of Confidentiality.®®” The guidelines on confidentiality by the General
Medical Council explicitly refer to the data protection requirements laid down in the UK Data
Protection Act as complementary means that go hand in hand with medical confidentiality.
However, common law is an evolutive instrument that progresses with the integration of
binding precedents established through case law. It sets out the general rule that obliges doctors
to remain silent about the patient information collected. While doctors are generally required
not to reveal confidential information about the patient, the common law recognises in principle

the patients’ consent, statutory obligations, or the public interest as exceptions to the norm.*®

663 Medical Protection Society (2012) Medical records in Ireland — An MPS Guide, p. 12.
https://www.medicalprotection.org/docs/default-source/pdfs/booklet-pdfs/ireland-booklets/medical-records-in-
ireland---an-mps-guide.pdf?sfvrsn=29324eac 2.

64 Medical Council (2019) Guide to Professional Conduct and Ethics for Registered Medical Practitioners
(Amended), p. 24-25. https://www.medicalcouncil.ie/news-and-publications/reports/guide-to-professional-
conduct-and-ethics-for-registered-medical-practitioners-amended-.pdf.

665 Ibid., p. 32.

%66 Trish College of General Practitioners (2019) Processing of Patient Personal Data: A Guidelines for General
Practitioners v2.3, p. 8. https://www.icgp.ie/speck/properties/asset/asset.cfm?type=Document&id=07BFBD54-
DBE7-4EF3-

8A60D884D2AA4EET7 &property=document&filename=GP_GDPR_Guideline v2 3..pdf&revision=tip&mimet
ype=application%2Fpdf&app=icgp&disposition=inline.

67 NHS Digital, Protecting patient data. https://digital.nhs.uk/services/national-data-opt-out/understanding-the-
national-data-opt-out/protecting-patient-data

668 General Medical Council (2017) Confidentiality: good practice in handling patient information, p. 57.
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Additionally, confidential patient information may be processed for a specific purpose, such as
scientific research or other vital activities, without obtaining the consent of the patient. To this
end, the independent Confidentiality Advisory Group (CAG) can permit the use of confidential
patient data according to Section 251 of the NHS Act 2006°% when it becomes unfeasible to
obtain consent from the patient.”® However, the legislation regulating the disclosure or making
available of confidential information seems to differ between the four countries within the

United Kingdom, which adds another layer of complexity.®”!

4.5 Relationship between medical confidentiality and data protection law

In Germany, the relationship between the duty of medical confidentiality and data protection
law has been subject to debate. Some scholars underline the fact that the conduct of the medical
profession, more specifically, the obligation of medical confidentiality, should take precedence
over data protection legislations. In contrast, others argue that both laws apply equally.t”?
Regardless of the relationship between both legislations, scholars agree that data protection law
cannot circumvent the duty of medical confidentiality, hence, lower the hurdle for sharing

patient data.b”

4.6  Interim conclusion: Impediment to the transfer of health data through

confidentiality legislations

Each national legislation shows that the principle of confidentiality is not absolute. The existing
confidentiality rules between patients and physicians and between patients and researchers,
respectively, result in the fact that health data cannot be passed on to other third parties without
the patient’s consent. Besides, disclosure of secret information may be compulsory by law or
needs to be weighed against various considerations, including the protection of the public
interest or the patient’s well-being. Although the principle of confidentiality may be limited

only in a few exceptional cases, some countries have integrated possibilities to process health

669 National Health Service Act 2006 (c. 41) (United Kingdom).

670 NHS Digital, Protecting patient data. https://digital.nhs.uk/services/national-data-opt-out/understanding-the-
national-data-opt-out/protecting-patient-data.

71 General Medical Council (2017) Confidentiality: good practice in handling patient information, p. 11, para. 5.
Available here: https://www.gmc-uk.org/-/media/documents/gmc-guidance-for-doctors---confidentiality-good-
practice-in-handling-patient-information----
70080105.pdf?la=en&hash=08E96AC70CEE25912CE2EA98E5AA3303EADBSDSS.

672 Katzenmeier C (2021) Berufsgeheimnis und Dokumentation. In: Laufs A, Katzenmeier C, Lipp V. Arztrecht.
Verlag C.H. Beck oHG, para 79.

673 Tbid..
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data for research purposes. In other countries, as demonstrated in the German example, it seems
unclear under which specific circumstances medical secrecy can be lifted. The code of conduct
on the medical profession stipulates that physicians may disclose patient information for the
protection of a superior good, but without specifying which goods qualify as such. Even then,
usually, merely the necessary data (and not the entire patient file) may be shared. It becomes
evident that there is tension between a moral responsibility to share health data and physician-

patient confidentiality.

Section 5: Patients’ rights®74

5.1 Introduction

The (re-)use of health data has the potential to support, inter alia, the quality of care, medical
research, patient safety, and public health. The sharing of health data can facilitate the use of
personal data but must respect the fundamental rights of patients and individuals at all times.
The rapid growth of eHealth technologies and their capabilities to exchange data prompt the
need for patients’ rights. Individual patients’ rights are not yet explicitly embedded as
fundamental rights in the European legislation but nonetheless enjoy protection under the right
to respect for private and family life according to Article 7 EU Charter, which corresponds in
accordance with Article 52(3) EU Charter to the rights guaranteed by Article 8 ECHR. The
fundamental rights of individual patients have therefore been mainly shaped by jurisprudence.
This is possible because the effective enjoyment of patients’ rights depends above all on the
practical application in everyday life. Patients’ rights need to evolve with technological
developments. Ultimately, the ECtHR emphasises that Article 8§ ECHR must be applied in such
a way that it guarantees rights to be “practical and effective” and not merely “theoretical”.6”>
The following section will explore relevant patients’ rights. This may include data subject’s
rights to investigate to what extent patients themselves can facilitate the transfer of their health

data.

674 Parts of this section are based on the deliverable entitled “Identification of healthcare rights”, which was
drafted within the doctoral project LaST-JD-RIoE.
75 ECtHR, case of Armonien¢ v. Lithuania, Judgement (Application no. 36919/02), 25 .11.2008, para. 38.
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5.2  Patients’ rights in the professional healthcare context
5.2.1 Patients’ rights at the European or EU level

Although no legally binding chart of patients’ rights has been established at the European or
EU level, in 2002, a European Charter of Patients’ Rights®’® was created by non-profit
organisations from twelve EU Member States. The charter aims to assure the highest level
possible for human health and healthcare under Article 35 EU Charter and determines fourteen

patients’ rights, namely:

- Right to preventive measures;

- Right of access to health services;

- Right to information regarding the patients’ state of health;

- Right to consent;

- Right to free choice among different treatment procedures and providers;
- Right to privacy and confidentiality of personal information, including one’s health;
- Right to respect of patients’ time;

- Right to the observance of quality standards;

- Right to safety;

- Right to innovation;

- Right to avoid unnecessary suffering and pain;

- Right to personalised treatment;

- Right to complain;

- Right to compensation whenever one suffered harm caused by a health service.%”’

These patients’ rights are supposed to be universally applicable, as the European Charter of
Patients’ Rights seeks to promote concrete guidelines with the aim of making patients’ rights

678 While the creation of this charter is generally admirable, it

practical instead of theoretical.
seems to explain the enjoyment of these rights only at a high-level.’” Furthermore, it does not
refer to potential ethical or legal implications that are accompanied with the use of eHealth
technologies, which could be traced back to the universal approach taken for the creation of the

Patients’ Rights Charter.

676 European Charter of Patients’ Rights, Basis Document, Rome, November 2002, p. 1.
https://ec.europa.eu/health/ph_overview/co_operation/mobility/docs/health_services _col108 en.pdf.

77 Ibid., p. 3-8.

78 Ibid., p. 1.

679 Verhenneman G (2021) The Patient, Data Protection and Changing Healthcare Models: The Impact of e-
Health on Informed Consent, Anonymisation and Purpose Limitation. Intersentia, p. 78-79.

162



In addition, it is essential to acknowledge that healthcare is a matter of national
competence and, subsequently, that the European Union does not have the competence to
govern patients’ rights. This complicates the achievement of a common Patients’ Charter at the
EU level. Furthermore, the participation of a limited array and number of stakeholders, given
that the charter was created primarily by non-profit organisations, brings about certain
limitations regarding its legal effectiveness and influence. The promotion of a European Charter
of patients’ rights has undoubtedly influenced the discussions on the rights of patients in the
context of digital innovation (e.g., in the areas of personalised medicine and eHealth) and
eventually also lead to the development of EU legislations embedding rights relevant for
patients (e.g., legislations on clinical trials and data protection).®*® Nonetheless, nationally

binding laws remain the main instruments for specifying patients’ rights.
5.2.2 Patients’ rights at the national level
Germany

While some fundamental rights protecting patients are explicitly mentioned in the German basic
law, patients’ fundamental rights have traditionally been evolving from jurisprudence. For
instance, the German Federal Constitutional Court granted patients the entitlement to
documentation and to the inspection of medical files based on the right to self-determination,
which derives from the general right of personality®!.%%? Similarly, the fundamental right to
data protection derives from the fundamental right to self-determination.®%3

In 2013, the German legislator implemented the Patients’ Rights Act
)84

(Patientenrechtegesetz

(Biirgerliches Gesetzbuch)®®® and amended the Social Code V (Sozialgesetzbuch V)**®. The

, which introduced new provisions in the German Civil Code

amending law reinforced, inter alia, the integration of a specific treatment contract between care

%80 European Commission (2016) Patients’ Rights in the European Union Mapping eXercise. Final Report, p. 18.
981 Article 2(1) in conjunction with Article 1(1) German Basic Law (Grundgesetz fiir die Bundesrepublik
Deutschland in der im Bundesgesetzblatt Teil I1I, Gliederungsnummer 100-1, verdffentlichten bereinigten
Fassung, das zuletzt durch Artikel 1 des Gesetzes vom 19. Dezember 2022 (BGBI. I S. 2478) gedndert worden
ist (Grundgesetz — GG) (German Basic Law)).

%2 Di Fabio U in: Diirig/ Herzog/ Scholz, Grundgesetz Kommentar (2022), Verlag C.H. Beck Miinchen, Art. 2
Abs. 1, para. 139, 204.

683 Durner W in: Diirig/ Herzog/ Scholz, Grundgesetz Kommentar (2022), Verlag C.H. Beck Miinchen, Art. 10,
para. 74-77.

84 Gesetz zur Verbesserung der Rechte von Patientinnen und Patienten, 20.02.2013, BGBI. 2019 I Nr. 9
(Patientenrechtegesetz).

985 Biirgerliches Gesetzbuch (BGB), BGBI. I S. 3719, in der Fassung der Bekanntmachung vom 2. Januar 2002
(BGBI. 1 S.42,2909; 2003 I S. 738), das zuletzt durch Artikel 6 des Gesetzes vom 7. November 2022 (BGBI. 1
S. 1982) gedndert worden ist) (German Civil Code).

%86 Das Fiinfte Buch Sozialgesetzbuch — Gesetzliche Krankenversicherung — (Artikel 1 des Gesetzes vom 20.
Dezember 1988, BGBL. 1 S. 2477, 2482), das zuletzt durch Artikel 1b des Gesetzes vom 20. Dezember 2022
(BGBI. I S. 2793) gedndert worden ist (Sozialgesetzbuch V) (Social Code V).
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providers and patients, information duties towards patients, the right to access patient files and
the right to receive a paper or electronic copy of the patient file®®” The rules of the GDPR now
apply in addition since its introduction. Furthermore, the Patient Data Protection Act
(Patientendaten-Schutz-Gesetz)%®® was introduced in 2020 as an amending law, which regulates
inter alia the possibility to have patient data transferred to a electronic patient file from 2022
onwards, to send ePrescriptions via app, and to donate data for scientific research as of 2023.
Notably, the use of the electronic patient file is voluntary, and the patient will have the

possibility to determine to what kind of information the physician should have access.*’
Austria

In Austria, patients’ rights are summarised in the patient charter, which states amongst other
things the right to treatment, the right to respect for human dignity, the right to self-
determination, and the right to information and documentation.®”® The patient charter is an
agreement as per Article 15a Federal Constitutional Law (Bundes-Verfassungsgesetz)®!
concluded between the federation and each regional province. This agreement imposes the
safeguarding of patients’ rights, which are codified within several legislations at the federal and
regional levels (e.g., Austrian General Civil law (4llgemeines biirgerliches Gesetzbuch)®*?,
Austrian Criminal Code (Strafgesetzbuch)®?). Notably, the right to data protection is explicitly
enshrined as a fundamental right in Article 1 of the Austrian Data Protection Act, which shall
protect “the right to secrecy of the personal data concerning that person, especially with regard
to the respect for his or her private and family life, insofar as that person has an interest which
deserves such protection”. It is worth mentioning that paragraph 2 further stipulates that
restrictions to the right to secrecy are only allowed for reasons of overriding legitimate interests
if the personal data is not used in the vital interest of persons or their consent. To this end, the
fundamental right to data protection integrates two important notions to the protection of

personal data, i.e., consent and secrecy. The underlying rationale seems to extend to the use of

%87 Section 630c, 630g German Civil Code.

%88 Patient Data Protection Act (Gesetz zum Schutz elektronischer Patientendaten in der Telematikinfrastructure
(Patientendaten-Schutz-Gesetz-PDSG), 19.10.2020, BGBI. 2020 I Nr. 46, S. 2115) (Germany).

%9 Bundesministerium fiir Gesundheit (2021) Die elektronische Patientenakte (ePA).
https://www.bundesgesundheitsministerium.de/elektronische-patientenakte.html.

990 Vereinbarung zur Sicherstellung der Patientenrechte (Patientencharta) StF: LGBI. Nr. 89/2001 (GP XXV RV
988/2001 LT 33). Available here:

https://www.ris.bka.gv.at/GeltendeFassung.wxe? Abfrage=LrOO&Gesetzesnummer=20000124.

%1 Bundes-Verfassungsgesetz (B-VG), StF: BGBL Nr. 1/1930 (WV) idF BGBL. I Nr. 194/1999 (DFB) (Federal
Constitutional Law) (Austria).

2 Allgemeines biirgerliches Gesetzbuch fiir die gesammten deutschen Erblinder der Oesterreichischen
Monarchie StF: JGS Nr. 946/1811, F. v. 24.03.2023 (Austrian General Civil Law).

93 Bundesgesetz vom 23. Jinner 1974 iiber die mit gerichtlicher Strafe bedrohten Handlungen (Strafgesetzbuch
— StGB), StF: BGBI. Nr. 60/1974F. v. 24.03.2023 (Austrian Criminal Code).
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personal data in medical research. Notably, Article 20(2) of the Austrian patient charter
stipulates that the use of personal data for medical research requires the individual's explicit

consent.®%*
Ireland

Several fundamental rights which protect patients are not specifically codified in the Irish
constitution and have been evolving from case law (e.g., the right to privacy, and the right to
self-determination)®>. For instance, the fundamental right to privacy and the right to bodily
integrity are implied rights in the Irish Constitution deriving from Article 40.3 Irish
Constitution®®® which sets out personal rights. The right to data protection is codified as a
statutory right in the Irish Data Protection Act.®’ Patients’ rights in general are integrated in
various Irish legislations at the national level, such as the Health Act®®® or the Medical

9. However, the Ombudsman’s Statement of Good Practice for the Public

Practitioners Ac
Health Service in Dealing with Patients addresses the patients’ rights more specifically. This
non-binding code of good practice enumerates, for instance, various human rights and values
relevant in the healthcare sector. Notably, with regard to the processing of patient data, the code
suggests that the protection of identifiable patient data “must be appropriate to the manner of

their storage”.”

United Kingdom

In the United Kingdom, several patients’ rights are implicitly protected by the national
constitution. Patient rights are set out in the NHS Constitution for England™®' , which is
accompanied by a handbook and applies specifically to England. The NHS Constitution for
England establishes a set of values and principles pertinent to healthcare. It introduces
principles that guide the national healthcare system regarding patients’ rights and
responsibilities, as well as the rights and obligations of the staff working for the NHS. The

document refers to the right to receive information about test and treatment options, access

994 Vereinbarung zur Sicherstellung der Patientenrechte (Patientencharta) StF: LGBL. Nr. 89/2001 (GP XXV RV
988/2001 LT 33). Available here:

https://www.ris.bka.gv.at/GeltendeFassung.wxe? Abfrage=LrOO&Gesetzesnummer=20000124.

95 European Commission (2016) Patients’ Rights in the European Union Mapping eXercise. Final Report, p. 70.
9 Constitution of Ireland (last amended June 2019), 1 July 1937 (Irish Constitution).

97 European Commission (2016) Patients’ Rights in the European Union Mapping eXercise. Final Report, p. 70-
72.

8 Health Act (Number 28 of 1947) (Ireland).

9 Medical Practitioners Act (Number 4 of 1978) (Ireland).

7% Ombudsman (2012) The Ombudsmans Statement of Good Practice for the Public Health Service in Dealing
with Patients. Available here: https://www.ombudsman.ie/publications/reports/a-report-by-the-ombudsman/

701 Department of Health & Social Care (2021) The NHS Constitution for England. Available here:
https://www.gov.uk/government/publications/the-nhs-constitution-for-england
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health records, and, notably, to correct inaccurate information stored in health records. Also,
the NHS Constitution for England provides several pledges in regard to the processing of data.
Amongst other things, the NHS pledges to keep confidential data safe and secure, to anonymise
patient data in the course of the patients’ treatment and to process it for research purposes and
the improvement of care for others, and to allow the patient to object if identifiable data has to

be processed.’*

5.3 Data subjects’ rights as a facilitator for patients to share health data?

Even though the EU does not have legislative competence on healthcare matters, it does have a
certain influence in terms of the protection of the patients’ health data as the processing of
health data falls under data protection legislation. At the EU and European levels, respectively,
both the GDPR and the Council of Europe recommendation on the protection concerning the
processing of health-related data (as soft-law) introduce data subject’s rights. These rights,
amongst other things, enable individuals to retrieve their personal data that has been collected
related to their person. The ability of individuals to collect data for scientific research has been
receiving increasing attention in the field that has regularly been referred to as “citizen science”.
The concept of citizen science assigns citizens a more prominent role in scientific research as
it pursues the intention to give individuals the opportunity to actively participate in the
collection and transmission of their personal data, thereby supporting certain areas of scientific
research that are important to them.”® Citizen science is also gaining relevance in the field of
health research due to the increasing use of mobile healthcare technologies or applications.”*
Also, the concept of data donation has been considered a potential model for citizen science.’®
Having regard to the data subject’s rights, the right to access and the right to data portability
are rights of the data subjects that actively allow them to transmit personal data. However, both
frameworks provide derogations and a margin of appreciation to the Member States in
restricting the data subject’s rights, for instance, for processing activities conducted in the

public interest or for the benefit of scientific research’?. The following sections will analyse

72 Ibid..

703 Quinn P (2018) Is the GDPR and Its Right to Data Portability a Major Enabler of Citizen Science?. Global
Jurist 18(2): 20180021.

704 Auffray C et al. (2016) Making sense of big data in health research: Towards an EU action plan, Genome
Medicine 8: 71, p. 8.

795 Bietz M et al. (2019) Data Donation as a Model for Citizen Science Health Research. Citizen Science; Theory
and Practice 4: 1.

7% For example, Article 89(2) GDPR allows Member States to derogate from the rights referred to in Articles 15,
16, 18 and 21 GDPR and the safeguards according to Article 89(1) GDPR in terms of data processing for
scientific or historical research purposes or statistical purposes if these “rights are likely to render impossible or
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the capability of individuals to collect and transmit personal data about themselves for the
purpose of research and public interests. More precisely, it will investigate if and to what extent
the right to access and the right to data portability enshrined in the current European data

protection regulation enables patients to exercise data sharing.
5.3.1 The right to access

The right of access to personal data is explicitly enshrined in Article 8(2) EU Charter and falls
within the scope of the right to private and family life according to Article 8 ECHR”"’. Both
data protection frameworks, the GDPR and the Council of Europe recommendation on the
protection of health-related data, have codified the right of access to personal data in a similar
way, giving data subjects the right to access information amongst others about the controller’s
contact details, the purpose of the processing activity, the data recipients, and the fact that the
controller intends to transfer the individuals’ data to a third country or international

organisation’®

. When comparing both frameworks, the Council of Europe recommendation
moreover obliges controllers to inform data subjects about the “reasoning that underlies data
processing where the results of such processing are applied to them, notably in the case of

profiling”’%

, whereas the GDPR requires controllers to disclose the legitimate interests that
they pursue when relying on Article 13(1)(d) GDPR as a legal ground.

Patients, in particular, have the right to access their own medical records.”'® Whether
access to subjective annotations and comments of the physician should be granted may be
subject to debate. Disclosing subjective remarks might arguably be difficult to comprehend or

even daunting for patients, as they are usually laymen.”!! Also, patients who receive cross-

seriously impair the achievement” of the purposes and if the derogation is necessary to fulfil those purposes.
Article 89(3) GDPR enables Member States to derogate under the same conditions from the provisions in
Articles 15, 16, 18, 19, 20, 21 and Article 89(1) GDPR for archiving purposes in the public interest.

707 ECtHR, case of K.H. and Others v. Slovakia, Judgment (Application no. 32881/04), 28.04.2009, para. 36.
708 See Article 13, 14 GDPR, Article 12 Council of Europe Recommendation.

799 Article 12.1. Council of Europe Recommendation.

710 See, for instance, Section 630g German Civil Code, Section 18 I Austrian Patient Charter, Section 11 and 12
Irish Freedom of Information Act 2014.

"I For instance, Section 630g(1) German Civil Code states that patients are allowed to inspect the complete
medical file. Due to the wording of the provision, some have argued that the law does not provide a reason for
physicians to withhold subjective annotations (such as vague or estimated diagnoses), also under reference of the
explanatory memorandum of the law which explains that personal impressions and subjective perceptions are
generally to be communicated. The contrary could only be concluded on a case-by-case basis for reasons
provided by the law, which will be briefly elaborated upon in this section. (see: Katzenmeier C (2021)
Berufsgeheimnis und Dokumentation. In: Laufs A, Katzenmeier C, Lipp V. Arztrecht. Verlag C.H. Beck oHG.
para. 58-59; referring to Deutscher Bundestag (2012) Entwurf eines Gesetzes zur Verbesserung der Rechte von
Patientinnen und Patienten Drucksache 17/104088, p. 27. Available here:
http://dipbt.bundestag.de/dip21/btd/17/104/1710488.pdf). Other countries may take a different stance and
prohibit access to subjective annotations (see, for instances: Jove D (2019) Peter Nowak v Data Protection
Commissioner: Potential Aftermaths Regarding Subjective Annotations in Clinical Records. European Data
Protection Law Review, 5(2), p. 181).
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border healthcare, meaning patients who receive medical treatment in a Member State other
than their country of residence, shall have access to their medical records. The directive on
patient rights in cross-border healthcare’', in particular, reserves patients the right to a written
or electronic medical record concerning the treatment they have received in the other Member
State, as well as access to a copy of the medical record. Patients should generally be granted
access to their patient files without undue delay. Some Member States, however, also
transposed restrictions to the right to access to medical files. Access to the (complete) file may
exceptionally not be granted where the health or personal well-being of a patient may stand in
opposition to the disclosure of their sensitive information.”'* The right to access patient files
can be denied due to significant therapeutic reasons or other significant rights of third parties.”!*
Besides, the patients’ heirs or other third parties may have a claim to access the patients’
medical files after the patient’s death. Although the GDPR does not apply to deceased persons,
domestic confidentiality or civil law has laid down access rights to the heirs of the deceased
patient. For instance, in case of the patient’s death, access rights are in general granted to the
heirs in order to safeguard their financial and immaterial interests if this does not stand in
opposition to the patient’s will.”!>

Furthermore, the right to access may be restricted where the individuals’ data is being
processed in the context of scientific research. Article 89(2) GDPR stipulates an exemption,
permitting Union and Member State law to derogate from certain rights (i.e., Articles 15, 16,

18, 21 GDPR) where they could seriously interfere with the success of the scientific research.
5.2.2 The right to information versus the right not to know

The right to information forms an integral part of the doctor-patient relationship since the
patient, in general, must be informed prior to the medical treatment. In principle, a right to
information can be found in the Convention on Human Rights and Biomedicine as well as in
data protection legislation. However, they are not necessarily the same.

In regard to data processing activities, the right to be informed is enshrined in Articles
13-14 GDPR and Article 11 Council of Europe Recommendation. It requires the data controller

to provide the data subject with relevant information about the data processing activities,

712 Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of
patients’ rights in cross-border healthcare, OJ L 88, 4.4.2011, p. 45-65.

13 For instance, this is the case in Ireland where Chapter 2 of the Freedom of Information Act 2014 specifies the
requirements for the access to patient files; also in Austria, where restrictions of the right to access are permitted
to the extent that they serve the protection of the patient’s well-being as per Article 18(2) Austrian Patient
Charter.

714 Section 630g(1)(1) German Civil Code.

715 Section 630g(1)(1) German Civil Code. Another example is the Irish Freedom of Information Act 2014 which
grants access to personal information to the spouse of a deceased patient or his or her representative.
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including the reason for and the legal basis upon which the data will be processed. The right to
information in the data protection legislation is closely related to the transparency principle in
order to ensure transparent conditions for data processing operations. Notably, the Council of
Europe Recommendation also explicitly encompasses the right not to be informed of a
diagnosis and prognosis if the absence of knowledge does not pose a risk to the health of
others’!¢. The right not to know has its basis in Article 10(2) Convention on Human Rights and
Biomedicine.

With respect to the right to information, the Convention on Human Rights and

Biomedicine (“Oviedo Convention™)””

stipulates that patients have a right to know about any
information that is collected about their health but also have the right to respect their wishes not
to be informed.”!® The Oviedo Convention is legally binding at a transnational level and
established to protect human rights and freedoms in the area of biomedical research and
medicine. The right not to know has also partially been embedded into national legislation. For
instance, the German Civil Code states that, in light of the personality right, patients have the
right not to know about their genomic imprinting, including information about a possible
vulnerability to particular illnesses. This negative attribution of the fundamental right to self-
determination has also been referred to as the fundamental right to bioethical self-determination
(bioethische Selbstbestimmung)’"’. Furthermore, the obligation to inform as per Section 630e
German Civil Code entails that the information must be provided in a language that the patient
understands and, if necessary, to involve an interpreter at the patient’s expense.”*

However, a right not to know creates drawbacks for an alleged moral responsibility of
patients to transfer health data. Davies provides reasons for restricting the right not to know, to
which he also refers to as a “claim to medical ignorance”, and even argues for an obligation of
patients o know.”?! Such an obligation may be required where publicly funded healthcare
systems are being challenged. Nonetheless, neither the right to know nor the right not to know
are absolute rights and may be outweighed under certain circumstances. For instance, caregivers
may also have reasons to withhold health-related information from their patients. Following the

responsibility of patients to transfer data, the right not to know may be restricted when pleading

716 Article 11.7 Council of Europe Recommendation.

717 Convention for the protection of Human Rights and Dignity of the Human Being with regard to the
Application of Biology and Medicine: Convention on Human Rights and Biomedicine. ETS No. 164, 01.12.1999
(Oviedo Convention).

18 Article 10(2) Oviedo Convention.

19 Koppernock M (1997) Das Grundrecht auf bioethische Selbstbestimmung. Nomos Verlagsgesellschaft
Baden-Baden, p. 89-94.

720 Deutscher Bundestag (2012) Entwurf eines Gesetzes zur Verbesserung der Rechte von Patientinnen und
Patienten Drucksache 17/104088, p. 25. Available here: http://dipbt.bundestag.de/dip21/btd/17/104/1710488.pdf.
2! Davies B (2020) The right not to know and the obligation to know. J Med Ethics. 46:300-303.
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for such an alleged responsibility to transfer data. Significantly if withholding information

about specific diseases may harm others, the right not to know may be overruled.
5.3.3 The right to data portability

Whilst the right to data portability is neither codified in the EU Charter nor in the ECtHR,
individuals enjoy the right to data portability under the GDPR and the Council of Europe
Recommendation, which allows data subjects to have the personal data that they have provided
to a data controller transmitted from one controller to another. Moreover, individuals can
request to have their data transmitted to a personal device.’”?? In order to be able to exercise their
right to portability, the following three prerequisites must be cumulatively fulfilled: the data

t’23 or on a contract’?* (1), the

controller has processed the personal data based on consen
processing activity is carried out by automated means (2), and the personal data has to be
available in a machine-readable format (e.g., in electronic format) (3).”%

Since individuals can merely exercise this right where the processing is based on consent
or a contract, this right does not apply to the processing of personal data based on other legal
bases, such as for the purpose of public interest or scientific research. This enormously restricts
the patient’s possibility to transmit their personal data to other stakeholders or to make it
available for other researchers or other purposes. The right to data portability requires an active
contribution from individuals as this right can be exercised solely upon request from the data
subjects themselves. Exercising the right to data portability does, however, not lead to the
automatic deletion of the data.”*®

Furthermore, the right to data portability covers only the request to receive a subset of
the personal data that has been provided knowingly and actively by the data subject.”?” A right
to data portability, therefore, applies to personal data or pseudonymous data that can be
associated with a person, and that has been transferred knowingly and actively by the data
subject or generated by his or her activity. What the notion of “provided by” constitutes has not
yet been entirely clarified. The WP29 applies the right to data portability to observed personal

data, such as location data or information about one’s heartbeat generated through a tracking

device.””® The EDPB further explains that “the outcome of an assessment regarding the health

722 WP29 (2017) Guidelines on the right to data portability. Adopted on 13 December 2016 As last Revised and
adopted on 5 April 2017. WP 242 rev.01, p. 4-5.

23 Article 6(1)(a) or 9(2)(a) GDPR.

724 Article 6(1)(b) GDPR.

725 Article 20(1) GDPR.

726 WP29 (2017) Guidelines on the right to data portability. Adopted on 13 December 2016 As last Revised and
adopted on 5 April 2017. WP 242 rev.01, p. 7.

27WP29 (2017) ibid., p. 9.

728 WP29 (2017) ibid., p. 9-10.
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of auser”, which would encompass information about a person’s medical diagnosis, is not being
considered to be “provided by” the data subject.”?® It follows that the right of the data subject
to transfer certain data about his or her health does not cover the kind of personal data
concerning his or her health generated by the data controller.”*° The possibility to port health
data seems to be further impaired when health data is being processed for research purposes in

light of Articles 9(2)(j) and 89 GDPR."’!
5.3.4 The right to erasure and rectification

The right to erasure, also known as the right to be forgotten, is laid down in Article 17 GDPR.
In particular, Article 17(1) GDPR stipulates six general principles, setting out the requirements
for data subjects to request to have their data deleted. In principle, any personal data stored
should be “adequate, relevant and limited to what is necessary for the purpose”’? of the data
processing. This includes that the duration of the data retention period is limited to the absolute
minimum.”*3

The right to erasure is not an absolute right, which allows data controllers to reject a
data subject’s request for legally defined reasons as per Article 17(3) GDPR. A legal ground
ruling out the individual’s right to erasure exists for reasons in the public interest in the area of
public health or in the scientific or general public interest for which the data needs to be kept.”**
Other reasons are regulatory compliance or the doctor’s need to defend him- or herself against
legal claims (see Article 17(3)(b) and Article 23(1)(g) GDPR). In medicine, legal obligations
embedded in national law may be typical reasons to reject a data subject’s request for erasure.
Healthcare professionals are required to store patient data for a particular time, which enables
physicians and clinical professionals to carry out the patients’ treatment with a view to their
medical history.”**> On average, the general retention period for storing patient data is between

eight to ten years.”*® The retention obligation is coupled with the documentation obligation,

29 EDPS (2020) Preliminary Opinion 8/2020 on the European Health Data Space, 17.11.2020, p. 13.

730 WP29 (2017) Guidelines on the right to data portability. Adopted on 13 December 2016 As last Revised and
adopted on 5 April 2017. WP 242 rev.01, p. 10.

31 EDPS (2020) Preliminary Opinion 8/2020 on the European Health Data Space, 17.11.2020, p. 14.

732 Recital 39 GDPR.

733 Recital 39 GDPR.

734 Article 17(3)(c, d) GDPR.

735 See Article 17(3)(b) GDPR.

736 For instance, in Germany and Austria, physicians are typically required to store patient data for a period of
ten years after the last contact with the patient (e.g., Germany: see Section 630f IIT German Civil Code in
conjunction with the code of conduct for the medical profession; Austria: see Section 20(3) Health Telematics
Act 2012 (Bundesgesetz betreffend Datensicherheitsmafinahmen bei der Verarbeitung elektronischer
Gesundheitsdaten und genetischer Daten (Gesundheitstelematikgesetz 2012 — GTelG 2012), BGBL. I Nr.
111/2012, Fassung vom 31.01.2023). In Ireland and the UK, patient records are kept for a period of eight years.
The patients’ data may be stored longer if it is in their personal interest (e.g., if one has not visited the doctor’s
office for more than eight years after the removal of skin cancer) (see: Irish College of General Practitioners
(2019) Processing of Patient Personal Data: A Guideline for General Practitioners v2.3, p. 11.

171



demanding doctors to record findings and procedures. The documentation requirement to store
and maintain patient files does not merely serve care professionals to follow up on previous
observations or possibly identify medical correlations. Proper documentation is also in the
patients’ interest, enabling them to obtain the information gathered during treatment.”3’
Besides the fact that mandatory retention periods restrict the patients’ right to erasure,
patients may not have the right to rectify all personal data or data concerning their health stored
in their patient files. The patient’s request for rectification or erasure has to be assessed on a
case-by-case basis, whereby the reasons based on which the right can be exercised has been
embedded in national law. Inaccurate facts, such as the wrong birth date, are objectively false,
and reviewing the request may be relatively straightforward. The data subject’s request can be
more challenging to evaluate when data reflects or includes a subjective component (e.g., in
case of diverging opinions or assessments). Nonetheless, as per Article 16 GDPR, data subjects
shall have at least a right to have incomplete data completed by having a right to have a
supplementary statement inserted. The Irish guidelines for general practitioners provide an
example in which patients believe they have been inaccurately diagnosed with an illness, such
as depression. Patients should not be able to exercise their right to erasure in these cases.
Instead, they shall have a right against practitioners to include a note in the patient record which
clarifies that the patient disagreed with the diagnostic analysis.”*® Besides, in Germany, the right
to erasure may not be granted where it takes a disproportionately high effort from the data
controller to delete the data, or where individuals have only a low level of legitimate interest,
leading also to a lack of interest in bringing proceedings when bringing an action before a

court.”? Another reason to reject the patient’s request exists if the deletion of the data would

https://www.icgp.ie/speck/properties/asset/asset.cfm?type=Document&id=07BFBD54-DBE7-4EF3-
8A60D884D2AA4EET &property=document&filename=GP_GDPR_Guideline v2 3..pdf&revision=tip&mimet
ype=application%2Fpdf&app=icgp&disposition=inline ; NHS (2021) Records Management Code of Practice —
A guide to the management of health and care records, https://transform.england.nhs.uk/information-
governance/guidance/records-management-code/), or if it concerns a specific type of patient record (e.g.,
maternity records are stored for 25 years in Ireland and the UK, or clinical trial records for 20 years in Ireland)
(see: Irish College of General Practitioners (2019) ibid., p. 11); NHS (2021) ibid., p. 40).

37 See, for instance, Section 630f Il German Civil Code (ibid.) in conjunction with the code of conduct for the
medical profession.

738 Irish College of General Practitioners (2019) Processing of Patient Personal Data: A Guideline for General
Practitioners v2.3, p. 16-17.
https://www.icgp.ie/speck/properties/asset/asset.cfm?type=Document&id=07BFBD54-DBE7-4EF3-
8A60D884D2AA4EET &property=document&filename=GP_GDPR_Guideline v2 3..pdf&revision=tip&mimet
ype=application%2Fpdf&app=icgp&disposition=inline.

739 See Section 35(1) Federal Data Protection Act (Germany); Spyra G “§ 23 Datenschutz im Gesundheitswesen’,
in: Clausen T, Schroeder-Printzen J (eds.) Miinchener Anwaltshandbuch Medizinrecht (3rd edn, 2020), para.
123. In principle, it is the applicant’s responsibility to prove that the fact allegedly subject to ratification or
erasure is actually inaccurate. The burden of proof to present such inaccuracy may nevertheless not be
excessively burdensome and only encompasses what can be reasonable required from the individual; see CJEU,
case of TU, RE v Google LLC, C-460/20, ECLI:EU:C:2022:962, Judgement of 08.12.2022 (para. 68), where the
court decided about the burden of proof of an individual who requested to exercise the right to de-referencing
towards an operator of a search engine.
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come with a disadvantage to the patient’s own legitimate interest.”** Consequently, unless the
processing of health data was entirely unlawful, the patients’ right to erasure can be restricted.
Patient information should obviously be as accurate as possible for care professionals to provide
reliable treatment. Although the adaptation of inaccurate data may be considered irrelevant or
inappropriate in a particular case, for instance because the doctor does not rely on this
information in the course of the patient’s treatment, the use of inaccurate data for the
improvement of healthcare could have an adversely impact the development of care services

and products.

5.4 Interim conclusion

The analysis has shown that the data subject’s rights to access, the right to information, and the
right to data portability are not exclusive rights of patients that empower them to transfer their
data in order to exercise their alleged responsibility to transfer health data. In particular, the
right to access can be restricted for different reasons, for instance, where the well-being of
patients is at risk or the rights of third parties stand in contradiction to the disclosure of the
patients’ personal data. The right to be informed may, in principle, enable patients to obtain
information regarding their health status from physicians, but they also have a right not to be
informed about their diagnosis or prognosis. Furthermore, the right to data portability is
restricted to the information that the data subject has actively and knowingly provided as well
as to circumstances where the processing is based on consent or a contract. Finally, the right to
erasure and rectification is restricted primarily due to mandatory retention periods typical for
the healthcare sector. Furthermore, adapting data including subjective components (e.g.,

diagnosis) will likely prove to be difficult for patients.

Section 6: Commercialisation of patient data

Besides the debates on empowerment and control, discussions have also been taking place
regarding monetising personal (health) data. As introduced at the beginning of the thesis, the
topic of data monetisation is mainly a problem arising in the context of the secondary use of
data and third-party data sharing, which are not the primary focus of the thesis. Nonetheless,
the commercialisation of patient data might impact individuals as to how they exercise their

moral responsibility to share data. For instance, paying patients to share data can stimulate them

740 Section 35(2) Federal Data Protection Act (Germany).
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to agree to the primary use in research and brings along challenges with a view to the first-order
sharing, which may be briefly touched upon as a secondary issue through the patient’s lens.
The balancing between privacy and the economic value of personal data is the
foundation for the European Data Economy. The European Commission sees a “data economy”
as an “ecosystem of different types of market players”, allowing to take advantage of the value
inherent in the data to improve societies” well-being.”*! The GDPR builds the groundwork for
a governance framework, aiming to create strong data protection rules protecting one’s personal
data while seeking to increase trust for a flourishing digital economy.”*> The GDPR itself unites
private and public interest-driven benefits. The recent increase in legislative initiatives
implementing provisions on the secondary use of data for public interests supports the
enforcement of these interests. In the same breath, interests in data monetisation have gained
traction, particularly attractive for private companies and hospitals and potentially for patients.
The following paragraphs will briefly present the concept of data monetisation and
another notion that is also sometimes brought up in this context, namely the idea of data
ownership. To this end, this section will provide a brief overview of the challenges raised within
the scholarly literature regarding these notions from the patient's viewpoint and their possible

duty to share data.
Data monetisation as a concept

The underlying idea behind the concept of data monetisation is that companies, institutions, or
other entities sharing data can receive revenue from the data. It is often located in the
commercial environment, where businesses share data with one another (B2B), but is not
limited to this. Also, private companies may share data with governmental agencies (B2C)
against compensation for that data.”*® The basis for this exchange is provided by the data itself,
taking into account that it is a valuable asset.

In the healthcare sector, data monetisation may be realised through direct or indirect
monetisation. Direct monetisation refers to the idea of providing access to data against financial
compensation. For instance, in healthcare, access to patient data collected from the patients’
records may be granted against a fee to receive rights for commissioning, research, or other

purposes.’** Indirect monetisation refers to the idea of utilising the data in a way that generates

741 Eyropean Commission (2017) Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and The Committee of the Regions "Building A
European Data Economy", COM(2017) 9 final.

742 Marelli L, Lievevrouw E, Hoywegen Van I (2020) Fit for purpose? The GDPR and the governance of
European digital health. Policy studies 41(5): 447-47, p. 447; Recital 7 GDPR.

743 See, for instance, Chapter II and Chapter V proposal for a Data Act.

744 See, for instance, the “care.data” project rolled out in the United Kingdom in 2013. Care.data was a public
health initiative that collected data from patients’ medical records held by general practitioners and that were
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profits. Access to the data itself may be for free. Instead, entities may generate revenue by
utilizing the data to improve medical products, which are sources that create value and profits.
However, in the context of data sharing through patients, it is the concept of direct data

monetisation through financial compensation that is inherently connected to data sharing.
Data ownership as a concept

The concept of data monetisation has to be distinguished from the concept of data ownership.
From a legal perspective, data ownership is a highly debated concept, suggesting having
exclusive property rights or entitlement over the use of personal data. The GDPR does not make
reference to such a concept. The existence of the idea of data ownership and the claims that
stakeholders could make based on data ownership would undoubtedly hamper the sharing of
health data for the public good. This problem would be intensified when multiple actors claim
ownership-like rights. Furthermore, it might sometimes be difficult to determine whether or to
what extent the patient created the data. Not all data about patients necessarily belong to the
patient. Especially in the medical context, it must be considered that healthcare professionals
also create data collected in clinical care. Patients provide the “raw data” or describe their health
experience, which is subject to a professional medical assessment. The healthcare professional
interprets the information and transforms it into the data that is entered into the patient’s medical
file.”*> Some scholars have therefore presented the co-creation of patient data as an argument

against the construct of patient ownership.’#®
Challenges of monetising patient data

Creating incentives for data sharing through financial revenue can be legally and ethically
challenging. On the one hand, receiving payment in exchange for sharing data can be a stimulus
to make data available. Businesses will regularly regard data as a commercial asset, which can
support the sharing of data with other stakeholders. Individuals may also be inclined to make
their data available to others based on financial interests. However, data have different
economic values for various stakeholders, which makes it difficult to determine an adequate

compensation rate. Nonetheless, financially weak and especially vulnerable people might be

bundled in the national Health and Social Care Information Centre database. Medical researchers within and
outside the national healthcare system NHS (e.g., academic and commercial entities) were able to access
anonymous patient data. The use of the patients’ anonymous data was based on an opt-out approach. The project
was cancelled in 2016 due to various criticism, including the aspect that patients received poor information about
the possibility to opt-out from data sharing (Carter P et al. (2015) The social licence for research: why care.data
ran into trouble. Journal of Medical Ethics 41:404-409).

745 Verhenneman G (2021) The Patient, Data Protection and Changing Healthcare Models: The Impact of e-
Health on Informed Consent, Anonymisation and Purpose Limitation. Intersentia, p. 22.

746 Ballantyne A (2020) How should we think about clinical data ownership?. ] Med Ethics 46(5): 289-294, p.
292.
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more inclined to share their data for compensation than those who can financially afford not to
share their data.”’ Besides, it should not be ignored in this context that the WP29 indicated that
the commercial use of patient data might be considered abuse.”*®

In addition to being an economic asset, data also has an intrinsic value for the individual.
After all, personal and health-related data inherits highly personal information about our health.
Beyond that, it includes information about us and who we are as human beings. For instance, if
we like to engage in physical activities or prefer to stay at home, what kind of dietary habits we
have, and if they are influenced by religious, philosophical, or political beliefs. It becomes a
problem if individuals become mere data providers. These considerations are some of the
reasons why the GDPR sets out compensation mechanisms for experienced damage if such
information is unwillingly disclosed to third parties. To this end, it is noteworthy to refer to the
decision of a German court’*, which was the first to decide in favour of a data subject (plaintiff)
who suffered non-material damages that occurred through unauthorised third-party access to
his personal data. The plaintiff was granted compensation for non-material damages resulting
from the unauthorised access under Article 82 GDPR. Furthermore, the District Court Munich
I ordered the defendant to reimburse the data subject for material damages arising from the data
breach in the future.

Finally, the German Data Ethics Commission (Datenethikkommission) has stressed that,
despite the fact that it is highly complex to introduce a fair compensation mechanism, financial
remuneration can also impact data quality. Individuals might be inclined to share such data that
bring about the most benefit or possibly even create data artificially, thereby creating a distorted

picture of their health and reality.”°

Section 7: Interim conclusion

The analysis of the aforementioned concepts shows the legal obstacles to the fulfilment of an
alleged moral responsibility of patients and researchers to transfer patient data in a preliminary

manner.

Section 1 has analysed various concepts or definitions that are relevant for delineating the scope

of an alleged moral responsibility of patients and other stakeholders to transfer health data. The

747 Prainsack B, Forgd N (2022) Why paying individual people for their health data is a bad idea. Nat Med
(2022). Doi: https://doi.org/10.1038/s41591-022-01955-4.

748 WP29 (2011) Advice paper on special categories of data (“sensitive data”), p. 10.

74 Munich Regional Court (LG Miinchen I), ruling from 09.12.2021, 31 O 16606/20.

730 Data Ethics Commission (Datenethikkommission) (2018) Opinion of the Data Ethics Commission, p. 104-
105.
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delineation between what constitutes pseudonymised and anonymised data when transferring
such data creates obstacles to the transfer of health data. When following the case of Breyer,
the European Court of Human Rights applies a contextual approach according to which
pseudonymous data constitutes anonymous data under the premise that the recipient does not
have access to the identification key. However, the concept of “personal data” and ‘“data
concerning health” is challenged by algorithmic capabilities which enable the reidentification
of individuals or which reveal information about an individual’s health status. Although the
sensitivity of data concerning health can have different degrees of sensitivity, it seems that (as
long as data in the medical context is being processed) all data collected shall be considered
health data even if collected through commercial devices. Issues seem to occur regarding the
delineation between personal data and health data when personal data is being shared, for
instance, for scientific research purposes. The question occurs whether all types of data should
be considered health data when being shared outside of the healthcare environment. The blurred
line between these concepts therefore constitutes a legal impediment to a possible moral

responsibility to transfer health data.

Section 2 presented the different legal bases that may apply to the transfer of health data for
improving healthcare, research, and public health. In particular explicit consent, scientific
research, substantial public interest, and public interest in the area of public health have been

examined with a view to being a legal impediment to a moral responsibility.

Consent. This section has shown that the existing specific consent model generally
hinders the further sharing of patient data between researchers or other stakeholders. However,
consent does not necessarily have to constitute an impediment to a moral responsibility of data
transfer but may require a more dynamic implementation in order to satisfy the needs of
different ethical outlooks (i.e., deontological, utilitarian, communitarian, and ethics of care
approach). New approaches to consent could offer direction in terms of how a moral
responsibility could be satisfied. Broad consent is an approach that has been said to be supported
by existing data protection legislations which nonetheless may stand in contradiction to the
required specificity for informed consent to be lawful. Dynamic consent, which seems to be a
preferred approach by the EDPB, has been said to maintain the individual’s autonomy as it
allows to obtain consent for every research activity and, hence, for the flow of the patients’
data. Given the multitude of data exchange possibilities, the patients may face difficulties in
maintaining track thereof. A possibility to address this problem could be tiered or meta-consent.
Tiered consent allows individuals to consent to certain categories of diseases for which their

health data should be used, whereas meta-consent enables individuals to specify the consent
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request in terms of when and how they should be asked for consent. Such a flexible approach
allows for more flexibility and takes individual preferences into account. Conversely, meta-
consent relies on the knowledge of the individual who may be challenged when not being
adequately informed. Furthermore, the idea of European data altruism seems to be a promising
concept to support the patients' moral responsibility to share (health) data. Nonetheless, the
focus on consent restricts its application to circumstances in which data subjects are willing to

share their data.

Provision of healthcare. Unlike the GDPR, the Council of Europe Recommendation
bases the sharing of health-related data between care professionals on the data subject’s consent
and limits the transfer of data that is necessary for the provision of care, including the sharing
through electronic medical files. In a similar way, the GDPR allows care professionals who are
subject to the obligation of professional secrecy to process and transfer the data to other
colleagues, but this is only limited as far as it concerns the need to provide adequate healthcare

to the patient.

Scientific research. The term “scientific research” has raised uncertainty in terms of the
beneficiaries it may involve. The notion of scientific research is becoming blurry due to the
intertwining of these stakeholders, making it difficult to clearly distinguish as regards to which
kind of research is driven by scientific interest and which by private interest. Commercial
companies are becoming gradually more involved in the healthcare sector by providing the
operational infrastructure for the healthcare sector or by enabling the use of personal data from
mobile devices in health research. Furthermore, the European data protection framework takes
different approaches to the processing of health data for scientific research. While the GDPR
allows the processing for scientific research without having to obtain the individuals’ consent,
the Council of Europe Recommendation on the protection of health-related data favours explicit
consent as the appropriate legal basis for medical research conducted by healthcare
professionals as well as other scientists. The fact that the Council of Europe recommendation
takes a different approach compared to the GDPR does not create legal uncertainty. The Council
of Europe Recommendation as soft-law is a non-binding instrument, and the expressed
preference for explicit consent as a legal basis for the processing of health-related data thus
amounts to a recommendation. Although the GDPR, which is directly applicable in all EU
Member states, does not embed such recommended preference, it includes an opening clause
in Article 9(4) GDPR allowing Member States to introduce further conditions for the processing
of data concerning health, including limitations, such as a preference for consent as a legal basis

for the processing of data concerning health. Besides, the transposition of the European data
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altruism consent may arguably put the recommendation of the Council of Europe into practice.
However, a consent-focussed approach as suggested by the Council of Europe does generally
not sit well with a moral responsibility of patients, which encompasses both the voluntary and
involuntary sharing of health data. Moreover, an obstacle to a moral responsibility is created
due to the obligation to implement appropriate safeguards when processing data for scientific
purposes. Typically, the principle of data minimisation is being considered to constitute an
adequate safeguard. This principle shall be protected through technical and organisational
measures, such as the principles of data protection by design and by default. The principles
limiting the collection of personal health data can hinder patients and other stakeholders

involved to adequately exercise their moral responsibility.

(Substantial) public interest and public health. The European Court of Human Rights
has set a general standard for public health which has to upheld to “the pressing social needs”.
The Council of Europe differentiates between the concept of public health and public interest,
and it may be difficult to distinguish the two concepts from each other. From the GDPR’s
perspective, public health seems to constitute a subcategory of the public’s interest. The opinion
of the EPDS, which holds eHealth to be an important field of public interest, appears to support
this interpretation. However, the processing of special categories of data may take place where
that processing is necessary for reasons of substantial public interest, a concept which has not
yet been determined by the investigated national legislations. The analysis has shown that
obstacles exist, among other things, due to a fragmentation with regard to the requirements for

data exchange within and between Member States.

Secondary use of health data. The secondary use of health data aims to endorse the
processing of health data for various purposes such as public health research or scientific
research. An assumed compatibility between the initial and further use of health data would
generally benefit the exercise of a moral responsibility. Issues occur as the Council of Europe
Recommendation on the protection of health-related data seems to suggest that compatibility
cannot be assumed where the processing is based on explicit consent. The GDPR, however,
seems to give preference to the further processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes, and a legal basis for the further
processing would not be required. Contrary to the wording of the law, the EDPB seems to
suggest a different approach and requires a legal basis for the further processing for scientific
research purposes. The EDPB further clarifies that the compatibility clause does not necessarily
apply to the transfer of patient data that was initially collected by physicians but could be further

used for research purposes unless national legislation allows for it.
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Section 3 provided an overview of the safeguards established in the data protection legislation,
including the data protection principles embedded in Article 5(1 and 2) GDPR and the
organisation and technical measures. The latter is of particular importance as they encompass
anonymisation and pseudonymisation techniques. Both can be facilitators for sharing data.
However, legal uncertainty around both concepts still seems to hamper personal and health data
sharing. The differentiation between anonymised and pseudonymised data is not always clear
when data is shared. Besides, the anonymisation of genetic data seems to be unattainable to date

and, thus, naturally requires more protection.

Section 4 has identified the possible legal drawbacks to a moral responsibility to transfer health
data created through confidentiality legislation. The European Court of Human Rights has
stated continuously in its jurisprudence that the confidentiality of health data is protected under
the right to secrecy as per Article 8 ECHR. The confidentiality of health data is a “vital
principle” which has a twofold goal, namely to maintain trust in the medical profession and in
the healthcare service in general. The interference with this right may however be justified
where the public interest overrules the interest in the confidentiality of health data. Within both
data protection frameworks (i.e., the Council of Europe Recommendation and the GDPR), the
concept of confidentiality is mainly defined as a principle that seems to define technical and
organisational measures as tools for maintaining the confidentiality and integrity of personal
data and special categories of personal data. However, given that the competence of healthcare
is a national matter, the duty of confidentiality of healthcare professionals is mainly embedded
in domestic law. National legislations traditionally prohibit physicians and other healthcare
providers from sharing information about the patients’ health. Exceptions to the responsibility
of confidentiality are often legal obligations that require physicians to report on the patients’
health, the protection of higher interests of healthcare, or the patients’ consent. It becomes
obvious that a tension exists between a moral responsibility to transfer health data and the

physician-patient confidentiality or researcher-patient confidentiality.

Section 5 has identified that the data subject’s rights do not constitute an exclusive opportunity
to exercise a possible moral responsibility. Having regard to the data subject’s rights, the right
to access and the right to data portability are rights of the data subjects that actively allow them
to transmit personal data. This section analysed if and to what extent the right to access and the
right to data portability enshrined in the current European data protection regulation enable
patients to exercise data sharing. Patients, in particular, have the right to access their own
medical records. Exceptions may restrict this right to access where, for instance, the health or

wellbeing of a patient may be adversely affected through the disclosure of their sensitive
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information. The right to be informed is a pivotal right of patients in order to be adequately
informed about the collection of their health data, including information about their medical
treatment and diagnosis. Although not embedded in the GDPR, the Council of Europe
Recommendation as well as national legislation have integrated the right not to be informed of
a diagnosis and prognosis which creates a drawback for a possible moral responsibility of
patients to transfer health data. Also, the right to data portability does not constitute an exclusive
right to exercise a moral responsibility, as it only applies where the processing is based on
consent or a contract. Furthermore, it is restricted to the subset of personal data that has been
knowingly and actively provided by the individual, which excludes any information concerning
the observations conducted by physicians, researchers, or other care providers. The right to
erasure and rectification may be constrained by obligatory retention periods, potentially
impacting the quality of the patients’ data. Additionally, both frameworks, the GDPR and the
Council of Europe Recommendation, provide derogations and a margin of appreciation to the
Member States in restricting the data subject’s rights, for instance, for processing activities

conducted in the public interest or for the benefit of scientific research.

181



182



Chapter 4: Normative Recommendations

“The processing of personal data should be designed to serve mankind.”

Recital 4 General Data Protection Regulation

Section 1: Introduction

The previous chapter discussed the legal aspects that are relevant to the moral responsibility of
patients to share data and identified the legal state of affairs through a systematic literature
review concerning the sharing of patient data between various stakeholders. It showed that
political and legislative initiatives, such as the European Strategy for Data and the European
Health Data Space proposal, demonstrate support for and interest in sharing patient data. More
importantly, the previous chapter illustrated how the current confidentiality, privacy, and data
protection legislations simultaneously supports and impedes the moral responsibility of patients
and other stakeholders to share patient data. The analysis focused primarily on the sharing of
data by patients and the primary use of the patients’ data. The secondary use of patient data was
examined to the extent that it is relevant for the patient to facilitate their moral responsibility.

This chapter will build upon the analysis conducted thus far. It will connect the ethical
and legal analysis to conclude how the existing privacy, data protection, and confidentiality
legislations should be adapted to facilitate a moral responsibility of patients in the law. It does
not, however, intend to translate a moral responsibility into a legal one.

This concluding chapter will answer the fourth research sub-question in two steps. First,
it provides a summary of the main findings of the dissertation. Based on the main results, the
thesis then seeks to provide a set of recommendations as to how the law could be adapted in
light of a patient’s moral responsibility to share health-related data. It formulates
recommendations based on the normative criteria identified in the ethics chapter. These external
normative criteria’! are philosophical and can serve as a foundation for legislative adaptations
to show how the law should be. Furthermore, internal criteria’>?, meaning criteria resulting from

within the legal system as identified in the legal chapter, will be taken into account. This will

731 Kestemont L (2018) Handbook on Legal Methodology: From Objective to Method. Intersentia Ltd,
Cambridge, p. 64-65.
752 Kestemont L (2018) ibid., p. 64-65.
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allow applying a holistic approach for establishing a set of recommendations that focuses on

the ethical-legal considerations related to patient data sharing.
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Section 2: Overview of the main findings (de lege lata)

This dissertation aimed to answer the main research question, namely How would a possible
moral duty of patients to transfer (health) data in the eHealth sector for the benefit of health
care improvement, research, and public health sit within the existing confidentiality, privacy,

and data protection legislations? in four chapters.
Chapter 1

Chapter 1 provided an overview of the relevant confidentiality, privacy, and data protection
legislations. It analysed various legal concepts embedded in these laws that are relevant in the
context of patient data sharing. Firstly, it identified that the concept of eHealth encompasses
multiple technological means at the national and EU level, whilst most of the eHealth services
falling under this concept relate to the traditional medical sector (e.g., medical devices used
within the patient-doctor-relationship). Secondly, the analysis of the legislative framework
applicable to eHealth data sharing identified that the legal framework is highly fragmented on
the national level (i.e., Germany, Austria, Ireland, and the United Kingdom) and the EU level.
Some countries have a specific law for medical research (e.g., Ireland, United Kingdom), while
others have regulated the processing of personal and health data for research purposes more
generally (e.g., Austria) or through multiple provisions scattered across different laws (e.g.,
Germany). Finally, the chapter studied the various notions embedded in the EU legislation used
to describe the sharing of health-related data. It identified the conflict between the term “data
sharing” and fundamental data protection principles. Also, it concluded that the term “data
sharing” entails various interpretations, including the sharing between machines, transmission
between certain actors (e.g., only among care professionals), et cetera. Despite the frequent use
of this notion in policy papers and literature, the thesis suggests using this notion as an
overarching term, requiring further specification. Moreover, the thesis identified that the
notions of “data exchange” and “data sharing” assume voluntariness. In contrast, a moral
responsibility of patients can cover both the voluntary and involuntary sharing of health-related

data about patients.
Chapter 2

The second chapter dealt with the ethical arguments that could support the moral duty of
patients to share data. First, the chapter explored how eHealth tools facilitate patients' active

and passive engagement in health data sharing and the positive and negative aspects of such
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engagement. It showed that the notion of patient empowerment might not sit well with patient
data sharing as it might create burdensome responsibilities for the patient. Moreover, the
conceptualisation of this notion remains unclear to date. It also showed that a responsibility
might not be upheld in terms of commercial devices and the involvement of commercial

stakeholders such as pharma companies and other private entities.

In the second step, the chapter elaborated on the ethical concept of moral responsibility. It
concluded that the concept of a moral responsibility as a duty or a moral responsibility as a
virtue could sit well with the moral responsibility of patients to share (health) data. Following
up on the ethical analysis, the chapter presented the pros and cons of four mainstream theories
in terms of a patient’s ethical responsibility. The chapter mapped the arguments in favour of a
moral responsibility based on the characteristic elements embedded in deontology,
utilitarianism, communitarianism, and care ethics. The analysis of the ethical theories

demonstrated that each of these theories generally supports the sharing of patient data.

- Deontology: 1t concluded that the deontological account could justify a moral
responsibility from the traditional Kantian view and the contractual Kantian view. The
conventional view regards consent as the essential means for exercising an individual’s
autonomy. The contractual theory may presuppose an individual’s consent in
consideration of the united will of many.

- Utilitarianism: The utilitarian account can support a moral responsibility to share data
based on the argument of beneficence.

- Communitarianism: Both the strict communitarian and the responsive communitarian
view commit themselves to one objective: protecting the common good.

- Care ethics: The ethics of care account could support a moral responsibility where

people feel genuine empathy for others.

With a view to the arguments arising from the utilitarian, communitarian, and care ethics
account, the chapter concludes that these theories provide grounds beyond consent. Such
flexibility can generally enhance the use of patient data for the advancement of healthcare,

research, and public health.

Furthermore, the chapter presented the commonalities and differences between these ethical
theories. Remarkably, the ethical theories overlapped in relation to the features of duty,
voluntariness, the common good, and collectiveness. In regard to the latter, the aspect of
collectiveness calls for an indirect responsibility to share data with other stakeholders involved

in patient data sharing.
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Finally, despite the arguments existing in favour of a moral responsibility, the thesis identified
ethical constraints relating to establishing a moral responsibility to share patient data. The
analysis presented that some limitations are inherent to ethical outlooks (internal constraints),
while others exist due to conflicting moral values (external constraints). For instance, internal
limits occur because the utilitarian risk-benefit calculus fails to protect minorities and
vulnerable patients adequately. Another internal limit is the unsolved discussion surrounding
common ethical notions, such as the notion of “community” rooted in the communitarian school
of thought. External constraints arise in relation to other critical ethical concepts, which are
generally not found in any of the four mainstream theories. For instance, a moral responsibility
fails to address the principle of non-maleficence, which also covers the medical confidentiality

principle that healthcare professionals are bound to respect.
Chapter 3

In the third chapter, the privacy, data protection, and confidentiality legislations were analysed.
The chapter revealed the legal obstacles to fulfilling an alleged moral responsibility of patients
and researchers to share patient data.

The chapter identified the difficulties in delineating between pseudonymised and
anonymised data as an obstacle to an alleged moral responsibility of patients to share health-
related data. Furthermore, algorithmic capabilities and the rapid advancement in re-
identification techniques create further problems in maintaining anonymity in the long term. In
addition, sharing health-related data that originates from a multitude of sources leads to an
increased risk of re-identifying data subjects.

Unique problems exist concerning the processing of genetic data, as the anonymisation
of genetic information is said to be unattainable according to the current state of affairs. Genetic
testing raises additional challenges: firstly, genetic testing does not necessarily create “clinical
benefit”. Patients themselves have to decide if the test results are beneficial for them. Genetic
tests offer accurate research results but do not shield patients from potential psychological or
other (possibly unknown) risks. It is, therefore, necessary to support patients in their decision-
making process when assessing the risks and benefits of genetic testing.”** Secondly, its results
can affect not only the individuals providing the data but reveal outcomes related to their
families and relatives.”>* Instead of seeking consent from every family member, the patients are

usually asked to consult with their family to discuss the effects of genetic testing. However,

733 Burgess MM (2001) Beyond consent: ethical and social issues in genetic testing. Nature Reviews Genetics
2:147-157, p. 147-148.
754 Burgess MM (2001) ibid., p. 147.
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even if some family members decide not to learn about the testing results, the testing will still
take place as the patient’s consent will overrule the other family members’ “right not to

know” 755

Moreover, this chapter presented the different legal bases that may apply to health data sharing
to improve healthcare, research, and public health. Special attention has been paid to the legal
grounds of consent, scientific research, substantial public interest, and public interest in the area
of public health.

Informed consent is a means to protect the individual’s autonomy when data about them
is being processed. It was identified that the current conception of specific consent generally
hampers the exchange of patient data. Consent might not constitute an actual impediment as
such but may require a more dynamic implementation to satisfy the needs of the traditional
Kantian outlook. New approaches to consent (i.e., broad consent, dynamic consent, tiered
consent, meta consent) provide attractive incentives to ease patient data sharing. Yet, in the
healthcare environment, patients are naturally in a weaker position when they seek physicians
and researchers for help. The EDPB highlighted that this might become a problem where an
imbalance of power exists, disqualifying consent as an appropriate legal basis.”*® However,
consent still appears to remain the tool of choice for preserving a person’s dignity and
autonomy. A reason for this could be the fact that a patient is required to provide different types
of consent, namely consent for data processing (GDPR), consent for participation in research
(clinical trial), or consent for healthcare (Helsinki Declaration).

The legal bases allowing the processing of (health) data for scientific research, public
interest, public health, and secondary use generally support a moral responsibility of patients.
The concept of scientific research is, however, becoming blurred due to the variety of
stakeholders involved in patient data sharing. As shown earlier, the increased involvement of
private stakeholders seems to go against a moral responsibility to share data. Furthermore, the
approach taken by the Council of Europe Recommendation and by the new Data Governance
Act, which both favour consent as a legal basis for processing personal data for scientific
research, seems to be at odds with a moral responsibility of researchers to share patient data
further, helping patients to satisfy their moral responsibility.

With regards to the processing of personal data and health data for (substantial) public

interest and public health purposes, the main issues lie in the lack of a clear definition. The

55 Burgess MM (2001) ibid., p. 149.

736 EDPB (2019) Opinion 3/2019 concerning the Questions and Answers on the interplay between the Clinical
Trials Regulation (CTR) and the General Data Protection regulation (GDPR) (art. 70.1.b)). Adopted on 23
January 2019, p. 6, para. 18-20.
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Council of Europe regards the notions of public health and public interests as two distinct
concepts, whereas, from the GDPR’s perspective, public health seems to be a subcategory of
public interest. The complexity of the problem is further exacerbated where health data is being
processed, which requires a substantial public interest, a concept that the Member States have

not clearly defined yet.

Concerning the secondary use of health data, the compatibility assumed between the initial and
further processing would generally support a moral responsibility to share data. The Council of
Europe Recommendation, however, suggests that compatibility for further processing cannot
be assumed where the initial processing was based on the data subject’s consent. On the
contrary, the GDPR does not look at which legal ground the initial processing was based on.
Instead, it gives preference to the purpose for which the data is further used, including scientific
research, public interest, and historical research purposes. Provided the compatibility clause
applies, a new legal basis for further processing would not be required. Interestingly, yet not
evident from the GDPR, the EDPB holds the opinion that the compatibility rule does not apply
to the further sharing of patient data collected by physicians unless national legislations regulate

otherwise.”’

The chapter identified an evident tension between confidentiality legislation and a moral
responsibility to share health data. The confidentiality of health data has continuously been
identified as an imperative principle in jurisprudence under Article 8 ECHR. Exceptions to this
rule are rare and primarily embedded in national legislation.

The chapter analysed if and to what extent the data subject’s rights and patients’ rights
enable patients to exercise their moral responsibility to share their data. It presented the
restricted possibilities to use patients’ data portability rights under the current aforementioned
legislations. Data access rights may be granted to patients with regard to their medical records
unless their health or wellbeing may be jeopardised. The right to information is an essential
right of patients in order to receive adequate information about their health. However, outside
of the scope of the GDPR, the Council of Europe Recommendation and national legislations
have integrated the right not to know or the right not to be informed, which creates drawbacks

to the moral responsibility of patients.

STEDPB (2021) EDPB Document on response to the request from the European Commission for clarifications
on the consistent application of the GDPR, focusing on health research, Adopted on 2 February 2021, p. 7, para.
22.
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Besides, the GDPR and the Council of Europe Recommendation allow the Member
States to implement derogation in restricting provisions in relation to the processing of health

data, including data subjects’ rights and legal grounds.

That being said, these steps scrutinised the leading research question of how a moral duty fits

into the existing confidentiality, privacy, and data protection legislations.

Section 3: Recommendation (de lege ferenda)

3.1 Introduction

In respect of the thesis findings, the following section will elaborate on recommendations for
possible adaptations of the existing privacy, data protection, and confidentiality legislations.
The aim of this section is to provide suggestions as to how the law can be adapted in order to
facilitate a moral duty to share data, and not to translate a moral duty into a legal one. For one
thing, the ethics chapter has presented the ethical barriers or considerations which argue against
such a translation. For another, the translation of a moral duty into a legal duty carries with it a
high threshold, including, for instance, the conduct of a risk impact assessment, being outside
of the scope of this thesis. That said, Section 3 will focus on the legal concepts relevant for
exercising a possible moral duty to share data, as these can facilitate a duty. These concepts are
namely consent, data portability, and the sharing of personal data and health data for the public
good. Various considerations as to how they can support the moral responsibility of patients
better will be explored throughout the following paragraphs. Furthermore, the thesis will outline
relevant views and opinions of national ethics committees or codes of conduct regarding the
topics of consent and organ and tissue donation, serving as practical examples and comparisons

supporting the establishment of practical suggestions.

3.2 General Concepts
eHealth

The concept of eHealth encompasses multiple electronic means, which can be commercial as
well as medical devices. However, the quality of the data collected by commercial devices can
be lower compared to the data collected by medical devices. With increased data quality, the

sensitivity of the data increases. Given the delicate nature of health data in the provision of care,
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the thesis suggests creating a clear distinction between services and devices using health data
for commercial purposes and health data for healthcare and public interest purposes. Against
this background, it is essential that Member States identify a common approach in determining
the legal grounds for the usage of eHealth tools. For instance, Austria considers the use of the

t’38 whereas the

national electronic health care record called “ELGA” a matter of public interes
use of the electronic patient file in Germany is based on consent and voluntariness’>. Such a
diverging approach leads to an imbalance in the availability of electronic health record data,
and, thus, provides room for improvement to enhance a moral responsibility of patients to share

data.
Data sharing

The notion of data sharing is an overarching term. The transparency principle requires data
controllers to determine the purpose for the health data processing concretely and communicate
this to the data subject accordingly. The data subject must be informed about how the data is
shared. Does the data about the individual remain at the storage location? Does one party merely
access the data or is it transmitted to another party? Furthermore, the concept of data sharing
does not only cover voluntary actions. Data may also be shared if the data subject did not agree
to it, provided that a valid legal basis applies. This offers great potential to support the sharing

of health-related data based on various altruistic reasons.
Health-related data and data concerning health

Naturally, data processed in the medical context is sensitive simply due to the context in which
it is being processed. It would be in favour of a moral responsibility to distinguish clearly
between personal data and health data due to the different levels of protection that the data
protection legislations set out for both data types. However, the sensitivity of the data is not
merely determined by the nature of the data itself. The context in which data is processed can
increase the sensitivity depending on the available personal data (e.g., if the personal data in
combination with other personal data can reveal sensitive data). Furthermore, the purpose for
which the data is processed is inevitably the ultimate indicator for determining the intensity of
the sensitivity. Therefore, it is logical that all personal data and health data processed for
medical purposes are sensitive medical data.

Consequently, the term health-related data may fit better where data is processed for

medical purposes. Nonetheless, data subjects should not be deprived of their protection.

738 See Section 13(1) Health Telematics Act 2012 (Austria).
75 Bundesministerium fiir Gesundheit (2021) Die elektronische Patientenakte (€PA).
https://www.bundesgesundheitsministerium.de/elektronische-patientenakte.html.
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Protection should be granted while the full use of the data should be facilitated. One does not
exclude the other. We see this in particular in Articles 9(j) and 89 GDPR, promoting research
and the approach to broad consent in Recital 33. A pivotal consideration in achieving data
quality is for data controllers to find the data that they need. This solution is already embedded
in the GDPR in form of the necessity principle.

3.3 Consent

As the ethical analysis has shown, the traditional Kantian view regards consent as a fundamental
means for protecting one’s autonomy, which is the central value to secure. Whilst new
approaches to informed consent are promising means to satisfy a moral responsibility of
patients to share data, dynamic consent might be the preferable option from the Kantian
perspective. Dynamic consent complies with the specificity requirement and allows patients to
consider, but also reconsider, their approval for the use of the data on a continuous basis. A
traditionalist might argue that consent must be sought for every data processing operation, i.e.,
the primary use and any further use of one’s data. For patients to maintain control over their
personal data, consent would be the preferable legal basis. Furthermore, to ensure control of
data subjects over their data, researchers may access the patients’ data from a secure platform
instead of transmitting the data to numerous researchers (e.g., for the training of federated
learning models).

The data altruism consent set out in the DGA seems to stretch the specificity
requirement, similar to the concept of broad consent. Although broad consent has generally
been considered acceptable as per Recital 33 GDPR, the data altruism consent seems broader
than the idea laid down in Recital 33 GDPR. Recital 33 GDPR focuses primarily on the same
or similar research projects. The data altruism consent is more expansive than this, as it is still
uncertain who will access the data and for what research project. Data subjects are not informed
about the identity of the data controller who will access the data at the time of the data
collection. Data altruism consent implies that the data can be used for multiple projects as long
as they serve an altruistic purpose. To this end, it is important that data intermediaries hold a
logging file, specifying whose data was accessed, what kind of data was accessed, when, and
for what reason. Contrary to the current EDHS draft, data subjects should be allowed to direct

their question to data intermediaries’®’, who have an overview of the data sharing details.

760 See also EDPB-EDPS Joint Opinion 03/2022 on the Proposal for a Regulation on the European Health Data
Space. Adopted on 12.07.2022.
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But would a Kantian agree to this broadly defined data altruism consent? If it is the
discretion of the individual to decide if and how they want to share their data, then the answer
is probably yes. A Kantian might agree that it should be at the disposal of the patients to decide
how broad or narrow their consent is, depending on the data subject’s wishes. They may also
be able to determine what kind of information or how much they want to obtain to make an
informed decision. In this respect, meta-consent may be an option to implement the patients’
wishes, including the decision about whether personal data or anonymised data should be
shared.

Giving individuals the option to decide if anonymous data should be shared might not
be evident at first due to the existing data protection legislation. The GDPR excludes the
processing of anonymous data from its scope. This is not to be confused with the anonymisation
process. Transforming personal (health) data into anonymised data is a data processing activity
involving personal (health) data, which, as such, is subject to the GDPR. The further sharing of
this anonymised data is not. However, this may be a paradox problem for the following reason.
On the one hand, anonymisation is a preservatory tool for protecting a person’s autonomy. On
the other hand, the data subject does not even know that their anonymised data is being shared.
Considering the increased risk for re-identification where data is shared and combined from
various sources, a Kantian might conclude that the sharing of anonymised data also requires
their agreement.’®! The patients’ data subjects’ rights are compromised when data is collected
in an anonymised form or on a legal basis other than consent. Pseudonymisation ensures that
patients can execute their moral responsibility through data portability and that interesting
medical results can be traced back to the patients for their benefit.”®?

Therefore, instead of applying anonymisation techniques, pseudonymisation might be
preferable in order to allow individuals to trace their data. The individual needs to decide if he
or she wants the data to be anonymised or pseudonymised. This is important because it can
have an impact on the fact whether patients will get benefits in return (e.g., information on
newly developed medication or other medical findings). If the data is pseudonymised, then this
will be possible. If the data is anonymised, then the identity of the data subject may not be
traced back. The current legislation, in particular Article 5(1)(e) in conjunction with Article
89(1) GDPR, determines that pseudonymisation is only possible as far as the purpose allows.
In other words, the identification of an individual should only be possible insofar as it is

necessary for the purpose. Otherwise, the data controller has to anonymise or pseudonymise the

761 Vedder A, Spajic D (2023) Moral autonomy of patients and legal barriers to a possible duty of health related
data sharing. Ethics and Information Technology 23:25.

762 Townend D (2018) Conclusion: harmonisation in genomic and health data sharing

for research: an impossible dream?. Human Genetics (2018) 137:657-664, p. 660.
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data if the purpose can be fulfilled. In respect of the Kantian view, a relaxation of the storage
limitation principle may be needed to the extent that the data protection law should include a
possibility for the data subject to decide, if desired, how long data should be pseudonymously
stored. As stated earlier, a Kantian might argue that it is not enough to refer to the compatibility
clause or to rely on another legal basis for the further processing of personal data. Data subjects

would have to consent again to any further processing.

In this context, Article 4(d) Council of Europe Recommendation seems to integrate a Kantian
approach, as it states that the data should, as far as possible, be collected from the data subject.
Only where data subjects are not in a position to provide the data, they can collect it from other
sources provided that the data is necessary.

There may be competing interests when focusing on genetic information. This
information can generally relate not only to the patient but also to their relatives and family. To
this end, the autonomy of each person involved competes against each other. Otherwise, one
might use others as a means to an end.”®® Mostert et al. have questioned consent as an adequate
tool for sharing genetic data and emphasise the implementation of safeguards. For the
processing of genetic data, a safeguard can be the purpose limitation principle, suggesting to
use the data only for the purpose that it has been collected. Anonymisation seems to be
questionable in the case of genetic data, perhaps even impossible.’®* However, this would not
be of detriment, since the sharing of anonymous data would not be preferable from the Kantian

perspective.

Notwithstanding the above, the contractual Kantian approach illustrated that consent could be
presupposed where it is based on the unified will of a whole of people, supporting the
implementation of an opt-out system for consent. But how could such an opt-out approach be

facilitated?
Use case: deceased organ and tissue donation

Consent to deceased organ and tissue donation has been treated differently across countries,
and thus may serve as a use case to understand the considerations behind the implementation

of an opt-out approach to consent.

763 Townend D (2017) Privacy, Politeness and the Boundary between theory and practice. In: Capps P, Pattinson
S (eds.) Ethical Rationalism and the Law. Oxford: Hart Publishing, p. 171-189.

764 EDPB (2021) EDPB Document on response to the request from the European Commission for clarifications
on the consistent application of the GDPR, focusing on health research. Adopted on 2 February 2021, p. 12.
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In some countries, like in Austria’® or the United Kingdom (England)’®®, consent to
organ donation has been presumed, requiring citizens to opt-out if they do not wish to donate
their organs. An individual’s decision will typically have to be registered (e.g., through an organ
donor card), but even if citizens did not opt-out before their death, the possibility to donate the
decease person’s organs might still be possible. To this end, care professionals will consult with
the deceased relatives in order to understand whether the individual has made a decision before
his or her passing.”®’

In other countries, citizens have to actively consent to deceased organ transplantation.
For instance, Germany implemented an opt-in approach to organ donation according to which
individuals should have communicated their agreement implicitly to their relatives or
physician.”®® A written agreement is not required. If individuals did not express their decision,
a donation might still be possible according to the “extended consent solution” (erweiterte
Zustimmungslosung), based upon which closed relatives can decide according to their ethical
discretion. The deceased person’s relatives can consent to the donation provided the responsible
physician informs them sufficiently about the possibility of donating and its consequences. The
essential requirement and idea behind this approach is, thus, that the individual and citizens
receive a profound amount of information, such as about legal matters (e.g., concerning the
consequences of the donation itself or the patient decree) and the meaning of the donation for
ill organ recipients.”®

Against this background, it is essential to note that there are differences between the
permission given for organ donation and data processing. One of them is that the decision on
organ and tissue donation is valid after death, whereas only living data subjects enjoy protection
under the General Data Protection Regulation. Still, the comparison illustrates that the opt-out
consent requires sufficient information to achieve transparency for the person at stake and

society in general to have a real choice.

As a result, the technological design of consent is equally important as the material conditions

for consent. In order to comply with the transparency principle and for the data subject to be

75 See here: Osterreich.gv.at. Widerspruch gegen die Organspende.

https://www.oesterreich.gv.at/themen/gesundheit und_notfaelle/organtransplantation/3/Seite.2510007 . html.

766 NHS, Understanding consent for organ donation. https://www.organdonation.nhs.uk/helping-you-to-
decide/about-organ-donation/consent/.

767 NHS, Understanding consent for organ donation. https://www.organdonation.nhs.uk/helping-you-to-
decide/about-organ-donation/consent/.

768 German Ethics Council (Deutscher Ethikrat) (2016) Hirntod und Entscheidung zur Organspende, p. 38-39.
Ireland implemented an opt-in system for organ and tissue donation in place while a legislative initiative towards
the transposition of an opt-out system is currently under debate, see here:
https://www.citizensinformation.ie/en/health/health _services/blood and organ donation/organ and body donat
ion.html.

769 German Ethics Council (Deutscher Ethikrat) (2016) Hirntod und Entscheidung zur Organspende, p. 38-39.
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informed, the technical implementation and adequate governance models are imperative.”’® For
instance, if data subjects opt out of data sharing or withdraw their consent, all data controllers
that the data has been shared with must also delete the data. Ideally, the consent mechanism
might have an integrated information system that automatically informs all data recipients who

have received the data and tells them to delete the data or automatically deletes it.

3.4  Data Portability

Maintaining an individual’s autonomy has many facettes, and consent is not the only means to
empower individuals. From the perspective of a moral responsibility to share data, more
flexibility for data subjects to exercise their right may be desired. The right to data portability
should apply to all legal bases instead of being limited to consent and contract, as the data
collected for public interest reasons could be valuable for other altruistic purposes. The fact that
individuals cannot share useful and good quality data collected in the public interest for other
public interests seems somewhat inconsistent to support the improvement of healthcare and
research efficiently and increase collaboration. Data altruism consent is undoubtedly an
estimable means to increase the use of data for charitable purposes. However, it can create
confusion if considered a tool for porting data under the Data Governance Act. Considering
consent as a tool for data portability blurs the line between a data subject’s rights and consent
as a legal basis, possibly suggesting that a data subject’s rights may not be applicable if consent
already constitutes the data portability right. Besides, it is also difficult to distinguish this type
of data altruism consent from the previously introduced concept of data donation.
Consequently, the right to data portability as a data sharing tool should be strengthened since it
can facilitate the transmission of health-related data for purposes that are at the heart of a person

(e.g., to share data for a specific or rare disease that can foster the development of a remedy).

3.5 Right to erasure and rectification

The legal analysis showed that both the right to erasure and rectification are restricted through
the GDPR and national legislations specifying Article 17 GDPR. This leads to the problem that
patient records may contain partially wrong data about the patients’ health. Considering that

the use of inaccurate information can be detrimental to the successful improvement of

770 Mostert M et al. (2016) Big Data in medical research and EU data protection law: challenges to the consent or
anonymise approach. Eur ] Hum Genet. 24(7):956-60, p. 959.
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healthcare, research, and public health, the section derives to the conclusion that the data
subject’s requests for the deletion or rectification of the data at stake should be assessed not
merely with a view to its relevance for the patient’s treatment, but also with regard to its

relevance for the further use for improving the provision of healthcare in general.

3.6 Sharing for the public good

The ethical analysis identified that sharing health-related data for the common good requires a
collectiveness. The principle of collectiveness indicates that all participants involved in data
sharing must be committed to the objective of working for the public good. Achieving the public
good requires coherence in the commitment to work towards this common goal by all
stakeholders. As all participants have to commit to this goal, the stakeholders cannot use the
data to gain profits. If the data subject provides data for the public good, the purpose for the
further use of this data must remain the public good.

As the public good can be different for every community, every community has to define
what the public good is that the data is being used for. For instance, if data is collected for the
good of vulnerable people, the data needs to be used only for this specific community. The
further use of data may only be possible, if the data serves a similar or the same purpose of the
original community or if the original community is also part of the community that the reuse of
data serves. This requires data controllers to assess the relevance of the data for further use and
the sharing. Compatibility may only be assumed to the extent where it is used for the same
purpose within the same community. For instance, data collected for the research of rare
diseases, may only be shared for another research project if it also pursues research of the same
or a similar disease. Data collected for the research of rare diseases may not be shared for other
research purposes, as the rare disease community does not form part of the other community.
The data controller is required to determine who is part of the community and to whom data
can be sent. With regard to the technical implementation, sharing for the common good under
utilitarianism would allow the transfer of data within the EU automatically.

Despite sharing data based on the compatibility clause, patient data may be further
shared based on other legal grounds, including reasons for scientific research or substantial
public interest. The analysis has shown that legal uncertainty exists in terms of what these
notions entail. Particularly the legal ground for substantial public interest requires further
scrutiny, as Member States have yet to fill the gap due to a lack of definition as to what is a
substantial public interest. This provision is currently an empty legal ground considering that

can be barely used for the processing of data concerning health. Furthermore, the high threshold
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of substantial public interest, serving “pressing social needs” according to European case law,
seems difficult to reach if it is not unattainable. Filling the definition will also help understand
whether scientific research and similar reasons for improving healthcare’”! will fall under this

provision or not.
The view of ethics committees

Even though consent does not legally take precedence over other legal grounds (i.e., scientific
research, compatibility clause etc.), national and local ethics committees still seem reluctant to
apply them. In medical research, obtaining explicit consent from research participants has been
common practice in order to ensure transparency and trust. Patients and research participants
should receive all the relevant information in terms of potential perils before providing their
health-related data. Preserving transparency seems to be particularly challenging when it comes
to the reuse of information for a different purpose than that it was previously collected. The
German Ethics Council, for instance, points to the problem that the reuse of genetic data stored
in biobanks can result in the random revelation of disease-related gene mutations, which affect
patients and their relatives.”’? Providing the necessary information about the risks has thus been
considered important in achieving transparency. Consequently, transparency is a substantial
facilitator for sustaining trust in the second stage of data sharing, when the patient’s data is
further used and shared among researchers and others. A lack of transparency creates an opaque
“web” of data-sharing stakeholders, which leads to a reduced trust of patients in data sharing
and subsequently impacts the sharing of data in the first data-sharing order adversely.
Transparency can be a facilitator for trust, and, thus, should be used as an enabler to motivate

individuals to share data.
Jurisprudence

Against this background, notice should be taken of the CJEU’s decision from January 2023 in
the case RW vs Osterreichische Post AG””>. In the case at stake, the court emphasised the need
for transparency and easily understandable information, as required under Articles 13 and 14
GDPR, that ought to be provided to data subjects whose data is being transmitted. More

concretely, the court concluded that data controllers must communicate each data recipient

71 See EDPS (2020) A Preliminary Opinion on data protection and scientific research, p. 23. For instance, some
of the questions one might pose could be: Does research benefitting a minority or majority fulfil the threshold of
substantial interests? Must it concern severely affected (e.g., cancer patients), or people with rare diseases? Are
matters of urgency substantial (e.g., outbreak of a pandemic)?

772 German Ethics Council (Deutscher Ethikrat) (2018) Big Data und Gesundheit — Bericht iiber die dffentliche
Befragung des Deutschen Ethikrates, p. 10.

73 CJEU, case of RW v. Osterreichische Post AG, C-154/21, ECLI:EU:C:2023:3, Judgement of 12.01.2023.

198



specifically to the data subject whose data is being transmitted (see Articles 13(1)(e), 14(1)(e)
GDPR), and referred to Recital 39, stating the data subject’s right to receive information “on
the identity of the controller and the purposes of the processing and further information to
ensure fair and transparent processing”. The CJEU subsequently concluded that providing
merely the categories of recipients of the personal data, in general, does not fulfil the
transparency principle, as the information provided “must be as precise as possible”.””* Each
individual should have the right to know for which purpose their data is being processed and
for how long it is being stored. The court also highlighted the function of the right to
information, which facilitates that data subjects can verify whether the processing is lawful and
effectively exercise the right to erasure, rectification, and restriction of processing as per
Articles 16, 17 and 18 GDPR. As a result, Articles 13(1)(e) and 14(1)(e) GDPR include a
prioritisation: data controllers are obliged to communicate the identity of every data recipient,
especially where data has already been disclosed.””> Where it is impossible to provide the
recipient’s identity, data controllers can communicate the categories of data recipients. The
latter is supported by the consideration that data protection is not an absolute right (see Recital
4 GDPR) and that the identity of a data recipient might yet be unknown in certain
circumstances.’’® This decision will also impact the sharing of data with third parties, and
should be regarded as a good example of how transparency can be increased to facilitate trust

in data sharing.

3.7 Final note

The final chapter has outlined the conclusions derived from the first three chapters,
summarizing the ethical arguments for and against a moral responsibility of patients to share
data as well as the current legal definitions and requirements relevant to patient data sharing
(the lege lata). These findings have built the ground for creating suggestions to facilitate a moral
responsibility of patients in the law (de lege ferenda). It is essential to again emphasise that the
thesis did not intend to turn a moral responsibility to share data into a legal one. The current

confidentiality, privacy and data protection legislations are already the result of balancing an

774 1bid., para 42-43. This approach also aligns with the EDPB’s view: the EDPB suggested that all organisations

wishing to share data based on the data subject’s original consent should be enlisted and communicated to the
data subject in order for consent to be informed (see: EDPB (2020) Guidelines 05/2020 on consent under
Regulation 2016/679, Version 1.1, Adopted on 4 May 2020, p. 16).

75 1bid., para. 39.

776 Ibid., para. 47-49; Besides, the CJEU clarified that providing categories of data recipients may suffice when
access requests “are manifestly unfounded or excessive within the meaning of Article 12(5) GDPR” (see ibid.,
para. 51).
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individual’s interest in privacy and data protection with the public interest in healthcare
improvement. The moral responsibility of patients can be one element when balancing an
individual’s interest and the public interest. The legal analysis has shown that too much weight
given to privacy and data protection can impede the facilitation of a moral responsibility of
patients. Beyond this, it has become clear that transparency is a pivotal element on multiple
levels in supporting trust in data sharing and sustaining a potential moral responsibility of
patients, especially where ethical theories seek to secure an individual’s free will and one’s
autonomy in general. Without transparency, patients may not share their data with care
providers in the first place. Opt-out approaches to consent may not work and may not be
supported by patients if the further use of their data is not transparent enough. The lack of
transparency and trust can lead to a risk of losing valuable data for improving research,
healthcare, and public health. It is therefore paramount to protect them during the balancing of

interests.
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