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Abstract of the thesis 

This thesis represents the conclusive outcome of the European Joint Doctorate programme in 

Law, Science & Technology funded by the European Commission with the Marie Skłodowska-

Curie Innovative Training Networks actions as part of the H2020, grant agreement no. 814177. 

The grant supports the Rights of Internet of Everything project conceived as a multidisciplinary 

investigation of one of the major technological trends, going beyond the Internet of Things 

(IoT) era: the Internet of Everything (IoE). In its primary definition1, IoE is conceived as the 

networked connection of people, process, data, and things. The main assumption of the project 

is that IoE requires knowledge which is not only limited to computer science and engineering, 

but also includes law, social sciences, philosophy, and ethics. It requests a multidisciplinary 

perspective. The investigation is organised into five (5) work packages (WP): Internet of Data 

(WP1), Internet of Things (WP2), Internet of Persons (WP3), Internet of Healthcare (WP4) and 

Internet of Money (WP5).  

This thesis aims to cover the legal part of WP1 (Internet of Data), focusing on Big Data 

Analysis Systems in IoE environments for managing Privacy and Data Protection: 

pseudonymity, de-anonymisation and the right to be forgotten.  

It is structured in six chapters, and it is based on empirical legal research and legal analytics. 

The first chapter aims to present the subject matter and the research strategy, framing the 

research context, and defining the research questions. Moreover, it presents the methodology 

of the research, defining the research method. 

Chapter two presents the main characteristics of Big Data and Internet of Everything 

environments and investigates the challenges posed to privacy and data protection by such 

technologies. It defines the legal framework in force, discussing the meaning of identification 

and the consequent issue of de-anonymisation/re-identification, in light of Article 17 of the 

General Data Protection Regulation (GDPR) that grants the right to erasure (right to be 

forgotten). The chapter elaborates on the impasse created by Art. 17 in force and the issue of 

de-anonymisation, as due to technological development, coordinating law with reality becomes 

challenging. Therefore, it presents an explorative literature review on the issue of de-

anonymisation/re-identification, discussing the technological development of such issue.  

 
1 Cisco and Qualcomm where among the first companies providing a definition of Internet of Everything. As 

references: https://www.cisco.com/c/dam/en_us/about/business-insights/docs/ioe-value-index-faq.pdf ;  

https://www.qualcomm.com/news/onq/2015/05/13/internet-everything-works-everyone  

https://www.cisco.com/c/dam/en_us/about/business-insights/docs/ioe-value-index-faq.pdf
https://www.qualcomm.com/news/onq/2015/05/13/internet-everything-works-everyone
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This chapter lays the ground for an objective and subjective analysis on the feasible level of 

data anonymity in the light of the issue of data de-anonymisation/re-identification, respectively 

presented in Chapter three and Chapter four. 

The Chapter three investigates the issue from an objective perspective, questioning on the 

meaning of identification and re-identification on a semantic level, as defined in the GDPR and 

in the Free Flow Data Regulation (FFDR). Starting from the main difference above which the 

whole legal system on data flow is built, personal data and non-personal data, the chapter 

questions how to grant anonymity relying on the data processing models introduced by the 

GDPR: anonymisation and pseudonymisation. The analysis is carried out considering not only 

the interaction between GDPR and FFDR, but even in the light of the new regulation on data 

governance, the Data Governance Act (DGA). 

The Chapter four explores the issue from a subjective perspective, focusing on how to grant 

data anonymity with the proliferation of roles and responsibilities among stakeholders involved 

in the processing and reuses of data. Analysing the different models proposed in the DGA, it 

investigates the span of the de-anonymisation/re-identification issue in data reuses as framed 

in the DGA, considering the main technological novelties introduced by the new regulation. In 

addition, it briefly explores the dialectic tension between the general interest in DGA and the 

public interest in the GDPR. 

The Chapter five presents a legal empirical observation of the data de-anonymisation spectrum 

in further data processing and data sharing, providing empirical evidence on the reasonability 

of the in-force art. 17 of the GDPR in the light of the legal framework, considering the 

forthcoming implementation of the DGA and Data Spaces. 

Finally, the Chapter six presents the conclusions of the thesis. 
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Short Abstract of the Chapter  
 

This chapter presents the research framework, providing the research background and 

explaining its main legal premises. The methodology and methods of the research are then 

presented, which is further supported by an empirical legal observation of technological 

development on the risk of de-anonymisation/re-identification.  
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1.1. Research Context  
 

The thesis investigates the Rights of Internet of Everything (IoE), conceived as a 

multidisciplinary perspective of one of the major technological trends going beyond the 

ongoing Internet of Things (IoT) era [1]. In its primary definition2, IoE represents an 

interconnected world, a networked connection of people, process, data, and things. 

 

 

 

Fig. 1. Internet of Everything (IoE) connecting People to People (P2P), Machines to Machines (M2M) and People 

to Machines (P2M) relying on Big Data Analytics and granting Knowledge Processes 

 

IoE represents a new paradigm in data processing, extracting, and analysing real-time data 

collected from heterogeneous sources [25]. Despite the unquestioned potential of IoE, few 

issues and challenges have been identified, especially regarding insights about the knowledge 

process [2–4]. This generates the need to design and implement appropriate IoE environments, 

from the initial phase [5], investigating the relationship between data, information, and 

knowledge. IoE represents a source of data allowing its processing, analysis, and reuses, to 

 
2 Cisco and Qualcomm were among the first companies to provide a definition of Internet of Everything. As 

references: https://www.cisco.com/c/dam/en_us/about/business-insights/docs/ioe-value-index-faq.pdf ;  

https://www.qualcomm.com/news/onq/2015/05/13/internet-everything-works-everyone  

Process

People

Data
Things

(Machines)

https://www.cisco.com/c/dam/en_us/about/business-insights/docs/ioe-value-index-faq.pdf
https://www.qualcomm.com/news/onq/2015/05/13/internet-everything-works-everyone
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discover patterns, as well as to infer information. In the IoE, the network captures data related 

to individuals, as nodes of the network connected with non-human objects, like sensors and 

actuators. As such, from a mere legal point of view, the network captures data related to 

individuals which, by legal means, are considered personal data as defined in art. 4 of the 

General Data Protection Regulation3 (GDPR) like any information related to an identified or 

identifiable natural person.   

De facto, according to the European legal framework in force, data management requires the 

nature of data to be assessed to consequently identify the rules to be applied. While non-

personal data can freely flow in the Digital Single Market, personal data can flow provided that 

some conditions are met. The GDPR imposes certain requirements and limits the free 

circulation of personal data. Only if the processing grants anonymity, thus impacting the nature 

of data, changing it from personal to non-personal, such requirements and limits no longer 

apply and the GDPR becomes no longer applicable, giving way to the Free Flow Data 

Regulation4 (FFDR).  

However, the border line between anonymity and identifiability introduced in the GDPR, albeit 

in its non-compulsory part, in Recital 265, seems uncertain and unclear [6, 7]. Moreover, in line 

with the accountability principle, the GDPR does not request any specific control, or audit on 

the anonymous nature of data for allowing further processing. As anticipated, anonymised data 

will fall outside of the scope of the regulation, provided that personal data are rendered 

anonymous in such a manner that the data subject is not or no longer identifiable.6  

 
3 Regulation (EU) 2016/679 of the European Parliament and Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (General Data Protection Regulation). 
4 Regulation (EU) 2018/1807 of the European Parliament and Council of 14 November 2018 on a framework for 

the free flow of non-personal data in the European Union. 
5 Recital 26 of the GDPR states: “The principles of data protection should apply to any information concerning 

an identified or identifiable natural person. 

Personal data which have undergone pseudonymisation, which could be attributed to a natural person by the use 

of additional information should be considered to be information on an identifiable natural person. 

To determine whether a natural person is identifiable, account should be taken of all the means reasonably likely 

to be used, such as singling out, either by the controller or by another person to identify the natural person directly 

or indirectly. 

To ascertain whether means are reasonably likely to be used to identify the natural person, account should be 

taken of all objective factors, such as the costs of and the amount of time required for identification, taking into 

consideration the available technology at the time of the processing and technological developments. 

The principles of data protection should therefore not apply to anonymous information, namely information which 

does not relate to an identified or identifiable natural person or to personal data rendered anonymous in such a 

manner that the data subject is not or no longer identifiable. 

This Regulation does not therefore concern the processing of such anonymous information, including for 

statistical or research purposes.” 
6 See Recital 26 of the GDPR.  
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Therefore, the importance of exploring this field lies in the growing need to ensure data re-uses 

without sacrificing privacy and data protection.  

In recent decades, the most traditional technical approach for rendering data anonymous has 

been anonymisation. It stemmed from the statistical community with the establishment of 

National Statistical Institutes (NSI), but recently, it has been proven that such an approach does 

not work effectively in many cases [8–11]. However, the GDPR still recalls it with 

pseudonymisation, as one of the two models for granting compliancy while protecting data and 

privacy of the data subjects.  

In this sense, current trending topics in the field mainly investigate new technologies for 

granting data anonymity, allowing sharing and reusing, or eventually developing new models 

and methods that are able to measure information loss, quantify and measure the grade of 

anonymity.  

Among the first, mainly investigated by the computer science communities, we can name  

blockchain technology [12], federated learning [13], and secured multiparty computation [14]. 

The scientific communities welcome these technological novelties with enthusiasm; however, 

they are subject to obsolescence. Moreover, as said, it should be taken into account that even 

the technological environment that these technologies rely on are in constant evolution, 

challenging their limits and potentials.  

Among the second, mainly investigated by the statistical and mathematical communities, are 

some projects based on new models of anonymisation, which test the output of anonymised 

dataset, measuring the efficiency and extent of anonymisation7.  

From a mere legal point of view, tumultuous legislative activity in the digital field provides a 

dynamic ground. On one hand, it confirms that anonymisation is not a totally reliable model 

for protecting data [15] or for safeguarding people’ privacy, while on the other believing that 

a feasible trade off can always be reached [16], especially if combined with a context-

dependant evaluation [17].  

This situation can be considered as characterised by techno-legal uncertainty: if on one hand it 

grants a certain flexibility in reusing data, on the other hand, it represents the root of many risks 

in the context of data protection and privacy.  

Among these, the thesis aims to specify the investigation of the risk of de-anonymisation/re-

identification, considered as the possibility of matching anonymous data (de-identified data, 

 
7 Among the projects: https://amnesia.openaire.eu/ ; https://arx.deidentifier.org/  

https://amnesia.openaire.eu/
https://arx.deidentifier.org/
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thus processed personal data) with other available auxiliary data (publicly or privately 

available) [18, 19]. It is a risk mainly inherent to data sharing and data re-uses, implying 

appropriate designs of data governance for granting security and protection of data.  

Such a risk is mentioned in Recital 98 of the FFDR, considered as the possibility of matching 

anonymous data (de-identified data, thus processed personal data) with other available 

auxiliary data (publicly or privately available). This practice is made possible using modern 

technologies such as Internet of Things, Artificial Intelligence, and Machine Learning.  

In this regard, the legal approach to technological development is mainly based on soft law, 

relying on non-binding tools to prevent a hindrance to innovation.  

Therefore, granting privacy and data protection in the IoE environment becomes challenging. 

In this sense, the European legal framework recalls a linear reality - requesting to assess the 

nature of data referring to personal and non-personal data – which, in practice, appears to be 

remarkably difficult to ascertain.  

Data has a physiological nature to be streamed, processed, shared and re-used, thus its 

processing constantly impacts its nature. Moreover, it must be said that the de-anonymisation 

risk can pertain not only to processed personal data, but also to mixed datasets composed of 

both personal and non-personal data.  

In keeping these premises, the thesis aims to investigate the de-anonymisation/re-identification 

risk in the evolution of the data policies and legislations proposed by the European Institutions. 

It focuses on the need to not sacrifice the potential of data sharing and data re-uses, unlocking 

the potential of big data, and analysing the tension between privacy and data protection posed 

by the risk of de-anonymisation/re-identification. 

As a case study, the thesis provides a legal empirical observation on the technological 

development behind such risk, questioning the extent of the currently in-force art. 17 of the 

GDPR, the right to erasure (right to be forgotten). 

Investigating the tension between data protection and privacy on the one hand, and the need to 

grant further uses of processed personal data, the thesis out lines the technological development 

of the de-anonymisation/re-identification risk, with an explorative literature review. After 

 
8 Recital 9 of the FFDR states: “The expanding Internet of Things, artificial intelligence and machine learning, 

represent major sources of non-personal data, for example as a result of their deployment in automated industrial 

production processes. Specific examples of non-personal data include aggregate and anonymised datasets used 

for big data analytics, data on precision farming that can help to monitor and optimise the use of pesticides and 

water, or data on maintenance needs for industrial machines. If technological developments make it possible to 

turn anonymised data into personal data, such data are to be treated as personal data, and Regulation (EU) 

2016/679 is to apply accordingly.” 
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acknowledging its extent, it questions whether a certain degree of anonymity can still be 

granted, focusing on a double perspective: an objective and a subjective perspective. The 

objective perspective focuses on the data processing models per se, while the subjective 

perspective investigates whether the distribution of roles and responsibilities among 

stakeholders can have a role in ensuring data anonymity. 

The objective perspective investigates the models of data processing as regulated by the GRPR, 

namely anonymisation and pseudonymisation. It frames the state of the art in the evolution of 

these data processing models and the degree of anonymity recognised by the various scientific 

communities (as anticipated, e.g. statistical, computer science). According to this perspective, 

it questions the relations between the traditional binary category of 

anonymisation/irreversibility and pseudonymisation/reversibility. In this sense, a new studied 

approach based on pseudonymity is introduced, discussing a new paradigm of data protection 

and privacy, still based on the semantic legal dichotomy between personal and non-personal 

data9. 

Conversely, the subjective perspective investigates whether a certain degree of anonymity can 

eventually be granted, relying on the proliferation of roles and responsibilities among 

stakeholders, analysing data governance models and especially in Government to Business 

(G2B) data sharing. In this investigation, the focus is on the European Data Governance 

Regulation COM/2020/76710, the Data Governance Act presented as a natural evolution of the 

data policies in data flow.  

To this end, the thesis investigates the legal framework that has been in force since 201811 

when, confident of having settled the main ground for the protection of citizens’ rights with the 

GDPR, the European Commission began to brainstorm new models of data sharing. In 2020, 

with the Data Strategy12, it stressed a main subjective point, highlighting that “Citizens will 

trust and embrace data-driven innovations only if they are confident that any personal data 

sharing in the EU will be subject to full compliance with the EU’s strict data protection rules”. 

A decade ago, [20] data governance was perceived and understood to be control over and 

management of data, connoted by a mere internal interest, as a company task granting clarity 

 
9 In this sense: http://infolegproject.net/  
10 https://eur-lex.europa.eu/legal-content/IT/TXT/PDF/?uri=CELEX:52020PC0767&from=EN  
11 https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=COM:2018:0232:FIN  
12 Communication from the Commission to the European Parliament, the Council, the European Economic and 

Social Committee and the Committee of the Regions, A European strategy for data, Brussels, 19.2.2020, 

COM(2020) 66 final. 

http://infolegproject.net/
https://eur-lex.europa.eu/legal-content/IT/TXT/PDF/?uri=CELEX:52020PC0767&from=EN
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=COM:2018:0232:FIN
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of information. This concept has evolved over time and the literature has investigated a more 

holistic perspective [21]. Nowadays the concept encompasses the entirety of transnational and 

trans-organisational data flows, from the macro-level of nation-states to the micro-level of 

citizens [22]. Therefore, in the modern context, data governance can be organised differently, 

depending on the interests of the stakeholders involved.  

The legal evolution in the technological domain is mainly based on soft law [23], mainly 

relying on non-binding tools for avoiding suffocating innovation. European legislation is 

mainly based on several hard law corpuses and on many soft laws [24]. This approach is aimed 

at avoiding overruling a sector, such the technological one, which is in constant development 

and in need of freedom in order to innovate. Moreover, traditional governance structures are 

becoming more difficult to impose, due to the ubiquitous nature of technology, as well as the 

ubiquitous nature of data. While fostering innovation linked to granting a certain freedom in 

the sector, such freedom might clash with other citizens’ rights, with their fundamental rights.    

Certainly, the increasing availability of data is impacting our societies and our economies, 

developing data-driven societies and data-driven economies. Every aspect of modern life is 

represented by data, allowing information to be derived from any kind of activity in the world 

- human and non-human - captured by the digital environment. With the increase of connected 

devices, the human presence – per se – will be captured by the digital environment and datified.  

Regarding the need to investigate feasible policies in data governance, and overcome the initial 

perspectives on data ownership, the European legislator has refined traditional concepts of data 

access and data sharing for granting re-uses beyond the initial purpose of collection, and 

introducing the new legislation on Data Governance. Regulating the management of data and 

its availability, by increasing trust in data intermediaries and strengthening data-sharing across 

Europe and beyond, has impacted the research trend.  

This thesis highlights the fragmentation of the topic, prior to the proposal presented in 2020: 

some publications addressed it with a specific focus on data quality, data security and data 

lifecycle year [21, 25, 26], while others focused on a review of the existing literature [21, 25, 

27, 28]. Recently, the focus changed in favour of the balance between trust and accountability 

in developing new models of data governance, not only compliant with the GDPR but with 

technological development [22, 30–33]. In this regard, this research shows that a decade ago 

[20], data governance was perceived and understood as control over and management of data, 

connoted by a mere internal interest, as a company task granting clarity of information. This 

concept has evolved over time and academia has investigated a more holistic perspective, 
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referring to a concept which encompasses the entirety of transnational and trans-

organisational data flows, from the macro-level of nation-states to the micro-level of citizens 

[26, 29]. Therefore, in a modern context, data governance can be organised differently, 

depending on the interests of the stakeholders involved. 

Finally, the last part of the thesis proposes an empirical observation of the de-anonymisation 

issue, as recalled in the main document on anonymisation, the Working Party 29 Opinion 

05/2014 on Anonymisation Techniques, strictly dependant on the legal dichotomy between 

personal and non-personal data. Using this approach, the thesis aims to perform an empirical 

observation of the semantic difference between personal and non-personal data broadening the 

perspective on the issue of de-anonymisation/re-identification, regardless of the infrastructure 

used.  

Therefore, after analysing the extent of the de-anonymisation risk, the research aims to 

investigate the grounds on which the entire European system is built, namely the GDPR and 

the FFDR, which introduce the main semantic differences between personal data and non-

personal data. In line with this premise, it questions the nature of data in the further uses of data 

and especially data sharing in Government to Business, as introduced in the new legislation on 

Data Governance. Overall, the thesis aims to evaluate two linked and underpinned 

vulnerabilities of the whole legal system regulating data flow in the Digital Single Market: the 

semantic difference between personal and non-personal data in granting anonymity, and the 

consequent issue of de-anonymisation in light of the right to erasure ex art. 17 of GDPR as a 

citizens’ right granting anonymity. 

The main new factor of the thesis is an empirical evaluation of the de-anonymisation/re-

identification risk linked to identification and the right to be forgotten, as empirical legal studies 

on the topic are lacking. Moreover, in line with the last EU research foresight13 the thesis 

prepares the ground for the future research and innovation policy, confirming that 2020 opened 

a transitional period based on the Digital Turn. Such change, where the dependency on 

technology is rapidly growing, imposes a multifaceted approach and a multidisciplinary 

perspective of the future challenges posed by technology, highlighting the importance of social 

sciences and empirical studies.  

The need to develop new approaches for overcoming this issue is increasing over time, relying 

especially on perspectives which are not exclusively and purely technological, or legal, but is 

 
13 European Commission: After the new normal: Scenarios for Europe in the post Covid-19 world (2022). 
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a multidisciplinary approach which considers technology as the main basis to be observed 

reality. 

 

1.1.1. Research Question   

 

The research will be organised into two main questions and their sub-questions. 

The first main question is the following: 

• RQ1: In light of the increasing risk of de-anonymising data, turning non-personal data 

into personal data, are the two mutually exclusive definitions of personal and non-

personal data relevant in tackling such a risk?  

This first question will be empirically researched, investigating the following sub-

questions: 

• RQ1.2: How does this semantic difference stands out in worldwide continental 

jurisdictions, in the research and development of de-anonymisation techniques based 

on singling-out, linkability and inference (as namely advised in the WP29 05/2014)? 

• RQ1.2: How has the de-anonymisation issue evolved over time and what is the 

correlation between time and continental jurisdictions? 

The second main question is the following: 

• RQ2: How can the de-anonymisation risk be tackled from both an objective perspective 

(namely with reference to privacy models, statistical disclosure control and encryption) 

and a subjective perspective (with reference to the data governance models, especially 

G2B)?  

The second main question leads to the following sub-question:  

• RQ2.1: In light of the level of anonymity that data processing and data sharing can 

ensure, can the right to be forgotten still represent a remedy against the harmful 

disclosure of personal information?  
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1.2. Methodology 

 

The research methodology is based on the merging of two methodologies: qualitative and 

quantitative. 

The qualitative methodology relies on an analytical approach used for analysing all relevant 

European legislation in data flow. The analysis focuses on the main rules and principles to 

frame and investigate the risk of de-anoymisation/re-identification in modern digital 

environments, with a particular interest in legal terminology stemming from the corpus of the 

GDPR and the FFDR, namely referring to the concept of anonymous data and how to grant 

data anonymity for tackling the investigated risk. This approach develops a description of the 

processing from two different perspectives: one objective and the other subjective. The 

objective perspective explores the legal extent of terms relating to data processing, such as 

anonymisation and pseudonymisation, theorising on the extent of data anonymity. The 

subjective perspective explores the possibility of granting data anonymity, focusing on the 

proliferation of roles and responsibilities of the stakeholders involved in data processing, 

sharing, and reusing. 

The qualitative methodology explains, interprets, and understands the issue of de-

anonymisation/re-identification from a theoretical point of view, applying the rules and 

principles in force governing dataflow. Moreover, it sets the ground for the quantitative 

methodology, ensuring a further investigation of the de-anonymisation/re-identification risk 

from a practical perspective. The quantitative methodology is developed on the outcome of the 

qualitative one, performing a statistical analysis on the main premise of the thesis, the de-

anonymisation risk in its global extent first of all, and secondly recalling the Working Party 29 

Opinion 5/2014 on anonymisation techniques. 

Merging both qualitative and quantitative methodologies aim to formulate the proposal of 

possible solutions to a real-life problem that require an action or policy decision, after an 

empirical observation of said problem. 

Therefore, the research is built on the design of an empirical research which involves: 
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1- Defining the research questions 

2- Theorising and extracting observable implications from the theory 

3- Identifying rival hypothesis  

4- Proposing solutions 

 

1.2.1. Methods  

 

The main method of the research is based on empirical legal research, involving a research 

design that relies on the collection of the relevant legal-tech terminology.  

The research is focused on a systematic literature search in Arxiv, performing an explorative 

network analysis of keyword co-occurrences and a content analysis of these publications. 

This approach allows an empirical observation of the technological development of the de-

anonymisation/re-identification risk. A statistical analysis will be performed on the outcome of 

data collection, relying on a designed codebook [30] hereinafter described.   

 

1.2.2. Codebook 

 

The empirically searchable empirically searchable research question is the first one listed in 

the specific session, and its sub-questions above. 

The empirical legal study is supported by the following main theory. Market and technological 

developments of Internet of Things, Artificial Intelligence and Machine Learning applications 

rely on a conspicuous set of data, which may comprise both personal and non-personal data. 

This situation expands the possibilities of de-anonymising data thus, the possibility of 

transforming non-personal data into personal data.  

To this extent, art. 8(1)(a) of the FFDR namely establishes that No later than 29 November 

2022, the Commission shall submit a report to the European Parliament, to the Council and to 

the European Economic and Social Committee evaluating the implementation of this 

Regulation, in particular in respect of the application of this Regulation, especially to data sets 

composed of both personal and non-personal data in the light of market developments and 

technological developments which might expand the possibilities for de-anonymising data. 
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The legislator explicitly recognises that processing personal data as input may not necessarily 

lead to non-personal data as output. Therefore, neither data quality nor security can be totally 

ensured, unleashing potential misuses and abuses in secondary uses of processed personal data.  

The whole legal regime ruling data circulation is anchored to two mutually exclusive 

definitions: personal data and non-personal data. Ex Art. 4(1) of the GDPR14, Personal Data is 

any information related to an identified or identifiable natural person, while ex Art. 3(1) of the 

FFDR15, Non-Personal Data is data other than personal data as defined in point (1) of Article 

4 of the GDPR.  

As such, the nature of data determines the legal framework and the rules to be applied: while 

non-personal data can flow freely in the Digital Single Market, personal data can circulate 

provided that some conditions are met.  

However, data processing, circulation and re-use naturally imply a change in the nature of data. 

Moreover, as anticipated, most of the time datasets are combined by both personal and non-

personal data thus, ascertaining the nature of data and consequently the legal framework to be 

applied may be extremely complicated.  

This difficulty has even been explicitly recognised by the European Commission16 concluding 

that, in mixed datasets if the non-personal data part and the personal data part are ‘inextricably 

linked’ the data protection rights and obligations stemming from the General Data Protection 

Regulation fully apply to the whole mixed dataset, also when personal data represent only a 

small part of the dataset. Despite that, the protection risks being merely fictitious due to the 

fact that personal data processing does not necessarily lead to non-personal data. 

Coordinating law with reality is not easy and such open standards create legal uncertainties, 

especially as there is a total lack of ad hoc controls on the nature of data.  

The main example of this uncertain scenario concerns anonymisation. The legislation in force 

recalls anonymisation as data processing able to determine a change in the nature of data: the 

input data (personal data) undergoing anonymisation leads to anonymous data as output data 

(thus, non-personal data). Consequently, data which have undergone a process of 

anonymisation fall outside the scope of data protection legislation, as they are considered 

 
14 Regulation (EU) 2016/679 of the European Parliament and Council of 27 April 2016  

on the protection of natural persons with regard to the processing of personal data and on the free movement of 

such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 
15 Regulation (EU) 2018/1807 of the European Parliament and Council of 14 November 2018 on a framework for 

the free flow of non-personal data in the European Union (Free Flow Data Regulation). 
16 Communication from the Commission to the European Parliament and the Council, Guidance on the Regulation 

on a framework for the free flow of non-personal data in the European Union COM/2019/250(final). 
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anonymous data, not related to an identified or identified natural person. Eventually, as recalled 

in a non-binding part of the GDPR - Recital 26, to ascertain whether means are reasonably 

likely to be used to identify the natural person, account should be taken of all objective factors, 

such as the costs of and the amount of time required for identification, taking into consideration 

the available technology at the time of the processing and technological developments. 

The objectivity of these factors is certainly questionable, especially in the global context. Case 

studies and research publications have shown how difficult it is to create a truly anonymous 

dataset [8]17 [31]18 [32]19 [33]20 [34]21.  

This premise makes anonymisation one of the most controversial topics discussed in legal-tech 

literature, as the assessment of whether data is properly anonymised depends on specific and 

unique circumstances of each individual case. 

It must be said that the legislation in force does not provide any specific check or control to 

confirm and assess this change in nature; nor is a prescriptive standard determined for 

anonymisation processing. There is a remarkable need to ethically audit data processing, 

ensuring not only the protection of data but also the quality of data.  

The sole institutional reference to anonymisation stems from Opinion 05/2014 issued by the 

Working Party 29 (WP29) on Anonymisation techniques22, although it is non-binding. In this 

Opinion, the WP29 analyses the effectiveness and limits of existing anonymisation techniques 

against the EU legal background of data protection and provides recommendations for a 

cautious and responsible use of these techniques to build a process of anonymisation. 

The WP29 stresses the inherent risk in anonymisation, which has to be considered in assessing 

the validity of any anonymisation technique. Here it advises testing the effectiveness and limits 

of each anonymisation technique against three main criteria: 

- Singling-out (it is still possible to single out an individual) 

- Linkability (it is still possible to link records relating to an individual) 

 
17 It was demonstrated that the governor of Massachusetts could be re-identified from de-identified medical data 

by cross-referencing the de-identified information with publicly available census data used to identify patients. 
18 In 2009, Netflix released an anonymised movie rating dataset as part of a contest, and researchers successfully 

re-identified the users. 
19 In 2013, another study, conducted on anonymised cell phone data, showed that “four spatio-temporal points 

are enough to uniquely identify 95% of the individuals”. 
20 In 2017, researchers released a study stating that “web-browsing histories can be linked to social media profiles 

using only publicly available data”. 
21 Recently, studies have shown that de-identified data was in fact re-identifiable, and researchers at UCL in 

Belgium and Imperial College London found that “99.98% of Americans would be correctly re-identified in any 

dataset using 15 demographic attributes”. 
22 Opinion 05/2014 on Anonymisation Techniques Adopted on 10 April 2014. 
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- Inference (information concerning an individual can be inferred). 

Therefore, an effective anonymisation solution should prevent all parties from singling out an 

individual in a dataset, from linking two records within a dataset (or between two separate 

datasets) and from inferring any information in such dataset. 

The main objective is to contain the risk of de-anonymisation which may prevent other 

correlated risks (e.g. profiling). 

The empirical study aims at observing the technological development of the de-anonymisation 

issue from a legal perspective, considered as the possibility to turn non-personal data into 

personal data. 

As a main reference for performing this observation, the three criteria listed by the WP29: 

singling out, inference, linkability, are used as words for filtering the papers published in an 

Open Access repository: Arxiv (https://arxiv.org/). 

The observation will be performed over a span of 6 (six) years, from 2016 (data in which the 

two main regulations ruling on data flow entered into force) until 2022.  

For each paper a number of 6 (six) variables (quantitative and qualitative) will be observed: 

1. Year of publication in the timeframe 2016 to 2022 (transition period from the Directive 

95/46/CE to the GDPR EU 2016/679).  

Qualitative Variable. 

2. Jurisdiction (author’s jurisdiction based on affiliation) as EU, US, Asia, Africa.  

Qualitative Variable. 

3. De-anonymisation risks/technique as singling out, linkability, inference.  

Qualitative Variable. 

4. The nature of data used for performing de-anonymisation as personal data (1), non-

personal data (2), mixed data (3).  

Qualitative Variable. 

5. The number of publications. 

Quantitative Variable. 

6. The number of publications compared with the year of publication. 

Dummy Variable. 

If the theory is correct, the empirical study would show whether the semantic difference - 

introduced by the legislation as a main filter of data protection - has an impact on the issue and 

risk of data de-anonymisation. 

https://arxiv.org/
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The observation of the variable concerning authors’ jurisdiction may/may not eventually 

confirm that the semantic difference has/has no impact on tackling and containing the risk of 

de-anonymisation. 

a) Outlining how the concepts can be measured 

Selection of papers on de-anonymisation (by singling-out, linkability, inference) using an open 

access repository. A text analysis on each paper will be conducted, collecting the above-

mentioned information.   

b) Identifying the values of the measures 

Variable n.1: 2016 to 2022  

Variable n.2: Europe (1), America (2), Asia (3), Africa (4) 

Variable n.3: Singling-out (1), Linkability (2), Inference (3)   

Variable n.4: Personal Data (1), Non-Personal Data (2), Mixed Data (3). 

Variable n.5: number of published papers 

Variable n.6: relationship between the number of papers and the year of publication to 

observing whether implementation of the GDPR has generated an increase in the paper 

publications. Dummy variable as No (0), Yes (1) 

The combination of qualitative and quantitative variables will allow a statistical analysis of the 

outcome to be performed. 

c) Evaluating measures and measurement methods 

c.1. Reliability 

The nature of data, as indicated in the legal regulations (GDPR & FFDR), will allow the paper 

to be legally categorised. There may be a lack of reliability in the textual analysis as 

interpretation of the rules may prove challenging in some borderline cases. 

c.2 Validity 

As above: the nature of data as indicated in the legal regulations (GDPR & FFDR) will allow 

the paper to be legally categorised. There may be a lack of reliability in the textual analysis as 

interpretation of the rules may prove challenging in some borderline cases. 

d) Data Collection  

d.1 Target population 

The analysis will be carried out by collecting and indexing papers published in one OpenAccess 

publications repository (arxiv) referring to the following keywords: 

- Singling-out  
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- Linkage  

- Inference  

The observation period spans from 2016 to 2022. 

d.2 Locating data 

The dataset will be created based on the data collected in the previously mentioned OpenAccess 

publication repository and saved in the OneDrive belonging to Alma Mater Studiorum – 

Università di Bologna (shared file with main supervisor Professor Monica Palmirani) 

d.3 Generating Data 

The collection of data will be conducted using the following keywords: 

- Singling-out  

- Linkage  

- Inference  

Each paper that contains at least oneof these keywords should be included in the dataset. 

A classification of the papers will then be conducted to grasp possible future relations and 

insights.  

The parameters observed will be: 

1 – year of publication  

2 – continental jurisdiction (author’s jurisdiction based on affiliation)  

3 – nature of the data used for de-anonymise  

4 – de-anonymisation risks/techniques as singling out, linkability, inference 

5 – number of publications 

6 – number of publications compared with the year of publication 

 

d.4 Amount of data to be collected  

The dataset will include all the data collected for the timeframe spanning from 2016 to 2022. 

e) Coding, Analysing and Communicating results 

The research will be based on both quantitative and qualitative data.  

Therefore, both inductive and deductive coding techniques will be applied.  

1.1 exhaustivity of variables’ values 

N/A 

1.2 mutual exclusivity of variables’ value 

N/A 



31 
 
 

 

The collection of data using the above-mentioned parameters and observing the different 

variables will allow mainly exploratory data analysis and statistical analysis to be performed, 

using an Open-Source Data Analytics Platform: Knime https://www.knime.com/  

The communication of data and results will be part of the penultimate chapter of the thesis, 

including graphs on statistical analysis for representing data after observation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.knime.com/
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Chapter 2. Governing Data Collected through Datafication: an 

Objective Perspective 
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Short Abstract of the Chapter 

 

This chapter presents an objective perspective on the issue of deanonymisation.  

Specifically, it investigates whether a certain degree of anonymity can be granted relying on 

the two main data processing methods considered by the GDPR: anonymisation and 

pseudonymisation.  

It shows the state of the art of such data processing, investigating the extent of the anonymity 

they can grant. 
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2.1. The Represented Linear Reality of Personal Data and Non-Personal 

Data in the European Data Flow 

 

The European data flow relies on a represented linear reality of personal and non-personal data, 

anchored to two mutually exclusive definitions.  

These concepts are established into two different bodies of legislation:  

- Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and 

on the free movement of such data, and repealing Directive 95/46/EC (General Data 

Protection Regulation), hereinafter referred as GDPR 

- Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 

November 2018 on a framework for the free flow of non-personal data in the European Union, 

hereinafter referred as FFDR. 

These regulations introduce the main difference between personal and non-personal data, 

defining the rules for ensuring a proper data flow within the European borders and outside 

those borders. According to this framework, personal data is regulated by relying on a higher 

level of protection, while non-personal data can flow freely in the digital environment.  

Therefore, ascertaining the nature of data is of paramount importance to determine the 

regulation and rules to apply: data taxonomy becomes crucial.  
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Art. 4(1) of the GDPR defines ‘personal data’ as “any information relating to an identified or 

identifiable natural person (‘data subject’) [...]”.  

In order to clarify this concept, the Working Party 2923 stated that the contextual presence of 4 

elements connotes personal data:   

- Any information 

- Relating to  

- An identified or Identifiable  

- Natural Person.  

This specification certainly helps to determine the size of the concept but a broader view, in 

light of the risk of deanonymisation/re-identification as previously analysed, confirms the 

vulnerabilities which were originally highlighted in the Impact Assessment of the 

Regulation[99].   

In fact, the difference between personal and non-personal data, as proposed in both regulations, 

seems to struggle if it takes into account data lifecycle and the physiological data attitude to be 

processed. Such processing modifies the status and nature of data, consequently, its definition 

and category.  

In principle, the definition of personal data was coming from the centrepiece of EU legislation 

on data protection, Directive 95/46/EC adopted in 1995, with two main objectives: protecting 

the fundamental right to privacy and guaranteeing the free flow of personal data between 

Member States24. At that time, this definition of personal data had the advantage of providing 

a high degree of flexibility, and the possibility to adapt to various situations and future 

developments affecting fundamental rights. For this reason, the definition of "personal data" 

has been literally transposed into the GDPR, and by the majority of the Member States into 

their national laws.  

However, since then, this broad, flexible definition has led to some diversity in the practical 

application of these provisions. For example, the issue of objects and items ("things" – referring 

to IoT systems) linked to individuals, such as IP addresses, unique RFID numbers, digital 

pictures, geo-location data and telephone numbers, has been dealt with differently by the 

various Member States.  

 
23 In detail: Article 29 Data Protection Working Party Opinion 4/2007 on the concept of personal data. 
24 The Directive was also complemented by several instruments providing specific data protection rules in the 

area of police and judicial cooperation in criminal matters (ex third pillar), including Framework Decision 

2008/977/JHA 
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To this extent, the CJEU played, plays - and continues to play - an essential role in resolving 

these diversities, thus harmonising the legislation25 and confirming that there is always room 

to shape the concept of personal data better. 

Nevertheless, the core of the problem leading to legal uncertainty as a major area of divergence 

in the Member States, strictly linked to the data processing - and confirmed in the Impact 

Assessment of the Regulation (as mentioned above) - relates to the concept of identifiability. 

Specifically, it relates to the circumstances in which data subjects can be said to be 

"identifiable"; if data has been made "anonymous", so that data can no longer be related to the 

individual; if data has been "pseudonymised", where data can only be linked to the individual 

if one is in possession of a decoding "key".   

Nowadays, the meaning and interpretation of identifiability still represents the main reason why 

the concept of personal data - and its interconnection with non-personal data - is widening and 

remaining problematic, especially in perspective of data processing, e.g. anonymisation, 

pseudonymisation.  

Practically speaking, a person can be considered “identified” when she/he can be distinguished 

within a group of persons. In the case of identifiability this is not yet the case, however, it might 

be possible, e.g. by linking different data sets.  

When transposed into the technological environment, as anticipated in the previous chapter, 

this perspective leads to the concept Personally Identifiable Information (hereinafter referred 

to as PII). Referring to the International Standards26, ISO standard 2770127 defines PII as “any 

information that  

(1) can be used to establish a link between the information and the natural person to whom 

such information relates, or  

(2) is or can be directly or indirectly linked to a natural person”. 

 
25 To this aim, as an example, the judgment Case C-582/14: Patrick Breyer v Bundesrepublik Deutschland in 

which the Court ruled that dynamic IP addresses may constitute “personal data” even where only a third party has 

the additional data necessary to identify the individual. 
26 The European Commission’s policy aims to align European Standards as much as possible with the international 

standards adopted by the recognised International Standardisation Organisations ISO, IEC and ITU. This process 

is called “primacy of international standardisation”, meaning that European standards should be based on 

International standards (COM(2011)-311, point 7). For more info, cfr: https://ec.europa.eu/growth/single-

market/european-standards/policy/international-activities_en  
27 ISO/IEC 27701:2019 (formerly known as ISO/IEC 27552 during the drafting period) is a privacy extension to 

ISO/IEC 27001. The design goal is to enhance the existing Information Security Management System (ISMS) 

with additional requirements in order to establish, implement, maintain, and continually improve a Privacy 

Information Management System (PIMS). The standard outlines a framework for Personally Identifiable 

Information (PII) Controllers and PII Processors to manage privacy controls to reduce the risk to the privacy rights 

of individuals.) 

https://ec.europa.eu/growth/single-market/european-standards/policy/international-activities_en
https://ec.europa.eu/growth/single-market/european-standards/policy/international-activities_en
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Contextualising these definitions in a dataset composed of different records, any kind of value 

can be a PII [100]. Consequently, it is possible to affirm that in the digital context based on big 

data, an “identity” [25] is any subset of attributed values of an individual person and, therefore, 

there is usually no such thing as “the identity”, but several of them, as many as the number of 

the values combined with the same data-holder [101]. It goes without saying that the problem 

becomes greater if recalling the main premise of the data cycle, applied in the context of Big 

Data analysis systems in IoE environments, taking into account that any PII has a natural 

lifecycle [102] [103].  

As specifically stated in the ISO standard “from creation and origination through storage, 

processing, use and transmission to its eventual destruction or decay. The risks to PII can vary 

during its lifetime but protection of PII remains important to some extent at all stages. PII 

protection requirements need to be taken into account as existing and new information systems 

are managed through their lifecycle.” 

To this extent, it can certainly be said that what is defined as personal data in ex-ante 

processing, cannot necessarily last and be confirmed at the moment of ex-post processing as 

non-personal and vice-versa, and also that there is certain clarity on the output data resulting 

from certain processing, e.g. anonymisation or pseudonymisation. 

The investigation on the concept of personal data should be conducted while bearing in mind 

two different perspectives: the static, based on the reasoning of what can be literally considered 

as “personal data” and the dynamic one, thus what kind of status and nature modification data 

can have due to the processing, and the lifecycle.  

After few years of the GDPR being in force, these vulnerabilities have been widely confirmed 

and discussed in academic debate [104] [37][105] [106] [94]. 

The importance in defining the concept of personal data is strengthened by the combined 

provisions of Art. 4 GDPR and Art. 2 FFDR, followed by Recital 26 of GDPR and Recital 8 

of the FFDR.         

With Article 4 GDPR and Art. 2 of FFDR, the legislator seems to acknowledge a mutually 

exclusive concept of personal and non-personal data. Moreover, Recital 26 of the GDPR and 

Recital 8 of the FFDR contains the acknowledgement that data processing can modify the 

nature of data, thus affecting the recognised protection and consequently placing on the 

shoulders of data processors and data controllers the responsibility of assessing the re-

identification risk.  
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2.1.1. The GDPR and the FFDR in the perspective of the Data Governance 

Act (DGA)  

 

The uncertainty linked to the two mutually exclusive definitions of personal and non-personal 

data impacts the development of future legislation. In fact, the GDPR and the FFDR settled the 

legislative ground for the European data flow before the definition of the data strategy 

presented by the European Commission in 202028. However, despite the fact these pieces of 

legislation introduced the main difference on the nature of data, they did not provide a formal 

definition of data, which is only presented in the Data Governance Act29. Here, data is 

considered as any digital representation of acts, facts or information and any compilation of 

such acts, facts or information, including in the form of sound, visual or audiovisual recording.  

Even here, this definition seems extremely broad and includes not only individual data, but 

also data compilations [107]. As a consequence, the DGA imposes a changeover in the meaning 

of the data concept from the syntactic level to the semantic one, including the whole content of 

digital means. In this regard, especially recalling compilation and without specification of 

whether it refers to databases, datasets, or even aggregate data, it imposes an investigation of 

the interplay between the contents of the DGA, the GDPR and the FFDR, especially on a 

semantic level.  

Semantically speaking, it seems that the definitions of the nature of data do not have the same 

relevance they used to have before this new piece of legislation entered into force.  

 
28 https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en  
29 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data 

governance and amending Regulation (EU) 2018/1724 (Data Governance Act) (Text with EEA relevance) 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R0868  

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R0868
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The DGA aims to set up a viable legal framework for data sharing, unleashing the potential of 

data flow. In this sense, the DGA seems to present a number of inconsistencies with the GDPR, 

most of which have also been investigated by the European Data Protection Board (EDPB) and 

the European Data Protection Supervisor (EDPS).  

Specifically, in a Joint Opinion30 the EDPB and the EDPS stress two main relevant points:  

1. the blurring of the distinction between the processing of personal and non-personal data, 

and  

2. the unclear relationship between the DGA and the FFDR.  

Concerning the first point, the opinion confirms that the scenarios envisaged and desired by 

the ratio of the DGA increases the deanonymisation/re-identification risk for data subjects, as 

it proportionally increases the availability, re-uses and sharing of information, as well as the 

combination of personal data with non-personal data31. In this particular case, it is specified 

that different levels of safeguards can be deployed, even if it should be taken into account that 

with the increased availability of data and information, as well as the increase in its circulation, 

the risk naturally increases. 

Concerning the second point of the relationship between the DGA and the FFDR, one of the 

main points of inconsistency emerged in relation to the compilation of data, namely in the 

combination of personal and non-personal data thus, the so-called mixed datasets. 

 

 

 

 

 

 

 

 

 

 

 

 
30 EDPB-EDPS Joint Opinion 03/2021 on the Proposal for a regulation of the European Parliament and of the 

Council on European data governance (Data Governance Act) https://edpb.europa.eu/system/files/2021-03/edpb-

edps_joint_opinion_dga_en.pdf  
31 In this sense: Explanatory Memorandum, page 3.  

https://edpb.europa.eu/system/files/2021-03/edpb-edps_joint_opinion_dga_en.pdf
https://edpb.europa.eu/system/files/2021-03/edpb-edps_joint_opinion_dga_en.pdf
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2.1.2. Mixed data and the definition of data in the DGA 

 

Art. 2(2) of the FFDR states that “In the case of a data set composed of both personal and non-

personal data, this Regulation applies to the non-personal data part of the data set. Where 

personal and non-personal data in a data set are inextricably linked, this Regulation shall not 

prejudice the application of Regulation (EU) 2016/679”.  

To clarify the concept of inextricability, the European Commission released practical guidance 

for businesses on how to process mixed datasets [108], contextualising the case and confirming 

that in most real-life situations, a dataset is however very likely to be composed of both 

personal and non-personal data (mixed dataset). In this case it confirms that it would be 

challenging and impractical, if not impossible, to split such mixed datasets.  

In this sense, it is then clearly evident that the main premise of conceiving two mutually 

exclusive concepts of personal and non-personal data sclerotised the whole system and, to a 

certain extent, as pointed out by some authors [109], became counterproductive to data 

innovation.  

The legal uncertainty linked to the definition of personal and non-personal data, and to their 

interconnections, was also pointed out in the process of the FFDR Impact Assessment (see 

above), and especially in the feedback provided by the stakeholders, namely the academic ones 

and, in time, has been confirmed.  

Academics are still stressing a more proper evaluation of the differential element between 

personal and non-personal data, given by identifiability, on whether - and if so - under which 

circumstances personal data can be processed to become non-personal data [106].  

Others [110], referring to the Breyer case (as above), consider that characterising the data 

should be context-dependent, stressing the fact that the concept of personal data has some limits 

and the line between personal and non-personal data is fluid and evolves over time. This 
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reasoning also applies to anonymised data, meaning that, over time, non-personal data can 

become personal data again, because the context changes over time [104]. Specifically, authors 

consider that contextual controls have been conceived as complementary to anonymisation 

(e.g. sanitisation techniques) by the drafters of the GDPR. The GDPR is also considered 

compatible with a risk-based approach when contextual controls are combined with sanitisation 

techniques.). Hence, in order to mitigate the gross risk of re-identification, contextual checks 

become essential. 

For others [23], the broad notion of personal data and the mutually exclusive concept of non-

personal data is not problematic and even welcome, but this will change in future when 

everything will be or will contain personal data, leading to the application of data protection to 

everything. This will happen because technology is rapidly moving towards perfect 

identifiability of information, where datafication and data analytics will generate a lot of 

information. Therefore, “the intensive compliance regime of the General Data Protection 

Regulation (GDPR) will become ‘the law of everything’, well-meant but impossible to 

maintain. [...] and by then we should abandon the distinction between personal and non-

personal data”. 

The FFDR complements the European legal framework on data processing, representing the 

natural continuation of the approach of the GDPR for personal data, introducing a smooth 

approach for the circulation of non-personal data. However, the semantic difference between 

personal and non-personal data seems to be remarkably difficult in practice, especially in the 

case of mixed big datasets. Moreover, apart from that, it must be stated that personal data can 

be generated from non-personal data as well, relying on deanonymisation techniques, as 

mentioned above.  

In any case, personal data and non-personal data are often difficult to distinguish and a specific 

binding regulation on mixed dataset is lacking.  

Moreover, in the above-mentioned guidance, the European Commission specifies that if non-

personal data and personal data are inextricably linked, the GDPR prevails [111]. For the time 

being, the concept of inextricability has not yet been explored or investigated, opening up to a 

very broad concept of it. 

In such a particular case, distinguishing only between personal and non-personal data may not 

necessarily grant proper protection to other types of data generally included in the main 

category of non-personal data, such as IP rights and namely trade secrets, copyrights, patent 

and confidential information.  
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To this extent, the Data Governance Act seems to confirm such an opening, unleashing the 

potential of many kinds of data. In defining the scope of application of the DGA,  Article 3 

refers to data held by public sector bodies which are protected on grounds of:  

(a) commercial confidentiality, including business, professional and company secrets;  

(b) statistical confidentiality;  

(c) the protection of intellectual property rights of third parties; or  

(d) the protection of personal data, insofar as such data fall outside the scope of Directive (EU) 

2019/1024. 

With such an approach, the DGA tends to go beyond the semantic dichotomy of personal and 

non-personal data as it extends the amount of data held by Public Sector Bodies that can be re-

used, creating an ecosystem of trust [29], overcoming the main focus on the nature of data as 

in the GDPR and the FFDR. 

It introduces new measures aimed at tacklng substantial issues posed by data reuses, such as 

the lack of cross-sectoral interoperability, the limited ability to obtain reusable data, and the 

uncertainty about data quality.32 

In line with these premises, the questions posed by the concept of inextricability seems to 

represent an old perspective of and approach to data, outclassed by a new approach which relies 

on designing data stewardship entities for granting and advancing data access [112], on the 

assumption that technological development cannot be contained, thus it is better to deploy 

subjective solutions over the objective one. In this regard, some elements in the new DGA 

Regulation may eventually confirm this approach, such the prohibition of sharing data by 

default, the evaluation on the nature of data, the re-purpose of data and many more points that 

will be investigated in the following chapter. 

 

 

 

 

 

 

 

 
32 Commission Staff Working Document, Impact Assessment Report accompanying the DGA proposal, SWD 

(2020) 295 final https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020SC0295&from=EN  

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020SC0295&from=EN
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2.1.3. Processing and granting anonymity: certain grades of uncertainty   

 

In spite of the mentioned different layers of legislations and their inconsistencies, there is one 

central point which seems to be granted in all them, in the GDPR, in the FFDR and in the DGA. 

These pieces of legislation recall anonymisation and pseudonymisation as the two main data 

models for implementing privacy by design and data protection, that are two different and 

independent models. Both impact on the identifiability of the natural persona to whom data 

refers.  

However, in practice, there is often some confusion between the two models, their notions and 

application, especially on the perception of pseudonymised data as anonymous data [113].  

In looking for a definition of anonymisation, the GDPR does not provide one, and neither does 

the FFDR or the DGA. The Working Party 29 Opinion 05/2014 on Anonymisation Techniques 

[114] explicitly considers this model as “further processing”. As such, it must comply with the 

test of compatibility in accordance with the guidelines provided by the Working Party 29 

Opinion 03/2013 on purpose limitation [115], and with the deanonymisation risk test as per the 

Working Party 29 Opinion 05/2014.  

Differently, with regard to pseudonymisation, art. 4(5) of the GDPR defines pseudonymisation 

as “the processing of personal data in such a manner that the personal data can no longer be 

attributed to a specific data subject without the use of additional information, provided that 

such additional information is kept separately and is subject to technical and organisational 

measures to ensure that the personal data are not attributed to an identified or identifiable 

natural person”. 

This definition requests the presence of two main elements: 

- the removal of the attribution link between the personal data and the data subject  

- its replacement with new additional information. 

When contextually considered by the legislation in force, these two elements make data always 

re-identifiable therefore, personal data. 
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In switching from the legal context to the technological one, namely recalling ISO 29100 for 

anonymisation33 and ISO 25237 for pseudonymisation34, the main difference between the two 

types of data processing is irreversibility/reversibility. Here, while anonymisation is considered 

an irreversible data model processing, pseudonymisation is considered a reversible data model 

processing. However, due to the available technology and the technological development, this 

dichotomy has eroded, at least regarding the irreversibility of anonymisation. This awareness 

can also be found in the legal framework, and namely in Recital 26 of GDPR35 and Recital 9 

of the FFDR.36   

It is indeed generally recognised that, despite the investments and the different implementations 

by several interested communities (statistical, informatics, electrical engineering), in general, 

it is not possible to perform perfect anonymisation, and the span of the deanonymisation issue 

is rapidly increasing. This perception is confirmed by the academic debate which, at least 

regarding anonymisation seems to be polarised, focused on questioning whether anonymisation 

could - or could not - be a proper tool for protecting data. On one hand, some academics [15] 

[116] [117] [118] believe that it is not possible to grant proper, irreversible anonymisation 

while at the same time maintaining the data useful, or vice-versa. Others [16] [119] consider 

that, despite the awareness of the deanonymisation issue, a compromise between the 

commercial, social value of sharing data and some risks of identifying people should always 

be reached - even if producing consequences for personal privacy and data protection. 

Thus, the traditional academic debate on anonymisation seems to be represented by a relation 

of inverse proportionality between data utility and data protection, as follows: 

 

 
33 International Standard Organisation (ISO/IEC) 29100:2011 Information technology – Security techniques – 

Privacy framework (Technologies de l’information – Techniques de sécurité – Cadre privé). 
34 International Standards Organisation (ISO/IEC) 25237:2017 Health informatics — Pseudonymisation. It 

contains principles and requirements for privacy protection using pseudonymisation services for the protection of 

personal health information.     
35 “The principles of data protection should apply to any information concerning an identified or identifiable 

natural person. 

[...] The principles of data protection should therefore not apply to anonymous information, namely information 

which does not relate to an identified or identifiable natural person or to personal data rendered anonymous in 

such a manner that the data subject is not or no longer identifiable.”  
36 “The expanding Internet of Things, artificial intelligence and machine learning, represent major sources of 

non-personal data, for example as a result of their deployment in automated industrial production processes. 

Specific examples of non-personal data include aggregate and anonymised datasets used for big data analytics, 

data on precision farming that can help to monitor and optimise the use of pesticides and water, or data on 

maintenance needs for industrial machines. If technological developments make it possible to turn anonymised 

data into personal data, such data are to be treated as personal data, and Regulation (EU) 2016/679 is to apply 

accordingly”.  



46 
 
 

 

 

 

 

 

 

x · y = k 

 

 

 

 

 

 

 

 

Fig. 2. Graph representing the inverse proportion between utility and protection in data anonymisation   

 

Differently, with regard to pseudonymisation, research has increased in expanse and time, with 

an increasing interdisciplinary character, especially after being included in the GDPR as a data 

security measure.37  

In the WP29  Opinion 04/2015 on the Anonymisation Techniques, pseudonymisation is defined 

by negation as “not a method of anonymisation [...]. It merely reduces the linkability of a 

dataset with the original identity of a data subject and is accordingly a useful security 

measure.” 

Some researchers have focused their attention on the risks linked with the choice of including 

it as a security measure [120], preparing the ground for an intense debate on the ambiguity 

surrounding the concept of pseudonymisation in the GDPR [121]. 

 
37 GDPR - Article 32. Security of processing.  

1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes 

of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, 

the controller and the processor shall implement appropriate technical and organisational measures to ensure a 

level of security appropriate to the risk, including inter alia as appropriate: 

a. the pseudonymisation and encryption of personal data; [...]. 
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The choice made by the legislator, to include pseudonymisation among the data security tools 

to be improved and designed in line with the principles of privacy by design, the debate on 

pseudonymisation has even increased. 

Despite some contrasts in the definitions as anticipated, the growing potential of 

pseudonymisation now seems to have been recognised, and data utility and data protection 

seem to be in a relation of direct proportionality, as follows:  

 

 

y / x = c 

 

 

 

 

 

 

 

 

 

Fig. 3. Graph representing the direct proportion between utility and protection in data pseudonymisation   

 

The remarkable importance given to these two models of processing data relies on the fact that 

both can be used to grant anonymity and protecting personal data. However, in line with the 

developments highlighted by the state of the art, anonymisation seems to be an obsolete model 

which was tailored for microdata (especially for the statistical needs of privacy preserving data 

publishing) and, as such, no longer suitable for big data analytics except for particular cases. 

Differently, pseudonymisation seems to unfold its potential in big data analytics leading to 

overcoming the traditional objective approach (reversibility/irreversibility) and opening a new 

interpretation based on a subjective approach to data processing models, which involves all the 

stakeholders involved in the generation, collection and processing of data.  
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2.2. Anonymisation, deanonymisation and the trade-off between data 

utility and data protection  

 

Anonymisation can be generally considered as the fact or process of rendering something 

anonymous; in this context, the main reference is to data, to rendering data anonymous thus 

not referring to a natural person. From a legal point of view, anonymous data should be 

considered non-personal data. 

In providing specific examples of non-personal data, Recital 9 of the FFDR states aggregate 

data and anonymised data used for big data analytics. The Recital specifies, “If technological 

developments make it possible to turn anonymised data into personal data, such data are to be 

treated as personal data, and Regulation (EU) 2016/679 is to apply accordingly”. 

This specification clearly confirms the legislator’s awareness of the deanonymisation issue the 

analysis of which is increased and completed in Recital 26 of the GDPR. Here, after stressing 

identification as an essential connoting element of personal data (personal data is only the one 

in which the data subject is identified or identifiable) the legislator determines the rules to 

assess whether anonymised data (thus, non-personal data) can be turned into personal data.  

As anticipated, Recital 26 of GDPR clearly specifies that “to determine whether a natural 

person is identifiable, account should be taken of all the means reasonably likely to be used, 

such as singling out, either by the controller or by another person to identify the natural person 

directly or indirectly.” 

Thus for determining the nature of anonymised data, it becomes necessary to perform a case-

by-case evaluation.  

It is then clarified that “to ascertain whether means are reasonably likely to be used to identify 

the natural person, account should be taken of all objective factors, such as the costs of and 

the amount of time required for identification, taking into consideration the available 

technology at the time of the processing and technological developments.” 
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In line with what is considered in the Recitals, the cost, the time, the available technology, and 

the technological developments represent objective factors in the analysis of the possibility to 

turn anonymised data into personal data. Only this assessment determines the level of 

protection granted to anonymised data, on the awareness that deanonymisation represents an 

issue and a risk.  

Therefore, anonymised data cannot be considered by definition or by default as non-personal 

data: its nature has to be ascertained taking into account objective factors such as cost, time, 

available technology and technological development. The outcome of anonymisation does not 

determine per se the nature of data, as the identifiability of the natural personal to whom the 

data pertains can be anyway compromised.   

 

2.2.1. Anonymisation in the soft-law: singling-out, linkability and inference  

In the last two decades, the academic debate has registered a change from the past: rather than 

questioning whether anonymisation was a proper tool or not for protecting data and privacy, 

academics are currently demonstrating the possibility of reversing the process of 

anonymisation, exploring and studying its correlated techniques.  

The attention is focused on the concrete possibility of deanonymising data that have undergone 

a process of anonymisation, relying on the available technology and technological development 

(no matter the anonymisation techniques used).  

Concerning the legal framework in force, despite several mentions of anonymisation in the 

GDPR, FFDR and the DGA, the legal analysis confirms that European legislation does not 

provide an explicit regulation on anonymisation, nor a specific identification of the techniques, 

or how the process should be/could be performed. The legal focus is not on the tool per se, 

rather on its outcome, stressing the need to assess whether the outcome of anonymisation 

confirms the anonymity of data, impacting the re-identification of the natural person to whom 

the data pertains. 

The only institutional reference stems from the Working Party 29 Opinion n. 05/2014 on 

Anonymisation Techniques (as mentioned above). Here the WP29 recommends that it is 

necessary to test the anonymisation techniques against the deanonymisation risk. To this extent, 

three declinations of this risk are mentioned: 

- singling out an individual,  

- linking different data  
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- inferring data.  

Here, the WP29 considered solely the potential risks linked to this data processing, recalling 

the two main anonymisation techniques: randomisation and generalisation, which were the 

main anonymisation models used for structured data, thus becoming remarkably challenging 

with unstructured Big Data and increasing the risk of deanonymisation (Chapter 2). 

Randomisation alters the veracity of data, weakening the links between values and objects (data 

subject), and introducing a casual element into the data. This result can be concretely 

accomplished using a few techniques: permutation, noise addition and differential privacy.  

In permutation, the values are not modified: the unique association between the identifier and 

quasi-identifiers will be decoupled, to be associated with the quasi-identifiers of another 

identifier (object) randomly chosen. Lastly, the values of a person will be associated with 

another person. Permutation has the benefit of not modifying values, which are maintained as 

such, thus the analysis of aggregated data is still possible and useful. 

In noise addition, noise refers to an automatic program called “pseudorandom number 

generator” also known as a “deterministic random bit generator” (DRBG), which introduces 

a random variable, perturbing the value and making it less accurate. For this reason, the 

database loses its utility and this technique, consequently, is considered vulnerable.   

In the differential privacy, an algorithm analyses a dataset and computes statistics about it and 

“it is said to be differentially private if by looking at the output, one cannot tell whether any 

individual’s data was included in the original dataset or not” [122][123]. This technique seems 

to make sure that information about participants in the database, is not leaked, even if 

academics from the statistical community have just pointed out its vulnerability [124]. 

Differently from randomisation, generalisation dilutes the attributes of a table, by modifying 

the respective scale or order of magnitude. Consequently, the scale of magnitude will be 

modified to the point in which more rows of the table will finally have the same combination 

of generalised attributes. All the records in the table with the same combination of generalised 

attributes are called equivalence class. The bigger the equivalence class, the smaller the 

possibility of re-attributing the value to the data subject.  

Generalisation can be performed using the following techniques: aggregation and K-

anonymity, L-diversity and T-closeness. 

In aggregation and K-anonymity [125], all the equivalence classes have a cardinality higher 

than a certain K value and the generalisation scheme is called K-anonymity. In this case, the 
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attribute values are generalised to such an extent that each individual shares the same value. K-

anonymity has been implemented with several algorithms [125][126][127].  

L-diversity extends k-anonymity: it is ensured that in each equivalence class every attribute 

has at least L different values, thus relying on the fact that the deterministic inference attacks 

are no longer possible. However, L-diversity seems to be vulnerable and subject to probabilistic 

inference attacks [128]. 

T-closeness represents a refinement of L-diversity, and it creates equivalent classes that are 

very similar to the initial distribution of attributes in the table, thus it is mostly used when there 

is a need to keep the data as close as possible to the original one [129].  

Certainly, the state of the art seems to confirm that anonymisation methods face big challenges 

with real data. Anonymisation methods, such as k-anonymity, are highly dependent upon 

spatial locality to effectively implement the technique in a statistically robust way [130].  

To this extent, in light of the limits raised by different scientific communities on anonymisation 

models for structured data, new models of anonymisation are explored, with the aim of 

overcoming the limits of traditional anonymisation techniques with unstructured data. Among 

many, we can mention the model of “functional anonymisation” which is based on the 

relationship between data and environment within which the data exist, the so-called “data 

environment” [131] [17], relying on a pure statistical approach. Here, researchers provide a 

formulation for describing the relationship between the data and its environment that links the 

legal notion of personal data with the statistical notion of disclosure control 

[132][133][134][122]. 

Moreover, if perfect anonymisation has failed, others[135] remark that while the debate on 

deanonymisation remains vigorous and productive, “there is no clear definition for policy”, 

arguing that the best way to move data release policy is focusing on the process of minimising 

risk of re-identification and sensitive attributes disclosure, rather than trying to prevent harm.  
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2.3. Pseudonymisation and Pseudonymity 

 

Recalling the main premise, in pseudonymisation there are two main elements: 

- the removal of the attribution link between the personal data and the data subject 

- its replacement with new additional information.  

As for anonymisation, the legal framework does not provide any detail on the techniques but 

provides orientation in terms of context. Specifically, the GDPR only recalls it in two different 

articles: in Art. 25 as an appropriate technical and organisational measure designed to 

implement data-protection principles, and in Art. 32 listing it, with the encryption, as a security 

measure that should be implemented by the data controller and the data processor.  

These specific collocations explicitly confirm that data must undergo pseudonymisation 

processing in order to grant its security and, such processing can be adapted with other security 

measures to protect the dataset, implementing privacy by design principles.  

A more precise description of pseudonymisation techniques stems from the European Agency 

for Cybersecurity (ENISA). It lists this data processing model among its priorities of the 

Programming Document 2018-2020 and provides recommendations on shaping technology 

according to GDPR provisions. Specifically, complete guidance can be found in four different 

recommendations38thus, as such, not legally binding, confirming the same approach followed 

by the WP29 Opinion 04/2015 on the Anonymisation Techniques.  

 
38 ENISA, Recommendations on shaping technology according to GDPR provisions. An overview on data 

pseudonymisation, November 2018, https://www.enisa.europa.eu/publications/recommendations-on-shaping-

technology-according-to-gdpr-provisions ; ENISA, Pseudonymisation techniques and best practices. 

Recommendations on shaping technology according to data protection and privacy provisions, November 2019, 

https://www.enisa.europa.eu/publications/pseudonymisation-techniques-and-best-practices ; ENISA, Data 

https://www.enisa.europa.eu/publications/recommendations-on-shaping-technology-according-to-gdpr-provisions
https://www.enisa.europa.eu/publications/recommendations-on-shaping-technology-according-to-gdpr-provisions
https://www.enisa.europa.eu/publications/pseudonymisation-techniques-and-best-practices
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In the ENISA Recommendations, different techniques are described, on the assumption that 

pseudonymisation can relate to a single identifier, but also to more than one. The 

pseudonymisation can be performed with the following techniques: Counter, Random Number 

Generator (RNG), Cryptographic Hash Function (CHF), Message Authentication Code 

(MAC), and Encryption.  

Counter represents the simplest pseudonymisation technique, wherein a number chosen by a 

monotonic counter substitutes the identifiers. Its simplicity makes it a proper technique for 

small datasets. The Random Number Generator (RNG) is like the counter, with the difference 

that a random number is assigned to the identifier, relying on a mechanism that produces values 

unpredictably selected. 

The Cryptographic Hash Function is directly applied to the identifier obtaining the 

corresponding pseudonym, taking input strings, and mapping them to fixed length outputs. 

Similar, except for introducing a secret key to generate the pseudonym, is the Message 

Authentication Code (MAC), where the knowledge of the key is essential for mapping the 

identifiers and the pseudonyms.  

Lastly, the encryption that relies on a symmetric encryption algorithm for generating the 

pseudonyms and for which the same secret key is needed as for the decryption. Asymmetric 

encryption algorithms can also be used in specific cases for pseudonymisation purposes. 

However, as anticipated, not all the pseudonymisation techniques are equally effective and the 

possible practices vary. They can be based on the basic scrambling of identifiers, or to the 

advanced cryptographic mechanism. Their level of protection may vary accordingly. 

In any case, especially for the hash function there is doubt as to the extent it represents an 

efficient pseudonymisation technique, especially under certain circumstances such as the case 

in which the original message has been deleted, thus granting irreversibility. In this case indeed, 

the hash value might even be considered as anonymised39, based on the dichotomy of 

reversible/irreversible processing [106]. In line with this consideration, academics have started 

considering that anonymity can be granted not only with anonymisation models, but also with 

pseudonymisation, questioning the semantic approach imposed by the GDPR.  

 
Pseudonymisation: Advanced Techniques and Use Cases, January 2021, 

https://www.enisa.europa.eu/publications/data-pseudonymisation-advanced-techniques-and-use-cases ; ENISA, 

Deploying pseudonymisation techniques, March 2022, https://www.enisa.europa.eu/publications/deploying-

pseudonymisation-techniques  
39 In this sense, a first innovative approach came from the Spanish Data Protection Authority: AEPD, Introduction 

to the hash function as a personal data pseudonymisation technique, October 2019, 

https://edps.europa.eu/sites/edp/files/publication/19-10-30_aepd-edps_paper_hash_final_en.pdf  

https://www.enisa.europa.eu/publications/data-pseudonymisation-advanced-techniques-and-use-cases
https://www.enisa.europa.eu/publications/deploying-pseudonymisation-techniques
https://www.enisa.europa.eu/publications/deploying-pseudonymisation-techniques
https://edps.europa.eu/sites/edp/files/publication/19-10-30_aepd-edps_paper_hash_final_en.pdf
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In fact, the GDPR considers that data that have undergone a process of pseudonymisation are 

still personal data, as its data processing is considered reversible as the additional information 

generated as pseudonyms can still be matched with the input data. In term of policy, this 

decision is of paramount importance to determine the compliance of rights recognised by the 

GDPR in certain types of processing (e.g., research, traffic data analysis, geolocation, 

blockchain and others). 

However, in this regard, some authors consider that pseudonymisation can grant anonymity, as 

well as anonymisation, provided that some subjective conditions on the input data are met 

[121].  

This vision confirms the reason the regulatory framework is still uncertain and that the zero-

risk approach cannot certainly represent the final aim of any data processing, but can be the 

needed mind-set to navigate through the legal framework currently in force. 

On the same note, some policy fragmentation in the Member States should be considered.  

In some of them, Data Protection Authorities (hereinafter referred as DPAs) considered 

encoded or pseudonymised data as identifiable thus, as such, as personal data in relation to the 

actors who have means (the "key") for re-identifying the data, but not in relation to other 

persons or entities (e.g., Austria, Germany, Greece, Ireland, Luxembourg, Netherlands, 

Portugal, UK). In other Member States, all data linkable to an individual were regarded as 

"personal", even if the data were processed by parties who have no means for such re-

identification (e.g., Denmark, Finland, France, Italy, Spain, and Sweden). DPAs in those 

Member States are “generally less demanding” regarding the processing of data that are not 

immediately identifiable, considering the likelihood of the data subject being identified as well 

as the nature of the data.40  

Therefore, it should be noted that academics and DPA decisions are starting to break the 

traditional approach which tended to consider anonymisation as an irreversible approach and 

pseudonymisation as a reversible one. Consequently admitting that both impact on the 

identifiability of data, as well as, on anonymity. 

 

 
40 The extent of the issue is treated extensively in the Impact Assessment of the GDPR and confirmed by the first 

decisions of the DPAs, like the Spanish DPA referring to the ash function. 
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2.3.1. Granting anonymity relying on roles and responsibilities distribution 

among stakeholders  

 

The state of the art concerning the two main data processing models recalled by the GDPR, 

anonymisation and pseudonymisation, shows that the objective perspective tends to be 

overcome. In fact, it is based on the data processing model per se, thus stressing on the fact 

that only anonymisation can grant data anonymity, while pseudonymisation cannot. Therefore, 

in the GDPR the traditional dichotomy of anonymisation/irreversibility and 

pseudonymisation/reversibility can be found. 

However, the technological development helped to shape new interpretations of the GDPR that 

are able to question the above-mentioned semantic dichotomy.  

Indeed, it is currently investigated and confirmed that as for anonymisation, even 

pseudonymisation can grant data anonymity if relying on the distribution of roles and 

responsibilities among stakeholders.  

As anticipated, the first interpretation in this sense came from the academic debate, when 

scholars started questioning whether pseudonymised data were always personal data [121]. In 

this occasion, authors considered that the definition of pseudonymisation given in Art.4(5) of 

the GDPR will not expand the category of personal data. They believe that even 

pseudonymisation can render data anonymous, thus breaking the link between data and the 

natural person to whom the data pertain, using as a reference test Recital 26 of the GDPR.  

Such an outcome can be achieved in a particular circumstance: if data that have undergone a 

process of pseudonymisation in one organisation are shared with a third party without the input 

data, thus rendered and remaining anonymous for such last third party.  
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Fig. 4.  Sharing pseudonymised output data with third parties  

 

Therefore, in line with such reasoning, it can be considered that the sharing of pseudonymous 

data only should be subject to the deanonymisation/re-identification risk test based on Recital 

26 of the GDPR. Moreover, if data are considered anonymous, the third party may process data 

at her/his best convenience as the link between the personal data and the natural person to 

whom the data pertain (data subjects) should be considered broken. 

In this sense, the DGA can be considered as developing a new subjective approach on data 

semantics, overcoming the initial and traditional imprinting of the GDPR. 
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Chapter 3. Big Data and IoE as Hybrid Human-based and Device-

based Environment 
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Short Abstract of the Chapter  

 

This chapter explains the main legal premises of the research, defining its technological context 

based on Big Data and the Internet of Everything. On one hand, it presents the main advantages 

of such technologies while, on the other hand, it also investigates the main risks and threats 

posed by such technologies in terms of privacy and data protection. Considering the 

datafication phenomena, this chapter discusses the feasibility of the right to be forgotten and 

how it can eventually be coordinated with the above-mentioned phenomena.  
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The main perspective investigated is the further processing of data, as it is considered to be a 

higher stage of the first processing where poorly processed personal data can increase the risk 

of de-anonymisation/re-identification. 

Lastly, the chapter presents an explorative literature review on the issue of de-

anonymisation/re-identification.   

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.1. Big Data and Internet of Everything for Cutting Out the Middleman    

 

In recent decades, the evolution and development of technology has registered a remarkable 

growth, increasing the possibility of substituting the human intervention in the communication 

between machine-to-machine, people to people and people to machine [35]. Big Data [36] and 

Internet of Everything have played an essential role in this change, leading to the automation 

of many processes, determining the inter-penetration of the ‘real’ and the so-called ‘virtual’ 

[37].  
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Internet of Everything uses Big Data to empower the automation of electronic equipment in 

the surrounding environment. The vast collection of data is stored locally on devices (things), 

or possibly in the cloud, enabling data processing and data aggregation on a large scale. Data 

pertains to the digital environment, as well as to the users. Due to said technological process, 

machines can learn how to customise better services for the users, inferring information from 

data and, consequently, generating knowledge.  

The combination of these technologies avoids human intercession in the process of collecting, 

storing and processing data, making human intercession superfluous.  

As anticipated, in the IoE the public and the private sphere have merged [2], impacting the 

human space and generating a more globalised environment, which automatically collects 

analyses, and mines information about places, object and people. This environment constantly 

expands its perimeter, increasing its technological capacity.   

The remarkable opportunities of Big Data and Internet of Everything have been 

comprehensively investigated by the scientific and business community, boosting the capacity 

of data analysis. The more information is multiplied and shared, the more concerns arise in 

terms of tracking, profiling, discrimination, exclusion; moreover, loss of control and 

surveillance risks.  

Internet of Everything generates a remarkable amount of data and relies on data, processes, 

people and things connected in a network, including machine-to-machine (M2M), person-to-

machine (P2M), and person-to-person (P2P) systems. Therefore, handling such amount of data 

requires more sophisticated techniques and tools, giving way to artificial intelligence (AI). In 

comparison to traditional data techniques and platforms, AI techniques provide more accurate, 

faster, and scalable results in big data analytics, and they can be used to transform big data into 

smart data, providing more accurate results [39][40]. Among these advanced techniques we 

can mention machine learning (ML), natural language processing (NLP), computational 

intelligence (CI), and data mining. These were designed to provide big data analytic solutions 

as they can be more accurate, more precise and faster for massive volumes of data, discovering 

information, hidden patterns, and unknown correlations.  

The extraordinary societal benefits of big data—including breakthroughs in medicine, data 

security, and energy use—must be reconciled with increased risks to individuals’ privacy. As 

is often the case, technological and business developments in big data analysis have far 

outpaced the existing legal frameworks, which date back from an era of mainframe computers, 

predating the Internet, mobile, and cloud computing. 



62 
 
 

These technological developments have also challenged the boundaries of fundamental rights, 

privacy and data protection. Despite efficiency in the process, the increase in the level of 

automation implies an increase in the vulnerability of such systems, thus impacting privacy 

and data subject protection.  

Due to its volume, the amount of data generated is vulnerable to security breaches and, to this 

purpose, it became of paramount importance to secure the data at all levels from the initial 

source, transfer, storage and final output. 

Many technologies have been implemented to secure big data analytics such as anonymisation, 

pseudonymisation, encryption, and others. In this sense, the European legislation keeps 

evolving, trying to provide guidance on the issue as well as trying to avoid suffocating the 

technological development.  

In such intent, the European legislator dedicates specific attention to the evolution of the 

market, specifying in its Data Strategy its aim of creating a single market for data that will 

ensure Europe’s global competitiveness and data sovereignty. Common European data spaces 

will ensure that more data becomes available for use in the economy and society, while keeping 

the companies and individuals who generate the data in control [41].  

From a mere legal point of view, it appears particularly challenging to regulate the evolution 

of such technological capacity due to the clash with data subjects’ fundamental rights and 

liberties. Mainly, the right to privacy is the first generally considered; not only considered in 

its first conception of the right to be left alone, but also the right to self-determination, avoiding 

any kind of interference in the private sphere. As such, the right to data protection is conceived 

as the empowerment of data subjects to exercise their control over the collection, use and 

disclosure of their personal information. These rights find an explicit recognition in the 

European Convention of Human Rights (ECHR), in Article 8 on the right to respect privacy 

and family life. The Charter of Fundamental Rights of the European Union reproduces - in Art. 

7 - the content of Art. 8 of the ECHR, while Art. 8 raises the protection of personal data to the 

status of a fundamental right. Both of these rights interact in multiple ways, especially as the 

right to data protection represents the main tool by which the right to privacy is protected. The 

central importance of privacy and data protection in the digital environment is therefore not 

merely due to the fact that digital systems record what happens in ‘real life’.  
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3.2. Datafication and the Right to be Forgotten in Streaming Structured, 

Semi-Structured and Non-Structured Data  

 

The IoE accurately captures the environment to which it pertains, converting the outcome of 

such capture in data, thus in valuable information. In fact, digitalisation facilitates the 

datafication process, which is considered to be the representation of most aspects of our daily 

lives with data [42]. Digital technologies have accelerated such a process, automating the 

historical practice of databasing, analysing and generating knowledge and inferring 

information for creating value. Especially with IoE, data does not exclusively refer to humans 
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[43], but also to the environment to which technology pertains, recalling the broadest concept 

of environment. 

The datafication process has been questioned since the 1960s and 1970s, especially in the 

United States [44] [45] [46] [47]. The increasing capabilities of technology to store 

information, give it a meaning and render it ready for subsequent uses has fuelled the first 

debate on privacy. Originally, such debate concerned only government and large private 

institutions as the only ones capable of collecting personal information in computerised 

databases: namely, citizens’ tax, health, educational and social security benefits in the welfare 

state. This practice responded to the need for population management, developing into more 

modern forms of state bureaucratic administration[48]. Gradually, the debate expanded its 

focus, no longer limited to government and public institutions, but extending it to private 

companies running their major businesses on data [49]. 

On the same note, since the 1970s, the debate has also matured in Europe, confirming that 

datafication precedes digitalisation, using technology as an instrument for accelerating such a 

process [50].  

In this sense, it can be argued that there is no shift of paradigm, rather a constant evolution of 

the one on which datafication is built: the collection of personal information represented by 

data.  

Therefore, in some parts, the evolution of the legislation doesn’t appear to take into account 

this expansion. Considering the current legislation on data, specifically the GDPR, it is 

unquestionable that some rights and freedoms mentioned here are unfeasible for enforcement 

in the digital environment and academics continue to debate their root and content [51] [52] 

[53] [53] [54] [55] [56]. In this regard, the right to erasure (right to be forgotten) is one of the 

most studied and questioned [57] [58]. As a matter of fact, the development and evolution of 

technology keeps challenging the implementation of the balancing test between competing 

rights of privacy and data protection, and free expression and access to information. However, 

the significant body of European jurisprudence on the matter provides a guideline for the 

implementation of the right to be forgotten. Indeed, almost a decade ago, the Court of Justice 

of the European Union recognised the individual’s right to ask search engines (e.g. Google) to 

remove results for queries on a certain user’s name (ECLI:EU:C:2014:317)41. As anticipated, 

scholars have long debated the right to be forgotten, its balancing test and the legitimacy and 

 
41 https://curia.europa.eu/juris/document/document.jsf?docid=152065&doclang=IT  

https://www.microsoft.com/it-it/edge?form=MA13DL&OCID=MA13DL
https://curia.europa.eu/juris/document/document.jsf?docid=152065&doclang=IT
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transparency of search engines as private actors responsible for the implementation. These 

debates have confirmed that the right to be forgotten raises fundamental questions, not only in 

terms of personal data, but also in terms of media freedom, and on the impact of deletion. 

Specifically, technological development seems to confirm that the challenges in the 

implementation of the right to be forgotten increase the risk of de-anonymisation/re-

identification [59] [60]. Such a right seems to be evolving towards being artificial, as it follows 

a technology-agnostic approach, as it does not allow laws to be coordinated with the state-of-

the-art technologies in computer science and technology information.  

In fact, big data comes in a variety of shapes and form, generating many difficulties in 

coordinating the protection and security of the information, and therefore increasing the 

unfeasibility of granting deletion (erasure, forgetting). Modern digital environments using big 

data struggle to handle the process of analysing and erasing [61]. Data is unable to be handled 

and processed by most current information system methods as the most traditional data mining 

methods or data analytics developed for a centralised data analysis process may not be able 

to be applied directly to big data [62]. Especially in IoE environments, the dataflow is constant, 

and the variety, diversity and volume of data are different. If, for example, considering only 

the structure of data, the fact of having structured, semi-structured and unstructured data poses 

many challenges for ensuring protection and security. Data can be made of only numerical or 

categorical attributes, or usually, as a mix of numerical and categorical attributes. 

Preferable data is structured, but not necessarily. Unstructured data refers to data which does 

not adhere to conventional data models, thus not easily searchable. It comes with formats like 

audio, video, and social media postings, usually collected with powerful Artificial Intelligence 

applications. More than 80% of generated data are unstructured and this percentages grows by 

55-60% every year42. Despite the structure, data can be organised into microdata or macrodata, 

it can be static or dynamic. The variety of data has a remarkable impact on the design of modern 

technologies from its embryonal phase, creating risks in terms of privacy and data protection, 

the reason that justified the integration of such rights in modern legislations43. 

 

 
42 https://mitsloan.mit.edu/ideas-made-to-matter/tapping-power-unstructured-data  
43 In this sense, the statistics of the United Nations Conference on Trade and Development, showing that with the 

increase of the social and economic activities places online, the importance of privacy and data protection 

increases as well. Data confirms that 137 out of 194 countries had put in place legislation to secure the protection 

of data and privacy. Moreover, still according to data, Africa and Asia show different level of adoption with 61 

and 57 per cent of countries having adopted such legislations. In detail: https://unctad.org/page/data-protection-

and-privacy-legislation-worldwide  

https://mitsloan.mit.edu/ideas-made-to-matter/tapping-power-unstructured-data
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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3.3. Privacy and Data Protection in Further Data Processing  

 

The modern digital environments are implemented through big data, such as IoE, which 

imposes the integration of privacy and data protection principles from policy to engineering. 

The GDPR requests that data controllers implement appropriate technical and organisational 

measures to protect personal data and avoid unlawful disclosure, above all when the process 

involves the transmission of data over a network.  
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In determining the framework of these technical and organisational measures, it is essential to 

clearly define the concept of privacy and data protection, in order to better understand the extent 

of data controllers’ responsibilities.  

Data protection appeared as an offspring of privacy [50] and the two rights seem inextricably 

linked. Scholars tend to agree that data protection and privacy share a common characteristic: 

both are confronted with remarkable interferences in contemporary information society. 

The debate among European scholars focused on whether data protection represents an 

autonomous fundamental right, thus separate from privacy, or whether it can be considered as 

a mere aspect of privacy [63]. Despite this aspect of the debate, data protection and privacy 

certainly interact and the European Constitution reserves separate roles to these distinct rights 

and considers data protection as a legal instrument adding something to privacy [64].  

In Europe, the first legislations on data protection were issued in Germany44 and Sweden.45  

Since then, the concept of data protection has been distinct from the concept of privacy. The 

latter used to be considered as a broad concept that embodies a range of rights and values, 

such as the right to be let alone, intimacy, seclusion, personhood, and so on according to the 

various definitions [50]. Over time, it  has emerged that such right cannot have strict boundaries 

and, due to the technological development, its concept keeps expanding. On the other hand, 

data protection emerged as a set of interests further to privacy, concerning the security of the 

information systems – data security – and its data quality [65]. Consequently, data protection 

emerged to serve fundamental rights other than the ones protected by privacy. As anticipated, 

such confirmation came from the Europe Constitution where data protection arises at the level 

of other fundamental rights, alongside privacy [66] [67]. Therefore, the inclusion of data 

protection in the European Charter of Fundamental Rights is a point of arrival in a process 

started almost fifty years ago, which culminates with this inclusion, as well as with the 

discussion, promulgation and entry into force of the General Data Protection Regulation [68].  

Such pieces of legislation have imposed many principles and rules for granting the protection 

of data in the engineering of information systems, since its first design. Two requirements 

among the main instruments tailored by the legislator for protecting data subjects since the first 

collection of data, are particularly relevant in the context of IoE and big data: consent and 

purpose [69]. Both of these requirements have been analysed by the Working Party 2946. 

 
44 Datenschutzgesetz, Oct. 7, 1970, § 6, 1 Gesetz- und Verordnungsblatt für das Land Hessen 625 (1970). 
45 Datalagen (Swedish Data Act) of May 11, 1973, entered into force July 1, 1973. 
46 The requirement of consent has been analysed in the Guidelines on consent under Regulation 2016/679, 

Adopted on 28 November 2017 and last revised and adopted on 10 April 2018 (17/ENWP259 rev.01); the 
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Defined and regulated from Article 6 to Article 8, consent has animated the scholars’ debate 

since the first discussions of the GDPR. In time, the criticalities of such a requirement emerged 

and scholars remain sceptical on its efficiency if applied to big data [70], as most of the time 

consent forms are very difficult to navigate for data subjects [71], thus tending to legitimise 

dark patterns [72] and other issues, even in the event it is revoked [73]. Moreover, another 

essential requirement is purpose. In this regard, there still appears to be room to investigate the 

different declinations of purpose, especially in conjugation with consent for secondary uses of 

data, for further processing.  

More issues seem to arise in further processing of data[74] (justifying secondary data uses): a 

typical case could be when data are legitimately collected but poorly processed. In principle, 

academics have long investigated this criticality in the context of research [75] and health data 

[76], trying to find certain benchmarks in ensuring data quality. However, this issue seems to 

be as difficult to handle as after the first processing. In application of the data minimisation 

principle [77], processed personal data, for which the purpose of collection has been reached, 

should be erased or anonymised. Therefore, it is outside the scope of application of the GDPR 

and the loss of its protection.  

The notion of further processing is closely linked to the concept and scope of initial processing. 

The GDPR provides a broad concept of processing in Article 4.2 as “any operation or set of 

operations which is performed on personal data or on sets of personal data, whether or not by 

automated means such as collection, recording, organisation, structuring, storage, adaption 

or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available, alignment or combination, restriction, erasure or destruction”.  

The European Court of Justice has further specified47 that processing “may consist in one or a 

number of operations, each of which relates to one of the different stages that the processing 

of personal data may involve”. This specification considers the various stages of the data 

lifecycle, even in secondary uses of personal data.  

Moreover, the concept of further processing is strictly connected to the requirements and 

conditions under which the initial processing is undertaken. As anticipated, consent, as well as 

purpose, play an essential role in framing the legal basis for collection and processing personal 

 
requirement of purpose has been analysed in Opinion 03/2013 on purpose limitation adopted on 2 April 2013 

(00569/13/ENWP 203). 
47 Case C- 40/ 17, Fashion ID.  
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data. Consent and purpose of the first collection shape the boundaries of the secondary 

processing.  

Recital 50 recalls further processing as processing of personal data for purposes other than 

those for which the personal data were initially collected. 

The GDPR requests that any purpose for processing personal data should be clearly specified 

and accepted by the data subject. Personal data cannot be accumulated for secondary uses.  

To allow recycling, repurposing and re-contextualisation [74], personal data should be further 

processed in compliance with specific principles and requirements, aimed at tackling the 

above-mentioned risks. As a general rule, according to art. art. 5(1)(b) GDPR, personal data 

cannot be processed for further purposes which are incompatible with the one justifying the 

first collection. The only exception is given by Art. 89 of the GDPR, introducing safeguards 

and derogations relating to processing for archiving purposes in the public interest, scientific 

or historical research purposes or statistical purposes.48 

3.3.1. Compatibility test ex art. 89 GDPR: data aggregation, statistical 

purposes and data sharing 

 

Art. 89 recalls the reason of substantial public interest for implying certain derogations in the 

secondary processing of data. Among these, the case in which personal data are processed for 

 
48 In detail, Art. 89: Safeguards and derogations relating to processing for archiving purposes in the public interest, 

scientific or historical research purposes or statistical purposes. 

1. Processing for archiving purposes in the public interest, scientific or historical research purposes or statistical 

purposes, shall be subject to appropriate safeguards, in accordance with this Regulation, for the rights and 

freedoms of the data subject. Those safeguards shall ensure that technical and organisational measures are in 

place in particular in order to ensure respect for the principle of data minimisation. Those measures may include 

pseudonymisation provided that those purposes can be fulfilled in that manner. Where those purposes can be 

fulfilled by further processing which does not permit or no longer permits the identification of data subjects, those 

purposes shall be fulfilled in that manner. 

2. Where personal data are processed for scientific or historical research purposes or statistical purposes, Union 

or Member State law may provide for derogations from the rights referred to in Articles 15, 16, 18 and 21 subject 

to the conditions and safeguards referred to in paragraph 1 of this article in so far as such rights are likely to 

render impossible or seriously impair the achievement of the specific purposes, and such derogations are 

necessary for the fulfilment of those purposes. 

3. Where personal data are processed for archiving purposes in the public interest, Union or Member State law 

may provide for derogations from the rights referred to in Articles 15, 16, 18, 19, 20 and 21 subject to the 

conditions and safeguards referred to in paragraph 1 of this article in so far as such rights are likely to render 

impossible or seriously impair the achievement of the specific purposes, and such derogations are necessary for 

the fulfilment of those purposes. 

4. Where processing referred to in paragraphs 2 and 3 serves at the same time another purpose, the derogations 

shall apply only to processing for the purposes referred to in those paragraphs. 
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statistical purposes ex Art. 89. Union, or Member States’ law may provide for derogations from 

the mandated disclosures, contained in Articles 1349 and 1450 of the GDPR.   

 
49 In detail: Article 13. Information to be provided where personal data are collected from the data subject 

1. Where personal data relating to a data subject are collected from the data subject, the controller shall, at the 

time when personal data are obtained, provide the data subject with all of the following information: 

(a) the identity and the contact details of the controller and, where applicable, of the controller's representative; 

(b) the contact details of the data protection officer, where applicable; 

(c) the purposes of the processing for which the personal data are intended as well as the legal basis for the 

processing; 

(d) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the controller or 

by a third party; 

(e) the recipients or categories of recipients of the personal data, if any; 

(f) where applicable, the fact that the controller intends to transfer personal data to a third country or 

international 

organisation and the existence or absence of an adequacy decision by the Commission, or in the case of transfers 

referred to in Article 46 or 47, or the second subparagraph of Article 49(1), reference to the appropriate or 

suitable 

safeguards and the means by which to obtain a copy of them or where they have been made available. 

2. In addition to the information referred to in paragraph 1, the controller shall, at the time when personal data 

are obtained, provide the data subject with the following further information necessary to ensure fair and 

transparent processing: 

(a) the period for which the personal data will be stored, or if that is not possible, the criteria used to determine 

that period; 

(b) the existence of the right to request from the controller access to and rectification or erasure of personal data 

or restriction of processing concerning the data subject or to object to processing as well as the right to data 

portability; 

(c) where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the right 

to withdraw consent at any time, without affecting the lawfulness of processing based on consent before its 

withdrawal; 

(d) the right to lodge a complaint with a supervisory authority; 

(e) whether the provision of personal data is a statutory or contractual requirement, or a requirement necessary 

to enter into a contract, as well as whether the data subject is obliged to provide the personal data and of the 

possible 

consequences of failure to provide such data; 

(f) the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at 

least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged 

consequences of such processing for the data subject. 

3. Where the controller intends to further process the personal data for a purpose other than that for which the 

personal data were collected, the controller shall provide the data subject prior to that further processing with 

information on that other purpose and with any relevant further information as referred to in paragraph 2. 

4. Paragraphs 1, 2 and 3 shall not apply where and insofar as the data subject already has the information. 
50 In detail: Article 14. Information to be provided where personal data have not been obtained from the data 

subject 

1. Where personal data have not been obtained from the data subject, the controller shall provide the data subject 

with the following information: 

(a) the identity and the contact details of the controller and, where applicable, of the controller’s representative; 

(b) the contact details of the data protection officer, where applicable; 

(c) the purposes of the processing for which the personal data are intended as well as the legal basis for the 

processing; 

(d) the categories of personal data concerned; 

(e) the recipients or categories of recipients of the personal data, if any; 

(f) where applicable, that the controller intends to transfer personal data to a recipient in a third country or 

international organisation and the existence or absence of an adequacy decision by the Commission, or in the 

case of transfers referred to in Article 46 or 47, or the second subparagraph of Article 49(1), reference to the 

appropriate or suitable safeguards and the means to obtain a copy of them or where they have been made 

available. 
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Statistics is included among these derogations. Statistics, namely, public statistics, is necessary 

for the performance of EU activities, as confirmed in the Treaty on the Functioning of the 

European Union (TFEU)51.  

Generally carried out in the public interest, this kind of processing is usually performed by 

public authorities. Their legal status makes them naturally trustworthy in tackling the risks. If 

we think, for example, of National Statistical Offices (NSOs), thirty years ago they were the 

only ones gathering data on citizens and they were naturally trusted as data controllers. For this 

 
2. In addition to the information referred to in paragraph 1, the controller shall provide the data subject with the 

following information necessary to ensure fair and transparent processing in respect of the data subject: 

(a) the period for which the personal data will be stored, or if that is not possible, the criteria used to determine 

that period; 

(b) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the controller or 

by a third party; 

(c) the existence of the right to request from the controller access to and rectification or erasure of personal data 

or restriction of processing concerning the data subject and to object to processing as well as the right to data 

portability; 

(d) where processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the right to 

withdraw consent at any time, without affecting the lawfulness of processing based on consent before its 

withdrawal; 

(e) the right to lodge a complaint with a supervisory authority; 

(f) from which source the personal data originate, and if applicable, whether it came from publicly accessible 

sources; 

(g) the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at 

least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged 

consequences of such processing for the data subject. 

3. The controller shall provide the information referred to in paragraphs 1 and 2: 

(a) within a reasonable period after obtaining the personal data, but at the latest within one month, having regard 

to the specific circumstances in which the personal data are processed; 

(b) if the personal data are to be used for communication with the data subject, at the latest at the time of the first 

communication to that data subject; or 

(c) if a disclosure to another recipient is envisaged, at the latest when the personal data are first disclosed. 

4. Where the controller intends to further process the personal data for a purpose other than that for which the 

personal data were obtained, the controller shall provide the data subject prior to that further processing with 

information on that other purpose and with any relevant further information as referred to in paragraph 2. 

5. Paragraphs 1 to 4 shall not apply where and insofar as: 

(a) the data subject already has the information; 

(b) the provision of such information proves impossible or would involve a disproportionate effort, in particular 

for processing for archiving purposes in the public interest, scientific or historical research purposes or statistical 

purposes, subject to the conditions and safeguards referred to in Article 89(1) or in so far as the obligation 

referred to in paragraph 1 of this article is likely to render impossible or seriously impair the achievement of the 

objectives of that processing. In such cases the controller shall take appropriate measures to protect the data 

subject’s rights and freedoms and legitimate interests, including making the information publicly available; 

(c) obtaining or disclosure is expressly laid down by Union or Member State law to which the controller is subject 

and which provides appropriate measures to protect the data subject’s legitimate interests; or 

(d) where the personal data must remain confidential subject to an obligation of professional secrecy regulated 

by Union or Member State law, including a statutory obligation of secrecy. 
51 To this purpose, Art. 338 clarifies that the European Parliament and the Council, acting in accordance with the 

ordinary legislative procedure, shall adopt measures for the production of statistics where necessary for the 

performance of the activities of the Union. 
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reason, the statistical activity conducted by NSOs is even regulated with a specific legislation 

that represents the main legal framework for national statistics.52  

Nowadays, however, business entities also perform data processing for statistical purposes. For 

example, economic actors focused on the development of Artificial Intelligence applications 

and Data Analytics models (including Machine Learning, Deep Learning and other 

techniques). They rely on statistical models built with a remarkable collection of statistical 

data. Due to its descriptive function, statistics reveals patterns and infers information observing 

data, granting a solid base for the development of the statistical models needed by this industry.  

Therefore, data controllers can be also private entities, therefore it appears more than 

reasonable to question the level of trust citizens should recognise, especially in light of the risks 

for privacy and data protection[78].  

The implications for data controllers pursuing data processing for statistical purposes, dealing 

with aggregate data for the development of Artificial Intelligence applications, do not seem to 

be clear, exposing data subjects to the risk of deanonymisation/re-identification when data are 

poorly processed, thus impacting the quality. Therefore, it is reasonable to ask whether art. 89 

of the GDPR applies to private companies as well, relying on statistical data for developing 

data analytics models [79].  

To this extent, it can be noted that the taxonomy of the GDPR does not specifically define 

statistical data, but considers aggregate data as non-personal data, as the output of personal data 

processed for statistical purposes. 

The Regulation defines processing for statistical purposes as “any operation of collection and 

the processing of personal data necessary for statistical surveys or for the production of 

statistical results”. Moreover, the FFDR states that specific examples of non-personal data 

include aggregate and anonymised datasets used for big data analytics.53  

 
52 Regulation 223/2009 on European statistics. For microdata access: Regulation (EU) No 557/2013 on access to 

confidential data for scientific purposes. Separate laws in the EU/EEA/EFTA countries: 

https://ec.europa.eu/eurostat/web/ess/latest-news  
53 See extensively Recital 9 of the FFDR, literally: The expanding Internet of Things, artificial intelligence and 

machine learning, represent major sources of non-personal data, for example as a result of their deployment in 

automated industrial production processes. Specific examples of non-personal data include aggregate and 

anonymised datasets used for big data analytics, data on precision farming that can help to monitor and optimise 

the use of pesticides and water, or data on maintenance needs for industrial machines. If technological 

developments make it possible to turn anonymised data into personal data, such data are to be treated as personal 

data, and Regulation (EU) 2016/679 is to apply accordingly. 

https://ec.europa.eu/eurostat/web/ess/latest-news
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The literal and contextual interpretation introduces a presumption on the nature of aggregate 

data as non-personal data: as such, aggregate data do not fall under the scope of application of 

the GDPR. 

However, while this approach may be effective for aggregate data resulting as the output of 

processing non-personal data (farm and agricultural data, for example), it is not the case for the 

output of processing personal data. A distinction should be made in terms of the nature of the 

input/output data. In this regard, the European Data Protection Supervisor (EDPS) specified 

that aggregate data is not the same as anonymised data, and not necessarily non-personal data54, 

however recalling Recital 26 as a main tool for ascertaining the risks, but which is still not a 

certain method of assessment.  

Apart from these critical points, which certainly deserve attention from the data controller 

perspective, the GDPR imposes a compatibility test to be carried out in order to evalute whether 

secondary processing can be considered compatible. In this sense, Art. 6(4) of the GDPR 

follows, providing a series of criteria to determine whether the processing for a purpose other 

than that for which the personal data have been collected, is to be considered compatible with 

this initial purpose. 

The GDPR requires a compatibility test for further purposes to be carried out.  

 

 

 
54 European Data Protection Supervisor, Opinion 3/2020 on the European Strategy for Data. 
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Fig. 5. Data processing in light of the GDPR perspective, with a particular focus on further processing and 

secondary uses of data 

 

Two basic scenarios may occur with the compatibility test: 

- The purpose is compatible; thus, the further processing is lawful and GDPR still applies 

to the further processing. In this case, recycling, repurposing, and re-contextualising is lawful. 

- The purpose is not compatible; thus, the further processing is unlawful (unless consent 

has been obtained for incompatible uses, or the Member States law allows further processing).  

Article 89 deserves a specific focus, as it lists other cases in which the compatibility test is not 

required, based on the presumption that the processing is considered compatible with the initial 

purpose. This is the case of processing for archiving purposes in the public interest, scientific 

or historical research purposes or statistical purposes. 
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All these exemptions are somehow related to statistical processing, research included, for 

which scholars are currently exploring its boundary [80] [75][81], output which – as anticipated 

- is considered as non-personal data (aggregate data), thus outside the scope of application of 

the GDPR.  

In this regard, especially from a legal-technological perspective, data aggregation is poorly 

investigated. Aggregation allowing secondary uses of data poses certain risks when poorly 

performed: disclosure, re-identification, and profiling. 

The aggregation process has the advantage of transforming sets of microlevel data (thus PII 

referring to each single statistical unit) into macrolevel data [82] representing a summary of 

Personally Identifiable Information (PII) [83] . 

From a purely legal point of view, the interaction between data protection, data aggregation 

and statistical purposes can be very controversial.  

Data aggregation plays an essential role in data processing and data management. In the modern 

information systems, it allows information to be inferred from unusual patterns [84], bandwidth 

and energy costs to be reduced [85], and storage space to be saved [86]. Aggregate data is the 

main source of IoT systems, Cloud environments, Artificial Intelligence and Machine Learning 

applications and products. Within such systems, different aggregations may have various 

requirements to be satisfied by the design. For instance, while one aggregation receives data 

passively from a data source, another aggregation must actively collect data from a database 

which is shared concurrently by other processes [87]. 

This heterogeneity represents a challenge in designing a suitable solution with multiple 

aggregations, certainly increased when processing data of a different nature (considered from 

a legal point of view). Certain products and services built on aggregate data cannot even be 

developed without processing personal data, and data cannot always be directly acquired for 

individuals with informed consent55. 

When Article 89 recalls processing for statistical purposes, it lists such processing together 

with a broad range of processing activities: archiving, historical and scientific research. These 

are somehow related to the statistical processing which serves public interest. 

However, there are many other types of activities that certainly cannot be considered as 

undertaken in the public interest, but they may also fall under this provision, especially if the 

 
55 This might eventually be the ratio behind Article 14 of the GDPR: Article 14 GDPR - Information to be 

provided where personal data have not been obtained from the data subject. 



76 
 
 

presumption of compatibility - as mentioned above, is considered. This has also been specified 

by the Working Party 29 Opinion 03/2013 on purpose limitation.56 

The level of protection, between the public and the private sector, might be very different. 

In the field of statistics performed in the public sector, the principles of statistical 

confidentiality and functional separation57 impose certain measures to ensure that personal data 

processed for statistical purposes cannot be used for non-statistical purposes.  

As already mentioned, some authors [79] have already pointed out that corporations might not 

have the same level of ethical and institutional safeguards in place as the public sector. 

Furthermore, corporate secrecy and opaque algorithms in AI research might create barriers to 

oversight. These are the limits faced by Article 22 of the GDPR on automated individual 

decision-making and right to explanation.  

With this scenario, defining a proper risk assessment may be very difficult but the function of 

data protection should not be neglected, and an oversimplified approach should not be applied 

[88]. 

Therefore, aggregate data should require an appropriate risk test, which should be mandatory 

when performed by private entities.  

As anticipated, the GDPR only imposes that such processing should be subject to appropriate 

safeguards for the rights and freedoms of the data subject. The application of these derogations 

implies that it must be “likely to render impossible to or seriously impair the achievement of 

the specific purposes, and such derogations should be necessary for the fulfilment of those 

purposes”.  

Member States should determine the scope of the derogations, however this creates 

fragmentation between policies, thus creating disparities within the Digital Single Market58. 

 
56 Working Party 29, Opinion 03/2013 on purpose limitation, adopted on 2 April 2013.  
57 Regulation (EC) No 223/2009 on European Statistics defines statistical confidentiality as “the protection of 

confidential data related to single statistical units which are obtained directly for statistical purposes or indirectly 

from administrative or other sources, implying the prohibition of use for non-statistical purposes of the data 

obtained and of their unlawful disclosure”. See also Article 20(1) and (2) of the same regulation which sets out 

that “confidential data obtained exclusively for the production of European statistics shall be used by the [national 

statistical institutes] and other national authorities and by the Commission (Eurostat) exclusively for statistical 

purposes unless the statistical unit has unambiguously given its consent to the use for any other purposes”. Further, 

see Article 338 of the Treaty on the Functioning of the European Union (‘TFEU’), which requires that “the 

production of Union statistics shall conform to impartiality, reliability, objectivity, scientific independence, cost-

effectiveness and statistical confidentiality”. 
58 As an example, the case of the Italian Data Protection Authority (Garante per la Protezione dei Dati Personali) 

can be recalled, which has issued two notes introducing deontological rules regulating processing for statistical 

purposes, equalizing the rules to be applied when processing for statistical purposes in both the public and private 

sector, even if specifically determining the level of aggregation. Cfr: Regole deontologiche per trattamenti a fini 

statistici o di ricerca scientifica effettuati nell’ambito del Sistema Statistico nazionale pubblicate ai sensi dell’art. 

20, comma 4, del d.lgs. 10 agosto 2018, n. 101 - 19 dicembre 2018 [9069677]; Regole deontologiche per 
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In addition, Article 89 requests that technical and organisational measures are in place to ensure 

respect for the principle of data minimisation. To this aim, the article seems to emphasise a 

kind of circular reasoning typical of the GDPR, where rules and principles are repeatedly 

recalled, posing uncountable doubts and challenges. Namely, Article 25 on Data Protection by 

Design and by Default, as well as Article 5 on Data Minimisation.  

In both cases, data protection methodologies and rigorous PETs (Privacy Enhancing 

Technologies) should be created, while recalling a very broad view of these “technical and 

organisational measures”. Certainly, there is no doubt that the legislator favoured broad 

statutory language, avoiding any specification on technologies and methodologies, in favour 

of technological neutrality. However, it actually becomes very difficult for companies to 

navigate through the principles of data protection. These open standards might represent a 

remarkable limit for small medium enterprises. 

With regard to the part in which Article 89 overlaps with Art. 25 - in the technical and 

organisational measures - the legal uncertainties pertaining to Art. 25 spill over into Art. 89 

[89].  

Secondly, regarding minimisation techniques, academics [77] have already discussed the edges 

of the data minimisation principle in the current structure of the GDPR59. Again, the regulation 

is not providing a pragmatic view of data hygiene: determining how and where to start with 

data minimisation becomes very difficult.   

How can the GDPR’s core principles be translated into concrete design requirements and data 

protection methodologies? How can a compliant internal policy, for small-medium enterprises, 

be technologically designed? 

With regard to aggregation, can all these questions possibly be solved determining ex-ante how 

large the aggregate should be, before the data cease to be personal? Is it feasible to determine 

such a benchmark? Or, somehow, does it appear to be impossible to determine it, due to the 

available technology and the technological development in the digital context?  

It should be clearly specified how data protection principles relating to data minimisation and 

purpose limitation should apply to processing for statistical purposes. The main need is 

 
trattamenti a fini statistici o di ricerca scientifica pubblicate ai sensi dell’art. 20, comma 4, del d.lgs. 10 agosto 

2018, n. 101 - 19 dicembre 2018 [9069637]. 
59 Literally, the authors confirm that purpose limitation and data minimisation remain feasible albeit challenging 

in the context of data-driven personalisation, profiling and decision-making systems. While the longer-term 

research problems await their solutions, practitioners might employ a variety of organisational best practices 

and off-the-shelf tools that minimise data even if not explicitly developed for minimisation purposes. 
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overcoming the legal uncertainty which surrounds the GDPR and its further application of rules 

and principles, which appear as open standards.  

Theoretical solutions and explanations are required, especially in the light of the growing 

phenomena of data deanonymisation/re-identification.  

Recent developments and legal initiatives, namely the new Data Governance Act or the new 

proposal on Artificial Intelligence (AI ACT proposal), have demonstrated that several AI-

related questions do not find an explicit answer in the GDPR. In the Data Governance Act, the 

European legislator proposes data altruism processing with supervision by data sharing 

services. In the AI Act proposal, the data management supporting AI applications and products 

should be documented and archived with particular regard to training, validation and testing 

data aimed at demonstrating that the AI tools remain within the limitation of the purposes 

defined ex-ante. This situation of legal uncertainty, and imperfect integration with different 

legislation initiatives probably led by different industrial market interests, creates an 

overburden for data controllers applying indeterminate concepts, vague clauses and open 

standards, particularly challenging for small-medium enterprises, which can be penalised. In 

addition, it increases the risk of deanonymisation/re-identification for data subjects. 

It appears noticeable that, if data controllers cannot determine and quantify the residual risk 

linked to a data lifecycle, the GDPR may be reduced to a mere bureaucratic procedure based 

on a checklist, performed with automatic tools, from which big corporations can take 

advantage, as evidently more resourceful. In this situation data subjects would appear to be 

penalised.  

To this extent, determining the clear boundaries of the risks seems to be the most practical 

solution for tackling it.  
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3.4. An explorative literature review on data deanonymisation 

 

While the collection of personal data provides for a better definition of personal profiles, 

improving efficiency, on the other hand profiles can be used not only for granting access to 

certain services, but also to refuse it. The same data collected for tailoring a 100% satisfactory 

customised service can be used for decisions based on opacity.  

One of the main risks linked to secondary uses of poorly processed personal data relies on the 

possibility of reverse-engineering the process of data protection and re-identifying the subject 

to whom the data refer.   

In this regard, the European Union and the Member States has implemented many policies 

aimed at containing these risks. The evolution of the legislation in the last decade shows that, 

as a first step, the legislator blazed the path for approaching the issue from an objective 

perspective thus, recalling certain safeguards on the data processing per se. In this sense, with 

the GDPR having imposed the basic principles of data processing (art. GDPR) such as 

minimisation and erasure, or introducing certain guidelines aimed at countering the dark side 

of data protection: deanonymisation and re-identification. Finally, in recent years, the European 

legislator implemented new policies focused on a subjective perspective, aimed at empowering 

and instilling responsibility in actors involved in the data processing. The Data Governance 

Act represents a step towards data circulation and data sharing aimed at granting data reuses, 

while protecting data and data subject’s privacy.  

Therefore, in a digital ecosystem where data subjects generate data, data collectors use data, 

the ideal situation would be: 

- allowing data subjects to limit the information collected about them 

- granting the maximal potential on the reuse of data collected and processed to data 

users.   

This paragraph aims to frame the technological development of the deanonymisation/re-

identification risk, querying Arxiv (https://arxiv.org/), an Open Access archive for scholar pre-

prints in the fields of physics, mathematics, computer science, quantitative biology, 

quantitative finance, statistics, electrical engineering and systems science, and economics, thus 

merely referring to the technical field and not to the legal one. Containing pre-prints, Arxiv is 

considered to provide a better representation of the topic development, establishing the main 

trends in the topic. 

https://arxiv.org/
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The exploratory literature review on the topic outlines the technological development on the 

topic, identifying the state of the art. A literature analysis leads to a better definition of the gaps 

in the body of the in-force legislation, understanding whether the legal framework is in line 

with the technological development. 

In scientific literature the keywords deanonymisation and re-identification are used in an 

undifferentiated way (at least from an etymology perspective) [90], for referring to the practice 

of reverse-engineering the processing of personal data anonymisation [17, 91], identifying the 

natural person whose personal data have been processed aiming at reaching anonymity. 

Therefore, if such a process is reversed, the process of reaching data anonymity is impacted, 

producing effects on privacy and data protection of data subjects. 

 

Anonymisation Data Processing 

 

 

 

Fig. 6. The legal semantic process from personal data to non personal data 
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Fig. 7. The legal semantic process from non-personal data to non-personal data  

 

Moreover, still considering the terminology, some scholars [17] highlighted that in some 

jurisdictions (such as US, Canada, and Australia), deanonymisation is used to mean what 

anonymisation means in the EU context. A literature review shows that the same approach is 

used for the two words re-identification (US, Canada, and Australia) and deanonymisation in 

the EU context.  

First of all, it must be clarified that the technical literature on the topic does not refer to personal 

data solely in name – as usually referred in legal terminology. Specifically, it refers to 

Personally Identifiable Information (PII), with the same meaning as personal data. As 

anticipated, the concept of PII is particularly relevant in the context of data processing and data 

protection, as there is no unique definition [92] [93–95][94] [96][97]. 

In taking into account the GDPR, the definition of personal data contained in Art. 4 recalls any 

information related to an identified or identifiable natural person60, in line with the previous 

definition recalled in Directive 95/46/EC of the European Parliament and Council of 24 

October 1995, on the protection of individuals with regard to the processing of personal data 

and on the free movement of such data61, as the in-force legislation for data protection prior to 

the GDPR. 

Both of these definitions of personal data have their roots in the 1980 OECD Recommendation 

of the Council concerning Guidelines Governing the Protection of Privacy and Transborder 

Flows of Personal Data62 which has played a pivotal role in the development of policies for the 

protection of personal data, and remains an essential benchmark. 

 
60 Art. 4(1) specifies that, for the purposes of this Regulation: ‘personal data’ means any information relating to 

an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification 

number, location data, an online identifier or to one or more factors specific to the physical, physiological, 

genetic, mental, economic, cultural or social identity of that natural person; […]. 

Moreover, in detail: Article 2, Article 4(1) and (5) and Recitals (14), (15), (26), (27), (29) and (30) of the GDPR; 

Article 29 Working Party Opinion 4/2007 on the concept of personal data; Article 29 Working Party Opinion 

05/2014 on Anonymisation Techniques. 
61 Article 2 specifies that, for the purposes of this Directive: (a) ‘personal data’ shall mean any information 

relating to an identified or identifiable natural person (‘data subject’); an identifiable person is one who can be 

identified, directly or indirectly, in particular by reference to an identification number or to one or more factors 

specific to his physical, physiological, mental, economic, cultural or social identity; […]. 
61 https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0188 

 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0188
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Since the OECD Recommendation, PII has not been defined per se by a list, but rather accounts 

for the possibility of deductive disclosure. Therefore, if taken into account the in-force 

legislation, PII can be considered as any identifier such as a  

• name 

• identification number 

• location data 

• an online identifier  

• one or more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity  

of a natural person. 

In general, a common misconception on data anonymisation exists: removing all explicit 

identifiers from a dataset makes data anonymous. If this approach was considered to be true in 

the 70s, when Statistical Agencies used to apply anonymisation to microdata, with the advent 

of Big Data and its continuously increasing availability, anonymisation becomes a remarkable 

challenge to address, while rendering deanonymisation/re-identification easier.  

According to these premises, the explorative literature review aims to determine the extent of 

the deanonymisation/re-identification risk. 

The first outcome to be analysed is the number of publications per year, with a total of 1467 

papers from 2016 to 2022.  

 

 

Fig. 8. Total number of publications per year concerning the topic of deanonymisation/re-identification 
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Fig. 8.a. Pie chart of the total number of publications per year concerning the topic of deanonymisation/re-

identification 

 

The pie chart shows that in the transition from the previous Data Protection Directive to the 

GDPR, from 2016 to 2018 – the year in which the GDPR entered into force – the technological 

development in deanonymisation/re-identification increased. Despite the GDPR introducing 

new and stricter rules for the protection of personal data, the majority of papers on the topic 

were published in between 2019 and 2022.  

Concerning the keywords (deanonymisation/re-identification) used in the exploratory review, 

despite being used, as anticipated, in an undifferentiated way for referring to the same concept, 

scholars tend to prefer the use of the word re-identification.  

  

 

 

Fig. 8.b. Chart of the total number of publications per year based on keywords 

 

As anticipated, in the technical domain, the words deanonymisation and re-identification tend 

to be used with the same meaning, even if a preference for the latter is registered. 
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Fig. 9. Bar chart of the number of publications per year, based on keywords comparison 

 

The content of the explorative literature review shows that deanonymisation/re-identification 

can be performed not only using auxiliary data (seed-based deanonymisation), thus data 

gathered in any kind of contexts private or public, but also with no auxiliary data (seed-free 

deanonymisation). Therefore, this consideration makes the semantic difference introduced by 

the European legislator between personal and non-personal data totally irrelevant.  

Moreover, it shows that even in the case of sophisticated anonymisation techniques63, the 

strength of protection is impacted more in structured data (such as microdata contained in 

databases and other repository) than in unstructured data. Rich auxiliary information, also 

called background information, is mainly available for structured data. Therefore, the state-of-

the-art shows that most papers are focused on the deanonymisation/re-identification of 

structured data, therefore in these cases the techniques are more consolidated. However, it also 

shows several limitations such as the imprecision of the background knowledge used to 

deanonymise or the a possible lack of accuracy as they rely on limited structural data.  

Such limitations and constraints represented the main background used to develop new 

deanonymisation/re-identification techniques without auxiliary knowledge (seed-free or blind 

deanonymisation/re-identification)[98], mostly tailored for unstructured data, between the 

early 2000s and 2022, most probably due to the increase in the Big Data technologies.    

 
63 In this regard, the main reference is to differential privacy which is currently considered one of the main data 

protection models, even if academics have already begun to question its efficiency. See in detail in Chapter 3.  
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Lastly, the technological literature analysis aimed to highlight the difference in the perception 

of the topic among technicians (IT, data scientist, statisticians etc.) and jurists.  

The aim is to analyse the technological development provided with the articles using a legal 

lens, thus recalling the three main deanonymisation/re-identification technique mentioned in 

the unique institutional guideline (WP29 05/2014): 

- singling-out 

- linkability  

- inference 

 

 

 

Fig. 9.a. Pie chart of recurrence recalled by the institutional guideline on anonymisation and consequent 

issue of deanonymisation/re-identification  
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Fig. 9.b. Pie chart of the percentage of recurrence (singling out, linkability, inference) 

 

As shown in Fig. 9.a. and Fig. 9.b. the word recurrence presents the highest percentage for 

inference, thus most likely the technique of singling out and linkability may be combined with 

inference to deanonymise personal data. 
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Chapter 4. An Empirical Observation of Data Deanonymisation 

Spectrum in Further Data Processing: Forgetting by Reusing? 
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Short Abstract of the Chapter 

 

This chapter provides a sample of the empirical legal research on the technological 

development of the deanonymisation issue, from 2016 to 2022, with a statistical analysis and 

a visual representation of the outcome by continental jurisdictions. The statistical analysis 

shows which continental jurisdictions invest more in researching the deanonymisation issue, 

and thus have a greater technological development. Moreover, it investigates the correlation 

between such trends and different continental approaches to data, namely centralised and de-

centralised, demonstrating to what extent the right to be forgotten ex Art. 17 of the GDPR can 
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be granted. Moreover, the analysis investigates the evolution of the technological development 

before and after the entry into force of the GDPR.  

The papers collected for the empirical legal research provided in this chapter are indexed and 

annexed to this chapter. 

Based on the grounds of the explorative literature review on data deanonymisation presented 

in Chapter 2, this chapter analyses the deanonymisation issue in light of the sole institutional 

guidance on deanonymisation: the Working Party Opinion 05/2014 on anonymisation 

techniques. As such, papers are grouped into three main deanonymisation techniques: singling-

out, linkability, inference. 

As the European institutions consider presenting a new guidance on the issue in the 

forthcoming months, this chapter will integrate it with a comparative analysis. 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1. Statistical Analysis of the Deanonymisation Spectrum Risk 

 

As anticipated, the main institutional reference to the risk of deanonymisation/re-identification 

comes from the Working Party 29 Opinion 05/2014 on anonymisation techniques. Many things 

have changed the publication of this opinion, but, for the time being, this opinion still represents 

a guideline in the evaluation of the level of data anonymity granted using the anonymisation 

model in processing data.  
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Referring to Chapter 3 with regard to the specificity of each technique, this chapter focuses on 

the main declinations of the risk, as specifically recalled in the Opinion.  

In fact, the WP29 request the testing of the robustness of the chosen technique against three 

declinations of the de-identification/re-identification risk, therefore whether: 

- it is still possible to single out an individual  

- it is still possible to link records relating an individual  

- information concerning an individual can be inferred.  

The anonymisation technique should prevent the risk of singling-out an individual, the risk of 

linking records and the risk of inference, thus respectively singling out an individual, or linking 

her/his data, or inferring knowledge from an individual with or without auxiliary knowledge.  

In line with this premise, this paragraph aims to frame the technological development in these 

three declinations of deanonymisation/re-identification, as well as showing the spread of it 

among continental jurisdictions. Moreover, it pictures the trend in technological development 

in the transition from the previous legislation to the entry into force of the GDPR. 

 

 

Fig. 10. Table representing the number of publications per year  

 

Fig. 11. Trend in the publication of topics per year  
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Figures 10 and 11 show the evolution of the topic in the number of publications.  

The technological development of the techniques seems to be impacted differently in the 

transition from the previous legislation on data protection and the GDPR. 

The technological development of singling out seems constant in time, registering a small 

increase between 2019 and 2022 but overall remaining constant. The same considerations are 

valid for the technique of linking multiple records relating an individual.  

The technological development of the inference technique is remarkably different, which 

registered a notable increase, especially from 2019 to 2021.  

Therefore, data shows that despite the GDPR becoming directly applicable in 2018, the 

technological development of deanonymisation/re-identification has not been impacted and the 

number of publications has continued to grow by year. The only exception is represented by 

the technological development of the inference technique, which registered a remarkable 

growth from 2019 to 2021. 

Lastly, it should be considered that data was collected until August, thus the decreases 

registered from 2021 to 2022 may be linked to the incomplete representation of data.  

 

The following charts and graphs represent the technological development of the 

deanonymisation/re-identification techniques as listed in the WP29 Opinion on Anonymisation 

Techniques no. 05/2014, namely singling out, linkage and inference.  

The study is conducted collecting and analysing the number of publications by year and by 

continental jurisdictions.  

  

 

 

 

Fig. 12. Chart of singling out technological development values 
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This first chart collects the number of publications per year and continental jurisdiction, from 

2016 to 2022. It is easily noticeable at a glance that such techniques are not common, and its 

technological development is lower compared to the other techniques. 

 

 

 

 

 

Fig. 13. Graph of singling out technological development by year and continental 

jurisdictions 

 

The graph shows the comparison of continental jurisdictions per year, from which it emerges 

that America holds the highest number of publications, thus can be considered as the leading 

country in technological development and represents a trend setter. Asia and Europe follow the 

lead, while a lesser contribution is provided by UK and lastly, by Africa which seems not to 

take part to the academic debate. 
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Fig. 14. Chart of linkage technological development values 

 

Figure 14 shows the number of publications by year and continental jurisdictions of the 

linkage deanonymisation/re-identification techniques. 

 

 

 

Fig. 15. Graph of technological development by year and continental jurisdictions 

 

Figure 15 shows the comparison of continental jurisdictions by year, from which it emerges 

that Asia and America are the trendsetters in the technological development of data linkage. 

Especially from 2021, Asia has led the academic debate on this deanonymisation technique, 

followed by America and Europe which have almost proportional values. UK and multiple 

other countries are also participating in the debate, while Africa only has a small “voice” with 

only few publications. 
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Fig. 16. Chart of inference technological development values 

 

Figure 26 presents a chart on the technological development values on data inference from 

2016 to 2022, among continental jurisdictions, from which it is evident that Africa is not taking 

part in the academic debate. 

 

Fig. 17. Graph of inference technological development by year and continental jurisdictions 

 

Figure 17 shows the comparative values between continental jurisdictions by year, from which 

it emerges that America is leading the technological debate, thus the technological 

development, on data inference for deanonymise data. It is followed by Asia and Europe, while 

UK and other countries give a smaller contribution. Again, Africa is not participating to the 

academic debate.  

From the comparative analysis of the previous figures (in this paragraph) it can be inferred that 

America and Asia are leading the debate on data deanonymisation/re-identification, providing 
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the advance in the technological development of such techniques. Considering this evidence, 

it could certainly be beneficial to outlaw such techniques in Europe, especially considering the 

fact that Europe doesn’t seem to have a central role in the debate. The know-how developed 

by the leading countries can make data of other countries vulnerable and almost everything can 

lead to difficulties in granting data subjects’ rights protection due to misuses. 

As a last note, the scientific literature gathered on the topic allowed an analysis on the term 

recurrence to be performed, recalling 3 (three) terms that represent personal data ex art. 4 of 

the GDPR: name, IP, location. The following pie chart shows the main words recalled:  

 

 

 

Fig 18. Pie Chart of term recurrence 

 

 

 

 

In the following figure the related percentages are provided:  
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Fig. 18.a. Pie chart of percentage term recurrence (name, location, IP) 

Figures 18. and 18.a. show that the major development of the deanonymisation/re-

identification techniques pertains to location data with a percentage of 58.91%. The 

deanonymisation techniques used to deanonymise names recur less than the ones on location. 

Last are the ones used for the IP with 3.59%. 
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Fig. 19. Term recurrence comparison in the literature recalled in Annex I, II, III, IV and V. 

4.2. Further Data Processing and Sharing: Forgetting or Not Forgetting? An 

Old Problem Under a New Guise 

 

Data misuse certainly has an impact on the values introduced by the GDPR. The right to erasure 

(right to be forgotten) has been widelyanalysed and investigated in literature, as it raised 

interest not only in Europe but all around the world. Traditionally the right to be forgotten has 

been studied and investigated as the right recognised for data subjects to erase their information 

appearing online (personal data), that is considered harmful, therefore solely limited to personal 

data. This right must overcome many balance tests with other fundamental rights in trials, and 

still nowadays it seems that there is still room for this right to take shape. In fact, of the main 

problems of the right to be forgotten lies in the existing lack of hierarchy of the respected 

fundamental rights concerned [160]. In this regard, the Courts are certainly involved in defining 

the presumption of supremacy among fundamental rights64 but, for the time being, there is no 

evidence of trials concerning the impact of the deanonymisation/re-identification risk on the 

right to be forgotten, and the risk of that becoming a dead letter in the GDPR.  

There is no empirical evidence that data can be deanonymised thus, data subjects are not 

potentially able to ascertain any violation in this sense. From the opposite perspective, there is 

effective legislation punishing such practices. 

Only a more efficient and clear legislation can help tackle such a risk, as non-personal data 

may be as harmful as personal data and the safeguards tools implemented in light of the GDPR 

have proved not to be sufficient. 

In fact, is clear that the continuing technological development that allows non-personal data 

(processed personal data) to be turned into personal data represents a risk not properly 

addressed by the legislator. First, it must be said that the only institutional reference considering 

the risk and tackling it is limited to the Working Party Opinion 05 on anonymisation techniques 

 
64 In this sense, please refer to the following list of the European Court of Justice handling cases on the Right to 

be Forgotten: 

https://curia.europa.eu/juris/documents.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&for=&jge=&dates=

&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C

%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&page=1&text=r

ight%2Bto%2Bbe%2Bforgotten%2B&lg=&cid=1172581 or to the list provided in the database of the European 

Court of Human Rights: 

https://hudoc.echr.coe.int/eng#{%22fulltext%22:[%22right%20to%20be%20forgotten%22],%22documentcolle

ctionid2%22:[%22GRANDCHAMBER%22,%22CHAMBER%22]}  

https://curia.europa.eu/juris/documents.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&page=1&text=right%2Bto%2Bbe%2Bforgotten%2B&lg=&cid=1172581
https://curia.europa.eu/juris/documents.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&page=1&text=right%2Bto%2Bbe%2Bforgotten%2B&lg=&cid=1172581
https://curia.europa.eu/juris/documents.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&page=1&text=right%2Bto%2Bbe%2Bforgotten%2B&lg=&cid=1172581
https://curia.europa.eu/juris/documents.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&page=1&text=right%2Bto%2Bbe%2Bforgotten%2B&lg=&cid=1172581
https://hudoc.echr.coe.int/eng#{%22fulltext%22:[%22right%20to%20be%20forgotten%22],%22documentcollectionid2%22:[%22GRANDCHAMBER%22,%22CHAMBER%22]}
https://hudoc.echr.coe.int/eng#{%22fulltext%22:[%22right%20to%20be%20forgotten%22],%22documentcollectionid2%22:[%22GRANDCHAMBER%22,%22CHAMBER%22]}
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from 2014. Since then, technological development has evolved and the semantic difference 

between personal and non-personal data seems to be no longer sufficient to grant data 

protection. Consequently, rights granted by the GDPR, such as the right to be forgotten, risks 

becoming a dead letter.  

Especially in the forthcoming implementation on data ecosystems allowing reuses of data, the 

remarkable availability of data in the infosphere may have an impact on the personal 

management of data subject representation in the infosphere. This may potentially lead to 

obscure decisions, discriminations, and inequality.  

Therefore, it is deemed essential to continue investigating the technological development of 

the deanonymisation/re-identification risk as it provides a real perspective on data processing 

and further uses. As such, it allows a better understanding of the concrete feasibility of many 

principles set out in the General Data Protection Regulation, avoiding those practices violating 

data subjects’ rights that risk falling beyond human control, from remaining unnoticed.  

Lastly, it could certainly be beneficial to outlaw practices of turning non personal data into 

personal data, with fines and proper enforcement mechanisms able to concretely grant data 

subjects’ protection. 
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Chapter 5. Unlocking Data Re-uses through Proliferation of Roles 

and Responsibilities: a Subjective Perspective 
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Short Abstract of the Chapter 

 

This chapter aims to provide a subjective perspective on the issue of deanonymisation. 

Specifically, it investigates whether a certain degree of anonymity can eventually be granted 

relying on the proliferation of roles and responsibilities among stakeholders, analysing data 

governance models and especially in Government to Business (G2B) data sharing. In such 

investigation, the focus is on the Regulation on European Data Governance COM/2020/7679 - 

the Data Governance Act - conceived as a natural evolution of the data policies in data flow.  

In fact, since 2018, confident of having settled the main grounds for the protection of citizens’ 

rights with the GDPR, the European Commission has begun brainstorming on new models of 

data. In 2020 the Data Strategy stresses a main subjective point, stating that “Citizens will trust 

and embrace data-driven innovations only if they are confident that any personal data sharing 

in the EU will be subject to full compliance with the EU’s strict data protection rules”. 
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5.1. Trusting the Middleman in the DGA: Data Stewardship and its Role in 

respect of the GDPR and the FFDR 

 

After acknowledging the main strength of big data analysis systems in IoE (the possibility of 

cutting out the middleman in the dataflow and automating the process) scholars highlighted the 

issues linked to this strength as the vulnerability of such systems in terms of privacy and data 

protection [3] [136] [4][2]. 

Moreover, from a purely legal point of view, as investigated in the previous chapters, the 

objective perspective introduced by the GDPR on data anonymity and relying on 

anonymisation has been proven to emphasise such problems.  

Therefore, a new interpretation has been proposed and new regulatory frameworks seem to 

offer new approaches to the above-mentioned risk, opening up to a new interpretation of the 

issue based on a subjective approach. In this sense, data intermediation and data stewardship 

represent a solution for integrating new leading figures in the analysis process, provided that 

some conditions and requirements are met.  

Data stewardship is considered as the existence of mechanisms for responsibly acquiring, 

storing, safeguarding, and using data [112]. This concept is closely linked to data governance 

and intends to convey a trust (or fiduciary) level of responsibility toward the data [137].   

As uncontrolled data access may have a detrimental impact, data governance conceptualises 

and frames data stewardship responsibilities, allowing secondary data uses and repurposing to 

be unlocked. The concept of data stewardship has its roots in the practice and science of data 

collection, sharing and analysis, recalling a typical approach to data management aimed at 

protecting data that can identify individuals [112].  

Therefore, the main aim of the DGA is to introduce a scheme of trust which finds a balance 

between the legitimate interest of collecting data and the safe and secure data handling for 

secondary data uses.   

Data stewardship represents the main approach of the DGA where the role of intermediaries is 

neutral, aimed at coordinating the interest of data subjects – who generate data – and data users 

– who create services and goods based on data. 

The European framework designed in the DGA represents a hybrid model, as it lies in between 

the one based on data ownership and the one based on data access[26, 27][27]. 
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The first incentivises data access through payment for information, thus recognising data 

ownership rights, while the second treats the information as a public good. In doing so, the 

information is available for use by entities structured and operated in accordance with the 

principle of data stewardship, imposing important limits on the use of data and transparent 

policy standards.  

The DGA can therefore be considered as a hybrid model in between the ones mentioned above 

because it aims to 

- make public sector data available for re-use, when such a right is subject to rights of 

others, granting access to data 

- share data among business, even allowing data use on altruistic ground. 

Moreover, according to the forthcoming legislation on data spaces65, data is expected to be 

naturally reused, relying on secured processing environments supervised by the public sector.  

Therefore, one of the main needs posed by the DGA is to supervise the purpose of reuses, 

define responsibility and liability exposure of public sector bodies, and define a formal 

approach to stewardship activities that support compliance and verification reporting to grant 

transparency.     

Some academics [138] [139] stress the fact that, when considering the DGA interacting with 

other regulatory instruments, and especially with the GDPR, creates some legal uncertainty. 

The two regimes present several areas of inconsistency, on the distinction between personal 

and non-personal data as a key element of the data sharing practice.  

In fact, even before the Data Governance Act proposal, academics [140] highlighted the tension 

between the principles set out in the GDPR and the FFDR, especially concerning data sharing 

for secondary and further purposes. However, now the DGA has been adopted, it seems that 

the same criticalities [141] [142] [138] [143] [144] persist, even being exacerbated by the new 

regulation.  

In fact, the DGA seems to be built on the main semantic concepts of the GDPR and the FFDR 

(as investigated in Chapter 3) and, to some extent propagating the legal uncertainty and 

interpretation issues. Even the issue of a mixed dataset based on the semantic meaning of 

 
65 In this sense, please see the Staff Working Document of the European Commission, introducing the framework 

on Data Spaces: https://digital-strategy.ec.europa.eu/en/library/staff-working-document-data-spaces in which it is 

clarified that The creation of EU-wide common, interoperable data spaces in strategic sectors aims at overcoming 

legal and technical barriers to data sharing by combining the necessary tools and infrastructures and addressing 

issues of trust by way of common rules. A common European data space brings together relevant data 

infrastructures and governance frameworks in order to facilitate data pooling and sharing. 

https://digital-strategy.ec.europa.eu/en/library/staff-working-document-data-spaces
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personal and non-personal data remains open, exacerbating the problem of having two mutually 

exclusive definitions of personal and non-personal data [145]. In addition, recalling the 

compilation of data, the DGA seems to leave room for strategic behaviour of firms exploiting 

this regulatory rivalry regarding the uncertainty on mixed datasets [145]. Therefore, we may 

consider the possibility that the European legislator deliberately avoided the issue, aiming to 

open the market and allowing dataflow in the Digital Single Market, relying on data 

stewardships. In this sense, it can also be added that the problem raised by the inextricability 

of datasets composed by both personal and non-personal data, being not technically feasible to 

be solved, could be overcome with the introduction of an additional actor in the dataflow. 

Some authors [138] consider the fact that due to the inconsistencies in the regulatory 

framework, the ambitions and goals of the DGA will not be able to materialise.  

On the same note, the joint Opinion of the EDPB-EDPS confirmed the risk of collision between 

the DGA, the GDPR, and the FFDR, mainly based on the concepts of personal data and non-

personal data. This consideration led to consider the GDPR, upon which the DGA has been 

built, as the elephant in the room of data economy [146]. 

Some authors consider that instead of sorting it out, it builds upon it [138], therefore applying 

to any kind of data, personal and non-personal.  

Apart from the objective perspective based on data semantics and investigated in the previous 

chapter, the DGA seems to rely on the introduction of new roles and responsibilities for the 

stakeholders involved in the dataflow, introducing trusted third parties that provide data sharing 

services, as represented in the following figure.  
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Fig. 20. Introduction of trusted third parties in the data sharing flow 

With data stewardship intended to convey a fiduciary (or trust) level of responsibility towards 

the data, the DGA introduces a new trusted thread in the data flow with the aim of ensuring re-

uses in a common European data space, creating an Internal Market for Data66.  

In this sense, it creates two different cycles of reuse, based on the entrustment to competent 

bodies establishing them as data utilities or as data intermediaries acting in the general 

interest.67 

These two cycles are respectively organised:  

- relying on public sector bodies designated as competent under national law to grant or 

refuse access for re-use  

- relying on neutral intermediaries as data intermediation service providers (which can 

be public or private). 

Actually, both are required to further bridge the gap between the initial use of data and its re-

uses as they licence the data for further and subsequent uses and covering an instrumental role 

in granting data re-uses for further purposes. They are entitled to establish the infrastructure 

for connecting data holders and data users, as well as creating data repositories enabling the 

exchange and exploitation of data68.  

Specifically, in relation to the first cycle which relies on public sector bodies, their role is 

instrumental to the opening to public sector data that does not fall under the scope of application 

of the Directive on Open Data and the Re-use of Public Sector Information69. These last ones 

are indeed pertaining to data held by public sector bodies, data that is not subject to rights of 

others. 

 
66 In this sense, Recital 3 of the Regulation species that it is necessary to improve the conditions for data sharing 

in the internal market, creating a harmonised framework for data exchange. 
67 This point is further investigated in the Explanatory Memorandum of the DGA at https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52020PC0767  
68 Article 9 of the DGA further specifies that  
69 Directive (EU) 2019/1024 of the European Parliament and Council of 20 June 2019 on open data and the re-

use of public sector information (recast) at https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A32019L1024  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L1024
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L1024
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The DGA, conversely and as anticipated, opens the flow to data held by the public 

administration but subject to rights of others, like personal data. 

In this case, the DGA requests that with the data flow opening, public sector bodies control the 

and monitor further data processing incentivising data access through the payment of 

information. Therefore, such a scheme seems to represent the recognition of data ownership 

rights by the public sector, conversely to the cycle which relies on data intermediation service 

providers, on neutral intermediators which can be private or public. In that context, the DGA 

confirms that the information is treated as public good, available for secondary uses in 

accordance with the principle of data stewardship and relying on transparent policy standards. 

According to these premises, we can agree with some academics who considered that the DGA 

opted for a hybrid data governance approach recalling the principles of data ownership, as well 

as the principle of data access [26][27]. 
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5.2. Secure Processing Environments for Overcoming the Spectrum of 

Deanonymisation   

 

Both cycles allow the data re-uses under different circumstances. Apart from the respective 

peculiarities, they seem to cope differently with the spectrum of deanonymisation, ensuring 

different safeguards for protecting personal data.  

According to the Regulation, public sector bodies holding data that are subject to rights of 

others are the only ones providing secure processing environments. More specifically, Art. 5 

clarifies that public sector bodies will ensure the protected nature of data is preserved, 

providing the following requirements:  

a) to grant access for the re-use of data only where the public sector body or the competent 

body, following the request for re-use, has ensured that data has been: 

i) anonymised, in the case of personal data; and 

(ii) modified, aggregated, or treated by any other method of disclosure control, in the 

case of commercially confidential information, including trade secrets or content 

protected by intellectual property rights; 

(b) to access and re-use the data remotely within a secure processing environment that is 

provided or controlled by the public sector body; 

(c) to access and re-use the data within the physical premises in which the secure processing 

environment is located in accordance with high security standards, provided that remote 

access cannot be allowed without jeopardising the rights and interests of third parties. 

Therefore, with regard to personal data, public sector bodies (or competent bodies) should 

ensure data access if data have been anonymised and, in the event of remote access or access 

to the physical premises, a secure processing environment should be provided.  

In this regard, Art. 2 specifies that a secure processing environment is the physical or virtual 

environment and organisational means to ensure compliance with Union law, referring to the 
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GDPR.70 A more detailed explanation of the point is provided in the Recitals. Specifically, 

Recital 7 clarifies that anonymisation, differential privacy, generalisation, suppression and 

randomisation, the use of synthetic data, or similar methods or other state-of-the-art privacy-

preserving methods can contribute to a more privacy-friendly processing of data. It furthers 

specifies that these techniques, in combination with comprehensive data protection impact 

assessments and other safeguards, can grant safe reuses of data. However, it is explicitly 

mentioned that in many cases the combination of such techniques, the impact assessment and 

other safeguards implies that data can be used only in a secure processing environment 

provided or controlled by public sector bodies. In this case, as confirmed in the closing formula 

of the recital71, the main recall is to the statistical context where the SDC has been proved as 

no longer being safe and secure for releasing statistical microdata, raising new approaches in 

Europe, contrarily to other extra -European countries [147]. Namely, regarding the European 

approach, national Statistical Agencies and Eurostat acknowledged that confidentiality and 

data protection in Official Statistics are evolving towards more dynamic solutions of SDC. To 

this aim, new approaches are developed, combined SDC with complementary solutions, 

especially the Secure Multi-party Computation techniques that are based on a cryptographic 

technique where multiple parties perform a joint computation without revealing the input 

provided by each party [148][149][150]. 

With the combination of such techniques and more advanced solutions of SDC, the public 

sector is making advances in providing services of data sharing and shaping new data 

ecosystems. As expressly recalled in the DGA, the main insight comes from the traditional 

scenario of data monopoly used in the National Statistical Offices (NSO)[151]. In fact, 

according to Regulation 557/2013 on European Statistics with regard to access to confidential 

data for scientific purposes72 and expressly recalled in the DGA (Recital 7), apart from the data 

 
70 Art. 2(20) literally specifies that: ‘secure processing environment’ means the physical or virtual environment 

and organisational means to ensure compliance with Union law, such as Regulation (EU) 2016/679, in particular 

with regard to data subjects’ rights, intellectual property rights, and commercial and statistical confidentiality, 

integrity and accessibility, as well as with applicable national law, and to allow the entity providing the secure 

processing environment to determine and supervise all data processing actions, including the display, storage, 

download and export of data and the calculation of derivative data through computational algorithms; […]. 
71 In this sense, Recital 7 states that “There is experience at Union level with such secure processing environments 

that are used for research on statistical microdata on the basis of Commission Regulation (EU) No 557/2013(25). 

In general, insofar as personal data are concerned, the processing of personal data should be based upon one or 

more of the legal bases for processing provided in Articles 6 and 9 of Regulation (EU) 2016/679”. 
72 See Commission Regulation (EU) No 557/2013 of 17 June 2013 implementing Regulation (EC) No 223/2009 

of the European Parliament and of the Council on European Statistics as regards access to confidential data for 

scientific purposes and repealing Commission Regulation (EC) No 831/2002 Text with EEA relevance at  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32013R0557  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32013R0557
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processing used for the output checking and aimed at data publication of National Statistical 

Data, National Statistical Offices provide a secure processing environment (in-premises) used 

for research on statistical microdata. The scenario is the following: 
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Fig. 21. Traditional Data Monopoly of National Statistical Agencies used for research on statistical microdata 
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Therefore, in light of the Regulation on National Statistics as regards access to confidential 

data for scientific purposes applied to Statistical Offices, the DGA recalls the same models for 

public entities holding data that are subject to rights of others, unleashing the potential of data 

held by public entities and allowing reuses. 

In line with these premises, the scenario introduced by the DGA for data that is subject to rights 

of others and held by public entities relies on the creation of a data ecosystem provided and/or 

controlled by public entities, as shown in the figure below. 
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Fig. 22. New scenario introduced by DGA inspired by the traditional scenario (Fig.22) and based on public sector 

data ecosystem specifically applied for data listed in Art. 3.1(a)(b)(c)(d) 

 

This scenario is better designed in Art. 5, Art. 6 and Art. 7 of the DGA, highlighting that the 

secure processing environment should be provided or controlled by public sector bodies. 

However, it can be noted that the DGA does not provide theoretical solutions for the cases in 

which the re-uses can be granted only in secure processing environment, confirming that data 

processing models such as anonymisation, SDC, and other techniques combined with impact 

assessment are not sufficient against the risk of deanonymisation. Recital 15 only recalls the 

procedure of the GDPR (Articles 35 and 36 – consult the supervisory authority) in the event 

the provision of anonymised or modified data did not respond to the needs of the re-user, giving 

way to the secure processing environment, or eventually to the use of pseudonymous data. 

In this sense, it introduces the design of new secure processing environments, but it leaves open 

the determination of the specific conditions under which this solution should be used.  

In any case, the approach followed for data held by public entities is different from the one 

designed by the DGA for data intermediation service providers (which can be private or 

public). In this case indeed, as represented in fig. 13, the role of intermediator is key as it relies 

on data stewardship through the proliferation of roles and responsibilities among stakeholders, 

with the awareness that they cannot afford the cost of secure processing environments. 
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5.3. The role of Data Intermediation Services Providers in the DGA 

 

In light of the Data Strategy73, the forthcoming Data Act74, and the initiatives proposed by the 

European Commission for the establishment of Common European Data Spaces75, the DGA 

outlines the role played by Data Intermediation Services Providers.  

In fact, they are demanded to play a neutral role in the evolving scenario, where new data 

ecosystems will naturally arise.  
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73 https://ec.europa.eu/commission/presscorner/detail/en/ip_20_273  
74 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0068&qid=1667038718753  
75 https://digital-strategy.ec.europa.eu/en/library/staff-working-document-data-spaces  

Common European Data Spaces 
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https://ec.europa.eu/commission/presscorner/detail/en/ip_20_273
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0068&qid=1667038718753
https://digital-strategy.ec.europa.eu/en/library/staff-working-document-data-spaces
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Fig. 23. Role of intermediation service providers in pooling data in Data Spaces (DGA) 

   

 

According to the DGA, data intermediation services providers are expected to play a key role 

in the data economy, especially in supporting and promoting voluntary data sharing practices. 

Therefore, their main scope is to create data pooling for facilitating bilateral and multilateral 

data sharing76. In this sense, academics [152] emphasise the fact that this natural intermediation 

creates an ecosystem of trust, allowing the issues linked to disruptive technologies to be 

overcome.   

Therefore, simultaneously applying to personal and non-personal data, data intermediation 

services providers are made accountable and responsible for data processing in the interest of 

third parties. They are independent from any player with a significant degree of market power. 

In fact, according to the regulation, they are not allowed to use data they transact in the interest 

of third parties (cross-usage data prohibition), for any other purpose (Recital 33), imposing a 

separation between the data intermediation service and other services [153] [154] [141].  

In this regard it is essential to highlight that, contrary to the objective perspective, the subjective 

perspective on data processing models seems to allow the risk of deanonymisation to be 

addressed in a better manner. In fact, data intermediation services providers are the only ones 

responsible for processing data and take care of roles, duties, and responsibilities in granting 

an acceptable level of anonymity for ensuring data reuses, offering temporary storage, curation, 

conversion, anonymisation and pseudonymisation. Therefore, the level of data anonymity 

seems to no longer pertain to data holders in the event they wish to reuse their data and, to 

some extent creating legal uncertainty even if concentrated on the figures of data intermediation 

services providers [138].  

This approach is also confirmed when they are, for example, required to take all reasonable 

measures to prevent access to the systems where non personal data (e.g. processed personal 

data) are stored.77  

 
76 In this sense, Recital 27 specifies that data intermediation services providers have a facilitating role in the 

emergence of new data-driven ecosystems, and that this will be particularly important in the context of 

establishment of European Data Spaces.   
77 In this sense, Recital 23 states that data intermediation services providers adhere to all relevant technical 

standards, codes of conduct and certifications at Union level, confirming a certain interest in aligning their roles 

and duties within the Union, avoiding fragmentations.  
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The activity performed by data intermediation services providers is therefore subject to 

oversight by competent authorities78 for ensuring compliance and they are concretely 

facilitating the exchange of data, especially in the light of the implementation of Data Spaces, 

where they play a key role in pooling data. The DGA clearly tailors a specific role for data 

intermediation services providers aimed at establishing commercial relationships among third 

parties, but also at ensuring standards in the processing of data and generating interoperability, 

even if their liability must be addressed based on national liability regimes. 

Moreover, in providing such intermediation services for data subjects, in line with what is 

anticipated in Recital 30 of the DGA, they should be considered as a specific category, as they 

seek to enhance the agency of data subjects, or rather individual control over their data. To this 

aim, the DGA imposes that the business model of such providers should ensure there are no 

misaligned incentives to make individual data more available than is necessary in their interest, 

thus allowing any kind of business model in line with such condition. A specific recall is to 

data cooperatives, whose aim should be to strengthen individual positions and make them 

aware of better choices about their data. In this sense, academics [155] consider that data 

cooperatives certainly act as the fiduciary of their account holders’ data, thus ensuring fair data 

access. However, they face two main challenges. The first pertains to participatory democratic 

governance as the delegative democracy, or proxy democracy [156] which require both 

elements of direct and representative democracy. The second challenge is linked to their 

funding, as they are self-representative entities thus, especially at the beginning of their 

activity, there is a consistent need of financial support. 

In this regard, it seems that data altruism organisations, as introduced in the DGA, should aim 

to overcome such a challenge, as they might provide a governance and trust framework for data 

sharing and data donation in the primary interest of data subjects. However, some uncertainties 

remain. 

 

 

 

 

 

 

 
78 Recital 44. 
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5.4. Data Altruism Organisations for Allowing Re-uses on Altruistic 

Grounds    

 

In the framework provided by the DGA, data altruism organisations seem to serve a different 

purpose from data intermediation services providers and, therefore, represent a different 

category. 

In fact, they are not required to offer data intermediation services, nor to establish a commercial 

relationship between potential data users, data subjects and data holders.   

Art. 2(16) of the DGA clarifies the concept of data altruism as the voluntary sharing of data 

based on data subjects’ consent to process their personal data, or the permission of data holders 

to allow the use of their non-personal data (e.g., processed personal data), without seeking or 

receiving a reward going beyond compensation aimed at covering the cost they incur where 

they make data available for objective of general interest.  

With this introduction, the EU legislator grants a strong potential to the use of data voluntarily 

made available and, even in this case – as in the case of intermediation services providers, there 

is a clear aim to contribute to pooling data in the Data Spaces, eventually allowing and enabling 

data analytics and machine learning, as expressively mentioned in Recital 35.  

In this regard, the creation of data altruism organisations may be decisive in allowing a fairer 

use of data, especially in light of avoiding many practices based on the reward of data subjects 

for their data donation, which have been criticised [157].  

A central role is played by Member States that are encouraged to facilitate data altruism through 

national policies and the implementation of a system of public registers.  

The key element of such organisations is indeed their non-profit status, thus leading to the 

consideration that they are supposed to receive public funds for the pursuit of their purpose 

and, in such cases eventually generating conflict of interests among Member States, even if 

they may function as independent bodies. 
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Moreover, it seems that the data altruism organisation roles and duties may overlap with the 

data intermediation services providers offering their services to data subjects, especially 

because implementation of the Regulation may vary among Member States.  

However, to a certain extent, as the DGA has only just entered into force and many amendments 

have been made to its first proposal, academic literature is lacking, and Member States are 

currently proceeding with implementation.  

However, a single element keeps attracting major interest in academic literature: the general 

interest justifying the activity of data altruism organisations.  

 

5.4.1. General interest in the DGA & public interest in the GDPR: a dialectic 

tension 

 

Art. 15 of the DGA stresses the fact that the requirements applicable to data intermediation 

services shall not apply to recognised data altruism organisations or other non-profit entities 

insofar as their activities consist of seeking to collect data for objectives of general interest, 

made available by natural or legal persons on the basis of data altruism, unless those 

organisations and entities aim to establish commercial relationships between an undetermined 

number of data subjects and data holders on the one hand and data users on the other. 

With this premise, the DGA sets out an exceptional framework for the above-mentioned 

activities, encouraging individuals and companies to make data voluntarily available for the 

common good, e.g., for a particular research project.  

The main reference for this kind of entities is the pursuit of general interest activities. This 

concept seems to create a dialect tension with the public interest as recalled in the GDPR.  

In this last case, academic literature shows there are different approaches to the notion of public 

interest, especially when investigated with reference to biobanking and scientific research 

[158]. Moreover, it emerged that in the GDPR, the concept is recalled roughly 70 times, but a 

specific and concrete definition is not provided. In this regard, the main reference to public 

interest may be the one relating to the lawful processing of personal data - Article 6(2) and 

Article 6(3) – or, for secondary purposes carried out in the public interest, the prohibition of 

processing personal data can be lifted – Art. 89 of the GDPR.   

Therefore, the GDPR opted for an open formula for defining the public interest, even allowing 

Member States to define it on their own, determining their own policies, as anticipated in 



118 
 
 

Chapter 2. This approach has been heavily criticised in the Impact Assessment of the 

Regulation which used to recall the concept of “high public interest”79, maintaining that with 

such a formula, the Commission could have had the opportunity to centralise control over 

Member States regarding exceptions in processing and, more generally, on the exception to the 

GDPR. However, despite such an expression was not retained in the final draft of the approved 

GDPR, some critics persist [159],  the situation on secondary purposes of processing the 

situation may be problematic, as already investigated.  

Specifically, the GDPR recalls cases of necessary processing for reason of public interest in 

art. Art. 9(2)(i) […] in the area of public health, such as protecting against serious cross-

border threats to health or ensuring high standards of quality and safety of health care and of 

medicinal products or medical devices, on the basis of Union or Member State law which 

provides for suitable and specific measures to safeguard the rights and freedoms of the data 

subject, in particular professional secrecy; 

9(2)(j) […] for archiving purposes in the public interest, scientific or historical research 

purposes or statistical purposes in accordance with Article 89(1) based on Union or Member 

State law which shall be proportionate to the aim pursued, respect the essence of the right to 

data protection and provide for suitable and specific measures to safeguard the fundamental 

rights and the interests of the data subject. 

Rather than presenting a definition, the DGA provides examples and contextualisation. For 

example, Recital 16 recalls objectives of general interest as provided for in national law, where 

applicable, such as healthcare, combating climate change, improving mobility, facilitating the 

development, production and dissemination of official statistics, improving the provision of 

public services, public policy making or scientific research purposes in the general interest. 

Even in this case, it is not clear what the legislator intended by general interest. However, 

differently from the GDPR, the DGA imposes that entities seeking to collect data for objective 

of general interest based on data altruism should be registered in an ad hoc register kept by 

competent public authorities. 

In this sense, DGA seems overcoming the legal uncertainty linked to the concept of public 

interest in the GDPR, recalling similar example but centralising the control on the hand of the 

public sector. The implementation of the DGA would reveal the evolution of the imprinting 

 
79 In this sense, please refer to the impact assessment of the GDPR, also extensively recalled in Chapter 3.  
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given by the DGA being certain, so far, that the evolution of the legislation seems propending 

towards a centralised approach over data processing. 

In conclusion, three main points represent the pillars of the DGA: 

- The introduction of rules aimed to ensure the widest availability of data held by public 

sector bodies thus granting re-uses 

- A notification system and defined requirements for data intermediation services  

- A registration system for data altruism.  

Irrespectively on how the DGA will be implemented in the Member States, it is unquestionable 

that all of them are strictly anchored to public sector supervision, exposing data to public 

centralisation. 
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Chapter 6. Conclusion 
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This research investigated the foundations on  which the whole European system is built, 

namely the GDPR and the FFDR, which introduced the main semantic difference between 

personal data and non-personal data. Specifically focusing on further processing in Big Data 

analysis systems in IoE environments, its aim was to question the semantic nature of data in 

the further uses of data and the consequent protection recognised for data subjects’ rights. The 

investigation was carried out referring to two points of view that are considered to challenge 

the process of conciliate law with reality: the risk of deanonymisation/re-identification 

(allowing the turning of non-personal data - processed personal data - into personal data) and 

the right to erasure (right to be forgotten). 

Scientific literature shows that the technological development of deanonymisation/re-

identification techniques is growing remarkably, especially in some geographical areas which 

tend to invest more in such research.  

Therefore, despite the fact that the GDPR is considered to be a gold standard in protecting data 

subjects, technological development certainly impacts on data subjects’ rights, especially on 

the right to erasure ex art. 17 of the GDPR (right to be forgotten).  

The two different perspectives, objective and subjective, investigated in the thesis confirm the 

above-mentioned impact. The objective one, questioning the extent of the protection granted 

by the two main data processing models recalled by the GDPR, namely, anonymisation and 

pseudonymisation, led to framing the limits of these models. Therefore, it demonstrates that 

anonymisation may represent a sufficient data protection model only in a few cases, but not 

necessarily for Big Data. Here, the diversity of the data consistently challenges the model and 

contextual evaluations are needed, in addition to a Data Protection Impact Assessment (DPIA), 
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aimed at better empowering data processors and data controllers in the processing of 

anonymised data.  

Contrarily, pseudonymisation seems to satisfy the need to grant better data protection, ensuring 

a better level of data anonymity compared to anonymisation. Such an approach seems to be 

validated and endorsed in the evolution of the legislation, namely the DGA. In line with this 

point, the subjective perspective confirmed the potential of granting better protection by relying 

on the proliferation of stakeholders’ roles and responsibilities, also with the introduction of 

new neutral intermediaries.  

However, considering the fact that the DGA pins specific roles and duties on these new public 

entity figures, this type of approach is limited to generating a data ecosystem solely dependent 

on the public sector orientations, thus it may represent a challenge for democracy. This 

situation may be exacerbated by the lack of specification concerning general interest in the 

DGA and public interest in the GDPR, eventually leading to the concentration of data in the 

public sector challenging privacy and data protection of citizens. In this scenario, the right to 

erasure may evolve to a dead letter.  

Moreover, the implementation of the DGA expected in the following months and implemented 

by Member States may generate the data subjection of some Member States in favour of others, 

in pooling data into the Data Spaces, thus justified by general interest and/or public interest.  

In line with these considerations, it is considered that more work is required to control this 

possible drift. On one hand, improving the empirical research approach aimed at framing the 

new trends in the creation and evolution of data ecosystems. On the other hand, incentivising 

the establishment of legal entities aiming to represent data subject rights solely and uniquely, 

conjugate legal and technological knowledge in line with the technological development.  
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and Whistles.” 2019 IEEE/CVF International Conference on Computer Vision 

(ICCV) (2019): 941-951. 
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• Charlier, Jérémy, Radu State and Jean Hilger. “Modeling Smart Contracts Activities: 

A Tensor Based Approach.” ArXiv abs/1905.09868 (2019): n. pag. 

• Chatterjee, Atanu, Man Singh Manohar and Gitakrishnan Ramadurai. “Statistical 

Analysis of Bus Networks in India.” PLoS ONE 11 (2016): n. pag. 

• Chatterjee, Atanu, Man Singh Manohar and Gitakrishnan Ramadurai. “Statistical 

Analysis of Bus Networks in India.” PLoS ONE 11 (2016): n. pag. 

• Cheema, Muhammad Asaad, Muhammad Karam Shehzad, Hassaan Khaliq Qureshi, 

Syed Ali Hassan and Haejoon Jung. “A Drone-Aided Blockchain-Based Smart 

Vehicular Network.” IEEE Transactions on Intelligent Transportation Systems 22 

(2021): 4160-4170. 

• Chen, Dongyao, Kyong-Tak Cho and Kang G. Shin. “Mobile IMUs Reveal Driver’s 

Identity From Vehicle Turns.” ArXiv abs/1710.04578 (2017): n. pag. 

• Chen, Jinyin, Dunjie Zhang, Zhaoyan Ming, Kejie Huang, Wenrong Jiang and Chen 

Cui. “GraphAttacker: A General Multi-Task Graph Attack Framework.” IEEE 

Transactions on Network Science and Engineering 9 (2022): 577-595. 

• Chen, Jinyin, Haiyang Xiong, Haibin Zheng, Jian Zhang, Guodong Jiang and Yi Liu. 

“Dyn-Backdoor: Backdoor Attack on Dynamic Link 

Prediction.” ArXiv abs/2110.03875 (2021): n. pag. 

• Chen, Jinyin, Jian Zhang, Zhi Ying Chen, Min Du and Qi Xuan. “Time-aware Gradient 

Attack on Dynamic Network Link Prediction.” ArXiv abs/1911.10561 (2021): n. pag. 



232 
 
 

• Chen, Jinyin, Xiang Lin, Dunjie Zhang, Wenrong Jiang, Guohan Huang, Hui Xiong 

and Yun Xiang. “Graphfool: Targeted Label Adversarial Attack on Graph 

Embedding.” ArXiv abs/2102.12284 (2022): n. pag. 

• Chen, Jinyin, Xiang Lin, Ziqiang Shi and Yi Liu. “Link Prediction Adversarial Attack 

Via Iterative Gradient Attack.” IEEE Transactions on Computational Social Systems 7 

(2020): 1081-1094. 

• Chen, Jinyin, Yangyang Wu, Xiang Lin and Qi Xuan. “Can Adversarial Network 

Attack be Defended?” ArXiv abs/1903.05994 (2019): n. pag. 

• Chen, Jinyin, Yangyang Wu, Xuanheng Xu, Yixian Chen, Haibin Zheng and Qi Xuan. 

“Fast Gradient Attack on Network Embedding.” ArXiv abs/1809.02797 (2018): n. pag. 

• Chen, Jinyin, Yixian Chen, Haibin Zheng, Shijing Shen, Shanqing Yu, Dan Zhang and 

Qi Xuan. “MGA: Momentum Gradient Attack on Network.” IEEE Transactions on 

Computational Social Systems 8 (2021): 99-109. 

• Chen, Jinyin, Yixian Chen, Lihong Chen, M. Zhao and Qi Xuan. “Multiscale 

Evolutionary Perturbation Attack on Community Detection.” IEEE Transactions on 

Computational Social Systems 8 (2021): 62-75. 

• Chen, Juntao, Corinne Touati and Quanyan Zhu. “A Dynamic Game Analysis and 

Design of Infrastructure Network Protection and Recovery.” ACM SIGMETRICS 

Performance Evaluation Review 45 (2017): 128. 

• Chen, Juntao, Corinne Touati and Quanyan Zhu. “A Dynamic Game Approach to 

Strategic Design of Secure and Resilient Infrastructure Network.” IEEE Transactions 

on Information Forensics and Security 15 (2020): 462-474. 

• Chen, Juntao, Corinne Touati and Quanyan Zhu. “Optimal Secure Two-Layer IoT 

Network Design.” IEEE Transactions on Control of Network Systems 7 (2020): 398-

409. 

• Chen, Liang, Jintang Li, Jiaying Peng, Tao Xie, Zengxu Cao, Kun Xu, Xiangnan He 

and Zibin Zheng. “A Survey of Adversarial Learning on 

Graphs.” ArXiv abs/2003.05730 (2020): n. pag. 

• Chen, Xi, Bo Kang, Jefrey Lijffijt and Tijl De Bie. “Adversarial Robustness of 

Probabilistic Network Embedding for Link Prediction.” PKDD/ECML 

Workshops (2021). 

• Chen, Xiaofeng and Yinghu Gao. “CDEdit: A Highly Applicable Redactable 

Blockchain with Controllable Editing Privilege and Diversified Editing 

Types.” ArXiv abs/2205.07054 (2022): n. pag. 

• Chen, Zekai, Dingshuo Chen, Zixuan Yuan, Xiuzhen Cheng and Xiao Zhang. 

“Learning Graph Structures With Transformer for Multivariate Time-Series Anomaly 

Detection in IoT.” IEEE Internet of Things Journal 9 (2022): 9179-9189. 

• Chowdhury, Nilanjan Roy, Nandini Negi and Aranya Chakrabortty. “A New Cyber-

Secure Countermeasure for LTI systems under DoS attacks.” 2019 27th Mediterranean 

Conference on Control and Automation (MED) (2019): 304-309. 

• Chuat, Laurent, Cyrill Krähenbühl, Prateek Mittal and Adrian Perrig. “F-PKI: Enabling 

Innovation and Trust Flexibility in the HTTPS Public-Key 

Infrastructure.” ArXiv abs/2108.08581 (2022): n. pag. 

• Ciaian, Pavel, d’Artis Kancs and Miroslava Rajcaniova. “Interdependencies between 

Mining Costs, Mining Rewards and Blockchain Security.” ArXiv abs/2102.08107 

(2021): n. pag. 

• Conti, Mauro, Pallavi Kaliyar and Chhagan Lal. “Reliable Group Communication 

Protocol for Internet of Things.” ArXiv abs/1904.04542 (2019): n. pag. 



233 
 
 

• Cotret, Pascal, Guy Gogniat and Martha Johanna Sepúlveda. “Protection of 

heterogeneous architectures on FPGAs: An approach based on hardware 

firewalls.” Microprocess. Microsystems42 (2016): 127-141. 

• Courtès, Ludovic. “Building a Secure Software Supply Chain with GNU 

Guix.” ArXivabs/2206.14606 (2022): n. pag. 

• Dahan, Mathieu and Saurabh Amin. “Network flow routing under strategic link 

disruptions.” 2015 53rd Annual Allerton Conference on Communication, Control, and 

Computing (Allerton) (2015): 353-360. 

• Dahan, Mathieu and Saurabh Amin. “Security Games in Network Flow 

Problems.” ArXivabs/1601.07216 (2016): n. pag. 

• Dai, Jiazhu, Weifeng Zhu and Xiangfeng Luo. “A Targeted Universal Attack on Graph 

Convolutional Network.” ArXiv abs/2011.14365 (2022): n. pag. 

• Dai, Tianxiang, Philipp Jeitner, Haya Shulman and Michael Waidner. “The Hijackers 

Guide To The Galaxy: Off-Path Taking Over Internet 

Resources.” ArXiv abs/2205.05473 (2021): n. pag. 

• Dailly, Antoine, Valentin Gledel and Marc Heinrich. “A generalization of Arc-

Kayles.” International Journal of Game Theory 48 (2019): 491-511. 

• Damer, Naser, K. Bommanna Raja, Marius Sussmilch, Sushma Krupa Venkatesh, Fadi 

Boutros, Meiling Fang, Florian Kirchbuchner, Raghavendra Ramachandra and Arjan 

Kuijper. “ReGenMorph: Visibly Realistic GAN Generated Face Morphing Attacks by 

Attack Re-generation.” ISVC (2021). 

• Darabseh, Ala and Christina Pöpper. “Towards Security-Optimized Placement of ADS-

B Sensors.” Proceedings of the 15th ACM Conference on Security and Privacy in 

Wireless and Mobile Networks (2022): n. pag. 

• Darwish, Kareem, Walid Magdy and Tahar Zanouda. “Trump vs. Hillary: What Went 

Viral During the 2016 US Presidential Election.” SocInfo (2017). 

• Das, Siddhartha Shankar, Edoardo Serra, Mahantesh Halappanavar, Alex Pothen and 

Ehab Al-Shaer. “V2W-BERT: A Framework for Effective Hierarchical Multiclass 

Classification of Software Vulnerabilities.” 2021 IEEE 8th International Conference on 

Data Science and Advanced Analytics (DSAA) (2021): 1-12. 

• Dax, Alexander and Robert Künnemann. “On the Soundness of Infrastructure 

Adversaries.” 2021 IEEE 34th Computer Security Foundations Symposium 

(CSF) (2021): 1-16. 

• Demontis, Ambra, Marco Melis, Battista Biggio, Davide Maiorca, Dan Arp, Konrad 

Rieck, Igino Corona, Giorgio Giacinto and Fabio Roli. “Yes, Machine Learning Can 

Be More Secure! A Case Study on Android Malware Detection.” IEEE Transactions 

on Dependable and Secure Computing16 (2019): 711-724. 

• Demontis, Ambra, Paolo Russu, Battista Biggio, Giorgio Fumera and Fabio Roli. “On 

Security and Sparsity of Linear Classifiers for Adversarial Settings.” S+SSPR (2016). 

• Derkach, Ivan and Vladyslav C. Usenko. “Applicability of Squeezed- and Coherent-

State Continuous-Variable Quantum Key Distribution over Satellite 

Links.” Entropy 23 (2021): n. pag. 

• Desfontaines, Damien, Esfandiar Mohammadi, Elisabeth Krahmer and David A. Basin. 

“Differential privacy with partial knowledge.” arXiv: Cryptography and 

Security (2019): n. pag. 

• Diaz, Alejandra, Alan T. Sherman and Anupam Joshi. “Phishing in an academic 

community: A study of user susceptibility and behavior.” Cryptologia 44 (2020): 53 - 

67. 



234 
 
 

• Dibaji, Seyed Mehran, Hideaki Ishii and Roberto Tempo. “Resilient Randomized 

Quantized Consensus.” IEEE Transactions on Automatic Control 63 (2018): 2508-

2522. 

• Ding, Hu, Fan Yang and Jiawei Huang. “Defending SVMs against poisoning attacks: 

the hardness and DBSCAN approach.” UAI (2021). 

• Ding, Xuyang, Feng Xiao, Man Zhou and Zhibo Wang. “Active Link Obfuscation to 

Thwart Link-flooding Attacks for Internet of Things.” 2020 IEEE 19th International 

Conference on Trust, Security and Privacy in Computing and Communications 

(TrustCom) (2020): 217-224. 

• Dionelis, Nikolaos. “FROB: Few-shot ROBust Model for Classification and Out-of-

Distribution Detection.” ArXiv abs/2111.15487 (2021): n. pag. 

• Dixit, Siddharth, Meghna Chaudhary and Niteesh Sahni. “Network Learning 

Approaches to study World Happiness.” ArXiv abs/2007.09181 (2020): n. pag. 

• Dorri, Ali, Clemence Roulin, Shantanu Pal, Sarah Baalbaki, Raja Jurdak and Salil S. 

Kanhere. “Device Identification in Blockchain-Based Internet of 

Things.” ArXiv abs/2202.09603 (2022): n. pag. 

• Duddu, Vasisht, Antoine Boutet and Virat Shejwalkar. “Quantifying Privacy Leakage 

in Graph Embedding.” MobiQuitous 2020 - 17th EAI International Conference on 

Mobile and Ubiquitous Systems: Computing, Networking and Services (2020): n. pag. 

• Dwivedi, Rudresh and Somnath Dey. “A non-invertible cancelable fingerprint template 

generation based on ridge feature transformation.” ArXiv abs/1805.10853 (2018): n. 

pag. 

• El Shafie, Ahmed, Kamel Tourki, Zhiguo Ding and Naofal Al-Dhahir. “Probabilistic 

Jamming/Eavesdropping Attacks to Confuse a Buffer-Aided Transmitter–Receiver 

Pair.” IEEE Communications Letters 21 (2017): 1549-1552. 

• El-Korashy, Akram, Stelios Tsampas, Marco Patrignani, Dominique Devriese, Deepak 

Garg and Frank Piessens. “CapablePtrs: Securely Compiling Partial Programs Using 

the Pointers-as-Capabilities Principle.” 2021 IEEE 34th Computer Security 

Foundations Symposium (CSF) (2021): 1-16. 

• Ellers, Michael, Michael Cochez, Tobias Schumacher, Markus Strohmaier and Florian 

Lemmerich. “Privacy Attacks on Network Embeddings.” ArXiv abs/1912.10979 

(2019): n. pag. 

• Elmendili, Fatna, Nisrine Maqran, Younès El Bouzekri El Idrissi and Habiba Chaoui. 

“A security approach based on honeypots: Protecting Online Social network from 

malicious profiles.” ArXivabs/1804.09988 (2018): n. pag. 

• Eltayeb, Mohammed E., Junil Choi, Tareq Y. Al-Naffouri and Robert W. Heath. 

“Enhancing Secrecy With Multiantenna Transmission in Millimeter Wave Vehicular 

Communication Systems.” IEEE Transactions on Vehicular Technology 66 (2017): 

8139-8151. 

• Eltayeb, Mohammed E., Junil Choi, Tareq Y. Al-Naffouri and Robert W. Heath. “On 

the Security of Millimeter Wave Vehicular Communication Systems Using Random 

Antenna Subsets.” 2016 IEEE 84th Vehicular Technology Conference (VTC-

Fall) (2016): 1-5. 

• Erni, Simon, Martin Kotuliak, Patrick Leu, Marc Roschlin and Srdjan vCapkun. 

“AdaptOver: Adaptive Overshadowing Attacks in Cellular Networks.” (2021). 

• Esposito, Sergio, Daniele Sgandurra and Giampaolo Bella. “ALEXA VERSUS 

ALEXA: Controlling Smart Speakers by Self-Issuing Voice Commands.” Proceedings 



235 
 
 

of the 2022 ACM on Asia Conference on Computer and Communications 

Security (2022): n. pag. 

• Eu, Sen-Peng, Tung-Shan Fu, Yu-Chang Liang and Tsai-Lien Wong. “On xD-

Generalizations of Stirling Numbers and Lah Numbers via Graphs and 

Rooks.” Electron. J. Comb. 24 (2017): 2. 

• Fabris, Marco and Daniel Zelazo. “Secure Consensus via Objective Coding: 

Robustness Analysis to Channel Tampering.” ArXiv abs/2107.04276 (2022): n. pag. 

• Faghri, Fartash, Cristina Nader Vasconcelos, David J. Fleet, Fabian Pedregosa and 

Nicolas Le Roux. “Bridging the Gap Between Adversarial Robustness and 

Optimization Bias.” ArXivabs/2102.08868 (2021): n. pag. 

• Fan, Houxiang, Binghui Wang, Pan Zhou, Ang Li, Meng Pang, Zichuan Xu, Cai Fu, 

Hai Helen Li and Yiran Chen. “Reinforcement Learning-based Black-Box Evasion 

Attacks to Link Prediction in Dynamic Graphs.” 2021 IEEE 23rd Int Conf on High 

Performance Computing & Communications; 7th Int Conf on Data Science & Systems; 

19th Int Conf on Smart City; 7th Int Conf on Dependability in Sensor, Cloud & Big 

Data Systems & Application (HPCC/DSS/SmartCity/DependSys) (2021): 933-940. 

• Fang, Meiling, Fadi Boutros, Arjan Kuijper and Naser Damer. “Partial Attack 

Supervision and Regional Weighted Inference for Masked Face Presentation Attack 

Detection.” 2021 16th IEEE International Conference on Automatic Face and Gesture 

Recognition (FG 2021) (2021): 1-8. 

• Fanti, Giulia C., Shaileshh Bojja Venkatakrishnan, Surya Bakshi, Bradley Denby, 

Shruti Bhargava, Andrew K. Miller and Pramod Viswanath. “Dandelion++: 

Lightweight Cryptocurrency Networking with Formal Anonymity 

Guarantees.” Abstracts of the 2018 ACM International Conference on Measurement 

and Modeling of Computer Systems (2018): n. pag. 

• Farach-Colton, Lucas, Martin Farach-Colton, Leslie Ann Goldberg, John Lapinskas, 

Reut Levi, Moti Medina and Miguel A. Mosteiro. “Improved Distortion and Spam 

Resistance for PageRank.” arXiv: Data Structures and Algorithms (2018): n. pag. 

• Fauvelle, Jean-Philippe, Alexandre Dey and Sylvain Navers. “Protection of an 

information system by artificial intelligence: a three-phase approach based on 

behaviour analysis to detect a hostile scenario.” ArXiv abs/1812.00622 (2018): n. pag. 

• Ferdowsi, Aidin, Ursula Challita, Walid Saad and Narayan B. Mandayam. “Robust 

Deep Reinforcement Learning for Security and Safety in Autonomous Vehicle 

Systems.” 2018 21st International Conference on Intelligent Transportation Systems 

(ITSC) (2018): 307-312. 

• Fernando, Matheesha and Nalin Asanka Gamagedara Arachchilage. “Why Johnny 

can’t rely on anti-phishing educational interventions to protect himself against 

contemporary phishing attacks?” ArXiv abs/2004.13262 (2020): n. pag. 

• Fine, Joel, Kirill Krasnov and Dmitri Panov. “A gauge theoretic approach to Einstein 

4-manifolds.” arXiv: Differential Geometry (2013): n. pag. 

• Fu, Lan, Qing Guo, Felix Juefei-Xu, Hongkai Yu, Wei Feng, Yang Liu and Song Wang. 

“Benchmarking Shadow Removal for Facial Landmark Detection and 

Beyond.” ArXivabs/2111.13790 (2021): n. pag. 

• Fujiwara, Mikio, Atsushi Waseda, Ryo Nojima, Shiho Moriai, Wakaha Ogata and 

Masahide Sasaki. “Unbreakable distributed storage with quantum key distribution 

network and password-authenticated secret sharing.” Scientific Reports 6 (2016): n. 

pag. 



236 
 
 

• G’alvez, Waldo, Francisco Sanhueza-Matamala and José A. Soto. “Approximation 

Algorithms for Vertex-Connectivity Augmentation on the Cycle.” WAOA (2021). 

• Gan, Yujian, Xinyun Chen, Qiuping Huang, Matthew Purver, John Robert Woodward, 

Jinxia Xie and Pengsheng Huang. “Towards Robustness of Text-to-SQL Models 

against Synonym Substitution.” ACL (2021). 

• Gao, Xiaolin, Cunlai Pu and Lunbo Li. “Cost Restrained Hybrid Attacks in Power 

Grids.” ArXivabs/2006.12282 (2020): n. pag. 

• Gao, Zhan, Elvin Isufi and Alejandro Ribeiro. “Variance-Constrained Learning for 

Stochastic Graph Neural Networks.” ICASSP 2021 - 2021 IEEE International 

Conference on Acoustics, Speech and Signal Processing (ICASSP) (2021): 5245-5249. 

• García-Escartín, Juan Carlos and Pedro Chamorro-Posada. “Hidden Probe Attacks on 

Ultralong Fiber Laser Key Distribution Systems.” IEEE Journal of Selected Topics in 

Quantum Electronics 24 (2018): 1-9. 

• Garrad, P. N. and Shane Gilroy. “Developments in Connected Vehicles and the 

Requirement for Increased Cybersecurity.” ArXiv abs/2111.11612 (2021): n. pag. 

• Garrido, Josep Soler, Dominik Dold and Johannes Frank. “Machine learning on 

knowledge graphs for context-aware security monitoring.” 2021 IEEE International 

Conference on Cyber Security and Resilience (CSR) (2021): 55-60. 

• Gehrke, Alexander and Karen Mulleners. “Phenomenology and scaling of optimal 

flapping wing kinematics.” Bioinspiration & Biomimetics 16 (2020): n. pag. 

• Ghavasieh, Arsham, Massimo Stella, Jacob D. Biamonte and Manlio De Domenico. 

“Unraveling the effects of multiscale network entanglement on empirical 

systems.” Communications Physics4 (2020): 1-10. 

• Ghawash, Faiq and Waseem Abbas. “Leveraging Diversity for Achieving Resilient 

Consensus in Sparse Networks.” ArXiv abs/1907.10742 (2019): n. pag. 

• Giacon, Federico, Riccardo Aragona and Massimiliano Sala. “A proof of security for a 

key-policy RS-ABE scheme.” ArXiv abs/1603.06635 (2016): n. pag. 

• Gkounis, Dimitrios, Vasileios Kotronis, Christos K. Liaskos and Xenofontas A. 

Dimitropoulos. “On the Interplay of Link-Flooding Attacks and Traffic 

Engineering.” ArXiv abs/1611.02488 (2016): n. pag. 

• Goel, Karan, Nazneen Rajani, Jesse Vig, Samson Tan, Jason M. Wu, Stephan Zheng, 

Caiming Xiong, Mohit Bansal and Christopher R’e. “Robustness Gym: Unifying the 

NLP Evaluation Landscape.” NAACL (2021). 

• Goldfeder, Steven, Harry A. Kalodner, Dillon Reisman and Arvind Narayanan. “When 

the cookie meets the blockchain: Privacy risks of web payments via 

cryptocurrencies.” Proceedings on Privacy Enhancing Technologies 2018 (2018): 179 

- 199. 

• Gong, Kai, Jia-Jian Wu, Qing Li and Yichun Zhu. “The healing strategy by prioritizing 

minimum degree against localized attacks on interdependent spatially embedded 

networks.” arXiv: Physics and Society (2018): n. pag. 

• Gopika, R., Ankita Sharma and Rakesh R. Warier. “Bipartite Consensus in the Presence 

of Denial of Service Adversary.” ArXiv abs/2107.11729 (2022): n. pag. 

• Goyal, Sanjeev, Shahin Jabbari, Michael Kearns, Sanjeev Khanna and Jamie H. 

Morgenstern. “Strategic Network Formation with Attack and 

Immunization.” WINE (2016). 

• Gracy, Sebin, Jezdimir Milošević and Henrik Sandberg. “Actuator Security Index for 

Structured Systems.” 2020 American Control Conference (ACC) (2020): 2993-2998. 



237 
 
 

• Grashöfer, Jan, Peter Oettig, Robin Sommer, Tim Wojtulewicz and Hannes 

Hartenstein. “Advancing Protocol Diversity in Network Security 

Monitoring.” ArXiv abs/2106.12454 (2021): n. pag. 

• Greschbach, Benjamin, Tobias Pulls, Laura M. Roberts, Philipp Winter and Nick 

Feamster. “The Effect of DNS on Tor’s Anonymity.” ArXiv abs/1609.08187 (2017): 

n. pag. 

• Grimsman, David, João Pedro Hespanha and Jason R. Marden. “Stackelberg Equilibria 

for Two-Player Network Routing Games on Parallel Networks.” 2020 American 

Control Conference (ACC)(2020): 5364-5369. 

• Gu, Zhongshu, Hani Jamjoom, Dong Su, Heqing Huang, Jialong Zhang, Tengfei Ma, 

Dimitrios E. Pendarakis and Ian Molloy. “Reaching Data Confidentiality and Model 

Accountability on the CalTrain.” 2019 49th Annual IEEE/IFIP International 

Conference on Dependable Systems and Networks (DSN) (2019): 336-348. 

• Gupta, Suyash, Sajjad Rahnama, Shubham Pandey, Natacha Crooks and Mohammad 

Sadoghi. “Dissecting BFT Consensus: In Trusted Components we 

Trust!” ArXiv abs/2202.01354 (2022): n. pag. 

• Gupta, Viresh and Tanmoy Chakraborty. “Adversarial Attack on Network Embeddings 

via Supervised Network Poisoning.” PAKDD (2021). 

• Halimi, Anisa and Erman Ayday. “Efficient Quantification of Profile Matching Risk in 

Social Networks Using Belief Propagation.” ArXiv abs/2009.03698 (2020): n. pag. 

• Han, Xiao, Leye Wang, Junjie Wu and Yuncong Yang. “Large-Scale Privacy-

Preserving Network Embedding against Private Link Inference 

Attacks.” ArXiv abs/2205.14440 (2022): n. pag. 

• Harsha, Benjamin, Robert Morton, Jeremiah Blocki, John A. Springer and Melissa Jane 

Dark. “Bicycle Attacks Considered Harmful: Quantifying the Damage of Widespread 

Password Length Leakage.” Comput. Secur. 100 (2021): 102068. 

• Harshan, Jagadeesh, Sang-Yoon Chang and Yih-Chun Hu. “Insider-Attacks on 

Physical-Layer Group Secret-Key Generation in Wireless Networks.” 2017 IEEE 

Wireless Communications and Networking Conference (WCNC) (2017): 1-6. 

• Hayashi, Yukio, Atsushi Tanaka and Jun Matsukubo. “Effective Self-Healing 

Networks against Attacks or Disasters in Resource Allocation 

Control.” ArXiv abs/2008.00651 (2020): n. pag. 

• Hayashi, Yukio, Atsushi Tanaka and Jun Matsukubo. “More Tolerant Reconstructed 

Networks Using Self-Healing against Attacks in Saving Resource.” Entropy 23 (2021): 

n. pag. 

• Hayashi, Yukio. “A new design principle of robust onion-like networks self-organized 

in growth.” Network Science 6 (2017): 54 - 70. 

• Haydari, Ammar, H. Michael Zhang, Chen-Nee Chuah, Jane MacFarlane and Sean 

Peisert. “Adaptive Differential Privacy Mechanism for Aggregated Mobility 

Dataset.” ArXivabs/2112.08487 (2021): n. pag. 

• He, Xinlei, Jinyuan Jia, Michael Backes, Neil Zhenqiang Gong and Yang Zhang. 

“Stealing Links from Graph Neural Networks.” ArXiv abs/2005.02131 (2021): n. pag. 

• Hemberg, Erik, Jonathan Kelly, Michal Shlapentokh-Rothman, Bryn Reinstadler, 

Katherine Xu, Nick Rutar and Una-May O’Reilly. “BRON - Linking Attack Tactics, 

Techniques, and Patterns with Defensive Weaknesses, Vulnerabilities and Affected 

Platform Configurations.” ArXivabs/2010.00533 (2020): n. pag. 



238 
 
 

• Hoang, Dinh Thai, Ping Wang, Dusit Tao Niyato and Ekram Hossain. “Charging and 

Discharging of Plug-In Electric Vehicles (PEVs) in Vehicle-to-Grid (V2G) Systems: A 

Cyber Insurance-Based Model.” IEEE Access 5 (2017): 732-754. 

• Hoang, Linh Manh, Diep N. Nguyen, J.Andrew Zhang and Dinh Thai Hoang. “Multiple 

Correlated Jammers Nullification using LSTM-based Deep Dueling Neural Network.” 

(2022). 

• Hofbauer, David, Igor Ivkic, Silia Maksuti, Andreas Aldrian and Markus Tauber. “On 

the Cost of Security Compliance in Information Systems.” ArXiv abs/1905.06122 

(2019): n. pag. 

• Holohan, Naoise, Spyros Antonatos, Stefano Braghin and Pol Mac Aonghusa. “(k, ε)-

Anonymity: k-Anonymity with ε-Differential Privacy.” ArXiv abs/1710.01615 (2017): 

n. pag. 

• Hota, Ashish Ranjan and Shreyas Sundaram. “Interdependent Security Games on 

Networks Under Behavioral Probability Weighting.” IEEE Transactions on Control of 

Network Systems 5 (2018): 262-273. 

• Hu, Ye, Anibal Sanjab and Walid Saad. “Dynamic Psychological Game Theory for 

Secure Internet of Battlefield Things (IoBT) Systems.” IEEE Internet of Things 

Journal 6 (2019): 3712-3726. 

• Huang, Ke-Wen, Huiming Wang, Yongpeng Wu and Robert Schober. “Pilot Spoofing 

Attack by Multiple Eavesdroppers.” IEEE Transactions on Wireless 

Communications 17 (2018): 6433-6447. 

• Huang, Linan and Quanyan Zhu. “Farsighted Risk Mitigation of Lateral Movement 

Using Dynamic Cognitive Honeypots.” GameSec (2020). 

• Huang, Yudi, Ting He, Nilanjan Ray Chaudhuri and Thomas F. La Porta. “Power Grid 

State Estimation under General Cyber-Physical Attacks.” 2020 IEEE International 

Conference on Communications, Control, and Computing Technologies for Smart 

Grids (SmartGridComm)(2020): 1-6. 

• Huang, Yudi, Ting He, Nilanjan Ray Chaudhuri and Thomas F. La Porta. “Verifiable 

Failure Localization in Smart Grid under Cyber-Physical 

Attacks.” ArXiv abs/2101.07129 (2021): n. pag. 

• Hugues-Salas, Emilio, Foteini Ntavou, Yanni Ou, Jake E. Kennard, Catherine White, 

Dimitrios Gkounis, Konstantinos Nikolovgenis, George T. Kanellos, Chris Erven, 

Andrew Lord, Reza Nejabati and Dimitra Simeonidou. “Experimental Demonstration 

of DDoS Mitigation over a Quantum Key Distribution (QKD) Network Using Software 

Defined Networking (SDN).” 2018 Optical Fiber Communications Conference and 

Exposition (OFC) (2018): 1-3. 

• Husain, Hisham. “Distributional Robustness with IPMs and links to Regularization and 

GANs.” ArXiv abs/2006.04349 (2020): n. pag. 

• Hussain, Hussain, Tomislav Duricic, E. Lex, D. Helic, Markus Strohmaier and Roman 

Kern. “Structack: Structure-based Adversarial Attacks on Graph Neural 

Networks.” Proceedings of the 32nd ACM Conference on Hypertext and Social 

Media (2021): n. pag. 

• Iacobello, Giovanni, Frieder Kaiser and David E. Rival. “Load estimation in unsteady 

flows from sparse pressure measurements: Application of transition networks to 

experimental data.” Physics of Fluids (2022): n. pag. 

• Ibrahim, Sara Al Hajj and Mohamed El Baker Nassar. “Hack The Box: Fooling Deep 

Learning Abstraction-Based Monitors.” ArXiv abs/2107.04764 (2021): n. pag. 



239 
 
 

• Ichinose, Genki, Tomohiro Tsuchiya and Shunsuke Watanabe. “Robustness of football 

passing networks against continuous node and link removals.” arXiv: Physics and 

Society (2020): n. pag. 

• Indrusiak, Leandro Soares, James Harbin and Martha Johanna Sepúlveda. “Side-

channel attack resilience through route randomisation in secure real-time Networks-on-

Chip.” 2017 12th International Symposium on Reconfigurable Communication-centric 

Systems-on-Chip (ReCoSoC)(2017): 1-8. 

• Ioannidis, Vassilis N. and Georgios B. Giannakis. “Edge Dithering for Robust Adaptive 

Graph Convolutional Networks.” ArXiv abs/1910.09590 (2019): n. pag. 

• Ioannidis, Vassilis N., Dimitris Berberidis and Georgios B. Giannakis. “GraphSAC: 

Detecting anomalies in large-scale graphs.” ArXiv abs/1910.09589 (2019): n. pag. 

• Islam, Md. Samiul, Md. Mojammel Hossain and Mohammed A. Almukhtar. “A Survey 

on SDN \& SDCN Traffic Measurement: Existing Approaches and Research 

Challenge.” ArXivabs/2206.14236 (2022): n. pag. 

• Ivanov, Nikolay, Jianzhi Lou, Ting Chen, Jin Li and Qiben Yan. “Targeting the 

Weakest Link: Social Engineering Attacks in Ethereum Smart Contracts.” Proceedings 

of the 2021 ACM Asia Conference on Computer and Communications Security (2021): 

n. pag. 

• Jagannath, Anu, Jithin Jagannath and Andrew L. Drozd. “High Rate-Reliability 

Beamformer Design for 2×2 Mimo-OFDM System Under Hostile Jamming.” 2020 

29th International Conference on Computer Communications and Networks 

(ICCCN) (2020): 1-9. 

• Jain, Adarsh, Abhishek Khanna, Jay Bhatt, Parthkumar V. Sakhiya, Shashank Kumar, 

Rohan S Urdhwareshe and Nilesh M Desai. “Development of NavIC synchronized fully 

automated inter-building QKD framework and demonstration of quantum secured 

video calling.” ArXivabs/2111.09716 (2021): n. pag. 

• Janak, Jan, Dana Chee, Hema Retty, Artiom Baloian and Henning Schulzrinne. 

“Talking After Lights Out: An Ad Hoc Network for Electric Grid Recovery.” 2021 

IEEE International Conference on Communications, Control, and Computing 

Technologies for Smart Grids (SmartGridComm)(2021): 181-187. 

• Jang, Rhongho, Seongkwang Moon, Youngtae Noh, Aziz Mohaisen and Daehun 

Nyang. “Scaling Up Anomaly Detection Using In-DRAM Working Set of Active Flows 

Table.” ArXiv abs/1902.04143 (2019): n. pag. 

• Jasser, Jasser and Ivan I. Garibay. “Resilience from Diversity: Population-based 

approach to harden models against adversarial attacks.” ArXiv abs/2111.10272 (2021): 

n. pag. 

• Jawaheri, Husam Al, Mashael Al Sabah, Yazan Boshmaf and Aiman Erbad. “When A 

Small Leak Sinks A Great Ship: Deanonymizing Tor Hidden Service Users Through 

Bitcoin Transactions Analysis.” Comput. Secur. 89 (2020): n. pag. 

• Jedh, Mubark, Lotfi Ben Othmane, Noor O. Ahmed and Bharat K. Bhargava. 

“Detection of Message Injection Attacks Onto the CAN Bus Using Similarities of 

Successive Messages-Sequence Graphs.” IEEE Transactions on Information Forensics 

and Security 16 (2021): 4133-4146. 

• Jeitner, Philipp, Haya Shulman and Michael Waidner. “Pitfalls of Provably Secure 

Systems in Internet the Case of Chronos-NTP.” 2020 50th Annual IEEE-IFIP 

International Conference on Dependable Systems and Networks-Supplemental Volume 

(DSN-S) (2020): 49-50. 



240 
 
 

• Jeitner, Philipp, Haya Shulman and Michael Waidner. “Secure Consensus Generation 

with Distributed DoH.” 2020 50th Annual IEEE-IFIP International Conference on 

Dependable Systems and Networks-Supplemental Volume (DSN-S) (2020): 41-42. 

• Ji, Shouling, Qinchen Gu, Haiqin Weng, Qianjun Liu, Pan Zhou, Qinming He, Raheem 

A. Beyah and Ting Wang. “De-Health: All Your Online Health Information Are Belong 

to Us.” 2020 IEEE 36th International Conference on Data Engineering (ICDE) (2020): 

1609-1620. 

• Jiang, Wenjun, Run-Ran Liu and Chun-Xiao Jia. “Depth Penetration and Scope 

Extension of Failures in the Cascading of Multilayer Networks.” Complex. 2020 

(2020): 3578736:1-3578736:11. 

• Jiang, Zhongyuan, Lichao Sun, Philip S. Yu, Hui Li, Jianfeng Ma and Yulong Shen. 

“Target Privacy Preserving for Social Networks.” 2020 IEEE 36th International 

Conference on Data Engineering (ICDE) (2020): 1862-1865. 

• Kahlhofer, Mario, Michaela Hölzl and Andreas Berger. “Towards Reconstructing 

Multi-Step Cyber Attacks in Modern Cloud Environments with 

Tripwires.” Proceedings of the European Interdisciplinary Cybersecurity 

Conference (2020): n. pag. 

• Kalantari, Ashkan, Gan Zheng, Zhen Gao, Zhu Han and Björn E. Ottersten. “Secrecy 

Analysis on Network Coding in Bidirectional Multibeam Satellite 

Communications.” IEEE Transactions on Information Forensics and Security 10 

(2015): 1862-1874. 

• Karthik, Anantha K. and Rick S. Blum. “Estimation Theory Based Robust Phase Offset 

Estimation in the Presence of Delay Attacks.” ArXiv abs/1611.05117 (2016): n. pag. 

• Kashyap, G. and G. Ambika. “Link deletion in directed complex networks.” Physical 

A: Statistical Mechanics and its Applications (2019): n. pag. 

• Kato, Fumiyuki, Yang Cao and Masatoshi Yoshikawa. “OLIVE: Oblivious and 

Differentially Private Federated Learning on Trusted Execution 

Environment.” ArXiv abs/2202.07165 (2022): n. pag. 

• Kekatos, Vassilis, G. Wang, Hao Zhu and Georgios B. Giannakis. “PSSE Redux: 

Convex Relaxation, Decentralized, Robust, and Dynamic 

Approaches.” ArXiv abs/1708.03981 (2017): n. pag. 

• Kepkowski, Michal, Lucjan Hanzlik, Ian D. Wood and Mohamed Ali Kâafar. “How 

Not to Handle Keys: Timing Attacks on FIDO Authenticator 

Privacy.” ArXiv abs/2205.08071 (2022): n. pag. 

• Keshav, S., Wojciech M. Golab, Bernard Wong, Sajjad Rizvi and Sergey Gorbunov. 

“RCanopus: Making Canopus Resilient to Failures and Byzantine 

Faults.” ArXiv abs/1810.09300 (2018): n. pag. 

• Khandaker, Muhammad R. A., Christos Masouros and Kai-Kit Wong. “Secure Full-

Duplex Device-to-Device Communication.” 2017 IEEE Globecom Workshops (GC 

Wkshps) (2017): 1-6. 

• Khattak, Sheharbano, Laurent Simon and Steven J. Murdoch. “Systemization of 

Pluggable Transports for Censorship Resistance.” ArXiv abs/1412.7448 (2014): n. pag. 

• Khodaei, Mohammad Javad and Panagiotis Papadimitratos. “Cooperative Location 

Privacy in Vehicular Networks: Why Simple Mix Zones are Not Enough.” IEEE 

Internet of Things Journal 8 (2021): 7985-8004. 

• Kim, Jung-Ho, Soo-Jeong Kim and Kwang-Il Goh. “Critical behaviors of high-degree 

adaptive and collective-influence percolation.” Chaos 30 7 (2020): 073131 . 



241 
 
 

• Kish, S. P., Eduardo Villaseñor, Robert A. Malaney, Kerry A. Mudge and K. J. Grant. 

“Feasibility assessment for practical continuous variable quantum key distribution over 

the satellite-to-Earth channel.” Quantum Eng. 2 (2020): n. pag. 

• Kolbeinsson, Arinbjorn, Jean Kossaifi, Yannis Panagakis, Adrian Bulat, Anima 

Anandkumar, Ioanna Tzoulaki and Paul Matthews. “Tensor Dropout for Robust 

Learning.” IEEE Journal of Selected Topics in Signal Processing 15 (2021): 630-640. 

• Kolluri, Aashish, Teodora Baluta, Bryan Hooi and Prateek Saxena. “LPGNet: Link 

Private Graph Networks for Node Classification.” ArXiv abs/2205.03105 (2022): n. 

pag. 

• Kolokotronis, Nicholas, Konstantinos Limniotis, Stavros N. Shiaeles and Romain 

Griffiths. “Secured by Blockchain: Safeguarding Internet of Things Devices.” IEEE 

Consumer Electronics Magazine 8 (2019): 28-34. 

• Kotnis, Bhushan and Joy Kuri. “Percolation on networks with antagonistic and 

dependent interactions.” Physical review. E, Statistical, nonlinear, and soft matter 

physics 91 3 (2015): 032805 . 

• Kotuliak, Martin, Simon Erni, Patrick Leu, Marc Roeschlin and Srdjan Capkun. 

“LTrack: Stealthy Tracking of Mobile Phones in LTE.” ArXiv abs/2106.05007 (2021): 

n. pag. 

• Kotyan, Shashank, Danilo Vasconcellos Vargas and Moe Matsuki. “Representation 

Quality Of Neural Networks Links To Adversarial Attacks and Defences.” arXiv: 

Computer Vision and Pattern Recognition (2019): n. pag. 

• Kuang, Da, P. Jeffrey Brantingham and A. Bertozzi. “Crime topic modeling.” Crime 

Science 6 (2017): 1-20. 

• Kursuncu, Ugur, Manas Gaur, Carlos Castillo, Amanuel Alambo, Krishnaprasad 

Thirunarayan, Valerie L. Shalin, Dilshod Achilov, Ismailcem Budak Arpinar and A. 

Sheth. “Modeling Islamist Extremist Communications on Social Media using 

Contextual Dimensions.” Proceedings of the ACM on Human-Computer Interaction 3 

(2019): 1 - 22. 

• Ladisa, Piergiorgio, Henrik Plate, Matias Martinez and Olivier Barais. “Taxonomy of 

Attacks on Open-Source Software Supply Chains.” ArXiv abs/2204.04008 (2022): n. 

pag. 

• Lakshminarayana, Subhash, Elena Veronica Belmega and H. Vincent Poor. “Moving-

Target Defense Against Cyber-Physical Attacks in Power Grids via Game 

Theory.” IEEE Transactions on Smart Grid 12 (2021): 5244-5257. 

• Lakshminarayana, Subhash, Elena Veronica Belmega and H. Vincent Poor. “Moving-

Target Defense for Detecting Coordinated Cyber-Physical Attacks in Power 

Grids.” 2019 IEEE International Conference on Communications, Control, and 

Computing Technologies for Smart Grids (SmartGridComm) (2019): 1-7. 

• Lakshminarayana, Subhash, Jabir Shabbir Karachiwala, Sang-Yoon Chang, Girish 

Revadigar, Sristi Lakshmi Sravana Kumar, David K. Y. Yau and Yih-Chun Hu. “Signal 

Jamming Attacks Against Communication-Based Train Control: Attack Impact and 

Countermeasure.” Proceedings of the 11th ACM Conference on Security & Privacy in 

Wireless and Mobile Networks (2018): n. pag. 

• Leavitt, Matthew L. and Ari S. Morcos. “Linking average- and worst-case perturbation 

robustness via class selectivity and dimensionality.” ArXiv abs/2010.07693 (2020): n. 

pag. 



242 
 
 

• Lee, Joon Sern, Gui Peng David Yam and Jin Hao Chan. “PhishGAN: Data 

Augmentation and Identification of Homoglpyh Attacks.” ArXiv abs/2006.13742 

(2020): n. pag. 

• Lenzen, Christoph and Julian Loss. “Optimal Clock Synchronization with 

Signatures.” ArXivabs/2203.02553 (2022): n. pag. 

• Li, Jiani and Xenofon D. Koutsoukos. “Resilient Distributed Diffusion for Multi-task 

Estimation.” 2018 14th International Conference on Distributed Computing in Sensor 

Systems (DCOSS)(2018): 93-102. 

• Li, Kaiya, Guangchun Luo, Yang Ye, Wei Li, Shihao Ji and Zhipeng Cai. “Adversarial 

Privacy-Preserving Graph Embedding Against Inference Attack.” IEEE Internet of 

Things Journal 8 (2021): 6904-6915. 

• Li, Tao, Yingwen Wu, Sizhe Chen, Kun Fang and Xiaolin Huang. “Subspace 

Adversarial Training.” ArXiv abs/2111.12229 (2021): n. pag. 

• Li, Xiaochen, Weiren Liu, Hanwen Feng, Kunzhe Huang, Yunpeng Hu, Jinfei Liu, Kui 

Ren and Zhan Qin. “DUMP: A Dummy-point-based Local Differential Privacy 

Enhancement Approach under the Shuffle Model.” (2021). 

• Liaskos, Christos K., Vasileios Kotronis and Xenofontas A. Dimitropoulos. “A novel 

framework for modeling and mitigating distributed link flooding attacks.” IEEE 

INFOCOM 2016 - The 35th Annual IEEE International Conference on Computer 

Communications (2016): 1-9. 

• Lin, Jian-Hong, Emiliano Marchese, Claudio J. Tessone and Tiziano Squartini. “The 

Weighted Bitcoin Lightning Network.” SSRN Electronic Journal (2022): n. pag. 

• Ling, Chen, Utkucan Balci, Jeremy Blackburn and Gianluca Stringhini. “A First Look 

at Zoombombing.” 2021 IEEE Symposium on Security and Privacy (SP) (2021): 1452-

1467. 

• Liu, Ying, Andrey Garnaev and Wade Trappe. “Connectivity jamming game for 

physical layer attack in peer to peer networks.” Secur. Commun. Networks 9 (2016): 

6080-6093. 

• Loison, Ant’onio, Th’eo Combey and Hatem Hajri. “Probabilistic Jacobian-based 

Saliency Maps Attacks.” Mach. Learn. Knowl. Extr. 2 (2020): 558-578. 

• Longo, Riccardo, Federico Pintore, Giancarlo Rinaldo and Massimiliano Sala. “On the 

security of the blockchain BIX protocol and certificates.” 2017 9th International 

Conference on Cyber Conflict (CyCon) (2017): 1-16. 

• Low, Ian, William J. Buchanan, Richard Macfarlane and Owen Lo. “Wi-Fi Channel 

Saturation as a Mechanism to Improve Passive Capture of Bluetooth Through Channel 

Usage Restriction.” ArXivabs/2002.05126 (2020): n. pag. 

• Lu, Jingyi and Daniel E. Quevedo. “A Jointly Optimal Design of Control and 

Scheduling in Networked Systems under Denial-of-Service Attacks.” (2021). 

• Lu, Yang, Jianming Lian, Minghui Zhu and Ke Ma. “Transactive Energy System 

Deployment over Insecure Communication Links.” (2020). 

• Lu, Yueyun, Chin-Yao Chang, Wei Zhang, Laurentiu Dan Marinovici and Antonio J. 

Conejo. “On resilience analysis and quantification for wide-area control of power 

systems.” 2016 IEEE 55th Conference on Decision and Control (CDC) (2016): 5799-

5804. 

• Luo, Yi, Haokun Mao and Qiong Li. “An Information-theoretical Secured Byzantine-

fault Tolerance Consensus in Quantum Key Distribution 

Network.” ArXiv abs/2204.09832 (2022): n. pag. 



243 
 
 

• Luo, Zhiqing, Wei Wang, Jiang Xiao, Qianyi Huang, Tao Jiang and Q. Zhang. 

“Authenticating On-Body Backscatter by Exploiting Propagation 

Signatures.” Proceedings of the ACM on Interactive, Mobile, Wearable and Ubiquitous 

Technologies 2 (2018): 1 - 22. 

• Lyu, Bin, Dinh Thai Hoang, Shimin Gong, Dusit Tao Niyato and Dong In Kim. “IRS-

Based Wireless Jamming Attacks: When Jammers Can Attack Without Power.” IEEE 

Wireless Communications Letters 9 (2020): 1663-1667. 

• Ma, Qingyin and John Stachurski. “Dynamic Programming Deconstructed: 

Transformations of the Bellman Equation and Computational Efficiency.” Oper. 

Res. 69 (2021): 1591-1607. 

• Mabodi, Kobra, Mehdi Yusefi, Shahram Zandiyan, Leili Irankhah and Reza Fotohi. 

“Multi-level trust-based intelligence schema for securing of internet of things (IoT) 

against security threats using cryptographic authentication.” The Journal of 

Supercomputing (2020): 1-26. 

• Marco, Innocenzo De, Robert I. Woodward, G L Roberts, Taofiq K. Paraíso, Thomas 

Roger, Mirko Sanzaro, Marco Lucamarini, Zhiliang Yuan and Andrew J. Shields. 

“Real-time operation of a multi-rate, multi-protocol quantum key distribution 

transmitter.” (2021). 

• Mars, Ayoub, Ahmad Abadleh and Wael Adi. “Operator and Manufacturer 

Independent D2D Private Link for Future 5G Networks.” IEEE INFOCOM 2019 - 

IEEE Conference on Computer Communications Workshops (INFOCOM 

WKSHPS) (2019): 1-6. 

• Mascaraque, Nerea, Kacper Januchta, Kristine F. Frederiksen, Randall E. Youngman, 

Mathieu Bauchy and Morten M. Smedskjaer. “Structural dependence of chemical 

durability in modified aluminoborate glasses.” Journal of the American Ceramic 

Society (2018): n. pag. 

• McDaniel, Tyler, Jared M. Smith and Max Schuchard. “The Maestro Attack: 

Orchestrating Malicious Flows with BGP.” SecureComm (2020). 

• McGinn, D., Douglas G. McIlwraith and Yike Guo. “Data from: Toward open data 

blockchain analytics: a Bitcoin perspective.” (2018). 

• Meehan, Casey, Amrita Roy Chowdhury, Kamalika Chaudhuri and Somesh Jha. “A 

Shuffling Framework for Local Differential Privacy.” ArXiv abs/2106.06603 (2021): 

n. pag. 

• Mensi, Neji, Danda B. Rawat and Elyes Balti. “PLS for V2I Communications Using 

Friendly Jammer and Double kappa-mu Shadowed Fading.” ICC 2021 - IEEE 

International Conference on Communications (2021): 1-6. 

• Meyer, Philipp, Timo Häckel, Sandra Reider, Franz Korf and Thomas C. Schmidt. 

“Network Anomaly Detection in Cars: A Case for Time-Sensitive Stream Filtering and 

Policing.” ArXivabs/2112.11109 (2021): n. pag. 

• Millar, Stuart. “Vulnerability Detection in Open Source Software: An 

Introduction.” ArXivabs/2203.16428 (2022): n. pag. 

• Miller, Andrew K., Iddo Bentov, Surya Bakshi, Ranjit Kumaresan and Patrick 

McCorry. “Sprites and State Channels: Payment Networks that Go Faster Than 

Lightning.” Financial Cryptography(2019). 

• Mirshghallah, Fatemehsadat, Mohammadkazem Taram, Praneeth Vepakomma, 

Abhishek Singh, Ramesh Raskar and Hadi Esmaeilzadeh. “Privacy in Deep Learning: 

A Survey.” ArXivabs/2004.12254 (2020): n. pag. 



244 
 
 

• Mirsky, Yisroel, Naor Kalbo, Yuval Elovici and Asaf Shabtai. “Vesper: Using Echo 

Analysis to Detect Man-in-the-Middle Attacks in LANs.” IEEE Transactions on 

Information Forensics and Security 14 (2019): 1638-1653. 

• Misra, Saurabh, Mengxuan Tan, Mostafa Rezazad and Ngai-Man Cheung. “Early 

detection of Crossfire attacks using deep learning.” ArXiv abs/1801.00235 (2018): n. 

pag. 

• Mitra, Aritra and Shreyas Sundaram. “Secure Distributed State Estimation of an LTI 

System Over Time-Varying Networks and Analog Erasure Channels.” 2018 Annual 

American Control Conference (ACC) (2018): 6578-6583. 

• Moghadam, Rohollah and Hamidreza Modares. “Resilient Autonomous Control of 

Distributed Multiagent Systems in Contested Environments.” IEEE Transactions on 

Cybernetics 49 (2019): 3957-3967. 

• Moreno-Sanchez, Pedro A., Navin Modi, Raghuvir Songhela, Aniket Kate and Sonia 

Fahmy. “Mind Your Credit: Assessing the Health of the Ripple Credit 

Network.” Proceedings of the 2018 World Wide Web Conference (2018): n. pag. 

• Morgner, Philipp, Stephan Mattejat and Zinaida Benenson. “All Your Bulbs Are 

Belong to Us: Investigating the Current State of Security in Connected Lighting 

Systems.” ArXiv abs/1608.03732 (2016): n. pag. 

• Moura, José M. F. and David Hutchison. “Resilience Enhancement at Edge Cloud 

Systems.” IEEE Access 10 (2022): 45190-45206. 

• Moustafa, Nour, Marwa Keshk, Essam Soliman Debie and Helge Janicke. “Federated 

TON_IoT Windows Datasets for Evaluating AI-based Security Applications.” 2020 

IEEE 19th International Conference on Trust, Security and Privacy in Computing and 

Communications (TrustCom) (2020): 848-855. 

• Mugisha, Salomon and Hai-Jun Zhou. “Identifying optimal targets of network attack 

by belief propagation.” Physical review. E 94 1-1 (2016): 012305 . 

• Murakami, Takao and Kenta Takahashi. “Toward Evaluating Re-identification Risks 

in the Local Privacy Model.” Trans. Data Priv. 14 (2021): 79-116. 

• Mururu, Girish, Chris Porter, Prithayan Barua and Santosh Pande. “Binary Debloating 

for Security via Demand Driven Loading.” ArXiv abs/1902.06570 (2019): n. pag. 

• Nasr, Milad, Alireza Bahramali and Amir Houmansadr. “DeepCorr: Strong Flow 

Correlation Attacks on Tor Using Deep Learning.” Proceedings of the 2018 ACM 

SIGSAC Conference on Computer and Communications Security (2018): n. pag. 

• Neil, Lorenzo, Sudip Mittal and Anupam Joshi. “Mining Threat Intelligence about 

Open-Source Projects and Libraries from Code Repository Issues and Bug 

Reports.” 2018 IEEE International Conference on Intelligence and Security Informatics 

(ISI) (2018): 7-12. 

• Neto, Helio N. Cunha, Ivana Dusparic, Diogo M. F. Mattos and Natalia Castro 

Fernandes. “FedSA: Accelerating Intrusion Detection in Collaborative Environments 

with Federated Simulated Annealing.” ArXiv abs/2205.11519 (2022): n. pag. 

• Nguyen, Ho Dac Duy, Chi-Dung Phung, Stefano Secci, Benevid Felix Silva and 

Michele Nogueira Lima. “Can MPTCP secure Internet communications from man-in-

the-middle attacks?” 2017 13th International Conference on Network and Service 

Management (CNSM) (2017): 1-7. 

• Nguyen, Quang, Davide Cassi and Michele Bellingeri. “New nodes attack strategies for 

real complex weighted networks.” arXiv: Physics and Society (2020): n. pag. 

• Nguyen, Quang, Tuan V. Vu, Hanh Duyen Dinh, Davide Cassi, Francesco Scotognella, 

Roberto Alfieri and Michele Bellingeri. “Modularity affects the robustness of scale-



245 
 
 

free model and real-world social networks under betweenness and degree-based node 

attack.” Applied Network Science 6 (2021): 1-21. 

• Niu, Xiang, Alaa Moussawi, Gyorgy Korniss and Boleslaw K. Szymanski. “Evolution 

of threats in the global risk network.” Applied Network Science 3 (2018): n. pag. 

• Nogueira, Michele. “Anticipating Moves to Prevent Botnet Generated DDoS Flooding 

Attacks.” arXiv: Networking and Internet Architecture (2016): n. pag. 

• Nowroozi, Ehsan, Abhishek, Mohammadreza Mohammadi and Mauro Conti. “An 

Adversarial Attack Analysis on Malicious Advertisement URL Detection 

Framework.” ArXiv abs/2204.13172 (2022): n. pag. 

• Oh, ChangSeok, Sangho Lee, Wen Xu, Rohan Vora and Taesoo Kim. “Mitigating Low-

volume DoS Attacks with Data-driven Resource Accounting.” ArXiv abs/2205.00056 

(2022): n. pag. 

• Oliveira, Arthur de, Milad Siami and Eduardo Sontag. “Edge Selection in Bilinear 

Dynamical Networks.” ArXiv abs/2009.03884 (2020): n. pag. 

• Onibere, Mazino, Atif Ahmad and Sean B. Maynard. “Dynamic Information Security 

Management Capability: Strategising for Organisational 

Performance.” ArXiv abs/2104.07141 (2021): n. pag. 

• Oprisanu, Bristena, Christophe Dessimoz and Emiliano De Cristofaro. “How Much 

Does GenoGuard Really "Guard"?: An Empirical Analysis of Long-Term Security for 

Genomic Data.” Proceedings of the 18th ACM Workshop on Privacy in the Electronic 

Society (2019): n. pag. 

• Ortega, John E.. “Enhancing Networking Cipher Algorithms with Natural 

Language.” ArXivabs/2206.10924 (2022): n. pag. 

• Pagadala, Kalaharsha. “Detecting Phishing sites Without Visiting 

them.” ArXiv abs/2205.05121 (2022): n. pag. 

• Pan, Kaikai, Elyas Rakhshani and Peter Palensky. “False Data Injection Attacks on 

Hybrid AC/HVDC Interconnected Systems With Virtual Inertia—Vulnerability, 

Impact and Detection.” IEEE Access 8 (2020): 141932-141945. 

• Parkar, Nida, Bhavna Arora, Priti Rumao and Chandana A. Nighut. “Lighting Two 

Candles With One Flame: An Unaided Human Identification Protocol With Security 

Beyond Conventional Limit.” (2019). 

• Patel, Kartik, Nitin Jonathan Myers and Robert W. Heath. “Circulant Shift-based 

Beamforming for Secure Communication with Low-resolution Phased Arrays.” (2021). 

• Patrignani, Marco, Dominique Devriese and Frank Piessens. “On Modular and Fully-

Abstract Compilation - Technical Appendix.” ArXiv abs/1604.05044 (2016): n. pag. 

• Patro, Badri N., Shivansh Pate and Vinay P. Namboodiri. “Robust Explanations for 

Visual Question Answering.” 2020 IEEE Winter Conference on Applications of 

Computer Vision (WACV) (2020): 1566-1575. 

• Pavur, James and Ivan Martinovic. “SOK: Building a Launchpad for Impactful Satellite 

Cyber-Security Research.” ArXiv abs/2010.10872 (2020): n. pag. 

• Pawlick, Jeffrey, Juntao Chen and Quanyan Zhu. “iSTRICT: An Interdependent 

Strategic Trust Mechanism for the Cloud-Enabled Internet of Controlled Things.” IEEE 

Transactions on Information Forensics and Security 14 (2019): 1654-1669. 

• Pazos-Revilla, Marbin, Mohamed Baza, Mahmoud Nabil, Ahmed B. T. Sherif, 

Mohamed Mahmoud and Waleed S. Alasmary. “Privacy-Preserving and Collusion-

Resistant Charging Coordination Schemes for Smart Grid.” ArXiv abs/1905.04666 

(2019): n. pag. 



246 
 
 

• Perez, Ignacio A., Dana Vaknin Ben Porath, Cristian E. La Rocca, Sergey V. Buldyrev, 

Lidia A. Braunstein and Shlomo Havlin. “Cascading failures in isotropic and 

anisotropic spatial networks induced by localized attacks and overloads.” New Journal 

of Physics 24 (2022): n. pag. 

• Petrova, Olga, Karel Durkota, Galina Alperovich, K. Horák, Michał Najman, Branislav 

Bosanský and V. Lisý. “Discovering Imperfectly Observable Adversarial Actions using 

Anomaly Detection.” AAMAS (2020). 

• Phakathi, Thulani, Francis Lugayizi and Michael Esiefarienrhe. “Quality of Service-

aware Security Framework for Mobile Ad hoc Networks using Optimized Link State 

Routing Protocol.” ArXivabs/2010.01852 (2020): n. pag. 

• Piotrowska, Ania M., Jamie Hayes, Tariq Ehsan Elahi, Sebastian Meiser and George 

Danezis. “The Loopix Anonymity System.” ArXiv abs/1703.00536 (2017): n. pag. 

• Plinio, Francesco Di and Ioannis Parissis. “Directional square functions and a sharp 

Meyer lemma.” arXiv: Classical Analysis and ODEs (2020): n. pag. 

• Prasad, N., Navonil Chatterjee, Santanu Chattopadhyay and Indrajit Chakrabarti. 

“Runtime Mitigation of Packet Drop Attacks in Fault-tolerant Networks-on-

Chip.” ArXiv abs/1908.00289 (2019): n. pag. 

• Pu, Cunlai and Pang Wu. “Vulnerability Assessment of Power Grids Based on Both 

Topological and Electrical Properties.” ArXiv abs/1909.05789 (2019): n. pag. 

• Pu, Cunlai, Kun Wang and Yongxiang Xia. “Robustness of Link Prediction Under 

Network Attacks.” IEEE Transactions on Circuits and Systems II: Express Briefs 67 

(2020): 1472-1476. 

• Puglisi, Silvia, David Rebollo-Monedero and Jordi Forné. “Potential Mass Surveillance 

and Privacy Violations in Proximity-Based Social Applications.” 2015 IEEE 

Trustcom/BigDataSE/ISPA 1 (2015): 1045-1052. 

• Qian, Jianwei, Xiangyang Li, Yu Wang, Shaojie Tang, Taeho Jung and Yang Fan. 

“Social Network Deanonymization: More Adversarial Knowledge, More Users Re-

Identified?” arXiv: Social and Information Networks (2017): n. pag. 

• Qin, Jiahu, Menglin Li, Ling Shi and Yu Kang. “Optimal Denial-of-Service Attack 

Energy Management over an SINR-Based Network.” ArXiv abs/1810.02558 (2018): n. 

pag. 

• Quan, Runai, Hu Hong, Wenxiang Xue, Honglei Quan, Wenyu Zhao, Xiao Xiang, 

Yuting Liu, Ming-Ming Cao, Tao Liu, Shougang Zhang and Ruifang Dong. 

“Implementation of field two-way quantum synchronization of distant clocks across a 

7 km deployed fiber link.” Optics express 30 7 (2022): 10269-10279 . 

• Quiring, Erwin, Dan Arp and Konrad Rieck. “Fraternal Twins: Unifying Attacks on 

Machine Learning and Digital Watermarking.” ArXiv abs/1703.05561 (2017): n. pag. 

• Raj, Akash, Tram Truong Huu, Purnima Murali Mohan and Gurusamy Mohan. 

“Crossfire Attack Detection Using Deep Learning in Software Defined ITS 

Networks.” 2019 IEEE 89th Vehicular Technology Conference (VTC2019-

Spring) (2019): 1-6. 

• Raman, Gururaghav, Bedoor K. AlShebli, Marcin Waniek, Talal Rahwan and Jimmy 

Chih-Hsien Peng. “How weaponizing disinformation can bring down a city’s power 

grid.” PLoS ONE 15 (2020): n. pag. 

• Ramasubramanian, Bhaskar, Luyao Niu, Andrew Clark, Linda Bushnell and Radha 

Poovendran. “Privacy-Preserving Resilience of Cyber-Physical Systems to 

Adversaries.” 2020 59th IEEE Conference on Decision and Control (CDC) (2020): 

3785-3792. 



247 
 
 

• Ravi, Nikhil and Anna Scaglione. “Detection and Isolation of Adversaries in 

Decentralized Optimization for Non-Strongly Convex 

Objectives.” ArXiv abs/1910.13020 (2019): n. pag. 

• Remaud, Maxime and Jean-Pierre Tillich. “Time and Query Complexity Tradeoff for 

the Dihedral Coset Problem.” (2022). 

• Ren, Xiaolong, Niels Gleinig, Dijana Tolic and Nino Antulov-Fantulin. 

“Underestimated cost of targeted attacks on complex networks.” Complex. 2018 

(2018): 9826243:1-9826243:15. 

• Reusch, Niklas, Silviu S. Craciunas and Paul Pop. “Dependability-Aware Routing and 

Scheduling for Time-Sensitive Networking.” ArXiv abs/2109.05883 (2022): n. pag. 

• Rezaeifar, Shideh, Behrooz Razeghi, Olga Taran, Taras Holotyak and Slava 

Voloshynovskiy. “Reconstruction of Privacy-Sensitive Data from Protected 

Templates.” 2019 IEEE International Conference on Image Processing (ICIP) (2019): 

1163-1167. 

• Rezazad, Mostafa, Matthias R. Brust, Mohammad Akbari, Pascal Bouvry and Ngai-

Man Cheung. “Detecting Target-Area Link-Flooding DDoS Attacks using Traffic 

Analysis and Supervised Learning.” ArXiv abs/1903.01550 (2018): n. pag. 

• Rioul, Olivier. “Variations on a Theme by Massey.” IEEE Transactions on Information 

Theory 68 (2022): 2813-2828. 

• Rizk, Elsa, Stefan Vlaski and Ali H. Sayed. “Privatized Graph Federated 

Learning.” ArXivabs/2203.07105 (2022): n. pag. 

• Romano, Yaniv, Aviad Aberdam, Jeremias Sulam and Michael Elad. “Adversarial 

Noise Attacks of Deep Learning Architectures: Stability Analysis via Sparse-Modeled 

Signals.” Journal of Mathematical Imaging and Vision 62 (2019): 313-327. 

• Roth, Kevin, Aurélien Lucchi, Sebastian Nowozin and Thomas Hofmann. 

“Adversarially Robust Training through Structured Gradient 

Regularisation.” ArXiv abs/1805.08736 (2018): n. pag. 

• Roth, Kevin, Yannic Kilcher and Thomas Hofmann. “Adversarial Training is a Form 

of Data-dependent Operator Norm Regularization.” arXiv: Learning (2020): n. pag. 

• Roy, Indradyumna, Abir De and Soumen Chakrabarti. “Adversarial Permutation 

Guided Node Representations for Link Prediction.” AAAI (2021). 

• Ruge, Jan, Jiska Classen, Francesco Gringoli and Matthias Hollick. “Frankenstein: 

Advanced Wireless Fuzzing to Exploit New Bluetooth Escalation 

Targets.” ArXiv abs/2006.09809 (2020): n. pag. 

• Saini, Shalini, Dhiral Panjwani and Nitesh Saxena. “Mobile Mental Health Apps: 

Alternative Intervention or Intrusion?” ArXiv abs/2206.10728 (2022): n. pag. 
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This research investigated the foundations on  which the whole European system is built, 

namely the GDPR and the FFDR, which introduced the main semantic difference between 

personal data and non-personal data. Specifically focusing on further processing in Big Data 

analysis systems in IoE environments, its aim was to question the semantic nature of data in 

the further uses of data and the consequent protection recognised for data subjects’ rights. The 

investigation was carried out referring to two points of view that are considered to challenge 

the process of conciliate law with reality: the risk of deanonymisation/re-identification 

(allowing the turning of non-personal data - processed personal data - into personal data) and 

the right to erasure (right to be forgotten). 

Scientific literature shows that the technological development of deanonymisation/re-

identification techniques is growing remarkably, especially in some geographical areas which 

tend to invest more in such research.  

Therefore, despite the fact that the GDPR is considered to be a gold standard in protecting data 

subjects, technological development certainly impacts on data subjects’ rights, especially on 

the right to erasure ex art. 17 of the GDPR (right to be forgotten).  

The two different perspectives, objective and subjective, investigated in the thesis confirm the 

above-mentioned impact. The objective one, questioning the extent of the protection granted 

by the two main data processing models recalled by the GDPR, namely, anonymisation and 

pseudonymisation, led to framing the limits of these models. Therefore, it demonstrates that 

anonymisation may represent a sufficient data protection model only in a few cases, but not 

necessarily for Big Data. Here, the diversity of the data consistently challenges the model and 

contextual evaluations are needed, in addition to a Data Protection Impact Assessment (DPIA), 

aimed at better empowering data processors and data controllers in the processing of 

anonymised data.  

Contrarily, pseudonymisation seems to satisfy the need to grant better data protection, ensuring 

a better level of data anonymity compared to anonymisation. Such an approach seems to be 

validated and endorsed in the evolution of the legislation, namely the DGA. In line with this 

point, the subjective perspective confirmed the potential of granting better protection by relying 

on the proliferation of stakeholders’ roles and responsibilities, also with the introduction of 

new neutral intermediaries.  

However, considering the fact that the DGA pins specific roles and duties on these new public 

entity figures, this type of approach is limited to generating a data ecosystem solely dependent 

on the public sector orientations, thus it may represent a challenge for democracy. This 

situation may be exacerbated by the lack of specification concerning general interest in the 
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DGA and public interest in the GDPR, eventually leading to the concentration of data in the 

public sector challenging privacy and data protection of citizens. In this scenario, the right to 

erasure may evolve to a dead letter.  

Moreover, the implementation of the DGA expected in the following months and implemented 

by Member States may generate the data subjection of some Member States in favour of others, 

in pooling data into the Data Spaces, thus justified by general interest and/or public interest.  

In line with these considerations, it is considered that more work is required to control this 

possible drift. On one hand, improving the empirical research approach aimed at framing the 

new trends in the creation and evolution of data ecosystems. On the other hand, incentivising 

the establishment of legal entities aiming to represent data subject rights solely and uniquely, 

conjugate legal and technological knowledge in line with the technological development.  
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