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1 Setting the stage

BU gambff 3 NB3IdzA | GA2y Kl dhis yseeitainndedzQ©O SR Epeated mong
stakeholdersn the Europeamambling domain. Howevethis claimis not absolutely trueRather,EU
gambling regulatiomloes not yet exisand thus it is moreappropriateto claim that regulative initiatives

at the EU level have faile@he main reaonwhy theregulationof online gamblingat the level of theEU

has been unsuccessfakems to bebecauseMember Stateshave beenstriving to regulate gambling
activities on their own at the national level. By doing so, they avoid harmommg their natioral
legislationgn the domain of gambling, including online gamblidgjia Hornldhasdescribed the relation
between EU initiatives for harmonizing gambling regulations thedregulative aspiratiomof Member
States asthat of adtug of war without a wisl S NMterber States call upon different cultural, social and
political features regarding gambling in order to justify the use of the principle of subsidiarity to regulate
gambling at the national levélAs a consequence, online gambling as a servide weitious distinctive
attributes is controlled, organized and regulated exclusively at the national level. This approach is
officially justifiedby reference to the need tprotect national policies (e.g. public health pa@s youth
polides etc). Besides the principle o$ubsidiarity, the cornerstones for regulating gambling at the
national level argrovided byseveral rulingsnadeby the European Court of Justifteerenafter CJEU)

The CIJEDaase law could beeenasproviding a carteblanche with only some limitations placed on
Member Stateshat regardregulaing gambling in accordance with national policfes.

Gamblinglegislationenacted by Member Stategries from 4btally prohibitiveCto Yiberal prohibitives)
In recent yearsjt is noticealle that there existcertain tendencies toward the liberalization of the
gambling sectorHowever, despite efforthaving been madéowards liberalization,when it comes to
the regulation of gambling in the Elthe currentstate of the fieldcan be describé as legislatively
fragmented(28 Member States with 28 different gamblitegislation$, without taking into accounthe
principle offreedom to provide services in the EBb far practice has demonstrated that the
fragmentation of gambling legislation the EU is not a very successful stratépyfightingillegal online
gambling. Despit¢he efforts made bynational governments$o eliminat illegal entitieswho operate in

wdzt A 1T I NYESZT WhytAYYARYY X Ay 2 dAAYy 20FK S | NaAzME KI2\Az4 | 2 Ayy
European Law 255.
2¢KS 9dzNRPLISIY tFNIAFYSY(dZ WeKS LINARYOALX S 2F &dzoa&ARAL NRG
<http://www.europarl.europa.eu/ftu/pdf/en/FTU_1.2.2.pdf accessed 18 December 2017.
3 Alan Littler Member States versus the European Union: The Regulation of Gaiidirtmus Nijhoff Publishers
2011), 2, 251, 302.
4 Casabona identifies the following regulatory approaches regarding teslitg of online gambling operators:
- Totally prohibitive jurisdictions
- Protectionist prohibitive systems
- Completely liberal systems
- Restrictive liberal jurisdictions
- Liberal prohibitive systems
{(FLE@FLG2NBE /laltoz2ylsy WeKSLRINRA OKy I VRS UBISYONAYEAANB FdzE ISE2 |
Centre in Singapore Working Paper No.1g,ittp://aei.pitt.edu/47671/1/WP13OnlineGambling
Reqgulations.pdf accessed8 December 2017.
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the realm of online gamblingand minimie their activities so-called W 3 Rana il2gal online markets
havedevelopedin the EUdue to the ceexistence of different Member Stategulatory models anthe
problems related to theienforcement® As an illustrationin 2011more than 85% of gambling sites in
Europewere operatingwithout alicense’ Member States did not achietbe desired resultsn relation
to the requirement of online gambling service providefsaving to obtain national licensesThe
operation of illegal entities usuallyasundesirable impacts on certain societi€ne element of this is
that the protective function of law is insufficiently effected: it is highly disputadiether (and if so,
how) national gambling legislations can effectivpiptect online gamblerin Europe when the
prevalenceof illegal2 NJ &46aIiNd gamblingservice providers in the European markesdsevident.

The current state of affairs createsimerous risks that practically jeopardize online gamblers in Europe.
It is very commorfor playersto access an online gambling serviegardess ofwhere the service
providerisregistered. But by doing sogamblersexpose themselves to different risks.
Gamblingservics may be offered illegally as aresulta® NA YAy £ 2NBFYAT FiA2yaQ ST
gambling marketQriminalsmay akotry to make improper use of legal forms of gambl{eg. certain
criminals mightengage immatchfixing and gamble on spairig eventswhose outcomesthey already
know in advancg Emerging technologies couldven serve as instruments thahayfurther stimulate

the impetusto gambk and provokegambling addictionGambling addiction aa lead an individual to
engage in various different forms of behavior and acts, includinghe commiting of
crimes® Notwithstandingthe various risks deriving from gambdjractivities this researctpaysparticular
attention to the prevention of problem gambling artie implementation of responsible gambling
approactesthat will be analyzed idetail in thecoming chapters.

It has to be stressed thabnline gambling is ducrative servicethat crosses borders anthat is

consideredto be one of the most progressive online sengde the EU Satistical dataevenshows that

online gambling is the service with the highest annual growtBU In recent yearonline gamblag has
been constantly developing and attracting new playeNotwithstanding the beneficial aspeatslated

to the progression of His business one noticeabledownside is gambling addictipmlso known as
problem gambling. In the Eroblem gambling res are atabout 0.52% with this numberrising to

around3%in some countries? Thus, the increasing number of gambl@rghe overall populatiorleads

to an incremental number of people who suffer from problem gambling.

The generally declared polidgr consumer protection in the EU advocates for a high level of protection.
Consumer protection is strongly embedded in the values and principles that imdeel European
social model. Howevethe sources of EU Consumer Preitien Law explicitly exclude gambling activities

SC2NJ Y2NB AYTF2NXNIGA2Y [o62dzi WAINI@Q 2yftAyS YI,MGREEN OKSO|
PAPER on enine Gambling in the Internal Mark&@OM/2011/0128inal, 24 March2011(TheGreenPaper).

6 The Green Paper.

" Despite the fact that this information is quite dated, it is taken from one of the latest studies about gambling

related issues carried out and published by the European Commission. For more about see The Green Paper

8¢2AYyS { LI LISyas WSNR YIS tDNRYooit S\Waa YWNBEYy h@GSNBASSQ Ay ¢2AyS
Fijnaut (eds)Crime, Addiction and the Regulation of Gamb(Mgrtinus Nijhhoff Publishers 2008).

°9dzNB LISIY [/ 2YYAAdaaAz2ys WDwhz2¢l Y LyadRNYlaf9 darl NI YHI AlyydmRdza i N
<http://ec.europa.eu/growth/sectors/gambling# accessed 18 December 2017.

Val N] DNAFFAGKAZ Wt NROofSY DFEYofAy3d Ay 9dzNRPL&EY !y h@SND)
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from their scope of regulatiod! Despitethe lack of EU consumer protection applicabte gambling
matters, and alack ofharmonization of national gambling legislatiois;ommonaltiesbetween the
purposes ad objectives okaid national legislation isoticeable.All the regulators strongly consider the
need to control excesses; the need to enable a-pavblematic supply of gambling services; and the
need to preserve the role of gambling as a basis forfitencial support of social objectives like sports,
charities, arts and other social and public functith®ifferences irgamblingregulationsinevitably

exist, but national policies and related law®sld common objectives? The protection of gambleris a

highly important goalfor all national gambling legislation in Europe.order to protect gamblers,
Member Stateshave introduced differentmeasures. In a very general mannmegasures can be
classified irto two groups¢ measures that regulate the suppbf gambling services and measures that
regulate the demand for gambling As concerns egulating the supply of gambling
servicesMember States usually introduce quantitative limitations tre provision ofgambling servicg

in order to minimizethe negaive social influences associated with gambling. Using this method,
Member State regulators decidaepon the appropriate number of gambling service provideend
limitationsthat ought to be applicablé the gambling industry. On the other harid,orderto regulate

the demand for gambling services, different legal measures regarding the accessibility of gambling
services have been implemented. The exclusion of some categories of citizens, the assertion that
gambling by vulnerable categories of citizendlitgt, and strict controls over the advertising of gambling
servicesarejusta few examples of how Member States regulate the demand for gambling sel¥ices.

In order to increase the level of protectidor online gamblers, the European Commission Endopean
Parliament have since 2009undertaken several initiatives to regulate online gambling in the EU,
adopting and announcing several documeintshis respect® Despiteextensive public discussiothe

11n 2011, a new Consumer Rights Directiras adopted in order to empower consumers in thedsd
additionally harmonize consumer rights at the EU level. This directive specifically regulates consumer protection in
the digital environment. Howevethis Directive in article 3(3)(excludeggambling activitie$rom its scope of
regulation.
2 For more about see Chapter Il, section 4.
Bt SGSNI YSNEUGSYXEKEGDOYOBAYBYY2QA DY ! f Iy The RepulaticB bl | y R/ & NJ
Ganbling ¢ European and National Perspectidtartinus Nijhoff Publishers 2007), 10.
14 Kerstens extracts common objectives regarding gambling from the national policies of EU Member States and
places them in the following categories:

- Protection of minors

- (ontrolling addiction and compulsive behavior

- Financing public purposes

- Financing charities, sport, arts, culture

- Proper supervision of fairness

- Transparency in the rule of the games

- Fighting illegal activity such as money laundering

- Control of advelising
For more about se&erstens (n 13) 10
B Littler (0 3) 5763.
1 The Green PapeEuropeanCommissionStaffWorkingPaperaccompanyinglocumentto the GreenPaperon
on-line gamblingin the InternalMarket, COM(2011}) 28final; Communicatiorfrom TheCommissiorio The
EuropearParliament,TheCouncil,TheEconomi@and SocialCommitteeand TheCommitteeof TheRegions
Towardsa Comprehensiv&uropeanFrameworkfor OnlineGambling COM/2012/059€inal; TheEuropean
CommissionStaffWorkingDocumert, Onlinegamblingin the Internal Market Accompanyinghe document
Communicatiorfrom the Commissioro the EuropearnParliament,TheCouncil,TheEconomiand Social
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efforts made toward the harmonization of gamily regulatios haveonly resultedin legally non
binding documents. These documerdsly encourage Member States to adopt certain principles of
consumer protection in the domain of online gamblifgevertheless,certain hot topics regarding
online gamblinghave beenidentified. Documentswhich have been announced and adoptébighlight

at least three common issuesgardingonline gambling in the EU:

9 online gambling is a very progressive business
1 online gamblings shapedby various regulatory frameworks
1 online gamblers deserve better protection

EU Commission initiatives did nateet their expectations regarding the harmonization of national

gambling legislations. The latest outcome of the EU Comm@sidiorts is the announcement of a
legallynon-binding recommendation girinciplesfor the protection of playersand consumersof online

gambling services and for the prevention of minors gambling online (hereinafter the EC
Recommendation}® Despite the fact that this document is not mandatorydacould serve as soft law,

the ECRecommendationunderlines the mairprinciplesfrom the nationallegislationof Member States

relatedto online gambling Theaim of the ECRecommendatioisa G 2 &+ FS3dzZt NR GKS KSI f
and players and thus alsoimmize eventual economic harm that may result from compulsive or
SEOSaaA St NRYRASRI XS 4dzNBa NBE Ay LI OS (2 &aO2dzyi

gStt a G2 aSid 2dzi OGA2ya YySSRSR (2 LINBISYyld YAy?

Like any other online service, the processingdo? y a dziegsdlil @ataby online gambling service
providersis necessary for the functioningf the service.Any person who intendsotgamble online has

to register and open a personal account. Online gambling service providers request several different
personal data foregistration purposes. The BRécommendation laid down that aftsuchregistration

all player activig has to be maitored by a gambling operatorOperators have to be able to inform
players and alert them about tlirewinnings and losses and about the duratiorttedir play. This sort of
information has to be sent oa regular bas?2! Whenever gambling behavior indiest a risk of the
development ofa gambling disordermlayersshould be supported and offered professional assistaice.

In addition, payers canby themselvesinitiate a limitation of their own gambling activities using self
exclusion mechanisnts.

It is rot difficult to draw a conclusion that in order to prevent minors and problematic gamblers from
gambling, register new players, monitor player acyivitespectthe decisionsby playersregarding a

Committeeand The Committeeof TheRegionsTowardsa Comprehensivé&rameworkfor OnlineGambling,
SWD/2012/03435inal; TheEuropean Parliament Resolution of 10 September 2013 on Online Gambling in The
Internal Market (2012/2322(INI)), 10 September 2013.

T bid.

8 The European Commissi®®commendatior2014/478/EUof 14 July20140n Principledor the Protectionof
Consumersnd Playersof OnlineGamblingServicesaind for the Preventionof Minorsfrom GamblingOnline [2014]
0J L214/38 (EC Recommendation).

19 EC Recommendation, recital 9.

201bid, recital 2.

21 1bid, art 26.

221bid, art 25.

23 |pid, sec VII.
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break or exclusion from gambling for certain pesad time, and to advertise their own products and
services, online gambling service providers collect and process a large volume of gambler data.
Alongside mandatory legal requirements (dfe collection of data necessary for age verification as an
obligatorypart of a playeiQ registration), there are additional reasons for the collectiom ghmbleg a
personal datag such asbusiness needs (e.ghe collection of data for profiling players that would
further be used for commercial communication purposes) dhd implementation of responsible
gambling strategies (e.the collection of data about selxcluded players).

A aibstantial part ofthe proposed measuresiade by the ECRecommendation and requirements that

are supposed to enhance online gamigieotection, interrelate withthe processing of thpersonal data

of gamblers However, the European legal tradition has been striving towapdoviding strong
protection for personal privacy, includintpe introduction ofthe necessity for strong justificatisrfor
personal data processinghe e&gal foundations for the protection of personal privaggre established

in the second part of the XX centugtually in periodafter World War I1B* In 1981 the Council of
Europe adopted the Convention for the Protecti of Individuals with regard to the Automatic
Processing of Personal D&aThis is the first internationdégally binding instrument related to data
protection matters. Under EUaw, data protection was regulated for the first time by the Data
Protection Directivé®. Moreover, under EUaw data protection has been laid down as a fundamental
right. Article 8 of the Charter of Fundamental Rights provides the essence of European Data Protection
Law. Firstly, everyone has the right to the protection of paeaata concerning him or her. In addition,

any personal data must be processed fairly for specified purposes and on the basis of the consent of the
person concernedor of some other legitimate basis laid down by the law. Finally, everyone has the
right to access data which has been collected concerning him or her, and the right to have it réttified.

Contemporary European Data Protection Law t@sstitutedseveral principles regarding personal data
processing.The ollection of personal data aa way of data processing should be limited to what is
necessary to accomplish specified purposes. In addition, only personal datés ttestlly necessary

should be collectedand kept only for as long as it is neBlRd® ¢ KA & LINARYOALX S Aa
minimizatiorQlt is enshrined in the Data Protection Directi¥and General Data Protection Regulation
(hereinafter GDPR) and reflects contemporary legislative tendencies in European Data Protection

21 NIAOES mMuH 2F (KS ! yAGSR bridA2yaqQ ! yAGSNAEIE 5SOfF NI GA:
LINEGSOG 'y AYRAQGARdZEE Qa LINAQGEFGS tAFTS FNBY AYyGSNFSNByOS
European Covention for the Protection of Human Rights and Fundamental Freedoms (ECHR). Article 8 of the

9/ 1w SYLXKF&AT S& S@GSNR2ySQa NRARIKG (G2 NBaLISOG F2NJ GKSANI |
25The Council of Europe Convention No. 108 for the Ptimeof Individuals with regard to Automatic Processing

of Personal Data (adopted 28 January 1981, entered into force 1 October 1985).

26 The European Parliament atlie CounciDirective 95/46/EC of 24 October 1995 on fmtection of Individuals

with Re@rd to the Processing of Personal Data and on the Free Movement of Sucii 88630J L281/31

(Directive 95/46).

2"The European Parliament, the Council and the Commisiiamter of Fundamental Rights of The European

Union[2012] OJ C326/391, art 8.

28 Directive 95/46, art 6(1)(c).

29The European Parliament and of The Council Regulation 2016/679 of 27 April 2016 on the protection of natural

persons with regard to thprocessing of personal data and on the free movement of such data, and repealing
Directive95/46/EC (General Data Protection Regulation) [2016] OJ L119/1 (GDPR), art 5(1)(c).
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Law3° However, the implementation of the data minimization prireign the online environment
provokes numerous problems.

In terms ofbusinesshaving more personal dataelps withthe profiling of consumes. Profiling is used

in avariety of cases and for that reason it is difficult to provide a unique explanatithi®toncept! In

the online gambling context, profiling can be used by service providers to identify gamblers whose
AyiSNBada drffe o6A0GK (GKS aSNWAOS LINRPJGARSNEQ 0odza
gamblers with preferences towasdpecfic ways of gambling and offer games which gamblars likely

to be interested in. Therefore, online gambling service providers may create personalized commercial
communicatiors that target specific customers in order to meet their needs. Alongside miatket

activities, a large volume of gambler data could be used for the prevention and recognition of fraudulent
intentions and illegal activities (e.g. prevention of children registeas adults and subsequently
gamblngonline).

Gambler data could alsbe used for responsible gambling purposes. Responsible gamblers are people
who areable to control how much time and money they spend on gambling. They treat gambling as
entertainmentwhich can formpart of a balanced lifestyleThis means that for respofsé gamblers,
gambling is like any other form of entertainmerResponsible gambling means not spending more
money or time thana gambler can reasonably afford, keeping in mihdir other responsibilities in
life.®? The oppositetype of gambling is usuallgonsidered to be problematic gambling. By monitoring
gambler behavior and analyzing gambler data, service providers can detect patterns of problematic
gambling. Subsequently, service provider may warn gamblers whose gambling could be considered
problemaic or take otherappropriateactions. In addition, proper identification of gamblers is necessary
in order to determinewhich gamblershavelimited the amount oftime and moneythey can spendn
gamblingthrough theuse of selfexclusion mechanisms.

Not only canpersonal datdrom online gambles be used for the benefit of their protectiont, canalso

be usedfor commercial and business purposes. The improvement of business coslulght via the
attraction of new playersor achieved by eigher consumtion of gambling by already experienced
players. If the higher consumption exceeds the context of responsible gambling, it would probably result
in the erosionof gambler®) K Sdforithéir financial state. Thysn the domain of online gambling in
Euope, there is an interrelation between tendencies towattte strong protection of online gamblers
and those towards thestrong protection of their dataHowever, there isalso an intrinsic tension
between online gambler protection aritie protection of their data. Minimizing the processing of online
gambler data may limithe possibilities of identifying gamblers and recognizing gamblers atQiskhe
other hand largescaleprocessing of online gambler data migiiace thepersonal privacyf gamblers

at risk, and aid the profiling of their gambling preferences for commercial communication purposes.

301n April 2016 the GDPR was approved by European Parliament. GDPR will be fully enforceaMaya(@3

when it will replace Data Protection Directive and become diyeapplicable in all EU Member States.

BMaANBATES I AftRSONIYRUG RSTAYSR LINRPFAfAY3I FaY G¢KS LINROS:
that can be used to identify and represent a human or nonhuman subject (individual or group) #rel/or

application of profiles (sets of correlated data) to individuate and represent a subject or to identify a subject as a
YSYGSNI 2F | INBUUWRAINBNI O z6388B¥%¥ E€RNBAf{S | AftRSONIYyRGZ W
Yy 2 gt SR3SK Qdehrghdtard BBgEatwir (eds)Profiling the European Citizens: CrBésciplinary
PerspectivéSpringer 2008), 19.

32 More about responsible gambling is presed in Giapterlll.
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Therefore the protection of online gamblers othe one side and protection of their dataon the other,
while inter-relatable,alsohavepotentially clashig interests.

2 Aim of the study

Addressing online gambling in the EU from the perspectivih@fprotection ofonline gamblersthis
researchaimsto present possibilities foimprovementsto suchprotection. Starting with the hypothesis

0KIFG 0KSm & pofsaimedpiofedtién is not (and will not be) applied to online gambling in the
EU3the research focuses dhe responsible gambling approach. Namely, the research investigiates
processingo2 Yt AyS Il Yof SNAQ LISNA2Y I tes tdthelptotectici oflonliné S i K 2 R
gamblers taking into consideratiohe general goa{and principlespf responsible gambling. Thereby,

the research observes howhe processing of online gambl€ipersonal data contributes tdhe

protection ofonline gamhrs, but also points out the risksssociated withsuchprocessing and how

they corflict with the goalof protectinggambles.

Taking into consideratiothe broad scope of elements involved when concerned witsponsible

gambling and the protection odnline gamblersa selection has been made regarding the partcul

elements related to gamblgprotection that will be taken into consideratidior the research purposes

of this thesis The researckiewsthe prevention of problem gambling as a cruciahlgior the protection

of gamblers. The prevention of problem gambling includes differentipslicegulations and measures.

The research is narrowed down and focusedtfomprocessingoB | Yo f SNBE Q L3I8dN@Brehg | £ RI G
identification of players andaenmercial communication purpose$he firsthas beenchosen because

the identification of players is particularly important for the recognitiorgamblers at riskThe second

has been selected sinceesearchin the domain of gambling studiebBas shown that commercial
communication influences the consumption of gambling and the attraction of gamblers.

The main aim of the research is to create and analyze several different strafegipscessing the
personal dateof online gamblersfor identification aml commercial communication purposea order

to demonstrate the implicationthey havefor the protection of online gamblersin order to achieve the
main aim, the research answers the following research questitow does the processing of online
gambled Q LJS NB,2Mfithfis uded forl identification and commercial communication purposes
affect the protection of online gamblers in the EI#?answer the main research question, the following
sub-questions need to be answered:

1. What arethe specific regudtory challenges regarding gambling and online gambling?

2. What arethe particular challengesating aresponsible gambling approach?

3. Which types of data processing are relevant for online gambling provittarsthe
identification of online gamblers armbmmercial communication?

4. What possiblestrategiesfor processing personal datare availablefor identification and
commercial communication that could maximize the protection of online gamblers?

5. To what extent are these strategies compatible with Eté ¢motection lav®

33The hypothesis is based on the findings from the legal aisabf online gambling legisian in EU presented in

the Chapterll, section 4.

¥pSNAESS IAy3a YR 20KSNAEX W52 | ROSNIAAAYT yR LINRPY2UGAZ2)
ly SELX 2N} G2NE &a0GdzRéQ é6unamnO mn LYGSNYyFGA2YLE DIYofAy3
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By answeing the main research question and accompanied -gubstions the researchaims to

contribute to the field of law and technologyThe presentation of how the processiraj online

3 Yot SNAQ LisfeNday with the Pilotéckion of gamblersconstitutes the main research

result The thesis demonstrates whether, in which casesd how i KS LINRP OSaaAy3a 2F 2yf
personal data in the observed contexts can improve the protection of online gamblers in the EU.

3 Outlineof the study

The study contains two part3.he first part is composed of the chapelr- V. After the first chapter
provides the blueprint of the study, the second chapterutlines the context of online gambling in
Europe. In doing so, the study preserthe historical development of traditional gambling and online
gamblingas well agegal definitionsan unpacking of the relevaethical discourse and the composition
of the contemporary online gambling business in Europe. This description pointseomnnain regulatory
problems and challenges of the business practice of online gamblinghandifficulties involved in
regulating online gambling in the EU.

The third chapter scrutinizes risks that jeopardibe protection ofonline gamblers and presenthe

concept of responsible gambling. The chapbegins bydescriing the risks and harms related to
gambling beforemoving on toconceptualie the notion of problem gambling. The part on responsible
gambling delineates the most important principlesiokK A & 02y OSLJi YR LINRJARSaA
responsible gambling.

The fourth chaptesheds light on the relationship betweé¢he processingo2 y f Ay S 3 ¥mf SNE Q
the provocation of problem gambling. The focus of the chapter is on gamigiaged commercial
communication and its role in prokang problem gambling.In particular, he chapter explains the

profiling process for commercial communication purposes and preshatbusiness practice related to

the processing ojamblesQ  LJS NJ& 2nybiddr tor@veal Whera advertisers get their data from.

The fifth chapterrounds up the first part of the study. This chapter presents hbe processing of

2yt AYS 3JFYOotfSNARQ LISNA2YFf RFEGF OFy 0S5 toejpbdess T 2 NJ LIN
of identification.The theoretical aspects aléntificationare presented firstbefore moving on tageveal

its role in gambler protectionThe chapter also contains an analysis of the@etfusion mechanism that

is omnipresent that is,the res@ yaA ot S 3IFYofAy3d YSFadaNBE FT2N gKAOK
identification is a cruaial factor.

In the second part of the study, the relations, tensions and conflicts between the protection of online
gamblers andhe protection of personal dateas procesgd by online gamblingserviceproviders are
analyzedThe second part gathers the sixth, seventh and eighth chapter.sixth chapter describes the

work of JaagHenk Hoepman on privacy design strategies, which was used as an inspirsdiorcefor

the desiging of strategies foprocessin2 y £ Ay S 3 Yot S.Nhefore)JihdldmanydatresR | G |
of his privacy design strategies and accompanying tactics are described in this chapter.

The seventh chapter presents strategies fbe processingof 2 Yyt Ay S Il Yo f SNE®@ LISNA 2
A0NI GS3IASA FINB oFaSR 2y 1 2SLIIyQa LINRBLRalFfa FT2N R
their antipodesg data maximization and data linking strategies. The chapter firstly analyzes the business
practice regarding the types obnline gamble data that is processed for gamblinelated activities,
includingdata processed fothe protection of online gambler8y taking into accourgeveral different

levels regarding the scope of gamblers™ personal da# ith(and that could be) processed by service
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providers, several strategiefr the processing o8l Yo f SNBREQ LISNBR2Yy It RFEGFE AY
gambling are proposedkcenarios that may occur as a result of the implementation oséwsrategies
arethen discussed.

The eighth chapter providea legal analysisn order to answer whetherand to what extentthe
implementation of privacy invasive strategies (data maximization and data linking strategies) could be
lawful.

The conclusiof the study is provided in the ninth chapter. The conclusion elaboratesn the most
important arguments and findingsresented in the studynd then shifts to the most important lessons
learned from the findings. Thlast chapter contains the author's answersth@ main research question
through a set of reviews and critiques.

4 Methodology

The presentation of theurrent state of the field ofonline gambling in the EU, determination of online

gambler protection in the EU, presentation of the business practiated tothe processing of

gamblesQ LJS NA& 2 ghil the pPopositiorx of strategies foprocessingdl Yo f SNAQ |LISNBER2Y |
require several different methodologies.

The studyfirst deploysdesk research and doctrinkdgal researchbasing its desqption andanalysis on
sources from different academic fields (psychology, information technolagg,law), reflecting a
multidisciplinary approachThe author of the studybeing a legal scholas not an expert in abf these
disciplines. Howevethe author has familiarized himself witie literature from these different fields
and consukd with experts in the relevant fieldso the extent thatthe findings areconsidered
appropriatefor achievngthe aim of the study.

The first part of the resealhchas the features of descriptive legal research, due to the fact that it
observes relevant legislation including national, international and supranatlegalation,as well as

case law. The analysis of legal sources includes historical interpretatiomelhasthe consideration of
contemporary perspective The first part of the studyalso presentscertain relevant findings from

research conducted ogambling studiesn generaland on issues opersonal identity and profilingn

particular. The focus hre is on applied research, due to tpeacticalimplicationsii KS & G dzR& Q& T Ay
and analysis have.

The second part of the study is analyticgalcharacter In this part the available informatiorhas been
analyzed in order to criticl evaluae the findings. The discussion of the proposed strategies for
processingd Yo f SNE Q [dSWel &sythie evalldion of online gambler protection is based on
factual and legahrgumentation The argumentation draws not only from legal literature but alsorf
other relevantfields, involving factors like public policiesas well agechnological, psychological and
medical standards.

As the research has a qualitative nature, all presented results and properties are unquantified, exposed
to argumentation andsuitable for further research.
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1 Introduction

Misunderganding isa reoccurringphenomenonin human communication. Peopbre used to heaing
orrepeainga Sy 1 Sy 0Sa adzOK | ax WeKI i yARSNBAG yv&RPeHkBrs 1o Sd f QR
and listeners may perceive different situations frahre same linguistic expressiorlowever,if they

share similar experienseand knowledge or livein a similar environmentijt is probablethat they will

give a similar (if not the samg meaningto a particular expressionin other words, under certain
circumstanceslisteners are capablef correctlyunderstandng the context presented by speakers. In
suchsituations, it might be said that they sharacommon contex€®

Any <ientific research requirea certan level of expertise, knowledge armperience regardinghe
relevant topic ofinterest. Likeevery daycommunication among ordinary people, the domain of science
is not immune to misunderstanding Different scientific felds andworks define termslike agent,
transposition, processing or claim different ways.The lkegalnotion of gambling for exampledoes not
coincide with technological psychologicalor anthropological perspectivesf gambling. Therefore,
without a clear perceptiorregardingthe meaning ofa certainterm in related or nonrelated scientific
fields(e.g.philosophy, law and informaticglesearchers that derivinformation from different scientific
communitiesmay facedifficultieswhen seeking t@ommunicate inacommon context®

Although carryingdominant charactdstics of legal researchthe presentresearch isnultidisciplinary
Theinitial step in this research is conductéyg shapingthe central concept ofthe research- online
gambling inthe EU.To this endthis chapte framesthe concept of online gambling the EU through
the presentationthe relevanthistorical,legaland ethicakontexts involved with said concept

Thehistorical context refers tahe historical development of gambljin Europe andhe development
of online gambling.This aspechighlightsthe popularity of gamblingthe difficulties irvolved inits
regulation andthe social problemgelated to gambling as has beennoted since the beginningsof
gambling inEurope This sectionindicates some othe main regulatory problems that are stdh issue
The &gal context of online gambling the EU isoutlined throughthe presentation ofcontemporaryEU
laws on gambling and online gambling the EU. The most relevant case law of the CJEUand the
structure anddefinitionsof online gamblindrom the sourceof EU Laware taken io consideration for
the purpose of conceiving the concept of online gamblm¢he EUfrom a legal point of viewEthical
discourse on gamblgq regulation sheds a light othe reasons for regulating gambling in specific
manners. In addition, e chapter containsa critical reflection onthe contemporary regulation of
gambling and online gambling tihe European Union.

The chapterconcludesby summariing the context of online gamblinign the EU.

BBarbara BintliffY 2y G SEG FyR [ S3Ff wSaSINOKQ 6Hnncoy dd [+F6 [ AodN
36 |bid
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2 The History oGamblingin Europe

ThephraseHistoria magistra vitae edlerives froma literary work De Oratorecreated bythe Roman
poet, philosopher, lawyer and politician Marcus Tullius Cidietbe 1 century BCThis Latin sentence
shapes the notion of history as a tutor of |[iemphasizing the importance atudying historyfor the
perception of contemporary reality. History preserves stories about events and peopleéHeopast. At
the same time it helps usto understandthe structures and compositions of societies as welllas
changeghat happenedwithin them. In doing so, history is amavoidable base in learning adécision
makingprocesses

Nobody is sureas to what the complee historical genesis of gambling looks likeoth the
indeterminable history of gambling and the complex and dynamic structure of gambling activities are
contributing factors to this lack of knowleddg@avid G. Schwartz from the University of Nevauao isa
well-kknown expert in the domain of gambling studibasconductedresearchas to thedevelopment of
gambling from the earliest times to the present. His b&ukl the bonesTheHistoryof Gambling” is a
detailed andunique presentation of the histodal development of gambling through centuri@ased on

this work, a short review othe historical devéopment of gambling in Europe fisesented.

The earliest history of gambling is vagumit points to the Mediterranean areaas well asarchaic
societies in Mesopotamia and ancient Ghasthe birth places of gamblindn the period between 3000
BC and 1700 BGambling was clodg connected with religious rites, divination atte explanationof a
particulaty positive or negative social everftnimal bonesised forfortune tellingcan be considered as
the ancestors of modern dic&.Divinityand idols hadmportant roles in ancient societies and idols were
recognized not only in gods, but alspathletes and participantsf different competitions®® Greek and
Roman traditionshad betting at sport events lauded by Roman Poet OVitlAlso from the Roman
period, Corpus luris Ciisltestifies that gambling wasf interestto legislatorstoo.*

In Europe card games and de wereprobablybrought from Chinaaroundthe Middle Ages. Until the

16" century, gambling wasseen asa way for social interaction and fumuring the 16" century,
mercantile gambling was invented ithe lItalian city of Venice The application of theories of
probabilities created a gambling revolution. Mercantile gambling is very similar to modern banking.
Clients (gamblers) take gambling activities against an impersonal agent (house) for the price (and under
conditions) annouced by the houseThis way of gambling has had anportant role in financial
circulation®? The appearance of the first banknote in Eurpjpe the 17" century®, influenced the

87 David GSchwartzRoll the Bones: The History of Gambling: Casino ed@®ook, Gotham Books, 2013).
BEOKGEFNIT oy oT10 OK ™MT heMHOoK.ITheRstragaltis\BagkRBligich, GimirgzantiSe 2y
t NAYAGADS az2ySeQ Pegeus{May ahd Animal in GBmiguity SFroteedings obtie RonefEhee
Swedish Institute in Rome, 2002).

39 Whe Etymology of Gambling Terms: From Casiwo 2odzt &niip{/$v@v.rhapsodoioralgreekandlatin.org/the
etymologyof-gamblingterms> accessed 27 October 2017.

40 Simon PlanzeEmpirical Views on European Gambliragv and AddictiogSpringer International Publishing,
2014) 23.

4 bid 1.

42 Schwartz (n 37) ch 1.

43Citoco, Citedé Q9 02y 2YAS Si RRNBRE 8 28N¥ LIBBHT/ wiecieo/friiii®s
europeanbanknote> accessed 27 October 2017.
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further development of mercantile gambling. The circulation of banknotes becamegular feature of
life in Europe during the IBcentury. New games, new rules, new opportunities and new social
circumstances profiled a new style of gambling that was not known before.

In medieval Europegamblingquickly became asource offundraisng for boththe private and public
sector.During the 1% century, Venice beame the EuropeanShangrLafor gambling despitea formal
prohibition ofthe practice Moreover, this Italian city wathe birthplace of modern casinp&nownat

to attract profits fromthe gambling business andbr that reason, legalized gambling and opened the
first stateapproved gambling house in Europe1638 However,gambing provoked social problems.
WeKS ary ORI attragtell pabileSron dl NhunhdiBurop@. Prominent artists, philosophers,
poets as well as ordinary people were highly motivated to come to thisHbityever, lankruptcy, crime
and impoveishment spread in the city. In 1774, the Great Council of Venetia ctheestate-owned
Ridotto and changed the lawGambling was prohibitedBut despitethe prohibition, hundreds of illegal
gambling places were establish&d.

In Franceduring the 16" and 17" century, gambling was popular among dftle social classesfrom

royal family membersand soldiers who participated inthe Hundred Yea@War, to the generalcity

population and people who livkin the countryside It is an interesting fact that ithe period from 1643

to 1777, thirtytwo official acts in France announced gamblingeame. However, this fact did not stop

the expansion of card games, roulette and other games that were played in caato®ll as social

gambling. In the 1770&rench authorities decided to implemeah ¥ you cannoteatthem22 Ay (G KSYQ
strategy Regulators imposed taes on gambling in order to support public goodsnew regulation de

jure legalized gambling in Frand@uringthe secondhalf of the 18" century, Paris becaméhe new

gambling Eldoradof Europe®

European revolutions, wars andriseshave never decreaseBuropeantendenciesto gamble.Political
changessped up migrationto Europe and the new arrivals brought new cultures, hahitd knowledge
aswell asnew forms of gamblingThe French revolution did not influence rapid changes in gambling
habits Gambling was very popular during and after the revolutissa consequence dhe revolution,

a lot of French people had to move to other countriekey brought their culture and behavior,
including gamblindnabitsto new countries People who left France popularized gambling in other parts
of Europe, particularly in Great Britaamd Germany® In the 18" century, the Britishcontributedto the
evoluion of gambling by developintihe practice obetting on horse races and cricket ganiés.

19" and 20" century Europesawconsiderablepolitical and social transitionfellowing theaftermath of
the industrial revolution two world wars, further hostilities and very serious political diversification.
Nevertheless gamblingexpanded Temporary prohibitionf gambling(e.g.in 1837,when gambling
was prohibited in France) causgdmbling business to migratefrom country to country*® In general,
the popularization of gambling andhe development ofgambling as an industrywere not directly hit by
disturbanceswhich emerged duringthe late modern historyof Europe This unique phenomenois

4 Schwartz (n 37) ch 1.

45 1bid.

4 bid

4T Roger MuntingAn Economic and Social History of Gambling in Britain and th¢NLEBwhester University Press,
1996) ch 1, 148.

48 Schwartz (n 37) ch 3.
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In Europe gambling has been popular everywherthroughout all layers ofthe society and at any

moment in history. Members of noble classt A { S (K2 a$S RS aRgNAmERroyal/ t dza K|
owners of big capitabs well as ordinary middle class people, studesddgiers, peasants and homeless

people allused to gamble. Numerous forms of gambling were popglrom traditional games to very

new forms of gambling that playec®uld experience iconvenient environmentdn addition,gambling
developments and cheges have provoked constant difficulties for authorities to deal withe

historical context ofhow gambling has developedhighlights the elusive characterof gambling
Elusivenesshasalwaysbeen and remains one ofgamblind éain features¢ & |j dzlof beitgadifficult

to6 X0 RETFTAYS

The prohibition of gambling was always a shegtm strategy with unsustainable outcomes. However,
even the liberalization of gamblingak not brought a predictablenor desirable solution Both the
acceptance and mhibition of gambling have continuouslygiven way to each other.Inflated
expectationsfrom gamblingwere followed by liberakegulation After the liberalization and promotion
of gambling as socially acceptabi@wever,societiesbegan toexperiencea rise inthe negatie aspects
of gambling. Subsequentlgxpectationdell and regulatorsintroduced prohibitive measures striving to
limit gambling. However, innovationas an integral partof the developmentof gamblingin Europe
have offered novel soligns, perspective and avenuesfor both the populariation of gambling as a
form of entertainment andthe development of gamblin@s anindustry. Players and governments
always see gambling as a new way of entertainment, but also apportunityto increase wealth For
that reason, the cycle akegulatoryfluctuations is compsed ofan indefinite number of hyperbolas in
which the prohibition and acceptance of gambling are naghiglse but a temporary reactioto
gambling development and its social consences.

The end of the 20 century and the beginning of the #the world bore witness tthe development of

the Internet. Thidevelopment influenced gambling activities all around the woflde earliest history

of online gambling icorrelated toregulatory changeé the small Caribbeansiandsof Antigua and
Barbuda.New lawsallowedfor the liberal provision oflicensgesto subjects interested in starting online
casino services. Essentially, the legislation asétismall Caribbean islasdreated gambling serviceas

any other businessDuring that same periodnew technolog was being develoged. Microgaming
became the first known company that developed software floe provision ofinternet gambling
services.>? In addtion, Cryptologic Limited, one of the oldest software producers, developed software

4 1bid.

%0 Aleksandar S. Ru{ , Riova Dama Belkinova i druge pripovetk@ortal doo, 2016).

Sl ylusivenessy (DLD Online)
<https://www.oxfordlearnersdictionaries.com/definition/english/elusiveness?g=elusivernegxessed 27 October
2017.

52 History of Microgamingzhttps://www.gamblingsites.com/history/miagaming® accessed 29 October 2017

24


https://www.oxfordlearnersdictionaries.com/definition/english/elusiveness?q=elusiveness
https://www.gamblingsites.com/history/microgaming/

for businesgo-consumerfinancial transactionn the online gambling industry® Therefore, the basic
infrastructure forthe provision ofmternet gambling serviGawas ompleted.

At the beginning ofts development,online gambling was particularly popular and successful in North
America.Even though it is unclear when the first online casino was established, some authors claim that
the first online casino was establishé@u August 1995. That was Interacti@sino INC? Only three

years after the first online casinos were established, more than 90 online casinos, 39 lotteries, 8 online
bingos and 53morts betting agenciesvere formed. By the end of 199&e online gambhg industry

had producecan annual revenue of $835 milliof.

In the yearsto come, more than 250 wepageswere acceptingoets from US player8.The USA was
eventhe most important market until 2008dowever, ih 2006 the US Congress proposed and adopted
the Security and Accountability for Every Port Act (SAFE Pott. Adtge general reason for the creation
of this lawwas the fight against terrorism. The Unlawful Internet Gambling Enforcement Act (J3GEA)
as part ofthe Safe Port Actincludes aprohibition on funding unlawfuinternet gambling activities.
Despite formal illegality, some service providers kept offering online poker servicese Q" of April
2011, the USA authorities unsealeth indictment againstthe three largest online poker sendc
providers® that provided services aftethe UIGEA took effect. The service providers were suspended
and they were not able to offer the service anymomdoreover, thousands of gamblergéound
themselveswithout their deposits ovenight. This event is knov | & W. f. TI@ {UIGEAHaR | & Q
influenced the development of online gambling sergigeroviding and significantly chamg the USA
market5° Thus, after 2006 the business focus moved from the USA to Europe.

NowadaysEurope is the largest online gamigi market worldwide. It is estimated that almost 50% of
the overall worldwidegambling market is attributedo the European market* Despite the fact that
gross gaming reven@e(hereinafter GGRin the online gambling industry is much lower thanthe
offline gambling industryin 2012the online gambling industry represented 12%the overall gambling
industry in Europé?, in 2015the online gambling market was around 17%tbhé overall gambling

S3WikiinvesE W/ NZE 4hilifipg/fv@vIvikidrEst.com/stock/Cryptologic (CR¥Paccessed 29 October 2017

Mal daAY2 al yl Ay | yGnlyws2 oDI NdoX A.yAZY2 &f2IRA25Q3aW t 2aaA @Rt AdASa
(2008) 6 Managing global transitioristernational Research Jourriab.

55 Frost & SulivahWd#Hd Online Gambling Markels 0 mdabigsdystore.frost.com/world-online-gambling

markets.htm$ accessed 29 October 2017.
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57 Security and Accountability For Every Port Act, 46 U.S.C. § 701 (2006).

58 Unlawful Internet Gambling Enforcement Act, 31 U.S.C. 853 (2006).

% United States of America- Isai Scheinberg and othe{2011).

80 Adrianne Jeffries Whytf Ay S L1121 SNJ AYyRdzaidNE &aidAft NBStAy3a Gg2 &SIk N
April 2013) &ttps://www.theverge.com/2013/4/15/4226358/pokeblackfriday-two-yearanniversary accessed

2 January 2018.

19 dzNRB LISy DI YAYy3 FyR . SGGAy3 hitha@@dobakh/facgand9D. ! 0 Wal NJ ¢
figures/marketreality/> accessed 6 November 2017.

52 Gross gaming revenue is gross turnover minus the amount paid out to customers as winnings.

B dzNRB LISIY [/ 2YYA&daAzy {oASHHASE &SI efodid sestdidanidliny &n

accessed 6 November 2017.
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market in Europ®) this sector is taken as an important instly branch due to its progression in recent
years. Namely, statistical data shethat online gambling in Europe @me ofthe fastest growing service
activities Annual GGRin 2015was around B billion EUR withgrowth rates of almost 7.5%% It is
expeded that in 2020the online gambling industry will take 22% fraitme overall gambling industry
and will havea GGR of 24.9 billion EUR.

Growth is one of the main features tfie contemporary online gambling market in Europgart from
the growing trend, regulatory changeshave also marked the European gambling landscap&he
Europeanonline gamblingmarket is still very young anthus regulatory changeblappen often. A
general regulatory trendin Europe might be described as changeable, but developivgards
controlled liberalizatiorand growthof the online gambling market.

SidebarDevelopments in the European gamblilayv landscape

Regulatory changes some Member Statebberalizedthe online gambling markefpermitting foreign operators
to request the national liense and penetrate the marké&t. A new legislation in Belgium, adopted in 2014,
legalized online gambling by giving permission to offline gambling service providers to expand their setlieges in
online environmen® In May 2016, the Freeh Senate amendetheir online gambling legislatigrauthorizing
international liquidity sharing for online gambling companies which offer online p&aadinternational liquidity
sharing shall facilitate online poker playing between gamblers fromrdiffeMember States. Notwithstanding
uncertainties regarding further implementation of this instrument, the initiativeight indicate a political will for
the further development of the gamblingndustry.”® Very comprehensive regulatory changes have beenieshr
out inthe NetherlandsRapid changes ithe gambling marketincluding online gamblingre going to take place
the yearsto come’! Maltesegambling regulatorsmendedthe gambling law ecifically they amendedts part
on online skill gamblingThe legislative changés Malta have been carried oubd provide a regulatory followup
to the convergence of new technologiestite online gambling sector?

>

Public debates on legislative changeso online gambling have been initiateth both Greece ad Poland
Notwithstanding the lack of legislation on online gambling in these counttiese is acertain number ofitenses
for the provision ofonline gambling serviee(24 in Greece, 4 in Polant)However, the ratinale for the
determined number oficenses is uncleamhe lack of rationalefor the decided number of licenses the case o
Germanywas the subject of judicialtrial. Following the Case Law of t@JEU, in April 201t6e Administrative

49 dzZNR LISy DIFYAYy3a FyR . SGGAy3a hitgAaman@dobalkbdidcsand9 D. | 0 X Wal NJ !
figures/marketreality/> accessed 2 January 2018.

55 |bid.

B9 dzZNRB LISIY [/ 2YYAaaizy ¢ Soip:lée.adzm edttfodidi@oNganDingy @t Ay 3 Q
accessed 6 November 2017.

67 Regulatory briefing,'9Eastern European Gaming Summit (Sofia, November 2016).

68 Regulatory briefing, f1European Conference on Gambling Studies and Policy Issues (Lisbon, September 2016).
59 1bid.

1bid.

bid.

2 bid.

®Regulatory briefing,'9Eastern European Gaming Summit (Sofia, November 2016).
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Court in Wiesbaden orderethe isste of online betting licenses ando not limit the number of licenseso the
previously decided number of 28.Notwithstandingthe strong opposition towardthe developnent of onling
gamblingin Germanythe regulatory landscap# this countryis constantly changing

Both amazing business results aradbright outlook for the European onlinegambling market are
challengedby the complexty of gamblingregulation. Europe is a continent with approximately 50
countries, an unclear number of nations and variowlverse cultures, religions and traditions. The
political map of Europe consists of several different regional and internatangainizationsthe most
important of whichis the European UniorThissui generisorganization is an economic and political
partnership letween (to date) 28 Member States Notwithstandingthis unity, diversity in the EU is
respeced. Therefore the divergent social acceptance of gamblingshas aconsequenceresulted in
different social norms irdifferent European societiedt could be agued thatthis factis the crucial
influencingfactor on the contemporaryregulation of online gambliniop the EU.

4 Onlinegamblingegislationin the EU

The main feature of gambling legislationtive BJ is astrong opposition toward the harmonizationof
the gambling legislatiomof Member StatesTherefore EUMember States are freas concernghe
creation oftheir own gambling legislationAt first glance, it seems that such a reali8(states with
differing national legislatioh does not tally wit EU Law. Howevgefrom the perspective oEU Lawa
situation in whichMember States have differingational legislation o certain domain whichare not
harmonized (or unifiedgan be justifiable.

Thissectionpresentsthe contemporary legislative latscapeof gambling and online gambling matters
in the EU Firstly, the main principles fro8U Lavthat enable legislative fragmentation ap@inted out.
Secondly, the most important decisioffiiom the relevantcase law ofthe Court of Justice othe
European Union that shapthe freedoms thatMember Statesavein creating theigambling legislation
are presented. Finally, conformingp sources ofthe EU Lawthe structure and definition of online
gambling is given.

EU Law is composed of a set of legal sources classified in primary and secondary leidttion.
Member States transpose legal principles from EU Lathédr national legislation and in that way
harmonize and unifgaidlegislationwith that of all others Harmonized national legislatiasone of the
cornerstones for the functioning of the EU, especially important for the proper functioniagahmon
market without internal frontiers, known as ¢hEU Internal Market.He European Union competencies

“5 1t GelddiyTAdmihistrative court orders gambling authority to issue sports betting li€ense
<http://blogs.dlapiper.com/mediaandsport/2016/04/germargdministrativecourt-ordersgamblingauthority-to-
issuesportsbetting-licensef accessd 6 November 2017.

S 1bid.

¢ Primary legislation refers to treaties that set out basic rules for the functioning of the EU. Secondary legislation is
composed of regulations, directives and decisions that additionally regulate principles and objentivedded in
treaties. For more information see: European Union web porteattps/europa.eu/eu-law/index_en.htn»

accesse® November 2017.
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are regulated by the Treaty on European Un{bareinafter TEUand the Treaty on the Functioning of
the European Unioithereinafter TFEUY

The gplication ofEU Lawhas tocorrespondto the principles of subsidiarity and portionality. That

meansthat, interalig a G KS | yA2Yy akKlFftft | O4d 2yte AF FyR Ay az2 -
cannot be sufficiently achieved by the Member States, either at the central level or at the regional and

local level, but canather, by reason of the scale or effects of the proposed action, be better achieved at

0KS ! yAZBIyoterSMdr8s thed=uropean Union does have competences to propose a legislative

act if such an act could serve to achieve certain goals in a bstigrthan a legislation that would be
promulgated on national or regional levelBhe reasons for concluding that certain goals can be better
achieved at the EU legislative level rather than at national or regional levels shall be substantiated by
qualitative and/or quantitative indicator$

Alongside the fact that Member States and the European Union have shared competences over the
regulation of certain fields, restricti@on the freedom to provide servicebetween Member States
should in genera) not exist® However, EU Law does not exclude possibilities for the restriction of this
freedom. Limitations to the freedom to provide services are laid down in Articlé'snd 522 of the

TFEU. Although these articles are related to the freedom of establishmetitle 623 which is an
integral part of Chapter 3 (Services) of the TH&RYS down the applicability of Articles 51 and 52 on
service providing matterd.imitations to thefreedomto provide servicesre justifiablefor reasons of

public policy, publisecurity or public health.

Besides discriminatory measures, there are {listriminatory restrictions to these freedomsghich,
although irrespective of nationalityare only applicable when overridingeasons of public interest
requestthem. The princife of nondiscriminatory restrictions was confirmed by tlwase law of the
Court of Justice of the European Union (hereafter C3Ele Case Law of the CJEU created imperative
requirements for public interest protection. They are:

consumer protection,

protection of creditors,

protection from unfair competition,
enforcement of tax laws,
functioning of the law,

protection of health,
environmental protection,

media pluralism,

=4 =4 =8 =8 -4 -8 -8 9

" Consolidated versions of the Treaty on European Union hedteaty on the Functioning of the European
Union [2012] OJ S326/1 (TEU, TFEU).

BTFEU, ArB(3).

" Consolidated version of the Treaty on the Functioning of the European URR®TOCOLS8rotocol (No 2) on
the application of the principles of subsadity and proportionality{2008] OJ C115/26, art 5.

80TFEU, arb6.

81 1bid, art 51.

82 1bid, art 52.

83 1bid, art 62.

84 C 33/74 Johanne#ienricusMaria van Binsbergerv Bestuurvan de Bedrijfsverenigingoor de Metaalnijverheid
[1974]ECR1299;C 55/94ReinhardGebhardv Consiglialell'Ordinedegli Avvocatie Procuratoridi Milano [1995]
ECR-04165;G76/90 Manfred Sagerv Dennemeye& Co.Ltd. [1991]ECR-04221.
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1 important threat to the financial stability of the social security system,
1 traffic security®

These exhaustively enumerated requirements for public interest protection are very general. The CJEU
Case Law specifically spread and additionally developed these requirements tivasegtaw®

The @oveis relevant becausehe providingof online gamblingservicesamounts to theprovidingof a
service. This fact has been explicitly recognized by the Case Law of thea€1k& next section will
demonstrate

In the firstjudgmentthat the CJEUgaveon gambling issuesvhich isknown asthe Schindler Cas$g it
was decidedthat gambling activities relate tohe provision ofservices®® In the later rulings of the
Zenatti Cas® and Anomar Cas®, the Courtfollowed the reasoningof the previously announced
decisiors. Gambling was declared a fprofit activity and for that reason wasconsideredto be an
economic activity.The CJEU decided thatoviding of gamblingis a service anthat because of this,
gambling activities fall within the scopé the service related articlesf the TFE!

Gamblinghasalwaysbeenof public concernBut it hasalsobeen a valuable sourcef income that can

serve thepublic Therefore, countries have tended to regulate this lucrative branch of industryviaiya

that also served their own interestsThis providesa possible explanation fothe lack of a single
legislative approach that regulates gamblinghe EUat a level higher than nationdegislation Indeed,

the formal cornergone for the different legslationson gambling activities ithe fact that Member

States have different public policies regarding gambling and gambling associated risks. This was
confirmed by the Case Law of the CIJEUWhérOmega Caséit was stressed thathe concept of public

policy might vary from one country to another and from one period to another. Therefore, any Member
Statehasd Y NAAY 2F RAAONBGAZ2Y gAGRAY GKS fAYAGA AYLR:Z

The Case Law of the CJEU legitimihedvery broad discretion that Member Statehave when they
regulate gambling activities. In order to protect social polay,well asmoral, religious and cultural

85 Swiss Institute of Comparative La¥tudy ofGambling in the Internaviarket of the Eurpean UnionFinal
Reporf}2006),971.

86 |bid.

87 C275/92Her Majesty's Customs and Excise v Gerhart Schindler and Jérg SEH@ediEECR01039 (Schindler
Case).

88 Schindler Case, pamaT Y thg dngalrtation of lottery advertisements and tickets ina Member State with a

view to the participation by residents of that State in a lottery operated in another Member State relates to a
"service" within the meaning of Article 60 of the Treaty and accordingly falls within the scope of Article 59 of the
Treaty."

89 C 67/98Questore di Verona v Diego Zenft®99] ECR-07289 (Zenatti Case).

%0 C6/01Associacado Nacional de Operadores de Maguinas Recreativas (Anomar) and Others v Estado portugués
[2003] ECR08621 (Anomar Case).

91 C 124/9Markku JuhaniLa&a, CotswoldMicrosystemd td and Oy TransatlanticSoftwareLtd v
Kihlakunnansyyttaj&Jyvaskylaand Suomenvaltio (FinnishState)[1999] ECR-06067(LaardCase)parals;

Anomar Case, paras 48; Schindler Case, para 19.

92C36/02 Omega Spielhallennal Automatenaufstel lung&mbH VsOberbirgermeisterin der Bundesstadt Bonn
[2004]ECR-9609(Omega Case).

9% Omega Case, para 31.
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standards Member States have the right to prohibit gambling their territory®* or limit/prohibit
gambling related activities (e.dhe distribution of advertisements for certain sorts of gamblffig)
Prevention of fraud and consumer protection are also reasons that justify restrictive measures regarding
gambling® Member States are allowed to organize gamblinghia way they consideto be most
appropriate for protecting their sociatpolicy objectives. The estrictive attitude of CJEldase law
regardingthe provision ofgambling servicg is outlined in the summary of the Judgment irthe
Ladbrokes Casand in the summary of the Judgmenin the Betfair Cased ! NIi A EXf rBust ep
interpreted as not precluding the legislation of a Member StateXunder whose exclusive rights to
organize and promote games of chance are conferred on a single operator, and which prevents any
other operata, including an operator established in another Member State, from offering services via
GKS AYGSNYySili 6A0GKAY GKS a02L)S 27F (KIFPG NBIAYS Ay 0

Through comparisgrone will notice that e CJEQ position on online ganling is notdifferent to that
heldin its rulingsin cases of physical gambling. Member States are entitldabtd the position that an
internet gambling operatotthat is lawfully established in another Member Statand which offers
services via the Intaet, camot offer sufficient assurancethat national consumers will be protected
against the risks of fraud and criméue to the fact that different stats could have different
assessmenteegardingthe professional qualities and integrity of operatimsthis field®®

However,the ability of Member States to adoptestrictive measures antb limit gambling activitiess

not limitless. Activitiesin the gambling sector have to bémited in a consistent and systematic
manner!® The CJEU confirmed thagstrictions must not go beyond what is necessary to attain public
goals!®! In the L&aaraCasethe CJEU stressed thato X0 206 aidl Of Sa G2 FTNBSR2Y (2
from national measures which are applicable without distinction are permissible otlgsé tmeasures

are justified by overriding reasons relating to the public interest, are such as to guarantee the
FOKAS@SYSyid 2F (GKS AYyiSYyRSR FAY |yR R2 y2% 32 06S
Therefore, any prohibition must be suitable fachievingthe targeted objectives® In later decisions

the CJEWasentitled Member States tontroduce a public monopoly ovethe organization of gambling

as a measure that servas combatthe dangers of gamblingout which has to be conducted in a

consgstent and systematic manné?? In other words,a public monopoly is justifiable only if it is

designed to prevengamblingrelated risks.The CJEU decided thdgvelopingthe gambling industry in

94 aara case, para 35.

9% Schindler Case, paras 108.

% Anomar Case, pas#®2,73.

97 Now replaced by article 56 of tHEFEU.

98 C 258/08Ladbrokes Betting & Gaming Ltd and Ladbrokes International Ltd v Stichting de Nationale
Sporttotalisatof2010] ECR04757 (Ladrokes Cas&ummary of the Judgment 203/08Sporting Exchange Ltd v
Minister van Justiti§2010] ECR046% (Betfair Caseummary of the Judgment

% Ladbrokes Caspara 54.

100 Eyiopean Commissionfummaries of important judgment<riminal proceedings against Massimiliano
Placanica (338/04), Christian Palazzese3&9/04) and Angelo Sorricchio-860/04), judgment of 6 March 20@Y
(May 2007) ttp://ec.europa.eu/dgs/legal service/arrets/04c338_en.poaccessed 20 November 2017.

101 study of the Gambling in the Internal Market b&tEuropean Uniofn 85)978.

102] 34r4 Case, para Henatti case, para 29.

103C 243/01Ciminal proceedings against Piergiorgio Gambelli and Otf28183]ECR-L3031(Gambeli Case), para
67.

104 Court of Justice ahe European UnioB Preés Release N®/10Q 60 { SLIiSYOSNI vamno @
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order toincrease public income is not a measure thatifies the existence od public monopoly:® In

addition, nonlicensed service providers have to be treated the same under the competent law,
regardlessof their place of origin® The CJEWas alsodecided that imposing restrictionsn a free

movement of capi@l and payments lato be cno more than the inevitable consequence of any
NEaGNROGAZ2Ya 2y GKS % NBeteRr YanypdhibitidkhBipayRE or &fSEIIA OS 4 ¢
placing of a deposit for gambling purposes imposed by Member Sidtasto be as aconsequence of

the previous restrictionsn the provision ofamblingservices.

It could be underlined that the CJEU provided general principles regarding the regulation of gambling
activities in theinternal market. Certain decisions explain whgambling is. However, the structure of
gambling and online gamblingasremained sketchy in theaselaw of the CJEU. Nevertheless, other
sources of EU lavas well as the political documenadoptedthat are relevant togambling contain

more details abat the elements of online gambling as a service.

The legal notion of gambling has been disaassnce the first decisionef the CJElthat wererelated to
gambling The legal definitioiof gambling and onlineagnbling havebeendeveloped throughthe case

law of the CJEWut also byboth political and legal documents on gambling issues adopted by other EU
institutions. In generalit could be saidthat the legal definition of online gambling halsroadenedin
order to meetwith the contemporary business practice piovidingonline gambling service

The firstof saidcases decidetly the CJEU defined gambling games of chanc&® Alongside thatthe

CJEU ithe Schindler Casgroclaimedthat gamblingwasa sewice The judgment providd an additional

explanation of whas lottery, asa typeof gamblingis - dThe services at issue are those provided by the
operator of the lottery to enable the purchasers of tickets to participate in a game of chance with the

hope of winning, by arranging for that purpose for the stakes to be collected, the draws to be organized
FYR GKS LINAT S&a 2N gAyyAyI%QInihe CIBUSdecisiand §adiblingithaS R | Y R
followed, gambling activities were ngaist consider@ as pure gameof chance. Ithe Zenatti Casehe

court widenedthe meaning ofjambling activitieso included skills as aintegrative part of gambling®

The EUlegislatos announced a set of directives that explicitly exclude gambling activities finem
scope of regulationThese directivesalso provide a sort of definition of gambling activitiesThe E
commerce DirectivB!SELJX F Aya 3l Yot Ay3d | OGAGAGASE & al OGAODA
monetary value in games of chance, includingil®@NA S& | yR 06 S &% whyledthe ENJ y & I Ol

105 | pid.

106 Court of Justice of the European UnjdPress Release No 750 0 Wdzf &€ HAMA 0O @

107C 42/07Liga Portuguesa de Futebol Profissional and Bwin International Ltd v Departamento de Jogos da Santa
Casa da Misericérdia de Lishi@®09] ECR-07633(Bwin case), para 47.

108 Zenati Case, para 49.

109Schindler Case, para 27.

110 Zenati Case, para 18.

11The European Parliament and the CouBxdikctive 2000/31/EC of 8 June 2000 on certain legal aspects of
information society services, in patilar electronic commerce, in the Internakkket [2000] OJ L178/1{E
commerceDirective).

112 Ecommerce Directiveart 1(5)(d)(iii).

31



Directive 10/13 (AVMSBY provides a slightly different definition of gambling activitie¥X) games of

chance involving a stake representing a sum of money, including lotteries, betting and other forms of
gambling servicegX)é!4 Finally, the Service Directifeexcludes gambling activities from its scope of
regulation explainin Yot Ay3 | OGAGAGASE a (K2aS aoKAOK Ay@d?
in games of chance, including lotteries, gambling OF aAy 2 & | yR Y8 SGGAy3 GNI yal

Since 2011the European Council arfeuropean Commission have published a set of legallybimaing

documents that includea definition of online gambling. The Green paper on online gamblfing
(hereinafter Green pagr) emphasizes the role of thiaternet and other interactive technologies that

are used to offer gambling services to consumers, to allow consumers to bet or gamble against each
other, or for distribution purposes!® The Green paper definesiine gamblingt SNIJA OSa | a al y@
which involves wagering a stake with monetary value in games of chance, including lotteries and betting
transactions that are provided at a distance, by electronic means and at the individual request of a

NB OA LIA Sy (i “FiRallyiis Hddlate3Spioélaimed dament, the ECRecommendation online

I YotftAyd A& RSTAYSR | a alye ASNBAOS GKAOK Ay@2f @
chance, including those with an element of skill, such as lotteries, casino gpbies, games and

betting transactions that are provided by any means at a distanceldmtronic means or any other
G§SOKy2ft238 F2NI FILOAECAGIGAYT O2YYdzyAOIl GA2¥= FyR

This latest definition of online gatvling in theECRecommendatiorseemsthe most comprehensive and

complete. Te definition proposed by this document additionally developsnotion of gambling

activities (online gamblingspecifically, combiningit with a legalnotion of an information sooety

service. fieO2 Yy OS LJ0I 2 F WwagafféadyindNiBed BdtebddaBc@ncepts thatreadyexist in

the Ecommerce Directive and Service Directitr 1 S NBLINB &Sy ( A y I wageridggdayY 2 F Y
aidl 1S 6AGK DISEw¢mentdNsich @WtfadiStS Q> WwWoe St SOdmMmeyA O YS
individual rdj dzSa it 2 F | NBa@AataEsh&dyhiese 2lgmedtsSanIieat@ s e information

society servicalefined by the EEommerceDirectived 9 3 & Sy G A I £ £ & Zat the ndlividual RA & G | Y
requed (agplyto the direct online request from the recipient to the oline gambling service provider

without the engagement of any intermediarié®.l 2 6 SGSNE (i KBX (S EANBHEI QYN A O
any other technology fofacilitating commy” A O  Agdeg beyoxd tie notion athe information

society service given by the EU directiviéss likely thatthe rationale behindthe inclusion of a nely

I RRSR & any ahériteehhologyWfor facilitating communicati@is linked to the needo updatea

113 TheEuropearParliamentandthe CouncilDirective2010/13/EUof 10 March20100n the coordinationof
certainprovisiors laid down by law, regulationor administrativeactionin Member Statesconcerningthe provision
of audiovisuaimediaserviceg2010]OJ L95/1(AudiovisuaMedia ServiceDirective).

114 AudiovisuaMedia ServiceDirective,Recital 22.

115 TheEuropearParilamentandthe CounciDirective2006/123/EQf 12 December20060n servicesn the
internal market[2006]OJ L3736 (Service Directive).

118 Service Directive, a&(2)(h)

179 dzNR LIS | Y |/ @raeNPagedriof-jhggartblingin the Internal Market(J2011]COM/2011/0128 final
118 Green paper, sec 2.1.

119Green paper, sec 2.1.

20EC Recommendation, art 3(a).

21See Green paper, footnote 51.
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pretty old legal definition ofélectronic mean&hat ought to be extendedtoward a new legal notion
that issuitable to cover the development of new technologieshia coming years??

5 Ethicaldiscourss in relation tagamblingand itsregulation

Policy makers are supposed to respte dominant ethicabosition ofparticular society, focusing dts
prevailing system of valuekthical standards set cornerstones, ideas and pfanshow gambling
legislatiors should look as well as reva reasons for regulatory solutions frothe past. This partof the
chaptercompkementsthe understanding othe gambling domairby outlining ethicaldiscoursethat has
been engaged with in relation to gamblinghe first sectiomeveak reasons fothe specifics of gambling
regulation that hae been existingsince the firstregulatory initiatives emerged in Medéval Europe
Afterwards,the discussion focusesn ethical issueghat are relevant forthe contemporary regulatory
landscapén the EU.

During the transition betweethe end ofthe 17" centuryand the beginning of the 18century, French

cities were attracting gamblers from all over Europe. Following the rteeprotect gamblers the

Resolution on Hazardous Gameas announcedn Francein 1697'% This document providigeneral
guidelineson how to gamble anda not so formidable code of practicéhat lacked anydeep
philosophical observation of gamblimglated problems:?* Duringthat period, French moralist$® were

arguing againstgambling and its reprehensible consequences. In general, their claims were used to
persuade people of their time not to gamble. The justification for such a position is summarized as
follows: Gambling spoils anndividua@ | 6 Af AG& G2 NBFaz2y T 3JFYofAy3d LR
others; gambling makes a gambler neglect his religious and social ¢fities.

French moratits appeared to be adherents gfohibitionism when it came to gamblingFrom the
perspectiveof prohibitionism, the most desirable approach to gambling is one that strictly forbids it. If it
is not utterly forbidden,then it should be permitted as little as possible and systematically
discouraged?’ Alongside prohibitionism, two other maiethical approaches towardgambling and
gambling policiesmight be extracted ¢ libertarianism and restrictivis#® In contrast to the
prohibitionists, libertarians id not demarcate gambling from other consciously chosed potentially
harmful activities. Accordmto libertarians individuals capablef making decisionsand who are not
influenced by misinformation oa condition that limits thér capacity to make an informed choice

1221 GO2NRAYy3 (2 5ANBOGAGS pykonX ! NIAOES mowL awoe StSO
received at its destination by means of electronic equipment for the processing (including digital compression) and
storage of data, and entirely transmitted, conveyed and received by wire, by radio, by optical means or by other

St SOGNR Y 3y S ipite e bfdad s¢ape obtechn®I&gst covered by the definition of electronic means laid

out in Directive 98/34, it should be stressed that the definition is 20 years old and that the Directive is no longer in

force.

123 John DunkleyGambling: a sdal and noral problem in Franc€he Voltaire Foundation 1985) 58.

124 bid.

125 Jean Frain Du Trembley, JeBaptiste Thiers, Jean La Placette, Jean Barbeyrac.

126 Dunkley (nL23) 85.

21 SGSNI / 2ftAya YR 20KSNEX WwSaLRyaA®GasinghawRevievghdyY / 2y O
Economic$94, 596.

128 | pid.
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should be freeo maketheir own decisions regarding gamblingastly, restrictidm placed itself athe
halfwaypoint between prohibitionism and libertarianisi®

Sophisticated thoughts abouhe relation between libertarianism and restrictivism can be found in the
works of British philosopher Jeremy Bentham. InRmigciples of Moral and Legislation$ie separates
laws irto three categories: laws that are created to protect a person from harm caused by fmbete;
laws created to protect a person from harm caused by him/herself; and laws that rebtaira person
helps and assistethers!3® However, he holds that only the first category of law is fully legitimate. His
opinioncomes close to dbertarianview, but he also considelggislation that serves to protect people
from themselvesto be alegitimate part ofthe law. This par of the law should be governed in

I OO2NRIyOS ¢AGK LINAYDAW 238 KERNI WR2ARAE LI &SN ISQE A VR
personal will is justifiable, if it is necessary to protect a citizen from harm (regamfleskere such
harm may originate from). Nevertheless, taking into consideratitime harmful effectsof certain
activities, it is not easy to clearly determine af the possibleharmful effects or possible victims.
Thereby, the unified benchmark of legal paternalism, its taxoy andits protective properties are not
easy to designate.

Even thougtsuch aheoretical discussion could m®nsideredquite vague, the following example sheds
light on the complexity of legal paternalisimrelation to gambling- An excessive way @fambling is a

risky way®? of gambling behavior. If we presume that a gambkeused to gamble in an excessive
manner, there is a probability that he jeopardizes his he&fthTherefore, said gambler and his
excessive gambling deserve proper observation suttbequent diagnosis, medical care and treatments.

In states witha publicly organized, financed and egalitarian medical service, medical support should be
provided toall people with eroded health state.hemedical treatment of a gambling addict request

the spendingof acertain amounts of funds. Indirectly, the taxpayers bear the cost of the treatment and
2N GKFG NBFrazy GKSe& I NB KAMbreayey, a JaiqblinghvaddotledmdeSriot 6 & 2
only his/her health, but alsgheir wealth andpersonal relations. Thus, in an immediaense the
harmful effects of gambling could hit family members and friends. Following the principles of legal
paternalism a state has a duty to introduce and enforce law that prosecgambler from his/her own
actions. Neverthelessthis is not the sole reasonand because of this Hospers emphasizes the
distinction between impure and pure paternalisit.As the example demonstrateghrotection should

be granted not only to an individual (pure paternalism), bugals(i 2 I fAnhilyymemiSeNXiriends

and tobroader society (impure paternalism).

Takinggamblingrelated harminto consideration, the leading question M/hy shouldsocieties accept
and tolerate something thainay provokeharm? John Stuart Mill inis1i0On Libertytakes a prohibitive
position against misconducts (gambling, drunkenness, incontinence, gflemed uncleanliness) that
injure overall wellbeing and hinder improvemeit Nevertheless, he notes that some acts in society
are eitherconstantlypermitted or prohibited.He expresses skepticistowards the idea oain impatrtial

1291pid 597.

Bow2 Ky | RiBeta@ianini andLegal Paternal@n 6 mpy n0 L+ ¢KS W2dzNyIFf 2F [ A06SN
Blbid.

132 More about gamblingelated risks is presented in Ill chapter.

133 Gamblirg addiction is undisputable health problem and more about in tHel3apter.

34 Hospergn 130) 259.

135 John Stuart MillOn LibertyBatoche Books 200134
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agentthat is capableof decidng upon what is good and what is badnd of establisling an utterly fair
social convention. Therefore, he advocates for personal freett@his not influenced bythers. Mill
reconcilesthe need for prohibitive standpoints regarding harmful actionstbe one side and personal
freedom onthe other, justifying gambling as an activityat is difficult to prohibit* In contrast to the
French moréists of the 17" century and their prohibitive attitudesowards gambling andthe
consequencegjambling carry for individuals, socigt and religion, MilD &houghts tally with human
freedom andthe reality thatthe prohibition of gambling ia Sisypheanask®®’

Jeremy Bentham and John Stuart Mill are some of the most prominent representatives of the utilitarian
doctrine. One of the core utilitarian ideas is based on the limitation of individual freedoms as a
necessary measure for harm prevention. Besithes idea, the utilitarian doctrine lays down that it is

not possible to create a systethat is Wnmediatelyo Sy STA OA I T 2 ahdl, BidhEriidre, A Y RA O A
that the highest degree of welfare achievable for everybody brings suboptimal results in eptextc

reality 1*8

In one of the first CJEU rulings regarding gamlgitige Schindler Casethe Court tried to declaratively

keep an ethically neutral positioon gambling According to he Cour® findings, the morality of

gambling isdebatable but the harmful nature of gambling is undisputable. The Court left room for
different regulative approaches, stating that gambling should not be treated as any other illegal
product®*® Making compasonswith other productsand activities, the Courin Schindler casassered

that lotteries arean exampleof entertainmentakin to amateur spors. Common features are found in

their recreational aspestandin the uncertainty2 ¥ | Yy S @ 8YThe@aurtthe poittieditothe

peculiar nature of gambling as justificatidor the NS & G NA OGA2ya AYLI2aSR o6& aSy
legislation'*! Justificatiors for restrictions can be grounded dhe differencesof the moral, religious or

cultural aspectf Member States*? Apart from thesegroundsof justificationfor restrictive national
gamblinglegislation the CIJEU considegublic policy, public securifypublic health!*® the financialy

harmful consequences associated with gambtimat may affectindividuals andsociety** andthe high

risk of crimeand fraud that incites individualso spend money that may damagdkeir lives and have
adversesocial consequencess the main threats to moral, cultural and socidbmainsof a society**®

and as providing legtimate reasons for gambling restrictiondleverthelessthe Court asserts that
gamblingmay contribute ¢o the financing of benevolent or public interest activities such as social
G2N] ax OKIF NARGI 6t S “grhakfode the GIEURaN Fikerd hdanCedzbpprozsiBiehed

regulation ofgambling permitting Member State authoritieso haved I &4 dzF FAOASY G RS3INBS

136 1bid 92.

137 1bid 92.

138 jno A. GraglidgBovernment Promotion of Moral Issues:@aling, Smokf 3 | YR | R@S NIHandaly 3 Q O H N
Journal of Law and Public Rgl169,70.
39 3chindler Case, para 32.

1401bid, para 34.

1411bid, para 59.

142 Bwin Case, para 57.

1431bid, para 56.

144 Gambeli Case, para 63.
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manner in which lotteriesare operated, the size of the stakes, and the allocation of the profits they
EASHRE D

In light of the Shindler caseMember 3ates arenot only allowed to limitthe provision ofgambling
services, but to also take a fully prohibitive approactt*® However if gambling activities are not
prohibited, but allowedin a restrictive manneytheir organization has to be carried out &@way that
limits gambling opportunitietn a non-disproportionate way*® Therefore restrictions againstgambling
activitiesare nd justifiable if they only serve to increase public funds ftre financingof benevolent
social activitiesFnancing social activities througfamblingshould only forman dincidental beneficial
consequence and not the real justification for the restvietpolicy adopteél'>®

The CJEUDecidedthat restricting gambling as a source of private profit is also justifiébkccordingto
the CoutA i A & dzy I OO S priiate profibto hie Arawrd&addvitie éxplditation of social evils or
the weakness offpl @ SNA | y R {1 BdwbNerWhetedsa didamzifuSitess initiative could
be restricted,a state monopolyis quite legal andot unusual in Europe. lthe decadesimmediately
after World War llspecifically between the 195Gmnd 1970s,gamblingin Finland was organized and
even encouragedy the state. The involvement of the state in such a manner influences citheliefs
that gambling revenues are used fire W LJdzo £ A'®ONofvhatahdngthe fact that Member States
may regulate gamblint accordance with their necharmonized national public polices, any restrictive
measure has tde suitablefor achievingproclaimedgoalsthat are in line with moral, cultural and social
standards™* For that reasonproposed national gambling regulatiomged to passa proportionality
test.1>®In addition,regardlesof the level of restrictios, if gambling services are legtieir integrity has
to be preserved. In other worddair playis considered aan2 6 2 S O ipubli $rter2sE antlegitimate
sodi I £  LJdmN.1hids &aS @ beguaranteed® TheSchindler cassetthe ethical andjudicial stance
(lines of reasoningdhat havebeen used as benchmarkfor subsequent CJEU decisioms gambling
related issuesHowever the Schindlercaserefers to Idteries,not other types of gamblinglhe bttery is

a game ofpure chance Thisis not the case withall other types of gamblingYet, there is noclear
distinction betweengames of chance andgames of skill. The national gambling legislationsf EU
Membe Sates regulate this distinctiorvery differently Nevertheless, this distinctioexists. Gamgof
chanceare thosewhoseoutcomes dependutterly on randomized resultgealized froma direct human
interventionin selectionprocesgs Human interventionis not fully excludedThe rulesof the game and
the related infrastructure at the very leasthave to be set up by somebodyherefore fair software
that serves gambling purposegn games of chanckas to be created, tested and certified byrhans

147bid, para 61.

148 Zenatti Case, para 15.

149 Gambeli Case, para 62.

150 Zenatti Case, paras 35, 36.

11bid, para30.

152 Joined cases C 447/08 and 448(@8minal poceedings against Otto Sjoberg and Anders Gg2fih0] ECR |
06921, para 43.

153 Riitta Matilainen andPauliina RaentdEearning to gamble in changing sociocultural contexts: experiences of
Finnish casual gambl€i2014)14 International Gambling Studies 432, 438.

154 Gambeli Case, para 67.

155 C 64/08Criminal proceedings again&rnst Engelmanf2010] ECR08219, paras 320.

16 Anomar Case, para 72.
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but this processshould not influence the randomness of the res@bntrary to gams of chancethe
outcomes ofgames of skill do notsolelydepend onchance.In these types of games mental and/or
physicalabilities influence theoutcome. &kills havean impatant (or prevalent) rolein determining a
resulteven if chance carot be fully excluded

Thedistinction betweengames of chance andjames of skillcreatesa dilemmaas towhetherthe same

moral, cultural and religious standards aapplicableto both types of gamesregardlessof their
differences.In the Zenatti casethe CJEU decided that despitee differences between lotteries and

sports betting the latter ofwhichis nota pure game of chancaccordingto the Court iéterpretation),

the same rik of crime and fraud existfor both,and thereforethe samenegative consequences might

be provokedby each gamé>” The Courtpointedto thed SELISOG I GA2y 2F Ol aK 6AYY
& 0 I 4s $éelement that makedoth types of gamesomparable'>®

Observing the CJEU Case Lawi I yT SNJ Of F AYa GKIFG &t Lzt AO O2y¢
adzYYF NAT SR dzy RSNJ (ig2 2dzAaGATAOIGAZY IRPaiygRioy O2vy a
consideration the lack of harmonized or unified standardscofisumer protection irnthe gambling

domain in the EU, the first justification ground refers to national consumer protection and gambling
legislation. The second justification ground (public order) is much broadet cannot be clearly
determined Public oder colligates various elements of overriding public interests and creates an elusive
concept prone to different interpretations. Planzer gives credenceh® contemporary approach

toward public orderaddressing a specific relation between ethics andrimational law. This relation is

described as a@ichotomy betweenuniversalityand diversity. Namely, cultural diversities influence the
contemporary interpretation and application of universal human rights. The European Court of Human
Rights hasipplieda very broad margin of appreciation regarding public moraltythe one hand, if the

margins are too broad and cultural diversigyinterpreted very extensively, the system of universal

human rights would be in danger. On the other, if the courts womtd respect cultural and
consequently moral diversity, tlen their decisions would be exposed the risk of hampered
acceptanceé® CJEWaselaw inthe gambling domaipwhich has sought to attain a balanbetween EU

law and different ethical standardspitomizes the universalitdiversity dichotomy.

Verbeke argueshat gambling regulation in Europe hypocritical. According to his opinion, states call
upon different moral, religious, cultural and other values in ordeségureexclusive national cdrol

over one of the most lucrative businessé&xpressing his criticisias to the sincerity oEU Member

Sates as concernsmarket restrictions, he underscores a massive promotion of siptnsored
gambling activities. Due to the internationalization ghmblingrelated crimes, Verbeke refutes
protection against fraud and crimat the national level. In addition, he expresses douassto the
superiority of national protection systesnagainst gambling addiction. Finally, he notices tiattonal
gamblinglegislationsare not underpinned byscientificbased evidence'®* + S Nb ijti@isnhids not

without supportfrom CJEU case law. The CJEU noticed that national gambling regulators and competent

157 Zenatti Case, para 18.

158 Zenatti Case, paras 16, 18.

19planze (n 40)66.

1601pid 104, 105

161 AlainLaurentVerbeke Wambling Regulation in Europe: MoviBgyond Ambiguity and@{LJ2 O NAlan &itder A Y
and others (eds)n the Shadow of Luxemburg: EU and National developments in the Regulation of Gambling
(Martinus Njhoff Publisher011) 25658.
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authorities regulate gamblingssues ina restrictive manney prohibiting the provision ofgambling
services from foreign operators, but stipulating national monopoly over the prosionof such services
or stipulatingthe provision of srvicesby operatorslicensed bythe domestic gambling regulatdf? Such
practice is not illegalif it does not go beyond what is necessary to achieve certain objecfiVes.
Therefore,Member Statesmust be able to demonstratehe suitability ofthe regulationfor achiewng
certain goals as to the preservation and maintenance of moral, iggbus and cultural standards.
Whereas Verbeke alludes the needfor scierte-based evidencéo demonstratethe suitability ofa
regulation the CJEWequiresa fortiori evidence regardlesof its type (statistis or other evidence}®
On the one hand the absence of evidence regardirige effectiveness ofa gambling regulatiorwith
respect toachieving previously determined objectives may lead us towhedconclusion thateven

+ SND S $smBnolhhisedioh &ientific evidenc®nthe other hand the CJEU indicated in several
cases thait is difficult to justifyrestrictive national legislatioasbeing necessarfor the protection of
moral, religious and cultural aspects of societidge to the lack of evidence that nderpiming such
measures

6 Conclusion

A look back intdiistory hasdemonstratedthat gamblinghas consistentlypervadedall layersof society
and has influencedsocial, religious and cultural factorsPeople everywhere have been gambling,
throughout the ages, and regardlees the circumstancesThus,the prohibition of gambling is noa
feasible longterm strategy However Jiberalization, as an opposing stratetgyprohibition, has resulted
in undesirable social consequencd3alancingthe risks and benefitsof gamblingby regulating it,
countries have tended to reconcitbe state® needto accommodatehe social practices of gamblings
well asthe financial benefit that can be derivedrom the gambling businesson the one side and
adequateprotection of gamblers orthe other. Yet,the relationshipbetween thesetwo goalshas not
yet reacheda perfect nor harmonized equilibrium. Therefore, sme stateshold a more prohibitive
attitude towards gambling whereasothers take a liberal approach afavor business interests

Today, gambling isunderstood asan economic activity of a special natut®. For that reason,
restrictivism characterizesc2 y i SY LJ2 NI NBE 9! gaanBliMg réghlatigneGanibng & not
forbidden, but restricted in its scope and to national bordeFiere are various realms in which
Europeamations and countriedo notsharecommon ethical standardsindgamblingis one of them It

is not an idiosyncratic feature, due the distinctive approachesaken towards gamblingby different
societies all avund the globe. Therefore, the creation afi amenableform of gamblingregulationis a
persistentlyhot topic amongandwithin, European countriedNeverthelessdue toalack of evidencdt
remainsunclear whether regulating gambling dine national lewel is more effective fothe protection
of online gamblers than a harmonized regulation am&tiMember Statesvould be

162 JoinedcasesC316/07,358/07,359/07,360/07,409/07 and 410/07 Markus StoR, ¥alon Servic®©nlineDienste

GmbH and Olaf Amadeus Wilhelm Happel v tegen Wetteraukreis and Kulpa Automatenservice Asperg GmbH, SOBO
Sport & Entertainment GmbH and Andreas Kunert v Land Batietiemberg[2007] ECR08069(Markus Stol3

Case)para 66.

163 Joined case€-338/04, 359/04 and 360/04riminal proceedings against Massimiliano Placanica, Christian

Palazzese and Angelo Sorricdlio07] ECR01891, paras 4819.

164 C 42/02DianaElisabeth_indman[2003] ECR13519, para 26.

165 European Parliament Resoluti@®12/2322(INIpn online gambling in the ietnal market, A7-0218/2013,10

September 2013, recital H.

38


http://curia.europa.eu/juris/liste.jsf?num=C-338/04&language=en
http://www.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2012/2322(INI)

Touching upon ethical discoussurroundingd Yo f Ay 3 Ay 9 das@ldwSustified hé
regulation of gambihg at the natonal levelby considering i Member &teQ right toconducttheir
moral, cultural and religious standards. Thereformwadays EU Member States are ultimately
responsible for their gambling legislation. Notwithstanding #@mmonized legislative staaddsat the
EU levelcertaincommonrules derivingfom EUlaw regardingpnline gamblingan beidentified:

1 onlinegambling is a servicas defined by the TFEU

1 onlinegambling is ainformation society services defined byhe EC Recommendation

1 the provision ofonline gambling serviceis regulated by Member Stateand Sates can ignore
some of theprinciplesregardingthe freedom to provide services in the EU laid down by the
TFEY

T aSYOSNI {GF(SaQ 3l vootdinkegtactiveniasirasregaidinge/provsiodof
gambling servicgif those measureare there toachieve proclaimed public pajigoals

1 restrictive measures have to be justifiable
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Introduction

This chapter sheds light on the risks that jeopardize the protection of online gamblers and challenge
responsible gambling. The first part of the chapter discusses gamblaigd risks.It outlines the
concept of gamblingelatedrisk and then shifts to gamblinglated harms and problem gambling. The
section dedicated to problem gambling expkisaid phenomenon as beingf central concernto
responsible gambling. The second part of the chaptesn works towards a conceptualizetn of
responsible gamblingnd what it entails Responsible gambling ke leading conceptith regards to
the contemporary protection of gamblersTherefore, this concept is delineated from several
perspectives. The chapter provides contemporary opisjomnderstandings, principles and problems
related to responsible gamblin®y eplaining the concept of responsible gambliag well as gambling
related risks, the chaptesimsto answerthe questions as ttow it is possible tgpromote responsible
gamblng and what should be established in terms of protecting online gamblers.

What isgamblingrelated risk

Inthe literature, risk is delineated as a multifold concefttis defined in numerous waysndhasa lot of

different meanings. Different scieniif fields contain various normative and descriptive explanations of
risk. Moreover, public perceptioof risk @n differ from scientific explanation$® Factors such athe

novelty of risk, dread®’ spatial elements, interpretations and understandings obinfation, all have
repercussions on the public assessment of risk. Risk could be perceived as an antonym of safety, but due
to the broad (and probably limitless) contextualization of both conceahis view should be taken with
caution!®®Risk is also anndesirable and unintended outconw# certain events or activitiegven ifnot
necessarily unforeseeabl€’ Thus there existvariousunderstandingghat outline this concepbf riskin

several differenways!”

166 RolfLidskogand Goran SundgvistBociology of RiSk Sahihe Roeseand others (eds)andbook of Risk
TheoryEpistemology, Decision Theory, Ethics, and Social Implications (SiRiager 212)1007-10.
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various human processes.

168 Njdas Moller,Whe/ 2 y OSLJG 2 F w /Sabine RogsRmnd{otheFs$eiiski@nddogk of Risk Theory

Epistemology, Decision Theory, Ethics, and Social Implications (3(Risger 2012).

1691bo van de PoahndJessica Nihle'n Fahlquitiva { | Y R w $hSabme/Rodsér Arfd btiie@dl),

Handbook of Risk Theoiigpistemology, Decision Theory, Ethics, and Social Implications (SRisger 2012)

885-86.

10 Moller (n 169 58.
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Gambling is a populdind of entertainment. However, it alsanvolvesculture, sport, education and
scientific research’! Thus, various spheres such as personal health, personal wealth, personal relations,
health poliges youth polices, public policythe economy and public financesould be disupted by
gamblingrelated harms Therefore, it is likely that there are two general, but mutually connected
sphereghat areexposed to gamblingelatedrisksg the private and public.

While gambling, gamblers anticipate certain reswitslst hoping fordesirable outcomes. Thereby, they
take a risk regarding thpossibility of an undesirableutcomethat would lead to dossin terms of the
I YOt SNAQ 6SIfGKd C2NJ 6KSaS NBI ateeWwagsringdfyh® Sakd | A y i &
and the eventual outcome. Uncertainty influences psychological proes¥$ and can provoke various
healthrelatedand social problems. However, gamblers voluntarily teikeh arisk in order to stimulate

a positive emotional experience. Gambling reinforces various emosiocis as relief from boredonthe
feeling of accomplishment, and the Ndadsddiated with seeking excitement. In addition, higleeels

of excitementare provokedthe greater (riskier) therisk-taking activityis.}”® Excitement is followed by
bio-chemical processes thatmay temporaiily, or even permanently affect a regular biechemical
balance andsoR A & NHzLJG | 3 ¥4¥hadhis Sasdprdbleft §dmblibiggadbe viewedis a mental
health disorder.Such a disordecould then become the reason for depresion, suicide attempts,
separatiors, divorce, legal trials and the erosion of professiomddtions!’ In view of this, it ould be
arguedthat gamblersexpose various domains of their lifesuch agheir emotional, financial, material,
occupational, legl, familal and cordial domaing to risk Based on this assumption, it appears that
gamblers put three spheres of their lié risk

- Health (particularly mental health)
- Wealth (finances, real estate and other elements of personal wealth)
- Social (famyl and friendship, as well a&mployment,educationetc.)

Claims that gambling may erodey Sp@rdonal sphere of life refer to a risky gambling lifestyle ,that
according to PlanzeS YSNASR 4l f 2y 3 { KKSonduhpidBc aduBec F RRABF S F O 6
Neverthelesstaking risks and gambling majead tonegative consequences not only 2ny” Spergonal
domain,but also inthe publicdomain

Negativeconsequences ithe personal and privatelomains intertwinewith each other However, there
are also pesitive effectsrelated to gambling.Bearing this in mindit is important to mention thatthe
negative and positive outcomexd gambling areinterlaced. For instanceghe gambling industrymay

Meg28SNR +SSyaidN: = WwW{il cCbmphniefistified &R ar[d Paliticed DbafedntHey R ¢ 2 (i G 2
9dzNR LISIY ' YA2YQ Ay !t yThe Rejulafiof SiGampliRgEUrcpedh dnd NatioGah 2 y | dzii ¢ S|
PerspectivéMartinus Nijhoff Publishers 2007) 64.

172 More about insubsection 3.3 in this chégr: Problem gambling as a medical disorder

B3t Syye bSFts tlhdAg 5StFFIO0ONR YR aAOKFESt hQbSAfS Wt NRof
(Commissioned for The Ministerial Council on Gambling, prepared by The SA Centre for Econorsieviiuttiie

Dept. of Psychology, University of Adelaide. Published on behalf of Gambling Research ANstraligber 2005)
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influence economic development. ie gamblingindustry couldcreate new jds and these new jobs
might contribute to a rise in public incomélowever, new jobs are neither sufficient nor necessary for
economic development’’ In generaljncomesare used for consumptionor to acquirewealth (hence,
wealth might be perceied as unused rounconsumed income)Grinols claims thateconomic
development means greater income and wealth that le&ol the greater utility of a society*’® In
addition to newjobs,the gambling industry magtimulate investments in related industry brelmes(e.g.
tourism)and bring revenues to public fund¥.However, apart from the fact thahe development ofa
certain industry branch might affecther parts of industry(both negatively and positivelypambling
bringsadverse social impacthat could disrupt plans for economic developmenfaking into account
personal economic issues, it has to be emphasized that gambling might provoke difficulélegion to
LJ | &c&phldities to acquire wealthAs a resultdevelopments irthe gamblingindusty of acertain
country or regiormay result in the rise ofcertainnegative effectson their O A i Awle&tly Ap@rt from
spendingmore ongambling tharone earns, a gambler might fagamblingrelated costs such as those
accrued fromtreatment sought to help with their gambling habit®r costs that may occur as a
consequence o breaking down opersonal relations (e.glivorce costs)if the overallsocial costsn a
society, region or countrielated to the adverse aspects gambling developmente(g.cosisrelated to
police incidents, court cases, jail costs,the cost of gamblingelated treatment initiatives) and the
costs of economic changes.q.costsrelated tojob changesor productivity)are higher tharthe overall
benefits then the econony isin dangert®

Developmentsin gambling andthe potential for adversegamblingrelated consequences hawe be
observed ina contextual way. Namelypeople of specific socidemographic and socieconomic
characteristics (e.g. specific age, edumat ethnicity, employment statusyay of life) are at higher risk

of beconing problematic gamblers than those withowaid characteristics®* Also, some groups of
people are more exposed tthe risks of becomingproblem gamblers due to their psychologi@aid
genetic predisposition¥? Groups of people exposed to a higher risk of becoming problem gamblers are
known as vulnerable groups.

Gambling is lso a source of crim&® and gamblers are more prone to committing criffé.
Nevertheless, gmblers (including thee with a disrupted health state) are just one group of people
amongst thoseprone to gamblingelated crimes. Crimes such as illegal gambling, loan sharking, match
fixing, or money laundering arall examples of crinmal activitiesthat are connected to gmbling, but

7Earl L. GrinolsGambling in America: Costs and Bendfitambridge University Press 2004);5%6

178 |pid, 57.

1791pid, 96.
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which couldalsobe committed by norgamblerst® As far as the occurrence of crimebisth a social and
personal concern, it has to be pointed out that service providers alay engage in activities that
interrelate with crime. The nopayment of winnings, avoiding tax, fraud Is¢ed to financial
transactions andthe infection of computers withviruses are all examples of illegal activities that could
be conducted by service providefs.

162@3S ffxX 3ALYofAy3a NBthealthSaRd livek injadditiod, Ya&ials tiiRdsla® I Y ¢
committed as aconsequence of gambling and/or are connectedgambling. The crimes cannot be

easily classified to a specific group due to their diversity. Nevertheleb®re can be no doubthat
gamblhgrelated risks create ramifications that jeopardize not orthe personal sphereof an

individuaQ) & , HuthaBoheir broader socialand economistructures.

Gamblingrelated harms and problem gambling

The occurrence of gamblinglated harms isa consequence of riskaking activities. Different spheres

that could be jeopardized by gambling are recognizable and predictable. Considering that one of the
main goals of this research is to indicate opportunities tfog better protection of online gambler,
particular attention is given tthe private sphere®f the lives of gamblersvhichare put in danger. For

that reason, this study focuses on the concept of problem gambling. The following section gives an
account of gamblingelated harms and problemamblingin particular

Most works in the field of gambling studies focus on gambieigted harms andhe preceding risks

related to a gamblef personal sphere. Particular attention is given to problem gamlagg health

disorder. Summarizintipe definitions found irthe literature, Etches and Rigbye conceptualize gambling

related harmas aKF NY GKF G NBFSNB dadG2 Fyeé aArAayaAFaolryd yS
gambling in excess of what the consumer taf T2 NR Ay GSN¥X & 2 ¥ InQddiidaSNI G A Y ¢
they address Blaszczyr@kapproach toward the conceptualization of gamblimetated harm fora more

detailed delineation

G¢KSAS LI NFYSGSNE &aSi GKS (KNSthekdzsfosable2ifcome ¥ F 2 NR |
and time thresholds are exceeded, opportunity costs are incurred; that is, money and time
intended for other expenses or social/family purposes are redirected to gambling. In this context,

harm emanating from these two sources camge along a continuum from intermittent and
inconsequential to recurrent and extremely severe; such harms can be construed as potentially
FFFSOUAYI GKS Fdzftf aLISOGNHzyY 2F LI NLGAORLI yia FN

However the different stakeholders in the domain of gambling are concerned with their specific points
of interests. For instance, policy makers and regulators are concestedthe legality of gambling;
public health stakeholders are concerned about the occurrence of haditbrdersthat may be
provoked by gambling; economists and financial institutions are concerned about problems related to

185 |bid 21-44.

18 Alan Littler, Member States versus the European Unipfhe Regulatiorof Gambling(Martinus Nijhoff

Publishers 2011) 48.

187 Marc W. Etches andane L. Rigby#htroduction in Special Issug/o | I N¥ aAyYAYAT A2y Ay DIY
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revenues and bankruptcié®’ The existence of gamblinglated risks in several different fieldshich
may not necessarihhave a diret effect on agamble@ personalspheres allows for thepossibilty of
various conceptualizations of gamblingated harms. Howevemn in-depth explanation of gambling
related harmsin general is beyond the scope ofishiesearch As stated abovethe concept of problem
gambling as harm that predominantly endangers the private sphere of gamblers is the focusisf th
research.

The iterature is full of different terminology regarding problem gambling. Therefpra precise
delineation of the term is quite difficutb captureandremainscontroversial. Problem gambling is not a
clearly defined term ands often used interchangeably with terms such as pathological gambling,
gambling disorder, gambling addictioocompulsive gambling, excessive gambling, risky gambling and
problematic gambling. Othe one hand, these terms are natl necessarily synonyms. On the other,
some of these terms do have the same (or similar) meaning%ln addition, different contexts crea
discrepanciesor when it comes taunderstanding problem gambling. Discussing problem gambling and
pathological gambling from a conceptual perspective, Delfabbro points out two common usages of
problem gambling; problem gambling as a less severe gampliisorder that an individual may suffer
from, and as a public health concept that refers ttne general harmful consequences of a gambling
disorder!®* Therefore, problem gambling indicates not only a health problem, but also a concept
referring tobroadernegative consequences. Review 3 (G KS O2y iSYLIRZ2 NI NE y20GA2Y
in the literature, Neal et al. grouped five categories in which problem gambling is defined. According to
their findings problem gambling could be clarified the following vays

- As amedical disorderpr more specifically enental health disorder It is awidely-held view that
problem gamblingas a medical disorderefers toa health problem witha certain pathology
that differentiates it from other health problems. Theere diagnostic criteriao identify this
health problem as well ashe medical supporheededand possible treatments?

- As an economic problemThis context indicates the role of financial means for the indication of
problem gambling. Problem gamblingually (but not necessarily@ads tofinancial losses that
canthen lead to furthemproblems the loss of2 Y §aR,damily problems, crimetc).

- Aspart of acontinuum of gambling behaviogr Advocates of this approach systematize all
gamblers in approgate groups from recreational and social gamblers to those with suicidal
intentions. Taking into consideratiothe A Y R A @ garblihgt l@kavior, a gamblés then
categorizedinto their correspondinggroup of gamblersEachgroup islinked to a particuar
pathology and certain groups are considered as problem gamblers groups.

- In terms of harm to an individual and to other$roblem gambling is observed as a factor that
gives rise to adverse consequendbst directly affect an individual and subsegutly their
surroundings (e.g. family members). Adverse consequences can affect several different aspects
of life: intrapersonal, interpersonal, financial, vocational and legal. This context of problem

189Neal, Delfabbré y R h(173$ 6.

190 For more about important gambling terms and their meanings see: National Research GRathalogical

Gambling: A Critical RevigiMational Academies Press 199920
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Business and Economics 35.
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gambling especially emphasizes the impact of indiMidaanbling behavior othe social groups
that surround a gambler.

- As a social construgt Problem gambling is seen as a factor that offends sogltural factors.
Bearingin mind that cultural, social and moral standards are not universal categorieslepro
gambling should bebservablein any particular community. In addition, social processes within
a community (e.g. acculturation) have to be included in the observation of problem gartling.

Attempting to define the concept of problem gambling, Blesgnski and Nower notice that problem

AL YotAy3d Aa | aO02YLIX SE AydSNIOGAz2y 2F 3ASySiAold:
Simple consideration of gambling as an addiction or as a compulsive or impulse control disorder is too
limiting in sch.JS'® Therefore, the system of classification developed by Neal et al. is useful because it
refers todifferent adverse effects of gambling that hit the individual spheres of a gamlilem health
issuestol KS SFFSOG 3l Yot Aysaal &vidnmeny Probiem gayhiRing@gd eknoetlidalQ &
disorder does not necessarily exclude the occurrence of other fafmmoblem gamblingMoreover,
problem gambling as a social construct usually emerges if there are problem gamblers with a medical
disorder. t could be said that problem gambling as a medical disoisigre bags, or at least the most
important factor, that influencethe occurrenceof other forms of problem gambling. Thisay explain

why most studies in the domain of gambling focus on probjmbling as a medical disorder.

Problem gambling as a medical disorder is not explained in a harmonized manner. There is a significant
number of studies in this domain, but there are moiversally recognizedeterminants regarding
problem gambling as a medical disorder. Taking into consideration the guidelines for determining the
problem, one can easilydentify that contemporary medicine contains a screening instrument which
physicians use in order to diagnose thiedical disorder. However, since the announcement of the first
screening instruments, terminological problems regarding problem gamhlwg remained subjedb
scientific debate Namely, the distinction betweerthe terms Pathological gamblin@and groblem
gamblingls still unclear. In 198T.eseur and Blume announced a newstrument for the identification

of pathological gamblersthe South Oaks Gambling Screen (SG&The SOGS makes a distinction
between pathological gambling and problem gamhliAgcording to this instrument, andividualwho

ticks yes to 5 or more questior(eut of 20 questions) could be consideresl pathological gambler
whereasthose gamblers with a scord 3-4 are problem gamblers®

In the years after its announcementhe SOGS has been utilized as a valid and reliable screening
instrument for the identification of pathological gamblers. In addition, it serves as a foundation for
several other valid and reliable screening instruments that have been developeatlathe ndional

and international level.Differences ininter alia socio-cultural factors imposehe need for screening
instruments to be customizable forcertain groups of people or regions. In Canattee Problem
Gambling Severity Index (PGBland the Problem ash Pathological Gambling Measure (PP&WM)ave

193ibid 5-38.

194 ibid 13.

195| esieurand Blume (n175) 1184.

19 Delfabbro, (n 191) 35, 37.

YWl O1AS CSNNR & The/Rnatlidn RBHeR Galg yhyeR: Fina#RepdiiSubmitted to the
Caradian Consortium for Gambling Research February 2001).
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been developed and successfully used in the national context. The PGSI and the PPGM serve for the
observation othe gambling behavioof individuals classifying them ito one of four groups. There are

four catgories of gamblers in both instrumentsn the PGSI: neproblem gambler, atisk gambler,
moderate risk gambler and severe problem gambler; in the PPGM: recreational gambilesk at
gambler, problem gambler and pathological gamB#ihekeything to pint out is that the PPGM and

the PGSI, as screening instruments, contribute to the distinction between pathological gambling and
problem gambling. According to dle abovementioned instruments, pathological gambling could be
taken as a more severe phemenon than problem gambling.

To give an illustration of a different contextualizatiof problem gamblingthat consides different
regions andtheir prevalent doctrines, Neal et al. notice that the terfgroblem gamblin@in North
America sugges@levd of gambling that leads towaspathological gambling, buhat is still & alower

level than pathological gambling. By contrast, problem gambling in Australia tends to entail gamblers
who are experiencing problems, but who do not meet the diagnostier@i(likewise in North America)

as well as gamblers who are clinically diagnosed as pathological gadib¥rerefore, i seems that the
Australian perception of problem gambling as a mental health problem has a broader meaning than that
of North Ameria.

In the recent past, the term@athological gamblinghasreceiveda terminological rival in théorm of the

G§SN)Y W3l Yot The WorliRHealth QBaBibbIbn has its own diagnostic tool for epidemiology,

health management and clinical pgses known as the International Classification of Diseases and
Related Health Problems (ICD). The-10Dpublished in 199", uses the term pathological gambling in
2NRSN) 12 RStAYSIGS I aRA&A2NRSNI O2yaA adohiva®the T T NB|j
LI GASyGUua fAFS (G2 GKS RSUONRYSYyld 2F a20Alf 22 200dzLl
On the other hand, the American Psychiatric Association is the creator of one of the oldest and most
comprehensive classifications for mahtdisordersg the Diagnostic and Statistical Manual of Mental

Disorders (DSM)he current versionDSM5, was released in 2013 and thisaiment utilizes the term

W3 Yot Ay i orBekta iR S MEntal health disorder provoked by gambifig.

Whereas the ICRO0 simply describes what pdiological gambling is, the DSB/contains diagnostic
criteria fordiagnosing agmblingdisorder. This source determinéie diagnostic criteria as follows:

A. Persistent and recurrent problematic gamblingdabr leading to clinically significant
impairment or distress, as indicated by the individual exhibiting four (or more) of the following in a
12-month period:

98256 SNII Wd 2 Af f Al Y BestPyaBicewin B&KPdpulatibrd 3SHANVSNHI> 2W t NBo6of SY D
<https://www.uleth.ca/dspace/handle/10133/1259accessed 4 November 2017.

199 bid 41.
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201The new ICEL1 should be released in 2018. The beta version ofliICBategorizes gambling disorder
(predomirantly online) within the group of disorders that arise due to addictive behakimr more about see
<http://www.who.int/classifications/icd/revision/enf and sttps://icd.who.int/dev11/l-
m/en#/http%3a%2{%2fid.who.int%2ficd%2fentity%2f19395089aécessed 5 January 2018.

202\WHO, ICELO Version:2016shttp://apps.who.int/classifications/icd10/browse/2016/en#/F63>) accessed
November 2017.

203 American Psychiatric Associti(n 182) 588.
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1. Needs to gamble with increasing amounts of money in order to achieve the desired
excitement.
Isrestless or irritable when attempting to cut down or stop gambling.
Has made repeated unsuccessful efforts to control, cut back, or stop gambling.
Is often preoccupied with gambling (e.g., having persistent thoughts of reliving past
gambling experiencesahdicapping or planning the next venture, thinking of ways to get
money with which to gamble).
Often gambles when feeling distressed (e.g., helpless, guilty, anxious, depressed).
After losing money gambling, oftenfredzN}/ a8 | y2 i KSNJ Rl  yiEX 43 3 2 4% BA\
Lies to conceal the extent of involvement with gambling.
Has jeopardized or lost a significant relationship, job, or educational or career opportunity
because of gambling.

9. Relies on others to provide money to relieve desperate financiatisits caused by

gambling.

B. The gambling behavior is not better explained by a manic epi%ode.

o

© N O

Considering thathe DSM5 was announcedelatively recently, there are claims that pathological

gambling is an outdated term and should beplacedby the term Yambling disorde®®> However,

there are inconsistencies with these claims. Firstly, the ICisti$ithe term athological gamblingIn

addition, previous editions of the DSM (DSMind DSMA) usad 1 KS G SNY WLJ (Kigf 23AO0L
order to describe excessive gambling as an impulse disorder. However, alongside terminological
differences, the IC20 and DSM5 do not sharea common classification regarding gambling addiction.
Whereas the ICR20 includes pathological gambliag animpulse controldisorder, the DSM5 classifies

a gambling disordems fallingwithin the realm of non-substancerelated disorderg® It is worth

mentioning that inthe previous edition, the DSM classifilk LI+ G K2t 2 3A Ol flmp@deYof Ay 3
Control Diseders, NotElse KSNBE / f I aaAFASRQ

At this stage it would be inconvenient to clainthat either the World Health Organization or the

' YSNROIFY t a8 OKALI 0 NA@the calpvalidant cohezpbl@ians h2ré amiobdoysa |
scientific disagreements regardimgoblem gambling as a mental health probleNeverthelessthere

are common elementghat are identifiable amongst thecientific findings. Whereas scientists disagree
about the scope of problem gamblingising the questioms towhether anyform of problem gambling

is a mental health disorder, there are more claimhich advancahat any mentahealth disorder that
derives fom gambling isindisputaby, problem gamblingAnd while sientific disagreements about
semantics regarding the problememain diagnostic criteria and classificat®of the mental health
problem existwith scientists agreag that problem gambling as a mental health disorderefers toa
specific pathology that has the characteristics of addictive behavior. Therdfotan beconceivably
claimed that one part of problem gambling refers to a specific sort of addicAdongside various
terminological determiners such as pathological gambling, gambling disorder or compulsive gampbling
medically diagnosegdroblem gamblings an undisputable mental health problem provokeddxcessive
gambling.

204 American Psychiatric Association (n 182), 585.
205planzer (n 40).25.
206 American Psychiatric Association (n 182) 585.
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Responsible gambling

Responsible gambling desess special attention due to ibeing a promising approach towards
preventing problem gamblingTherefore, the following part of the chagt is solely dedicated to
responsible gambling. In the first section the concept of responsible gambling is outlined. Considering
the Reno modé?’, which is taken as a scientific conceptual bdse the modern understanding of
responsible gambling, theubsquentsection extracts the main principles of responsible gamblihgs

part then concludes witladiscussiorof these elements

As presented in the "2 chapter, people have gambled sincéme immemorial For that reason any
prohibitive initiative in this domaias had stern oppositioftom libertarians. Libertarians advocate for
a high level of freedonas concernslecisionmaking and individual judgmenivhich are bothcentral
conceps of their philosophy. Notwithgnding the importance of libertariaideas limitlesspersonal
freedom in the domain of gambling is quite disputaliibe fnal decisioras towhether to gamble onot
shouldbelong to gamblers. However, 3 Y 06 f S N thakeQlecisibn@Hatiage detiched from
pre-exising factors that could influence their reasoning have been a polahipic.

Discussing the ethics of gambling, Black and Ra&ffissgdress a Kantian questian®’! NB 2 dzNJ OK2 A
NB | & 2 y-lindofd& b @nswethe question as tavhen it is reasonable for individuals fmrticipate

in gambling. Accolidg to them, all personal reasons to gamble could be classifiéal two groups:

instrumental reasonswhen gambling is seen as an activity necessary to pursue another gygal (

gambling in order to earn money and obtain wealthand intrinsic reasonswhere gambling is

interpreted as an activity that is valuable per se (e.g. a pleasurable activity that is physically and
psychologically relaxing}® Consideringhe variouspersonal reasonsdividualsmay havefor gambling

Black and Ramsay observe the principles from Fifnisdamentals of Ethi€$, in order to ethically

outline the concept of reasonable gambling. The first principle suggests that a person should not waste
opportunities byresorting toneedlessly inefficient methods. This principle calls upon the consumption

of activities that enrich? y Sp@réonal life. Therefore, if commercial gambling does leaid to an

increase in walth, a gambler shouldeasegambing. The second priciple says that a person must have

a harmonious set of commitments. The principle enlightens the importance of personal lifthand

fields withinit (family relations, professional work etc.). This princigde beinterpreted as a prohibitive

cornerstore related to the ways in which a gamblemay spendtheir money and time invaysthat
jeopardizetheir pre-existing commitments and responsibilities. Finally, the third principle 5 2y 2

leave out of account or arbitrarily discount or exaggerate any Qattift + NJ Fdzf FAf{ ft Ay3d 2028
for a balanced lifestyle in whiato particular activityoverlypreoccupesd 2 YS2y 80Qa f AFS @

207 £ SE .t al Ol eyalAz wz2o0SNI [ | REadedSaredork joRRespangitleNR W { K|
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208Rufus Black and Hayden Ramgdl¢ KS SG KA O& 2F Il Yot Ay3aY FdzZARStEAySa F2NJ
(2003) 3 International Gambling Studies 199.

2091n their article, Black and Ramsay call upon a classification of reasons for gambling announced by The Australian
Productivity @ YYA daA 2y wWSLER2NI Ayd2 ! dzZAGNI fAlI Qa DFYofAy3a LyRdza
gambling are the following: hopes and dreams, making money, social interaction, recreation and charity.

210 3ohn FinnisThe Fundamentals of Ethig@xford:Clarendon Press 19835.

211Black andRamsay (n 208).
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balance between human freedomsesponsibilities and choicehat may lead tonegative effects.

However, their workpoints towards the conclusion thatt is thegamblerswho bear the largest portion

of responsibility for their actions. The claim that the ultimate decision to gamblenigsl to the

individual person and represents a choice, is one of the main pringptetaimed withina pioneemg

scientific model of responsible gamblinghat is known as the Reno modé&F# Notwithstanding the

criticism addressed to this principt® a gamd f SN A& LIS NA 2 Y Isthe flec@Cobidt o2y NBY
responsible gambling.

Developing the Renmodel, Blaszczynskit al. describe responsible gambling @aset of principles,
policies and practices designed to prevent and mitigate potential gami@diaged harms, including
problem gambling!* It is composed of various elementbat are aimed to promote consumer
protection, community/consumer awareness and education about gambéleged harms as well as
access to effective treatment® Thus, the concept alesponsible gambling has quiggbroad meaning.

The essence of the contemporary understanding of responsible gambling is a set of ethical elements
that shape the sphereof action of allthe entities relakd to gambling in order to ensure scially
accepable and desirable gambling.

The principles of responsible gambliddfer from thosestrategies principles and measurethat are
aimedat the rehabilitation ofgamblers who have already suffered gambliatated problemsThe main
goal of the principles of responsible gamblinig to reduce the incidence and prevalence of gambling
related harmsat severallevels (individual, group and societal) through the prevention and mitigation of
gambling related harm&® Responsible gambling ,igherefore, a proactve approachaimed at
prevening problems.

Outlining the concept, Blaszczynski et al. propastipartite model of responsible gambling that
includes responsibilitiekor the three main stakeholders in this domain (government, industry ted
gamblersthemselve} towards the minimization of gambling related harf4sThus, it refers to policies

and practicesthat, through their practical implementationtend to increase the level of consumer
protection, and the prevention and mitigation of gambling relatéthrms?'® Hence, for the purpose of

this study, responsible gambling is defined as a broad concept that includes a set of ethical standards,
policies, legal acts, research and other actions taken byrthim stakeholders in the gambling domain

that areaimed towardsthe prevention and mitigation of gamblirmglated harms.

212 BJaszczynski,adouceur and Shaffer, (n 207) 311.

213 Gerda Reith expresses her criticism towards this principle, claiming that it is a reflection of neoliberal ideas

about responsibility that derivesdm the neoliberal concept of the minimal state, the reduced role of external

governance and the exaggerated importance of individual@&fy i N f & a2NB | 62dzi FGY DSNRI
wSall2yairoAtAieQ oHnnyO0 HH W2dNYy It 2F DFYofAy3a LaadzSa wmi
214Blagczynski, Ladouceur and Shaffer (n 207) 308.
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The pinciples of responsible gambling are ridénticalto the Reno modelThere are various scientific
proposals and opinions about responsible ganmtplNeverthelessfor the purpose ofthis study, the
extracted principles for responsible gambling are based on the Reno model, but strengthened by
additional scientific findings and relevant discussidisere are four principles of responsible gambling:

- Key stakeholders need to work together
- Responsiblgambling standards, policies, legal acts and measures shasilchuch as possible,
be based on scientific and empirical evidence (eviddvased approach)
- Informed gamblers should decide whether to galmor not@ | Yo f SNB& Qoidey F2 N¥ SR OK
- Unjustifiedinterventionis not likely to promote responsible gambling

Due to the fact that the realization of the first and second princigrle considerablyintertwined in
practice, these principles are presexdtin one subsection. After thathe two other principles are
presented.

Before we present the reasons wkgy stakeholders have to work together, we should determine who
these key stakeholders are. Blaszczynski etidgéntify government, industry and gamblers as the main
stakeholderg!® According to the opinion of this stu@yauthor, these three subjects are certainly the
main stakeholdersbut they must be accompaniday academia Cooperation with representativesom

the sciencs is of great importance for realizing the evideAzased approachhat will be discussed
further in the text.

Each of the keystakeholders for implementing the responsible gambling principle hémniration,
experience and knowledgéhat may contribute to the effective and efficient development and
implementation of responsible gambling. For instane@ganizations that provide professional
assistance to problem gambletmve extremely valuable infmation on gambler@experience,and

more precisely on the problems that gamblers have aonw to overcome them. Medical science can
explain such problems from the scientific perspective. Online gambling service providers can collect and
process informatia on gambler behavior and thus complement the knowledbat science and
gamblers themselves do nblaveor cannotobtain. Finally, the government as a stakeholder forms the
policies and legislation relevant for the field of gambling.

In a defined socigolitical and regulatory framework, thgamblingregulationmust be developedThe

role of the government should not be exclusiveen as one that isuperior to other stakeholder©f
course,the government creates a regulatory framewdhat must be repected. Nevertheless, in the
process of creatinfaws andpolicies, the attitudes, opinions, findings and analyses of other stakeholders
should be respected. Such an approach is welcome in order to avoid the creation of policies and laws
whose implementabn would be problematic. In order to illustrate ishproblem, we can take into
account the following example Gambling lawscould impose obligatiors on service providers to
process largesscaleamountsof online gambler§personal data for the purpose oécognizing problem
gamblers with anedicaldisorder. Howevercertain problemsregardingthe implementation of suchan
obligationariseif scientific method$iavenot yet beendeveloped for such an approacim respect to the

219 bid 566.
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detection of problem gamblersFor instance, mfessionals in the field of data science can indicate a
stream of technical obstdes which occyror may occur when online gambler@personal datais
processed.Therefore, an isolated legislative initiative by the government without cosien from

other stakeholders can creatawsthat are impossible témplement(or hardly possible) in practice. On

the other hand, cooperation between stakeholders can resultainegislative solution whose
implementation isfeasible (e.g. gamblingservice providersought to onlyprocessgambler® R G {2
recognizegamblers at risknot medically diagnosed problem gamblers

The responsible gambling approach miglet pursuedwithout the cooperation of stakeholders, but for
the permanent evaluation of iteffectiveness ando work on its improvement, cooperation amokgy
stakeholders is benefici@nd, in a certain sens&ven necessar§° In this respect scienceplaysan
important role. Science is used to indicate problems in the gambling domain, taiplsiyprove certain
hypotheses oevenrefute some scientificlaims.New knowledge could be addressedttee corporate
sector, which in turncould change business practi&c@nd improve the system of responsible gambling.

Thus,Sztainertet al.consider tfat knowledge should notongeSE OK | Yy 3SR X 0 dzfiorthet 82 Wi N

purpose of gambling researéh. The presentation and exchange afdwledgeshould be carried out in
an understandable manngerso to make scientific findings usable. this way, scientfic findings can
influence current legislation and measureshose implementation has not fulfilled previous
expectations.And ®, we arrive atthe point when cooperation among stakeholders might be tightly
linked with the second principle of the Reno médean evidencebased approach.

The observation of scientific findings is crucially important for the implementati@m ef/idencebased
approach. Scientific findings, particularly empirical evideocacerningthe prevention of gambling
related problens, may be used asbuilding blocks forgamblingrelated poliées However,via this
processempirical evidencéasto interlace with more general socjaolitical goals. Furthermore, taking
into accounthow gamblingrelated matters concern psychology, sdoiy, marketing, business, law
criminology, finances, public poficand ethics, the intertwining of findings from various scientific
disciplines seems necessary for the development of responsible gamibleantherefore beassumed
that scientific evidace-based results with interdisciplinary features should steer the design of
responsible gambling. However, usable evidence for the improvement of responsible gamlgigtgptio
have to derive solely from science. It should not be neglected that gamblersl @ime industry may
provide nonscientific, butneverthelesssaluable evidence for the development of responsible gambling
as well Therefore, it might be said that cooperatimamongstthe main stakeholdegsas the first
principle of responsible gamblingenerates(to a great extentthe second one; the evidencebased
approach.

Notwithstandingthe possibilitythat government, industry and scienceagncreate an effective and
efficient system for the prevention of problem gamblirig,is the gamblersthat ultimately decide
whether to gamble or not. Their decision to gambigoses thento gamblingrelated risksIn that light
informing gamblers abouthe adverse aspects of gambling activities before they start to gamble is

220 Alex BlaszczynsiRobert Ladouceuand Howard Shaffedew Horizons in 2014: The Reno Model: 10 Years
LatelQ https://www.youtube.com/watch?v=mjJEGx66 rA&feature=simre video useracessed 4 November
2017.

221 process of knoledge translation is observed ifiravis Sztainert, Hyoun Andrew Kim and Michael Wohl
Wnowledge Translation and Exchange in Gambling Research: A Beginne¥2BLi}elResponsible Gambling
Review64.
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considered an important measufer the prevention of problem gambling. For that reason, the second
principle of responsible gambling is knownshs Yo f SNAQ AYF2NXSR OK2AO0So®

Gamblers decide whether to gamble or not and how much time and money theyd®on gambling.
Thus, personal responsibilityand personal choice inaghblingrelated decisionmaking are essential
principles of responsible gamblingside from the fact that the ultimate decision to gamble resides in
the individual and represents a aite, the Reno model states that for proper decisinaking
individuals must have the opportunity to be inform&C2 NJ G K G NXI & 2 y Ichdiceid| Yo f SN
I WLIA @2 0 f forN&podghblblBamBliviesf Qamblers should be able to make a reasbne
decision based on thie understanding ofthe necessary informatio®* Nevertheless, there is no
benchmark for a reasoned decision thagsults inoptimal protection. Blaszczynski et al. stand for
optimal protection that could be achieved only if a gamlefully informed Thisis a necessary element
for making aninformed choice and for that reasothe information should be relevant, available and
timely.2%

Certain #milarities between thegambler€informed choiceand the informed consendf data subjets

are evident A legal analysisvhich also includesn analysis of the data subje®tconsentis given in

Chapter VIII of this thesis??® Now, if we make a review of the concept afdata subjec® informed

consent we can notice certain controversies agtd to the principle ofgjambler€informed choice In

her gudy of the data subje® conser’, with reference to Brownsword's woi#, Kosta notices that

the condition for meeting the standard of informed consent oy depends on the quantity of data

that is presented to the data subject but also on the quality of information delivered to the data subject.
Therefore,Kostaconsiders that in the process of informitigemselveE (G KS RFGF &dzw 2S00 ¢
difficulty lies in defining in each specific $iti A 2y SKI G AYF2NNI GA2yP°Thed aA Ay A
non-existence of a unique criterion for determining the quality and volume of information is not
surprising Different cases of data processing demand a contextual approach for determining the
condtions for meeting the standard @t data subjec® informed consent. If weonsiderthe context of

online gambling, problems appear both due ttte existence of darge number of data processing

purposes in relation to gambling operations, and the abditplayers to comprehend the consequences

of data processing® Therefore, the following question can be raiséslit possible to inform a gambler

on the aspects of gambling in a mantieat would help limitfuture gambling activities within the limits

of moderate gambling If so, how? It has to be stressed that the Reno moueis proposed in 2004

when online gambling was just a symbolic part of &mtire gambling industry. Today, a fully informed

online gambler isa disputable concept. Presentirgn indivdual with all the possibleinformation in

order to makethem fully informedas concernsghe online environment createthe risk of presenting a

222 Blaszcayski, Ladouceur and Shaffer (n 207) 421

23) t SE . flLai Ol éeyalr yR 20KSNEZ WLYT2NX¥SR / K2AO0S FyR DI
Journal of Gambling Business and Economics 10308.05

224|bid 107.

225 |bid 105.

226 SeeChapterVIll, subsection 3.4.

227Eleni KostaConsent in European Data Protection [(8mrtinus Nijhoff Publishers 2013).

228 Roger BrownswordRights, regulation and the technological evolut{@xford University Press 2008) 96.

229Kosta (n 227) 210.

20 These problemare elaborated in the legal analygisthe 8" chapter.
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very broad scope of information that cannot be easily utilized (because of itsrsize)nderstood
(because oits complexity). It seems that the presentation of relevant information does not coincide
with the presentation ofall possibleinformation. Havingaccess tall possibleinformation isdesirable,

but the presentation ofnformation in order to make a gdofer fully informed about gamblingelated
harms remains questionable due to distinctive personal characterisficgvery gamblerand their
gambling behaviors.

Blaszczynski et al. form the principlegafmbler€dnformed choicein an abstract mannein fact, they

do not determinehow to inform gamblersTheyjust explainthe goal of informinggamblers Informing a
gambler onthe different aspects of gambling activities for the purpesé advocatinga moderate type

of gambling, can be conducted in amber ofdifferent ways.Public campaigns on theegative effects

of gambling are onef the primaryways of informinggamblers A campaign may be carried out among a
specific population (g. students or workers from posuburbs). In addition, the ways oérrying out a
campaign (e.g. holding public debateleaflet distribution, program broadcastd via the media)
influence the selection and presentation of information. Apart from public campaigns, online gamblers
can be warned either through the web pagef online gambling service providers or through the web
pages of specialized organizatiotmat provide assistancdo gamblers.Whilst gambling, gamblers can

be warned ofthe potentially adverse effects of their gamblingspeciallywhenthere isan indcation of
possibé problematic forms of gamblinde.g. an unusual length cd gambling sessions or a high
frequency of gambling in the observed period). Finally, gamblers can be informed on their gambling
behavior andbe giventhe opportunity of carryingout a selfassessment testhat gives then
personalized feedback. Therefore, we can conclude thatpiteeess ofinforming a gambler is carried

out both generally andindividually. As concerns theemporal aspect,the process ofinforming
individualscan hapenlongbefore an individualengages irany gambling activities, immediately before

or evenduring gambling,or after gambling (e.g. by means of behavioral analytic tools that recognize
risky way of gambling and subsequently warn gamblers). If themnisndication of problem gambling,
then itcan be considereflistified to intervene.

{dz33SaiGA0Ss O2yiNRttAY3I YR AYLISNIGABS YSI adaNBa
behavior. However, the freedom of gamblers has to be respected. Unjustified interfesent® a

3 Yot SNR& 0SKLIF @A 2 Nlthef 2ficedodd,y iug mayR AlsoNBévaks Qidintended
consequence$® Nevertheless, it isinclearwhere and whensuch limitations o I 3 | Y Greled®NI &
would bejustified. It is well known that people who lose control over their behavior due to a mental
disorder are restricted in terms of their freedof¥f In most European legislation, a person who is
considered a pathological gambleould be declared a person without full legal capacity. In such cases
guardianship should be imposé#.In other words, legislatiomay restrict the rightsand freedomsof
problem gamblers with medicalisordess for the purpose of preventing the further detioration of

their condition. However, as it was stated, the essence of the responsible gambling appesaictits
preventiveorientation, and not in treating the gamblers whose condition is a health problem. Therefore,

231 Juliet Williams! dzA G NI f Ay DFYAy3 [/ 2dzyOAf > WeKS wSy2 a®RSftY CNEP
European Conference on Gambling Studies and Policy Issues, Malmo, June 2005).

2%2Black andRamsay (n 208) 210.

W5dzaly tI @t 20A0zZ WhytAyS 3l YohEdrghehR CdnfRénse@i Gatlingt Y R | ¢ T dz
Studies and Policy Issues, EASG, Helsinki, September 2014).
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a questionarisesas towhether interferences argustified for nonrmedically diagnosed atsk gamblers
and if so, whefd

Il OO2NRAY3 (2 GKAA adddzReQA | dzi K2 NE 3 vébehlts NduesOl yy 2 i
(problem gamblers with enedicaldisorder) and those who doot (moderate gamblersBetween these

two groups of gamblers are those gamblers whose gambling behavior contains elements of risky
gambling, andvho cannot therefore,be considered moderate gamblers. However, such gamblers are
not necessarily problem gartdss with amedicaldisorder, because there is no sufficiently developed
diagnostic toolwhich can indisputablyindicate the existence of this type of health disorder. It seems
that transitioral gamblers are the target group of those entities who take nueasin the domain of
responsible gambling. Yet, preventionaiso helpful for seeking to ensure thanhoderate gamblersio

not become risky gamblers. Therefore, responsible gambling measures are welcogspdnt toevery

type of gambler where preventive actionsmay help reduce the chances of an escalation in risky
gambling behaviort-or that reason, the responsibamblingapproach has to contain a broad scope of
appropriate measuresEach measure should be carefully selectedorder to enableits purposeful
application Such an approach is relevant not orfity achiewng the best expected result for the
prevention of problem gambling, but talsoavoid the implementation of responsible gamblibging
consideredan unjustifiedform of intrusion.

As the subject of various ethical discussions, gambling has b&endeclared a nordesirable activity

and provocateur of numerous harmSiven the diverse harms outlined in the first part of this chapter, i
seems that thé conventional assertion is not incorrect. However, the notion of responsible gambling
refers to a combinationof a potentially harmful activity (gambling) and a concept with acceptable,
desirable and sustainable outcomes (responsibility). Thus, respergdtohbling is supposed to liee

yin and yangseeking to helgamblerspursuea balanced lifestyle without theccurrenceof gambling
related harms.

The concepts of responsible gambliagd the Reno modeproposed byBlaszczynski and othesse still
evaving. However, here are limitations that have hindered the development of both. Firstly, the
general concept of responsibility is chameldi®. Responsibility is often interchangeably utilized
alongsidesimilar conceptsDistinctions among concepts sicas liability, accountability, ethics and
responsibility hae raised academic discuss®rthat have led tovarious conceptualizations and
subsequent reconceptualizatidi Secondlya lack of conceptual clarity and consensus regarding the
parameters of regonsible gambling has challenged common understanding athe concept. The
creators of the Reno model noticed thaérminological inconsistencies about the related notions (e.g.
problem gambling), differezes amongsé (i I { SK2f RSNAE Q O A 3esponsiBle/ganibkng O2 y O
and their roles in the realization of this concept in practitdes lack of unified criteria regarding
gamblingrelated harms, anda lack of researchare just a fewof the factors that influence the

2% More about the concept and structure of responsibilityddits differentiation from similar concepts @ichard

Mulgan @ ! OO 2 diayeiélYo NXEALD RN I / 2y OSLIGKQ 6 H nnJodathanyGS Kagggell, A O | RY
Wt GK2f 23428548 2F | O02dzyd oAt AdG&Y L/ ! bAba 2 NIRS NEKS o HKr it pf 0S yeIp
Administration Review 98ertWI | LJ Y22 LJA X We¢KS / 2y OSLIi &3 pondibleINR I OKS& X |y
Innovation, in BerJag Koopsand others(eds) Responsible Innovation 2: Concepts, Approaches, and Applications

(Springer Intrnational 2015)
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development, conceptualization arréalization of responsible gamblif.Nevertheless, the principles
of the contemporary notion of responséd gambling as well as their roles imhe prevention and
mitigation of gamblingelated harms are discernable

Certain tiallenges and opportuniteeregarding the further development of responsible gambling can be
identified through a comparative analysis between the concepts of responsible innovation and
responsible gambling. The common groafior both concepts can be found in sciend@novationsare
scientific productswhereas the contemporary designs of responsible gambling are supposed to be
based on scientific findingsScientific researchas a predecessor of innovatiois not immune to
responsibility. Davis and Horst describe the relagtombetween responsible research and innovation as

a lransparent interactive proces®y whichsocietal actorsandinnovatorshecomemutually responsive

to each other with a view on théethical) acceptabilitysustainabilityand societal desirabilityof the
innovation processand itsmarketable product® X ¢ ¢

In his work, Koops notes that authors have several different opinregardingwhat responsible

innovation is. Ithas been described ds WO2y OSLII QX | Wy2(iA2y QX311 QFRA 02
WEALIANI GA2YQT | WySg TFASERtreddfin aalOkRE O NEIKK LI2S Y § NBIL
WK & IH8 Qums up responsible innovation a2 YO AY F A2y 2F (¢2 GKAy3Iao
something we strive for even though wealize it can never be fully attained. Second, it is also a project,

a joint enterprise of an increasingly large community of people who want to bring us closer to this

A R S%7 Entréerated characteristiasf responsible innovatioran be applied in the caeptualization

of responsible gambling. Obviously, it is a conaepose notiondepends on certain ethical discousse

Gambling ethis are not universal and rel on a particular national approach regarding a sort of
gambling?® Responsible gambling is natsi an ethical concept, but a strateglyat is supposed to be
envisagedalongsidepractical measuresvhose impémentation strives foran ideat Gambling without
gamblingrelated harms. In addition, responsible gambling includes the wodnaficremental umber

of people from different communities whose different interests are directed toward a common goal.

Notwithstandingthe numerouswaysof deaing with responsible innovation, Koops discerns twain
approaches, @roduct approach ané process approach ¢ KS hafip#@dezd be oharacterized

by a focus on developing a method, a framework, or guidelines that can be used to make innovation in a
OSNI Ay O2yGSEG Y2 NB pidess hiprpacidan e Shamctesiz&dSal B focus oa i K S
developng selflearning procedures that can be used to make innovation in a certain context more
NB a LJ2 Y& Khesk Syspeoaches mightuggestindications for the development of responsible
gambling. The instruments of responsible gambling shdwgcbf aspecificquality, and supported by

scientific evidence. feasonableamount of scientific findinghasdemonstrated that vulnerable groups

235 Blaszczynski, Ladouceur aBdaffer (n 207) 3087.

BN K wd 51 @FAa YR alal |1 2NAGE WwwSalLlRyarotS Liyy20F GAz2
Bert-Jag Koopsand others(eds) Responsible Innovation 2: Concepts, Apphes, and Applicatior{Springer

International 2015%7.

BBertWF | LI Y221LJaX We¢KS / 2y OSLIiaz pondibleMBolatoli, ndBaxtag Kodps | LILIE A OF
and others(eds) Responsible Innovation 2: Concepts, Approaches, and Applicgionger International 2015)

5.

2% Gambling ethics differ among national Member States in EU. Simibalys and Horst outline the differences

between the ethical standards regarding Responsible Innovation in USA, UK and Denmark. For more about see:

Sarah RDavis and Maja Horgh 236)37-56.

239Koops (n 237)6.
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of gamblers are more prone to becoming addiéfsTherefore, a deontological ethical rule in the
gambling domaimwould imposecompleteintolerancetowardsunderagegamblng. This is an examplef

a specific commitmentembedded in all responsible gambling policies and strategies. Howtheer,
efficacy and effectiveness in the prevention of underage gamliepends on the particular process
designed fotthis purpose. Duringhe applicationof ageverification schemesdrawbacks and problems

as well as new scientific findingadicate room for improvement of the process. These improvements
that contribute to the development of tle specific procegs at hand may thencontribute to the
development ofthe overall system of responsible gamblifidhus, responsible gambling could adopt
elements from the process approach to responsible innovation in order to stimulate reflexivity lknd se
learning.

Responsible gambling should strive for the permanent improvement of gambler protection. It is
desirable that any policy, strategy and practice designed to prevent and mitigate gamddtite
harmsbe evidencedbased. Thus, the implementatiqorocess of any responsible gambling initiative has

to be evaluated and improvedthere possibleThs should be a neveending process due to at least two
reasons Arstly, becauseK S A RS £ A & (i gadblingwithdit amblingNIb f & Vi S Requitds NI & Q
permanent workto improvegambler protection Secondlybecausehe progressive development of the
gambling industry creates novel situational and structural elements of ganMtir§uich novelty
presents novethallengedo the protection of gambleraind for that reasonthe responsible gambling
approach has to be under permanemtaintenance and development. By doing so, the protection of
gamblers will beonstantlyupgraded and possibly enhanced.

Conclusion

This chapterdiscussedhe fundamentalfeatures of gamblingelated harms and problem gamblings

well as the concept of responsible gampliifhe specificities of gambling services, primarily depiciad

the potential harms thatthey cancause,call for the specific regulation of gambling atters. The
protection of gamblersequiresa multi-level approach that includes the activities of key stakeholders in
the gambling domain. For that purpose, responsible gambling is seen as a multifold concept that
encompasses a broad spaamn of activities in favor of gambler protection. Essentially, it is a set of
ethical standards whose principlesn be transformednto concrete regulations and measurebhe

Reno model offers four principles as milestserfer principles, policies and measures that shbul
preserve moderate type of gambling.

A proper balance betweepersonal freedom anéhdividualchoice regarding gamblirgn the one hand
andthe needs to prevent and mitigate gamblimglated harms on the otherepresentsthe equilibrium

that responsibé gamblingshouldaim to achieve Responsible gambling is supposed to be a guardian of
both the personal and social sphereshieldngindividuals and society fromamblingrelated harms and
problem gambling. However, responsible gambling is not a univargiote to the risks and harms
that may derivefrom gambling. Gamblinrgelated risks do nohavethe same effects irall particular
cases. Also, gamblingelated harms and problem gamblinganifestthemselves in various way#n
addition, any gamblingdhavior depends omhe personal characteristicsf the individual in question,
which, in combination with environmental factorgreate said gambling behaviors, including problem
gambling. Moreover, there istill somelack of clarityas towhat gamblingrelated risks, harms and

240See Chapter V, subsection 3.1.1.
241 For more about situational and structural elements see Chapter IV, section 2.
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problem gambling are. Therefore, what is considered responsible gambling is not set in stone. It is rather
a fluid entity, the contours of which are discernable but whose content isto a considerable extent
contextdependent In the future, the concept of responsible gamblingay havea clearer shape.
However, we should not expect that its structure withievesomefinal and unchangeable setting. It is
reasonable to expect that developmexin the online gambling industry willring novelties regarding
structural and situational gambling factors. These novelties will probably affect gambling consumption
and gambling behavior&ndimposecertain needsfor evaluating already exigty measuresupholding
efficient ores, andcreating additionaimeasuredor fighting againsgamblingrelated risks.
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1 Introduction

Advertising isa weltknown way of promoting goods and services. Its ultimate goakasincreasethe
consumption of the advertised goods/servicasd to generate business. Irthe digital environment
commercial communication is based on data processing. In general, it might be claimed that having
more data, particularly dataegardingthe behavior and preferencesf consumers creates better
opportunities for effective commercial communicatiof.he pocessingof data for commercial
communication isan intrinsic part of providing online gambling serviee Online gambling service
providers lave legitimate business interesfer usng gamblingrelated advertising to attract more
gamblers or tancreasethe amountexisting customers/gamblers gambldowever, uncontrolledevels

of gambling might be consideretd lead to (or to signal) problem gmbling. Therefore, this chapter
sheds light on the relationship betweé¢he processingo2 yf Ay S 3 Yof SNBRQ RFGF | YR
the problem gamblingTo this endthe chapterplaces particulafocus on gamblingelated advertising

in order toexpbre whether it can beconsidered to provokeroblem gambling.

Online gambling service providers procase personal dataof online gamblersdor many purposes
otherthanO2 YYSNDA I f O2YYdzyAOF A2y d t NPOSaaAarucal Yot SN
for the regular provision ofservices and implementation ofa responsible gambling approach (more

about this in Chapter V). However, processing the data of online gamblers for commercial
communication purposes can lead to a provocation of probdgmmbling. Therefore, data processing has

two sides poth of whichdeserve particular attention ant be analyzed

The first part of the chapter explains why gambling advertising should be consitierledd to a
gamblingrelated risk. Thehypothesisisthat online gambling advertisingcitesproblem gambling. This
hypothesis is underpinned by empirical findings althetadverse effects of gambling advertising.

The second part of the chaptatescribesbehavioral advertising. Particular attention is/@n to the
profiling of gamblersas anessential technique for behavioral advertisitgesides this, &havioral
advertising and profiling aref central interestto i KS O KdedolitgaNdars&severalother reasons.
Firstly, because of thepreadingof behavioral advertising in the online environment and online
gambling businessSecondly becausebehavioral advertisingan utilize opportunities from the online
environment in order to create various channelsat address personalized advertising appét
Finally, the essence of online profiling used for online gambling behavioral advertiegpi©cessing
of3 YOf SNEQ LISNE2YIlIt RIFGL

Besides highlighting the importance of profiling in the current online gambling context, an additional
goalfor the second part of the chapter is to answer where advertisers gettheirdatd ¢ KA OK 3| Yo f &
profiles are basedn, from An analysisof the privacy policies obnline gambling service providers

242 pdvertising appeal is the central theme or idea of an advertising mesSagieSharon Shavitt and Jing Zhang,
WI RGSNIAAAY T | yR [/ dzf ( dENdydbperlig of Apislied\Rsyshpldgpludie 3, EBeSIRIIME NI 6 SRO =
2004), 47.
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provides us withaninsight into contemporary online gamblingiginess practiceregarding the profiling
of gamblers and the use of gambler fites for advertising purpose$he chapteends with a synthesis,
in which the author presents his opinions gambling advertisingssomething that provokeproblem

gambling as well a®n behavioral advertising and profiling as contributors to successful advertising.

2 The mpact of gambling advertisirom problem gambling

Marketing and advertising are busindssdamentasin respect toinfluencing consumer perception and
decision making regarding certain goods or services. Notwithstantfingpresence ofnumerous
definitions of advertising, one of the most complete défons describest RASNII A aAy 3 |
mediated form of communication from an identifiable source, dasidto persuade the receiveo take
a2YS | OGA2y 3 vy 2%t nfgNibe sdid thak dslverfisiizg idedsSenti@l component dhe
experience economywhich combines psychological aspects withitural patterns in order to create an
effective advertising appeal andconsequently a desirable business outcom¥. The purpose of
advertising was recognized by Zarsky as threefold: to dies©2 Yy 4 dzZYSNEQ ol NNASNAR 27F
Ol LIGdzNB 02y adzYSNEQ |GGSyidA2yT | y®R adhieve tlesegodDG (G KSA
important roles are given to knowledge and experieffdn line with Zarsk® opinion, it might be said

that gambling advertising tends to y T f dzS y O &no@dlédyedahdSehditions in orde¢o persuade

them to startor to continwe gambling.

Q)¢
Q

Thegrowth o the gambling business in the last decade has not tadyto a higher number of service
providers, players and incremental incomes, but asdahe progressivedevelopment of advertising
activities. Gambling advertising is coresield an influential factothat is particular importan in shaping
gambling behavior. Dividing alf the elements that influence gambling behaviotdreither structuralor
situationalelements Griffiths et al. emphasize gambling advertising as the nmpbrtant situational
element?*® Situational elements influence the accessibility and availability of gambling, \vhile
contrast, structural elements influencen 3 I Y 6 tnftNadén to reinforce the gambling activity or
satisfy certain need¥’ The role gabling advertisinchas interms of provokingoroblem gambling is
also explained byBlaszczynski and Nower. Thé#dthways modeDof problem and pathological
gambling*® outlines the overall process regarding the occurrence of problem gambling and mealyingful
integrates environmentalecological) biological and psychological factorgoina unique structure.
According to this modethe first node in the provocation of gambling addiction concdhesecological
factorsassociated with gamblindecological fetors influence the development of subsequent phases on

MWST wWAOKFNR&A FYR /FGKEFNRYS [/ dzZNNI yI WhN)3DIoSrdalady dl RASN.
Advertising 63, 74.

24For more aboutsee: @ W2 A LJISK tAyS LL IyR WHYSa | @ DAf Y2NBX w2 St (
Harvard Business Review 9atrick T. Vargas and Sukki Ydén, R @S NIi A & A y Bhatled Spielkegbrdga e Q A Y
Encyclopedia of Applied Psycholdgglume 1, Elsevier Inc. 2004)-68, Sharon Shavitt and Jing Zhang,

WI RGSNIA&aAyYy3 | yR [/ dzZ ( dBN&dbpetlig of ApKlied\Isyshol¢dpludie 3, EBeSIIIME NI 6 SRO =
2004), 4751.

25¢ | £ ONNGBS] & NAWIF O X ¢ Af 2 NR y ISTrantbyirg and BavieldBtan Raigl @eds),y Y I i K S
Privacy and Technologies of Identi{8pringer 2006)3-9.
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Tobias Hayer and Mark Griffiths (edB)pblem Gambling in Europe: Challenges, Perspective and Prevention

(Springer 2009), XXI.

247 1bid.

248 Blaszczynski and Nower (n174).
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the pathway that leadtoward the development of health problems. Ecological factors refer to policies,
regulations and social factors that create an environment for the promotion and accessibility of
gambling. Obviously, gambling advertisiisgused forpromotion and accessibilityand is therefore
consideredas an important ecological factoin line with Blaszczynski and Nowegnodel, Shaffer et
al2® suggest a broadange of factors that influencegambling behavior. They contend that gambling
behavior depends on individual and environmental factéesctors such akils, erroneous perceptions,
vulnerable personalies, mental illness,and neurobiological defectsare considered asndividual
internal factorsthat shape particular gambling behavior. All other elements that contribute to gambling
behavior, including advertisingre external or societal factors. Shaffer et al. cléat the presence of
a2 O lefviroirental toxinQincreases thelikelihood of the occurrence of gamblingelated
problems?®0

Empirically validated studies contribute to the explanation of the relation between gandaivertising
and the provocation oproblem gambling. These studiamalyze the impact of gambling advertising and
clarify thepossible relationdetween gambling advertising and factors that provoke problem gambling.
However, the findings should be taken withution due to certain scientific limitations.

Before seeking toexpldan how gambling advertising influences gambling behgviartain scientific
limitations to empirical studies omhe impact ofgambling have to be underlined. First of &@limust be
stressed that there is a paucity of research regarding the influence advettiagan gambling. There is
insufficient empirically validated evideno& how gambling advertising influences gambling behawor,
provokes gamblingelated harmsand as tohow advertising regulations influence the minimization of
gamblingrelated harms’®!

The following problem refers to the diversity of markets and marketing gibals are observed in
scientific research. Marketing activities often generate ddfe resultsin different markets. Thus,
gambling advertisindnas a different impact on mature marketthan it does onimmature ones>? In
addition, marketing goals may serve various purposes (e.g. to expandistener baseto retain old
gamblers, to cosolidate the position of a company on a market to increase sales). What more,
cultural differences among nations makiee standardization ohdvertisingand marketing strategies
difficult.?>® Thus, the impact of gambling advertising not only depends oparicular advertising
AGNF GS3e I yR O z2ofardiheadcdpance abuil akhientizih@ dppeal, but also asther
various culturafeaturesthat are specific tahe observed market.

Regarding methodological problems, it has to be stressatl riiost studies that address the impact of
gambling advertising on gambling behavior are based on qualitative research. The studies are mainly

249 Howad J. Shaffer, Richard A. LaBrie and Debi LaPMatgng the Foundatiofor Quantifying Regional

Exposure to Social Phenomena: Considering the Case of LegaleédfGAy 3 | & | tdzofAO | SIfaGK
Psychology of AddictiveeBaviors 40, 442.

250 |pid.

Bladriant | NJ S | yHespéaniblk Madkiting awd Advertisingi DF Yot Ay 3y |/ NXheA OFf wS@
Journal of Gambling Business d@acbnomics 2121.

252 |bid 24.

253 Shavitt and Zhang (n 2428.
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conducted by interviewing gamblers. Therefoeelfassessmentsnade by gamblers ara prevalent

factor in obtainng results.In this respectthe validation of the results could be disputaptieie to the
possibilityof anover/underestimation by the gamblerof the factors that influence gambling behavior.

The majority of studies conclude that those gamblers whe re@re adverts are more easily persuaded

to gamble. However, the gamblers who gamble the most are more likely to see the atiteérts.
addition, there is a concern that more frequent gamblers could overestithetg@ower ofadvertising as

a gambling trigger whereas less frequent gamblers could underestimételn addition, a pure
connection between advertising and gambliredated harms based on a single distribution thedtys
contested. The development of gambling behavior depends on a variety of elsnmBEmecorrelation
between problem gambling and an isolated environmental factor such as advertising could exclude the
influence of other aggravatingelementsp ¢ KSNBTF2NB>X . AyRS aidlidsSa GKIG
impossible, to assess how many peoghlamble excessively because of a direct or indirect influence of

I ROSNEKR aAYyIde

Finally, the online environmenpresentsadditional problems for observinghe impact of gambling
advertising. National and international regulatory bodies can follow the ueegy and ways of
traditional gambling advertising (e.g. TV advertising, billboards). However, it is very diffibuifd@an

I OOdzNI G S ofdohmyeRrial Gdmml$@atiowithin the online environment. Hence, reliable data
about thescope, frequencand content of online gambling advertising is relatively unattainable.

Despite the limitations mentioned abovendingsfrom the few empirically validated studiethat do
exist, do give strong support to the claiimat certain gamblers areriggered by gambling advertising
and that thisinfluences gambling behavioncluding the provocation of pathological gambliig the
empirical research conducted bgrant and Worregardingthe demographic and clinical features of
adult pathological gamibrs, it was reported that gamblers triggered by advertising probably developed
pathological gamblingehaviorssoon after the onset. They explain this tendencypbinting tothe fact

that constant exposure to gambling triggers theg@ to gamble As a cosequence, gamblers quickly
engage inpathological gambling>’ However, gambling advertising does not have the same impact on
everyonewho forms part ofthe overall gambling populatior€Certaingroups of gamblers arespecially
affected by gambling advertigy and gamble even more than usual when triggeré¥iBindeQ&a a G dzR@é X
conducted byinterviewing 25 gamblersiemonstrated thatb of the 25 gamblers were under the nen
negligible influence of gambling advertising. These gamlienstified advertising aeing a powerful

BAURAY2Y tEFYTSNIFYR | SFGKSNI 2 NREfSY We¢KS /2YLI NFXGAGBS 9F
of Advertt Ay 3 2y t NRLISyaAiide TFT2NI tNRofSY DFEYofAyaQ o6wSalLlRyai.
< > 51.

255 This theory associates the rise of certain trends with other pagicchanges in society. The application of the

theory might be found in the work of Grun and McKeigue. They proved that a higher prevalence of excessive
gambling in the UK was the consequence of the introduction of the national lottery. For more abordsisasch

see: Lucia Grun, Paul McKeigu®revalence of excessive gambling before and after introduction of a national
f20G68SNE Ay GKS ! yAGSR YAYy3aR2YY | y2(KSMHdRten9BaXt S 2F G(KS
256 perBinde, Bambling adveising: A critical research reviéw 6 ¢ KS wSaLl2yadAo6t S DIYofAy3 ¢
257 Jon EGrantand SucVon KinE W5 S Y 2 3 NI dalKdatlreslofyl &l aduft gatfidlogicll Yo f SNEQ 6HAnm
62 Jounal of Clinical Psychiatry 957

%8t SNJ . AYRYS WKBLILXYNI OG 2F DIYofAy3dI ! ROSNIAAAYIY 1y Lyl
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gambling triggethat isdifficult to cope with. Gambling advertising hindered thémrespect tocutting
downon theirgambling activities anthe fundsthey wouldsperd on gambling?>®

A ¥ 4 A x

Besdes certain temptations & K & | FFS O S Rity to caatrolvilielr §amklilg béhavior,

scientific studies reporteda misperceptionamongst gamblersoncerninggamblingrelated harms.

Investigating gambling behavior among 194 adult gamblers in theYa&n et af*® demonstratedthat

gamblers are awar of the influence of gambling advertising on gambling behavior. However, according

to their results gamblers consider advertisirtg be a factor which impacts others more than it does
themselves®! A particularly high level of misperception about gamblmas indicated among yog

people Derevensky et al. found that gambling advertising has a particularly strong influence on
adolescents. Among this group of consumers, advertising iseffagtive atattractingnew gamblers as

well as maintaimg levels 6 already created gambling behavi®?. Their study declares that yog
peopleconsider gamblingpbead a2 OA I f £t & | OOSLIiF6fS F2NMN®2F Sy dSNII

In one of the rare studiesn the influence gambling advertisid@son online gambling behaor, Hing et
al. arguethat advertisingcontributes to an increasein online gambling® The study revealiow
marketing activities regardintipe provision ofonline gambling serviednfluencethe gambling behavior
of different types of gamblers, includjrgamblers undeakingmedical teatment. It was concluded that
the role of advertisingf online gambling in attracting new users is limit&dHowever, advertising and
the promotion of online gambling increaskevels of gambling among the current populati of
gamblers, especially among online gamblers and gamblers who bese treated for addiction.
Advertising tempts gamblers who try to leave or limit the scope of gambilingermining their
resolutions to limittheir gambling?®® In addition, thed (i dzRr#lifigs confirmed that secalled lapsed
gamblerg®’are also tempted to gamble again after seeing promotion advertising of online gambling.
Finally, the largest population of the research sample agreed that promotion and advet&achdgo
longer gamling sessions anan increase in the amount ¢ifne spent on gambling’®

It appears that gamblers hawestronger associatiowith gambling advertising than negamblers and
those gamblers that gamble very rarely. This fact is confirmed by @rétydy?*® In addition,
Derevensky et alstress that problem gamblers are more attentive to gambling advertisements.

259bid 54649.

260 Sepunmi Youn, Ronald J. Faber and Dhavan V, Sesitricting gambiig and the thirdperson effecRé6 Hnnn o mMT
Psychology and Marketin§33.

261 Mark D. Griffiths'Poes Gambling Advertising Contribute to Problem Gamtiing® H nnp 0 o LYy dSNY I (A 2
of Mental Health & Addictioid5, 18.

2WSTFSNE 5SNB@Syale |y RandningtSeNdipact oPGayhblifgWdvertsBn@htson { { dzZR& 9
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2651bid 404.

265 1bid 405.

267 apsed gamblers are pathological gamblers who stopped gambling in order to start treatment for their

gambling disorder.

268 Hing and thers(n 264)405.
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Thereby, problem gamblers are more likely to recall gambiitated advertising which, as a
consequencecontributes to an excessive way of gamblid@ The presented scientific findingahich

are mainly based on quantitative researckeemto confirm that we ought toconsider advertising a
gamblingrelated risk. However, it is quite reasonable to wonder why gambling advertisayglead to
adverse cosequences. Again, despite the limited number of scientific findings, there are qualitative
analyses that provide interestiranswers to this questian

The most common goal of advertising strategies is generally considered to be therreaapositive
perceptionof certain productsn the eyes of the consumeBinde considers fantasiespecifically those
fantasies about becoming happgs a crucial factor for the success of gambling advertising. These
fantasies/dreamsare the common denominatobetweengambling and advertising* Froma business
perspective it is quite legitimate to utilize various strategies to advertise gambling as a sort of desirable
entertainment in order to forma positive perception about gamblingmongst consumersvioreover,
gamblng advertising is notinique in creating positive public perceptiosiabout a service that can
obviously jeopardize human health. Making parallels between the advertising of tobacco and gambling
in the USA, Friend and Ladd discovetiedt middle-school andhigh-school studentsvere subject to

high levet of exposure to tobacco and gambling advertisements. Misinformation andck of
understanding abouthe risksinvolved in the consumption of said products/servicas the resultof a
successful design ofhe correspondingadvertising campaigns that formed positive perceptions
regarding said products/serviéé& However, the success of advertising strategiesidencedby a
positive perception about gamblinghould not onlybe ascribed to the design of aditesements and
related game%3, but also toa cultural acceptance of gamblifig

Whereas advertising strategies regarding the promotion of tobacco exploited certain social features of

youth, such as dissent and escapféigambling was presented as a sogiatceptable and desirable

way ofhavingfun throughits close connection with sporiThe elationshipbetween sport and gambling

influences the positive framing of gamblin§® McMullan and Miller noticd that the W& LJ2 NI A FA OF G A 2
I Yot Ay3a I IYRAGNSES MréconimbriiOths day and ag&” Notwithstandingsomemain
concernsregardingcooperation between sport associations and gambling companies that mainly refer

to the preservation ofhe integrity of sportand the protection of consumet$, this kind of cooperation

210 Derevensky and others (n 262) 31.

211 John L. McMullan and DelthéaA £ £ SNE W! f £ Ay H ¢ KSaO2NE SNV tf A yf R GSWI R KA
(2008) 22 Journal of Gambling Issues 230, 244.

22y NBY . @ CN&R Sy R Ydutfi pamBliSghiN@EtSingt Abreview &t RRelesspns learned from tobacco

O 2 y (i NP f1&Drugss educdhion, prevention and poli2§3, 28688.

213For more aboutseaV2 Ky [ ® aOadzZ f Iy FyR aStAiaal YSNBAYyI W{StfAy:
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is very lucrative and usually realized with mutual satisfaétfohe sportification of gambling forms a
positive impression of gambling and connesp®rt, gambling and dominant cultural patterf#$ It could
be said that sport elimiated the anathema of gambling as a vice @rehsformed itinto a socially
acceptable leisuractivity.?8!

It could be summarized that despitdne limitations of empirical research regarding the impact of
gambling advertisingn problem gambling, it is diffult to refute the likelihood that some form of
correlation existsbetween thesetwo phenomena. Whereas empirical studies indiceéstain elements

of these correlations, additional scientific studies reveal the social and cultural factorsdkplainthe
relationship between gambling advertisiragd problem gamblingHowever, the presented findings do

not focus on particular kinds of advertising strategies. Taking into account the role of data processing for
commercial communication purposes, the follogyisection sheds light on behavioral advertising and
profiling.

3 Behavioral advertising and profiling

Online behavioral advertising is a digital marketing tibait is very present in the online environment.

Digital marketing serveso promote products services and brands through electronic medfaln

comparisorto the traditional way of advertising behavioraladvertisingincludesthe increasedpresence

of proxy companiesbetween the advertiserand the publisherthat optimize advertising activities an

lead tomore effective outcome?®® The effectiveness of online behavioral advertising is in the sending

2F FROSNIAaAAYI GKIFG FLILISEE & inparticular peoguttd®y S O2 y & dzY S N.

In general, the process of online behavioral adventjsian be divided to two sets of actions. Firstly,
companies observe the behavior of individuals over time. They look for characteristics of behavior
through the action®f said individual$web browsing activities, site visits, time spent on sites, kegg/o
online content production etc.). The purposs observing their behavior is tgrofile potential
consumers in order to create a more detailed pictuegardingtheir interests, preferences and life. The
second set of actions comes afteaid profiling and mainly refers tathe sendingof profile-based
advertisementghat areconsideredrelevant tothe personal interests ohdividualconsumers®

Online behavioral advertising and profiling are based on the complex process of knowledge discovery in
databases (hereinafter KDB¥ Y55 A & RS fontyiviaRprotess ofl identifying valid, novel,

291 §§  sThe@BdddingRiélationshipBetweenFootballSponsorshigndGamblin® 6/ £ @Ay | @ NBX | dzaAd
<http://calvinayre.com/2013/08/29/sports/footbalsponsorshipand-gamblingrelationshipt, accessed on'3

March 2016

280 McMullan andMiller (n 271) 243.

281 adrian Parke and others (n 2635.

B2YRA I A G Busiheds|DBtiprapgatL0)//waw.businessdictionary.com/definition/digital

marketing.htm$ accessed 23 November 2017

283Eyropean Interactive Digital Advertising Allian@es(! | 0 = W, 2 deNh Gujtlé th @riine Béhavibral

al NJ S tfpyvav@.yauronlinechoices.com/uk/aboubehaviouraladvertising accessed 23 November 2017.

284 bid.

B5Article 29 Data Protecti6 2 2 NJ Ay 3 tFNI@X WhLAYA2Y HKHaAamn 2y hyftAyS
WP171, 22 June 201054

286 Usama Fayyad, Gregory Piatetsiyapiro, and Padhraic SmytArom Data Mining to Kiwdedge Discovery in
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potentially useful and ultimatelyygi RS NB (G | Y RI 0 f S 2°[Barketiysystams based Rit KDD ® ¢
analyze customer databases in order to determine differenttamasr groups and predict their
behavior® Ly 2NRSNJ (2 SELX I AYy K2g O2yadzYSNEQ AyiaSNBai
observation ofthe process oprofiling. The following sections explain what the process of profiling is.

The notion of profilng is explained through the context of a story about timgotheticalgamblersg

Alice and Bob. The incoming ssctionsLINBE A Sy i aS@OSNIf FFOdGa FTNRBY ! £ A0S
can reveahew information about them andxplorescertain controversssurroundingprofiling.

[ SGQa GGNEB (2 OB®HEEsSANcE &nd Botwarkis the sgne compaimyvhich isbased in
one of the suburban areasf their city. Alicehas a repetitive daily and weekly routinghelives close to
the city center and is used to biking to her jebery morning. Shalso takes the same rout® come
back home every day after 5 pwhen her shift is officiallyover. During the weekenddlice visits the
central city stadium to watchher local soccer clubplay. This club competes in the national
championship.

Unlike Alice, Bols amore dynamigerson. He is a single younganwho regularly works outandvisits
different bars and nigiclubs. Traveling is his passion ahd often vig#s new places. One of his
repetitive habits is visiting the restaurant nearbig Workplace during lunchtime.

Despitethe RA FFSNByYy 0Sa 0S0G6SSy . BdhshagdommbripasSiehar onfine FSa i & f
gambling. Aliceprefers inplay betting®®® Her weekend routine includes betting aime game result of

the soccer clulshe watchesBob does not bet, bulie prefers online casino games, especially roulette.

He is a more frequent gambleand hisgambling behavior includes several daily gambling sessions
especially duringpis lunchtime,but alsoin the evening and at night.

Toexplan how profilingworks, we carstart with the epilogue othis short story about Alice and Bob
bearingtheir gambling interestin mind. Both Alice and Bohavereceived attractive advertAlicewas
offered a special bonus for 4play betting on mobile deviceand, in addition, was awarded with a
special discount for a fuleason ticket for gameat her local soccer clubBob, on the othe hand,
received an offer for a cashback bofiisas well as a lunch discoufar a restaurant not so far from his
job. It seems thathe advertising and offers they received really matchieeir personal interests. If we
suppose that Alice and Bakceivedthese adverts as a consequence of online behavioral advertising,
then it would be correct to infer thathe perceived features of Alice and Bob gambling behavior are
based on a complex process of profiling.

287Usama Fgyad, Gregory Piatetskghapiroand | RKNI A O { Y@ iKXI WYy2¢f SR3IS 5140208
! YyATe@Ay3 CNI VERcdedings, 196ntpd/Fwwasasorg/Papes/KDD/1996/KDDY6

014.pdf accessed 23 November 2017, 83.

288 bid.

28|n-Play betting is betting that takes place after an event has started and up to its conclesianore

aboutsee: Betffaiweb pag& W2 KX I & & 0 Bipd/beftAKb@tfair.com/whatis-in-play-betting.htmb>

accessed 23 November 2017.
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The process of profilingan beobserved from arious perspectives. According tiee GDPRprofiling is
RSTAYSR a alye F2N¥Y 2F |dzi2YFGSR LINRPOSaaAy3a 2F L
evaluate certain personal aspects relating to a natural person, in particular to analyselan gspects
O2yOSNYyAYy3a GKS ylFGdzNTFf LISNA2YQa LISNF2NXYIyOS G 62
AYGSNBadGaz NBEAFOALAGRE P0OKSK FLAMRANTA & 2y0F 12AR YR I20N)  YRRED
of operations which is performedn personal dat&? or on sets of personal data whether or not by

I dzii 2 YI G SR 2¥A&slwg éan skeX pefsabal data can be processed by automated or other means.
Nevertheless, the GDPR defines profiling solétiiin the parameters oprocessed data by aomated

means. Therefore, for profiling purposese not onlyneed available data, but alsthe means forthe

automated processing ofsuch data - a computer, the internet and smart algorithms whose work

combine the fields of artificial intelligence, datarinig and machine learnirig?

Personal data can be processedth at theindividual andaggregate levelFor profiling purposeshe

aggregate level is particularly important. Namely, profilprgvidesthe meansfrom whichto infer

knowledge about an indigual who is not directly observe® The knowledge about a particulgpe of

individual (e.g. Alice or Bob) derives from KINDDis composed of several phastmt include data

collection, data preparation, data mining, data interpretation and actingnugiscovered knowledg#®

These phases serve to extract knowledgem huge amourt of data througha Wi KINSSNJI laNE 0S4 & Q
data collection, analysis and u%g.

The KDD process begins wihdetermination of the goals andthe selection of data that will &

processed. In casesuch as thosef Alice and Bolone can assumé KI i G KS | ROSNI A aSNRA&
an advertising appeal that meets the personal interests of its consumers. After determining the goal,
useless and inaccurate data should be eliminafedy. some available location data that does not

indicate gambling behaviofj® Afterwards, methods for further data processing have to be decided

upon (e.g. clusteringthe application of association rules, regression, summarization etc.). The following

step is known as data mining. Data mining requests the applicationnddilgorithm that matches

previously determined methods. Data miningaisthe core of KDDwherenew pattern$®® in datasets

21GDPR, Recital 71, art 4(4).

292'nersonal data' means any information relating to an identified or identifiable natural petdata(subject’); an

identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an

identifier such as a name, an identification number, location data, an online identifier or to one or more factors

specifc to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;
GDPR, art 4(1).

2983 GDRR, art4(2).

294 Martijn van Otterlo,YA machine learning view on profilifig Mireille Hildebrandt and Katja de Vrigsds),

Privacy, Due Poess and the Computational Tufithe philosophy of law meets the philosophy of technology

(Routledge 2013)0.

2% |bid 41:42.

2% Bart CustersThe Power of Knowledge: Ethical, Legal, and Technological Aspects of Data Mining and Group

Profiling inEpidemiologyWolf Legal Publishers (WLP) 2004207

297 7arsky (n 245)-8.
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are discovered or suspected relations are confirff@dlhroughthis pocess, the information about
AliceQa LINB F S NB ypl@yJattingl ehaBobMIAR  IAJ§6E énling rgulette obtain new valueThe
conjunction of this data with the location dataof where gambling sessions take pladkli¢e at a
stadium; Bobat a restaurant) and data about the time dfieir sessionsAlice at the weekend during
games; Bolevery day during lunchtime and evening houpsdvides service providers withew facts

Now, Alice and Bolmaybe aware of these fact$lowever they may not be &are of certain patterns in

their gambling behavior (for instance the rule that online gamblers who prefetaiy betting more
frequently bet on the first goal scorer than those that do not practice this type of betting. Later on, this
rule will turn out to be correct inAliceQ &  OThisir®uelty is the essential elementtafth data mining

and KD Thus, Hildebrandt et atlaim that the knowledge obtained from profililgA & | LILJX A SR ( ;
individual user tanfer additional facts, preferences and pr&a¢& R A y (i ¥ yhithe tast ahase of
profiling, the obtained knowledge could be checked and reconsidered. Once the knowledge is
confirmed, it could be presented and applied. During the applicatibeaid knowledgdor marketing
purposesconsumers suchs Alice and Bob receive advertising appeals that meet their interests.

Profiling might be perceived as a useful proctss contributes to progresse developmentsn various
domains - industry, science, marketing, finaew crininal investigatiors, national security etc.
Notwithstanding the fact that profilindgpringsa new quality to existing knowledge, it is a proctsst
carriesvarious risksConsiderindnow behavioral advertisinganconsiderably affecthe personallivesof
individuals an importantquestionis whether consumerssfich asAlice and Boblunderstand the logic
behind these processeandtheir effects and whether they areaware of them in advance, before they
start gambling

When poposing the Renomad, A 14 | dzi K2N&E 3+ JS | GSNE AYLRNIIF Yy
informed choice®® However, profiling processes carried out for commercial communication purposes

R2 y20 O2y(iNROGdzGS (2 GKS LINARYOALX S =adftheffervi®df SNE Q A
profiling technologies cannot be estimated in advan€kerefore, it is quitea challenge to inform a

gambler about what is going on whenthe profiling process is carried out. Evem profound
understandingof the technical aspects of therofiling procesqregardless of how complex they are)

would beinsufficientfor estimating the effects profiling will have in the domain of online gambling
Analyzing the risks d@he practice ofprofiling, Hildebrandt realizes thahe customization obervices is

often based on fitting data subjects into previously formed categofiel that way the data processor
classifies data subjects according to their similarity. Alice and fBolexamplemight be very different

types of gamblers. Alice coulata moderate gambler, Bob could begambler at risk Theymay even

have afriend, Caro] that is a problem gambler with a medical disordér.this case, we would have

three different persons and three different types of gamblers. However, Bob and Cigiad Inelong to

the same group of online gamblers, due to their preferences toward (for example) online roulette,
whereas Alicanight belong toa group of gamblers that preferonline betting. If they use the same

300 Custers (n 296) 18.

301 Talzarsky(n 289).

302 Martijn van Otterlo(n294)42.

303 For more about seer@pterlll, sbsection 4.22.

MaANBATES I AftRSONIYRGZ WtNRFAEAYI YR LRSyGAdGe 2F GKS
(eds),Profiling the European Citizen: Cr@isciplinary PerspectivéSpringer 2008), 30306.
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online gambling servicé might be presurad thatprofiling each of these three personsuld bebased

on the same technologyhe pecific decisionsnade byBob and Carahay not necessarily differsince

they prefer the same type of gambling. However, the effect behavioral adverhamon then might be
considerably differentOne could imagine a scenario whexker receiving acommercial communication

based on behavioral advertising, Alice kegambling in a moderate way, B@&xperiences a negative
change irhis gambling behavipincreasinghe amount that hegambks,and Card & & Aviod#nd) A 2 Y
based on her propensity fahasing losses. Different scenarios,arecoursealso possible. However, it

has to be stressed that by eliminating unique personal factors that shape gambling drettawidata
processor decreasetheir ability to find out whether Carol is allowed to receive any commercial
messages about gambling. For that reason, commercial communication based on behavioral advertising
might expose Carol to higlvek of risk by j@pardizing the principle oB Yo f SNBEQ Ay T2 N)XSR
which promotes decisiormaking in relation to gambling without any coercion, inducemerar
influence3%

Apart from creating risks that may jeopardize online gamblers, behavioralriiglng might endanger

GKS LISNE2YFf LINAGFOe 2F 3IILYotftSNARA (220 ¢OdBplesS (62 |
and dynamic environmentsvhich are composed of the interplay between family relations, social
activities, professional obligationsid gambling habits influence (and are influenced dginblers such

asAlice and Bopand theirgambling behavior. However, only a faspectsof Alice and Bob's lives are

of interestto online gambling service advertiseiet, keeradvertisers not only déect as much data as

possible regarding Yy A Y R pattituRwdgarhibiing behavior, but also purposefully process data that

may lead toeffective commercial communication. Therefore, the process of profifimgncerred with

certain features of Aliceral Bob's lives. It might be said tithe profiles that are formed foAlice and

Boh for commercial communication purposesre contextual organized fora certain purpose within

determinate aims. Thus, profilings not concerned with thespheres of a pdB 2y Qa t A TS GKI
necessanfor the purpose at handFroma business perspectivihis is quitea legitimate approachFor

example, m the story about Alice and Bob, several pieces of informatiahpertain to different facts 6

their livesare noiceable Some such information is concerned with their location, amdlicates their

workplace,! f % @l&& of residencéier Bikingroute, the placs where they bet and the restaurant

where Bobhas lunch. Online gambling service providersprobably rot interested inobtain allof this

data. However, some of the location datuseful to ginan insightimo! £ A OS | y Positicho Q& 35
and the possiblémplicationsthis has ontheir gambling behavior. Location based inferenc®t only

involve thetracking of subjects, but alsbe collection ofinformation about the locatiori® Therefore, it

could be presumed that the central city stadium is quite a convenient place-fidaynbetting. However,

Alicea 3AF Yot Ay 3 N G dzl fherhdine dD@ hervdd®lacs. FSholilds wednfetiNgReY
R2SayQd gtyd G2 3l Yoft S Enfamily NiBmybérs o2 dlledagéeS? InCadeiBng dza S
the location ofthe gyms, bars and night clubs thBbbvisits are useful for different sorts of inferences.

The convergence alata about the location wherke gambles (e.g. a bar or a night club), data about the

time of gambling (e.g. latat night) and data related to ie gambling behavior (e.g. incidence and
frequency of gambling) may indicate problematic belba Despite the lack of conformatipthis isa

possible inferenceProfiling may lead to different social conclusions that affinet personal livesof

individuals Maybe our gamblers are afraid of stereotyping aih stigmatization associatedto

305 For more about see inf@pter I, subsection 4.2.2.
w2y fR [ SSySax wwSLI ey aAyR aé { (SLXK®roflingthaBuldfiant £t S | A f
Citizen: CrosBisciplinary PerspectivéSpringer 2008), 166.
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gambling, and how this may affect theirelations with their colleagues, family membend overall
environment.

It could be concluded thatagningan insightimo & 2 YS 2 y SQa 3| YendirdsthdobseSatidn @A 2 NJ

of his/her particular state. However, se&5 LINR OA RS NB &gli€itid&aOand fArther 6 £ S N& Q
conclusiongincluding those necessary for profiling purposes and behavioral advertising) are implicitly
made,usually by categorizing data subjecttipre-formed categories of consumers. Such @pr@ach

is not necessély wrong, but requesta large volume of data to be processed in a very sophisticated

way. For that purposausing as much available data sources as poss#@msdesirable.

This setion is concerned with the policieservice providershave N3 NRAyYy 3 (G KS dzasS 2
personal data for advertisingurposes Privacy policiedrom a selectednumber of online gambling

service providers have been examined in order to retteabusiness practice regardinthe processing

ofAl Yot SNBEQ RFGF F2NJ 0KS LlzN1JR2 a$S 2the sougkéestr@mvaibd £ | RJ
service providergsanobtain gambler datahat is thenused for behavioral advertising.

In order to achievehis goalan analysis othe privacy policies of1 online gambling service providers
has beercarried out The selection of online gambling service providers operating in Europe was based
on their presence in the most developed markgethe United Kingdon{UK)¢ and on their size (large

and small providers). Relevant datastaken from the Data Report created by Gambling Compli#hce

a global provider of independent business intelligence to the gambling induRticies from he five
largestonline spots betting providersBetfair, Bet 365, William Hill, Paddy Powand Ladbrokey who
together havea UK market share of about 75%ere examinedThe privacy policies aih additional six
operators Betfred, Stan James, Coral, BetClick, BeawihBet atHomé, who have from 2.5% ta less

than 1% presence on the UK online sports betting mankete also assessed. In total, the UK online
sports betting market presence of the listed companies waseximately 84%

TableIc{ SNIIA OS LINE gnithie §Kdnkhe dpinthetti@ig/nket i 2012

Service provider | Market share
Betfair 22.0%
Bet 365 19.0%
William Hill 15.0%
Paddy Power 12.0 %
Ladbrokes 7.5 %
Betfred 25%
Stan James 2.0%
Coral 25%
BetClick <1%
Betwin <1%
Betat Home <1%
Overall Approx. 84 %

307D Yot AYy3d /2YLIE AL YOSS WOdNR GBI wSWS BRI 6 8BRMAYEAXSOamNg S
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The referenced source about the market shardhaf observed companiesefers tothe situation of the

UK market in 20120f course this source igelatively dated However, dudo the fact thatthe latest
data repors are inaccessiblehis report from 2012 has been used, and can be considered sufficiently
reliablefor the selection of large and small provide© O2 NRA Y I (2 {dh&xpéridadek 2 N & K
relation to the online gambling domain in the EU, and adaag to various available data sourcéise
service providers whose policies were analyzed are still the magsbrtant industry representatives.
The positon of thébiggestcompanies in the markdtas not changedespitethe arrival of some other
serviceproviders since 2012% Additionally, all observed operators are still well positionéd the UK
market andin the various markets across the EU. In addition, the observatigdheoprivacy policies of
those companies that are not included in the researamgle demonstrated insignificant differences
between them and those that are included in the sample.

The analysis sheds light on various sourcsed for the collectionoB | Yo f SNA Q LSRR vy I f R
data collected for commercial communication poges. Due tahe vague limits of data processing

purposes thissection not only observe data sources that would only be used for commercial
communication purposes, bus also interested imlata and sources that are used for other purposes.

The reasons fosuch an analytical modus operandi drat 3+ Yo f SNAE Q LISNA 2¢ftenf R 4
serves manyurposes and that datthat is of nocurrent value for commercial communication purposes

could gain value for advertising purpose in the future (nore detailsand an indepth analysis on

different mechanisms and purposes fitie processing ofjamblers’ personal data are presented in the

following chapters)

The research has shown that online gambler datenainlycollected during the process of nistration
and the provision ofservices. By registering with angf the analyzed service providgra gambler
accepts thé privacy policy and provides consent for thecessing of theipersonal dataas stipulated

in the policy Whilst an individual igambling, service providers and third parties are allowed to collect
variousamounts ofdata related tothe gambler,their gambling behavior antheir finances.Diverse
technical infrastructursare appliedfor that purpose

One of the mostwidely used mthods for collectingdata is throughthe use of cookies. A cookie is a
small piece of data that a website asks a browser to store on the computer or mobile d&woekie
Ffft26a (G0KS ¢ S0 théduseR acti@ns ob prdereSceD IS deberal, therpose of cookies is

to foster the improvement of the performance of a wglageQ &unctioning, the facilitation of user
identification, and for advertising and analytical purposes. Considering the lifespan of cookiesathey m
be sessiorbased cookieor persistent cookie$? Depending on the party that supplies the cookies

308t ijs worth mentioning that Betfair and Paddy Power merged in 2015. For more about this see: The Guardian,

Wt F RR& t26SNJ I yR . hEas:Avkwiv.Mdg¥a&iNESNDusingNB0STRen/08/paddyower-
andbetfairmergeragreed accessed 23 November 2017; In addition, in 2016 Ladbrokes and Coral carried out

merger process forming Ladbrokes Coral Grou@plcC2 NJ Y2NB | 62dzi aSSY t21SNI bSgaxz

I 2YLX SGS MH ®o hitpsh/iwiwipakgrneasSchid & WsI2016/11/ladbrokeand-galacorakcomplete
2-billion-merger26250.htn> accessed 23 November 2017.

309 Sessiorhased cookies have a temporary form. Whenever a customer closes a browsing session, the browser

cookies are erased. Persistent forms of cookies are stored inklRse 0 NP g A SNJ F2NJ I LINBRSFAYSH
Y2NB Fo2dzi aSSY . gAYy Ihttist/ep.Bln@@n/pt/c@rife®O&Y NI TOHOOHOQ ¥
information/security/privacypolicy> accessed 23 November 2017.
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Differencesalsoexist between firsiparty and thirdparty cookies'® Regardless ahe different types of
cookies, by registering and consenting to all the rules witpnivacy polig, online gamblers accept the
use of cookies for different purposeBy doing so, a user accepts cookies that eallectand process
online gambler data.

Apart from the use of cookiesdata collection might be carried out bgelfreporting (including

registration) and selfassessment. These are tvgtep processs composed of data revealing and data
recording. In the case of selfsessmentgamblers have to express what they think about themselves

That information is then recorded and stored. In the casef selfreporting, gamblers provide
information about themselves devoid dheir personal opinions (g. by revealing their personal name,

contact number, or home addressFinally, service providers couldake use of certain assistance

provided bythirdpl NIIA S& 6KSy G(KS& LINPOSaa GKSANI OdzaG2YSNEQ

3.4.1.1 Selfreporting and selbssessment as data sources

As a necessary first stdpr gambling onlinegambles must canplete aregistration proces®n the
OK2aSy aSNWAOS LINE OA RSeldsiprogefial stdtidi@ abgambiehisirequili® O S & a
to revealtheir personal data. A successful registration is composed of several pHabas have to be
traversedin order to form a personal account for gambling purposes. During the registratmress
gamblers reveal datasuchastheir first and last name, date of birth, credit card information, home or
other physical address, email address, phone number or other contact information, gender, ID card
number, profile picture and friend li$t? Consdering that the personal data revealed during the
registration process ls®to be verified, it could be assumed thatoagside saidpersonal data,
information about verification instruments ay be stored in the registration database. In addition, by
regisering themselvescustomers create usernames, passwords andecret question to form the
authentication mechanism for logginy to their personal account*®* Data collected during the
registration process might be obtained from gamblers when they filtleiregistration form omay be
provided by phone, email or other written communicatis.

After their successful registratigrgamblers nay start gambling.However,whilst gambling they could
experience various problems and order to solve themmight need tocontact the representatives of

the service providem question Their communication might be recorded and collected. Gamblers might
ask for professional assistance if they have gambtitefed problems. Also, gamblers could face various
technicalproblemsfor whichcustomer support has to be contacted. In addition, other types of gambler
communication such as in chat rooms or message boards, comments left during gambling and those for

310 For more about first and third party cookies see: Article 29 Data Protection Working Party on behavioral

advertising (n 285) 6; European2 YYA 4 aA 2y S WLYF2NXIF A2y t NPEOARSNA DdzA RSY
September 2016%http://ec.europa.eu/ipa/basics/legal/cookies/index_en.htrraccessed 23 November 2017.

311 The registration process concerns an authorization of customers that is particuladytampfor the
RSOGSNXYAYFGAZ2Y 2F | O2yadzYSNRA 3Ss gKAOK akKz2dzZ R al GAa¥T
gambling. More about ighapterV, subsection 3.1.

O GgAYEZ Wt NRA O HDEs:/Held.hwi O@Enipt/gendEtinfer®@atian/security/privacypolicy> accessed

23 November 2017.

.S/ f A0 Wt NAhdbs:d.betcli.ok/Codtynt/driedypolic?23 November 2017.

MoSG Fd 1 2YSI Wt NEEHWO®.bet-B-fiomddnvenipriNdrypelidy @XNovember 2017.
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reviewing purposesmight alsobe recorded and stored. Feedbaeibout gambling serviseobtained
throughdifferent types of surveys and anatgscould alsde collected by service provide?$

Concerns aboutheir owngambling behavior may influen@gamble@ decision to exclude themselves
from the gamblingservicesoffered by a particular operator or from a particular game #icertain
period of time. Thesavidespreadresponsible gambling measures are known as-esatfusiod'® and
time-out mechanisms. By registeririg selfexclusion and tim@ut databases, onlineagmblers form
other sources of personal data. An additional contributionpersonal data collections the seHl
assessment testthat might be requested before gambling starts. In that way gamblers enrich the
databaseswith their personal dat&!’

3.4.1.2 The us of cookies

The analyzed privacy policies contain parts related to the use of copkigsaining their roles in data
collection and processing. Those service providers whose privacy policies do not contain horms on
cookies (Stan James, Bet365 and Beétfamve separate cookie policies that regulate the use and
function of cookies. While some policies contain full lists of cookies with descsmifdheir purpose,

some othersonly contain lists and descriptions of different cookie categarithird group of policies

does not describe which categories of cookies they usegbstress the fact that they use cookies.

While gambling, gamblers decide tre type of games they plajiow long they will play them foand
the amount of money thewill spend. Tis data is particularly valuable foproviding anindication of
personal preferences towastjambling and related details suchthge payments necessary for gambling
and other financial transactiori® Therefore,I 3 Y 6 f S NIaad theif sdhsagluehytions
regarding gamblingre the fundamental sources for gambieriated data Nevertheless, some data may
indicate decisionsnade by gamblers that aneot directlyrelated to gambling. Service providers might
collect login data, data regarding access diferent nongambling related content, the page
interactive information (e.g. scrolling, mouse clicks and the position of the mouse pointer), preferred
language use and methods that indicate how customers leavedlaant pages®'® From a technical
perspective this data,which does not reflect ggamblef @nterests, is collectedhrough the use of
cookies.

The analysis o$electedprivacy policis demonstrated that service providers use cookies to collect a
considerable amount of datthatisy 2 G ISy SNI (G SR 0 &Forkkawpld, dineXambliRgS OA & A 2
service providers collect dateoncerningthe technical infrastructure of devices uség gamblersto

accessheir web pages. Some data within this grompludes theP addresssof gamblNE Q RS @A OSa x
that indicate the type and version dhe browser that gamblers usehe internet access provider,

software crash reporté? or other technical information related to the device used to access online

35t  RR@ t 24 SNE Y to Nhti@Es/@idport. pAdd @@ rtonm/abdianswebs/detail/a_id/9/~/privaey
%26cookiepolich I OO0S&aaSR Ho b2@OSYOSNI HamTtT [FRONR]S&asS Wt NAGEO
<http://helpcentre.ladbrokes.com/app/answers/detail/a_id/272/~/privagyolicy> accessed 23 November 2017;

/ 2N} £ X Wt NAGF O& t 2htth/@&af- | NI1d HOMPMPUI HOMDPMCULQ
eng.custhelp.com/app/answers/detail/a_id/2132/~/privapplicy> accessed 23 November 2017.

316 For more abotiselfexclusion mechanism sedépterV, subsectior.3.

317For more about selissessment tests sé@apter VI, subsection 4.3.

318 1hid (n 315.

3 S Fd 1 2YSI Wt NEBIWOH.bet-B-fiomddnyenlpNdrypelidy 2XNovembeR017.

0L gART . SG/ f A0 hitps:MeR.i@iclD.8omicchittrt/fDeadypolicNdB Navémber 2017.
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gambling service¥! The conducted analgis demonstrated that cookies are necessary for the
functioning of web pages anidr the provision of aronline gambling service antk overall technical

system. So calledssential cookie®? enable access to secure areas of the web page that are
particuarly important for placing a secure stake, depositing funds and accessing the shopping*¥Fasket.

These cookies maglso recordthe geolocation of a useéf* In addition,cookies may serve for the
improvement ofthe technical performance of web pages (web Btias, ad response rates, error
management, testing desigfl). They could customize user experief®@® &8 NBYSYOSNAyYy I d:
settings, detecting services that have alredmben offered®?’ or recognizing the language that a user

prefers. Concerningthe monitoring of a concrete individual, cookies miglie used toanalyze a

I Yot SNDa 0SKF@GA2N | yR thaskriicazbfieed 32 Ntierefdre, coakdRsBride (2 A )
the purpose ofrecogniing registered gamblers in twavays- to authenticate them and tanatch their

personal preferences. Cookies used for authentication and identity checks adlens tologin to the

webpage®?® However, cookieslo not merely carrya controlling or monitoring functionTher recorded

results might be sent to other technologicagents whose function is to carry out several useful
analyses.

3.4.1.3 Third party servicend databases

Apart from their role in data collection, cookies have iarportant function in data analytics. The
analysis ofelectedprivacy policies showed that tioi parties use cookies to create implicit dadket is
very usable from the business perspective. In addition, cooperation with third parties might reaalt in
exchange oflatathat isnot necessary linketb the use of cookies.

So called analytical ckies are usually thirgharty cookies Bwin uses the services of Adobe and their

cookies for analytical purposes, Batl 2 YSQ&a |yl fteiAada NBfe 2y D223fSQ
Inspectlet servicesand Betfair uses Google and Yahoo analyticdnalyti@al cookies monitorthe
movementsof concrete useraroundwebpages or grous of users selected underertain criteria (e.g.

gender, age or demographic bases)isidata can be used in various different waysut the purpose

that is primarily emphasized irthe analyzed policies lates to statistical analyses thaserve the
improvement of business performancBata obtainedthroughthe use of cookies might be transferred

3211pid (n 315).

322 This term is used by Betfair Privacy Policy

B gAY I W2 NAO@ Oids:MNEIp.owik.pod/ptfgeneratinformation/security/privacypolicy> accessed
Ho b2@3SYOSNI HAMTT . SGFIFANE Wt NA@GI Oe t2fAadey [/ 221AS8aQ
<http://www.betfair.com/aboutUs/Privacy.and.Data.Protection/#Privacydccessed 23 November 2017 January
2017.

4 SOFFANE Wt NA GHitdBvwvi.b2tfaii cOrd/aboutUs/RriyakySaadMata. Protection/#Privasy 2
accessed 23 November 2017 January 2017.

B gAY I Wt NRA @I Oips:iheld.bwi®.éow/ptigdnEratinfainpatdn/security/privacypolicy> accessed
23 November 2017.

36t | RRe@ t 26 SNE Wt NHXu@I/DQ@porttpadtlybad@r ¥omlaphlanswedsaléail/a_id/9/~/privacy
%?26cookiepolicy> accessed 23 November 2017.

%27 |hid (n 325).

8 gAY I Wt NRA O Ots:/thepfowiOdni/pt/beNdiatinform@tion/security/privacypolicy> accessed
23 November 2017.

3 RONR ] Saz Wt NAE/Oxpcenti fadbDRe¥ corh/Mi/anpnwdre/@tait/a_id/272/~/privacy
policy> accessed 23 November 2017.
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to athird party asitisy SOSaal NB T2 NJ U HnBney INBISBg/ ieicaioh ofzdstondel y (i A
ARSYGAGE YR LINBGSYGA®Y 2F TN dRdzt Syd GNFyal Odazy

Cooperation by nline gambling service providers with third partiesay include the exchange of

3 Yot SNAQ RI il mayle&iMdddtaOSated N BamhhldrsSiudh theirffdiates, suppliers,
partners and suizontractors33! Whilstthird partiesplay an important role ithe creation and exchange

of data for commercial communication purposdbey are also important in regards tbnancial
transactiors. Financial institutios that process electronic payments are a necessary intermediary
between gamblers and online gambling service provid&rat the veryleast they have to be included

in the depositing and withdrawingf gamblingrelated financial means.

Al privacy polidd O2y il Ay NMz S& NBIFNRAy3I (GKS Ft2¢ 2F 3IlLY
L2f AOASAE NBfIFIGSR (G2 0GKA& AaadzsSs | 02YY2y TSI (dz2NB
transferred to a third party. Apart from the fact that third ps may offer their services to gamblers,

they alsoprocess data on behalf of service providers for various purpaselsidingfor promotion and
advertisingpurposes

4 Synthesis

This chapter has given an account of online gambl{bghaviora) advertisng as a contributor to
problem gambling in the EU. What is presentgdes support tca causal relation between gambling
advertisingand problem gamblingwith certain types of usersAlso, an analysis of 11 privacy policies
showed that online gambling séce providers have webuilt channels to collect and process the
personal data of online gamblers.

Despite certain limitations, there is sufficient evidence frarrestific studieso suggest that gambling
advertising shapes gambling behavior, decigimaking processs and couldincite problem gamblingn
certain users Therefore, gamblingdvertising should be considered a gamblirtated risk. However,
gambling advertisingalone does not provoke problem gamblip includingthe associatedhealth
disorcersthat come with it among the whole gambling populatiof®omparing notes on tobacco use (or
any other product that endangerdsuman health) with gambling could be useful, but nasolead to
inaccurate inferences. It is well known ththte smokingof cigarettes erode itsO2 y & dzY SNAM® KSI f {
adverse effects of smoking exist regardless of the features of consum(iteuency, scope, type of
cigarettes). For that reason, commercial communication about tobacco products is very limited.
Gamblingcan ale jeopardize human health, but the analogy between gambling advertising and tobacco
advertising is impropefTaking into consideratiothe scientific findings made so fdat might be claimed

that in the majority of cases gambling does not erode human HeaMoreover, the occurrence of
problem gambling is influenced by various factors ,ahds, is considereda uniqgue phenomenon that
should be observedn a caseby-case basig®*® However, thereexistsa substantialamount of plausible

3/ 2N f X Wt NR DI hd/coraRendicOsth¥p.chrNapp/gwebns/Qetai/a_id/2132/~/privacypolicy>

accessed 23 November 2017.

B 2N £ 2 Wt NA I h@//coraRehdicOsth¥lp.corapp/ansver§idetmil/a_id/2132privacy-policy>
 O0SaaSR Ho b2OSYOSNI HAMTT . SGFFANE Wt NAGl Oé tz2ftAadey |
<http://www.betfair.com/aboutUs/Privacy.and.Data.Piection/#Privacy2 accessed 23 November 2017.

32/ 2NF f X Wt NR @ toQmdith:/Redrah-éd . cvisthielNdbré/app/dnswers/detail/a_id/2132/~/privacy

policy, accessed 23 November 2017.

333For more about see Chapter Ill, section 3.
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research that demonsttas the relation between gambling advertising and the occurrencethef
adverse effects of gambling. Scientific studies demonstrate that gambling advertisingcbgarsrisks,
particularly for vulnerable categories of consumers ygpyeople former ganbling addicts, gamblers
that try to decreasehe amount theygambk). Therefore,one couldinfer that gambling advertisingn
certain circumstancesnd among certain consumersay provoke adverse effects including those that
jeopardizea gamble@ healh.

Behavioral advertisings a sort of advertising strategihat seeks toimprove the effectiveness of
marketing by matching personal interestsvith particular products. Thuspne could claim that
behavioral advertisindnasa potentially evengreaterimpact on problem gambling than conventional
sorts of commercial communication. The usesophisticatedprofiling technolog and support from
outsourced experts generasenovel knowledgethat is useful for facilitating advertising appealshat
match agamblef personal interestsThis way gamblers are offered games that attract their attention.
From a business perspectivethis is a desirable goal. Nevertheless, due do increase in the
effectivenesof captuingd I Yo £t SNEQ | GG Sy (A 2 ybEhavioial a@verisingirreds#dS & dzY S
the likelihoodof higherlevels ofgambling consumptioror effective stimulation of urges to gamble.
Notwithstandingthe lack ofconclusiveempirically evidenced research about the influence of behavioral
advertisingon problem gamblingthere is sufficient evidence to establishe hypothesis that online
gambling behavioral advertising is a gambiiatated riskand provokesproblem gambling.

In favor of this hypothesjghere is a feedback loop that demonstrates the susahle effectiveness of
online gambling behavioral advertisinghich isbased on the development of a gamblirgated risk
(Figurel). The first node in the feedback loogfers toti KS O2f t SOGA2y 2F 3l YOt SN&
gambling service provéts as well aghird partiesactingon behalf of service providersollect data in

order to profile their consumers. Later, they process data that indggaéenbling behavior and personal
preferences toward specific games. When service providers creasumer profiles, they supply them

with online gambling behavioral advertising appeals. In other words, they send them advertrehat
likelyto attract their attention. It can be presumed that after seethgseadverts severalgamblers will

keep gambhg or gamble morehan they would otherwise doln doing so, they generate more data
about their gambling behaviolhe additionatata feed backinto the refining of gambler profiles that
subsequentlycan be used for building more effective commercianmunicatiors. The overall process
repeatedly occurs and every new round brings new knowledge about gamblers and their gambling
behavior further influendng the quality of commercial communicatienTherefore, it appears that this
feedback looppoints tothe gradual increasef gamblingrelated riskghrough every subsequent round

of the process.
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Figure 1- Feedback loop on the sustainable effectiveness of online gambling behavioral advertising

Behavioral advertising and profiling are not limitleSgrvice providers have talign their marketing
activities with mandatory legal rules. The laeeksto ensure that advertising content is not deceptive
andor untruthful. 34 Manipulative content may jeopardize personal autonorapd affects the

protectiono¥ 02y a dzY SNE Q

LISNE2 Y| f

KSI f (K

Iy Ror iasitutioni K ®

including the lawthat can put the process presented in the feedback loop under total canfitab is
due toseveral reasondgirstly, online gambling advertiginis a gamblingelated risk whose effects differ

in different cases (some gamblers are not so sensitive to advertisements, whereas some others found

commercial communicatiorto be a main catalyst for their gamblingrelated problems, including
problem gamlting); secondly, there iso clear benchmarkas to when an online gambler should be
considered arisk orassuffering fromproblem gambling, nodo anywidely accepted instrumentsxist

that identify these sort of gamblers; thirdly, profilihgs the potatial to attribute new values to already

existingknowledgewith every round of the feedback loop. By doing so, the process becomes difficult to

both follow and control; finally, even in a hypothetical case veheew knowledge cannot be extracted
by further data processing (e.@ gambler constantly repeats his/her gambling routine), therehis
potential for external interventionfrom the industry, whichcould offer new structural and situational
elementsto gambling (e.ga gambler is offered similar onew games) elementsthat provoke new

behavior and consequently generate new data that will further improve knowledge about gambler

behavior. For these reasons, permanent improvensgatonline gambler protection should hgart ofa
neverending process @t will include not only law, but also other types of regulations and strategies

that could contribute to responsible gambling.

334EC Recommendation, art 41.
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1 Introduction

tKS O2fttSOGA2y 2F 3 Yo uSeylie@ pradEshidip? said tdataRduld lbe | y R
described as double-edged sword. Othe one hand, theprocessingo2 yf Ay S 3 Yot SNEQ

for commercial communicatiopurposesexposes gamblers to gamblinglated risks. On the other,
online gamblerprotection is alsobased on data processingThe processing opersonal data for
protective purposes is based on the identification of online gamblers and the reargoitirisky ways

of gambling.For that reasonidentification can be considered as conplex process oONE @S| £ A y 3
identity that may serve various purposes, includgegnblerprotection.

The goal of this chapter is to explain the significancedehtifying gamblersand its potential role in

their protection. Particular attention is\ggn to identification for responsible gambling purposes. The
implementation of a responsible gambling approach not esatyuiresthe proper identification of online
gamblers, but also the detection of their gambling behavior. Therefaeeral differentdentification
mechanismsform the essence of the implementation of responsible gambling principles. For that
reason, the most important mechanisms are presented ia¢hapter.

The first part of the chapter provides andepth observatiorof the thearetical aspects of identification
and personal identity. This pasimsto explain the complexity of personal identity, various perspectives
made towards itand the possibleimplications ofthe process of identification. The second part of the
chapter shed light on the role online gambler identificatigmaysin the protectionof online gamblers,
and is composed of three different sections. Firstly, the role of identification in the prevention of
underage gambling is discussed. In the second sedtentification is observed as a way of detecting
problematic gambling behavior. The third sectithren focuses on the identification of sedikcluded
gamblers by presenting several different mechanisms of-esalfusion. The chapter ends with a
synthesis bthe topic.

2 ldentification and personal identity

We are used to observing different things ahén subsequently classifyg them within (pre)conceived
categories and groups. Our perception and cognitibantities of any kind (people, things, and actions)
influencethe judgmens we makeabout them. In doing so, we create systems basedherdifferences

as well as thainiformities that existamongstentities. Our knowledgevill contain information about
features, values and specifies that we attribute to somebody or something. The utilization of ske
attributes enabledis to engage ima complex processf recognition and identification.

In everyday lifeidentification refers to a set of processes redto the disclosure of information about
a person andthe usage ofsaid information3*® Certain nformation abouta person such astheir
personal name, date and place of birth, possession of certain citizenship and certain personalsjumber
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refersto a set of identifiers that are probably sufficiefiar the police or tax officers ipertaincountries

to be ableto identify a particular person. The existence of an available database which contains data
about tax payers or people with criminal recorésables purposeful identification in certain casesde
for the identification of a person suspectefitax evasion). Therefore, it might be said that identification
is a process that reveals dataat refers to personal identity. Explaining the notion of personal identity
Nabeth focuses om twofold perspective. The firstan be referred to ashe ‘Process perspectiveof
personal identity whose meaningesembles what could be consideradwidespread understanding of
identification ¢ the use of the most common identifiers in order to find out who somedneThe
second is the Wtructural perspectiv@of identity, which views identity as a set of attributes
characterizing the person in different contexts or activifi®Pfitzmann and Hansen definigentity as
GFrye adzoaSi 27 ndividDpésimivdichtfficidn8ysidergifies this/individual person
GAGKAY | ye % Shus, @lehtitylelSralth abyoadisprctum of attributes that individualize
certain person andhat enable her/his identification within a group. The utilizationaoet or subset of
theseattributes and relevant identifierserve identifiation purposess®

Our identity contains various elements that are used for numerous functions. Some of them are
absolutely permanent, obtainedt birth andunchangeable. For examfe, biological characteristics such
asour DNA or fingerprintsas well as socioultural characteristics such asir biological parentsor our

place and date of birthare immutable. From a temporaerspective we may note thasome aspects of

our identty are acquiredover time Some of them are embedded farcertain period of time (e.qg.
residence during university studies), whereas others permanently mark our idémtitythe moment

they areacquired (e.g. university education). Therefore, parts wf personal identity are timeless and
either completelyor partially under our control. Some pasteowever,are assignedand related to a
particular context referring to eithertemporary or permanent featuresthere are furthermore, parts

of our identty that are created with or without our awarengss anabstract or aggregated levé!.34°

Psychologicalstudies whichfocus on identity issues reveal several different aspects of identity
perception. Peoplecan perceave their own identity and present thenetves to thér environment
according to thavays in which theyiew themselves®*! Suchselfperception of personal identity refers

to the firstperson perspectivé?? Apart from seHperception,Presentatior{xefers to theactive form of
presenting oneselfd others, whereas#epresentatiof2meansan indirect presentation based on the
perception of others*® Therefore, the permanent building and rebuilding of identity includes the-first

336 |bid.

337 Andreas Pfitzmann andarit Hansen terminology for talking about privacy by data minimization:
Anonymity, Unlinkability, Undetectability, Unobservability, Pseudonymity, and Identity Manag€&fWension
v0.34, August 2010) 3#ps://dud.inf.tu-dresden.de/literatur/Anon_Terminology v0.34.pdaccessed 24
November 2017.

338 Mireille Hildebrandt, Berlaap Koopsand I 1 21 RS + NA S & -MentitydneetsdpgddénityS NBE L RSY
/ 2y OSLIidzl £ 9 E KD Nie futude\dfd@ntity i the InfdEmation So¢i&yDecember 2008) 12
<http://www.fidis.net/fileadmin/fidis/deliverables/fidisWP#del7.14a

idem_meets_ipse _conceptual explorations.pdiccessed 24 November 2017.

339 ike those created by use of profiling techniques

340 Nabeth(n 335) 40647.

341 bid 39.
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person perspective anthe perspectiveof others(the third-person perspeiive). Howeverijt is difficult

to makea clear distinction between thes®vo perspectives. The firgierson perspectivgenerates a

W Y& Gerspective that is constantly reconstruetl due to the changethat third-person perspective

NI A &S paztilarddgrBitR &n other words, our perception about ourselirgsr aliaconsiders the

opinions of others. In additiontd KS WY S Q th#eNsk yISErdp&elS that isiot asprone to
reconstructon.®*® Notwithstanding various understandingstbe O 2 y O S LJi ac@nceiingdéntityd L Q
Nabeth considersi K Sas Wurfdetermined selidentity that is released from the influence of third

person perspective¥® Further differences between i KS A RSy G A G & O2cnOe lstied WL Q
when we lmk beyond the issue o$elfperception The presentation and representation a2 Y S Q &
identity, for examplejndicate a philosophical problemegardingthe distinction between idervidentity

and ipseidentity. These identities are complementagnd yet,at the same time, conflictingihe idem

identity refers to the samenegs an entity over time, as well as to gmilarity with other entitieghat

are placed in the same category. The ipdentity refers to the sense of self artépends on continuity.

Onthe one hand, the ipsédentity constructs the firsperson pespectiveof identity that consides how

one is different from othersOn the otherhand the idemidentity is based on sameness atfie
similaritiesone can havavith others. However, the fluidnd dynamic structure of the ipsdentity not

only depends onits own first-person pespective but also on the idendentity, includingthe
perceptionswe may haveabout ourselveghat are influenced bythird-persors.®*” Therefore identity

might be conceptualizedd I & |y SEOf dzaA @S LISNOSLIiA2y 2F tATFSE
continuity, which is bound to a body andit least to some degreed K LISR o0® a2 0ASGe¢

Identity aanbe observed athe unity of all2 ¥ | LPSrdbBaP aftribidtes, bt also as a set or subset

of attributes. A traditional model of identity associates one physical person to one idéfitity.
Nevertheless, various social rolesich as big a parent, employee, student, tax payer or basketball
player, create personal attribtes and shap®@ A T F SNB y (i  idShtityIiThere®re, aigestiy inay
refer to a particular social role and/or to a complete identity that includes all f8fdifferent activities
create social roles ithe physical world, butndividuals make vawius actions irthe online environment

too. The development of new opportunities for social interaction, business transactions, education and
entertainment enlargethe scope ofpeople® activities in the online environment. For that reason,
activities undertaken in the online environment evolve the concept of identitend form a digital

344 Nabeth (n 335) 39.

345 Hildebrandt, Koops and De Vries (n 338) 13.

346 Nabeth (n 335) 39.

347 For more about Ips@entity and ideriA RSy A G & &aSSY aANBAtfS | AftRSONIYRGET W
I AGAT SYyQ Ay aANBAftS | AtPRBiINgNE Furjear Gitifen: Crisdpiand dzii 6 A NI K 6 S|
PerspectivéSpringer 2008) 31314; Hildebrandt, Koops and De Vries (N 338u16T / K NX¥ S& 5¢ wl | 6 X
FYR /FGESA2NAT FGA2YyQ Ay LIy YSNGs$donsfrdnttie NRnSty Frail: droaySity, F yR /|
Privacy and Identity in a Networked Soci@xford Univesity Press, 2009) 22229; Roosendaal (n 343)-25.

348 pfitzmann and Hansen (n 337) 29.

9pDavidOlivier Jaquel KAFTFSEfS IyR 20KSNEX WxANIdzZf t SNE2yAa FyR LF
Deuker (eds)The Future of Identity in the Infoation Society: Challenges and Opportuniffegringer 2009) 79.

350 pfitzmann and Hansen make distinction betwesmplete and partial identity. Complete identity refers to

union of all attribute values, where as partial identity is a subset of compdetatity. More about at: A

terminology for talking about privacy by data minimizati®fitzmann and Hansen (n 337) 31.
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identity. According to Pfitzmann and Hanserdigital identity is the representation of a partial identity
and denotes personal data stored and processed by comghasedapplications®?

Partial identities might be perceiveas beingsolated from each other. The social role of being a parent

is obviously different fronthe role of being an employee. Howevér,y Soniplete personal identity is

not comparable toa wall buit with partiakidentity bricks. People are used to changing their behaviors,

habits, activities, environments, relations and emotions. Thus, partial identities are not inalterable. Their
structurestend to be rather flexible and dynamic (except the parteat are immutable) with the

propensity to changether partial identitiesthat one may have, as well &y Sc@niplete identity. The

identity of an online gambler is not an @ption, and it KSNBEF2NE a42YS2ySQa ARSy!(
influencesthe other sphees oftheir life (and vice versa)This identity, composed of digital amdn-

digital parts interacts with different social roles creating desirable, but also adverse factors in the life of

a reatworld individual. Some of the most challéngtasks conern how toidentifyl y 2y f Ay S 3 Yo f
partial identities and link them to forra morecomplete and accurate profilef said gambler, which is

important for the responsible gambling approach, and so enable the timely recognition of gamblers at

risk

3 The role online gambler identification plays in the protection of

online gamblers

The identification of gamblers is important for the implementation of a responsible gambling approach.
However, different national and nelmarmonized gambling regulations tine European Union influence

the diversity of rules regarding the identification of online gamblers. The contemporary regulatory
framework, inter alia, features different national approaches toward the utilization of responsible
gambling measures. Therefrin different Member States, responsible gambling measgresluding

those aimed at the prevention of problem gambligcare regulated, organized and implemented in
accordance with national standards. Notwithstanding this legislative diversity, thatifidation of

online gamblers and the implementation of responsible gambling measures are an inseparable part of
online gambler protection in EU Member States. Concerning the prevention of problem gambling, as the
most important goal in regard to respobte gambling, the identification of gamblers is performed to
prevent underage people from gambling, as well as to protect other vulnerable groups of gamblers, in all
EU Member States.

This part of the chapter sheds light on online gambler identificatioraagsource for the protectiorof

online gamblers The first section explains the significance of consumer identification for the goal of
preventngunderage gambling. This section explains why underage people are prohibited from gambling

and points out cgain controversies regarding the notion of underage peadplthe context of gambling

Ay GKS 9! ® LY FTRRAGAZ2YE GKS LINAYOALX Sa 2F I NER O dz
data is proposed by presenting several different mechanismistthge been used for these purposes in

different Member States. The following sections focus on the identification of online gamblerssand

role inthe protection of vulnerable groups of gamblers. Particular attention is given to the role of big

data andytics and artificial intelligence and their ue the detection of risky gambling behavior. The
subsequent part providea detailed explanation of the function and organization of seXclusion

351 pfitzmann anddansen (n 337) 31.
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mechanisms. The reason fgiving particular attention t@elfexclusion mechanisms is their widespread
useby contemporary online gambling service prosidin Europe.

Underage people are not permitted to gamBRélt is one of the most important ruleis terms of the

protection of vulnerable consumersiowever, there is no singular benchmark in the EU that determines

an agethreshold for gamblingDifferences regardingpoth the age limit and mechanisms for the
BSNAFAOIGAZY 2F I 0Odzad 2 Y S Ndidencka differendefnlapprodt &drigft K2 ¢
Member States.

The internet andts contentsare omnipresent and often available to all generations. The internet offers
numerous channels for young people to communicafi¢h their friends, play, entertairthemselves
learn, express their thoughtand even argue Engagement in @ivities within the online environment
starts at a very early period of liféA study conducted by The London Sohof Economics and Political
Sienceshows thata substantial percentage of children in EU Member Staé#sg usinghe internet at
avery early agé® In the UK, threeout of four children under 8 years old go online. According to the
study, in Germanyonsiderable lower percentage &fds under 8have access to the Intern€21%)
whereas in otheresearchedountries (France, Belgium, Sweden, Netherlands, Austria, and Norway) the
percentage is highemrangingfrom 50% to 70%. The EU Kids Online Sumvendf that almost 60% of
Europeas agedbetween9 and 16 go onlie on a daily basis, with youths betwe&b and 16 years of
age spendng more than three hours online per d&$f The same survey indicates that playing games
and/or enjoying other forms of entertainment are highignked onlnhe activities among the researched
sample. Going online should not kéewed as necessdlly bad for the development of children and
young people in generalThe online environmertan alsdead young people tdevelop a lot of skills in
ways that are quite desirable and productive. However, the Internet halso brought along the
development ofnew social, psychological, cultural and economic risit, certain existing riskdraving
shifted from the offline to the onlineenvironment3°

Gambling as a &y of entertainment ionly permitted to adults. National gambling legislationshould
impose an obligationg KA OK NXIljdzA NEa GKS ARSYUGAFAOIGAZ2Y 2F |
permitted to gamble®®® This obligation is one of the main goals of resjoles gamblingg the
prevention of underage gambling. The fulfillment of this goal is thedtegttoward gamblerprotection.
Despite theformal prohibition ofunderagegambling,an analysis othe availablestudiesindicates that

352EC Recommendation, art 8.

353 Donell Holloway, Lelia Green and Sonia Livingstd@# o to eight: Yang children and their Internet u§kThe

London School of Economics and Political Science, August 2013).

B4victoria Nasht YR 20 KSNBRZ WOFTFSOGABS 3S GSNATFAOFGAZ2Y GSOKYAI
industry:  Final Report: December 022 ¢ 5SOSY06SNJ HAamoQ 0! YAODSNRERAGE
<www.oii.ox.ac.uk/publications/EffectivBgeVerificationTechniques.padf accessed 24 November 2017.

355 For more &out risks and benefits for children in using Internet $@epartment for Children, Schools and
CrYAfASaAaTE YR GKS 5SLINIYSyd F2NJ / dzf GdzNBEEX aSRAIF | yR { L
wSLE2 NI 2F (KS . & NP gChidierZbhdNe@Tedhnobodiad)y wS JA S
<http://webarchive.nationalarchives.gov.uk/20101021152907/http://publicatioeducation.gov.uk/eorderingdow
nload/dcsf003342008.pdf accessed 24 November 2017.
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77% to 83%of adolescens are involved in gambling’ In addition, the prevalence of risky/problem
gamblers among yog people and adolescents is considerably higher than amahg general
population®*® The prevalence of problem gamblers amotige youth population differsbetween
different regions and countries. In their analysis of 44 studies about youth gamigpaydinggamblers
whose ages ranged from 10 24) Calado et aldiscoveredthat the percentage ofthe researched
populationthat fulfills the criteria for problematic ganbling differs from 0.2% to 12.3%.Establishing
the prevalence of underage gambling also depends on the metrics used to define problem gambling.
Denmark around 1.3% of young people between 11 and 17 yearsshblwv indications of problem
gambling®®® Using the same diagnostic criteras that used for Denmarkgientists in Finlandrrived at
a similar percentage of young people whose behavior might be describesh@sing evidence of
problem gambling®! Yet, the implementation of different diagnostic aitia indicatel that almost 8.0%
of the interviewed adolescents in Finlarduld beidentified as risi/problem gamblers’?

Findingsdrom numerous researcprojectshavedemonstrated that underage people suffeom various
adverse gambling consequences. éhgfogical, personal and financial problems among adolescents are
the most prevalent gamblingelated harms®® Adolescents are identified as a vulnerable group due to
their propensiy for developng severe gambling problems and the consequertbtese bring®®* Young
people havea higher tendeng to engage inrisky activities (especially during childhood and
adolescere) than adults. Observing the literaturélardoon and Derevensiyoint out several socio
cultural and psychological factors, as well as accdi$gilgind availability of gamblingas prove
contributors that influence (or are influenced bygambling behavioamongthe youth population36®
Cultural factors and social environments mightoencourage young people (especially boys) to express
their couage 6r masculinity). In addition, financial motivation plays an important role in the decision
making process. Sensation seekirgg an important factor of personal developmeduring the
adolescent periodcould influence thesocial and emotional statef an adolescentas well ashis/her
needto seekrewards.®® As a consequence, adolescent problem gamkdbimva lack of selesteem,a

357 For more about seeSari Castrén and otherdit-risk and problem gambling among adolescents: a convenience

sample of firstyear juniorhighd OK2 2 f & (i dzR Sy (i & Subgtane Ausel Tyeangent dPreventign@andm n
Policy<https://link.springer.com/article/10.1186/s13010150003 8#citeas accessed 2Movember 2017Dora
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higher rate of depression and higher propensity toward suicide than their g&ersierefore,it makes
sense to not allowunderage peo® (G2 3AF Yot Sd | 246 SOSNE  lskadgueloBally Wl y
leastcould beinterpretedin various different ways

It is a fact thatyoung people are legally prohibited froogrtain goods and services. Products such as
alcohol and ébacco are ageestricted in Europe. Thus, national regulators in Europe tend to prevent
underage people from consuming agestricted products by prohibiting sellers from seling age
restricted products to underage people. Usually, people who are un8egrearsof ageare considered
underage consumergdiowever,the age ofl8 is not a standard threshold for full legal capaeityich
appliesthroughout all EU Member StateBeople under 18 yearsf ageare not legallyprohibited from
buying (non-agerestrided) products orof beaiing responsibilities for certain actionfn that light it is
unclear why a particular date @ y Sif2 &mainly2 y S18"'®irthday, but there are exceptionsyould
formally transform a vulnerable consumetdna nonvulnerable me. However, this argument presents

a very general problem in law. Its consideration might prevent legislators from using any age limit in any
context. A regulation without generic age limits coufitesent various difficultiesand challenges,
particularlyfrom the perspective of legal certainty and consistency.

Disagreements among stakeholders (primarily among national regulators) regardiragétareshold

for gambling, contribute to the fragmentation of gambling regulationEurope and confusioas tothe
legal age for gambling in the EU. In France, Slovenia, Denmark, Finland, Great Britain, Italy and Bulgaria
underage peopleas concerngambling are those undethe age ofl8. In 12 of 16 German states,ibg

18 years old is the requirealge standardin order for one to be able to gamhlevhereas inthe other
four Germanstates a consumer has to laa least21 years oldas is the case iBelgium and Lithuania
too). The Swedish national legislation determines that a consumer has to be 20 year®ldr to be
permitted to gamble. In Greece&asinos only permit gambling twonsumes aged 23 years or over
However, in some casgzeople underthe age ofl8 are allowed to gamble. In Estonia the threshold age
for playing thelottery is 16°%® Therefore, fom a legal perspectiveconsumers from different EU
Member Statesare treated differently as concernsthe age threshold for gambling. However,
consideringthe factthat online gambling isle factoa crossborder service, often accessible in states
that did not granta license forthe operations ofthe relevantservice providersn their country
compliance with national ruless regards the agireshold age for gamblinig becomingvery complex.

In order to buy ageestricted products some consumersust prove that they are olcenough tobuy

them. By revealing their age, consumers disclose a part of their identity. Howievegften the case

that variousother data mayalsobe revealedor the purpose of theidentification of a consume® age.

When a young consumer tries to buy a bottle of alcohgbaichasetobacco, he/she would be asked to

present anidentity document [D), in order to prove that he/she is ovéne required age limitChecking

the ID provides the cheakr not onlywith §t KS 02y addzYy SNRA& | 3 S elended®iof | f a2 2
personal data.

Y,
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367 Hardoon andDerevensky (n 35872-274.
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A large volume of online gambleglated data is disclosed and processed before, during and after
gambling sessions. iBhdata is processed for several reasorgs whether that be on account of

mandatory legal rules, account management, research, analysispromotional and advertising

activities3®® Beforebeing able togambk, a new customer has to register him/herseegistration is a

necessary step for several purpsserhe first one is for forming a personal account. The personal

I 002dzyt A& ySSRSR F2N) GdKS YIFylFI3aSySyd 2F ff FdzNJ
personal detail$’° Although necessary, registration alone is insufficient for authorizingstomer to

I YofSd ! FGSNI NBIAAGNF GA2Y I (K S¥UeificdtianysSnNdassaryLJS NB& 2 y
for confirming the disclosed personal data during the registration process. Successful verification
O2yFTANXaA GKS | OOdzNltaCedd afows himkhér toGary ganblir NI caseRwhere
BSNAFAOIGA2Y Aada dzyadz0O0SaaFdzZ 3 GKS O2yadzySNRa NB3IA
verification processes are necessary for investigating whether the customer fulfills the roanézgal

requirements to gamble, including being over the age threshold.

The verification ofa customef data, including data that reveahe custome® ageis complex work.
The process of personal data verificatiamgs to be arried outin accordancevith the rules promoted by
the national gambling legislatiorAlso, privacy and data protection regulations should not be violated.
However, considering the possihil providing acrossborder service, the consum@rage verification
could be carried ouin several different ways

- Service providers could discard the registration of a customer who is not a citizen of a country
that has issued a license for tlreonline gambling service and whose national gambling
legislation has to be complied with

- Savice providers could accept a customer, carry out the registration process and the validation
of the custome® data in accordance with the national rules of the licensor

- Athird option is available in the form o& doublechecking systemService promers could
accept a customer, carry out the registration process and the validation of the custbbdata
in accordance with the national rules of the licensor, but also conduct a registration and
validation procedure following the national rules of theuntry whose citizenshifor residence
permission) customelindicates is applicable to him in the registration process.

Whereas the first two options are practically implementable, the third one is quite complexuaddr
certain circumstancewery dfficult to apply. There ighe possibility that theagethreshold for gambling

is not the same in the country @fhere thecustomeris acitizenas that inthe country of the licensor. If

the agethreshold in the country of the customer is higher tharnhia country of the licensor, then there
are not so many obstaclés the way ofcarrying out the registration and validation of the custong&r
data. In the opposite situation, the customaho is under the age threshold of the country of the
licensorhas b berejected due to the impossibilityf complying with the natonal gambling legislation

of that country There is a hypothetical possibility for cooperation among states on matters of

e KS OfIAY Aa o0laSR 2y FAYRAy3Ia 20GFAYSR FTNBY GKS |yl ¢
policies. Fomore about see the l@apter|V, subsection 3.4.

S0 gAY EZ Wt NRt@d:/O=n. biidechnied G eReralinformation/registration/why-register accessed 24
November2eiT T . SG/ t A01 X WDSYSNIf ¢SN¥Ya FyR /2yRAGAZYAY
<https://en.betclic.com/content/tand®y I OOS&&aSR Hn b2@SYSGSNI wamtT . SG
Conditions: |. Accouf https://www.bet-at-home.com/en/terms# accessed 24 November 2017.
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services. However, considering the declared reasolms the current fragmentation of gambling

legislations andthe de jure limitation of the provision ofonline gambling servisewithin national

borders, itwould be diffcult to find a reasonas towhy regulatorswould start developng this kind of

cooperation.

Theauthor of this research considers that theality of the age verification system depends on reliable

data, and onthe mechanisms used for data processingtaDeeliability refers to the accuracy and
completeness of data that meetthe intended purposes and #t is not subjectto inappropriate
alterations®2¢ KSNBFT2NB X FT2NJ GKS FANY RSGSNXYAYIFGA2Yy 2F |
is that whichindicate 2 y" Sp@rdonal age by the immutable attributes of personal identity, obtained

from birth; attributesthat are very difficult to changer thatcannot be changed at all.

Themechanisms for preventing underage peofii@m gambing might be perceiwe astools that should
ensurea proper, reliable, effective and efficient system of age verificalvopernessefers to systern
that seek to comply with certain ethical norms, determined standards and mandatory legislation.
Therefore, the use of age vfication mechanismserves to decide whether a consumer fulfillthe legal
standardsfor becomning a gambler in accordance with the determined regulatiblotwithstandingthe

variouswayslk @F Af 6t S F2NJ GFfARIGAY3 | OdzédicaseSonmdhe LIS NA 2
SYFAftAY3 2N FILEAYy3I 2F | O2L® 2F | 3IFYof SNDa Rz Odzy
identity documents™¢ KS G@SNAFAOFGA2y 2F | OdzadG2YSNRa REFEGF |y

could involve a third, trusterthy party. In Italy, in order to create a consumer account, potential
OdzaGi2YSNB | NB NBIldZANBR (2 NB@SIFHf GKSANI FAaoOlf O2R
possess an ltalian fiscal code. Data verification is carried out by theyAgé Customs and Monopolies,

the state agency in charge dfter alies> 3 Yof Ay3d AaadzSazr AyOfdzZRAy3d (KS
fiscal code and redlme monitoring of all online gambling winnings, deposits and withdrawal
transactions’*The interfd By OS 2F GKA & adal 4SS 3Syoe Ay GKS GSNA
YAIKG 06S OAS6SR Fa | NBftAFotS YSOKFyAay RdzS G2
purposes Notwithstanding the fact that the state is often perceived a$ Abtza G ¢ 2 NI K& | ISy (=
effectiveness in various domains could be a matter of contention. Therefore, it is quite desirable that a
verification system demonstrates its functional and workable abilities. In Finland, the verification of a

31 Yot 8nutRia coddikted by the TUPAS system. TUPAS is a digital authentication system formed

by The Federation of Finnish Financial SenA®e&his system was primarily developed and used for the
BSNRAFAOIGAZY 27F Odza 2 YSNE O FihihdNH&eftheless Rlteltd its F®xedI F A Y I
effectiveness, TUPAS became a reliable instrument for data verification for other services. It is because

of its proven effectiveness that it is available for public and industry sectors and their operations,

2 yAGSR {GFGSa D2@SNYyYSyid ! O02dzy (i 0 A f-FrdedsedhDhta: Béatwa W! aa S
HY ! YRSNAEGEFYRAY3I 5F Gl wSt A l-b, itpNinev@aocdOviadss Sy 17213 538 NE A 2y L
accessed 24 November 2017.

373This claim isbased on an anali¥ MM LINRA @I O& LJ2f A OA S a on dxgerieacd within & 2y (¢
the gambling domain.

SUDA2@EYYA [ FTND2YAZI WIAAG2NE EtyIRNIE NByWRA EFdzNR LIS IAY yD wBa 2,
Advisors, June 2014h#p://www.egla.eu/w/taxation/history-andtrends-of-italian-remote-gamblingpart-12/>

accessed 25 November 2017.

375For more about The Federation of Finish Financial Servicesisarc€& Finland, tp://www.finanssiala.fi/er>

accessed 25 November 2017.
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the common login solution for public and private services known as Ne&iDhis system of
identification for customers is used for logging on to onlinenging serviceprovider platforms. Only

people who have the Danish CPR number (Danish personal identification number) are allowed to get a
NemID3"8 Finally, a verification system has to be efficient. After registration, the verification of data has

to be caries out in a period determined by law. Before the date is verified, consumers get temporary
accounts and may gamble with certain limitations (e.g. without the possibility of withdrawing funds).

After the successful verifation of the datatemporal accants become permanent. lthowever,the

data cannot beverified, the temporal accountsare suspended anthe consumergejected Therefore,

efficiency relates to effectivenesshich takes into account smurces such as time, costs and effort.

The vulnerabity of underage people is undisputabland for that reason, thaletermination of a
custonrS N2 &s obliga®ry. However, there are vulnerable gamblers that do not belong to the category
of underage gamblers. Their vulnerability is acquired ismibt obviousor easilyidentifiable.To identify
them, a broad spectum of personal identity attributeghat mainly refer to gamblingelated behavior
hasto be observed.

A camblei@ ageis just part of their idetity, the consideration of whichmight contribute to their

protection. Nevertheles2 y S€rsonal identity contains attributethat, whenanalyzd, might reveal

various aspects ahe individualsbehavior, including gambling behavior. Creatagnity from all the

FSI GdzNB aidetify  RS@RNYAY I || K2fA&GAO0 LAOUGIINBE 2F a2
achieve Obsening related aspects of behavior in order to get an insighb inertain parts of2 y S Q a
personal identityis a more manageable dravor. Thus, the observation of certain aspects of behavior

might reveal partial personal identities (e.g. features of being a gambler, parent or employee).
a2NB2@0SNE S@Sy | O02YLX SGS LAOGIINBE 2F az2yd®gySQa 3
analyzing the features of gambling behavior that are recognizable in the online environment. Some
elements of online gamblindpehavior are possible to detect in the online environment, laue
insufficient for obtaining a completepicture of I Y A Y Rsky@nbliRgidetiadlor and to determine
GKSHOKSNI I LI NI A Odz I NJ 3 lary @didSnddXaprobleiR §ayhblihgiad a RefidaR y a i NJ
disorder. Therefore, it might be claimed that both partsaafonlinegamblef identity, those formed in

the online enironment andthose representationswhich aregiven inthe physical world, mutually

influence each other and may affdcty’ A y R advérallRatziblingd&havior.

Concerning the significance thfe data generatedy online gamblers in the online environmeand its
usefulness foforming a picture of theirpersonal identities, the following ssbction seek$o answer
whether online gamblers might be considenedterms ofdigital personas and sheds light on behavioral
analyticstools and their contributiond gambler protection.

SC2NJ Y2NB +Fo62dzi ¢! t!{ &deadasSy aSSy CSRSNI A2y 2F CAyyAia
LRSY (A FAOLI ivargdoy2.0t)Rdcefrmber 20$ 4 Q 6
<http://www.finanssiala.fi/maksujenvalitys/dokumentit/ TUPAS _identification_principles_v20e.jpdtessed 25

November D17.

STC2NJ Y2NB Fo62dzi bSYL5 &H&SMwb. SVt Bulik-eWabou? deinidsh d8cédsdd QF

November 2017.

[ A FSAYRSY Yl NditpspRifeBdetpiars otodr . Ok/Pages/nemid.aspaccessed 25 November 2017.
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Creating the concept othe digital persona, Roosendaal definesRA IA Gt LISNE2YIl | a
representation of a realorld individual, which can be connected to this reairld individual and

includes a sufficient amount of (relevant) data to serve, within the context and for the purpose of its

dza S a | LINPETLF2RISIKES I BYRVARR@RY QA RSNI GA2Yy w223
whether a data set is a digitabpsond®®, we might come tdhe conclusion that an online gambler could

be perceived as a digital persona. Firstly, there is a related data set that can be observed. Secondly, this
data set constitutes a partial identity of an identifiable person. The dettéssa digital representation of

the realworld individual anda connection betweerdata set and real world individuaean be established

by identifiers such as name, surname, address and other data tratohée revealed during the
registration processnd formation of an account. Finally, the data set hasactical application and can

be used for decision makinmurposes thatconcern the realorld individual. Thus, the significance of

the concept of thedigital persona is in its reflectiorf the red-world individual. In the context of online

gambling, the digital persona may influence various individual domains, including those that are used for

the prevention of problem gambling.

The individualization of particular gambling behavior is acctwasd. As it was explained, a properly
formed account is a guarantee that there is a re@akld individual who is legally allowed to gamble.
However, the presumption that an online gamblas a digital persaris always the representation of

the particular ealworld individua) should not be taken for grantedt may be the cas¢hat several
peopleuse the same accounivhich,at the veryleast breaches the singtaser system of gamblin@ne
personmay also beusing several differentaccounts. An online gabler mayalso makeuse of the
serviceffered byseveral different online gambling operatoiere is nothing illegal in thaHowever,
service providers can process gambler data and fibrair representationof their customers using only

the dataavaibble to them. Fodl K| & NBIF a2y s NBLINBaSyidl dAz2ya Fo2dzi |
one service provider tanother. An online gambler who is a passionate online poker player could be a
loyal and regular customer to one service provideut rarely ket online via another operator. This
hypothetical case illustratdsow the processingf the data available to service providers regarding their
customersmight result in the creation of two differergets ofrepresentations about gambling behavior
(this & the caseshould wepresurne that service providers do not exchange theustomer datawhich is
generally the case in light of data protection laws and the business interests of said service providers

Apart from the possibilit of the occurrence of fae negative and false positive cases that might
influence the accurateepresentation ofa reatlworld individual in the online environment, it is a fact

that playing a game and wagering a stake for online gambling purposéstirdetectable throughhe

processingf relevant data. Processingitand several othesets ofdata could serveahe creation ofa

more accurattNB LINB a Sy i GA2y 2F a2YS2ySQa oclding@atanhme Ay (KS
gambling belongs exclusively to the online eoriment, it maybe presumed that the core of an online

31 Yot SN & thairRiigitdl (pkréoda.Taking this into consideration, one could claihat an

intervention made in order to affect a digital persomaight influence the state of the realorld
individualrepresented by that digital persona

S’ Roosendaaln 343 41.
380 |bid 65.
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The analysis of consumer behavior andkingpredictions as totheir future acts are both very common

aims incontemporaryapproaches tanarketing and business. Tée are quite legitimate goatbat are

useful for discoveing and/or creaing profitable data.However,data and related knowledge can not

only be used for immediate lucrative purposes, but also for ofinégreststhat do not necessaly

increase corpora wealth. Data professionakeekto create meaningful and reliable data the&n be

usedtodzy RSNE G YR &2 Y S 2 At garnbBng hadits. 2\piaviouslyéxplainzik online

gambling service providers procean incremental volume of gambledata®’. Apart from marketing

LJdzN1J2 8S&a> GKS Fylfeaia 2 Fan alsbtba ysdd fagamplér fpdtbicion LIS NA 2
purposes, by helping with the timely recognition of (potentially) problematic behavior

Thepersonal data of online gamblensay be used for behavioral analytic purposes. This type of analysis
provides insights o gambler behavior in order to recognize the potential of risky gambhkidben
searching for certain features of data regarding gambling behavior, data professioolatfotcsignals of
problem gamblingBecause of thighey alsowork on data quality and its integration in order to obtain
reliable indications of risky gambling. Unlike other potentially addictive behaviuwsh(as the
consumption of tobacco or alcohfbr examplg, data processing regarding online gambling behavior
canbe done in reatime.®2 Tracking reatime online gambling parameters suchthgs time and money
spent on gambling, frequency of gambling, duration of gambling sessions, type of gtayed; and
reactionsto gambling advertisementselpsservice providers reach a better understandofggambling
behavior andwhat influenaes a gamble@ choicesin order to help withthe prevention of problem
gambling®? However, the scope dhe risk factos related to problem gambling is not set in stor&.
Scientific findings demonstrate tha combination of data (e.g. data gathered through interviewing
gamblers with reatime data regarding time and money spent on gambling) not only contributes to the
recognition of gambling behavior, but also reveals new risk factors for problem gam#ling.

Notwithstanding several differerfossibletechniques for recognizing potential risky gambling, Griffiths
and Whitty consider behavioral analytic todis be unreliable instrumentsfor diagnosng problem
gamblingas a medical disorder. Taking into consideration the screening instrumermaftwlogical

381 For more about seet@pter|Vand feedback loop about profilingection 4)

382 MichaelTodd,Interview with Prof. Mak Griffiths (Sage Publishing, February 2016)
<http://connection.sagepub.com/blog/sageonnection/2016/02/11/methodsn-actionbehavioraltracking4

accessed 25 November 2016.

383|n 2010, at the very beginning of their implementation, Playscan and Observer, behavioral tracking tools

developed as responsible gamblitopls, usedapproximately 40 different parameters for analyzing the behavio

2F 3l YOt SNEDP C2NJ Y2NB | 62dzi aSSY alN] 5 DNAFFALGKA | YR
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104, 106.

384 Johansson and o#s identified 35 risk factors for problematic gambling. For more about see: Agneta
W2KIFyaazy |yR 20KSN&RZ WwAiadl FFOG2NAR F2N LBUEa6fSYFGAO 3l
Gambling Studie€7.

385 Dragicevic et al. developed artlei A SNJ Y2 RSt F2NJ FdaSaairay3da NRa]l Ay Il Yof A
order to predict harms related td | Yot Ay3dd ¢KAa Y2RStf O2YoAySa WSEKAOAGSR
YnferreR 0 S K.ITH@ Aheeétid model uses multimodal daton gambling behavior in order to get a more
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Analysis of Demographic and Behavioral Data from Internet Gamblers and Those \WhalBel from @line
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gambling from DSM they realize that some diagnostic criterielated topathological gamblingsuch as
escafing from reality, concealed involvement, unsocial behavior and ruined relatios&gportunities,
cannot be detected by using behavioral tracking tools that prooeise gambler dataHowever, they

claim that preoccupation with gambling, tolerance aacts ofchasing losses can be spotted onlifie.

Even though DSM is now obsolete andhas beerreplaced by DSM, someof data that applied to the
diagnostic criteria from DSM could nevertheless be detected online, whereas some otega is
difficult or even imposible to investigate via the application of behavioral tracking tools that operate
online.The need to gamble onlingcreags theamount of moneyspentin order to achieve the desired
excitement and chasing losses can be detected. However, whether ablganis irritable when
attempting to cut down or stop gambling, has made repeated unsuccessful efforts to control, cut back
or stop gambling, is preoccupied with gambling, gambles when feeling distressed and lies to conceal
his/her involvement in gamblingborrows money to relve a desperate financial situationand, in
general, in whastatel 3 I Y sotidb anddprofessional relatioase in,aredifficult, if not impossible,
guestionsto answersimply viathe analysis of data gathered online. Howevere should not exclude

the possibiliyy that further technological developmestmay be able tgrovide insigh$ into data that

are currently inaccessible or unreliable. Weybelieves thatthe future development of artificial
intelligence hat uses multimodal data, including data collected from connected devicascli as
wearables, home appliances, and industrial goods and machooed) be utilized for the detection of
emotions and sdoringwith it new opportunities for behavioral data analy&is.

Anaddtional drawback of behavioral tracking toolghat problem gambling iguite contextual. Games

have different structural and situational charadstics and for that reasonmodus operandi in data
analysis as well as the implementation of responsiblangoling measuregshave to be developed
contextually rather than generalf® Differences also exist among gamblers. Different-tyyes of
consumers are formed dsed onthe influences of individuals,as well as theircultural, social and
national features.Therefore, havingadditional setsof data available that do not necessarily refer to
gambling behavior (e.g. nationality, gender, data regarding personal wealth, family status etc.), could be
beneficial fo analyzing data that can then be used to explartipular gambling behavior.

Notwithstanding several drawbackselmaviomal analytical techniques have been developing in order to
empower the responsible gambling approach. Empirical studies demonstrate that after the detection of
risky gambling bedwior, proper preventive reactions influence gambling behavior in a way that
contributes to the protection ofi gamble® health®® These tools have served to support the decision

386 Griffiths and Whitty (n 388112.

% S{G.dzRRe YR /AGe ! yAOBSNBRAGE [2YR2Yy> WYwSalLkRyaiofS DIFY
Algorithms, Cityniversity London, 131y 201§ <http://www.bet -buddy.com/media/1190/responsiblgambling
algorithmsroundtable 1-august2016final.pd> accessed 25 Novembed 7.
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International Journal of Mental Healthddiction94.

389 Formore about results of behavioral analytic tools that sergsponsible gambling purposes sé&avid

Forsstrém, Hugdlesserand PerCarlbring,Wsage of a Responsible Gambling Tool: A Descriptive Analysis and

LatentClass Analysis oflUS NJ . S(ROH6P 32bNdal of Gambing Studes 889;Michael Auer and Mark D.
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in Psychologyttps://doi.org/10.3389/fpsyg.2015.014G6accessed 25 November 2QIMark D. Griffiths, Richdr
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making procesgregarding gamblingamong those gamblers whose gambling bébawas detected as

risky, but notyet identifiable as evidence giroblem gambling as a medical disorder. By creating a
LISNE2Y |t AT SR 4FNYyAyYy3 | 02 dzihesd ®ds inluencd &n8 Ndréct theRh a | &
3l Yot SNIDmakiRgpOdessirdation to futuregambling.

Analyes of individual gambling behavioare alsocarried out bythird party agens (gamblingservice

providers thatuse powerful software algorithra to analyzed I Yo f SNEQ RI Gl 0d bSOSNIK.
of 2 y Spersonal idetity alsoincludes seHJS NOSLIi A2y ® ¢ KSNBE F2 NBegardink S 3| Y&
his/her gambling behaviois also importanfor responsible gambling purposes. Despitdack of self

awareness amongst gamblers iregard to the severity of their gambling behavior (often
underestimating the severity¥, selfexclusion mechanisms are one of the most widespread responsible
gambling tools.

Online gamblers who think that they spend too much time or money on gamdliage concerned with
other aspects of their gambling behavior may wssdfexclusion tols to exclude themselve$rom
gambling for a certain period of tim®! Registration in databases of excluded players should guarantee
that gamblers who willingly exalie themselves from gambling are ratowedto gamble forthe period

of time thatthey set In addition, any gamblingelated commercial communication shall be interrupted
duringsaidperiod of selexclusion.

Selfexclusion mechanisms are organized inesal/ differentways Regulatory arrangements on self
exclusion mechanisms vary from sedfjulationto regulationsat the international and supranational
level. Regulations may limit dafgocessing mechanisms a manner that affec$ the accessibility and
availability of selexclusion databasesThus, for the purposes of this research the presentation of
several different organizationshich offerselfexclusion mechanisgare distinguished according two
dimensionsg horizontal and vertical. Notwithstaling the fact that these dimensions are intertwined,
for presentation purposeshe horizontal dimensiortoncernsthe connectivity between sekxclusion
databases, whereas the vertical dimensiooncerns theexistence of (or lack ofegulations aimed at
organizing seléxclusion mechanisms. Takingo consideration both dimensions and their practical
variations,a selfexclusion mechanism could bederstood as beingonstructed in thefollowing ways:

- Horizontally disconnectedrerticallyunregulated
- Horizontally connectedyerticallyunregulated

- Horizontally connected;erticallyregulated

- Horizontally disconnectedgerticallyregulated

A selfinclusion mechanism that is within a system thathwrizortally disconnectedand vertically
unregulated refers, firstly,to the organization of sekéxclusion databases that are not connected
(horizontal dimension). Online gambling service providers might organize and maintagxcaion
databases that are ahe disposal of their consumers, but only representatives of the service provider
may access tbsedatabase. In other words, service provider A is allowed to accesswitsdatabase of

3% For more about seef@pterlV, subsection 2.1.
¥ SDI Yot 8! 61 NBSE GH2 dzdhthiz winkE QatiSetvifare.co.uk/confidntialsupportand
advice/selfexclusiorr accessed 25 November 2017.
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seltexcluded gamblers (database A), limihot allowed to accesthe list of selfexcluded gamblersn
database Hthat is managed by service provider Becond,n this system the organization of the self
exclusion mechanism is based on sefjulation (vertical dimensionompetent national legislation

may (or may notenshrine the obligation that every licensed service provideght to organize and
maintain a selfexclusion mechanism. However, if a national gambling legislation contains a general
obligation without specified organizational and functional featuresacgelfexclusion mechanisnthis
system shouldhot be consideredsverticallyregulated

Online gambler registration in this kind of databas®ables the gambler texclude themselvegrom a
particular type of game (e.g. a gamblho would like to $op betting, but intends to keep playing
casino games), or from atlif the games offered by the service provider. The main dotyonline
gambling service providersn this regard,s to reliably identify their customers whibave willingly
excludal themsdves from gambling anatho have therefore requested toot be allowed to gambk for

a determined period of time. However, if a selcluded gambler wouldtill be able to gamble, several
risks may appear. Gamblers meyacerbatetheir already undesirablgambling behavioand provoke
problem gambling. In such a hypothetical cathe liability of service providers (and/or subjects that
manage the seléxclusion databasejould be claimed, andamblers may initiate a judicial &iin a
competent forum. Thee are not many court decisions regardinggsponsibility in relation to the
organization and maintenance se&kclusion mechanism#iowever,the Calvert vs. William Hill Credit
Ltd, decided in the United Kingdd?h is worth mentioning here

The claimant,Mr. Calvert was a compulsive gambler. He was aware of his destructive and
uncontroliable gambling behavigr which had led tothe loss of a substantial part of his wealth.
Recognizing thjshe asked William Hill to exclude him for six months frany further gambling.

| 26 SOSNE (KS SYLX 28SS (KIFd gl a Ay OBclNEIDay@rs YI yI :
did not take allthe necessary steps t@nsure thatthe exclusionwas completed and functional.

Therefore, Mr. Calvert was allowed to keep gambling. Hecontinued to gamblaising William Hi a

services and destroyed himsdihancially by losing almost two million GBP whilst-sztfluded. Mr.
Calvertinitiated a claimagainst William Hillclaiming negligence in theduty of care to refuse dk

excluded playerérom gambing. He clained the overall amount of funds lost during the selclusion

period. What isinterestingisi K+ & G KS 02 dz2NJI RSOARSR I tBak Willfagn fHill a NX» /|
wasnot responsible for the financial dargaincurred by Mr. CalvertAccording to the couf findings

aNXp /Fft@SNI ¢l a&a fNBIFIRe F LI GK2Et23A0FE 3FYHtSNI 08
andcould have found many t&@rnative options to gamble andiin his finanes

It is ousside the scopeof this researcho discuss whether service providers shouldHsdd responsible
for the losses of their selfxcluded playersn such a caseand what the argumentsupportingthe
CourQ decision inthe Calvert case are. What isportant is thatthe Courf decision in this case points
out the main weakness & seltexclusion systenthat is both horizontally disconnectednd vertically
unregulated Selfexcluded players in these cases limit themselves from the services provadadfy
one service provider. But there are stilllarge number of other available service providers on the
market. Hypothetically, if this system of seKclusion prevailed on the market, then a gambler who
would liketo fully exclude him/herself fromlbpossble gambing options,would have toinitiate a selt
exclusion process at alipplicable licensed gambling service providerand to unlicensed service

392 Calvert v. William Hill Credit L{Zi008] EWCA Civ 1427
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providers too, if these areaccessible on the marketSuch aselfexclusion systenwill be more
protective if there is a monopoly ithe provision ofonline gambling servisr if just a few operators
are licensed and accessible.

Despite its drawbacks, the main advantage of thiseetiusion mechanism is based on seltjulation.
Selfregulation might enablethe broad autonomy of service providers when deoglto accept the
registration of gamblers from different national statdgnder the presumption that a service provider
does not apply discriminatory measures basedlmncitizenship otonsuners ortheir residence during
the registration process, service providemsght to make the sekexclusion mechanism available to all
registered online gamblers. Therefore, this system of-aetiusion mechanism is not available
exclusivelyto gamblers vith a certain citizenship or residence peitsi(typical of selexclusion systems
that are verticallyregulated®®, butis likely available tall registered gamblers.

The second type of se#ixclusion mechasnms is based on collaboratiobetween service providers.
Namely, service providers are horizontally connected in a way that enéides to exchame data

about selfexcluded gamblers. Within this systemwvo subsystems are recognizable. The first sub
sydem is featured by a unique database of ssttluded gamblers created and managed by several
connected service providers (e.g. affiliated or associated companies). This register contains personal
data that should be availabl® all the connected compang& The second sufystem is composed of
several databases of sakcluded players. Each company in the group of connected companies has its
own register of selexcluded players that should be availablethe other companies. Therefore, ammy

the conneted comparies should have access th KS 2 (i K S NawRen Ehkecling atethed a
customer is allowed to gamble. In both ssystems, a gambler might exclude him/herself from a
particular type of game or from all gambling services.

In general, both soluties shouldnot only enableselfexclusion fronthe gambling services offered and
provided by one operator, but also frothe gambling services offered bthe other connected
companies. If we presume that a gambler has three different accowits three different, but
connected,online gambling service providers (one ean)d thatthere is one unique database of self
excluded players, it is clear that the gami@eregistration in this database is a sufficient step to activate
the selfexclusion mechanisrfor all three connected online gambling service providers. In contrast, if
these three connected operators organize and manage three differentegelfision registers (one
NBEIAAGSNI LISNI 2LISNF G2ND GKSy | Jdexadd gahddlars willba A & (0 NI
sufficient for the activation of the se#éfxclusion mechanism, due to the fact that all three service
providers areboundo & | 3 IseftéxtiuSibiEegardless of where it is expressed (one registration
would be enough).

Cooperation among service providers enables interoperabilityrelation to selfexclusion data This
factor refers to the horizontal connectivity of a sekclusion mechanisniThe lack ofa legislative
requirement for the exchange of se#ixclusion datareveals tlat such asystemis not regulated
vertically. Like the first type of sekxclusion mechanism (that is itleer horizontally connectednor
verticallyregulated, mandatory legislation might oblige service providers to develop and offer the self
exclusion rechanism as a responsible gambling measure. Howavehijs caset is still at the service
provider@ disposal to decide on the form shid mechanism. For that reason, cooperation among

393 More about in the following subsections.
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service providers that ensusea level ofinteroperability between databasesis formed based on
agreements made betweeservice providers (and ndiecauseof national or international legislation).

Again, he positive sideto vertically unregulatedselfexclusion systemss that the systems are self
regulated. Nationabambling legislationsnight limit cooperation among service providers by obliging
them to only exchange gambler data with operatothat are formally licensed intheir particular
national jurisdictions. For threason, systems that areertically unregudted enable cooperation and
data exchange among service providevhich may belicensed in various jurisdiction®r evennot
licensed at all.

Notwithstanding the interoperability between databaseseing one of the core characteristics of
horizontally comected mechanisms, theertical dimensiorin this type of systenmight presentseveral
challenges for the effective functioning of the mechanisms, especially if the databaseseicheatied
online gamblers are managed by service providers licensedfémadif countries. Firstly, data protection
legislation in different countries may regulate data processing and the trantftatain differentways

This could create difficulties concerniiggues ofegal compliance. Secondly, nrbarmonized national
legislations might impose different technical standards concerning the registration and identification of
gamblersas well as regarding information security issues. Data might be transferred to national systems
with lower security standards and exposeiddata to information security risks. This issue would be
particularly complex if the se#xclusion mechanism is based on several interoperable databases
managed by several service providers, each licensed in different national states. Fimadly,adtsobe
possible that a particular type of game is legal in aagonal marketand illegal in another. Therefore,
gamblers shouldat least be aware of the service providers andhe types of gameghat will be
inaccessibldor the agreed period of selxcluson and converselywhich service providers and games
will remainaccessible.

" Database 1

/ L T { ....;atabase 2

[ Database4 |\ . > '

Figure 2-the schema of a horizontally connected ssi€lusion mechanism

A horizontally connectedand verticallyregulated mechanism of selexclusion might appeaat two
different levels. The firstoncerns verticategulation at the level of the national stateThe second
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concernsvertical regulation at the international or supranational level. The main differeracerns

the entities (state, international or supranational organization) that createl enforce the applicable
regulations. Regardlesas to whether we are concerned with vertical regulation at thational,
international or supranational levekthe main trait of tlis mechanism is the cooperation of service
providers licensed in a state or states that are members of an international or supranational
organizationIn this type of mechanismegulatiors at the national, international or supranational level
bind all the relevant service providers tengage inthe exchange oflata. That meanshat all of the
service providers licensed in a particular stateuld have to exchange se#fxclusion data among
themselves (the case with mechanisms organiza¢dhe national level or with service providers
licensed in other states that are memberstioé relevantinternational or supranational organization.

The nteroperabilitybetween databases containirgglfexclusion data is the main feature of horizontal
connectivity This aspect is nagignificantlydifferent from theother caseof horizontally connected self
exclusion mechanism&ather, he differencehere concernsthe regulatory aspects that are related to
the vertical dimension This isimportant in relation to organizational aspects concerning the
functionality ofa verticallyregulatedselfexclusion mechanisnThe organization of data exchange shall
be regulated in ways that enable effectidatabase interoperabilityln other words, it would be strange
to createa mandatoryselfexclusion mechanism that is horizontally connected aedicallyregulated

at the supranational or international level if states, members of the organization, have no harmonized
standards for a technical infrastructure necessary foe froper functioning of the seHxclusion
mechanism.For instance, if Italy, Spain, and France decide to harmonize their gambling legislation in
order to enable the effective exchange of selclusion data, they wouldnter alia, have to harmonize
their procedures and standards for the registration of gamblérsimilar claimmight bemade in regard

to mechanisms organizedt the national levek; the standards have to be harmonized in order to enable
effective data exchange among online gambling sempiogiders.

Thecurrent lack of harmonized technical standards middgdd to problems related to the registration
FYR @SNATAOFIGAZ2Y 27F 02y adzyS N#EDbe dificNfergldtet]l to e I @
accurateidentification of seHexcludedgamblers and privacy concerns. The registration of consumers in
one state might be based aihe processingof certain personal datahat differs from that in another
country. In such a caseertaindifficulties in the identification of selxcluded gamigrs from different
countries might appear. In additiorgertain challengingsecurity issuesalso emergein a vertically
regulated and horizontally connectedsystem of selfexclusion mechanisms. On the one hand,
considering that all service providers must bllowed to access the data of all secluded players
regardless of where the dats stored, a high level of security measuréibat are potentially not
harmonized among service providers or entities that manageeseliusion databasesjould hinder
effective access. On the other hartd yeasyaccesi 6 apSr@achwould expose databasepotentially
making thendesirable targetsor cybercrime actors.

The main advantage of thigpe of mechanism is the possibility for gamblers to exclude theneselv
from the services offered by a large number of online gambling operators. Moreover, by using this
mechanism these exclusions are obligatory for all service providdrat are licensedin at least one
country {vertical regulaion at the level of a state), or even in severatountries (international or
supranational level). Therefore, froan organizational perspectiveservice providers have to check all
registered sekexcluded players in the stater states before providingheir services. Neverthess, this
solution could be problematic if there are dozens or even thousands of licensed service provaless in
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state (e.g. the United Kingdomiowever,it would more manageable if there are very few service
providers ljke inFinlandor Polang.

Allowing for the exchange of datanly among licensed online gambling service providemssentsa
challenge of another sorit is hard to believe that operators whose services are accessible, but who
operate without the required national gambling license fbe tprovision of gambling services, would be
included in a national sedéxclusion mechanism, sinceistorganized and managed by the state, who is
the gambling licensoin averticallyunregulatedselfexclusion mechanispit is up to service providers

to decideupon which operatorswill be included in the joint selxclusion system. Therefore, even
unlicensed operators might be part of horizontally connected (bettically unregulatell entities.
However, concerninghe vertical dimension of a verticglregulated seltexclusion mechanism, it is
reasonablego assumethat unlicensed operators are formally considered illegal badause of thisare

not allowed to be a part of this system

If we use an example & selfexclusion mechanistmat is regulatedat the supranational levednd that
includes all licensed online gambling service providers from three countries (e.g. Italy, the Netherlands
and Portugal)then all of the licensed operators in these countriasuld have to exchange data about
selfexcluded players in a wdkiat isregulated at the supranational level. Howeveay thatimaginary
operator BetZEDlicensed in Italyis considered a legal online gambling service providétaly, if it is

not licensedn the Netherlands it mightte considered an illegal service provider in the Netherlamtss

would be the case too iimaginary operator SORT is licensed in the Netherlaisda legal service
provider in this country), but not in Italys( formally, anillegal service provider iftaly). A problem

occurs when Bob, who is an ltalian residémit is selfexcludedfrom BetZED tries to gamble at SORT.
From the perspective of Italian gambling [€80ORT is not allowed to provide gambling services to Bob.
Therefore, BoR® registration has to be denied. However, SORES to carry out its own actions
accordance withDutch law and might accept Bphllowing him toregister, but not allowng him to
gamble due to his setixclusionfrom BetZEDThus, SORT infringes Italian law by regisg Bob who is

an ltalian residentHowever, without registering Bob, it would be impossible to check whether Bob is a
selfexcluded playerb SHSNI KSf Saaz AdG NBYlFAya ljdSadAaz2ylofsS
services after the expiration of hiselfexclusion period.This hypothetical situation depicta
disagreement betweenle factoand de juresituations** On the onehand it is clear thatthe provision

of online gambling servisds a crossorder affair that is difficultto constrainwithin political borders.

On the other, national gambling legislations provide regulatory contdorshe national gambling

g |

market andto ignore them wouldrisk sanction® ¢ KSNBEF2NB>X {hw¢Qad | OOSLIi y O

perspective of Italian gamblingvia But despite the illegal registratiorgnforcing seHexclusion rules
might be consideretbeneficial This situation might opea Pandord) Box of several very complex legal
problems and dilemmasuch as whether something that useful shall be vitiateby something that is
illegal; questions as tavhat is more important¢ the protection of gamblers (by enforcing the self
exclusion mechanism) or the protection of public interests (the general goal of national daw);
guestions as towhich legal sourcehas greater significance (national law or international and
supranational obligations). Thua,harmonization of national regulations over gambhmdated issues
shouldbe carried out for the proper functioning of this sort of seXclusion mechanism.

3% For more about regulatory landscape of online gambling in E@sagter|l, sction 4.
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A horizontally disconnectedut vertically regulated mechanism is the lastorm of selfexclusion
mechanismof the typology proposed in this thesi§imilar tothe previous form this sort of self
exclusion mehanism could be organized at the national, international or supranational level. The
differencehereis in the lack of data exchandetweenservice providersln contrast to the first form
(horizontally disconnected andertically unregulated, however,the verticalregulation of this system
does require some form of jurisdictienide check as to whether a woultk gambler has se#xcluded
him/herself. Therefore, instead of relying on a horizontal exchanging of datap#alanismhere can

rely on acentral database of seéxcluded online gambletbat service providersught tocheck.

In Spaif® and Denmark® selfexclusion mechanisms are implementatithe national level. These
registers are administrated by national gambling authorities and corndaita of allthe registered
gamblers in Spain and Denmark who wish to exclude themselves from gambling online. The main
advantage ofvertically regulated national selfexclusion mechanisms ithe opportunity given to
gamblersto exclude themselves fronthe games offered by all online gambling service providers
licensed irthe state that administers the sedxclusion mechanism. Froam organizational perspective

it might be claimed that those mechanisms that are not horizontally connected are easiemaafat
operate than horizontally connected ones. Any horizontally connected mechanism is composed of a
large number of channels fothe exchangeof data (each service provider needs to establish
communication channelhat are necessary for the exchange sdlfexclusion data with athe service
providers that legally perate in a particular systenwhereas in horizontally disconnected mechanisms
each service providemust onlyestablisha channel with the central databas@herefore it might be
presumedthat horizontally disconnectedb(t vertically regulated mechanisms are supposed to be
more effective than those that are horizontally connected. In additmbeneficial aspecta conside

with the inclusion of astate authority (or international and gwanational organizationinay contribute

to the gamble® trust in the proper functioning dhe seltexclusion mechanisntlowever, one central
database might benore vulnerable to hackers compared to several databases included in horizontally
connected sH-exclusion systems. Furthermore, taking into account how each service provider has to be
able to communicate automatically with the central database, the standards for data exchange have to
be established and followed.

Apart from the mechanisms organieat the national levelyertical regulation could entail central
database of selfexcluded online gamblerthat are operated and managed by a supranational or
international body. Taking into consideratidrow online gamblerscan also beoffered servicesby
operators licensed in a foreign jurisdicticen(operator licensed in one country but available in others),
it seems that an effective supranational or international register ofeetfuded gamblers could enable
better protection thanthat possiblewith any other type of seléxclusion mechanism. However, its
practical implementation is quitdifficult and it will probablynever see the lightf day. Because oboth
political and regulatory issues in the Bbere is no international or supranationakganization that
would be in charge of this tasKor is it likely that such an organization would be establisheitiénEU

3% For more about Spanish national register of ®adtluded gamblers seBirectorate General for the Regulation

2F DIYoftAy3as WDSYySNIf wS3Ai<atip8iniwd BendionYukop.dsieh/@HSaa . | ya
accessed on 25 November 2017.

3% For more about Danish register of seicluded gamblers seg:LJA f f SY & y RA gE8uRIGyfram Ww 2 F dza
DI Y 0 t<iitgsa<pillemyndigheden.dk/en/rofusexclusiongambling> accesse@5 November 2017.
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in the near future. It is hard to believe that EU Member States will create an international or
supranational organization in chargég gambling issues whose regulatowill have supremacy over
national rules. Moreover, many sources of EU Law are not applitagkmbling issues in the EU due to
strong national desires to regulate gambling affairs exclusatelye national levef®’

( Central database
! Service .. ) /
provider 1 — S - -

R Ve Service \
| |
\ provider n

Service
provider 2 ) B
R y Service
S provider 4
Service S o
provider 3

Figure 3 the schema of horizontally disconnectéedt(verticallyregulated seltexclusion mechanism

The identification of gamblers as a process based on the processirgsoinal data in order to reveal

B NA2dza AYRAQDGARdAzZ £ OKFNIOGSNRAGAOAY AyOfdzRAYy3 TSt
important function for the implementation of responsible gambling. The study presented three very
important mecharéms for a responsible gambling approadh. the context of the presented
mechanisms, it could be argued thdue identities of gamblersare never completelyreliable, or even

accurate. They aréormed through instances ofdata processinghat stem fromcomplex interactiors

between service providers and online gambletsKk S GSNAFAOF GA2Y 2F | 3L Yot S
LINPOSaaAiAy3a 2F LISNe2ylFf RIGFE GKFG Aa adaldll2aSR G2 o
behavioral analytics might be problettic if the available data does not provide information that

matches the real state of the behavidtinally, dataegardingselfexclusion from gambling depends on

how the gambler percwes theirgambling behavior. Thus, ithdata cannotbe a reliable indicator of

problem gambling. Gamblers are laymen, parties withtlue skills and knowledge necessary to
recognize patterns of problem gambling. Nevertheless, their subjective feelings as well as wishes should

not beignored

Notwithstanding the vularabilitiesof gambler identification systems, empirical scientific findings testify
that they arenecessary and useful for the protectiaf gamblers As the above discussion shqvtise
potential for improvement existsthrough the extension of the scope foavailable data and
interoperabilitybetween databasesThis potential will be further explored in Chapter VII.

397 For more about see th€hapter I, section 4.
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4 Synthesis

Behind any account created for gambling purposes thereresahworld individual. The creation of an
2yt Ay S 3 ctovnoréq@rsigha colledlion and processing of personal data that referthe reat
world individual. Mandatory national gambling legislatisill impose obligation for the registration
and verification of personal dat&ecause of thigertain attribues areattached toan online gamble®@
identity (e.g. age, nationality, given name and surname). Gamldisg generates new datathe
subsequent collection and processiofgwhich isundertakenby online gambling service providers (or by
third partiesond SKFf ¥ 2F 2yt AyS 3FLYofAy3a aSNBAOS LINBJARSN
preferences toward specific typeof games, funds and time spent gambling, frequency of gambling,
purchase of non-gambling related itemsand enjoyment of other typef entertainment, emerge as
consequences o gamblef activities. Tis data might be utilized for the aggregation of gambdietta
and their classification to various categories. Some categories are composed of risky gamidters
should be warned aboutheir gambling behavior, whereas othersay be composed of profiled
gamblers that should be supplied with a personalized advertising apfesh categorization and
aggregation of gambleiisunder the control of online gambling service providers.

Realworld individuals are also able to contribute to the projection of their representations. They set up
their accounts byinter alig, creating passwords and usernames, uploading profile phatod Jeaving

their contactdetailsand basic info about themselveas well asnformation about thér lifestyle, online

In addition, the production of data can be a mixturedscisions made byealworld individuals and
their activities onthe one side and the operations ofservice provides on the other. Online ganlimg
service providers can process gambler data in order to recognize patterns of risky gambling and warn a
gambler about it. However, aftegsaidwarning it is the gamblerthat will have todecide abouthis/her

next steps ang in a certain senseshape tleir own gambling behaviorBut so too maypersonalized
advertisingbe sent to a gambler anafluencehis/her gambling behaviorAddresponse reactions will
generate new dataThus, it could be saithat various data sources aused for building online gabler
identities. Apart from the diversity of data sourcéise scope of collected datandways of processing
data, as well as th@urposesthat data processingnay serve, alshape the contow of an online
gamblef identity, whichusually includes seval different representations.

Theassumptionthat gambler dataflows contribute to the protection of gamblersould, therefore,be
asserted. A scenario in which all gambielated datais available to all service providers and
professionals whose joib is to recognize problem gambleraould probably produce helpful effects in
the prevention of problem gamblinghe accuracy andeliability of thedetection ofproblem gambling

in the online environmentvill be proportional to the scope othe procesgd datafrom gamblers The
digital representation of a problem gambler is not concerned about who thewedt individual is, but
about what the realorld individual doeswhen gambling online. In other words, the quantity of
personal dataretrieved fromgamblers will beproportional to the quality of the digital representation
that is useful for the protectionof gamblers Therefore, data interoperability plays a crucial function
However,collecting and processings much personal data as possjbé®to then proces it, creates
variousprivacyrelated risks The challenge, therefore, is to find ways to combine both perspectives, or
in any case, to find ways for optimizing gambler protection insofar as this is compatible with the
minimum requirements oflata protection. This challenge will be taken up in the second part of this
research.
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1 Introduction

With a viewto answeing the general research question, this chapfecuseson strategies forthe

processing obnlinegambler® LISNAR 2yt RFEGF® ¢ KA & (Qokhelchn&ptlofO2 vy i I A
personaldata processingtrategies whose application contribute tdhe pratection of privacy and

personal data protection. Privacy preservstgategieshave been selecteds acrucial aspecin respect

to the processingo2 Y f Ay S 3 Yo S NMiedthel§ypothesig establidhediinithis research

that the processing obnline gambler® LIS NA& 2iy delevanRfortiie: provocationprevention of

problem gambling.

The chapteraimsto shed light on strategies fqrocessingonline gambler® LISNB 2yt RIF G |
relation to policies and tactics. The explanation of skaelations should clarify the reasons why the

research focuses on persondata processingtrategies how these strategiesinterrelate with more

general plans and tendencies ihe gambling domain (e.g. with leadirplicieg, as well as unpack

concrete masuresfor achieving strategy goals. Therefore, the ovepltpose of this chapter is to

outline the concept oftrategies forthe processingo Yt Ay S 3 Yo f SNE @ posdohNE 2 v | f
them among therelevantrelated concepts. In i way, the chager explains how their implementation

contributes toanswering thecentral research question. Thehapter presents the work of Jaagenk

Hoepman and his privacy design strategjes a sourcef inspirationfor the developmentof strategies

forthe procesingo2 Yt AyS 3IF Yof SNEQ LISNE2YIlFf RIGLI

This chaptelis dividedinto three parts. The firspart deals with a brief explanatioas tothe general

notion of strategy shedling light on the reasonsfor the creation ofstrategies as well as fotheir
implementationand structure. The second part of the chappeovides some detailabout! 2 SY LJ y Q&
work on the development of privacy design strategipsesening an indepth explanation of his
strategiesandthe reasons why theyave been selectetbr the purpose of this research. The third part

of the chapterthen explains the importance df 2 S LJY Woyk@h&he context of he presentresearch

and explains which part of his woikparticularlyapplicable ad why.

2 The notion of strategy arits rolein the context of the present

research

The multifaceted meaning of the word strategy has been utilized for numerous purposes and in various
settings The origin of the word strategyan be traced tdhe Greek wordstrategos which was the name

of an ele¢ed general with a political function in ancient Athef¥ln fact, strategy is most often used in

the context ofthe science and art of military activitieespecially in regard to theommandingof

o f A20 | & / 2EH0SoopeditBritamilcditBsI/@n@Sbritannica.com/topic/strategymilitary>
accessed 17 December 2017.
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military troops3®® Explaining the general notion of stragg whilst focusing on the context of war, Carl
von Clausewitz emphasizes tiiaa t NI 6 S3& A& GKS SYLIX 28YSyili &F GKS o
In this respecta strategywould contain plans for military campaigns and regulate combat. Von
Clausewit adds thak strategyfor military purposess basedn propositionsand for thatreason,some

of the plansmay experience difficulties in practicéloreover,some arrangements canndie designed
down to the smallestetails. They have to stay generaltiithey developtheir fully operative shape as
an outcome of the development of a situatié¥.Von Clausewitz's observation of military strategy
reveals the concepts a general means composed of sevesadtorial but interacted planswhose
execution leadto a common goal. A strategy has a certain levehlo$traction,and its particulars
depend onthe particular context. Therefore, it mightte saidthat the individual element®f a strategy,

as well aghe situations created by the environment and circuarscesto which a strategy it is meant
to be applied are all important factors for the development and implemenétion of any strategy.
Placingparticular attention to the preparation of war as th@imary military strategy, Von Clausewitz
points out thata military strategy refers tthe planningof actions ofwar for reachingmilitary goalsand
how to achieve thenvia theavailable meansne hasn the situation at hand®

From this,we may deducehat strategies are inherently concerned with meaningtlations between
means and endsThe bidgingof means and ends could be indicatbg another militaryrelated term-
tactics. Similar to the notion of strategy, this tegues beyondhe military contextA standard concern
for both terms ighe planningof how to reacha particularpoint or end state #° Therefore, they serve to
achievea certaingoal (e.g. to bridge the gap between two different point&) the adoption ofcertain
means.As to the different points which need to be bridgettetfirst refes to an undesirable state
composed ofa problem or group otthallengeghat need to be solved. The seabis the desiredend
statethat is reacled aftersolving theproblem Notwithstanding their similarity, the distinction between
strategies and tacticsam be indicated by several factors. The relagbipbetween strategies and tactics
might be perceivedasa relationshipbetweenthe general andhe specific. Tactics are usually partaof
strategy,and for thatreason,their realization contributes to theverall strategc goal. Tactics might
serve to achievean aim that isnecessarybut may be insufficient for theachievementof the overall
strategc goal. Thus, the implementation aew tacticsmay contribute towardsachievingsaidgoal.In
some cases the appliation of one out of severaproposed tacticould be sufficientfor reacting a
strategc goal there may existseveral tactics within a strateghn order to achieve the goal of a strategy
some of the proposed tactics have to be realized. Inabe cases, several proposed tactics have to be
realized cumulatively to achieve the goBbr thesereasonsthe level of abstraction among strategies is
higherthan that oftactics which are supposed to be mouretail oriented. It could therefore, be said
that tactics may bring concrete solutions for parts of a problem, whereas strategies promote the
solution ofthe problem as a whole.

¥Merriam2 S6aGSNI hyt AyS 9y3ItAaak [ Iy Ielsdéhcesahduaitiornyflital® RSTFAY S
command exercised to meet the enemy in combat under advantageous corliy 4 ¢ ¥ Wa (i NX 4§ S3e& >
(Merriam-Webster December 2017) Rttps://www.merriam-webster.com/dictionary/strategy 17

December 2017.

400 Carl von Clawsvitz,On War Book 3, Chapter $trategy
<https://www.clausewitz.com/readings/OnWar1873/BK3ch01.htn#accessed 17 December 2017.

401 |pid.

402 |pid.

403 Cohen(n 398).
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There is nasingleguideline as to how to creata strategy However, all strategies (up to a certain point)
are problem-solvingin their aim Therefore, the first step in creating strategyis concerned with the
detection of theproblemand itsanalysisIn the context ofthe provision ofgambling servicethe most
noticeable problem is thagamblingbears various rks andthat because of thisonline gambles
exposesthemselvesto gamblingrelated risks However, this is a very general observation of the
problem which is difficult to couple with a unique strategy. As this research has demonstrated,
commercial commuication for gambling purposes shoute considereca gamblingrelated risk,and,

accordingly, the processing 8fF Yo f SNAEQ LISNER2Yy It RFEGF F2N QBHYYSNDAI

also be consideredis arisk factor. In contrast data processingused for identification purposes
contributes to onlinegamblerprotection. Therefore, the need to proteglayersfrom gamblingrelated
risks imposes the creation of an appropriate stratégyelation to both identification and commercial
communication However since a strategy whoserimary goal would be tcstimulate theconsumption

of gamblingthrough effective commercial communicatiomcluding behavioral advertising based on
personal data that has been collected through identification processessologiclly justified from a
business perspectivethe strategy cannot, in itself, be a godlhis indicates thaimplementable
strategies shall derive their legitimacy from more general soyesh as policies.

Strategyis not an isolated phenomenon. As Von Clausewitz notigddNJ A & y 2 (i pagsiorg I O
but is dominated over byolitical object®*® One couldclaim that any strategycan be viewed as
something thatserves therealizationof a policy. Regardig the context of online gambling in the
European Uniophowever,the determination of the relevant policy whiawould be usedas a landmark

for the developmentof strategies for various domains of onligamblingis extremelycomplicated Ttis

is mainly de to the lack of unified and/or harmonized national gambling policieBurthermore
gambling activities might impact (or be affected by) health and youth policies. Therefore, in this
research the scientificconceptual framework of responsible gambling,igthrefers to a set of general
principles,policies,and practices designed to prevent gambliredated harmshas been selecteds a
guiding policy.

Policy Strategy Tactics

Figure 3; The relation between policgtrategy,and tactics: From general to specific

Considering thie importance, policies couldlaim ahigher position in respect testrategies and tactics.
In terms ofquantity, a policy might have one goal, a handful of strategies, and many tactiothén

404Roger ParkinsorGlausewitz: A Biograpl{ooper §uare Press 2002) 315.
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words, to achievea policy goal several strategiesnay haveto be developed and realizednd several
tacticsemployed in the pursuit of each strategy

z

This researciparticulatly focuses orstrategies forthe processing obnline gambler®) LIS N& 2iny/ | f RI G
order to explain how personal data processing mighteaffthe preventioiprovocationof problem

gambling. However, strategies ftre processing opersonal dataare affectedby variouspoliciesthat

are notprimarily concered with the protection of online gamblersBecause of this, the research takes

into consideration relevant regulatia(e.g. gambling regulatiaand data protection regulatics), as

well aspractice (made by online gambling service providers) and theory (e.g. theoretical proposals for
strategy designin order to create strategies fortheJNE OS&aAy 3 2 F 3| YHoweS8eNE® LIS NE& 2
primary goal of this research is not to propose ogsele approachthat seeks tosolve the concrete

problem ofonline gambler protection. Thisstudy demonstrates how one sort of protection (personal

data protection) influences another kind of protectioggmblerprotection), andhow conflicts between

the two need tobe resolvedor the achievement o&n overall policy goal of responsible gamblifignis
methodological approacheequires the formulation of oneor more strategiesin relation to data

processing thatcan lead towvard a betterprotection of gamblers,while taking data protectiorinto

account. The strategies developed in the contexigofzacy by desigiprovide a useful starting point for

formulating suchstrategies

Privacy by design is a concept drawn up to deih the increasing trend of privacy encroachment

provoked by the development and application of new technologies. Privacy by ddwmgnbeen
conceivedas a contributoy response to increasing concerns related to the protection of personal

privacy. Therefore, it is supposed to ber@dus operandfor organizatiors and entities that process

personal data. It is not only a voluntaigol but a legal requirementset by t1f6  NXB Ij dZA NEYSy Ga 2°
LINEG§SOGA2Y o6& RSaA Byie GDPRRR Notihstandng the dafiaficRa@amorgs$ i
conceptualization of privacy by design (mainly as a consequence of the constant development of
technolog and various interpretations of the concept¢ e.g. legal, philosophical, technical), both
conceptual contoursf privacy by design and its principles are determinétfle.

The principles of privacy by design are meaningfully created and explainddrimgr Ontarian

Information andPrivacy Commissioner, Ann Cavouki8he has described the most important features

of the conceptand hasoutlined its main principles® Privacy by design refers to a scope of proagtive

rather than reactive measures. They primarily serve to anticipate angvent the occurrence of
privacyinvasiveactivities. Therefore, personal data sholdd automatically protectedn any ITsystem

or businessby default.In other words, if an individual does nchangethe defaultsetingsfor personal

data protection they are going to stay protected. The next feature refers to privacy by design as an
integral part embedded into an §ystemor business. The full functionality of privacy by design should

follow a positvesum 3 I Y'S -® Aya@dyshould not be basedon a zerod dzY | LILINRB I OK & 4 K

405 GDPR, recital 78, art 25.

61 32 t 1 3ALft2T Why GKS tNAYOALX S 2F t NAGIO& o6& 5SaArday
Serge Gutwirth and others (ed§uropean Data Protection: In Good Healtgfringer 201331-346; Seda Gurses,

/' P NXYStl ¢NByO2&d23 FyR /ftlFdzRAF S5AFT I WOYyIEYSSKSNAY I t NR DI
<https://www.esat.kuleuven.be/cosic/publicationafticle-1542.pd# accessed 17 December 2017.

WL yy [ @2dzlAFYE Wt NAGEFO& o0& RSaA3ayyY ¢KS RSTFAYAGADBS 62N
the Information Society 247.
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unnecessary trad®@ ¥ ¥a | NI ARGE R SidkéS -toPMINI@EEiREch imposes lifecycle
management ér a particular project so to promptly ensure personal data protection and privacy
safeguards from the moment personal dasaollecteduntil the erasure of hat data. Anotherfeatureis
transparency. Regardless of the technatadjor business practices involved in a particular project, the
design of data protection mechanisms should be visible and transparethietcelevant sakeholders.
Finally, privacy by design promotes a ulendly approach.lts overall architecture andperation
aK2dz R 0 %o kéeplBé int&ddts of the individual uppermost by offering such measures as
strong privacy defaults, appropriate noticnd empowering useF NA Sy Rf &° 2 LJiA 2y &€

The pivacy by design principles formed by Cavoukian are @eleloped,and their gneral character
allows them to be appliedin various contexts, includingurs, forthe creation of strategies fothe
processingof 2y f Ay S 3l Yof SNAQ LiSNEmyantfto rdtneniber thadrigady W S NI
design principlesemain general and do not provide guidanted (2 K uvacyi % desigh2 For

that reason, this research focuses on the work of Jdapk Hepman, which makes privacy by design

less abstract and fit for practice.

3 JaapHenkl 2 S LJY priva€yaesign strategies

One of the pioneers in implementiran interdisciplinary methodology for the development pfivacy
protective strategies isJaapHenk Hepman Hoepman is ssociateprofessor of privacy enhancing
protocols and privacy by design Nijmegen He works on the implementation of data protection
principlesthat areimposed by lawnto the technical design of products and services. His veamksto
contribute to the development of privacy by design by proposing more concrete ways for their
implementation. In 2012he published a paper in which he proposed privacy design stratégies
support privacy by design during technological development, @agily in the process of software
development!l° Since their publication, 2 S LJY priya@yadesign strategies have been guabl and
developedby follow-up papers created b€olesky Hoepman and Hillet*

By ombining legal principles, organizational fastoand technological aspectdloepman has
significantly contributed toward preservation or privacy His privacy design strategies presemt
convergence of knowledge from different scientific disciplin@ar(arly law and technology) andeek
to assist inthe protection of personal privacythe privacy desigrrategies are not finggrained; they
are abstract Nevertheless,they illustrate how legal principlegould be transformed into the
technological and organizational process necessaryfor supporing personal data protection.
Therefore, these strategies might be considerasl conceptual frameworks for the protection of
personal privacyia personal data protection during technological proes<Considering their level of
abstracton on the one hand ad their concrete approach for protection of personal privacy during
technological and organizational process on the other, these strategies are very suitable to
contextualiation. It is for thesereasonghat they havebeen selectedor the purpose of tis research.

408 |hid 250.

409 |bid.

M0Jaapl Sy 1 |1 2SLIVIyYyS Wt N RbisadyBEwSEhslsis ofexdnde §°BSC) 2013
<https://arxiv.org/abs/1210.6621v2 accessed 17 December 2017.

“I1Michael Colesky, JadpSy 1 | 2SLIVIY YR / KNRAGAL FyOd AF S SNWTY W G NINRSIA.
(Security and Privacy Workshops (SPW) 28t8ps://www.cs.ru.nl/J.H.Hoepman/publications/iwpgrivacy

strategies.pd® accessed 17 Decemberi20
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I 2 S LJY priyaByadesigrstrategieswere primarily createdhs anintegral part of the privacy by design
approach within the overall software development cycle. Hoepman outlines a softwarelapment
cycle by presentinga feedback loop composed of six subsequent phases: concept development,
analysis, design, implementatiotgsting, and evaluatiorf!? The first node in this feedback loop is
devoted to the development of software from ttenceptual (abstrac) perspective The second phase
is an analytical phase (the second node). Thetmges serve for outlining and analyzinthe
requirements, purposes, and expectations regarding the software thasto be created They are
preconditions for he design of the software (the third node in which the software clereated.
When the software is designed, a threefold processmplementatiorgtestingzevaluation the three
following nodes)has to be carried out. After evaluation, the overall saftev development cycle is
refined and starts again.

Analyzing the role of privacy by design in the software development dyokpmanparticularly focuses

on the first four phases of the cyd¥. Privacy by design is a complex, interdisciplinary proceas$ th
among other things may include legal, business, organizational and technologicaleanald
procesgs One of thecritical processes within privacy by design thalp with the identification and
minimization of privacy risks in new projects and pesds known aa privacy impact assessmefit. A
privacy impact assessment carries weight for recognizirigacyadverse activities as well as for
evaluatng of their effects. This process hdistinct goalsthat need to be achieveth several different
phases.However, the creationimplementation and improvement of privacy by design pervadetlad
aidl3asSa 2F F LINR2SO0GQa tAFTSOe Of eincudeytdm BSESWVY 3 (K|
beginning from planninga projectup untilits very las stage of realizationit is an inseparable part of
every node in the feedback loop of a software development cycle. However, at the very beginning of the
cycle the most obvious privaeielated risk factors shall be identified and evaluated. Thus, privac
impact assessmeatshould be execised during the early phases of a software development cycle.
Nevertheless, it mighbe expectedthat more refined risks W be detectedin the later stages (e.g.

during or after the software implementatioand/or testing).

412Hoepman(n 410)2.

4131bid.
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2014), 5 <https://ico.org.uk/media/for-organisations/documents/1595/ptaode-of-practice.pdf accessed 17

December 2017.

105


https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf

concept
development

S
G ivacy <

9 privacy 99
L design Z.
@ strategies %\

privacy

3 design
@@,/ privacy patterns

% enhancing

technologies

implementation

Figure 5 The software development cycle and its relationship with stratepaerns,and
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certain properties that allow it to be distinguishddom other approachesthat achievethe same

goak “® However,ColeskyHoepman andHillen havedevelopedl 2 S LJY priyaGyadesign strategies

defining theminter alig I aa digtinct architeatral goal in privacy by design to achieve a certain level of

LINA @ O& [INtBde@LQliath2 gefinttion emphasizes the rol2 ¥ LINK @ O R&aA Iy a
distinct architectural go&in a privacy by design,dlJNB | OK I y R (i KoSaghNde bIbERIY I NB | A
f SOSt 27F LINB @ O Sihieghiti@dnirégargs the structal design as a cornerstone

that serves to distinguishetween thedifferent approaches created to achieve a certain goal.

A further analyss of | 2 S LJ¥ vofkQeveak the important rolesand interestingrelations between

privacy design strategies, privacy design patterns and privacy enhancing technologiesingeaisksts
betweenthem in a considerably abstract, but sfilihctionalmanner.Whilst discusingdesignpatterns,
Hoepmanbuilds uponthe explanationof design patterns bysuschmanrand others According to tfs

explanation a design patternd LIN2 A RS& | AO0OKSYS FT2NJ NBFAYyAy3a (KS
software system, or the relationships taeeen them. It describes a commonly recurring structure of
communicating components thatolvest ISy SN} f RSaA3IYy LINRPOf S¥IngAGKAY
addition to desigrpatterns, privacy enhancing technologiase explained aa system of ICT measwsre

protecting informational privacy by eliminating or minimizing personal data thereby preventing
unnecessary or the unwanted processing of personal daiflout the loss of the functionality of the

information systené*® The distinction between a privacyesign pattern and privacy enhancing
technologies idasedaround their level of abstraction. A design pattern refers to a structure dirat

to solve a problem within a particular context, whereas privacy enhancing technologies are concrete
technologieghat can be employetb implement design patters and achiepevacy protectiongoals in

concrete cases

415Hoepman (n 410) 3.

416 Colesky, Hoepman and Hillen (n 411) 2.
41" Hoepman (n 4103.

418 |bid 4.
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At first glance it couldseemas ifHoepmanperceived the implementation of privacy design patteass
coming after the determination ofprivacy desig strategies and privacy enhancing technologies
coming after privacy design patterns (see the feedback loop above). However, this sitauoid be
approached with caution. One couldargue that privacy design patterns and privacy enhancing
technologies drive from privacy design strategies. Neverthelddsepmandeveloped his work by
presenting a process within a software development cycle as demonstrated in the feehfmgck
Therefore, all processes within the feedback loop influence each offteerefae, privacy design
patterns and privacy enhancing technologies do not only ddriva privacy desigrstrategies but also
affectthe shape okaidstrategiesin every subsequent round of the loop.

Hoepman focused on the structure of privacy desgjrategies positioning them among a similar
process during the software development cydiolesky Hoepman andHillen add relevant tactics for

any of the proposed strategiess ¢ KS& RSTFAYyS GFOGA0a Ia |y Gl LILINE
contributes tothe goal of an overarching privacy design stratt§yBased on the literature review
ColeskyHoepman andHillenextract and describe tactics as practical ways (translatablechnological
tools) for the realization of privacy strategi®8.These works supplement eaclother, and this relation

was brought into existence by thimplementationof different research methodology. 2 S LJIY initalQ a
work focusedmore on the organizational aspects of strategies (design patterns) that should be used for
the creatbn of privacy enhancing technologi€nleskyHoepman andHillenpropose a set of tactics per
strategy that are more concrete than patterria erms of theirorganizational aspects), bthat cannot

be considered privacy enhancing technologies duethe higher level of abstra@in they carry
compared to privacy enhancing technologies.

The relationbetween strategies, tactics and patterns could be explained by followegllustration -
Minimization is a strategywhose essential goal is to limihe use of personal data and to enabtae
processing oflata within thebounds of aragreedset of processing purposes. Relevant tactics timaty
serve this strateggould be,inter alia those ofselecting and destroyindata. Thus, the data controller
that implements aminimization strategywould carefully selectrom the collected data and process only
that data which isnecessary fothe agreed purposesAll aher collected data shall be destroyed. In
order to arrange this kind of practice, data controflean create internal documents that oblige all data
processorghat processdata on behalf of the controller to implement relevant tacti@he ceation of
the documents andthe setting up of the management system that will monitor the practice of
implemening saidtactics could be perceived as patterns.

This observation ofl 2 S LJY priya@yadesign strategideadsus tothe conclusion that privacygesign
strategies patterns,and enhancing technologiess well as tactigsould be perceivedas a coalitio of
parts that forman essentialunity for the protection of privacyWhereas privacy patterns outline an
internal structurefor strategy, defining its communicating components and their responsibilities, tactics
are composed of concrete actions. Howeuagtics should correlate with a propgattern. Otherwise,
their random implementation could be useless. Therefore, tactics bbeatihforcedthrough determined
privacy patternsto achievethe goals ofprivacy strategies. As a result, privacy enhancirgpitielogy
could be created and implemented.

419 Colesky, Hoepmaand Hillen (n 411) 2.
420 |bid.
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In aeating his privacy design strategiddoepmantakes several methodological steps. Firstly, he

analyses data protection standards and points out several principles that tedve respectedor at

least are supposed tobe respectedl He not only observesthe legal but also the technical,
organizational and procedural features of privacy proteciiorder tocreatea Wy I G dzNF £ &G F NI A Y
for creating privacy preservirgrategies*?! He takes into consideratiothe OECD privacy guidelins,

the US fair information practice®® the EU Data Protection Directive artle 1SO 29100 Privacy
Framework?), to extract 10 common privacy protection principles. Summarizing the requirernse

enshrined in these documentsloepmanderivesthe following principles:

f tdzN1J32a&aS fAYAGEFGAZ2Y 002 Y LINdbrposegnd limitiggithié usdofidéta & LIS OA U
to the stated purpose)

Data minimization

Data quality

Transparency (Openness@ECD terms)

Data subject rightdrf terms ofconsent, and the right to view, erase, and rectify personal data)
The right to be forgotten

Adequate protection (Security Safeguards in OECD terms)

Data portability

541 oNBFOK y2G04AU0O0FGA2Ya

Accountabilityand @rovable compliancé?®

=4 =4 =4 =4 -4 -4 -8 -8 -4

The second step concerns thdetermination of activities that violate privacy. Hoepman considers
information storage and information flow as processes within which privacy violations may occur.
Notwithstanding a broad scope of emtions that refer to personal data processing, datarageand

data flow are the most common ways of dapaocessing,and therefore warrant particular focus.
Hoepman notices that in practice, IT systems are often hydrilemsand include both data stage

and data flow?® Nevertheless, he also discerns that due to the limited storage capacity of database
systems, data flow is necessary for purposeful processinghus, data storage and data flow are
viewed as the most common ways of data processing.

In the third step Hoepmanappliesthe 10 extracted privacy principles on data storage and data flow
systems. Firstly, he considers information storage systéteviewsdatabases as tables with rows and
columns. Every table represents a set of attributes cawning the individual, wth every column
contairning a fixed set of attributes. Every newly added row in a table is aboutinelividualsand their
records. The table,2resentedbelow, is an example o& databasethat contains the addresdetailsof

421 Hoepman (n 410) 6.

422 Organisation of Economic @LJSNJ G A2y YR 5S@St2LIYSy i Wh9/5 3FdzZARStAY
Nl yao2NRSNI b2ga 2F LISNE2YIFf RFEGFQ omdpynood
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426 |bid 7.
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citi Sy aQ LISNX) I y.STfidl shaddd arowRis yhé &bile contains personal data about the
A Y R A @hoRalatidreasQwhereathe shaded column contastheirpostal codes. Thereforghe data
might be observeat the individuallevel (observation of a rowdr at the aggregated levefdcusing ora
column) or both

Table 2 A database example composed of rows and columns

Addreses2 T OAGAT Sy aQ LISiNINisgodhifiSerhi®) & A R S

Personal name, surnam Street name Municipality | Postal code| Gty
X X X X X

Dusan, Pavlovic Karpatska 16a Pantelgj 18106 Nis
Olgica, Cvetkovic Pariske Komune 9| Medijana 18105 Nis
Bratislav, Djuric Zmaja od Nocaja 2{ Palilula 18106 Nis
SlobodanMicic Jovana\edina Crveni Krst | 18209 Nis
X X X X X

HodlJdYly FAYRA& GKI G GKS O2fttSOltAz2y 2F LISNaA2YylFf RIGLH
Aa O2 t%HS addsSHatthgurposed a K2 dzf R y230G 06S | OKASGIo6f S KNP dz3
and for thatreason,data collection shouldhe minimzed*?® Therefore,the rows in a databasewhich

correspond toeach and every individuashould notbe storedif it is not necessary. If data stored

then it should correspond to the purpose (e.gthe data presented in the shaded rowcollectedfor a

censusand subsequent statistical analystsshould not be used for marketing purposeBhelegitimate

limitation of data utilizationis also basean data separation. Thuslata collected for one purpose

should be stored separately from data storeat fanother purpose and it should not be easyo link

them (e.g.the data about individuals presented in the taldboveshould be stored separately from the
AYRAGARIzZE £ 3Q KSIFf 0K NBO2 NR bnking Faiddats) \bEBss th da sfodld £ SIAA G A
be limited and accessible only to authorized subjects)d should beproperly protected,and more

specifically properly hidden Datasubjectshave to be informed about the facts regarding the processing

of datathat isrelated to them as well &le to request the modification afaiddata. Giving control to an

individual overthe data produced about him/her igt the core of informational selfietermination.

Finally, data processing should be carried a@wtaccordance withrelevant privacy polieés and

mandatory data protection lawConcerning EU Data Protectibaw, data processors have to be able to
demonstratethat their actionscomplywith the law.

428 Hoepman (n 410) 7.
429 |bid.
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Figure 6 The database metaphor of eight privacy design strategies
Sourcel 2 S LIVl Y5 QANAYI O&@NF 6 SIASaQD

Considering the application of privacy principtesnformation flow systers, Hoepmanproposesthat
dataminimizationoughtto be exertedin a waywhereonly selected datds processedand other datais
thrown away. The separationfalata needs to be done by splitting a daséreant*C into several parts
which arelater processedt different locations. The further combining and compressing of data streams
correspond to the process of data aggregationata transmission has to be egpted or protected in
another manney to ensure that the data is hiddenThe following phasesre mainly basedon
compliance with mandatory legal principl#isat do not differ from those in the information storage
system.

40Whereas data streaming could be defined as a process of transmission, the term data stream refers to a set of
RAIAGEE aAadaylrta GKFIG aSNBS G2 GNryavYAld O2yidSyld 6AGKAY |
StNB | ¥it@s:/mvww.techopedia.com/definition/6757/datastreant accessed 17 December 2017; and for more

Fo2dzi RFGF adNBIYAyYy3 &S Shitgs3OkvyeRhoiedeicbnZdefiHiboh/ii3604/dataNB | YA y 3 Q
streaming> accessed 17 December 2017.
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