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/ƘŀǇǘŜǊ LΥ LƴǘǊƻŘǳŎǘƛƻƴ 
1 Setting the stage 
ΨEU gambliƴƎ ǊŜƎǳƭŀǘƛƻƴ Ƙŀǎ ƴƻǘ ǎǳŎŎŜŜŘŜŘΩ - this ascertainment is often repeated among 

stakeholders in the European gambling domain. However, this claim is not absolutely true. Rather, EU 

gambling regulation does not yet exist and thus, it is more appropriate to claim that regulative initiatives 

at the EU level have failed. The main reason why the regulation of online gambling at the level of the EU 

has been unsuccessful seems to be because Member States have been striving to regulate gambling 

activities on their own at the national level. By doing so, they avoid harmonizing their national 

legislations in the domain of gambling, including online gambling. Julia Hörnle has described the relation 

between EU initiatives for harmonizing gambling regulations and the regulative aspirations of Member 

States as that of a άtug of war without a winƴŜǊέΦ1 Member States call upon different cultural, social and 

political features regarding gambling in order to justify the use of the principle of subsidiarity to regulate 

gambling at the national level.2 As a consequence, online gambling as a service with various distinctive 

attributes is controlled, organized and regulated exclusively at the national level. This approach is 

officially justified by reference to the need to protect national policies (e.g. public health policies, youth 

policies etc.). Besides the principle of subsidiarity, the cornerstones for regulating gambling at the 

national level are provided by several rulings made by the European Court of Justice (hereinafter CJEU). 

The CJEUΩǎ case law could be seen as providing a carte blanche, with only some limitations placed on 

Member States that regard regulating gambling in accordance with national policies.3  

Gambling legislation enacted by Member States varies from Ψtotally prohibitiveΩ to Ψliberal prohibitiveΩ4. 

In recent years, it is noticeable that there exist certain tendencies toward the liberalization of the 

gambling sector. However, despite efforts having been made towards liberalization, when it comes to 

the regulation of gambling in the EU, the current state of the field can be described as legislatively 

fragmented (28 Member States with 28 different gambling legislations), without taking into account the 

principle of freedom to provide services in the EU. So far, practice has demonstrated that the 

fragmentation of gambling legislation in the EU is not a very successful strategy for fighting illegal online 

gambling. Despite the efforts made by national governments to eliminate illegal entities who operate in 

                                                           
1 Wǳƭƛŀ IǀǊƴƭŜΣ ΨhƴƭƛƴŜ DŀƳōƭƛƴƎ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ Υ ! ¢ǳƎ ƻŦ ²ŀǊ ǿƛǘƘƻǳǘ ŀ ²ƛƴƴŜǊΚΩ όнлммύ ол ¸ŜŀǊōƻƻƪ ƻŦ 
European Law 255. 
2 ¢ƘŜ 9ǳǊƻǇŜŀƴ tŀǊƭƛŀƳŜƴǘΣ Ψ¢ƘŜ ǇǊƛƴŎƛǇƭŜ ƻŦ ǎǳōǎƛŘƛŀǊƛǘȅΩ όнлмтύ 
<http://www.europarl.europa.eu/ftu/pdf/en/FTU_1.2.2.pdf> accessed 18 December 2017.  
3 Alan Littler, Member States versus the European Union: The Regulation of Gambling (Martinus Nijhoff Publishers 
2011), 2, 251, 302.   
4 Casabona identifies the following regulatory approaches regarding the licensing of online gambling operators: 

- Totally prohibitive jurisdictions 
- Protectionist prohibitive systems   
- Completely liberal systems  
- Restrictive liberal jurisdictions  
- Liberal prohibitive systems 

{ŀƭǾŀǘƻǊŜ /ŀǎŀōƻƴŀΣ Ψ¢ƘŜ 9¦Ωǎ ƻƴƭƛƴŜ ƎŀƳōƭƛƴƎ ǊŜƎǳƭŀǘƻǊȅ ŀǇǇǊƻŀŎƘ ŀƴŘ ǘƘŜ ŎǊƛǎƛǎ ƻŦ ƭŜƎŀƭ ƳƻŘŜǊƴƛǘȅΩ όнлмпύ 9¦ 
Centre in Singapore Working Paper No.19, 3-4 <http://aei.pitt.edu/47671/1/WP19-Online-Gambling-
Regulations.pdf> accessed 18 December 2017.   

http://www.europarl.europa.eu/ftu/pdf/en/FTU_1.2.2.pdf
http://aei.pitt.edu/47671/1/WP19-Online-Gambling-Regulations.pdf
http://aei.pitt.edu/47671/1/WP19-Online-Gambling-Regulations.pdf
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the realm of online gambling, and minimize their activities, so-called ΨƎǊŀȅΩ5 and illegal online markets 

have developed in the EU due to the co-existence of different Member State regulatory models and the 

problems related to their enforcement.6 As an illustration, in 2011 more than 85% of gambling sites in 

Europe were operating without a license.7 Member States did not achieve the desired results in relation 

to the requirement of online gambling service providers having to obtain national licenses. The 

operation of illegal entities usually has undesirable impacts on certain societies. One element of this is 

that the protective function of law is insufficiently effected: it is highly disputable whether (and if so, 

how) national gambling legislations can effectively protect online gamblers in Europe when the 

prevalence of illegal ƻǊ ΨƎǊŀȅΩ online gambling service providers in the European market is so evident.  

The current state of affairs creates numerous risks that practically jeopardize online gamblers in Europe. 

It is very common for players to access an online gambling service regardless of where the service 

provider is registered. But by doing so, gamblers expose themselves to different risks. 

Gambling services may be offered illegally as a result of a ŎǊƛƳƛƴŀƭ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ŜŦŦƻǊǘǎ ǘƻ ǇŜƴŜǘǊŀǘŜ ǘƘŜ 

gambling market. Criminals may also try to make improper use of legal forms of gambling (e.g. certain 

criminals might engage in match-fixing and gamble on sporting events whose outcomes they already 

know in advance). Emerging technologies could even serve as instruments that may further stimulate 

the impetus to gamble and provoke gambling addiction. Gambling addiction can lead an individual to 

engage in various different forms of behavior and acts, including the committing of 

crimes.8 Notwithstanding the various risks deriving from gambling activities, this research pays particular 

attention to the prevention of problem gambling and the implementation of responsible gambling 

approaches that will be analyzed in detail in the coming chapters.    

It has to be stressed that online gambling is a lucrative service that crosses borders and that is 

considered to be one of the most progressive online services in the EU. Statistical data even shows that 

online gambling is the service with the highest annual growth in EU. In recent years, online gambling has 

been constantly developing and attracting new players.9 Notwithstanding the beneficial aspects related 

to the progression of this business, one noticeable downside is gambling addiction, also known as 

problem gambling. In the EU, problem gambling rates are at about 0.5-2%, with this number rising to 

around 3% in some countries.10 Thus, the increasing number of gamblers in the overall population leads 

to an incremental number of people who suffer from problem gambling. 

1.1 Protection of online gamblers  
The generally declared policy for consumer protection in the EU advocates for a high level of protection. 

Consumer protection is strongly embedded in the values and principles that underlie the European 

social model. However, the sources of EU Consumer Protection Law explicitly exclude gambling activities 

                                                           
5 CƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ΨƎǊŀȅΩ ƻƴƭƛƴŜ ƳŀǊƪŜǘ ŎƘŜŎƪ ǘƘŜ ǊŜŦŜǊŜƴŎŜ bƻΦо ƛƴΥ ¢ƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴ, GREEN 
PAPER on on-Line Gambling in the Internal Market, COM/2011/0128 final, 24 March 2011 (The Green Paper).  
6 The Green Paper.  
7 Despite the fact that this information is quite dated, it is taken from one of the latest studies about gambling-
related issues carried out and published by the European Commission. For more about see The Green Paper.   
8 ¢ƻƛƴŜ {ǇŀǇŜƴǎΣ Ψ/ǊƛƳŜ tǊƻōƭŜƳǎ ǊŜƭŀǘŜŘ ǘƻ DŀƳōƭƛƴƎΥ !ƴ hǾŜǊǾƛŜǿΩ ƛƴ ¢ƻƛƴŜ {ǇŀǇŜƴǎΣ !ƭŀƴ [ƛǘǘƭŜǊ ŀƴŘ /ȅǊƛƭƭŜ 
Fijnaut (eds), Crime, Addiction and the Regulation of Gambling (Martinus Nijhhoff Publishers 2008).     
9 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΣ ΨDwh²¢IΥ LƴǘŜǊƴŀƭ aŀǊƪŜǘΣ LƴŘǳǎǘǊȅΣ 9ƴǘǊŜǇǊŜƴŜǳǊǎƘƛǇ ŀƴŘ {a9ǎΥ DŀƳōƭƛƴƎΩ 
<http://ec.europa.eu/growth/sectors/gambling/> accessed 18 December 2017. 
10 aŀǊƪ DǊƛŦŦƛǘƘǎΣ ΨtǊƻōƭŜƳ DŀƳōƭƛƴƎ ƛƴ 9ǳǊƻǇŜΥ !ƴ hǾŜǊǾƛŜǿΩ όbƻǘǘƛƴƎƘŀƳ ¢ǊŜƴǘ ¦ƴƛǾŜǊǎƛǘȅΣ !ǇǊƛƭ нллфύΣ 62.    

http://ec.europa.eu/growth/sectors/gambling/
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from their scope of regulation.11 Despite the lack of EU consumer protection applicable to gambling 

matters, and a lack of harmonization of national gambling legislations,12 commonalties between the 

purposes and objectives of said national legislation is noticeable. All the regulators strongly consider the 

need to control excesses; the need to enable a non-problematic supply of gambling services; and the 

need to preserve the role of gambling as a basis for the financial support of social objectives like sports, 

charities, arts and other social and public functions.13 Differences in gambling regulations inevitably 

exist, but national policies and related laws hold common objectives.14 The protection of gamblers is a 

highly important goal for all national gambling legislation in Europe. In order to protect gamblers, 

Member States have introduced different measures. In a very general manner, measures can be 

classified into two groups ς measures that regulate the supply of gambling services and measures that 

regulate the demand for gambling. As concerns regulating the supply of gambling 

services, Member States usually introduce quantitative limitations on the provision of gambling services, 

in order to minimize the negative social influences associated with gambling.  Using this method, 

Member State regulators decide upon the appropriate number of gambling service providers and 

limitations that ought to be applicable to the gambling industry. On the other hand, in order to regulate 

the demand for gambling services, different legal measures regarding the accessibility of gambling 

services have been implemented. The exclusion of some categories of citizens, the assertion that 

gambling by vulnerable categories of citizens is illicit, and strict controls over the advertising of gambling 

services, are just a few examples of how Member States regulate the demand for gambling services.15 

In order to increase the level of protection for online gamblers, the European Commission and European 

Parliament have, since 2009, undertaken several initiatives to regulate online gambling in the EU, 

adopting and announcing several documents in this respect.16 Despite extensive public discussion, the 

                                                           
11 In 2011, a new Consumer Rights Directive was adopted in order to empower consumers in the EU and 
additionally harmonize consumer rights at the EU level. This directive specifically regulates consumer protection in 
the digital environment. However, this Directive in article 3(3)(c) excludes gambling activities from its scope of 
regulation. 
12 For more about see Chapter II, section 4.  
13 tŜǘŜǊ YŜǊǎǘŜƴǎΣ ΨDŀƳōƭƛƴƎ tƻƭƛŎȅ ς ¢ƘŜ 9¦ 5ƛƭŜƳƳŀΩ ƛƴ !ƭŀƴ [ƛǘǘƭŜǊ ŀƴŘ /ȅǊƛƭƭŜ CƛƧƴŀǳǘ όŜŘǎύΣ The Regulation of 
Gambling ς European and National Perspectives (Martinus Nijhoff Publishers 2007), 10. 
14 Kerstens extracts common objectives regarding gambling from the national policies of EU Member States and 
places them in the following categories:  

- Protection of minors  
- Controlling addiction and compulsive behavior  
- Financing public purposes   
- Financing charities, sport, arts, culture  
- Proper supervision of fairness   
- Transparency in the rule of the games  

- Fighting illegal activity such as money laundering 
- Control of advertising   

For more about see Kerstens (n 13) 10.  
15 Littler (n 3) 57-63.  
16 The Green Paper; European Commission, Staff Working Paper accompanying document to the Green Paper on 
on-line gambling in the Internal Market, COM(2011) 128 final; Communication from The Commission to The 
European Parliament, The Council, The Economic and Social Committee and The Committee of The Regions 
Towards a Comprehensive European Framework for Online Gambling, COM/2012/0596 final; The European 
Commission, Staff Working Document, Online gambling in the Internal Market Accompanying the document 
Communication from the Commission to the European Parliament, The Council, The Economic and Social 
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efforts made toward the harmonization of gambling regulations have only resulted in legally non-

binding documents. These documents only encourage Member States to adopt certain principles of 

consumer protection in the domain of online gambling. Nevertheless, certain hot topics regarding 

online gambling have been identified. Documents which have been announced and adopted17 highlight 

at least three common issues regarding online gambling in the EU:  

¶ online gambling is a very progressive business  

¶ online gambling is shaped by various regulatory frameworks   

¶ online gamblers deserve better protection         

EU Commission initiatives did not meet their expectations regarding the harmonization of national 

gambling legislations. The latest outcome of the EU CommissionΩǎ efforts is the announcement of a 

legally non-binding recommendation of principles for the protection of players and consumers of online 

gambling services, and for the prevention of minors gambling online (hereinafter the EC 

Recommendation).18 Despite the fact that this document is not mandatory and could serve as soft law, 

the EC Recommendation underlines the main principles from the national legislation of Member States 

related to online gambling. The aim of the EC Recommendation is άǘƻ ǎŀŦŜƎǳŀǊŘ ǘƘŜ ƘŜŀƭǘƘ ƻŦ ŎƻƴǎǳƳŜǊǎ 

and players and thus also minimize eventual economic harm that may result from compulsive or 

ŜȄŎŜǎǎƛǾŜ ƎŀƳōƭƛƴƎΦέ19 tǊƻǇƻǎŜŘ ƳŜŀǎǳǊŜǎ ŀǊŜ ƛƴ ǇƭŀŎŜ ǘƻ άŎƻǳƴǘŜǊ ǘƘŜ Ǌƛǎƪ ƻŦ ŦƛƴŀƴŎƛŀƭ ƻǊ ǎƻŎƛŀƭ ƘŀǊƳ ŀǎ 

ǿŜƭƭ ŀǎ ǘƻ ǎŜǘ ƻǳǘ ŀŎǘƛƻƴǎ ƴŜŜŘŜŘ ǘƻ ǇǊŜǾŜƴǘ ƳƛƴƻǊǎ ŦǊƻƳ ƎŀƳōƭƛƴƎ ƻƴƭƛƴŜέΦ20  

1.2 The processing ƻŦ ƎŀƳōƭŜǊǎΩ personal data and the protection of online gamblers 
Like any other online service, the processing of ŎƻƴǎǳƳŜǊǎΩ personal data by online gambling service 
providers is necessary for the functioning of the service. Any person who intends to gamble online has 
to register and open a personal account. Online gambling service providers request several different 
personal data for registration purposes. The EC Recommendation laid down that after such registration, 
all player activity has to be monitored by a gambling operator. Operators have to be able to inform 
players and alert them about their winnings and losses and about the duration of their play. This sort of 
information has to be sent on a regular basis.21 Whenever gambling behavior indicates a risk of the 
development of a gambling disorder, players should be supported and offered professional assistance.22 
In addition, players can, by themselves, initiate a limitation of their own gambling activities using self-
exclusion mechanisms.23 

It is not difficult to draw a conclusion that in order to prevent minors and problematic gamblers from 

gambling, register new players, monitor player activity, respect the decisions by players regarding a 

                                                                                                                                                                                           
Committee and The Committee of The Regions Towards a Comprehensive Framework for Online Gambling, 
SWD/2012/0345 final; The European Parliament Resolution of 10 September 2013 on Online Gambling in The 
Internal Market (2012/2322(INI)), 10 September 2013. 
17 Ibid.  
18 The European Commission Recommendation 2014/478/EU of 14 July 2014 on Principles for the Protection of 
Consumers and Players of Online Gambling Services and for the Prevention of Minors from Gambling Online [2014]  
OJ L214/38 (EC Recommendation). 
19 EC Recommendation, recital 9.  
20 Ibid, recital 2.  
21 Ibid, art 26.   
22 Ibid, art 25.  
23 Ibid, sec VII. 
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break or exclusion from gambling for certain periods of time, and to advertise their own products and 

services, online gambling service providers collect and process a large volume of gambler data. 

Alongside mandatory legal requirements (e.g. the collection of data necessary for age verification as an 

obligatory part of a playerΩs registration), there are additional reasons for the collection of a gamblerΩǎ 

personal data ς such as business needs (e.g. the collection of data for profiling players that would 

further be used for commercial communication purposes) and the implementation of responsible 

gambling strategies (e.g. the collection of data about self-excluded players).  

A substantial part of the proposed measures made by the EC Recommendation and requirements that 

are supposed to enhance online gambler protection, interrelate with the processing of the personal data 

of gamblers. However, the European legal tradition has been striving towards providing strong 

protection for personal privacy, including the introduction of the necessity for strong justifications for 

personal data processing. The legal foundations for the protection of personal privacy were established 

in the second part of the XX century, actually in period after World War II.24 In 1981, the Council of 

Europe adopted the Convention for the Protection of Individuals with regard to the Automatic 

Processing of Personal Data25. This is the first international legally binding instrument related to data 

protection matters. Under EU Law, data protection was regulated for the first time by the Data 

Protection Directive26. Moreover, under EU Law, data protection has been laid down as a fundamental 

right. Article 8 of the Charter of Fundamental Rights provides the essence of European Data Protection 

Law. Firstly, everyone has the right to the protection of personal data concerning him or her. In addition, 

any personal data must be processed fairly for specified purposes and on the basis of the consent of the 

person concerned, or of some other legitimate basis laid down by the law. Finally, everyone has the 

right to access data which has been collected concerning him or her, and the right to have it rectified.27 

Contemporary European Data Protection Law has constituted several principles regarding personal data 

processing. The collection of personal data as a way of data processing should be limited to what is 

necessary to accomplish specified purposes. In addition, only personal data that is really necessary 

should be collected, and kept only for as long as it is needŜŘΦ ¢Ƙƛǎ ǇǊƛƴŎƛǇƭŜ ƛǎ ƪƴƻǿƴ ŀǎ ΨŘŀǘŀ 

minimizationΩ. It is enshrined in the Data Protection Directive28 and General Data Protection Regulation 

(hereinafter GDPR)29, and reflects contemporary legislative tendencies in European Data Protection 

                                                           
24 !ǊǘƛŎƭŜ мн ƻŦ ǘƘŜ ¦ƴƛǘŜŘ bŀǘƛƻƴǎΩ ¦ƴƛǾŜǊǎŀƭ 5ŜŎƭŀǊŀǘƛƻƴ ƻŦ IǳƳŀƴ wƛƎƘǘǎ ƭŀƛŘ ŘƻǿƴΣ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ǘƛƳŜΣ ǘƘŜ ǊƛƎƘǘ ǘƻ 
ǇǊƻǘŜŎǘ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ǇǊƛǾŀǘŜ ƭƛŦŜ ŦǊƻƳ ƛƴǘŜǊŦŜǊŜƴŎŜ ŀƴŘ ŀǘǘŀŎƪΦ Lƴ мфрлΣ ǘƘŜ /ƻǳƴŎƛƭ ƻŦ 9ǳǊƻǇŜ ŀŘƻǇǘŜŘ ǘƘŜ 
European Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR).  Article 8 of the 
9/Iw ŜƳǇƘŀǎƛȊŜǎ ŜǾŜǊȅƻƴŜΩǎ ǊƛƎƘǘ ǘƻ ǊŜǎǇŜŎǘ ŦƻǊ ǘƘŜƛǊ ǇǊƛǾŀǘŜ ŀƴŘ ŦŀƳƛƭȅ ƭƛŦŜΣ ƘƻƳŜ ŀƴŘ ŎƻǊǊŜǎǇƻƴŘŜƴŎŜΦ  
25 The Council of Europe Convention No. 108 for the Protection of Individuals with regard to Automatic Processing 
of Personal Data (adopted 28 January 1981, entered into force 1 October 1985). 
26 The European Parliament and the Council Directive 95/46/EC of 24 October 1995 on the Protection of Individuals 
with Regard to the Processing of Personal Data and on the Free Movement of Such Data [1995] OJ L281/31 
(Directive 95/46). 
27 The European Parliament, the Council and the Commission Charter of Fundamental Rights of The European 
Union [2012] OJ C326/391, art 8. 
28 Directive 95/46, art 6(1)(c). 
29 The European Parliament and of The Council Regulation 2016/679 of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L119/1 (GDPR), art 5(1)(c).  
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Law.30 However, the implementation of the data minimization principle in the online environment 

provokes numerous problems.  

In terms of business, having more personal data helps with the profiling of consumers. Profiling is used 

in a variety of cases and for that reason it is difficult to provide a unique explanation of this concept.31 In 

the online gambling context, profiling can be used by service providers to identify gamblers whose 

ƛƴǘŜǊŜǎǘǎ ǘŀƭƭȅ ǿƛǘƘ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎΩ ōǳǎƛƴŜǎǎ ƎƻŀƭǎΦ ¢ƘŜǊŜōȅΣ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ Ŏŀƴ ƛŘŜƴǘƛŦȅ 

gamblers with preferences towards specific ways of gambling and offer games which gamblers are likely 

to be interested in. Therefore, online gambling service providers may create personalized commercial 

communications that target specific customers in order to meet their needs. Alongside marketing 

activities, a large volume of gambler data could be used for the prevention and recognition of fraudulent 

intentions and illegal activities (e.g. prevention of children registering as adults and subsequently 

gambling online).  

Gambler data could also be used for responsible gambling purposes. Responsible gamblers are people 

who are able to control how much time and money they spend on gambling. They treat gambling as 

entertainment which can form part of a balanced lifestyle. This means that for responsible gamblers, 

gambling is like any other form of entertainment. Responsible gambling means not spending more 

money or time than a gambler can reasonably afford, keeping in mind their other responsibilities in 

life.32 The opposite type of gambling is usually considered to be problematic gambling. By monitoring 

gambler behavior and analyzing gambler data, service providers can detect patterns of problematic 

gambling. Subsequently, a service provider may warn gamblers whose gambling could be considered 

problematic or take other appropriate actions. In addition, proper identification of gamblers is necessary 

in order to determine which gamblers have limited the amount of time and money they can spend on 

gambling through the use of self-exclusion mechanisms.  

Not only can personal data from online gamblers be used for the benefit of their protection, it can also 

be used for commercial and business purposes. The improvement of business could be sought via the 

attraction of new players, or achieved by a higher consumption of gambling by already experienced 

players. If the higher consumption exceeds the context of responsible gambling, it would probably result 

in the erosion of gamblersΩ ƘŜŀƭǘƘ ŀnd/or their financial state. Thus, in the domain of online gambling in 

Europe, there is an interrelation between tendencies toward the strong protection of online gamblers 

and those towards the strong protection of their data. However, there is also an intrinsic tension 

between online gambler protection and the protection of their data. Minimizing the processing of online 

gambler data may limit the possibilities of identifying gamblers and recognizing gamblers at risk. On the 

other hand, large-scale processing of online gambler data might place the personal privacy of gamblers 

at risk, and aid the profiling of their gambling preferences for commercial communication purposes. 

                                                           
30 In April 2016 the GDPR was approved by European Parliament. GDPR will be fully enforceable on 25 May 2018 
when it will replace Data Protection Directive and become directly applicable in all EU Member States.   
31 aƛǊŜƛƭƭŜ IƛƭŘŜōǊŀƴŘǘ ŘŜŦƛƴŜŘ ǇǊƻŦƛƭƛƴƎ ŀǎΥ ά¢ƘŜ ǇǊƻŎŜǎǎ ƻŦ ΨŘƛǎŎƻǾŜǊƛƴƎΩ ŎƻǊǊŜƭŀǘƛƻƴǎ ōŜǘǿŜŜƴ Řŀǘŀ ƛƴ ŘŀǘŀōŀǎŜǎ 
that can be used to identify and represent a human or nonhuman subject (individual or group) and/or the 
application of profiles (sets of correlated data) to individuate and represent a subject or to identify a subject as a 
ƳŜƳōŜǊ ƻŦ ŀ ƎǊƻǳǇ ƻǊ ŎŀǘŜƎƻǊȅέ CƻǊ ƳƻǊŜ ŀōƻǳǘ ǎŜŜΥ aƛǊŜƛƭƭŜ IƛƭŘŜōǊŀƴŘǘΣ Ψ5ŜŦƛƴƛƴƎ tǊƻŦƛƭƛƴƎΥ ! bŜǿ ¢ȅǇŜ ƻŦ 
YƴƻǿƭŜŘƎŜΚΩ ƛƴ aƛǊŜƛƭƭŜ Iildebrandt and Serge Gutwirth (eds), Profiling the European Citizens: Cross-Disciplinary 
Perspective (Springer 2008), 19.         
32 More about responsible gambling is presented in Chapter III.  
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Therefore, the protection of online gamblers on the one side, and protection of their data on the other, 

while inter-relatable, also have potentially clashing interests. 

2 Aim of the study  
Addressing online gambling in the EU from the perspective of the protection of online gamblers, this 

research aims to present possibilities for improvements to such protection. Starting with the hypothesis 

ǘƘŀǘ ǘƘŜ 9¦Ωǎ ǎȅǎǘŜm of consumer protection is not (and will not be) applied to online gambling in the 

EU,33 the research focuses on the responsible gambling approach. Namely, the research investigates the 

processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŀǎ ŀ ƳŜǘƘƻŘ ǘƘŀǘ ŎƻƴǘǊƛōǳtes to the protection of online 

gamblers, taking into consideration the general goal (and principles) of responsible gambling. Thereby, 

the research observes how the processing of online gamblersΩ personal data contributes to the 

protection of online gamblers, but also points out the risks associated with such processing, and how 

they conflict with the goal of protecting gamblers.   

Taking into consideration the broad scope of elements involved when concerned with responsible 

gambling and the protection of online gamblers, a selection has been made regarding the particular 

elements related to gambler protection that will be taken into consideration for the research purposes 

of this thesis. The research views the prevention of problem gambling as a crucial goal for the protection 

of gamblers. The prevention of problem gambling includes different policies, regulations and measures. 

The research is narrowed down and focused on the processing of ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ used for the 

identification of players and commercial communication purposes. The first has been chosen because 

the identification of players is particularly important for the recognition of gamblers at risk. The second 

has been selected since research in the domain of gambling studies has shown that commercial 

communication influences the consumption of gambling and the attraction of gamblers.34 

The main aim of the research is to create and analyze several different strategies for processing the 

personal data of online gamblers, for identification and commercial communication purposes, in order 

to demonstrate the implications they have for the protection of online gamblers. In order to achieve the 

main aim, the research answers the following research question: How does the processing of online 

gamblerǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ, which is used for identification and commercial communication purposes, 

affect the protection of online gamblers in the EU? To answer the main research question, the following 

sub-questions need to be answered: 

1. What are the specific regulatory challenges regarding gambling and online gambling?   

2. What are the particular challenges facing a responsible gambling approach?   

3. Which types of data processing are relevant for online gambling providers for the 

identification of online gamblers and commercial communication?  

4. What possible strategies for processing personal data are available for identification and 

commercial communication that could maximize the protection of online gamblers?  

5. To what extent are these strategies compatible with EU data protection law?  

                                                           
33 The hypothesis is based on the findings from the legal analysis of online gambling legislation in EU presented in 
the Chapter II, section 4. 
34 bŜǊƛƭŜŜ IƛƴƎ ŀƴŘ ƻǘƘŜǊǎΣ Ψ5ƻ ŀŘǾŜǊǘƛǎƛƴƎ ŀƴŘ ǇǊƻƳƻǘƛƻƴǎ ŦƻǊ ƻƴƭƛƴŜ ƎŀƳōƭƛƴƎ ƛƴŎǊŜŀǎŜ ƎŀƳōƭƛƴƎ ŎƻƴǎǳƳǇǘƛƻƴΚ 
!ƴ ŜȄǇƭƻǊŀǘƻǊȅ ǎǘǳŘȅΩ όнлмпύ мп LƴǘŜǊƴŀǘƛƻƴŀƭ DŀƳōƭƛƴƎ {ǘǳŘƛŜǎ офп.  
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By answering the main research question and accompanied sub-questions, the research aims to 

contribute to the field of law and technology. The presentation of how the processing of online 

ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ interrelates with the protection of gamblers constitutes the main research 

result. The thesis demonstrates whether, in which cases, and how, ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ 

personal data in the observed contexts can improve the protection of online gamblers in the EU.  

3 Outline of the study 
The study contains two parts. The first part is composed of the chapters I - V. After the first chapter 

provides the blue-print of the study, the second chapter outlines the context of online gambling in 

Europe. In doing so, the study presents the historical development of traditional gambling and online 

gambling, as well as legal definitions, an unpacking of the relevant ethical discourse and the composition 

of the contemporary online gambling business in Europe. This description points out the main regulatory 

problems and challenges of the business practice of online gambling and the difficulties involved in 

regulating online gambling in the EU.  

The third chapter scrutinizes risks that jeopardize the protection of online gamblers and presents the 

concept of responsible gambling. The chapter begins by describing the risks and harms related to 

gambling, before moving on to conceptualize the notion of problem gambling. The part on responsible 

gambling delineates the most important principles of ǘƘƛǎ ŎƻƴŎŜǇǘ ŀƴŘ ǇǊƻǾƛŘŜǎ ǘƘŜ ŀǳǘƘƻǊΩǎ ǾƛŜǿ ƻƴ 

responsible gambling.  

The fourth chapter sheds light on the relationship between the processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ Řŀǘŀ and 

the provocation of problem gambling. The focus of the chapter is on gambling-related commercial 

communication and its role in provoking problem gambling. In particular, the chapter explains the 

profiling process for commercial communication purposes and presents the business practice related to 

the processing of gamblersΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛn order to reveal where advertisers get their data from.   

The fifth chapter rounds up the first part of the study. This chapter presents how the processing of 

ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ ǇǊƻǘŜŎǘƛǾŜ ǇǳǊǇƻǎŜǎΦ ¢ƘŜ ŎƘŀǇǘŜǊ ŦƻŎǳǎŜǎ ƻƴ the process 

of identification. The theoretical aspects of identification are presented first, before moving on to reveal 

its role in gambler protection. The chapter also contains an analysis of the self-exclusion mechanism that 

is omnipresent; that is, the respƻƴǎƛōƭŜ ƎŀƳōƭƛƴƎ ƳŜŀǎǳǊŜ ŦƻǊ ǿƘƛŎƘ ǘƘŜ ŦǳƴŎǘƛƻƴƛƴƎ ƻŦ ƎŀƳōƭŜǊǎΩ 

identification is a crucial factor.      

In the second part of the study, the relations, tensions and conflicts between the protection of online 

gamblers and the protection of personal data, as processed by online gambling service providers, are 

analyzed. The second part gathers the sixth, seventh and eighth chapter. The sixth chapter describes the 

work of Jaap-Henk Hoepman on privacy design strategies, which was used as an inspirational source for 

the designing of strategies for processing ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ. Therefore, the main features 

of his privacy design strategies and accompanying tactics are described in this chapter. 

The seventh chapter presents strategies for the processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ. The 

ǎǘǊŀǘŜƎƛŜǎ ŀǊŜ ōŀǎŜŘ ƻƴ IƻŜǇƳŀƴΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ Řŀǘŀ ƳƛƴƛƳƛȊŀǘƛƻƴ ŀƴŘ Řŀǘŀ ǎŜǇŀǊŀǘƛƻƴ ǎǘǊŀǘŜƎƛŜǎ ŀƴŘ 

their antipodes ς data maximization and data linking strategies. The chapter firstly analyzes the business 

practice regarding the types of online gambler data that is processed for gambling-related activities, 

including data processed for the protection of online gamblers. By taking into account several different 

levels regarding the scope of gamblers` personal data that is (and that could be) processed by service 
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providers, several strategies for the processing of ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛƴ ǘƘŜ ŘƻƳŀƛƴ ƻŦ ƻƴƭƛƴŜ 

gambling are proposed. Scenarios that may occur as a result of the implementation of these strategies 

are then discussed.  

The eighth chapter provides a legal analysis in order to answer whether and to what extent the 

implementation of privacy invasive strategies (data maximization and data linking strategies) could be 

lawful.           

The conclusion of the study is provided in the ninth chapter. The conclusion elaborates upon the most 

important arguments and findings presented in the study and then shifts to the most important lessons 

learned from the findings. This last chapter contains the author's answers to the main research question 

through a set of reviews and critiques.      

4 Methodology  

The presentation of the current state of the field of online gambling in the EU, determination of online 

gambler protection in the EU, presentation of the business practice related to the processing of 

gamblersΩ ǇŜǊǎƻƴŀƭ ŘŀǘŀΣ and the proposition of strategies for processing ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ, 

require several different methodologies.  

The study first deploys desk research and doctrinal legal research, basing its description and analysis on 

sources from different academic fields (psychology, information technology, and law), reflecting a 

multidisciplinary approach. The author of the study, being a legal scholar, is not an expert in all of these 

disciplines. However, the author has familiarized himself with the literature from these different fields 

and consulted with experts in the relevant fields to the extent that the findings are considered 

appropriate for achieving the aim of the study.  

The first part of the research has the features of descriptive legal research, due to the fact that it 

observes relevant legislation including national, international and supranational legislation, as well as 

case law. The analysis of legal sources includes historical interpretation as well as the consideration of 

contemporary perspectives. The first part of the study also presents certain relevant findings from 

research conducted on gambling studies in general and on issues of personal identity and profiling in 

particular. The focus here is on applied research, due to the practical implications ǘƘŜ ǎǘǳŘȅΩǎ ŦƛƴŘƛƴƎǎ 

and analysis have.   

The second part of the study is analytical in character. In this part, the available information has been 

analyzed in order to critically evaluate the findings. The discussion of the proposed strategies for 

processing ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ, as well as the evaluation of online gambler protection is based on 

factual and legal argumentation. The argumentation draws not only from legal literature but also from 

other relevant fields, involving factors like public policies, as well as technological, psychological and 

medical standards.  

As the research has a qualitative nature, all presented results and properties are unquantified, exposed 

to argumentation and suitable for further research.  
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/ƘŀǇǘŜǊ LLΥ ²Ƙŀǘ ƛǎ ƻƴƭƛƴŜ ƎŀƳōƭƛƴƎΚ 
 

1 Introduction  
Misunderstanding is a reoccurring phenomenon in human communication. People are used to hearing 

or repeating ǎŜƴǘŜƴŎŜǎ ǎǳŎƘ ŀǎΣ Ψ¢Ƙŀǘ ƛǎ ƴƻǘ ǿƘŀǘ L ǎŀƛŘΩ ƻǊ Ψ¸ƻǳ ŘƛŘƴΩǘ ǳƴŘŜǊǎǘŀƴŘ ƳŜ ǿŜƭƭΩ. Speakers 

and listeners may perceive different situations from the same linguistic expression. However, if they 

share similar experiences and knowledge, or live in a similar environment, it is probable that they will 

give a similar (if not the same) meaning to a particular expression. In other words, under certain 

circumstances, listeners are capable of correctly understanding the context presented by speakers. In 

such situations, it might be said that they share a common context.35  

Any scientific research requires a certain level of expertise, knowledge and experience regarding the 

relevant topic of interest. Like every day communication among ordinary people, the domain of science 

is not immune to misunderstanding. Different scientific fields and works define terms like agent, 

transposition, processing or claim in different ways. The legal notion of gambling, for example, does not 

coincide with technological, psychological or anthropological perspectives of gambling. Therefore, 

without a clear perception regarding the meaning of a certain term in related or non-related scientific 

fields (e.g. philosophy, law and informatics), researchers that derive information from different scientific 

communities may face difficulties when seeking to communicate in a common context.36    

Although carrying dominant characteristics of legal research, the present research is multidisciplinary. 

The initial step in this research is conducted by shaping the central concept of the research - online 

gambling in the EU. To this end, this chapter frames the concept of online gambling in the EU through 

the presentation the relevant historical, legal and ethical contexts involved with said concept.   

The historical context refers to the historical development of gambling in Europe and the development 

of online gambling. This aspect highlights the popularity of gambling, the difficulties involved in its 

regulation and the social problems related to gambling, as has been noted since the beginnings of 

gambling in Europe. This section indicates some of the main regulatory problems that are still an issue. 

The legal context of online gambling in the EU is outlined through the presentation of contemporary EU 

laws on gambling and online gambling in the EU. The most relevant case law of the CJEU, and the 

structure and definitions of online gambling from the sources of EU Law, are taken into consideration for 

the purpose of conceiving the concept of online gambling in the EU from a legal point of view. Ethical 

discourse on gambling regulation sheds a light on the reasons for regulating gambling in specific 

manners. In addition, the chapter contains a critical reflection on the contemporary regulation of 

gambling and online gambling in the European Union.    

The chapter concludes by summarizing the context of online gambling in the EU. 

                                                           
35 Barbara Bintliff, Ψ/ƻƴǘŜȄǘ ŀƴŘ [ŜƎŀƭ wŜǎŜŀǊŎƘΩ όнллсύ фф [ŀǿ [ƛōǊŀǊȅ WƻǳǊƴŀƭ нпфΦ  
36 Ibid 
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2 The History of Gambling in Europe  
The phrase Historia magistra vitae est derives from a literary work, De Oratore, created by the Roman 

poet, philosopher, lawyer and politician Marcus Tullius Ciciero in the 1st century BC. This Latin sentence 

shapes the notion of history as a tutor of life, emphasizing the importance of studying history for the 

perception of contemporary reality. History preserves stories about events and people from the past. At 

the same time, it helps us to understand the structures and compositions of societies as well as the 

changes that happened within them. In doing so, history is an unavoidable base in learning and decision-

making processes.  

Nobody is sure as to what the complete historical genesis of gambling looks like. Both the 

indeterminable history of gambling and the complex and dynamic structure of gambling activities are 

contributing factors to this lack of knowledge. David G. Schwartz from the University of Nevada, who is a 

well-known expert in the domain of gambling studies, has conducted research as to the development of 

gambling from the earliest times to the present. His book Roll the bones: The History of Gambling37 is a 

detailed and unique presentation of the historical development of gambling through centuries. Based on 

this work, a short review of the historical development of gambling in Europe is presented.  

2.1 Review of the historical development of gambling in Europe  
The earliest history of gambling is vague, but points to the Mediterranean area, as well as archaic 

societies in Mesopotamia and ancient China as the birth places of gambling. In the period between 3000 

BC and 1700 BC, gambling was closely connected with religious rites, divination and the explanation of a 

particularly positive or negative social event. Animal bones used for fortune telling can be considered as 

the ancestors of modern dice.38 Divinity and idols had important roles in ancient societies and idols were 

recognized not only in gods, but also in athletes and participants of different competitions.39 Greek and 

Roman traditions had betting at sport events, lauded by Roman Poet Ovid.40 Also from the Roman 

period, Corpus Iuris Civilis testifies that gambling was of interest to legislators too.41    

In Europe, card games and dice were probably brought from China around the Middle Ages. Until the 

16th century, gambling was seen as a way for social interaction and fun. During the 16th century, 

mercantile gambling was invented in the Italian city of Venice. The application of theories of 

probabilities created a gambling revolution. Mercantile gambling is very similar to modern banking. 

Clients (gamblers) take gambling activities against an impersonal agent (house) for the price (and under 

conditions) announced by the house. This way of gambling has had an important role in financial 

circulation.42 The appearance of the first banknote in Europe, in the 17th century43, influenced the 

                                                           
37 David G. Schwartz, Roll the Bones: The History of Gambling: Casino edition (eBook, Gotham Books, 2013). 
38 {ŎƘǿŀǊǘȊ όƴ отύ ŎƘ мΤ wƛŎƘŀǊŘ IƻƭƳƎǊŜƴΣ ΨϦaƻƴŜȅ ƻƴ ǘhe Hoof". The Astragalus Bone ς Religion, Gaming and 
tǊƛƳƛǘƛǾŜ aƻƴŜȅΩ ƛƴ {ŀƴǘƛƭƭƻ CǊƛȊŜƭƭ .Φ όŜŘύΣ Pecus. Man and Animal in Antiguity. Proceedings of the Conference (The 
Swedish Institute in Rome, 2002). 
39  ΨThe Etymology of Gambling Terms: From Casino to wƻǳƭŜǘǘŜΩ <http://www.rhapsodoioralgreekandlatin.org/the-
etymology-of-gambling-terms> accessed 27 October 2017. 
40 Simon Planzer, Empirical Views on European Gambling Law and Addiction (Springer International Publishing, 
2014) 2-3.  
41 Ibid 1. 
42 Schwartz (n 37) ch 1. 
43 Citoco, Cite de ƭΩ9ŎƻƴƻƳƛŜ Ŝǘ Řŀ ƭŀ aƻƴƴŀƛŜΣ Ψ¢ƘŜ CƛǊǎǘ 9ǳǊƻǇŜŀƴ .ŀƴƪƴƻǘŜΩ ғhttps://www.citeco.fr/en/first-
european-banknote> accessed 27 October 2017.   
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further development of mercantile gambling. The circulation of banknotes became a regular feature of 

life in Europe during the 18th century. New games, new rules, new opportunities and new social 

circumstances profiled a new style of gambling that was not known before.  

In medieval Europe, gambling quickly became a source of fundraising for both the private and public 

sector. During the 17th century, Venice became the European Shangri-La for gambling, despite a formal 

prohibition of the practice. Moreover, this Italian city was the birthplace of modern casinos, known at 

that time ŀǎ ΨwƛŘƻǘǘƻǎΩ, which brought considerable wealth to their owners. The city authorities tended 

to attract profits from the gambling business and, for that reason, legalized gambling and opened the 

first state-approved gambling house in Europe in 1638. However, gambling provoked social problems. 

Ψ¢ƘŜ ǎƛƴ Ŏƛǘȅ ƻƴ ǘƘŜ !ŘǊƛŀǘƛŎΩ, attracted people from all around Europe. Prominent artists, philosophers, 

poets as well as ordinary people were highly motivated to come to this city. However, bankruptcy, crime 

and impoverishment spread in the city. In 1774, the Great Council of Venetia closed the state-owned 

Ridotto and changed the law. Gambling was prohibited. But despite the prohibition, hundreds of illegal 

gambling places were established.44 

In France, during the 16th and 17th century, gambling was popular among all the social classes - from 

royal family members and soldiers who participated in the Hundred YearsΩ War, to the general city 

population and people who lived in the countryside. It is an interesting fact that in the period from 1643 

to 1777, thirty-two official acts in France announced gambling as a crime. However, this fact did not stop 

the expansion of card games, roulette and other games that were played in casinos, as well as social 

gambling. In the 1770s, French authorities decided to implement an Ψif you cannot beat them, Ƨƻƛƴ ǘƘŜƳΩ 

strategy. Regulators imposed taxes on gambling in order to support public goods. A new regulation de 

jure legalized gambling in France. During the second half of the 18th century, Paris became the new 

gambling Eldorado of Europe.45 

European revolutions, wars and crises have never decreased European tendencies to gamble. Political 

changes sped up migration to Europe and the new arrivals brought new cultures, habits and knowledge, 

as well as new forms of gambling. The French revolution did not influence rapid changes in gambling 

habits. Gambling was very popular during and after the revolution. As a consequence of the revolution, 

a lot of French people had to move to other countries. They brought their culture and behavior, 

including gambling habits to new countries. People who left France popularized gambling in other parts 

of Europe, particularly in Great Britain and Germany.46 In the 18th century, the British contributed to the 

evolution of gambling by developing the practice of betting on horse races and cricket games.47   

19th and 20th century Europe saw considerable political and social transitions following the aftermath of 

the industrial revolution, two world wars, further hostilities and very serious political diversification. 

Nevertheless, gambling expanded. Temporary prohibitions of gambling (e.g. in 1837, when gambling 

was prohibited in France) caused gambling businesses to migrate from country to country.48 In general, 

the popularization of gambling and the development of gambling, as an industry, were not directly hit by 

disturbances which emerged during the late modern history of Europe. This unique phenomenon is 
                                                           
44 Schwartz (n 37) ch 1. 
45 Ibid. 
46 Ibid 
47 Roger Munting, An Economic and Social History of Gambling in Britain and the USA (Manchester University Press, 
1996) ch 1, 16-18. 
48 Schwartz (n 37) ch 3. 
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probably best ŜȄǇƭŀƛƴŜŘ ōȅ {ŎƘǿŀǊǘȊΩǎ ŎƭŀƛƳΥ άLƴ ǘƘŜ нлth century, no single political system had a 

ƳƻƴƻǇƻƭȅ ƻƴ ƎŀƳōƭƛƴƎ ŀƴŘ όΧύ ƴƻ ƳŀǘǘŜǊ ǿƘŀǘ ǘƘŜ ǇƻƭƛǘƛŎŀƭ ǎȅǎǘŜƳ όƳƻƴŀǊŎƘȅΣ ŘƛŎǘŀǘƻǊǎƘƛǇ ƻǊ 

ŘŜƳƻŎǊŀŎȅύ ǘƘŜȅ ǿŜǊŜ ǎǳǊŜ ǘƘŀǘ ŀ Ŏŀǎƛƴƻ ǿŀǎ ǘƘŜ ōŜǎǘ ōŜǘ ŦƻǊ ǘƘŜƛǊ ǇǊƻǎǇŜǊƛǘȅέΦ49  

2.2 What can we learn from history? 
In Europe, gambling has been popular everywhere, throughout all layers of the society and at any 

moment in history. Members of noble classes, ƭƛƪŜ ǘƘƻǎŜ ŘŜǎŎǊƛōŜŘ ƛƴ tǳǎƘƪƛƴΩǎ Pique Dame50, royals, 

owners of big capital, as well as ordinary middle class people, students, soldiers, peasants and homeless 

people, all used to gamble. Numerous forms of gambling were popular ς from traditional games to very 

new forms of gambling that players could experience in convenient environments. In addition, gambling 

developments and changes have provoked constant difficulties for authorities to deal with. The 

historical context of how gambling has developed highlights the elusive character of gambling. 

Elusiveness, has always been, and remains, one of gamblingΩǎ main features ς άǉǳŀƭƛǘȅ of being difficult 

to όΧύ ŘŜŦƛƴŜ.έ51       

The prohibition of gambling was always a short-term strategy with unsustainable outcomes. However, 

even the liberalization of gambling has not brought a predictable nor desirable solution. Both the 

acceptance and prohibition of gambling have continuously given way to each other. Inflated 

expectations from gambling were followed by liberal regulation. After the liberalization and promotion 

of gambling as socially acceptable, however, societies began to experience a rise in the negative aspects 

of gambling. Subsequently, expectations fell and regulators introduced prohibitive measures striving to 

limit gambling. However, innovations, as an integral part of the development of gambling in Europe, 

have offered novel solutions, perspectives and avenues for both the popularization of gambling as a 

form of entertainment and the development of gambling as an industry. Players and governments 

always see gambling as a new way of entertainment, but also as an opportunity to increase wealth. For 

that reason, the cycle of regulatory fluctuations is composed of an indefinite number of hyperbolas in 

which the prohibition and acceptance of gambling are nothing else but a temporary reaction to 

gambling development and its social consequences.            

3 Moving into the present 
The end of the 20th century and the beginning of the 21st the world bore witness to the development of 

the Internet. This development influenced gambling activities all around the world. The earliest history 

of online gambling is correlated to regulatory changes in the small Caribbean islands of Antigua and 

Barbuda. New laws allowed for the liberal provision of licenses to subjects interested in starting online 

casino services. Essentially, the legislation on these small Caribbean islands treated gambling services as 

any other business. During that same period new technology was being developed. Microgaming 

became the first known company that developed software for the provision of internet gambling 

services.52 In addition, Cryptologic Limited, one of the oldest software producers, developed software 

                                                           
49 Ibid. 
50 Aleksandar S. PuǑƪƛƴ, Pikova Dama ς Belkinova i druge pripovetke (Portal doo, 2016).  
51 Ψelusiveness, ƴΩ (OLD Online) 
<https://www.oxfordlearnersdictionaries.com/definition/english/elusiveness?q=elusiveness> accessed 27 October 
2017. 
52 History of Microgaming, <https://www.gamblingsites.com/history/microgaming/> accessed 29 October 2017. 
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for business-to-consumer financial transactions in the online gambling industry.53 Therefore, the basic 

infrastructure for the provision of internet gambling services was completed. 

At the beginning of its development, online gambling was particularly popular and successful in North 

America. Even though it is unclear when the first online casino was established, some authors claim that 

the first online casino was established in August 1995. That was Interactive Casino INC.54 Only three 

years after the first online casinos were established, more than 90 online casinos, 39 lotteries, 8 online 

bingos and 53 sports betting agencies were formed. By the end of 1998, the online gambling industry 

had produced an annual revenue of $835 million.55  

In the years to come, more than 250 web-pages were accepting bets from US players.56 The USA was 

even the most important market until 2006. However, in 2006 the US Congress proposed and adopted 

the Security and Accountability for Every Port Act (SAFE Port Act)57. The general reason for the creation 

of this law was the fight against terrorism. The Unlawful Internet Gambling Enforcement Act (UIGEA)58, 

as part of the Safe Port Act, includes a prohibition on funding unlawful internet gambling activities. 

Despite formal illegality, some service providers kept offering online poker services. On the 11th of April 

2011, the USA authorities unsealed an indictment against the three largest online poker service 

providers59 that provided services after the UIGEA took effect. The service providers were suspended 

and they were not able to offer the service anymore. Moreover, thousands of gamblers found 

themselves without their deposits overnight. This event is knowƴ ŀǎ Ψ.ƭŀŎƪ CǊƛŘŀȅΩ. The UIGEA has 

influenced the development of online gambling services, providing and significantly changing the USA 

market.60 Thus, after 2006 the business focus moved from the USA to Europe.  

Nowadays Europe is the largest online gambling market worldwide. It is estimated that almost 50% of 

the overall worldwide gambling market is attributed to the European market.61 Despite the fact that 

gross gaming revenue62 (hereinafter GGR) in the online gambling industry is much lower than in the 

offline gambling industry (in 2012 the online gambling industry represented 12% of the overall gambling 

industry in Europe63, in 2015 the online gambling market was around 17% of the overall gambling 

                                                           
53 WikiinvestΣ Ψ/ǊȅǇǘƻƭƻƎƛŎΩ <http://www.wikinvest.com/stock/Cryptologic_(CRYP)> accessed 29 October 2017.   
54 aŀǎǎƛƳƻ aŀƴȊƛƴ ŀƴŘ wƻōŜǊǘƻ .ƛƭƻǎƭŀǾƻΣ ΨOnliƴŜ DŀƳōƭƛƴƎΥ ¢ƻŘŀȅΩǎ tƻǎǎƛōƛƭƛǘƛŜǎ ŀƴŘ ¢ƻƳƻǊǊƻǿΩǎ hǇǇƻǊǘǳƴƛǘƛŜǎΩ 
(2008) 6 Managing global transitions: International Research Journal 95. 
55 Frost & SulivanΣ ΨWorld Online Gambling MarketsΩ όмфффύ <https://store.frost.com/world-online-gambling-
markets.html> accessed 29 October 2017. 
56 wƻōŜǊǘ ¢Φ ²ƻƻŘ ŀƴŘ wƻōŜǊǘ WΦ ²ƛƭƭƛŀƳǎΣ ΨtǊƻōƭŜƳ DŀƳōƭƛƴƎ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘΥ LƳǇƭƛŎŀǘƛƻƴǎ ŦƻǊ LƴǘŜǊƴŜǘ DŀƳōƭƛƴƎ 
tƻƭƛŎȅ ƛƴ bƻǊǘƘ !ƳŜǊƛŎŀΩ όнллтύ ф bŜǿ aŜŘƛŀ & Society 520. 
57 Security and Accountability For Every Port Act, 46 U.S.C. § 701 (2006). 
58 Unlawful Internet Gambling Enforcement Act, 31 U.S.C. §53 (2006). 
59 United States of America -v- Isai Scheinberg and others (2011).   
60 Adrianne JeffriesΣ ΨhƴƭƛƴŜ ǇƻƪŜǊ ƛƴŘǳǎǘǊȅ ǎǘƛƭƭ ǊŜŜƭƛƴƎ ǘǿƻ ȅŜŀǊǎ ŀŦǘŜǊ ŦŜŘŜǊŀƭ ϥ.ƭŀŎƪ CǊƛŘŀȅϥ ŎǊŀŎƪŘƻǿƴΩ ό¢ƘŜ ±ŜǊƎŜΣ 
April 2013) <https://www.theverge.com/2013/4/15/4226358/poker-black-friday-two-year-anniversary> accessed 
2 January 2018. 
61 9ǳǊƻǇŜŀƴ DŀƳƛƴƎ ŀƴŘ .ŜǘǘƛƴƎ !ǎǎƻŎƛŀǘƛƻƴ ό9D.!ύΣ ΨaŀǊƪŜǘ wŜŀƭƛǘȅΩ ғhttp://www.egba.eu/facts-and-
figures/market-reality/> accessed 6 November 2017.     
62 Gross gaming revenue is gross turnover minus the amount paid out to customers as winnings.  
63 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴ ǿŜō ǇŀƎŜΣ Ψ{ŜŎǘƻǊΥ DŀƳōƭƛƴƎΩ <http://ec.europa.eu/growth/sectors/gambling_en> 
accessed 6 November 2017.   
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market in Europe64) this sector is taken as an important industry branch due to its progression in recent 

years. Namely, statistical data shows that online gambling in Europe is one of the fastest growing service 

activities. Annual GGR in 2015 was around 16 billion EUR with growth rates of almost 17.5%.65 It is 

expected that in 2020 the online gambling industry will take 22% from the overall gambling industry, 

and will have a GGR of 24.9 billion EUR.66  

Growth is one of the main features of the contemporary online gambling market in Europe. Apart from 

the growing trend, regulatory changes have also marked the European gambling landscape. The 

European online gambling market is still very young and thus regulatory changes happen often. A 

general regulatory trend in Europe might be described as changeable, but developing towards 

controlled liberalization and growth of the online gambling market.67  

Sidebar: Developments in the European gambling law landscape 

Regulatory changes in some Member States liberalized the online gambling market, permitting foreign operators 

to request the national license and penetrate the market.68 A new legislation in Belgium, adopted in 2014, 

legalized online gambling by giving permission to offline gambling service providers to expand their services in the 

online environment.69 In May 2016, the French Senate amended their online gambling legislation, authorizing 

international liquidity sharing for online gambling companies which offer online poker. Said International liquidity 

sharing shall facilitate online poker playing between gamblers from different Member States. Notwithstanding 

uncertainties regarding further implementation of this instrument, the initiative might indicate a political will for 

the further development of the gambling industry.70 Very comprehensive regulatory changes have been carried 

out in the Netherlands. Rapid changes in the gambling market, including online gambling, are going to take place in 

the years to come.71 Maltese gambling regulators amended the gambling law; specifically, they amended its part 

on online skill gambling. The legislative changes in Malta have been carried out to provide a regulatory follow-up 

to the convergence of new technologies in the online gambling sector.72   

Public debates on legislative changes to online gambling have been initiated in both Greece and Poland. 

Notwithstanding the lack of legislation on online gambling in these countries, there is a certain number of licenses 

for the provision of online gambling services (24 in Greece, 4 in Poland).73 However, the rationale for the 

determined number of licenses is unclear. The lack of a rationale for the decided number of licenses in the case of 

Germany was the subject of a judicial trial. Following the Case Law of the CJEU, in April 2016 the Administrative 

                                                           
64 9ǳǊƻǇŜŀƴ DŀƳƛƴƎ ŀƴŘ .ŜǘǘƛƴƎ !ǎǎƻŎƛŀǘƛƻƴ ό9D.!ύΣ ΨaŀǊƪŜǘ wŜŀƭƛǘȅΩ ғhttp://www.egba.eu/facts-and-
figures/market-reality/> accessed 2 January 2018. 
65 Ibid. 
66 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴ ǿŜō ǇŀƎŜΣ Ψ{ŜŎǘƻǊΥ DŀƳōƭƛƴƎΩ <http://ec.europa.eu/growth/sectors/gambling_en> 
accessed 6 November 2017.   
67 Regulatory briefing, 9th Eastern European Gaming Summit (Sofia, November 2016).       
68 Regulatory briefing, 11th European Conference on Gambling Studies and Policy Issues (Lisbon, September 2016). 
69 Ibid. 
70 Ibid. 
71 Ibid. 
72 Ibid. 
73 Regulatory briefing, 9th Eastern European Gaming Summit (Sofia, November 2016).       
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Court in Wiesbaden ordered the issue of online betting licenses and to not limit the number of licenses to the 

previously decided number of 20.74 Notwithstanding the strong opposition toward the development of online 

gambling in Germany, the regulatory landscape in this country is constantly changing.75  

Both amazing business results and a bright outlook for the European online gambling market are 

challenged by the complexity of gambling regulation. Europe is a continent with approximately 50 

countries, an unclear number of nations and various diverse cultures, religions and traditions. The 

political map of Europe consists of several different regional and international organizations, the most 

important of which is the European Union. This sui generis organization is an economic and political 

partnership between (to date) 28 Member States. Notwithstanding this unity, diversity in the EU is 

respected. Therefore, the divergent social acceptance of gambling has, as a consequence, resulted in 

different social norms in different European societies. It could be argued that this fact is the crucial 

influencing factor on the contemporary regulation of online gambling in the EU.   

4 Online gambling legislation in the EU 
The main feature of gambling legislation in the EU is a strong opposition towards the harmonization of 

the gambling legislations of Member States. Therefore, EU Member States are free as concerns the 

creation of their own gambling legislation. At first glance, it seems that such a reality (28 states with 

differing national legislation) does not tally with EU Law. However, from the perspective of EU Law, a 

situation in which Member States have differing national legislation on a certain domain, which are not 

harmonized (or unified) can be justifiable.  

This section presents the contemporary legislative landscape of gambling and online gambling matters 

in the EU. Firstly, the main principles from EU Law that enable legislative fragmentation are pointed out. 

Secondly, the most important decisions from the relevant case law of the Court of Justice of the 

European Union that shape the freedoms that Member States have in creating their gambling legislation 

are presented. Finally, conforming to sources of the EU Law, the structure and definition of online 

gambling is given.          

4.1 The foundations of contemporary gambling legislation in the EU  
EU Law is composed of a set of legal sources classified in primary and secondary legislation.76 EU 

Member States transpose legal principles from EU Law to their national legislation and in that way, 

harmonize and unify said legislation with that of all others. Harmonized national legislation is one of the 

cornerstones for the functioning of the EU, especially important for the proper functioning of a common 

market without internal frontiers, known as the EU Internal Market. The European Union competencies 

                                                           
74 5[! tƛǇŜǊΣ ΨGermany: Administrative court orders gambling authority to issue sports betting licenseΩ 
<http://blogs.dlapiper.com/mediaandsport/2016/04/germany-administrative-court-orders-gambling-authority-to-
issue-sports-betting-license/> accessed 6 November 2017.  
75 Ibid.   
76 Primary legislation refers to treaties that set out basic rules for the functioning of the EU. Secondary legislation is 
composed of regulations, directives and decisions that additionally regulate principles and objectives embedded in 
treaties. For more information see: European Union web portal, <http://europa.eu/eu-law/index_en.htm> 
accessed 6 November 2017.   
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http://blogs.dlapiper.com/mediaandsport/2016/04/germany-administrative-court-orders-gambling-authority-to-issue-sports-betting-license/
http://europa.eu/eu-law/index_en.htm
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are regulated by the Treaty on European Union (hereinafter TEU) and the Treaty on the Functioning of 

the European Union (hereinafter TFEU).77  

The application of EU Law has to correspond to the principles of subsidiarity and proportionality. That 

means that, inter alia, άǘƘŜ ¦ƴƛƻƴ ǎƘŀƭƭ ŀŎǘ ƻƴƭȅ ƛŦ ŀƴŘ ƛƴ ǎƻ ŦŀǊ ŀǎ ǘƘŜ ƻōƧŜŎǘƛǾŜǎ ƻŦ ǘƘŜ ǇǊƻǇƻǎŜŘ ŀŎǘƛƻƴ 

cannot be sufficiently achieved by the Member States, either at the central level or at the regional and 

local level, but can rather, by reason of the scale or effects of the proposed action, be better achieved at 

ǘƘŜ ¦ƴƛƻƴ ƭŜǾŜƭέΦ78 In other words, the European Union does have competences to propose a legislative 

act if such an act could serve to achieve certain goals in a better way than a legislation that would be 

promulgated on national or regional levels. The reasons for concluding that certain goals can be better 

achieved at the EU legislative level rather than at national or regional levels shall be substantiated by 

qualitative and/or quantitative indicators.79  

Alongside the fact that Member States and the European Union have shared competences over the 

regulation of certain fields, restrictions on the freedom to provide services between Member States 

should, in general, not exist.80 However, EU Law does not exclude possibilities for the restriction of this 

freedom. Limitations to the freedom to provide services are laid down in Article 5181 and 5282 of the 

TFEU. Although these articles are related to the freedom of establishment, Article 6283, which is an 

integral part of Chapter 3 (Services) of the TFEU, lays down the applicability of Articles 51 and 52 on 

service providing matters. Limitations to the freedom to provide services are justifiable for reasons of 

public policy, public security or public health.  

Besides discriminatory measures, there are non-discriminatory restrictions to these freedoms, which, 

although irrespective of nationality, are only applicable when overriding reasons of public interest 

request them. The principle of non-discriminatory restrictions was confirmed by the case law of the 

Court of Justice of the European Union (hereafter CJEU).84 The Case Law of the CJEU created imperative 

requirements for public interest protection. They are:  

¶ consumer protection,  

¶ protection of creditors,  

¶ protection from unfair competition,  

¶ enforcement of tax laws,  

¶ functioning of the law,  

¶ protection of health, 

¶ environmental protection,  

¶ media pluralism,  
                                                           
77 Consolidated versions of the Treaty on European Union and the Treaty on the Functioning of the European 
Union [2012] OJ S326/1 (TEU, TFEU).  
78 TFEU, Art 5(3).  
79 Consolidated version of the Treaty on the Functioning of the European Union - PROTOCOLS - Protocol (No 2) on 
the application of the principles of subsidiarity and proportionality [2008] OJ C115/26, art 5. 
80 TFEU, art 56. 
81 Ibid, art 51. 
82 Ibid, art 52.  
83 Ibid, art 62.  
84 C 33/74  Johannes Henricus Maria van Binsbergen v Bestuur van de Bedrijfsvereniging voor de Metaalnijverheid 
[1974] ECR 01299; C 55/94 Reinhard Gebhard v Consiglio dell'Ordine degli Avvocati e Procuratori di Milano [1995] 
ECR I-04165; C-76/90 Manfred Säger v Dennemeyer & Co. Ltd. [1991] ECR I-04221. 
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¶ important threat to the financial stability of the social security system,  

¶ traffic security. 85     
 

These exhaustively enumerated requirements for public interest protection are very general. The CJEU 
Case Law specifically spread and additionally developed these requirements through case law.86   
 
The above is relevant because the providing of online gambling services amounts to the providing of a 

service. This fact has been explicitly recognized by the Case Law of the CJEU, as the next section will 

demonstrate. 

4.2 Gambling and the Case Law of the CJEU 
In the first judgment that the CJEU gave on gambling issues, which is known as the Schindler Case87, it 

was decided that gambling activities relate to the provision of services.88 In the later rulings of the 

Zenatti Case89 and Anomar Case90, the Court followed the reasoning of the previously announced 

decisions. Gambling was declared a for-profit activity and, for that reason, was considered to be an 

economic activity. The CJEU decided that providing of gambling is a service and that because of this, 

gambling activities fall within the scope of the service related articles of the TFEU.91       

Gambling has always been of public concern. But it has also been a valuable source of income that can 

serve the public. Therefore, countries have tended to regulate this lucrative branch of industry in a way 

that also served their own interests. This provides a possible explanation for the lack of a single 

legislative approach that regulates gambling in the EU at a level higher than national legislation. Indeed, 

the formal cornerstone for the different legislations on gambling activities is the fact that Member 

States have different public policies regarding gambling and gambling associated risks. This was 

confirmed by the Case Law of the CJEU. In the Omega Case92 it was stressed that the concept of public 

policy might vary from one country to another and from one period to another. Therefore, any Member 

State has a άƳŀǊƎƛƴ ƻŦ ŘƛǎŎǊŜǘƛƻƴ ǿƛǘƘƛƴ ǘƘŜ ƭƛƳƛǘǎ ƛƳǇƻǎŜŘ ōȅ ǘƘŜ ¢ǊŜŀǘȅέΦ93 

The Case Law of the CJEU legitimized the very broad discretion that Member States have when they 

regulate gambling activities. In order to protect social policy, as well as moral, religious and cultural 

                                                           
85 Swiss Institute of Comparative Law, ΨStudy of Gambling in the Internal Market of the European Union: Final 
ReportΩ (2006), 971. 
86 Ibid. 
87 C 275/92 Her Majesty's Customs and Excise v Gerhart Schindler and Jörg Schindler [1994] ECR I-01039 (Schindler 
Case). 
88 Schindler Case, para отΥ ϦόΧύ the importation of lottery advertisements and tickets into a Member State with a 
view to the participation by residents of that State in a lottery operated in another Member State relates to a 
"service" within the meaning of Article 60 of the Treaty and accordingly falls within the scope of Article 59 of the 
Treaty." 
89 C 67/98 Questore di Verona v Diego Zenatti [1999] ECR I-07289 (Zenatti Case).  
90 C6/01 Associação Nacional de Operadores de Máquinas Recreativas (Anomar) and Others v Estado português 
[2003] ECR I-08621 (Anomar Case).   
91 C 124/97 Markku Juhani Läärä, Cotswold Microsystems Ltd and Oy Transatlantic Software Ltd v 
Kihlakunnansyyttäjä (Jyväskylä) and Suomen valtio (Finnish State) [1999] ECR I-06067 (Läärä Case), para18; 
Anomar Case, paras 43-48; Schindler Case, para 19.    
92 C 36/02 Omega Spielhallen und Automatenaufstel lungs-GmbH Vs. Oberbürgermeisterin der Bundesstadt Bonn 
[2004] ECR I-9609 (Omega Case). 
93 Omega Case, para 31.   
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standards, Member States have the right to prohibit gambling in their territory94 or limit/prohibit 

gambling related activities (e.g. the distribution of advertisements for certain sorts of gambling)95. 

Prevention of fraud and consumer protection are also reasons that justify restrictive measures regarding 

gambling.96 Member States are allowed to organize gambling in the way they consider to be most 

appropriate for protecting their social-policy objectives. The restrictive attitude of CJEU case law 

regarding the provision of gambling services is outlined in the summary of the Judgment in the 

Ladbrokes Case and in the summary of the Judgment in the Betfair Case: ά!ǊǘƛŎƭŜ пф EC97 must be 

interpreted as not precluding the legislation of a Member State, όΧύ under whose exclusive rights to 

organize and promote games of chance are conferred on a single operator, and which prevents any 

other operator, including an operator established in another Member State, from offering services via 

ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƛǘƘƛƴ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŀǘ ǊŜƎƛƳŜ ƛƴ ǘƘŜ ǘŜǊǊƛǘƻǊȅ ƻŦ ǘƘŜ ŦƛǊǎǘ aŜƳōŜǊ {ǘŀǘŜΦέ98  

Through comparison, one will notice that the CJEUΩǎ position on online gambling is not different to that 

held in its rulings in cases of physical gambling. Member States are entitled to hold the position that an 

internet gambling operator that is lawfully established in another Member State, and which offers 

services via the Internet, cannot offer sufficient assurances that national consumers will be protected 

against the risks of fraud and crime, due to the fact that different states could have different 

assessments regarding the professional qualities and integrity of operators in this field.99 

However, the ability of Member States to adopt restrictive measures and to limit gambling activities is 

not limitless. Activities in the gambling sector have to be limited in a consistent and systematic 

manner.100 The CJEU confirmed that restrictions must not go beyond what is necessary to attain public 

goals.101 In the Läärä Case, the CJEU stressed that άόΧύ ƻōǎǘŀŎƭŜǎ ǘƻ ŦǊŜŜŘƻƳ ǘƻ ǇǊƻǾƛŘŜ ǎŜǊǾƛŎŜǎ ŀǊƛǎƛƴƎ 

from national measures which are applicable without distinction are permissible only if those measures 

are justified by overriding reasons relating to the public interest, are such as to guarantee the 

ŀŎƘƛŜǾŜƳŜƴǘ ƻŦ ǘƘŜ ƛƴǘŜƴŘŜŘ ŀƛƳ ŀƴŘ Řƻ ƴƻǘ Ǝƻ ōŜȅƻƴŘ ǿƘŀǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ƛƴ ƻǊŘŜǊ ǘƻ ŀŎƘƛŜǾŜ ƛǘΦέ102 

Therefore, any prohibition must be suitable for achieving the targeted objectives.103 In later decisions 

the CJEU has entitled Member States to introduce a public monopoly over the organization of gambling 

as a measure that serves to combat the dangers of gambling, but which has to be conducted in a 

consistent and systematic manner.104 In other words, a public monopoly is justifiable only if it is 

designed to prevent gambling-related risks. The CJEU decided that developing the gambling industry in 

                                                           
94 Läärä case, para 35.  
95 Schindler Case, paras 100-03.  
96 Anomar Case, paras 62, 73.   
97 Now replaced by article 56 of the TFEU. 
98 C 258/08 Ladbrokes Betting & Gaming Ltd and Ladbrokes International Ltd v Stichting de Nationale 
Sporttotalisator [2010] ECR I-04757 (Ladrokes Case), Summary of the Judgment; C 203/08 Sporting Exchange Ltd v 
Minister van Justitie [2010] ECR I-04695 (Betfair Case), Summary of the Judgment.    
99 Ladbrokes Case, para 54. 
100 European Commission, ΨSummaries of important judgments: Criminal proceedings against Massimiliano 
Placanica (C-338/04), Christian Palazzese (C-359/04) and Angelo Sorricchio (C-360/04), judgment of 6 March 2007Ω 
(May 2007) <http://ec.europa.eu/dgs/legal_service/arrets/04c338_en.pdf> accessed 20 November 2017. 
101 Study of the Gambling in the Internal Market of the European Union (n 85) 978. 
102 Läärä Case, para 31; Zenatti case, para 29. 
103 C 243/01 Criminal proceedings against Piergiorgio Gambelli and Others [2003] ECR I-13031 (Gambeli Case), para 
67.  
104 Court of Justice of the European UnionΣ ΨPress Release No 78/10Ω ό{ŜǇǘŜƳōŜǊ нлмлύΦ 

http://ec.europa.eu/dgs/legal_service/arrets/04c338_en.pdf


31 
 

order to increase public income is not a measure that justifies the existence of a public monopoly.105 In 

addition, non-licensed service providers have to be treated the same under the competent law, 

regardless of their place of origin.106 The CJEU has also decided that imposing restrictions on a free 

movement of capital and payments has to be άno more than the inevitable consequence of any 

ǊŜǎǘǊƛŎǘƛƻƴǎ ƻƴ ǘƘŜ ŦǊŜŜŘƻƳ ǘƻ ǇǊƻǾƛŘŜ ǎŜǊǾƛŎŜǎέ107. Therefore, any prohibition of a pay-out or of the 

placing  of a deposit for gambling purposes imposed by Member States, has to be as a consequence of 

the previous restrictions on the provision of gambling services.      

It could be underlined that the CJEU provided general principles regarding the regulation of gambling 

activities in the internal market. Certain decisions explain what gambling is. However, the structure of 

gambling and online gambling has remained sketchy in the case law of the CJEU. Nevertheless, other 

sources of EU law, as well as the political documents adopted that are relevant to gambling, contain 

more details about the elements of online gambling as a service.  

4.3 The legal structure of online gambling     
The legal notion of gambling has been discussed since the first decisions of the CJEU that were related to 

gambling. The legal definitions of gambling and online gambling have been developed through the case 

law of the CJEU, but also by both political and legal documents on gambling issues adopted by other EU 

institutions. In general, it could be said that the legal definition of online gambling has broadened in 

order to meet with the contemporary business practice of providing online gambling services.    

The first of said cases decided by the CJEU defined gambling as games of chance.108 Alongside that, the 

CJEU in the Schindler Case proclaimed that gambling was a service. The judgment provided an additional 

explanation of what a lottery, as a type of gambling, is - άThe services at issue are those provided by the 

operator of the lottery to enable the purchasers of tickets to participate in a game of chance with the 

hope of winning, by arranging for that purpose for the stakes to be collected, the draws to be organized 

ŀƴŘ ǘƘŜ ǇǊƛȊŜǎ ƻǊ ǿƛƴƴƛƴƎǎ ǘƻ ōŜ ŀǎŎŜǊǘŀƛƴŜŘ ŀƴŘ ǇŀƛŘ ƻǳǘΦέ109 In the CJEU decisions on gambling that 

followed, gambling activities were not just considered as pure games of chance. In the Zenatti Case, the 

court widened the meaning of gambling activities to included skills as an integrative part of gambling.110  

The EU legislators announced a set of directives that explicitly exclude gambling activities from their 

scope of regulation. These directives also provide a sort of definition of gambling activities. The E-

commerce Directive111 ŜȄǇƭŀƛƴǎ ƎŀƳōƭƛƴƎ ŀŎǘƛǾƛǘƛŜǎ ŀǎ άŀŎǘƛǾƛǘƛŜǎ ǿƘƛŎƘ ƛƴǾƻƭǾŜ ǿŀƎŜǊƛƴƎ ŀ ǎǘŀƪŜ ǿƛǘƘ 

monetary value in games of chance, including lotǘŜǊƛŜǎ ŀƴŘ ōŜǘǘƛƴƎ ǘǊŀƴǎŀŎǘƛƻƴǎέ112, while the EU 

                                                           
105 Ibid.  
106 Court of Justice of the European Union, ΨPress Release No 75/10Ω όWǳƭȅ нлмлύΦ  
107 C 42/07 Liga Portuguesa de Futebol Profissional and Bwin International Ltd v Departamento de Jogos da Santa 
Casa da Misericórdia de Lisboa [2009] ECR I-07633 (Bwin case), para 47. 
108 Zenati Case, para 49. 
109 Schindler Case, para 27. 
110 Zenati Case, para 18.  
111 The European Parliament and the Council Directive 2000/31/EC of 8 June 2000 on certain legal aspects of 
information society services, in particular electronic commerce, in the Internal Market [2000] OJ L178/1 (E-

commerce Directive).  
112 E-commerce Directive, art 1(5)(d)(iii).  
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Directive 10/13 (AVMSD)113 provides a slightly different definition of gambling activities - ά(Χ) games of 

chance involving a stake representing a sum of money, including lotteries, betting and other forms of 

gambling services (Χ)έ114. Finally, the Service Directive115 excludes gambling activities from its scope of 

regulation explaining ƎŀƳōƭƛƴƎ ŀŎǘƛǾƛǘƛŜǎ ŀǎ ǘƘƻǎŜ άǿƘƛŎƘ ƛƴǾƻƭǾŜ ǿŀƎŜǊƛƴƎ ŀ ǎǘŀƪŜ ǿƛǘƘ ǇŜŎǳƴƛŀǊȅ ǾŀƭǳŜ 

in games of chance, including lotteries, gambling ƛƴ Ŏŀǎƛƴƻǎ ŀƴŘ ōŜǘǘƛƴƎ ǘǊŀƴǎŀŎǘƛƻƴǎέ116.  

Since 2011, the European Council and European Commission have published a set of legally non-binding 

documents that include a definition of online gambling. The Green paper on online gambling117 

(hereinafter Green paper) emphasizes the role of the internet and other interactive technologies that 

are used to offer gambling services to consumers, to allow consumers to bet or gamble against each 

other, or for distribution purposes.118 The Green paper defines online gambling ǎŜǊǾƛŎŜǎ ŀǎ άŀƴȅ ǎŜǊǾƛŎŜ 

which involves wagering a stake with monetary value in games of chance, including lotteries and betting 

transactions that are provided at a distance, by electronic means and at the individual request of a 

ǊŜŎƛǇƛŜƴǘ ƻŦ ǎŜǊǾƛŎŜǎέΦ119 Finally, in the latest proclaimed document, the EC Recommendation, online 

ƎŀƳōƭƛƴƎ ƛǎ ŘŜŦƛƴŜŘ ŀǎ άŀƴȅ ǎŜǊǾƛŎŜ ǿƘƛŎƘ ƛƴǾƻƭǾŜǎ ǿŀƎŜǊƛƴƎ ŀ ǎǘŀƪŜ ǿƛǘƘ ƳƻƴŜǘŀǊȅ ǾŀƭǳŜ ƛƴ ƎŀƳŜǎ ƻŦ 

chance, including those with an element of skill, such as lotteries, casino games, poker games and 

betting transactions that are provided by any means at a distance, by electronic means or any other 

ǘŜŎƘƴƻƭƻƎȅ ŦƻǊ ŦŀŎƛƭƛǘŀǘƛƴƎ ŎƻƳƳǳƴƛŎŀǘƛƻƴΣ ŀƴŘ ŀǘ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ ǊŜǉǳŜǎǘ ƻŦ ŀ ǊŜŎƛǇƛŜƴǘ ƻŦ ǎŜǊǾƛŎŜǎέΦ120 

This latest definition of online gambling in the EC Recommendation seems the most comprehensive and 

complete. The definition proposed by this document additionally develops a notion of gambling 

activities (online gambling specifically), combining it with a legal notion of an information society 

service. The ŎƻƴŎŜǇǘ ƻŦ ΨƳƻƴŜǘŀǊȅ ǾŀƭǳŜΩ was already included instead of concepts that already exist in 

the E-commerce Directive and Service Directive (ΨstŀƪŜ ǊŜǇǊŜǎŜƴǘƛƴƎ ŀ ǎǳƳ ƻŦ ƳƻƴŜȅΩ ƻǊ Ψwagering a 

ǎǘŀƪŜ ǿƛǘƘ ǇŜŎǳƴƛŀǊȅ ǾŀƭǳŜΩ). New elements such as, Ψat a distanŎŜΩΣ Ψōȅ ŜƭŜŎǘǊƻƴƛŎ ƳŜŀƴǎΩ ŀƴŘ Ψat the 

individual reǉǳŜǎǘ ƻŦ ŀ ǊŜŎƛǇƛŜƴǘ ƻŦ ǎŜǊǾƛŎŜΩ are attached. These elements are features of the information 

society service defined by the E-commerce DirectiveΦ 9ǎǎŜƴǘƛŀƭƭȅΣ Ψŀǘ ŀ ŘƛǎǘŀƴŎŜΩ ŀƴŘ Ψat the individual 

requeǎǘΩ apply to the direct on-line request from the recipient to the online gambling service provider 

without the engagement of any intermediaries.121 IƻǿŜǾŜǊΣ ǘƘŜ ŜȄǇǊŜǎǎƛƻƴ ΨόΧύ ōȅ ŜƭŜŎǘǊƻƴƛŎ ƳŜŀƴǎ ƻǊ 

any other technology for facilitating commuƴƛŎŀǘƛƻƴ όΧύΩ goes beyond the notion of the information 

society service given by the EU directives. It is likely that the rationale behind the inclusion of a newly 

ŀŘŘŜŘ ǎƻƭǳǘƛƻƴ όΨany other technology for facilitating communicationΩ) is linked to the need to update a 

                                                           
113 The European Parliament and the Council Directive 2010/13/EU of 10 March 2010 on the coordination of 
certain provisions laid down by law, regulation or administrative action in Member States concerning the provision 

of audiovisual media services [2010] OJ L95/1 (Audiovisual Media Services Directive). 
114 Audiovisual Media Services Directive, Recital 22.  
115 The European Parliament and the Council Directive 2006/123/EC of 12 December 2006 on services in the 
internal market [2006] OJ L376/36 (Service Directive).   
116 Service Directive, art 2(2)(h). 
117 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΣ ΨGreen Paper on on-line gambling in the Internal MarketΩ [2011] COM/2011/0128 final 
118 Green paper, sec 2.1.  
119 Green paper, sec 2.1.  
120 EC Recommendation, art 3(a). 
121 See Green paper, footnote 51.    
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pretty old legal definition of Ψelectronic meansΩ that ought to be extended toward a new legal notion 

that is suitable to cover the development of new technologies in the coming years.122    

5 Ethical discourses in relation to gambling and its regulation  
Policy makers are supposed to respect the dominant ethical position of particular society, focusing on its 

prevailing system of values. Ethical standards set cornerstones, ideas and plans for how gambling 

legislations should look, as well as reveal reasons for regulatory solutions from the past. This part of the 

chapter complements the understanding of the gambling domain by outlining ethical discourse that has 

been engaged with in relation to gambling. The first section reveals reasons for the specifics of gambling 

regulation that have been existing since the first regulatory initiatives emerged in Medieval Europe. 

Afterwards, the discussion focuses on ethical issues that are relevant for the contemporary regulatory 

landscape in the EU.       

5.1 Gambling regulation: Between prohibitionism and liberalism  
During the transition between the end of the 17th century and the beginning of the 18th century, French 

cities were attracting gamblers from all over Europe. Following the need to protect gamblers, the 

Resolution on Hazardous Games was announced in France in 1697.123 This document provided general 

guidelines on how to gamble and a not so formidable code of practice that lacked any deep 

philosophical observation of gambling-related problems.124 During that period, French moralists125 were 

arguing against gambling and its reprehensible consequences. In general, their claims were used to 

persuade people of their time not to gamble. The justification for such a position is summarized as 

follows: Gambling spoils an individualΩǎ ŀōƛƭƛǘȅ ǘƻ ǊŜŀǎƻƴΤ ƎŀƳōƭƛƴƎ Ǉƻƛǎƻƴǎ ƎŀƳōƭŜǊǎΩ ǊŜƭŀǘƛƻƴǎ ǿƛǘƘ 

others; gambling makes a gambler neglect his religious and social duties.126 

French moralists appeared to be adherents of prohibitionism when it came to gambling. From the 

perspective of prohibitionism, the most desirable approach to gambling is one that strictly forbids it. If it 

is not utterly forbidden, then it should be permitted as little as possible and systematically 

discouraged.127 Alongside prohibitionism, two other main ethical approaches toward gambling and 

gambling policies might be extracted ς libertarianism and restrictivism.128 In contrast to the 

prohibitionists, libertarians did not demarcate gambling from other consciously chosen and potentially 

harmful activities. According to libertarians, individuals capable of making decisions and who are not 

influenced by misinformation or a condition that limits their capacity to make an informed choice, 

                                                           
122 !ŎŎƻǊŘƛƴƎ ǘƻ 5ƛǊŜŎǘƛǾŜ фуκопΣ !ǊǘƛŎƭŜ мόнύ άΨōȅ ŜƭŜŎǘǊƻƴƛŎ ƳŜŀƴǎΩ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǎŜǊǾƛŎŜ ƛǎ ǎŜƴǘ ƛƴƛǘƛŀƭƭȅ ŀƴŘ 
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ŜƭŜŎǘǊƻƳŀƎƴŜǘƛŎ ƳŜŀƴǎέΦ  5Ŝǎpite the broad scope of technology covered by the definition of electronic means laid 
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123 John Dunkley, Gambling: a social and moral problem in France (The Voltaire Foundation 1985) 58.  
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125 Jean Frain Du Trembley, Jean-Baptiste Thiers, Jean La Placette, Jean Barbeyrac.  
126 Dunkley (n 123) 85. 
127 tŜǘŜǊ /ƻƭƭƛƴǎ ŀƴŘ ƻǘƘŜǊǎΣ ΨwŜǎǇƻƴǎƛōƭŜ DŀƳōƭƛƴƎΥ /ƻƴŎŜǇǘǳŀƭ /ƻƴǎƛŘŜǊŀǘƛƻƴǎΩ όнлмрύ 19 Gaming Law Review and 

Economics 594, 596. 
128 Ibid. 
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should be free to make their own decisions regarding gambling. Lastly, restrictivism placed itself at the 

halfway point between prohibitionism and libertarianism.129 

Sophisticated thoughts about the relation between libertarianism and restrictivism can be found in the 

works of British philosopher Jeremy Bentham. In his Principles of Morals and Legislations, he separates 

laws into three categories: laws that are created to protect a person from harm caused by other people; 

laws created to protect a person from harm caused by him/herself; and laws that require that a person 

helps and assists others.130 However, he holds that only the first category of law is fully legitimate. His 

opinion comes close to a libertarian view, but he also considers legislation that serves to protect people 

from themselves to be a legitimate part of the law. This part of the law should be governed in 

ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ǇǊƛƴŎƛǇƭŜǎ ƻŦ ΨƭŜƎŀƭ ǇŀǘŜǊƴŀƭƛǎƳΩ.131 Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ŀ ǎǘŀǘŜΩǎ ŎƻŜǊŎƛƻƴ ŀƎŀƛƴǎǘ ŀ ŎƛǘƛȊŜƴΩs 

personal will is justifiable, if it is necessary to protect a citizen from harm (regardless of where such 

harm may originate from). Nevertheless, taking into consideration the harmful effects of certain 

activities, it is not easy to clearly determine all of the possible harmful effects or possible victims. 

Thereby, the unified benchmark of legal paternalism, its taxonomy and its protective properties are not 

easy to designate.  

Even though such a theoretical discussion could be considered quite vague, the following example sheds 

light on the complexity of legal paternalism in relation to gambling - An excessive way of gambling is a 

risky way132 of gambling behavior. If we presume that a gambler is used to gamble in an excessive 

manner, there is a probability that he jeopardizes his health.133 Therefore, said gambler and his 

excessive gambling deserve proper observation and subsequent diagnosis, medical care and treatments. 

In states with a publicly organized, financed and egalitarian medical service, medical support should be 

provided to all people with eroded health states. The medical treatment of a gambling addict requests 

the spending of a certain amounts of funds. Indirectly, the taxpayers bear the cost of the treatment and 

fƻǊ ǘƘŀǘ ǊŜŀǎƻƴ ǘƘŜȅ ŀǊŜ Ƙƛǘ ōȅ ΨƘŀǊƳ ŎŀǳǎŜŘ ōȅ ƻǘƘŜǊ ǇŜƻǇƭŜΩ. Moreover, a gambling addict erodes not 

only his/her health, but also their wealth and personal relations. Thus, in an immediate sense, the 

harmful effects of gambling could hit family members and friends. Following the principles of legal 

paternalism, a state has a duty to introduce and enforce law that protects a gambler from his/her own 

actions. Nevertheless, this is not the sole reason, and because of this, Hospers emphasizes the 

distinction between impure and pure paternalism.134 As the example demonstrated, protection should 

be granted not only to an individual (pure paternalism), but alsƻ ǘƻ ŀ ƎŀƳōƭŜǊΩǎ family members, friends 

and to broader society (impure paternalism).  

Taking gambling-related harm into consideration, the leading question is: Why should societies accept 

and tolerate something that may provoke harm? John Stuart Mill in his On Liberty takes a prohibitive 

position against misconducts (gambling, drunkenness, incontinence, idleness and uncleanliness) that 

injure overall wellbeing and hinder improvement.135  Nevertheless, he notes that some acts in society 

are either constantly permitted or prohibited. He expresses skepticism towards the idea of an impartial 

                                                           
129 Ibid 597.  
130 WƻƘƴ IƻǎǇŜǊǎΣ ΨLibertarianism and Legal PaternalismΩ όмфулύ L± ¢ƘŜ WƻǳǊƴŀƭ ƻŦ [ƛōŜǊǘŀǊƛŀƴ {ǘǳŘƛŜǎ нррΦ  
131 Ibid.  
132 More about gambling-related risks is presented in III chapter. 
133 Gambling addiction is undisputable health problem and more about in the 3rd chapter.   
134 Hospers (n 130) 259. 
135 John Stuart Mill, On Liberty (Batoche Books 2001), 74.  
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agent that is capable of deciding upon what is good and what is bad, and of establishing an utterly fair 

social convention. Therefore, he advocates for personal freedom that is not influenced by others. Mill 

reconciles the need for prohibitive standpoints regarding harmful actions on the one side and personal 

freedom on the other, justifying gambling as an activity that is difficult to prohibit.136 In contrast to the 

French moralists of the 17th century and their prohibitive attitudes towards gambling and the 

consequences gambling carry for individuals, society and religion, MillΩǎ thoughts tally with human 

freedom and the reality that the prohibition of gambling is a Sisyphean task.137   

Jeremy Bentham and John Stuart Mill are some of the most prominent representatives of the utilitarian 

doctrine. One of the core utilitarian ideas is based on the limitation of individual freedoms as a 

necessary measure for harm prevention. Besides this idea, the utilitarian doctrine lays down that it is 

not possible to create a system that is Ψimmediately ōŜƴŜŦƛŎƛŀƭ ŦƻǊ ŜǾŜǊȅ ƛƴŘƛǾƛŘǳŀƭΩ and, furthermore, 

that the highest degree of welfare achievable for everybody brings suboptimal results in an accepted 

reality.138  

5.2 Contemporary ethics of gambling regulation ς The CJEUΩǎ perspective  
In one of the first CJEU rulings regarding gambling ς the Schindler Case ς the Court tried to declaratively 

keep an ethically neutral position on gambling. According to the CourtΩs findings, the morality of 

gambling is debatable, but the harmful nature of gambling is undisputable. The Court left room for 

different regulative approaches, stating that gambling should not be treated as any other illegal 

product.139 Making comparisons with other products and activities, the Court in Schindler case asserted 

that lotteries are an example of entertainment akin to amateur sports. Common features are found in 

their recreational aspects and in the uncertainty ƻŦ ŀƴ ŜǾŜƴǘΩǎ ǊŜǎǳƭǘ.140 The Court then pointed to the 

peculiar nature of gambling as justification for the ǊŜǎǘǊƛŎǘƛƻƴǎ ƛƳǇƻǎŜŘ ōȅ aŜƳōŜǊ {ǘŀǘŜǎΩ ƎŀƳōƭƛƴƎ 

legislation.141 Justifications for restrictions can be grounded on the differences of the moral, religious or 

cultural aspects of Member States.142 Apart from these grounds of justification for restrictive national 

gambling legislation, the CJEU considers public policy, public security, public health,143 the financially 

harmful consequences associated with gambling that may affect individuals and society,144 and the high 

risk of crime and fraud that incites individuals to spend money that may damage their lives and have 

adverse social consequences, as the main threats to moral, cultural and social domains of a society,145 

and as providing legitimate reasons for gambling restrictions. Nevertheless, the Court asserts that 

gambling may contribute άto the financing of benevolent or public interest activities such as social 

ǿƻǊƪǎΣ ŎƘŀǊƛǘŀōƭŜ ǿƻǊƪǎΣ ǎǇƻǊǘ ƻǊ ŎǳƭǘǳǊŜέΦ146 Therefore, the CJEU has taken a balanced approach to the 

regulation of gambling, permitting Member State authorities to have άŀ ǎǳŦŦƛŎƛŜƴǘ ŘŜƎǊŜŜ ƻŦ ƭŀǘƛǘǳŘŜ ǘƻ 

                                                           
136 Ibid 92. 
137 Ibid 92. 
138 Lino A. Graglia, ΨGovernment Promotion of Moral Issues: Gambling, SmokiƴƎ ŀƴŘ !ŘǾŜǊǘƛǎƛƴƎΩ όнллуύ ом Harvard 
Journal of Law and Public Policy 69, 70.       
139 Schindler Case, para 32.   
140 Ibid, para 34. 
141 Ibid, para 59.   
142 Bwin Case, para 57.  
143 Ibid, para 56.   
144 Gambeli Case, para 63. 
145 Schindler case, para 60. 
146 Schindler case, para 60. 



36 
 

ŘŜǘŜǊƳƛƴŜ ǿƘŀǘ ƛǎ ǊŜǉǳƛǊŜŘ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ǇƭŀȅŜǊǎ όΧύΣ ǘƻ Ƴŀƛƴǘŀƛƴ ƻǊŘŜǊ ƛƴ ǎƻŎƛŜǘȅΣ ŀǎ ǊŜƎŀǊŘǎ ǘƘŜ 

manner in which lotteries are operated, the size of the stakes, and the allocation of the profits they 

ȅƛŜƭŘέΦ147  

In light of the Schindler case, Member States are not only allowed to limit the provision of gambling 

services, but to also take a fully prohibitive approach.148 However, if gambling activities are not 

prohibited, but allowed in a restrictive manner, their organization has to be carried out in a way that 

limits gambling opportunities in a non-disproportionate way.149 Therefore, restrictions against gambling 

activities are not justifiable if they only serve to increase public funds for the financing of benevolent 

social activities. Financing social activities through gambling should only form an άincidental beneficial 

consequence and not the real justification for the restrictive policy adoptedέ.150 

The CJEU decided that restricting gambling as a source of private profit is also justifiable.151 According to 

the Court, ƛǘ ƛǎ ǳƴŀŎŎŜǇǘŀōƭŜ ǘƻ ǇŜǊƳƛǘ άprivate profit to be drawn from the exploitation of social evils or 

the weakness of pƭŀȅŜǊǎ ŀƴŘ ǘƘŜƛǊ ƳƛǎŦƻǊǘǳƴŜΦέ152 However, whereas a private business initiative could 

be restricted, a state monopoly is quite legal and not unusual in Europe. In the decades immediately 

after World War II, specifically between the 1950s and 1970s, gambling in Finland was organized and 

even encouraged by the state. The involvement of the state in such a manner influences citizensΩ beliefs 

that gambling revenues are used for the ΨǇǳōƭƛŎ ƎƻƻŘΩ.153 Notwithstanding the fact that Member States 

may regulate gambling in accordance with their non-harmonized national public polices, any restrictive 

measure has to be suitable for achieving proclaimed goals that are in line with moral, cultural and social 

standards.154 For that reason, proposed national gambling regulations need to pass a proportionality 

test.155 In addition, regardless of the level of restrictions, if gambling services are legal, their integrity has 

to be preserved. In other words, fair play is considered as an ƻōƧŜŎǘƛǾŜ ƻŦ Ψpublic interests and legitimate 

socƛŀƭ ǇǳǊǇƻǎŜΩ and thus, has to be guaranteed.156 The Schindler case set the ethical and judicial stances 

(lines of reasoning) that have been used as a benchmark for subsequent CJEU decisions on gambling 

related issues. However, the Schindler case refers to lotteries, not other types of gambling. The lottery is 

a game of pure chance. This is not the case with all other types of gambling. Yet, there is no clear 

distinction between games of chance and games of skill. The national gambling legislations of EU 

Member States regulate this distinction very differently. Nevertheless, this distinction exists. Games of 

chance are those whose outcomes depend utterly on randomized results, realized from a direct human 

intervention in selection processes. Human intervention is not fully excluded. The rules of the game and 

the related infrastructure, at the very least, have to be set up by somebody. Therefore, fair software 

that serves gambling purposes in games of chance has to be created, tested and certified by humans, 

                                                           
147 Ibid, para 61. 
148 Zenatti Case, para 15.  
149 Gambeli Case, para 62. 
150 Zenatti Case, paras 35, 36.   
151 Ibid, para 30. 
152 Joined cases C 447/08 and 448/08 Criminal proceedings against Otto Sjöberg and Anders Gerdin [2010] ECR I-

06921, para 43.  
153 Riitta Matilainen and Pauliina Raento, ΨLearning to gamble in changing sociocultural contexts: experiences of 
Finnish casual gamblersΩ (2014) 14 International Gambling Studies 432, 437-38.  
154 Gambeli Case, para 67.  
155 C 64/08 Criminal proceedings against Ernst Engelmann [2010] ECR I-08219, paras 32-40. 
156 Anomar Case, para 72.  
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but this process should not influence the randomness of the result. Contrary to games of chance, the 

outcomes of games of skill do not solely depend on chance. In these types of games, mental and/or 

physical abilities influence the outcome. Skills have an important (or prevalent) role in determining a 

result even if chance cannot be fully excluded.  

The distinction between games of chance and games of skill creates a dilemma as to whether the same 

moral, cultural and religious standards are applicable to both types of games, regardless of their 

differences. In the Zenatti case, the CJEU decided that despite the differences between lotteries and 

sports betting (the latter of which is not a pure game of chance according to the CourtΩǎ interpretation), 

the same risk of crime and fraud exists for both, and therefore the same negative consequences might 

be provoked by each game.157 The Court pointed to the άŜȄǇŜŎǘŀǘƛƻƴ ƻŦ ŎŀǎƘ ǿƛƴƴƛƴƎǎ ƛƴ ǊŜǘǳǊƴ ŦƻǊ ŀ 

ǎǘŀƪŜέ as the element that makes both types of games comparable.158       

Observing the CJEU Case Law, tƭŀƴȊŜǊ ŎƭŀƛƳǎ ǘƘŀǘ ŀƭƭ ǇǳōƭƛŎ ŎƻƴŎŜǊƴǎ ǊŜƎŀǊŘƛƴƎ ƎŀƳōƭƛƴƎ άŎŀƴ ōŜ 

ǎǳƳƳŀǊƛȊŜŘ ǳƴŘŜǊ ǘǿƻ ƧǳǎǘƛŦƛŎŀǘƛƻƴ ƎǊƻǳƴŘǎΥ ŎƻƴǎǳƳŜǊ ǇǊƻǘŜŎǘƛƻƴ ŀƴŘ ǇǳōƭƛŎ ƻǊŘŜǊέΦ159 Taking into 

consideration the lack of harmonized or unified standards of consumer protection in the gambling 

domain in the EU, the first justification ground refers to national consumer protection and gambling 

legislation. The second justification ground (public order) is much broader, and cannot be clearly 

determined. Public order colligates various elements of overriding public interests and creates an elusive 

concept prone to different interpretations. Planzer gives credence to the contemporary approach 

toward public order, addressing a specific relation between ethics and international law. This relation is 

described as a dichotomy between universality and diversity. Namely, cultural diversities influence the 

contemporary interpretation and application of universal human rights. The European Court of Human 

Rights has applied a very broad margin of appreciation regarding public morality. On the one hand, if the 

margins are too broad and cultural diversity is interpreted very extensively, the system of universal 

human rights would be in danger. On the other, if the courts would not respect cultural and, 

consequently, moral diversity, then their decisions would be exposed to the risk of hampered 

acceptance.160 CJEU case law in the gambling domain, which has sought to attain a balance between EU 

law and different ethical standards, epitomizes the universality-diversity dichotomy.    

Verbeke argues that gambling regulation in Europe is hypocritical. According to his opinion, states call 

upon different moral, religious, cultural and other values in order to secure exclusive national control 

over one of the most lucrative businesses. Expressing his criticism as to the sincerity of EU Member 

States as concerns market restrictions, he underscores a massive promotion of state-sponsored 

gambling activities. Due to the internationalization of gambling-related crimes, Verbeke refutes 

protection against fraud and crime at the national level. In addition, he expresses doubts as to the 

superiority of national protection systems against gambling addiction. Finally, he notices that national 

gambling legislations are not underpinned by scientific-based evidence.161 ±ŜǊōŜƪŜΩǎ criticism is not 

without support from CJEU case law. The CJEU noticed that national gambling regulators and competent 

                                                           
157 Zenatti Case, para 18.  
158 Zenatti Case, paras 16, 18. 
159 Planzer (n 40) 66. 
160 Ibid 104, 105. 
161 Alain-Laurent Verbeke, ΨGambling Regulation in Europe: Moving Beyond Ambiguity and HȅǇƻŎǊƛǎȅΩ ƛƴ Alan Littler 
and others (eds), In the Shadow of Luxemburg: EU and National developments in the Regulation of Gambling 
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authorities regulate gambling issues in a restrictive manner, prohibiting the provision of gambling 

services from foreign operators, but stipulating a national monopoly over the provision of such services 

or stipulating the provision of services by operators licensed by the domestic gambling regulator.162 Such 

practice is not illegal if it does not go beyond what is necessary to achieve certain objectives.163 

Therefore, Member States must be able to demonstrate the suitability of the regulation for achieving 

certain goals as to the preservation and maintenance of moral, religious and cultural standards. 

Whereas Verbeke alludes to the need for science-based evidence to demonstrate the suitability of a 

regulation, the CJEU requires a fortiori evidence, regardless of its type (statistics or other evidence).164 

On the one hand, the absence of evidence regarding the effectiveness of a gambling regulation with 

respect to achieving previously determined objectives may lead us toward the conclusion that even 

±ŜǊōŜƪŜΩǎ ŎǊƛǘƛŎism is not based on scientific evidence. On the other hand, the CJEU indicated in several 

cases that it is difficult to justify restrictive national legislation as being necessary for the protection of 

moral, religious and cultural aspects of societies, due to the lack of evidence that underpinning such 

measures.         

6 Conclusion    
A look back into history has demonstrated that gambling has consistently pervaded all layers of society, 

and has influenced social, religious and cultural factors. People everywhere have been gambling, 

throughout the ages, and regardless of the circumstances. Thus, the prohibition of gambling is not a 

feasible long-term strategy. However, liberalization, as an opposing strategy to prohibition, has resulted 

in undesirable social consequences. Balancing the risks and benefits of gambling by regulating it, 

countries have tended to reconcile the stateΩs need to accommodate the social practices of gambling, as 

well as the financial benefit that can be derived from the gambling business, on the one side, and 

adequate protection of gamblers on the other. Yet, the relationship between these two goals has not 

yet reached a perfect, nor harmonized, equilibrium. Therefore, some states hold a more prohibitive 

attitude towards gambling, whereas others take a liberal approach and favor business interests.  

Today, gambling is understood as an economic activity of a special nature.165 For that reason, 

restrictivism characterizes cƻƴǘŜƳǇƻǊŀǊȅ 9¦ aŜƳōŜǊ {ǘŀǘŜǎΩ gambling regulations. Gambling is not 

forbidden, but restricted in its scope and to national borders. There are various realms in which 

European nations and countries do not share common ethical standards, and gambling is one of them. It 

is not an idiosyncratic feature, due to the distinctive approaches taken towards gambling by different 

societies all around the globe. Therefore, the creation of an amenable form of gambling regulation is a 

persistently hot topic among, and within, European countries. Nevertheless, due to a lack of evidence it 

remains unclear whether regulating gambling on the national level is more effective for the protection 

of online gamblers than a harmonized regulation among EU Member States would be.    

                                                           
162 Joined cases C 316/07, 358/07, 359/07, 360/07, 409/07 and 410/07 Markus Stoß, Avalon Service-Online-Dienste 
GmbH and Olaf Amadeus Wilhelm Happel v tegen Wetteraukreis and Kulpa Automatenservice Asperg GmbH, SOBO 
Sport & Entertainment GmbH and Andreas Kunert v Land Baden-Württemberg [2007] ECR I-08069 (Markus Stoß 
Case), para 66.   
163 Joined cases C-338/04, 359/04 and 360/04 Criminal proceedings against Massimiliano Placanica, Christian 
Palazzese and Angelo Sorricchio [2007] ECR I-01891, paras 48, 49. 
164 C 42/02 Diana Elisabeth Lindman [2003] ECR I-13519, para 26.  
165 European Parliament Resolution 2012/2322(INI) on online gambling in the internal market, A7-0218/2013, 10 
September 2013, recital H. 
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Touching upon ethical discourses surrounding ƎŀƳōƭƛƴƎ ƛƴ 9ǳǊƻǇŜΣ ǘƘŜ /W9¦Ωǎ case law justified the 

regulation of gambling at the national level by considering it a Member StateΩs right to conduct their 

moral, cultural and religious standards. Therefore, nowadays, EU Member States are ultimately 

responsible for their gambling legislation. Notwithstanding non-harmonized legislative standards at the 

EU level, certain common rules deriving from EU law regarding online gambling can be identified:    

¶ online gambling is a service, as defined by the TFEU; 

¶ online gambling is an information society service, as defined by the EC Recommendation;     

¶ the provision of online gambling services is regulated by Member States, and States can ignore 

some of the principles regarding the freedom to provide services in the EU laid down by the 

TFEU;  

¶ aŜƳōŜǊ {ǘŀǘŜǎΩ ƎŀƳōƭƛƴƎ ƭŜƎƛǎƭŀǘƛƻƴ Ƴŀȅ contain restrictive measures regarding the provision of 

gambling services if those measures are there to achieve proclaimed public policy goals; 

¶ restrictive measures have to be justifiable.   
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/ƘŀǇǘŜǊ LLLΥ DŀƳōƭƛƴƎ-ǊŜƭŀǘŜŘ Ǌƛǎƪǎ ŀƴŘ 
ŎƘŀƭƭŜƴƎŜǎ ǘƻ ǊŜǎǇƻƴǎƛōƭŜ ƎŀƳōƭƛƴƎ 

 

1 Introduction 
This chapter sheds light on the risks that jeopardize the protection of online gamblers and challenge 

responsible gambling. The first part of the chapter discusses gambling-related risks. It outlines the 

concept of gambling-related risk and then shifts to gambling-related harms and problem gambling. The 

section dedicated to problem gambling explains said phenomenon as being of central concern to 

responsible gambling. The second part of the chapter then works towards a conceptualization of 

responsible gambling and what it entails. Responsible gambling is the leading concept with regards to 

the contemporary protection of gamblers. Therefore, this concept is delineated from several 

perspectives. The chapter provides contemporary opinions, understandings, principles and problems 

related to responsible gambling. By explaining the concept of responsible gambling, as well as gambling-

related risks, the chapter aims to answer the questions as to how it is possible to promote responsible 

gambling and what should be established in terms of protecting online gamblers.  

2 What is gambling-related risk? 
In the literature, risk is delineated as a multifold concept. It is defined in numerous ways, and has a lot of 

different meanings. Different scientific fields contain various normative and descriptive explanations of 

risk. Moreover, public perception of risk can differ from scientific explanations.166 Factors such as the 

novelty of risk, dread,167 spatial elements, interpretations and understandings of information, all have 

repercussions on the public assessment of risk. Risk could be perceived as an antonym of safety, but due 

to the broad (and probably limitless) contextualization of both concepts, this view should be taken with 

caution.168 Risk is also an undesirable and unintended outcome of certain events or activities, even if not 

necessarily unforeseeable.169 Thus, there exist various understandings that outline this concept of risk in 

several different ways.170  

                                                           
166 Rolf Lidskog and Goran Sundqvist, ΨSociology of RiskΩ ƛƴ Sabine Roeser and others (eds), Handbook of Risk 
Theory: Epistemology, Decision Theory, Ethics, and Social Implications of Risk (Springer 2012) 1007-10. 
167 5ǊŜŀŘ ǇǊƛƳŀǊƛƭȅ ǊŜŦŜǊǎ ǘƻ ŀ ǇǎȅŎƘƻƭƻƎƛŎŀƭ ǎǘŀǘŜΦ IƻǿŜǾŜǊΣ ǿƛǘƘ ǘƘŜƛǊ ŎƭŀƛƳ ǘƘŀǘ ŀ άƘǳƳŀƴ ōŜƛƴƎ ƛǎ ƴŜƛǘƘŜǊ ŀ 
ǇǳǇǇŜǘΣ ƴƻǊ ƘŜǊ ƻǿƴ ƳŀǎǘŜǊέΣ [ƛŘǎƪƻƎ ŀƴŘ {ǳƴŘǉǾƛǎǘ ǘŜƴŘ ǘƻ ŜƳǇƘŀǎƛȊŜ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǎƻŎƛŀƭ ƛƴŦƭǳŜƴŎŜ ƻƴ 
various human processes.      
168 Niclas Moller, ΨThe /ƻƴŎŜǇǘ ƻŦ wƛǎƪ ŀƴŘ {ŀŦŜǘȅΩ ƛƴ Sabine Roeser and others (eds), Handbook of Risk Theory - 
Epistemology, Decision Theory, Ethics, and Social Implications of Risk (Springer 2012).  
169 Ibo van de Poel and Jessica Nihle´n Fahlquist, Ψwƛǎƪ ŀƴŘ wŜǎǇƻƴǎƛōƛƭƛǘȅΩ in Sabine Roeser and others (eds), 

Handbook of Risk Theory: Epistemology, Decision Theory, Ethics, and Social Implications of Risk (Springer 2012) 
885-86.  
170 Moller (n 168) 58.  
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Gambling is a popular kind of entertainment. However, it also involves culture, sport, education and 

scientific research.171 Thus, various spheres such as personal health, personal wealth, personal relations, 

health policies, youth policies, public policy, the economy and public finances, could be disrupted by 

gambling-related harms. Therefore, it is likely that there are two general, but mutually connected 

spheres that are exposed to gambling-related risks ς the private and public.  

While gambling, gamblers anticipate certain results whilst hoping for desirable outcomes. Thereby, they 

take a risk regarding the possibility of an undesirable outcome that would lead to a loss in terms of the 

ƎŀƳōƭŜǊǎΩ ǿŜŀƭǘƘΦ CƻǊ ǘƘŜǎŜ ǊŜŀǎƻƴǎΣ ǳƴŎŜǊǘŀƛƴǘȅ ƳŀǊƪǎ ǘƘŜ ǇŜǊƛƻŘ ōŜǘǿŜŜƴ the wagering of the stake 

and the eventual outcome. Uncertainty influences psychological processes172 and can provoke various 

health related and social problems. However, gamblers voluntarily take such a risk in order to stimulate 

a positive emotional experience. Gambling reinforces various emotions such as relief from boredom, the 

feeling of accomplishment, and the ΨǊǳǎƘΩ associated with seeking excitement. In addition, higher levels 

of excitement are provoked the greater (riskier) the risk-taking activity is.173 Excitement is followed by 

bio-chemical processes that may temporarily, or even permanently, affect a regular bio-chemical 

balance and so ŘƛǎǊǳǇǘ ŀ ƎŀƳōƭŜǊΩǎ ƘŜŀƭǘƘΦ174 In this case, problem gambling can be viewed as a mental 

health disorder. Such a disorder could then become the reason for depression, suicide attempts, 

separations, divorce, legal trials and the erosion of professional relations.175 In view of this, it could be 

argued that gamblers expose various domains of their life ς such as their emotional, financial, material, 

occupational, legal, familial and cordial domains ς to risk. Based on this assumption, it appears that 

gamblers put three spheres of their life at risk: 

- Health (particularly mental health) 

- Wealth (finances, real estate and other elements of personal wealth)   

- Social (family and friendships, as well as employment, education etc.)  

Claims that gambling may erode ƻƴŜΩǎ personal sphere of life refer to a risky gambling lifestyle that, 

according to Planzer, ŜƳŜǊƎŜŘ άŀƭƻƴƎ ǘƘŜ ƭƛƴŜ ƻŦ ŀōǎǘƛƴŜƴŎŜ ς consumption ς abuse ς ŀŘŘƛŎǘƛƻƴέ.176 

Nevertheless, taking risks and gambling may lead to negative consequences not only in ƻƴŜΩǎ personal 

domain, but also in the public domain.  

Negative consequences in the personal and private domains intertwine with each other. However, there 

are also positive effects related to gambling. Bearing this in mind, it is important to mention that the 

negative and positive outcomes of gambling are interlaced. For instance, the gambling industry may 
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influence economic development. The gambling industry could create new jobs and these new jobs 

might contribute to a rise in public income. However, new jobs are neither sufficient nor necessary for 

economic development.177 In general, incomes are used for consumption, or to acquire wealth (hence, 

wealth might be perceived as unused or unconsumed income). Grinols claims that economic 

development means greater income and wealth that leads to the greater utility of a society.178 In 

addition to new jobs, the gambling industry may stimulate investments in related industry branches (e.g. 

tourism) and bring revenues to public funds.179 However, apart from the fact that the development of a 

certain industry branch might affect other parts of industry (both negatively and positively), gambling 

brings adverse social impacts that could disrupt plans for economic development. Taking into account 

personal economic issues, it has to be emphasized that gambling might provoke difficulties in relation to 

ǇƭŀȅŜǊǎΩ capabilities to acquire wealth. As a result, developments in the gambling industry of a certain 

country or region may result in the rise of certain negative effects on their ŎƛǘƛȊŜƴǎΩ wealth. Apart from 

spending more on gambling than one earns, a gambler might face gambling-related costs such as those 

accrued from treatment sought to help with their gambling habits or costs that may occur as a 

consequence of a breaking down of personal relations (e.g. divorce costs). If the overall social costs in a 

society, region or country related to the adverse aspects of gambling development (e.g. costs related to 

police incidents, court cases, jail costs, or the cost of gambling-related treatment initiatives) and the 

costs of economic changes (e.g. costs related to job changes, or productivity) are higher than the overall 

benefits, then the economy is in danger.180        

Developments in gambling and the potential for adverse gambling-related consequences have to be 

observed in a contextual way. Namely, people of specific socio-demographic and socio-economic 

characteristics (e.g. specific age, education, ethnicity, employment status, way of life) are at higher risk 

of becoming problematic gamblers than those without said characteristics.181 Also, some groups of 

people are more exposed to the risks of becoming problem gamblers due to their psychological and 

genetic predispositions.182 Groups of people exposed to a higher risk of becoming problem gamblers are 

known as vulnerable groups. 

Gambling is also a source of crime183 and gamblers are more prone to committing crime.184 

Nevertheless, gamblers (including those with a disrupted health state) are just one group of people 

amongst those prone to gambling-related crimes. Crimes such as illegal gambling, loan sharking, match 

fixing, or money laundering are all examples of criminal activities that are connected to gambling, but 
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which could also be committed by non-gamblers.185 As far as the occurrence of crime is both a social and 

personal concern, it has to be pointed out that service providers may also engage in activities that 

interrelate with crime. The non-payment of winnings, avoiding tax, fraud related to financial 

transactions, and the infection of computers with viruses, are all examples of illegal activities that could 

be conducted by service providers.186   

!ōƻǾŜ ŀƭƭΣ ƎŀƳōƭƛƴƎ ǊŜƭŀǘŜŘ Ǌƛǎƪǎ ƧŜƻǇŀǊŘƛȊŜ ƎŀƳōƭŜǊǎΩ health and lives. In addition, various crimes are 

committed as a consequence of gambling and/or are connected to gambling. The crimes cannot be 

easily classified into a specific group due to their diversity. Nevertheless, there can be no doubt that 

gambling-related risks create ramifications that jeopardize not only the personal sphere of an 

individualΩǎ ƭƛŦŜ, but also their broader social and economic structures.  

3 Gambling-related harms and problem gambling  
The occurrence of gambling-related harms is a consequence of risk-taking activities. Different spheres 

that could be jeopardized by gambling are recognizable and predictable. Considering that one of the 

main goals of this research is to indicate opportunities for the better protection of online gamblers, 

particular attention is given to the private spheres of the lives of gamblers, which are put in danger. For 

that reason, this study focuses on the concept of problem gambling. The following section gives an 

account of gambling-related harms and problem gambling in particular.    

3.1 Conceptualizing gambling-related harms  
Most works in the field of gambling studies focus on gambling-related harms and the preceding risks 

related to a gamblerΩs personal sphere. Particular attention is given to problem gambling as a health 

disorder. Summarizing the definitions found in the literature, Etches and Rigbye conceptualize gambling-

related harm as a ƘŀǊƳ ǘƘŀǘ ǊŜŦŜǊǎ άǘƻ ŀƴȅ ǎƛƎƴƛŦƛŎŀƴǘ ƴŜƎŀǘƛǾŜ ŎƻƴǎŜǉǳŜƴŎŜǎ ǿƘƛŎƘ ǊŜǎǳƭǘ ŦǊƻƳ 

gambling in excess of what the consumer can ŀŦŦƻǊŘ ƛƴ ǘŜǊƳǎ ƻŦ ŜƛǘƘŜǊ ǘƛƳŜ ƻǊ ƳƻƴŜȅΦέ187 In addition, 

they address BlaszczynskiΩs approach toward the conceptualization of gambling-related harm for a more 

detailed delineation.       

ά¢ƘŜǎŜ ǇŀǊŀƳŜǘŜǊǎ ǎŜǘ ǘƘŜ ǘƘǊŜǎƘƻƭŘ ƻŦ ŀŦŦƻǊŘŀōƛƭƛǘȅ ŦƻǊ ƎŀƳōƭƛƴƎΤ ƻƴŎe the disposable income 

and time thresholds are exceeded, opportunity costs are incurred; that is, money and time 

intended for other expenses or social/family purposes are redirected to gambling. In this context, 

harm emanating from these two sources can range along a continuum from intermittent and 

inconsequential to recurrent and extremely severe; such harms can be construed as potentially 

ŀŦŦŜŎǘƛƴƎ ǘƘŜ Ŧǳƭƭ ǎǇŜŎǘǊǳƳ ƻŦ ǇŀǊǘƛŎƛǇŀƴǘǎ ŦǊƻƳ ǊŜŎǊŜŀǘƛƻƴŀƭ ǘƘǊƻǳƎƘ ǘƻ ǇǊƻōƭŜƳ ƎŀƳōƭŜǊǎΦέ188    

However, the different stakeholders in the domain of gambling are concerned with their specific points 

of interests. For instance, policy makers and regulators are concerned with the legality of gambling; 

public health stakeholders are concerned about the occurrence of health disorders that may be 

provoked by gambling; economists and financial institutions are concerned about problems related to 
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revenues and bankruptcies.189 The existence of gambling-related risks in several different fields, which 

may not necessarily have a direct effect on a gamblerΩs personal spheres, allows for the possibility of 

various conceptualizations of gambling-related harms. However, an in-depth explanation of gambling-

related harms in general is beyond the scope of this research. As stated above, the concept of problem 

gambling as a harm that predominantly endangers the private sphere of gamblers is the focus of this 

research.    

3.2 Problem gambling ς one and all notions  
The literature is full of different terminology regarding problem gambling. Therefore, a precise 

delineation of the term is quite difficult to capture and remains controversial. Problem gambling is not a 

clearly defined term and is often used interchangeably with terms such as pathological gambling, 

gambling disorder, gambling addiction, compulsive gambling, excessive gambling, risky gambling and 

problematic gambling. On the one hand, these terms are not all necessarily synonyms. On the other, 

some of these terms do have the same (or similar) meanings.190 In addition, different contexts create 

discrepancies for when it comes to understanding problem gambling. Discussing problem gambling and 

pathological gambling from a conceptual perspective, Delfabbro points out two common usages of 

problem gambling ς problem gambling as a less severe gambling disorder that an individual may suffer 

from, and as a public health concept that refers to the general harmful consequences of a gambling 

disorder.191 Therefore, problem gambling indicates not only a health problem, but also a concept 

referring to broader negative consequences. ReviewƛƴƎ ǘƘŜ ŎƻƴǘŜƳǇƻǊŀǊȅ ƴƻǘƛƻƴ ƻŦ ΨǇǊƻōƭŜƳ ƎŀƳōƭƛƴƎΩ 

in the literature, Neal et al. grouped five categories in which problem gambling is defined. According to 

their findings, problem gambling could be clarified in the following ways: 

- As a medical disorder, or more specifically a mental health disorder - It is a widely-held view that 

problem gambling, as a medical disorder, refers to a health problem with a certain pathology 

that differentiates it from other health problems. There are diagnostic criteria to identify this 

health problem, as well as the medical support needed and possible treatments.192  

- As an economic problem ς This context indicates the role of financial means for the indication of 

problem gambling. Problem gambling usually (but not necessarily) leads to financial losses that 

can then lead to further problems (the loss of ƻƴŜΩǎ job, family problems, crime etc.).  

- As part of a continuum of gambling behavior ς Advocates of this approach systematize all 

gamblers in appropriate groups, from recreational and social gamblers to those with suicidal 

intentions. Taking into consideration the ƛƴŘƛǾƛŘǳŀƭΩǎ gambling behavior, a gambler is then 

categorized into their corresponding group of gamblers. Each group is linked to a particular 

pathology and certain groups are considered as problem gamblers groups.    

- In terms of harm to an individual and to others ς Problem gambling is observed as a factor that 

gives rise to adverse consequences that directly affect an individual and subsequently their 

surroundings (e.g. family members). Adverse consequences can affect several different aspects 

of life: intrapersonal, interpersonal, financial, vocational and legal. This context of problem 

                                                           
189 Neal, Delfabbro ŀƴŘ hΩbŜƛl (n 173) 6. 
190 For more about important gambling terms and their meanings see: National Research Council, Pathological 
Gambling: A Critical Review (National Academies Press 1999) 20-21.  
191 tŀǳƭ 5ŜƭŦŀōōǊƻΣ ΨtǊƻōƭŜƳ ŀƴŘ tŀǘƘƻƭƻƎƛŎŀƭ DŀƳōƭƛƴƎΥ ! /ƻƴŎŜǇǘǳŀƭ wŜǾƛŜǿΩ όнлмоύ т ¢ƘŜ WƻǳǊƴŀƭ ƻŦ ƎŀƳōƭƛƴƎ 
Business and Economics 35. 
192 bŜŀƭΣ 5ŜƭŦŀōōǊƻ ŀƴŘ hΩbŜƛƭ όƴ мтоύ мн-17. 



45 
 

gambling especially emphasizes the impact of individual gambling behavior on the social groups 

that surround a gambler.  

- As a social construct ς Problem gambling is seen as a factor that offends socio-cultural factors. 

Bearing in mind that cultural, social and moral standards are not universal categories, problem 

gambling should be observable in any particular community. In addition, social processes within 

a community (e.g. acculturation) have to be included in the observation of problem gambling.193   

Attempting to define the concept of problem gambling, Blaszczynski and Nower notice that problem 

ƎŀƳōƭƛƴƎ ƛǎ ŀ άŎƻƳǇƭŜȄ ƛƴǘŜǊŀŎǘƛƻƴ ƻŦ ƎŜƴŜǘƛŎΣ ōƛƻƭƻƎƛŎŀƭΣ ǇǎȅŎƘƻƭƻƎƛŎŀƭ ŀƴŘ ŜƴǾƛǊƻƴƳŜƴǘŀƭ ŦŀŎǘƻǊǎΦ 

Simple consideration of gambling as an addiction or as a compulsive or impulse control disorder is too 

limiting in scoǇŜΦέ194 Therefore, the system of classification developed by Neal et al. is useful because it 

refers to different adverse effects of gambling that hit the individual spheres of a gambler - from health 

issues to ǘƘŜ ŜŦŦŜŎǘ ƎŀƳōƭƛƴƎ Ƙŀǎ ƻƴ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ social environment. Problem gambling as a medical 

disorder does not necessarily exclude the occurrence of other forms of problem gambling. Moreover, 

problem gambling as a social construct usually emerges if there are problem gamblers with a medical 

disorder. It could be said that problem gambling as a medical disorder is the basis, or at least the most 

important factor, that influences the occurrence of other forms of problem gambling. This may explain 

why most studies in the domain of gambling focus on problem gambling as a medical disorder.  

3.3 Problem gambling as a medical disorder 
Problem gambling as a medical disorder is not explained in a harmonized manner. There is a significant 

number of studies in this domain, but there are no universally recognized determinants regarding 

problem gambling as a medical disorder. Taking into consideration the guidelines for determining the 

problem, one can easily identify that contemporary medicine contains a screening instrument which 

physicians use in order to diagnose this medical disorder. However, since the announcement of the first 

screening instruments, terminological problems regarding problem gambling have remained subject to 

scientific debate. Namely, the distinction between the terms Ψpathological gamblingΩ and Ψproblem 

gamblingΩ is still unclear. In 1987, Lesieur and Blume announced a new instrument for the identification 

of pathological gamblers - the South Oaks Gambling Screen (SOGS).195 The SOGS makes a distinction 

between pathological gambling and problem gambling. According to this instrument, an individual who 

ticks yes to 5 or more questions (out of 20 questions) could be considered a pathological gambler, 

whereas those gamblers with a score of 3-4 are problem gamblers.196   

In the years after its announcement, the SOGS has been utilized as a valid and reliable screening 

instrument for the identification of pathological gamblers. In addition, it serves as a foundation for 

several other valid and reliable screening instruments that have been developed at both the national 

and international level. Differences in inter alia socio-cultural factors impose the need for screening 

instruments to be customizable for certain groups of people or regions. In Canada, the Problem 

Gambling Severity Index (PGSI)197 and the Problem and Pathological Gambling Measure (PPGM)198 have 
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been developed and successfully used in the national context. The PGSI and the PPGM serve for the 

observation of the gambling behavior of individuals, classifying them into one of four groups. There are 

four categories of gamblers in both instruments - in the PGSI: non-problem gambler, at-risk gambler, 

moderate risk gambler and severe problem gambler; in the PPGM: recreational gambler, at-risk 

gambler, problem gambler and pathological gambler.199 The key thing to point out is that the PPGM and 

the PGSI, as screening instruments, contribute to the distinction between pathological gambling and 

problem gambling. According to all the above-mentioned instruments, pathological gambling could be 

taken as a more severe phenomenon than problem gambling.  

To give an illustration of a different contextualization of problem gambling that considers different 

regions and their prevalent doctrines, Neal et al. notice that the term Ψproblem gamblingΩ in North 

America suggests a level of gambling that leads towards pathological gambling, but that is still at a lower 

level than pathological gambling. By contrast, problem gambling in Australia tends to entail gamblers 

who are experiencing problems, but who do not meet the diagnostic criteria (likewise in North America), 

as well as gamblers who are clinically diagnosed as pathological gamblers.200 Therefore, it seems that the 

Australian perception of problem gambling as a mental health problem has a broader meaning than that 

of North America.          

In the recent past, the term Ψpathological gamblingΩ has received a terminological rival in the form of the 

ǘŜǊƳ ΨƎŀƳōƭƛƴƎ ŘƛǎƻǊŘŜǊΩ. The World Health Organization has its own diagnostic tool for epidemiology, 

health management and clinical purposes known as the International Classification of Diseases and 

Related Health Problems (ICD). The ICD-10, published in 1990201, uses the term pathological gambling in 

ƻǊŘŜǊ ǘƻ ŘŜƭƛƴŜŀǘŜ ŀ άŘƛǎƻǊŘŜǊ ŎƻƴǎƛǎǘƛƴƎ ƻŦ ŦǊŜǉǳŜƴǘΣ ǊŜǇŜŀǘŜŘ ŜǇƛǎƻŘŜǎ ƻŦ ƎŀƳōƭƛƴƎ ǘƘŀǘ dominate the 

ǇŀǘƛŜƴǘϥǎ ƭƛŦŜ ǘƻ ǘƘŜ ŘŜǘǊƛƳŜƴǘ ƻŦ ǎƻŎƛŀƭΣ ƻŎŎǳǇŀǘƛƻƴŀƭΣ ƳŀǘŜǊƛŀƭΣ ŀƴŘ ŦŀƳƛƭȅ ǾŀƭǳŜǎ ŀƴŘ ŎƻƳƳƛǘƳŜƴǘǎΦέ202 

On the other hand, the American Psychiatric Association is the creator of one of the oldest and most 

comprehensive classifications for mental disorders ς the Diagnostic and Statistical Manual of Mental 

Disorders (DSM). The current version, DSM-5, was released in 2013 and this document utilizes the term 

ΨƎŀƳōƭƛƴƎ ŘƛǎƻǊŘŜǊΩ in order to refer to a mental health disorder provoked by gambling.203  

Whereas the ICD-10 simply describes what pathological gambling is, the DSM-5 contains diagnostic 

criteria for diagnosing a gambling disorder. This source determines the diagnostic criteria as follows:     

A. Persistent and recurrent problematic gambling behavior leading to clinically significant 
impairment or distress, as indicated by the individual exhibiting four (or more) of the following in a 
12-month period: 
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1. Needs to gamble with increasing amounts of money in order to achieve the desired 
excitement. 

2. Is restless or irritable when attempting to cut down or stop gambling. 
3. Has made repeated unsuccessful efforts to control, cut back, or stop gambling. 
4. Is often preoccupied with gambling (e.g., having persistent thoughts of reliving past 

gambling experiences, handicapping or planning the next venture, thinking of ways to get 
money with which to gamble). 

5. Often gambles when feeling distressed (e.g., helpless, guilty, anxious, depressed). 
6. After losing money gambling, often reǘǳǊƴǎ ŀƴƻǘƘŜǊ Řŀȅ ǘƻ ƎŜǘ ŜǾŜƴ όΨŎƘŀǎƛƴƎΩ ƻƴŜΩǎ ƭƻǎǎŜǎύΦ 
7. Lies to conceal the extent of involvement with gambling. 
8. Has jeopardized or lost a significant relationship, job, or educational or career opportunity 

because of gambling. 
9. Relies on others to provide money to relieve desperate financial situations caused by 

gambling. 
  B. The gambling behavior is not better explained by a manic episode.204 

 
Considering that the DSM-5 was announced relatively recently, there are claims that pathological 

gambling is an outdated term and should be replaced by the term Ψgambling disorderΩ.205 However, 

there are inconsistencies with these claims. Firstly, the ICD still uses the term Ψpathological gamblingΩ. In 

addition, previous editions of the DSM (DSM-3 and DSM-4) used ǘƘŜ ǘŜǊƳ ΨǇŀǘƘƻƭƻƎƛŎŀƭ ƎŀƳōƭƛƴƎΩ in 

order to describe excessive gambling as an impulse disorder. However, alongside terminological 

differences, the ICD-10 and DSM-5 do not share a common classification regarding gambling addiction. 

Whereas the ICD-10 includes pathological gambling as an impulse control disorder, the DSM-5 classifies 

a gambling disorder as falling within the realm of non-substance-related disorders.206 It is worth 

mentioning that in the previous edition, the DSM-4 classifieŘ ǇŀǘƘƻƭƻƎƛŎŀƭ ƎŀƳōƭƛƴƎ ǿƛǘƘƛƴ ΨImpulse-

Control Disorders, Not ElseǿƘŜǊŜ /ƭŀǎǎƛŦƛŜŘΩ. 

At this stage, it would be inconvenient to claim that either the World Health Organization or the 

!ƳŜǊƛŎŀƴ tǎȅŎƘƛŀǘǊƛŎ !ǎǎƻŎƛŀǘƛƻƴΩǎ ǎƻƭǳǘƛƻƴǎ ŀre the only valid and correct solutions. There are obvious 

scientific disagreements regarding problem gambling as a mental health problem. Nevertheless, there 

are common elements that are identifiable amongst the scientific findings. Whereas scientists disagree 

about the scope of problem gambling, raising the question as to whether any form of problem gambling 

is a mental health disorder, there are more claims  which advance that any mental health disorder that 

derives from gambling is, indisputably, problem gambling. And while scientific disagreements about 

semantics regarding the problem remain, diagnostic criteria and classifications of the mental health 

problem exist, with scientists agreeing that problem gambling, as a mental health disorder, refers to a 

specific pathology that has the characteristics of addictive behavior. Therefore, it can be conceivably 

claimed that one part of problem gambling refers to a specific sort of addiction. Alongside various 

terminological determiners - such as pathological gambling, gambling disorder or compulsive gambling ς 

medically diagnosed problem gambling is an undisputable mental health problem provoked by excessive 

gambling.  

                                                           
204 American Psychiatric Association (n 182), 585. 
205 Planzer (n 40) 125. 
206 American Psychiatric Association (n 182) 585. 
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4 Responsible gambling 
Responsible gambling deserves special attention due to it being a promising approach towards 

preventing problem gambling. Therefore, the following part of the chapter is solely dedicated to 

responsible gambling. In the first section the concept of responsible gambling is outlined. Considering 

the Reno model207, which is taken as a scientific conceptual base for the modern understanding of 

responsible gambling, the subsequent section extracts the main principles of responsible gambling. This 

part then concludes with a discussion of these elements.  

4.1 The concept of responsible gambling  
As presented in the 2nd chapter, people have gambled since time immemorial. For that reason, any 

prohibitive initiative in this domain has had stern opposition from libertarians. Libertarians advocate for 

a high level of freedom as concerns decision making and individual judgment, which are both central 

concepts of their philosophy. Notwithstanding the importance of libertarian ideas, limitless personal 

freedom in the domain of gambling is quite disputable. The final decision as to whether to gamble or not 

should belong to gamblers. However, ŀ ƎŀƳōƭŜǊΩǎ ŎŀǇŀŎƛǘȅ to make decisions that are detached from 

pre-existing factors that could influence their reasoning have been a polemical topic.   

Discussing the ethics of gambling, Black and Ramsay208 address a Kantian question ς Ψ!ǊŜ ƻǳǊ ŎƘƻƛŎŜǎ 

ǊŜŀǎƻƴŀōƭŜΚΩ -  in order to answer the question as to when it is reasonable for individuals to participate 

in gambling. According to them, all personal reasons to gamble could be classified into two groups: 

instrumental reasons, when gambling is seen as an activity necessary to pursue another goal (e.g. 

gambling in order to earn money and obtain wealth), and intrinsic reasons, where gambling is 

interpreted as an activity that is valuable per se (e.g. a pleasurable activity that is physically and 

psychologically relaxing).209 Considering the various personal reasons individuals may have for gambling, 

Black and Ramsay observe the principles from FinnisΩ Fundamentals of Ethics210, in order to ethically 

outline the concept of reasonable gambling. The first principle suggests that a person should not waste 

opportunities by resorting to needlessly inefficient methods. This principle calls upon the consumption 

of activities that enrich ƻƴŜΩǎ personal life. Therefore, if commercial gambling does not lead to an 

increase in wealth, a gambler should cease gambling. The second principle says that a person must have 

a harmonious set of commitments. The principle enlightens the importance of personal life and the 

fields within it (family relations, professional work etc.). This principle can be interpreted as a prohibitive 

cornerstone related to the ways in which a gambler may spend their money and time in ways that 

jeopardize their pre-existing commitments and responsibilities. Finally, the third principle ς ά5ƻ ƴƻǘ 

leave out of account or arbitrarily discount or exaggerate any partiŎǳƭŀǊ ŦǳƭŦƛƭƭƛƴƎ ƻōƧŜŎǘƛǾŜέ ŀŘǾƻŎŀǘŜǎ 

for a balanced lifestyle in which no particular activity overly preoccupies ǎƻƳŜƻƴŜΩǎ ƭƛŦŜΦ211 

                                                           
207 !ƭŜȄ .ƭŀǎȊŎȊȅƴǎƪƛΣ wƻōŜǊǘ [ŀŘƻǳŎŜǳǊ ŀƴŘ IƻǿŀǊŘ WΦ {ƘŀŦŦŜǊΣ Ψ! {ŎƛŜƴŎŜ-Based Framework for Responsible 
DŀƳōƭƛƴƎΥ ¢ƘŜ wŜƴƻ aƻŘŜƭΩ όнллпύ нл WƻǳǊƴŀƭ ƻŦ DŀƳōƭƛƴƎ {ǘǳŘƛŜǎ олм. 
208 Rufus Black and Hayden Ramsay, Ψ¢ƘŜ ŜǘƘƛŎǎ ƻŦ ƎŀƳōƭƛƴƎΥ ƎǳƛŘŜƭƛƴŜǎ ŦƻǊ ǇƭŀȅŜǊǎ ŀƴŘ ŎƻƳƳŜǊŎƛŀƭ ǇǊƻǾƛŘŜǊǎΩ 
(2003) 3 International Gambling Studies 199.     
209 In their article, Black and Ramsay call upon a classification of reasons for gambling announced by The Australian 
Productivity CƻƳƳƛǎǎƛƻƴ wŜǇƻǊǘ ƛƴǘƻ !ǳǎǘǊŀƭƛŀΩǎ DŀƳōƭƛƴƎ LƴŘǳǎǘǊȅΦ !ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ wŜǇƻǊǘΣ ǇŜƻǇƭŜǎΩ ǊŜŀǎƻƴǎ ŦƻǊ 
gambling are the following: hopes and dreams, making money, social interaction, recreation and charity.   
210 John Finnis, The Fundamentals of Ethics (Oxford: Clarendon Press 1983) 75. 
211 Black and Ramsay (n 208). 
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.ƭŀŎƪ ŀƴŘ wŀƳǎŀȅΩǎ ƻōǎŜǊǾŀǘƛƻƴǎ ǎǳƎƎŜǎǘ an acceptable way of gambling through an exemplar of a 

balance between human freedoms, responsibilities and choices that may lead to negative effects. 

However, their work points towards the conclusion that it is the gamblers who bear the largest portion 

of responsibility for their actions. The claim that the ultimate decision to gamble belongs to the 

individual person and represents a choice, is one of the main principles proclaimed within a pioneering 

scientific model of responsible gambling that is known as the Reno model.212 Notwithstanding the 

criticism addressed to this principle,213 a gamōƭŜǊΩǎ ǇŜǊǎƻƴŀƭ ŘŜŎƛǎƛƻƴ ǊŜƳŀƛƴs the focal point of 

responsible gambling. 

Developing the Reno model, Blaszczynski et al. describe responsible gambling as a set of principles, 

policies and practices designed to prevent and mitigate potential gambling-related harms, including 

problem gambling.214 It is composed of various elements that are aimed to promote consumer 

protection, community/consumer awareness and education about gambling-related harms, as well as 

access to effective treatment.215 Thus, the concept of responsible gambling has quite a broad meaning. 

The essence of the contemporary understanding of responsible gambling is a set of ethical elements 

that shape the spheres of action of all the entities related to gambling, in order to ensure socially 

acceptable and desirable gambling.   

The principles of responsible gambling differ from those strategies, principles and measures that are 

aimed at the rehabilitation of gamblers who have already suffered gambling-related problems. The main 

goal of the principles of responsible gambling is to reduce the incidence and prevalence of gambling-

related harms at several levels (individual, group and societal) through the prevention and mitigation of 

gambling related harms.216 Responsible gambling is, therefore, a proactive approach aimed at 

preventing problems.  

Outlining the concept, Blaszczynski et al. propose a tripartite model of responsible gambling that 

includes responsibilities for the three main stakeholders in this domain (government, industry and the 

gamblers themselves) towards the minimization of gambling related harms.217 Thus, it refers to policies 

and practices that, through their practical implementation, tend to increase the level of consumer 

protection, and the prevention and mitigation of gambling related harms.218 Hence, for the purpose of 

this study, responsible gambling is defined as a broad concept that includes a set of ethical standards, 

policies, legal acts, research and other actions taken by the main stakeholders in the gambling domain, 

that are aimed towards the prevention and mitigation of gambling-related harms.  

 

                                                           
212 Blaszczynski, Ladouceur and Shaffer, (n 207) 311. 
213 Gerda Reith expresses her criticism towards this principle, claiming that it is a reflection of neoliberal ideas 
about responsibility that derives from the neoliberal concept of the minimal state, the reduced role of external 
governance and the exaggerated importance of individual self-ŎƻƴǘǊƻƭΦ aƻǊŜ ŀōƻǳǘ ŀǘΥ DŜǊŘŀ wŜƛǘƘΣ ΨwŜŦƭŜŎǘƛƻƴǎ ƻƴ 
wŜǎǇƻƴǎƛōƛƭƛǘȅΩ όнллуύ нн WƻǳǊƴŀƭ ƻŦ DŀƳōƭƛƴƎ LǎǎǳŜǎ мпфΦ 
214 Blaszczynski, Ladouceur and Shaffer (n 207) 308. 
215 Ibid. 
216 Ibid. 
217 !ƭŜȄ .ƭŀǎȊŎȊȅƴǎƪƛ ŀƴŘ ƻǘƘŜǊǎ ΨwŜǎǇƻƴǎƛōƭŜ DŀƳōƭƛƴƎΥ DŜƴŜǊŀƭ tǊƛƴŎƛǇƭŜǎ ŀƴŘ aƛƴƛƳŀƭ wŜǉǳƛǊŜƳŜƴǘǎΩ όнлммύ нт 
Journal of Gambling Studies 565, 566.  
218 Ibid 567. 
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4.2 Principles of responsible gambling  
The principles of responsible gambling are not identical to the Reno model. There are various scientific 

proposals and opinions about responsible gambling. Nevertheless, for the purpose of this study, the 

extracted principles for responsible gambling are based on the Reno model, but strengthened by 

additional scientific findings and relevant discussions. There are four principles of responsible gambling: 

- Key stakeholders need to work together. 

- Responsible gambling standards, policies, legal acts and measures should, as much as possible, 

be based on scientific and empirical evidence (evidence-based approach).  

- Informed gamblers should decide whether to gamble or not (ƎŀƳōƭŜǊǎΩ ƛƴŦƻǊƳŜŘ ŎƘoice).  

- Unjustified intervention is not likely to promote responsible gambling.   

Due to the fact that the realization of the first and second principle are considerably intertwined in 

practice, these principles are presented in one subsection. After that, the two other principles are 

presented.    

4.2.1 Key stakeholders need to work together and adopt an evidence-based approach  

Before we present the reasons why key stakeholders have to work together, we should determine who 

these key stakeholders are. Blaszczynski et al. identify government, industry and gamblers as the main 

stakeholders.219 According to the opinion of this studyΩs author, these three subjects are certainly the 

main stakeholders, but they must be accompanied by academia. Cooperation with representatives from 

the sciences is of great importance for realizing the evidence-based approach that will be discussed 

further in the text.   

Each of the key stakeholders for implementing the responsible gambling principle has information, 

experience and knowledge that may contribute to the effective and efficient development and 

implementation of responsible gambling. For instance, organizations that provide professional 

assistance to problem gamblers have extremely valuable information on gamblersΩ experience, and 

more precisely on the problems that gamblers have and how to overcome them. Medical science can 

explain such problems from the scientific perspective. Online gambling service providers can collect and 

process information on gambler behavior and thus complement the knowledge that science and 

gamblers themselves do not have or cannot obtain. Finally, the government as a stakeholder forms the 

policies and legislation relevant for the field of gambling.  

In a defined socio-political and regulatory framework, the gambling regulation must be developed. The 

role of the government should not be exclusively seen as one that is superior to other stakeholders. Of 

course, the government creates a regulatory framework that must be respected. Nevertheless, in the 

process of creating laws and policies, the attitudes, opinions, findings and analyses of other stakeholders 

should be respected. Such an approach is welcome in order to avoid the creation of policies and laws 

whose implementation would be problematic. In order to illustrate this problem, we can take into 

account the following example ς Gambling laws could impose obligations on service providers to 

process large-scale amounts of online gamblersΩ personal data for the purpose of recognizing problem 

gamblers with a medical disorder. However, certain problems regarding the implementation of such an 

obligation arise if scientific methods have not yet been developed for such an approach in respect to the 

                                                           
219 Ibid 566.  
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detection of problem gamblers. For instance, professionals in the field of data science can indicate a 

stream of technical obstacles which occur, or may occur, when online gamblersΩ personal data is 

processed. Therefore, an isolated legislative initiative by the government without cooperation from 

other stakeholders can create laws that are impossible to implement (or hardly possible) in practice. On 

the other hand, cooperation between stakeholders can result in a legislative solution whose 

implementation is feasible (e.g. gambling service providers ought to only process gamblersΩ Řŀǘŀ ǘƻ 

recognize gamblers at risk, not medically diagnosed problem gamblers).  

The responsible gambling approach might be pursued without the cooperation of stakeholders, but for 

the permanent evaluation of its effectiveness and to work on its improvement, cooperation among key 

stakeholders is beneficial and, in a certain sense, even necessary.220 In this respect, science plays an 

important role. Science is used to indicate problems in the gambling domain, to plausibly prove certain 

hypotheses or even refute some scientific claims. New knowledge could be addressed to the corporate 

sector, which in turn could change business practices and improve the system of responsible gambling. 

Thus, Sztainert et al. consider that knowledge should not only be ŜȄŎƘŀƴƎŜŘΣ ōǳǘ ŀƭǎƻ ΨǘǊŀƴǎƭŀǘŜŘΩ for the 

purpose of gambling research.221 The presentation and exchange of knowledge should be carried out in 

an understandable manner, so to make scientific findings usable. In this way, scientific findings can 

influence current legislation and measures whose implementation has not fulfilled previous 

expectations. And so, we arrive at the point when cooperation among stakeholders might be tightly 

linked with the second principle of the Reno model ς an evidence-based approach.   

The observation of scientific findings is crucially important for the implementation of an evidence-based 

approach. Scientific findings, particularly empirical evidence concerning the prevention of gambling-

related problems, may be used as building blocks for gambling-related policies. However, via this 

process, empirical evidence has to interlace with more general socio-political goals. Furthermore, taking 

into account how gambling-related matters concern psychology, sociology, marketing, business, law, 

criminology, finances, public policy and ethics, the intertwining of findings from various scientific 

disciplines seems necessary for the development of responsible gambling. It can therefore be assumed 

that scientific evidence-based results with interdisciplinary features should steer the design of 

responsible gambling. However, usable evidence for the improvement of responsible gambling does not 

have to derive solely from science. It should not be neglected that gamblers and the industry may 

provide non-scientific, but nevertheless valuable evidence for the development of responsible gambling 

as well. Therefore, it might be said that cooperation amongst the main stakeholders, as the first 

principle of responsible gambling, generates (to a great extent) the second one ς the evidence-based 

approach.     

Notwithstanding the possibility that government, industry and science may create an effective and 

efficient system for the prevention of problem gambling, it is the gamblers that ultimately decide 

whether to gamble or not. Their decision to gamble exposes them to gambling-related risks. In that light, 

informing gamblers about the adverse aspects of gambling activities before they start to gamble is 

                                                           
220 Alex Blaszczynski, Robert Ladouceur and Howard Shaffer ΨNew Horizons in 2014: The Reno Model: 10 Years 
LaterΩ ғhttps://www.youtube.com/watch?v=mjJEGx66_rA&feature=em-share_video_user> accessed 4 November 
2017.  
221 Process of knowledge translation is observed in: Travis Sztainert, Hyoun Andrew Kim and Michael Wohl, 

ΨKnowledge Translation and Exchange in Gambling Research: A Beginners GuideΩ (2014) 1 Responsible Gambling 
Review 64. 

https://www.youtube.com/watch?v=mjJEGx66_rA&feature=em-share_video_user
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considered an important measure for the prevention of problem gambling. For that reason, the second 

principle of responsible gambling is known as ƎŀƳōƭŜǊǎΩ ƛƴŦƻǊƳŜŘ ŎƘƻƛŎŜΦ         

4.2.2 The gŀƳōƭŜǊΩǎ ƛƴŦƻǊƳŜŘ ŎƘƻƛŎŜ  

Gamblers decide whether to gamble or not and how much time and money they spend on gambling. 

Thus, personal responsibility and personal choice in gambling-related decision-making are essential 

principles of responsible gambling. Aside from the fact that the ultimate decision to gamble resides in 

the individual and represents a choice, the Reno model states that for proper decision-making, 

individuals must have the opportunity to be informed.222 CƻǊ ǘƘŀǘ ǊŜŀǎƻƴΣ ŀ ƎŀƳōƭŜǊΩǎ ƛƴŦƻǊƳŜŘ choice is 

ŀ ΨǇƛǾƻǘŀƭ ǊŜǉǳƛǊŜƳŜƴǘΩ for responsible gambling.223 Gamblers should be able to make a reasoned 

decision based on their understanding of the necessary information.224 Nevertheless, there is no 

benchmark for a reasoned decision that results in optimal protection. Blaszczynski et al. stand for 

optimal protection that could be achieved only if a gambler is fully informed. This is a necessary element 

for making an informed choice and for that reason, the information should be relevant, available and 

timely.225  

Certain similarities between the gamblersΩ informed choice and the informed consent of data subjects 

are evident. A legal analysis, which also includes an analysis of the data subjectΩs consent is given in 

Chapter VIII of this thesis.226 Now, if we make a review of the concept of a data subjectΩs informed 

consent, we can notice certain controversies related to the principle of gamblersΩ informed choice. In 

her study of the data subjectΩs consent227, with reference to Brownsword`s work228, Kosta notices that 

the condition for meeting the standard of informed consent not only depends on the quantity of data 

that is presented to the data subject but also on the quality of information delivered to the data subject. 

Therefore, Kosta considers that in the process of informing themselvesΣ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘΩǎ άƎǊŜŀǘŜǎǘ 

difficulty lies in defining in each specific situŀǘƛƻƴ ǿƘŀǘ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ǎƛƎƴƛŦƛŎŀƴǘ ŀƴŘ ǿƘŀǘ ƴƻǘέΦ229 The 

non-existence of a unique criterion for determining the quality and volume of information is not 

surprising. Different cases of data processing demand a contextual approach for determining the 

conditions for meeting the standard of a data subjectΩs informed consent. If we consider the context of 

online gambling, problems appear both due to the existence of a large number of data processing 

purposes in relation to gambling operations, and the ability of players to comprehend the consequences 

of data processing.230 Therefore, the following question can be raised: Is it possible to inform a gambler 

on the aspects of gambling in a manner that would help limit future gambling activities within the limits 

of moderate gambling? If so, how? It has to be stressed that the Reno model was proposed in 2004 

when online gambling was just a symbolic part of the entire gambling industry. Today, a fully informed 

online gambler is a disputable concept. Presenting an individual with all the possible information in 

order to make them fully informed as concerns the online environment creates the risk of presenting a 

                                                           
222 Blaszczynski, Ladouceur and Shaffer (n 207) 311-12. 
223 !ƭŜȄ .ƭŀǎȊŎȊȅƴǎƪƛ ŀƴŘ ƻǘƘŜǊǎΣ ΨLƴŦƻǊƳŜŘ /ƘƻƛŎŜ ŀƴŘ DŀƳōƭƛƴƎΥ tǊƛƴŎƛǇƭŜǎ ŦƻǊ /ƻƴǎǳƳŜǊ tǊƻǘŜŎǘƛƻƴΩ όнллуύ н ¢ƘŜ 
Journal of Gambling Business and Economics 103, 105-06.    
224 Ibid 107. 
225 Ibid 105.    
226 See Chapter VIII, subsection 3.4. 
227 Eleni Kosta, Consent in European Data Protection Law (Martinus Nijhoff Publishers 2013). 
228 Roger Brownsword, Rights, regulation and the technological evolution (Oxford University Press 2008) 96. 
229 Kosta (n 227) 210. 
230 These problems are elaborated in the legal analysis in the 8th chapter.   
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very broad scope of information that cannot be easily utilized (because of its size) nor understood 

(because of its complexity). It seems that the presentation of relevant information does not coincide 

with the presentation of all possible information. Having access to all possible information is desirable, 

but the presentation of information in order to make a gambler fully informed about gambling-related 

harms remains questionable due to distinctive personal characteristics of every gambler and their 

gambling behaviors.    

Blaszczynski et al. form the principle of gamblersΩ informed choice in an abstract manner. In fact, they 

do not determine how to inform gamblers. They just explain the goal of informing gamblers. Informing a 

gambler on the different aspects of gambling activities for the purposes of advocating a moderate type 

of gambling, can be conducted in a number of different ways. Public campaigns on the negative effects 

of gambling are one of the primary ways of informing gamblers. A campaign may be carried out among a 

specific population (e.g. students or workers from poor suburbs). In addition, the ways of carrying out a 

campaign (e.g. holding public debates, leaflet distribution, programs broadcasted via the media) 

influence the selection and presentation of information. Apart from public campaigns, online gamblers 

can be warned either through the web pages of online gambling service providers or through the web 

pages of specialized organizations that provide assistance to gamblers. Whilst gambling, gamblers can 

be warned of the potentially adverse effects of their gambling, especially when there is an indication of 

possible problematic forms of gambling (e.g. an unusual length of a gambling sessions or a high 

frequency of gambling in the observed period). Finally, gamblers can be informed on their gambling 

behavior and be given the opportunity of carrying out a self-assessment test that gives them 

personalized feedback. Therefore, we can conclude that the process of informing a gambler is carried 

out both generally and individually. As concerns the temporal aspect, the process of informing 

individuals can happen long before an individual engages in any gambling activities, immediately before 

or even during gambling, or after gambling (e.g. by means of behavioral analytic tools that recognize 

risky ways of gambling and subsequently warn gamblers). If there is an indication of problem gambling, 

then it can be considered justified to intervene.   

4.2.3 Unjustified intervention is not likely to promote responsible gambling   

{ǳƎƎŜǎǘƛǾŜΣ ŎƻƴǘǊƻƭƭƛƴƎ ŀƴŘ ƛƳǇŜǊŀǘƛǾŜ ƳŜŀǎǳǊŜǎ ŎƻǳƭŘ ǎƘŀǇŜ ƎŀƳōƭŜǊǎΩ ŘŜŎƛǎƛƻƴǎ ŀƴŘ ƎŀƳōƭƛƴƎ 

behavior. However, the freedom of gamblers has to be respected. Unjustified interferences into a 

ƎŀƳōƭŜǊΩǎ ōŜƘŀǾƛƻǊ ƴƻǘ ƻƴƭȅ ŘƛǎǊŜǎǇŜŎǘ their freedom, but may also provoke unintended 

consequences.231 Nevertheless, it is unclear where and when such limitations to ŀ ƎŀƳōƭŜǊΩǎ freedom 

would be justified. It is well known that people who lose control over their behavior due to a mental 

disorder are restricted in terms of their freedom.232 In most European legislation, a person who is 

considered a pathological gambler could be declared a person without full legal capacity. In such cases 

guardianship should be imposed.233 In other words, legislation may restrict the rights and freedoms of 

problem gamblers with medical disorders for the purpose of preventing the further deterioration of 

their condition. However, as it was stated, the essence of the responsible gambling approach lies in its 

preventive orientation, and not in treating the gamblers whose condition is a health problem. Therefore, 

                                                           
231 Juliet Williams, !ǳǎǘǊŀƭƛŀƴ DŀƳƛƴƎ /ƻǳƴŎƛƭΣ Ψ¢ƘŜ wŜƴƻ aƻŘŜƭΥ CǊƻƳ ǘƘŜ ¢ƘŜƻǊȅ ǘƻ tǊŀŎǘƛŎŜΩ όtǊŜǎŜƴǘŀǘƛƻƴ ŀǘ сth 
European Conference on Gambling Studies and Policy Issues, Malmo, June 2005).  
232 Black and Ramsay (n 208) 210.   
233 5ǳǎŀƴ tŀǾƭƻǾƛŎΣ ΨhƴƭƛƴŜ ƎŀƳōƭƛƴƎΣ ŀŘŘƛŎǘƛƻƴ ŀƴŘ ƭŀǿŦǳƭ ŎƻƴǎŜƴǘΩ όмлth European Conference on Gambling 
Studies and Policy Issues, EASG, Helsinki, September 2014).    
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a question arises as to whether interferences are justified for non-medically diagnosed at-risk gamblers, 

and if so, when?  

!ŎŎƻǊŘƛƴƎ ǘƻ ǘƘƛǎ ǎǘǳŘȅΩǎ ŀǳǘƘƻǊΣ ƎŀƳōƭŜǊǎ Ŏŀƴƴƻǘ ōŜ ǎƘŀǊǇƭȅ ŘƛǾƛŘŜŘ ƛƴǘƻ ǘƘƻǎŜ ǿƘƻ Ƙŀve health issues 

(problem gamblers with a medical disorder) and those who do not (moderate gamblers). Between these 

two groups of gamblers are those gamblers whose gambling behavior contains elements of risky 

gambling, and who cannot, therefore, be considered moderate gamblers. However, such gamblers are 

not necessarily problem gamblers with a medical disorder, because there is no sufficiently developed 

diagnostic tool which can indisputably indicate the existence of this type of health disorder. It seems 

that transitional gamblers are the target group of those entities who take measures in the domain of 

responsible gambling. Yet, prevention is also helpful for seeking to ensure that moderate gamblers do 

not become risky gamblers. Therefore, responsible gambling measures are welcome in respect to every 

type of gambler, where preventive actions may help reduce the chances of an escalation in risky 

gambling behavior. For that reason, the responsible gambling approach has to contain a broad scope of 

appropriate measures. Each measure should be carefully selected in order to enable its purposeful 

application. Such an approach is relevant not only for achieving the best expected result for the 

prevention of problem gambling, but to also avoid the implementation of responsible gambling being 

considered an unjustified form of intrusion.  

4.3 Discussion on responsible gambling  
As the subject of various ethical discussions, gambling has often been declared a non-desirable activity 

and provocateur of numerous harms. Given the diverse harms outlined in the first part of this chapter, it 

seems that this conventional assertion is not incorrect. However, the notion of responsible gambling 

refers to a combination of a potentially harmful activity (gambling) and a concept with acceptable, 

desirable and sustainable outcomes (responsibility). Thus, responsible gambling is supposed to be the 

yin and yang, seeking to help gamblers pursue a balanced lifestyle without the occurrence of gambling-

related harms.  

The concepts of responsible gambling and the Reno model proposed by Blaszczynski and others are still 

evolving. However, there are limitations that have hindered the development of both. Firstly, the 

general concept of responsibility is chameleon-like. Responsibility is often interchangeably utilized 

alongside similar concepts. Distinctions among concepts such as liability, accountability, ethics and 

responsibility have raised academic discussions that have led to various conceptualizations and 

subsequent reconceptualization.234 Secondly, a lack of conceptual clarity and consensus regarding the 

parameters of responsible gambling has challenged a common understanding of the concept. The 

creators of the Reno model noticed that, terminological inconsistencies about the related notions (e.g. 

problem gambling), differences amongst ǎǘŀƪŜƘƻƭŘŜǊǎΩ ǾƛŜǿǎ ƻƴ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ responsible gambling 

and their roles in the realization of this concept in practice, the lack of unified criteria regarding 

gambling-related harms, and a lack of research, are just a few of the factors that influence the 

                                                           
234 More about the concept and structure of responsibility and its differentiation from similar concepts at: Richard 
Mulgan, Ψά!ŎŎƻǳƴǘŀōƛƭƛǘȅέΥ !ƴ 9ǾŜǊ-9ȄǇŀƴŘƛƴƎ /ƻƴŎŜǇǘΚΩ όнлллύ ту tǳōƭƛŎ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ рррΤ Jonathan GS Koppell, 
ΨtŀǘƘƻƭƻƎƛŜǎ ƻŦ !ŎŎƻǳƴǘŀōƛƭƛǘȅΥ L/!bb ŀƴŘ ǘƘŜ /ƘŀƭƭŜƴƎŜ ƻŦ άaǳƭǘƛǇƭŜ !ŎŎƻǳƴǘŀōƛƭƛǘƛŜǎ 5ƛǎƻǊŘŜǊέΩ όнллрύ ср tǳōƭƛŎ 
Administration Review 94; Bert-WŀŀǇ YƻƻǇǎΣ Ψ¢ƘŜ /ƻƴŎŜǇǘǎΣ !ǇǇǊƻŀŎƘŜǎΣ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴǎ ƻŦ wŜǎponsible 
Innovation, in Bert-Jaap Koops and others (eds), Responsible Innovation 2: Concepts, Approaches, and Applications 
(Springer International 2015). 
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development, conceptualization and realization of responsible gambling.235 Nevertheless, the principles 

of the contemporary notion of responsible gambling, as well as their roles in the prevention and 

mitigation of gambling-related harms, are discernable.  

Certain challenges and opportunities regarding the further development of responsible gambling can be 

identified through a comparative analysis between the concepts of responsible innovation and 

responsible gambling. The common grounds for both concepts can be found in science: Innovations are 

scientific products, whereas the contemporary designs of responsible gambling are supposed to be 

based on scientific findings. Scientific research, as a predecessor of innovation, is not immune to 

responsibility. Davis and Horst describe the relationship between responsible research and innovation as 

άŀ transparent, interactive process by which societal actors and innovators become mutually responsive 

to each other with a view on the (ethical) acceptability, sustainability and societal desirability of the 

innovation process and its marketable products όΧύΦέ236  

In his work, Koops notes that authors have several different opinions regarding what responsible 

innovation is. It has been described as ŀ ΨŎƻƴŎŜǇǘΩΣ ŀ ΨƴƻǘƛƻƴΩΣ ŀ ΨŘƛǎŎƻǳǊǎŜΩΣ ŀƴ ΨŀǇǇǊƻŀŎƘΩΣ ŀƴ ΨƛŘŜŀƭΩΣ ŀƴ 

ΨŀǎǇƛǊŀǘƛƻƴΩΣ ŀ ΨƴŜǿ ŦƛŜƭŘ ƻŦ ǎǘǳŘȅΩΣ ŀƴ ΨŜƳŜǊƎƛƴƎ ŘƛǎŎƛǇƭƛƴŜΩΣ ŀ Ψtrend in a ǎŎƘƻƭŀǊǎƘƛǇΩΣ ŀ ΨǇƻƭƛŎȅΩ ƻǊ ŀ 

ΨƘȅǇŜΩ. He sums up responsible innovation as a ŎƻƳōƛƴŀǘƛƻƴ ƻŦ ǘǿƻ ǘƘƛƴƎǎΦ άLǘ ƛǎΣ ŦƛǊǎǘΣ ŀƴ ƛŘŜŀƭΥ 

something we strive for even though we realize it can never be fully attained. Second, it is also a project, 

a joint enterprise of an increasingly large community of people who want to bring us closer to this 

ƛŘŜŀƭΦέ237 Enumerated characteristics of responsible innovation can be applied in the conceptualization 

of responsible gambling. Obviously, it is a concept whose notion depends on certain ethical discourses. 

Gambling ethics are not universal and rely on a particular national approach regarding a sort of 

gambling.238 Responsible gambling is not just an ethical concept, but a strategy that is supposed to be 

envisaged alongside practical measures whose implementation strives for an ideal: Gambling without 

gambling-related harms. In addition, responsible gambling includes the work of an incremental number 

of people from different communities whose different interests are directed toward a common goal.  

Notwithstanding the numerous ways of dealing with responsible innovation, Koops discerns two main 

approaches, a product approach and a process approachΦ ¢ƘŜ ǇǊƻŘǳŎǘ άapproach can be characterized 

by a focus on developing a method, a framework, or guidelines that can be used to make innovation in a 

ŎŜǊǘŀƛƴ ŎƻƴǘŜȄǘ ƳƻǊŜ ǊŜǎǇƻƴǎƛōƭŜέΣ ǿƘŜǊŜŀǎ άǘƘŜ process approach can be characterized as a focus on 

developing self-learning procedures that can be used to make innovation in a certain context more 

ǊŜǎǇƻƴǎƛōƭŜΦέ239 These approaches might suggest indications for the development of responsible 

gambling. The instruments of responsible gambling should be of a specific quality, and supported by 

scientific evidence. A reasonable amount of scientific findings has demonstrated that vulnerable groups 

                                                           
235 Blaszczynski, Ladouceur and Shaffer (n 207) 305-07. 
236 {ŀǊŀƘ wΦ 5ŀǾƛǎ ŀƴŘ aŀƧŀ IƻǊǎǘΣ ΨwŜǎǇƻƴǎƛōƭŜ LƴƴƻǾŀǘƛƻƴ ƛƴ ǘƘŜ ¦{Σ ¦Y ŀƴŘ 5ŜƴƳŀǊƪΥ DƻǾŜǊƴŀƴŎŜ [ŀƴŘǎŎŀǇŜǎΩ in 
Bert-Jaap Koops and others (eds), Responsible Innovation 2: Concepts, Approaches, and Applications (Springer 
International 2015) 47. 
237 Bert-WŀŀǇ YƻƻǇǎΣ Ψ¢ƘŜ /ƻƴŎŜǇǘǎΣ !ǇǇǊƻŀŎƘŜǎΣ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴǎ ƻŦ wŜǎponsible Innovation, in Bert-Jaap Koops 
and others (eds), Responsible Innovation 2: Concepts, Approaches, and Applications (Springer International 2015) 
5.  
238 Gambling ethics differ among national Member States in EU. Similarly, Davis and Horst outline the differences 
between the ethical standards regarding Responsible Innovation in USA, UK and Denmark. For more about see: 
Sarah R. Davis and Maja Horst (n 236) 37-56.   
239 Koops (n 237) 6-7. 
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of gamblers are more prone to becoming addicts.240 Therefore, a deontological ethical rule in the 

gambling domain would impose complete intolerance towards underage gambling. This is an example of 

a specific commitment embedded in all responsible gambling policies and strategies. However, the 

efficacy and effectiveness in the prevention of underage gambling depends on the particular process 

designed for this purpose. During the application of age-verification schemes, drawbacks and problems, 

as well as new scientific findings, indicate room for improvement of the process. These improvements, 

that contribute to the development of the specific processes at hand, may then contribute to the 

development of the overall system of responsible gambling. Thus, responsible gambling could adopt 

elements from the process approach to responsible innovation in order to stimulate reflexivity and self-

learning.  

Responsible gambling should strive for the permanent improvement of gambler protection. It is 

desirable that any policy, strategy and practice designed to prevent and mitigate gambling-related 

harms be evidenced-based. Thus, the implementation process of any responsible gambling initiative has 

to be evaluated and improved where possible. This should be a never-ending process due to at least two 

reasons. Firstly, because tƘŜ ƛŘŜŀƭƛǎǘƛŎ ŀǎǇƛǊŀǘƛƻƴ ƛƴ Ψgambling without gambling-ǊŜƭŀǘŜŘ ƘŀǊƳǎΩ requires 

permanent work to improve gambler protection. Secondly, because the progressive development of the 

gambling industry creates novel situational and structural elements of gambling.241 Such novelty 

presents novel challenges to the protection of gamblers and for that reason, the responsible gambling 

approach has to be under permanent maintenance and development. By doing so, the protection of 

gamblers will be constantly upgraded and possibly enhanced.       

5 Conclusion 
This chapter discussed the fundamental features of gambling-related harms and problem gambling, as 

well as the concept of responsible gambling. The specificities of gambling services, primarily depicted via 

the potential harms that they can cause, call for the specific regulation of gambling matters. The 

protection of gamblers requires a multi-level approach that includes the activities of key stakeholders in 

the gambling domain. For that purpose, responsible gambling is seen as a multifold concept that 

encompasses a broad spectrum of activities in favor of gambler protection. Essentially, it is a set of 

ethical standards whose principles can be transformed into concrete regulations and measures. The 

Reno model offers four principles as milestones for principles, policies and measures that should 

preserve moderate type of gambling.  

A proper balance between personal freedom and individual choice regarding gambling on the one hand, 

and the needs to prevent and mitigate gambling-related harms on the other, represents the equilibrium 

that responsible gambling should aim to achieve. Responsible gambling is supposed to be a guardian of 

both the personal and social spheres, shielding individuals and society from gambling-related harms and 

problem gambling. However, responsible gambling is not a universal antidote to the risks and harms 

that may derive from gambling. Gambling-related risks do not have the same effects in all particular 

cases. Also, gambling-related harms and problem gambling manifest themselves in various ways. In 

addition, any gambling behavior depends on the personal characteristics of the individual in question, 

which, in combination with environmental factors, create said gambling behaviors, including problem 

gambling. Moreover, there is still some lack of clarity as to what gambling-related risks, harms and 

                                                           
240 See Chapter V, subsection 3.1.1. 
241 For more about situational and structural elements see Chapter IV, section 2.   
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problem gambling are. Therefore, what is considered responsible gambling is not set in stone. It is rather 

a fluid entity, the contours of which are discernable, but whose content is, to a considerable extent, 

context-dependent. In the future, the concept of responsible gambling may have a clearer shape. 

However, we should not expect that its structure will achieve some final and unchangeable setting. It is 

reasonable to expect that developments in the online gambling industry will bring novelties regarding 

structural and situational gambling factors. These novelties will probably affect gambling consumption 

and gambling behaviors, and impose certain needs for evaluating already existing measures, upholding 

efficient ones, and creating additional measures for fighting against gambling-related risks.           
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/ƘŀǇǘŜǊ L±Υ DŀƳōƭƛƴƎ ŀŘǾŜǊǘƛǎƛƴƎ ŀƴŘ ǘƘŜ 
ǇǊƻŎŜǎǎƛƴƎ ƻŦ ƎŀƳōƭŜǊǎΩ Řŀǘŀ 

1 Introduction  
Advertising is a well-known way of promoting goods and services. Its ultimate goal is to increase the 

consumption of the advertised goods/services and to generate business. In the digital environment, 

commercial communication is based on data processing. In general, it might be claimed that having 

more data, particularly data regarding the behavior and preferences of consumers, creates better 

opportunities for effective commercial communication. The processing of data for commercial 

communication is an intrinsic part of providing online gambling services. Online gambling service 

providers have legitimate business interests for using gambling-related advertising to attract more 

gamblers or to increase the amount existing customers/gamblers gamble. However, uncontrolled levels 

of gambling might be considered to lead to (or to signal) problem gambling. Therefore, this chapter 

sheds light on the relationship between the processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ Řŀǘŀ ŀƴŘ ǘƘŜ ǇǊƻǾƻŎŀǘƛƻƴ ƻŦ 

the problem gambling. To this end, the chapter places particular focus on gambling-related advertising, 

in order to explore whether it can be considered to provoke problem gambling.      

Online gambling service providers process the personal data of online gamblers for many purposes 

other than ŎƻƳƳŜǊŎƛŀƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴΦ tǊƻŎŜǎǎƛƴƎ ƎŀƳōƭŜǊǎΩ Řŀǘŀ ŦƻǊ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ǇǳǊǇƻǎŜǎ ƛs crucial 

for the regular provision of services and implementation of a responsible gambling approach (more 

about this in Chapter V). However, processing the data of online gamblers for commercial 

communication purposes can lead to a provocation of problem gambling. Therefore, data processing has 

two sides, both of which deserve particular attention and to be analyzed.   

The first part of the chapter explains why gambling advertising should be considered to lead to a 

gambling-related risk.  The hypothesis is that online gambling advertising incites problem gambling. This 

hypothesis is underpinned by empirical findings about the adverse effects of gambling advertising.  

The second part of the chapter describes behavioral advertising. Particular attention is given to the 

profiling of gamblers as an essential technique for behavioral advertising. Besides this, behavioral 

advertising and profiling are of central interest to ǘƘŜ ŎƘŀǇǘŜǊΩǎ second part for several other reasons. 

Firstly, because of the spreading of behavioral advertising in the online environment and online 

gambling business. Secondly, because behavioral advertising can utilize opportunities from the online 

environment in order to create various channels that address personalized advertising appeals.242 

Finally, the essence of online profiling used for online gambling behavioral advertising is the processing 

of ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ.  

Besides highlighting the importance of profiling in the current online gambling context, an additional 

goal for the second part of the chapter is to answer where advertisers get their data, ƻƴ ǿƘƛŎƘ ƎŀƳōƭŜǊǎΩ 

profiles are based on, from. An analysis of the privacy policies of online gambling service providers 

                                                           
242 Advertising appeal is the central theme or idea of an advertising message. See: Sharon Shavitt and Jing Zhang, 
Ψ!ŘǾŜǊǘƛǎƛƴƎ ŀƴŘ /ǳƭǘǳǊŜΩ ƛƴ /ƘŀǊƭŜǎ {ǇƛŜƭōŜǊƎŜǊ όŜŘύΣ Encyclopedia of Applied Psychology (Volume 1, Elsevier Inc. 
2004), 47. 



59 
 

provides us with an insight into contemporary online gambling business practices regarding the profiling 

of gamblers and the use of gambler profiles for advertising purposes. The chapter ends with a synthesis, 

in which the author presents his opinions on gambling advertising as something that provokes problem 

gambling, as well as on behavioral advertising and profiling as contributors to successful advertising.   

2 The impact of gambling advertising on problem gambling 
Marketing and advertising are business fundamentals in respect to influencing consumer perception and 

decision making regarding certain goods or services. Notwithstanding the presence of numerous 

definitions of advertising, one of the most complete definitions describes ŀŘǾŜǊǘƛǎƛƴƎ ŀǎ άŀ ǇŀƛŘΣ 

mediated form of communication from an identifiable source, designed to persuade the receiver to take 

ǎƻƳŜ ŀŎǘƛƻƴΣ ƴƻǿ ƻǊ ƛƴ ǘƘŜ ŦǳǘǳǊŜέΦ243 It might be said that advertising is an essential component of the 

experience economy, which combines psychological aspects with cultural patterns in order to create an 

effective advertising appeal and, consequently, a desirable business outcome.244 The purpose of 

advertising was recognized by Zarsky as threefold: to cross the ŎƻƴǎǳƳŜǊǎΩ ōŀǊǊƛŜǊǎ ƻŦ ǇŜǊŎŜǇǘƛƻƴΤ ǘƻ 

ŎŀǇǘǳǊŜ ŎƻƴǎǳƳŜǊǎΩ ŀǘǘŜƴǘƛƻƴΤ ŀƴŘ ǘƻ ŀŦŦŜŎǘ ǘƘŜƛǊ ŎƻƳǇǊŜƘŜƴǎƛƻƴΦ Lƴ ƻǊŘŜr to achieve these goals, 

important roles are given to knowledge and experience.245 In line with ZarskyΩs opinion, it might be said 

that gambling advertising tends to ƛƴŦƭǳŜƴŎŜ ƎŀƳōƭŜǊǎΩ knowledge and emotions in order to persuade 

them to start or to continue gambling.  

The growth of the gambling business in the last decade has not only led to a higher number of service 

providers, players and incremental incomes, but also to the progressive development of advertising 

activities. Gambling advertising is considered an influential factor that is particular important in shaping 

gambling behavior. Dividing all of the elements that influence gambling behavior into either structural or 

situational elements, Griffiths et al. emphasize gambling advertising as the most important situational 

element.246 Situational elements influence the accessibility and availability of gambling, while in 

contrast, structural elements influence a ƎŀƳōƭŜǊΩǎ motivation to reinforce the gambling activity or 

satisfy certain needs.247 The role gambling advertising has in terms of provoking problem gambling is 

also explained by Blaszczynski and Nower. Their ΨǇathways modelΩ of problem and pathological 

gambling248 outlines the overall process regarding the occurrence of problem gambling and meaningfully 

integrates environmental (ecological), biological and psychological factors into a unique structure. 

According to this model, the first node in the provocation of gambling addiction concerns the ecological 

factors associated with gambling. Ecological factors influence the development of subsequent phases on 

                                                           
243 WŜŦ wƛŎƘŀǊŘǎ ŀƴŘ /ŀǘƘŀǊƛƴŜ /ǳǊǊŀƴΣ ΨhǊŀŎƭŜǎ ƻƴ άŀŘǾŜǊǘƛǎƛƴƎέΥ {ŜŀǊŎƘƛƴƎ ŦƻǊ ŀ ŘŜŦƛƴƛǘƛƻƴΩ όнлл2) 31 Journal of 
Advertising 63, 74.  
244 For more about see: .Φ WƻǎǇŜƘ tƛƴŜ LL ŀƴŘ WŀƳŜǎ IΦ DƛƭƳƻǊŜΣ Ψ²ŜƭŎƻƳŜ ǘƻ 9ȄǇŜǊƛŜƴŎŜ 9ŎƻƴƻƳȅΩ όмффуύ тс 
Harvard Business Review 97;  Patrick T. Vargas and Sukki Yoon, Ψ!ŘǾŜǊǘƛǎƛƴƎ tǎȅŎƘƻƭƻƎȅΩ ƛƴ Charles Spielberger (ed), 
Encyclopedia of Applied Psychology (Volume 1, Elsevier Inc. 2004), 53-64; Sharon Shavitt and Jing Zhang, 
Ψ!ŘǾŜǊǘƛǎƛƴƎ ŀƴŘ /ǳƭǘǳǊŜΩ ƛƴ /ƘŀǊƭŜǎ {ǇƛŜƭōŜǊƎŜǊ όŜŘύΣ Encyclopedia of Applied Psychology (Volume 1, Elsevier Inc. 
2004), 47-51. 
245 ¢ŀƭ ½ŀǊǎƪȅΣ ΨOnliƴŜ tǊƛǾŀŎȅΣ ¢ŀƛƭƻǊƛƴƎΣ ŀƴŘ tŜǊǎǳŀǎƛƻƴΩ ƛƴ YŀǘƘŜǊƛƴŜ Strandburg and Daniela Stan Raicu (eds), 

Privacy and Technologies of Identity. (Springer 2006), 8-9. 
246 aŀǊƪ DǊƛŦŦƛǘƘǎΣ ¢ƻōƛŀǎ IŀȅŜǊ ŀƴŘ DŜǊƘŀǊŘ aŀȅŜǊΣ ΨtǊƻōƭŜƳ DŀƳōƭƛƴƎΥ 9ǳǊƻǇŜŀƴ tŜǊǎǇŜŎǘƛǾŜΩ ƛƴ DŜǊƘŀǊŘ aayer, 
Tobias Hayer and Mark Griffiths (eds), Problem Gambling in Europe: Challenges, Perspective and Prevention 
(Springer 2009), XXI.  
247 Ibid. 
248 Blaszczynski and Nower (n174).  
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the pathway that leads toward the development of health problems. Ecological factors refer to policies, 

regulations and social factors that create an environment for the promotion and accessibility of 

gambling. Obviously, gambling advertising is used for promotion and accessibility, and is therefore 

considered as an important ecological factor. In line with Blaszczynski and NowerΩǎ model, Shaffer et 

al.249 suggest a broad range of factors that influence gambling behavior. They contend that gambling 

behavior depends on individual and environmental factors. Factors such as skills, erroneous perceptions, 

vulnerable personalities, mental illness, and neurobiological defects, are considered as individual 

internal factors that shape particular gambling behavior. All other elements that contribute to gambling 

behavior, including advertising, are external or societal factors. Shaffer et al. claim that the presence of 

ǎƻ ŎŀƭƭŜŘ Ψenvironmental toxinsΩ increases the likelihood of the occurrence of gambling-related 

problems.250 

2.1 The impact of gambling advertising  
Empirically validated studies contribute to the explanation of the relation between gambling advertising 

and the provocation of problem gambling. These studies analyze the impact of gambling advertising and 

clarify the possible relations between gambling advertising and factors that provoke problem gambling. 

However, the findings should be taken with caution, due to certain scientific limitations.              

2.1.1 Limitations when measuring the impact of gambling advertising  

Before seeking to explain how gambling advertising influences gambling behavior, certain scientific 

limitations to empirical studies on the impact of gambling have to be underlined. First of all, it must be 

stressed that there is a paucity of research regarding the influence advertising has on gambling. There is 

insufficient empirically validated evidence on how gambling advertising influences gambling behavior, or 

provokes gambling-related harms, and as to how advertising regulations influence the minimization of 

gambling-related harms.251   

The following problem refers to the diversity of markets and marketing goals that are observed in 

scientific research. Marketing activities often generate different results in different markets. Thus, 

gambling advertising has a different impact on mature markets than it does on immature ones.252 In 

addition, marketing goals may serve various purposes (e.g. to expand the customer base, to retain old 

gamblers, to consolidate the position of a company on a market, or to increase sales). What more, 

cultural differences among nations make the standardization of advertising and marketing strategies 

difficult.253 Thus, the impact of gambling advertising not only depends on a particular advertising 

ǎǘǊŀǘŜƎȅ ŀƴŘ ŎƻƴǎǳƳŜǊǎΩ ŀǘǘƛǘǳŘŜǎ toward the acceptance of an advertising appeal, but also on other 

various cultural features that are specific to the observed market.      

Regarding methodological problems, it has to be stressed that most studies that address the impact of 

gambling advertising on gambling behavior are based on qualitative research. The studies are mainly 

                                                           
249 Howard J. Shaffer, Richard A. LaBrie and Debi LaPlante, ΨLaying the Foundation for Quantifying Regional 

Exposure to Social Phenomena: Considering the Case of Legalized GaƳōƭƛƴƎ ŀǎ ŀ tǳōƭƛŎ IŜŀƭǘƘ ¢ƻȄƛƴΩ όнллпύ му 
Psychology of Addictive Behaviors 40, 41-42. 
250 Ibid. 
251 Adrian tŀǊƪŜ ŀƴŘ ƻǘƘŜǊǎΣ ΨResponsible Marketing and Advertising iƴ DŀƳōƭƛƴƎΥ ! /ǊƛǘƛŎŀƭ wŜǾƛŜǿΩ όнллпύ у The 

Journal of Gambling Business and Economics 21, 21. 
252 Ibid 24.  
253 Shavitt and Zhang (n 242) 48. 
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conducted by interviewing gamblers. Therefore, self-assessments made by gamblers are a prevalent 

factor in obtaining results. In this respect, the validation of the results could be disputable, due to the 

possibility of an over/underestimation, by the gambler, of the factors that influence gambling behavior. 

The majority of studies conclude that those gamblers who see more adverts are more easily persuaded 

to gamble. However, the gamblers who gamble the most are more likely to see the adverts.254 In 

addition, there is a concern that more frequent gamblers could overestimate the power of advertising as 

a gambling trigger, whereas less frequent gamblers could underestimate it. In addition, a pure 

connection between advertising and gambling-related harms based on a single distribution theory255 is 

contested. The development of gambling behavior depends on a variety of elements. The correlation 

between problem gambling and an isolated environmental factor such as advertising could exclude the 

influence of other aggravating elementsΦ ¢ƘŜǊŜŦƻǊŜΣ .ƛƴŘŜ ǎǘŀǘŜǎ ǘƘŀǘ άƛǘ ƛǎ ǾŜǊȅ ŘƛŦŦƛŎǳƭǘΣ ƛŦ ƴƻǘ 

impossible, to assess how many people gamble excessively because of a direct or indirect influence of 

ŀŘǾŜǊǘƛǎƛƴƎΦέ256  

Finally, the online environment presents additional problems for observing the impact of gambling 

advertising. National and international regulatory bodies can follow the frequency and ways of 

traditional gambling advertising (e.g. TV advertising, billboards). However, it is very difficult to build an 

ŀŎŎǳǊŀǘŜ ΨƭŀƴŘǎŎŀǇŜΩ of commercial communication within the online environment. Hence, reliable data 

about the scope, frequency and content of online gambling advertising is relatively unattainable.   

2.1.2 Findings    

Despite the limitations mentioned above, findings from the few empirically validated studies that do 

exist, do give strong support to the claim that certain gamblers are triggered by gambling advertising 

and that this influences gambling behavior, including the provocation of pathological gambling. In the 

empirical research conducted by Grant and Won regarding the demographic and clinical features of 

adult pathological gamblers, it was reported that gamblers triggered by advertising probably developed 

pathological gambling behaviors soon after the onset. They explain this tendency by pointing to the fact 

that constant exposure to gambling triggers the urge to gamble. As a consequence, gamblers quickly 

engage in pathological gambling.257 However, gambling advertising does not have the same impact on 

everyone who forms part of the overall gambling population. Certain groups of gamblers are especially 

affected by gambling advertising and gamble even more than usual when triggered.258 BindeΩǎ ǎǘǳŘȅΣ 

conducted by interviewing 25 gamblers, demonstrated that 5 of the 25 gamblers were under the non-

negligible influence of gambling advertising. These gamblers identified advertising as being a powerful 
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256 Per Binde, ΨGambling advertising: A critical research reviewΩ ό¢ƘŜ wŜǎǇƻƴǎƛōƭŜ DŀƳōƭƛƴƎ ¢ǊǳǎǘΣ [ƻƴŘƻƴ нлмпύΣ 1.  
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gambling trigger that is difficult to cope with. Gambling advertising hindered them in respect to cutting 

down on their gambling activities and the funds they would spend on gambling.259   

Besides certain temptations ǘƘŀǘ ŀŦŦŜŎǘŜŘ ŀ ƎŀƳōƭŜǊΩǎ ŀōility to control their gambling behavior, 

scientific studies reported a misperception amongst gamblers concerning gambling-related harms. 

Investigating gambling behavior among 194 adult gamblers in the U.S., Youn et al.260 demonstrated that 

gamblers are aware of the influence of gambling advertising on gambling behavior. However, according 

to their results, gamblers consider advertising to be a factor which impacts others more than it does 

themselves.261 A particularly high level of misperception about gambling was indicated among young 

people. Derevensky et al. found that gambling advertising has a particularly strong influence on 

adolescents. Among this group of consumers, advertising is very effective at attracting new gamblers as 

well as maintaining levels of already created gambling behavior.262 Their study declares that young 

people consider gambling to be a άǎƻŎƛŀƭƭȅ ŀŎŎŜǇǘŀōƭŜ ŦƻǊƳ ƻŦ ŜƴǘŜǊǘŀƛƴƳŜƴǘ ŀƴŘ ǊŜŎǊŜŀǘƛƻƴέΦ263 

In one of the rare studies on the influence gambling advertising has on online gambling behavior, Hing et 

al. argue that advertising contributes to an increase in online gambling.264 The study reveals how 

marketing activities regarding the provision of online gambling services influence the gambling behavior 

of different types of gamblers, including gamblers undertaking medical treatment. It was concluded that 

the role of advertising of online gambling in attracting new users is limited.265 However, advertising and 

the promotion of online gambling increase levels of gambling among the current population of 

gamblers, especially among online gamblers and gamblers who have been treated for addiction. 

Advertising tempts gamblers who try to leave or limit the scope of gambling, undermining their 

resolutions to limit their gambling.266 In addition, the ǎǘǳŘȅΩǎ findings confirmed that so-called lapsed 

gamblers267
 are also tempted to gamble again after seeing promotions or advertising of online gambling. 

Finally, the largest population of the research sample agreed that promotion and advertising lead to 

longer gambling sessions and an increase in the amount of time spent on gambling.268  

It appears that gamblers have a stronger association with gambling advertising than non-gamblers and 

those gamblers that gamble very rarely. This fact is confirmed by AmeyΩǎ study.269 In addition, 

Derevensky et al. stress that problem gamblers are more attentive to gambling advertisements. 
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260 Seounmi Youn, Ronald J. Faber and Dhavan V. Shah, ΨRestricting gambling and the third-person effectΩόнлллύ мт 
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Thereby, problem gamblers are more likely to recall gambling-related advertising, which, as a 

consequence, contributes to an excessive way of gambling.270 The presented scientific findings, which 

are mainly based on quantitative research, seem to confirm that we ought to consider advertising a 

gambling-related risk. However, it is quite reasonable to wonder why gambling advertising may lead to 

adverse consequences. Again, despite the limited number of scientific findings, there are qualitative 

analyses that provide interesting answers to this question.  

The most common goal of advertising strategies is generally considered to be the creation of a positive 

perception of certain products in the eyes of the consumer. Binde considers fantasies, specifically those 

fantasies about becoming happy, as a crucial factor for the success of gambling advertising. These 

fantasies/dreams are the common denominator between gambling and advertising.271 From a business 

perspective it is quite legitimate to utilize various strategies to advertise gambling as a sort of desirable 

entertainment in order to form a positive perception about gambling amongst consumers. Moreover, 

gambling advertising is not unique in creating positive public perceptions about a service that can 

obviously jeopardize human health. Making parallels between the advertising of tobacco and gambling 

in the USA, Friend and Ladd discovered that middle-school and high-school students were subject to 

high levels of exposure to tobacco and gambling advertisements. Misinformation and a lack of 

understanding about the risks involved in the consumption of said products/services, are the result of a 

successful design of the corresponding advertising campaigns that formed positive perceptions 

regarding said products/service.272 However, the success of advertising strategies, evidenced by a 

positive perception about gambling, should not only be ascribed to the design of advertisements and 

related games273, but also to a cultural acceptance of gambling274.  

Whereas advertising strategies regarding the promotion of tobacco exploited certain social features of 

youth, such as dissent and escapism275, gambling was presented as a socially acceptable and desirable 

way of having fun through its close connection with sport. The relationship between sport and gambling 

influences the positive framing of gambling.276 McMullan and Miller noticed that the ΨǎǇƻǊǘƛŦƛŎŀǘƛƻƴΩ ƻŦ 

ƎŀƳōƭƛƴƎ ŀƴŘ ΨƎŀƳōƭƛŦƛŎŀǘƛƻƴΩ of sport are common in this day and age.277 Notwithstanding some main 

concerns regarding cooperation between sport associations and gambling companies that mainly refer 

to the preservation of the integrity of sport and the protection of consumers278, this kind of cooperation 
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is very lucrative and usually realized with mutual satisfaction279. The sportification of gambling forms a 

positive impression of gambling and connects sport, gambling and dominant cultural patterns.280 It could 

be said that sport eliminated the anathema of gambling as a vice and transformed it into a socially 

acceptable leisure activity.281 

It could be summarized that despite the limitations of empirical research regarding the impact of 

gambling advertising on problem gambling, it is difficult to refute the likelihood that some form of 

correlation exists between these two phenomena. Whereas empirical studies indicate certain elements 

of these correlations, additional scientific studies reveal the social and cultural factors that explain the 

relationship between gambling advertising and problem gambling. However, the presented findings do 

not focus on particular kinds of advertising strategies. Taking into account the role of data processing for 

commercial communication purposes, the following section sheds light on behavioral advertising and 

profiling.     

3  Behavioral advertising and profiling  
Online behavioral advertising is a digital marketing tool that is very present in the online environment. 

Digital marketing serves to promote products, services and brands through electronic media.282 In 

comparison to the traditional way of advertising, behavioral advertising includes the increased presence 

of proxy companies between the advertiser and the publisher that optimize advertising activities and 

lead to more effective outcomes.283 The effectiveness of online behavioral advertising is in the sending 

ƻŦ ŀŘǾŜǊǘƛǎƛƴƎ ǘƘŀǘ ŀǇǇŜŀƭǎ ǘƻ ŀƴ ƻƴƭƛƴŜ ŎƻƴǎǳƳŜǊΩǎ ǇŜǊǎƻƴŀƭ ƛƴǘŜǊŜǎǘ in particular products.284  

In general, the process of online behavioral advertising can be divided into two sets of actions. Firstly, 

companies observe the behavior of individuals over time. They look for characteristics of behavior 

through the actions of said individuals (web browsing activities, site visits, time spent on sites, keywords, 

online content production etc.). The purpose of observing their behavior is to profile potential 

consumers in order to create a more detailed picture regarding their interests, preferences and life. The 

second set of actions comes after said profiling and mainly refers to the sending of profile-based 

advertisements that are considered relevant to the personal interests of individual consumers.285  

Online behavioral advertising and profiling are based on the complex process of knowledge discovery in 

databases (hereinafter KDD).286 Y55 ƛǎ ŘŜŦƛƴŜŘ ŀǎ ŀ άnontrivial process of identifying valid, novel, 
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potentially useful and ultimately uƴŘŜǊǎǘŀƴŘŀōƭŜ ǇŀǘǘŜǊƴǎ ƛƴ ŘŀǘŀΦέ287 Marketing systems based on KDD 

analyze customer databases in order to determine different customer groups and predict their 

behavior.288 Lƴ ƻǊŘŜǊ ǘƻ ŜȄǇƭŀƛƴ Ƙƻǿ ŎƻƴǎǳƳŜǊǎΩ ƛƴǘŜǊŜǎǘǎ ŀǊŜ ǊŜŎƻƎƴƛȊŜŘΣ ǿŜ ǎƘƻǳƭŘ ǘǳǊƴ ǘƻ ŀ ōǊƛŜŦ 

observation of the process of profiling. The following sections explain what the process of profiling is. 

The notion of profiling is explained through the context of a story about two hypothetical gamblers ς 

Alice and Bob. The incoming sub-sections ǇǊŜǎŜƴǘ ǎŜǾŜǊŀƭ ŦŀŎǘǎ ŦǊƻƳ !ƭƛŎŜ ŀƴŘ .ƻōΩǎ ƭƛǾŜǎΣ Ƙƻǿ ǇǊƻŦƛƭƛƴƎ 

can reveal new information about them and explores certain controversies surrounding profiling.     

3.1 Alice and Bob are gamblers! 
[ŜǘΩǎ ǘǊȅ ǘƻ ŎƻƴŎŜƛǾŜ !ƭƛŎŜ ŀƴŘ .ƻōΩǎ lives. Alice and Bob work in the same company, which is based in 

one of the suburban areas of their city. Alice has a repetitive daily and weekly routine. She lives close to 

the city center and is used to biking to her job every morning. She also takes the same route to come 

back home every day after 5 pm, when her shift is officially over. During the weekends, Alice visits the 

central city stadium to watch her local soccer club play. This club competes in the national 

championship.  

Unlike Alice, Bob is a more dynamic person. He is a single young man who regularly works out, and visits 

different bars and nightclubs. Traveling is his passion and he often visits new places. One of his 

repetitive habits is visiting the restaurant nearby his workplace during lunchtime.   

Despite the ŘƛŦŦŜǊŜƴŎŜǎ ōŜǘǿŜŜƴ .ƻō ŀƴŘ !ƭƛŎŜΩǎ ƭƛŦŜǎǘȅƭŜǎΣ ǘƘŜȅ both share a common passion for online 

gambling. Alice prefers in-play betting.289 Her weekend routine includes betting on the game result of 

the soccer club she watches. Bob does not bet, but he prefers online casino games, especially roulette. 

He is a more frequent gambler and his gambling behavior includes several daily gambling sessions, 

especially during his lunchtime, but also in the evening and at night.  

3.2 Profiling as knowledge extraction   
To explain how profiling works, we can start with the epilogue of this short story about Alice and Bob, 

bearing their gambling interests in mind. Both Alice and Bob have received attractive adverts. Alice was 

offered a special bonus for in-play betting on mobile devices and, in addition, was awarded with a 

special discount for a full-season ticket for games at her local soccer club. Bob, on the other hand, 

received an offer for a cashback bonus290, as well as a lunch discount for a restaurant not so far from his 

job. It seems that the advertising and offers they received really matched their personal interests. If we 

suppose that Alice and Bob received these adverts as a consequence of online behavioral advertising, 

then it would be correct to infer that the perceived features of Alice and Bob gambling behavior are 

based on a complex process of profiling.  
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The process of profiling can be observed from various perspectives. According to the GDPR, profiling is 

ŘŜŦƛƴŜŘ ŀǎ άŀƴȅ ŦƻǊƳ ƻŦ ŀǳǘƻƳŀǘŜŘ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŎƻƴǎƛǎǘƛƴƎ ƻŦ ǘƘŜ ǳǎŜ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǘƻ 

evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects 

ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ƴŀǘǳǊŀƭ ǇŜǊǎƻƴΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ŀǘ ǿƻǊƪΣ ŜŎƻƴƻƳƛŎ ǎƛǘǳŀǘƛƻƴΣ ƘŜŀƭǘƘΣ ǇŜǊǎƻƴŀƭ ǇǊŜŦŜǊŜƴŎŜǎΣ 

ƛƴǘŜǊŜǎǘǎΣ ǊŜƭƛŀōƛƭƛǘȅΣ ōŜƘŀǾƛƻǊΣ ƭƻŎŀǘƛƻƴ ƻǊ ƳƻǾŜƳŜƴǘǎΦέ291 ¢ƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ Řŀǘŀ ƛǎ άŀƴȅ ƻǇŜǊŀǘƛƻƴ ƻǊ ǎŜǘ 

of operations which is performed on personal data292 or on sets of personal data whether or not by 

ŀǳǘƻƳŀǘŜŘ ƳŜŀƴǎ όΧύέΦ293 As we can see, personal data can be processed by automated or other means. 

Nevertheless, the GDPR defines profiling solely within the parameters of processed data by automated 

means. Therefore, for profiling purposes, we not only need available data, but also the means for the 

automated processing of such data - a computer, the internet and smart algorithms whose work 

combine the fields of artificial intelligence, data mining and machine learning.294  

Personal data can be processed both at the individual and aggregate level. For profiling purposes, the 

aggregate level is particularly important. Namely, profiling provides the means from which to infer 

knowledge about an individual who is not directly observed.295 The knowledge about a particular type of 

individual (e.g. Alice or Bob) derives from KDD. KDD is composed of several phases that include data 

collection, data preparation, data mining, data interpretation and acting upon discovered knowledge.296 

These phases serve to extract knowledge from huge amounts of data through a ΨǘƘǊŜŜ-ǘƛŜǊ ǇǊƻŎŜǎǎΩ of 

data collection, analysis and use.297  

The KDD process begins with a determination of the goals and the selection of data that will be 

processed. In cases such as those of Alice and Bob one can assume ǘƘŀǘ ǘƘŜ ŀŘǾŜǊǘƛǎŜǊΩǎ Ǝƻŀƭ ƛǎ ǘƻ ǎŜƴŘ 

an advertising appeal that meets the personal interests of its consumers. After determining the goal, 

useless and inaccurate data should be eliminated (e.g. some available location data that does not 

indicate gambling behavior).298 Afterwards, methods for further data processing have to be decided 

upon (e.g. clustering, the application of association rules, regression, summarization etc.). The following 

step is known as data mining. Data mining requests the application of an algorithm that matches 

previously determined methods. Data mining is at the core of KDD, where new patterns299 in datasets 

                                                           
291 GDPR, Recital 71, art 4(4). 
292 'personal data' means any information relating to an identified or identifiable natural person ('data subject'); an 

identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person; 
GDPR, art 4(1). 
293 GDPR, art 4(2). 
294 Martijn van Otterlo, ΨA machine learning view on profilingΩ in Mireille Hildebrandt and Katja de Vries (eds),  

Privacy, Due Process and the Computational Turn: The philosophy of law meets the philosophy of technology 
(Routledge 2013), 40. 
295 Ibid 41-42. 
296 Bart Custers, The Power of Knowledge: Ethical, Legal, and Technological Aspects of Data Mining and Group 
Profiling in Epidemiology (Wolf Legal Publishers (WLP) 2004) 17-20. 
297 Zarsky (n 245) 4-5.  
298 ¢Ƙƛǎ ǇǊƻŎŜǎǎ ƛǎ ƪƴƻǿƴ ŀǎ ΨŘŀǘŀ ǿŀǊŜƘƻǳǎŜΩΣ ǿƘŜǊŜ ǎǳō-process of data cleaning or data cleansing are conducted. 

For more about see: Tal Zarsky, Ψ"Mine Your Own Business!": Making The Case for The Implications of The Data 
Mining of Personal Information ƛƴ ¢ƘŜ CƻǊǳƳ ƻŦ tǳōƭƛŎ hǇƛƴƛƻƴΩ όнллоύ р Yale Journal of Law and Technology 8. 
299 According to Fayyad, Piatetsky-Shapiro and Smyth άtŀǘǘŜǊƴ ƛǎ ŀƴ ŜȄǇǊŜǎǎƛƻƴ ŘŜǎŎǊƛōƛƴƎ όΧ) a subset of the data 

ƻǊ ŀ ƳƻŘŜƭ ŀǇǇƭƛŎŀōƭŜ ǘƻ ǘƘŜ ǎǳōǎŜǘΦέ For more about see: Fayyad, Piatetsky-Shapiro and Smyth (n 286) 41. 
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are discovered or suspected relations are confirmed.300 Through this process, the information about 

AliceΩǎ ǇǊŜŦŜǊŜƴŎŜǎ ǘƻǿŀǊŘ ƛƴ-play betting and BobΩǎ Ǉŀǎǎƛƻƴ for online roulette obtain new values. The 

conjunction of this data with the location data of where gambling sessions take place (Alice at a 

stadium; Bob at a restaurant) and data about the time of their sessions (Alice at the weekend during 

games; Bob every day during lunchtime and evening hours) provides service providers with new facts. 

Now, Alice and Bob may be aware of these facts. However, they may not be aware of certain patterns in 

their gambling behavior (for instance the rule that online gamblers who prefer in-play betting more 

frequently bet on the first goal scorer than those that do not practice this type of betting. Later on, this 

rule will turn out to be correct in AliceΩǎ ŎŀǎŜύΦ This novelty is the essential element of both data mining 

and KDD.301 Thus, Hildebrandt et al. claim that the knowledge obtained from profiling άƛǎ ŀǇǇƭƛŜŘ ǘƻ ŀƴ 

individual user to infer additional facts, preferences and presuƳŜŘ ƛƴǘŜƴǘƛƻƴǎέΦ302 In the last phase of 

profiling, the obtained knowledge could be checked and reconsidered. Once the knowledge is 

confirmed, it could be presented and applied. During the application of said knowledge for marketing 

purposes, consumers such as Alice and Bob receive advertising appeals that meet their interests. 

3.3 Behind the curtain of profiling  
Profiling might be perceived as a useful process that contributes to progressive developments in various 

domains - industry, science, marketing, finances, criminal investigations, national security etc. 

Notwithstanding the fact that profiling brings a new quality to existing knowledge, it is a process that 

carries various risks. Considering how behavioral advertising can considerably affect the personal lives of 

individuals, an important question is whether consumers (such as Alice and Bob) understand the logic 

behind these processes and their effects, and whether they are aware of them in advance, before they 

start gambling.   

When proposing the Reno model, ƛǘǎ ŀǳǘƘƻǊǎ ƎŀǾŜ ŀ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ǊƻƭŜ ǘƻ ǘƘŜ ǇǊƛƴŎƛǇƭŜ ƻŦ ƎŀƳōƭŜǊǎΩ 

informed choice.303 However, profiling processes carried out for commercial communication purposes 

Řƻ ƴƻǘ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǘƘŜ ǇǊƛƴŎƛǇƭŜ ƻŦ ƎŀƳōƭŜǊǎΩ ƛƴŦƻǊƳŜŘ ŎƘƻƛŎŜΦ !ǎ ǇǊŜǾƛƻǳǎƭȅ ŜȄǇƭŀƛƴed, the effects of 

profiling technologies cannot be estimated in advance. Therefore, it is quite a challenge to inform a 

gambler about what is going on when the profiling process is carried out. Even a profound 

understanding of the technical aspects of the profiling process (regardless of how complex they are) 

would be insufficient for estimating the effects profiling will have in the domain of online gambling. 

Analyzing the risks of the practice of profiling, Hildebrandt realizes that the customization of services is 

often based on fitting data subjects into previously formed categories.304 In that way the data processor 

classifies data subjects according to their similarity. Alice and Bob, for example, might be very different 

types of gamblers. Alice could be a moderate gambler, Bob could be a gambler at risk. They may even 

have a friend, Carol, that is a problem gambler with a medical disorder. In this case, we would have 

three different persons and three different types of gamblers. However, Bob and Carol might belong to 

the same group of online gamblers, due to their preferences toward (for example) online roulette, 

whereas Alice might belong to a group of gamblers that prefers online betting. If they use the same 

                                                           
300 Custers (n 296) 18. 
301 Tal Zarsky, (n 289). 
302 Martijn van Otterlo (n294) 42.  
303 For more about see Chapter III, subsection 4.2.2.  
304 aƛǊŜƛƭƭŜ IƛƭŘŜōǊŀƴŘǘΣ ΨtǊƻŦƛƭƛƴƎ ŀƴŘ LŘŜƴǘƛǘȅ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƛǘƛȊŜƴΩ ƛƴ aƛǊŜƛƭƭŜ IƛƭŘŜōǊŀƴŘǘ ŀƴŘ {ŜǊƎŜ DǳǘǿƛǊǘƘ 
(eds), Profiling the European Citizen: Cross-Disciplinary Perspectives (Springer 2008), 305-306.  
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online gambling service, it might be presumed that profiling each of these three persons could be based 

on the same technology. The specific decisions made by Bob and Carol may not necessarily differ, since 

they prefer the same type of gambling. However, the effect behavioral advertising has on them might be 

considerably different. One could imagine a scenario where after receiving a commercial communication 

based on behavioral advertising, Alice keeps gambling in a moderate way, Bob experiences a negative 

change in his gambling behavior, increasing the amount that he gambles, and CarolΩǎ ǎƛǘǳŀǘƛƻƴ worsens, 

based on her propensity for chasing losses. Different scenarios are, of course, also possible. However, it 

has to be stressed that by eliminating unique personal factors that shape gambling behavior, the data 

processor decreases their ability to find out whether Carol is allowed to receive any commercial 

messages about gambling. For that reason, commercial communication based on behavioral advertising 

might expose Carol to high-levels of risk by jeopardizing the principle of ƎŀƳōƭŜǊǎΩ ƛƴŦƻǊƳŜŘ ŎƘƻƛŎŜ, 

which promotes decision-making in relation to gambling without any coercion, inducement or 

influence.305                      

Apart from creating risks that may jeopardize online gamblers, behavioral advertising might endanger 

ǘƘŜ ǇŜǊǎƻƴŀƭ ǇǊƛǾŀŎȅ ƻŦ ƎŀƳōƭŜǊǎ ǘƻƻΦ ¢ƘŜǎŜ ǘǿƻ ŘƻƳŀƛƴǎ ƻŦ ƎŀƳōƭŜǊǎΩ ƭƛǾŜǎ ŀǊŜ ƛƴǘŜǊǿƻǾŜƴΦ  Complex 

and dynamic environments which are composed of the interplay between family relations, social 

activities, professional obligations and gambling habits influence (and are influenced by) gamblers such 

as Alice and Bob, and their gambling behavior. However, only a few aspects of Alice and Bob`s lives are 

of interest to online gambling service advertisers. Yet, keen advertisers not only collect as much data as 

possible regarding ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ particular gambling behavior, but also purposefully process data that 

may lead to effective commercial communication. Therefore, the process of profiling is concerned with 

certain features of Alice and Bob`s lives. It might be said that the profiles that are formed for Alice and 

Bob, for commercial communication purposes, are contextual - organized for a certain purpose within 

determinate aims. Thus, profiling is not concerned with the spheres of a peǊǎƻƴΩǎ ƭƛŦŜ ǘƘŀǘ ŀǊŜ ƴƻǘ 

necessary for the purpose at hand. From a business perspective this is quite a legitimate approach. For 

example, in the story about Alice and Bob, several pieces of information that pertain to different facts of 

their lives are noticeable. Some such information is concerned with their location, and indicates their 

workplace, !ƭƛŎŜΩs place of residence, her Biking route, the places where they bet and the restaurant 

where Bob has lunch. Online gambling service providers are probably not interested in obtain all of this 

data. However, some of the location data is useful to gain an insight into !ƭƛŎŜ ŀƴŘ .ƻōΩǎ ƎŜƻ-position 

and the possible implications this has on their gambling behavior. Location based inferences not only 

involve the tracking of subjects, but also the collection of information about the location.306 Therefore, it 

could be presumed that the central city stadium is quite a convenient place for in-play betting. However, 

AliceΩǎ ƎŀƳōƭƛƴƎ Ǌƛǘǳŀƭ ƛǎ ŎƻƴŘǳŎǘŜŘ ŀǿŀȅ ŦǊƻƳ her home and her workplace. Should we infer that she 

ŘƻŜǎƴΩǘ ǿŀƴǘ ǘƻ ƎŀƳōƭŜ ƛƴ ŦǊƻƴǘ ƻŦ ǘƘŜ ŎǳǊƛƻǳǎ ŜȅŜǎ ƻŦ Ƙer family members or colleagues? In addition, 

the location of the gyms, bars and night clubs that Bob visits are useful for different sorts of inferences. 

The convergence of data about the location where he gambles (e.g. a bar or a night club), data about the 

time of gambling (e.g. late at night) and data related to his gambling behavior (e.g. incidence and 

frequency of gambling) may indicate problematic behavior. Despite the lack of conformation, this is a 

possible inference. Profiling may lead to different social conclusions that affect the personal lives of 

individuals. Maybe our gamblers are afraid of stereotyping and the stigmatization associated to 

                                                           
305 For more about see in Chapter III, subsection 4.2.2. 
306 wƻƴŀƭŘ [ŜŜƴŜǎΣ ΨwŜǇƭȅΥ aƛƴŘ aȅ {ǘŜǇΚΩ ƛƴ aƛǊŜƛƭƭŜ IƛƭŘŜōǊŀƴŘǘ ŀƴŘ {ŜǊƎŜ DǳǘǿƛǊǘƘ όŜŘǎύΣ Profiling the European 
Citizen: Cross-Disciplinary Perspectives (Springer 2008), 166.  
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gambling, and how this may affect their relations with their colleagues, family members and overall 

environment.  

It could be concluded that gaining an insight into ǎƻƳŜƻƴŜΩǎ ƎŀƳōƭƛƴƎ ōŜƘŀǾƛƻǊ requires the observation 

of his/her particular state. However, serviŎŜ ǇǊƻǾƛŘŜǊǎ ŎƻƭƭŜŎǘ ƎŀƳōƭŜǊǎΩ explicit data and further 

conclusions (including those necessary for profiling purposes and behavioral advertising) are implicitly 

made, usually by categorizing data subjects into pre-formed categories of consumers. Such an approach 

is not necessarily wrong, but requests a large volume of data to be processed in a very sophisticated 

way. For that purpose, using as much available data sources as possible seems desirable.         

3.4 Where do advertisers get their data from? 
This section is concerned with the policies service providers have ǊŜƎŀǊŘƛƴƎ ǘƘŜ ǳǎŜ ƻŦ ƎŀƳōƭŜǊǎΩ 

personal data for advertising purposes. Privacy policies from a selected number of online gambling 

service providers have been examined in order to reveal the business practice regarding the processing 

of ƎŀƳōƭŜǊǎΩ Řŀǘŀ ŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ōŜƘŀǾƛƻǊŀƭ ŀŘǾŜǊǘƛǎƛƴƎΦ ¢ƘŜ ŦƛƴŘƛƴƎǎ ǎǳƎƎŜǎǘ the sources from which 

service providers can obtain gambler data that is then used for behavioral advertising.      

In order to achieve this goal, an analysis of the privacy policies of 11 online gambling service providers 

has been carried out. The selection of online gambling service providers operating in Europe was based 

on their presence in the most developed market ς the United Kingdom (UK) ς and on their size (large 

and small providers). Relevant data was taken from the Data Report created by Gambling Compliance307, 

a global provider of independent business intelligence to the gambling industry. Policies from the five 

largest online sports betting providers (Betfair, Bet 365, William Hill, Paddy Power, and Ladbrokes), who 

together have a UK market share of about 75%, were examined. The privacy policies of an additional six 

operators (Betfred, Stan James, Coral, BetClick, Betwin and Bet at Home), who have from 2.5% to a less 

than 1% presence on the UK online sports betting market, were also assessed. In total, the UK online 

sports betting market presence of the listed companies was approximately 84%.  

Table 1 ς {ŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎΩ ǇǊŜǎŜƴŎŜ ƻn the UK online sport betting market in 2012 

Service provider  Market share  

Betfair  22.0 % 

Bet 365  19.0 % 

William Hill  15.0 % 

Paddy Power  12.0 % 

Ladbrokes  7.5 % 

Betfred  2.5 % 

Stan James  2.0 % 

Coral  2.5 % 

BetClick  <1 % 

Betwin  <1 % 

Bet at Home  <1 % 

Overall  Approx. 84 % 
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The referenced source about the market share of the observed companies refers to the situation of the 

UK market in 2012. Of course, this source is relatively dated. However, due to the fact that the latest 

data reports are inaccessible, this report from 2012 has been used, and can be considered sufficiently 

reliable for the selection of large and small providers. AŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀǳǘƘƻǊΩǎ ƘŀƴŘǎ-on experience in 

relation to the online gambling domain in the EU, and according to various available data sources, the 

service providers whose policies were analyzed are still the most important industry representatives. 

The positon of the biggest companies in the market has not changed despite the arrival of some other 

service providers since 2012.308 Additionally, all observed operators are still well positioned in the UK 

market and in the various markets across the EU. In addition, the observation of the privacy policies of 

those companies that are not included in the research sample demonstrated insignificant differences 

between them and those that are included in the sample.  

The analysis sheds light on various sources used for the collection of ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ, including 

data collected for commercial communication purposes. Due to the vague limits of data processing 

purposes this section not only observes data sources that would only be used for commercial 

communication purposes, but is also interested in data and sources that are used for other purposes. 

The reasons for such an analytical modus operandi are that ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ often 

serves many purposes and that data that is of no current value for commercial communication purposes 

could gain value for advertising purposes in the future (more details and an in-depth analysis on 

different mechanisms and purposes for the processing of gamblers` personal data are presented in the 

following chapters).   

3.4.1 Findings  

The research has shown that online gambler data is mainly collected during the process of registration 

and the provision of services. By registering with any of the analyzed service providers, a gambler 

accepts their privacy policy and provides consent for the processing of their personal data as stipulated 

in the policy. Whilst an individual is gambling, service providers and third parties are allowed to collect 

various amounts of data related to the gambler, their gambling behavior and their finances. Diverse 

technical infrastructures are applied for that purpose.   

One of the most widely used methods for collecting data is through the use of cookies. A cookie is a 

small piece of data that a website asks a browser to store on the computer or mobile device. A cookie 

ŀƭƭƻǿǎ ǘƘŜ ǿŜōǎƛǘŜ ǘƻ ΨǊŜƳŜƳōŜǊΩ the userΩs actions or preferences. In general, the purpose of cookies is 

to foster the improvement of the performance of a web-pageΩǎ functioning, the facilitation of user 

identification, and for advertising and analytical purposes. Considering the lifespan of cookies, they may 

be session-based cookies or persistent cookies.309 Depending on the party that supplies the cookies 

                                                           
308 It is worth mentioning that Betfair and Paddy Power merged in 2015. For more about this see: The Guardian, 
ΨtŀŘŘȅ tƻǿŜǊ ŀƴŘ .ŜǘŦŀƛǊ ƳŜǊƎŜǊ ŀƎǊŜŜŘΩ ғhttps://www.theguardian.com/business/2015/sep/08/paddy-power-
and-betfair-merger-agreed> accessed 23 November 2017; In addition, in 2016 Ladbrokes and Coral carried out 
merger process forming Ladbrokes Coral Group plcΦ CƻǊ ƳƻǊŜ ŀōƻǳǘ ǎŜŜΥ tƻƪŜǊ bŜǿǎΣ Ψ[ŀŘōǊƻƪŜǎ ŀƴŘ Dŀƭŀ /ƻǊŀƭ 
/ƻƳǇƭŜǘŜ ϻнΦо .ƛƭƭƛƻƴ aŜǊƎŜǊΩ ғhttps://www.pokernews.com/news/2016/11/ladbrokes-and-gala-coral-complete-
2-billion-merger-26250.htm> accessed 23 November 2017.     
309 Session-based cookies have a temporary form. Whenever a customer closes a browsing session, the browser 
cookies are erased. Persistent forms of cookies are stored in a useǊΩǎ ōǊƻǿǎŜǊ ŦƻǊ ŀ ǇǊŜŘŜŦƛƴŜŘ ǇŜǊƛƻŘ ƻŦ ǘƛƳŜΦ CƻǊ 
ƳƻǊŜ ŀōƻǳǘ ǎŜŜΥ .ǿƛƴΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ тόнύόнύΩ ғhttps://help.bwin.com/pt/general-
information/security/privacy-policy> accessed 23 November 2017.   
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https://www.theguardian.com/business/2015/sep/08/paddy-power-and-betfair-merger-agreed
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Differences also exist between first-party and third-party cookies.310 Regardless of the different types of 

cookies, by registering and consenting to all the rules within a privacy policy, online gamblers accept the 

use of cookies for different purposes. By doing so, a user accepts cookies that will collect and process 

online gambler data. 

Apart from the use of cookies, data collection might be carried out by self-reporting (including 

registration) and self-assessment. These are two-step processes composed of data revealing and data 

recording. In the case of self-assessment, gamblers have to express what they think about themselves. 

That information is then recorded and stored. In the case of self-reporting, gamblers provide 

information about themselves devoid of their personal opinions (e.g. by revealing their personal name, 

contact number, or home address). Finally, service providers could make use of certain assistance 

provided by third pŀǊǘƛŜǎ ǿƘŜƴ ǘƘŜȅ ǇǊƻŎŜǎǎ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ ŘŀǘŀΦ        

3.4.1.1 Self-reporting and self-assessment as data sources  

As a necessary first step for gambling online, gamblers must complete a registration process on the 

ŎƘƻǎŜƴ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊΩǎ ǿŜō ǇŀƎŜΦ ¢Ƙƛǎ ǇǊƻŎŜǎǎ is the first procedural step where a gambler is required 

to reveal their personal data. A successful registration is composed of several phases311 that have to be 

traversed in order to form a personal account for gambling purposes. During the registration process, 

gamblers reveal data, such as their first and last name, date of birth, credit card information, home or 

other physical address, email address, phone number or other contact information, gender, ID card 

number, profile picture and friend list.312 Considering that the personal data revealed during the 

registration process has to be verified, it could be assumed that alongside said personal data, 

information about verification instruments may be stored in the registration database. In addition, by 

registering themselves, customers create usernames, passwords and a secret question to form the 

authentication mechanism for logging in to their personal account.313 Data collected during the 

registration process might be obtained from gamblers when they fill out the registration form or may be 

provided by phone, email or other written communication.314  

After their successful registration, gamblers may start gambling. However, whilst gambling they could 

experience various problems and, in order to solve them, might need to contact the representatives of 

the service provider in question. Their communication might be recorded and collected. Gamblers might 

ask for professional assistance if they have gambling-related problems. Also, gamblers could face various 

technical problems for which customer support has to be contacted. In addition, other types of gambler 

communication such as in chat rooms or message boards, comments left during gambling and those for 

                                                           
310 For more about first and third party cookies see: Article 29 Data Protection Working Party on behavioral 
advertising (n 285) 6; European /ƻƳƳƛǎǎƛƻƴΣ ΨLƴŦƻǊƳŀǘƛƻƴ tǊƻǾƛŘŜǊǎ DǳƛŘŜΥ ¢ƘŜ 9¦ LƴǘŜǊƴŜǘ IŀƴŘōƻƻƪΩ όнм 
September 2016) <http://ec.europa.eu/ipg/basics/legal/cookies/index_en.htm> accessed 23 November 2017.     
311 The registration process concerns an authorization of customers that is particularly important for the 
ŘŜǘŜǊƳƛƴŀǘƛƻƴ ƻŦ ŀ ŎƻƴǎǳƳŜǊΩǎ ŀƎŜΣ ǿƘƛŎƘ ǎƘƻǳƭŘ ǎŀǘƛǎŦȅ ǘƘŜ ǊŜƭŜǾŀƴǘ ƭŜƎŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ŀƎŜ ǘƘǊŜǎƘƻƭŘ ŦƻǊ 
gambling. More about in Chapter V, subsection 3.1.   
312 .ǿƛƴΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ нΩ ғhttps://help.bwin.com/pt/general-information/security/privacy-policy> accessed 
23 November 2017.    
313 .Ŝǘ/ƭƛŎΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ мΩ ғhttps://en.betclic.com/content/privacypolicy> 23 November 2017.  
314 .Ŝǘ ŀǘ IƻƳŜΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ мΦмΩ ғhttps://www.bet-at-home.com/en/privacypolicy> 23 November 2017.  

http://ec.europa.eu/ipg/basics/legal/cookies/index_en.htm
https://help.bwin.com/pt/general-information/security/privacy-policy
https://en.betclic.com/content/privacypolicy
https://www.bet-at-home.com/en/privacypolicy
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reviewing purposes, might also be recorded and stored. Feedback about gambling services obtained 

through different types of surveys and analyses could also be collected by service providers.315  

Concerns about their own gambling behavior may influence a gamblerΩs decision to exclude themselves 

from the gambling services offered by a particular operator or from a particular game for a certain 

period of time. These widespread responsible gambling measures are known as self-exclusion316 and 

time-out mechanisms. By registering to self-exclusion and time-out databases, online gamblers form 

other sources of personal data. An additional contribution to personal data collection is the self-

assessment tests that might be requested before gambling starts. In that way gamblers enrich the 

databases with their personal data.317     

3.4.1.2 The use of cookies 

The analyzed privacy policies contain parts related to the use of cookies, explaining their roles in data 

collection and processing. Those service providers whose privacy policies do not contain norms on 

cookies (Stan James, Bet365 and Betfair) have separate cookie policies that regulate the use and 

function of cookies. While some policies contain full lists of cookies with descriptions of their purpose, 

some others only contain lists and descriptions of different cookie categories. A third group of policies 

does not describe which categories of cookies they use, but do stress the fact that they use cookies. 

While gambling, gamblers decide on the type of games they play, how long they will play them for and 

the amount of money they will spend. This data is particularly valuable for providing an indication of 

personal preferences towards gambling and related details such as the payments necessary for gambling 

and other financial transactions.318 Therefore, ŀ ƎŀƳōƭŜǊΩǎ ŘŜŎƛǎƛƻƴǎ and their subsequent actions 

regarding gambling are the fundamental sources for gambler-related data. Nevertheless, some data may 

indicate decisions made by gamblers that are not directly related to gambling. Service providers might 

collect login data, data regarding access to different non-gambling related content, the pageΩs 

interactive information (e.g. scrolling, mouse clicks and the position of the mouse pointer), preferred 

language use and methods that indicate how customers leave the relevant pages.319 From a technical 

perspective, this data, which does not reflect a gamblerΩǎ interests, is collected through the use of 

cookies.          

The analysis of selected privacy policies demonstrated that service providers use cookies to collect a 

considerable amount of data that is ƴƻǘ ƎŜƴŜǊŀǘŜŘ ōȅ ƎŀƳōƭŜǊǎΩ ŘŜŎƛǎƛƻƴǎΦ For example, online gambling 

service providers collect data concerning the technical infrastructure of devices used by gamblers to 

access their web pages. Some data within this group includes the IP addresses of gambleǊǎΩ ŘŜǾƛŎŜǎΣ Řŀǘŀ 

that indicate the type and version of the browser that gamblers use, the internet access provider, 

software crash reports,320 or other technical information related to the device used to access online 

                                                           
315 tŀŘŘȅ tƻǿŜǊΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ пΦоΩ  ғhttps://support.paddypower.com/app/answers/detail/a_id/9/~/privacy-
%26-cookie-policyҔ ŀŎŎŜǎǎŜŘ но bƻǾŜƳōŜǊ нлмтΤ [ŀŘōǊƻƪŜǎΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ мΩ  
<http://helpcentre.ladbrokes.com/app/answers/detail/a_id/272/~/privacy-policy> accessed 23 November 2017; 
/ƻǊŀƭΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘǎ нόмΦмрύΣ нόмΦмсύΩ ғhttp://coral -
eng.custhelp.com/app/answers/detail/a_id/2132/~/privacy-policy> accessed 23 November 2017.   
316 For more about self-exclusion mechanism see Chapter V, subsection 3.3.  
317 For more about self-assessment tests see Chapter VII, subsection 4.3. 
318 Ibid (n 315).  
319 .Ŝǘ ŀǘ IƻƳŜΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ мΦнΩ ғhttps://www.bet-at-home.com/en/privacypolicy> 23 November 2017. 
320 LōƛŘΤ .Ŝǘ/ƭƛŎΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ мΩ ғhttps://en.betclic.com/content/privacypolicy> 23 November 2017.   
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gambling services.321 The conducted analysis demonstrated that cookies are necessary for the 

functioning of web pages and for the provision of an online gambling service and its overall technical 

system. So called Ψessential cookiesΩ322 enable access to secure areas of the web page that are 

particularly important for placing a secure stake, depositing funds and accessing the shopping basket.323 

These cookies may also record the geolocation of a user.324 In addition, cookies may serve for the 

improvement of the technical performance of web pages (web analytics, ad response rates, error 

management, testing design325). They could customize user experiences326 ōȅ ǊŜƳŜƳōŜǊƛƴƎ ǳǎŜǊǎΩ 

settings, detecting services that have already been offered327 or recognizing the language that a user 

prefers. Concerning the monitoring of a concrete individual, cookies might be used to analyze a 

ƎŀƳōƭŜǊΩǎ ōŜƘŀǾƛƻǊ ŀƴŘ ŜǾŀƭǳŀǘŜ ƛǘ ƛƴ ƻǊŘŜǊ ǘƻ ƛƳǇǊƻǾŜ the service offered.328 Therefore, cookies serve 

the purpose of recognizing registered gamblers in two ways - to authenticate them and to match their 

personal preferences. Cookies used for authentication and identity checks allow users to login to the 

webpage.329 However, cookies do not merely carry a controlling or monitoring function. Their recorded 

results might be sent to other technological agents whose function is to carry out several useful 

analyses.  

3.4.1.3 Third party services and databases  

Apart from their role in data collection, cookies have an important function in data analytics. The 

analysis of selected privacy policies showed that third parties use cookies to create implicit data that is 

very usable from the business perspective. In addition, cooperation with third parties might result in an 

exchange of data that is not necessary linked to the use of cookies.   

So called analytical cookies are usually third-party cookies (Bwin uses the services of Adobe and their 

cookies for analytical purposes, Bet-at-IƻƳŜΩǎ ŀƴŀƭȅǘƛŎǎ ǊŜƭȅ ƻƴ DƻƻƎƭŜΩǎ ǿŜō ŀƴŀƭȅǘƛŎǎ ǎŜǊǾƛŎŜǎ ŀƴŘ 

Inspectlet services, and Betfair uses Google and Yahoo analytics). Analytical cookies monitor the 

movements of concrete users around webpages, or groups of users selected under certain criteria (e.g. 

gender, age or demographic bases). This data can be used in various different ways, but the purpose 

that is primarily emphasized in the analyzed policies relates to statistical analyses that serve the 

improvement of business performance. Data obtained through the use of cookies might be transferred 

                                                           
321 Ibid (n 315).  
322 This term is used by Betfair Privacy Policy  
323 .ǿƛƴΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ тΦрΩ ғhttps://help.bwin.com/pt/general-information/security/privacy-policy> accessed 
но bƻǾŜƳōŜǊ нлмтΤ .ŜǘŦŀƛǊΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ /ƻƻƪƛŜǎΩ 
<http://www.betfair.com/aboutUs/Privacy.and.Data.Protection/#Privacy2> accessed 23 November 2017 January 
2017.   
324 .ŜǘŦŀƛǊΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ /ƻƻƪƛŜǎΩ ғhttp://www.betfair.com/aboutUs/Privacy.and.Data.Protection/#Privacy2> 
accessed 23 November 2017 January 2017.    
325 .ǿƛƴΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ тΦрΩ ғhttps://help.bwin.com/pt/general-information/security/privacy-policy> accessed 
23 November 2017.  
326 tŀŘŘȅ tƻǿŜǊΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ тΦоΩ ғhttps://support.paddypower.com/app/answers/detail/a_id/9/~/privacy-
%26-cookie-policy> accessed 23 November 2017.  
327 Ibid (n 325).  
328 .ǿƛƴΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ млΩ ғhttps://help.bwin.com/pt/general-information/security/privacy-policy> accessed 
23 November 2017.  
329 [ŀŘōǊƻƪŜǎΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ рΦнΩ ғhttp://helpcentre.ladbrokes.com/app/answers/detail/a_id/272/~/privacy-
policy> accessed 23 November 2017.   
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to a third party, as it is ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǘƘŜ ǇǊŜǾŜƴǘƛƻƴ ƻŦ άŀƴǘƛ-money laundering, verification of customer 

ƛŘŜƴǘƛǘȅ ŀƴŘ ǇǊŜǾŜƴǘƛƻƴ ƻŦ ŦǊŀǳŘǳƭŜƴǘ ǘǊŀƴǎŀŎǘƛƻƴǎΦέ330   

Cooperation by online gambling service providers with third parties may include the exchange of 

ƎŀƳōƭŜǊǎΩ ŘŀǘŀΦ {ŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ may receive data related to gamblers from their affiliates, suppliers, 

partners and sub-contractors.331 Whilst third parties play an important role in the creation and exchange 

of data for commercial communication purposes, they are also important in regards to financial 

transactions. Financial institutions that process electronic payments are a necessary intermediary 

between gamblers and online gambling service providers.332 At the very least, they have to be included 

in the depositing and withdrawing of gambling-related financial means.   

All privacy policiŜǎ Ŏƻƴǘŀƛƴ ǊǳƭŜǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ Ŧƭƻǿ ƻŦ ƎŀƳōƭŜǊǎΩ ŘŀǘŀΦ 5ŜǎǇƛǘŜ ǎƭƛƎƘǘ ŘƛŦŦŜǊŜƴŎŜǎ ŀƳƻƴƎ 

ǇƻƭƛŎƛŜǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘƛǎ ƛǎǎǳŜΣ ŀ ŎƻƳƳƻƴ ŦŜŀǘǳǊŜ ƛƴ ŀƭƭ ŜȄŀƳƛƴŜŘ ǇƻƭƛŎƛŜǎ ƛǎ ǘƘŀǘ ƎŀƳōƭŜǊǎΩ Řŀǘŀ Ŏŀƴ ōŜ 

transferred to a third party. Apart from the fact that third parties may offer their services to gamblers, 

they also process data on behalf of service providers for various purposes, including for promotion and 

advertising purposes.  

4 Synthesis  
This chapter has given an account of online gambling (behavioral) advertising as a contributor to 

problem gambling in the EU. What is presented gives support to a causal relation between gambling 

advertising and problem gambling with certain types of users. Also, an analysis of 11 privacy policies 

showed that online gambling service providers have well-built channels to collect and process the 

personal data of online gamblers.   

Despite certain limitations, there is sufficient evidence from scientific studies to suggest that gambling 

advertising shapes gambling behavior, decision-making processes and could incite problem gambling in 

certain users. Therefore, gambling advertising should be considered a gambling-related risk. However, 

gambling advertising alone does not provoke problem gambling, including the associated health 

disorders that come with it, among the whole gambling population. Comparing notes on tobacco use (or 

any other product that endangers human health) with gambling could be useful, but may also lead to 

inaccurate inferences. It is well known that the smoking of cigarettes erodes its ŎƻƴǎǳƳŜǊǎΩ ƘŜŀƭǘƘΦ The 

adverse effects of smoking exist regardless of the features of consumption (frequency, scope, type of 

cigarettes). For that reason, commercial communication about tobacco products is very limited. 

Gambling can also jeopardize human health, but the analogy between gambling advertising and tobacco 

advertising is improper. Taking into consideration the scientific findings made so far, it might be claimed 

that in the majority of cases gambling does not erode human health. Moreover, the occurrence of 

problem gambling is influenced by various factors and, thus, is considered a unique phenomenon that 

should be observed on a case-by-case basis.333 However, there exists a substantial amount of plausible 

                                                           
330 /ƻǊŀƭΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ рΦнΩ ғhttp://coral-eng.custhelp.com/app/answers/detail/a_id/2132/~/privacy-policy> 
accessed 23 November 2017.  
331 /ƻǊŀƭΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘ оΦпΩ ғhttp://coral-eng.custhelp.com/app/answers/detail/a_id/2132/~/privacy-policy> 
ŀŎŎŜǎǎŜŘ но bƻǾŜƳōŜǊ нлмтΤ .ŜǘŦŀƛǊΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ Iƻǿ ȅƻǳǊ tŜǊǎƻƴŀƭ LƴŦƻǊƳŀǘƛƻƴ ǿƛƭƭ ōŜ ǳǎŜŘΚ 
<http://www.betfair.com/aboutUs/Privacy.and.Data.Protection/#Privacy2> accessed 23 November 2017.   
332 /ƻǊŀƭΣ ΨtǊƛǾŀŎȅ tƻƭƛŎȅΥ ŀǊǘǎ оΦтςоΦфΩ ғhttp://coral-eng.custhelp.com/app/answers/detail/a_id/2132/~/privacy-
policy , accessed 23 November 2017.  
333 For more about see Chapter III, section 3.   
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research that demonstrates the relation between gambling advertising and the occurrence of the 

adverse effects of gambling. Scientific studies demonstrate that gambling advertising bears certain risks, 

particularly for vulnerable categories of consumers (young people, former gambling addicts, gamblers 

that try to decrease the amount they gamble). Therefore, one could infer that gambling advertising, in 

certain circumstances, and among certain consumers, may provoke adverse effects including those that 

jeopardize a gamblerΩs health.  

Behavioral advertising is a sort of advertising strategy that seeks to improve the effectiveness of 

marketing by matching personal interests with particular products. Thus, one could claim that 

behavioral advertising has a potentially even greater impact on problem gambling than conventional 

sorts of commercial communication. The use of sophisticated profiling technology and support from 

outsourced experts generates novel knowledge that is useful for facilitating advertising appeals that 

match a gamblerΩs personal interests. This way, gamblers are offered games that attract their attention. 

From a business perspective, this is a desirable goal. Nevertheless, due to an increase in the 

effectiveness of capturing ƎŀƳōƭŜǊǎΩ ŀǘǘŜƴǘƛƻƴΣ ƛǘ Ŏŀƴ ōŜ ǇǊŜǎǳƳŜŘ ǘƘŀǘ behavioral advertising increases 

the likelihood of higher levels of gambling consumption or effective stimulation of urges to gamble. 

Notwithstanding the lack of conclusive empirically evidenced research about the influence of behavioral 

advertising on problem gambling, there is sufficient evidence to establish the hypothesis that online 

gambling behavioral advertising is a gambling-related risk and provokes problem gambling. 

In favor of this hypothesis, there is a feedback loop that demonstrates the sustainable effectiveness of 

online gambling behavioral advertising, which is based on the development of a gambling-related risk 

(Figure 1). The first node in the feedback loop refers to ǘƘŜ ŎƻƭƭŜŎǘƛƻƴ ƻŦ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ hƴƭƛƴŜ 

gambling service providers, as well as third parties acting on behalf of service providers, collect data in 

order to profile their consumers. Later, they process data that indicates gambling behavior and personal 

preferences toward specific games. When service providers create consumer profiles, they supply them 

with online gambling behavioral advertising appeals. In other words, they send them adverts that are 

likely to attract their attention. It can be presumed that after seeing these adverts, several gamblers will 

keep gambling or gamble more than they would otherwise do. In doing so, they generate more data 

about their gambling behavior. The additional data feeds back into the refining of gambler profiles that, 

subsequently, can be used for building more effective commercial communications. The overall process 

repeatedly occurs and every new round brings new knowledge about gamblers and their gambling 

behavior, further influencing the quality of commercial communications. Therefore, it appears that this 

feedback loop points to the gradual increase of gambling-related risks through every subsequent round 

of the process.     
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Figure 1 - Feedback loop on the sustainable effectiveness of online gambling behavioral advertising 

Behavioral advertising and profiling are not limitless. Service providers have to align their marketing 

activities with mandatory legal rules. The law seeks to ensure that advertising content is not deceptive 

and/or untruthful.334 Manipulative content may jeopardize personal autonomy and affects the 

protection oŦ ŎƻƴǎǳƳŜǊǎΩ ǇŜǊǎƻƴŀƭ ƘŜŀƭǘƘ ŀƴŘ ǿŜŀƭǘƘΦ IƻǿŜǾŜǊΣ ǘƘŜǊŜ ƛǎ ƴƻ ǊŜƭƛŀōƭŜ ŀƎŜƴǘ or institution, 

including the law, that can put the process presented in the feedback loop under total control. This is 

due to several reasons. Firstly, online gambling advertising is a gambling-related risk whose effects differ 

in different cases (some gamblers are not so sensitive to advertisements, whereas some others found 

commercial communication to be a main catalyst for their gambling-related problems, including 

problem gambling); secondly, there is no clear benchmark as to when an online gambler should be 

considered at risk or as suffering from problem gambling, nor do any widely accepted instruments exist 

that identify these sort of gamblers; thirdly, profiling has the potential to attribute new values to already 

existing knowledge with every round of the feedback loop. By doing so, the process becomes difficult to 

both follow and control; finally, even in a hypothetical case where new knowledge cannot be extracted 

by further data processing (e.g. a gambler constantly repeats his/her gambling routine), there is the 

potential for external intervention from the industry, which could offer new structural and situational 

elements to gambling (e.g. a gambler is offered similar or new games), elements that provoke new 

behavior and consequently generate new data that will further improve knowledge about gambler 

behavior. For these reasons, permanent improvements to online gambler protection should be part of a 

never-ending process that will include not only law, but also other types of regulations and strategies 

that could contribute to responsible gambling. 

 

                                                           
334 EC Recommendation, art 41. 
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/ƘŀǇǘŜǊ ±Υ LŘŜƴǘƛŦƛŎŀǘƛƻƴ ŀƴŘ ǘƘŜ ƛŘŜƴǘƛǘȅ ƻŦ 
ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎ 

1 Introduction  
¢ƘŜ ŎƻƭƭŜŎǘƛƻƴ ƻŦ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŀƴŘ ǘƘŜ ǎubsequent processing of said data, could be 

described as a double-edged sword. On the one hand, the processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ 

for commercial communication purposes exposes gamblers to gambling-related risks. On the other, 

online gambler protection is also based on data processing. The processing of personal data for 

protective purposes is based on the identification of online gamblers and the recognition of risky ways 

of gambling. For that reason, identification can be considered as a complex process of ǊŜǾŜŀƭƛƴƎ ƻƴŜΩǎ 

identity that may serve various purposes, including gambler protection.   

The goal of this chapter is to explain the significance of identifying gamblers and its potential role in 

their protection. Particular attention is given to identification for responsible gambling purposes. The 

implementation of a responsible gambling approach not only requires the proper identification of online 

gamblers, but also the detection of their gambling behavior. Therefore, several different identification 

mechanisms form the essence of the implementation of responsible gambling principles. For that 

reason, the most important mechanisms are presented in this chapter.     

The first part of the chapter provides an in-depth observation of the theoretical aspects of identification 

and personal identity. This part aims to explain the complexity of personal identity, various perspectives 

made towards it and the possible implications of the process of identification. The second part of the 

chapter sheds light on the role online gambler identification plays in the protection of online gamblers, 

and is composed of three different sections. Firstly, the role of identification in the prevention of 

underage gambling is discussed. In the second section, identification is observed as a way of detecting 

problematic gambling behavior. The third section then focuses on the identification of self-excluded 

gamblers by presenting several different mechanisms of self-exclusion. The chapter ends with a 

synthesis of the topic.    

2 Identification and personal identity 
We are used to observing different things and then subsequently classifying them within (pre)conceived 

categories and groups. Our perception and cognition of entities of any kind (people, things, and actions) 

influence the judgments we make about them. In doing so, we create systems based on the differences, 

as well as the uniformities, that exist amongst entities. Our knowledge will contain information about 

features, values and specificities that we attribute to somebody or something. The utilization of these 

attributes enables us to engage in a complex process of recognition and identification.  

In everyday life, identification refers to a set of processes related to the disclosure of information about 

a person and the usage of said information.335 Certain information about a person, such as their 

personal name, date and place of birth, possession of certain citizenship and certain personal numbers, 
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refers to a set of identifiers that are probably sufficient for the police or tax officers in certain countries 

to be able to identify a particular person. The existence of an available database which contains data 

about tax payers or people with criminal records, enables purposeful identification in certain cases (e.g. 

for the identification of a person suspected of tax evasion). Therefore, it might be said that identification 

is a process that reveals data that refers to personal identity. Explaining the notion of personal identity, 

Nabeth focuses on a twofold perspective. The first can be referred to as the Ψprocess perspectiveΩ of 

personal identity, whose meaning resembles what could be considered a widespread understanding of 

identification ς the use of the most common identifiers in order to find out who someone is. The 

second, is the Ψstructural perspectiveΩ of identity, which views identity as a set of attributes 

characterizing the person in different contexts or activities.336 Pfitzmann and Hansen define identity as 

άŀƴȅ ǎǳōǎŜǘ ƻŦ ŀǘǘǊƛōǳǘŜ ǾŀƭǳŜǎ ƻŦ ŀƴ individual person which sufficiently identifies this individual person 

ǿƛǘƘƛƴ ŀƴȅ ǎŜǘ ƻŦ ǇŜǊǎƻƴǎέΦ337 Thus, identity refers to a broad spectrum of attributes that individualize a 

certain person and that enable her/his identification within a group. The utilization of a set or subset of 

these attributes and relevant identifiers serve identification purposes.338  

Our identity contains various elements that are used for numerous functions. Some of them are 

absolutely permanent, obtained at birth and unchangeable. For example, biological characteristics such 

as our DNA or fingerprints, as well as socio-cultural characteristics such as our biological parents, or our 

place and date of birth, are immutable. From a temporal perspective, we may note that some aspects of 

our identity are acquired over time. Some of them are embedded for a certain period of time (e.g. 

residence during university studies), whereas others permanently mark our identity from the moment 

they are acquired (e.g. university education). Therefore, parts of our personal identity are timeless and 

either completely or partially under our control. Some parts, however, are assigned, and related to a 

particular context, referring to either temporary or permanent features. There are, furthermore, parts 

of our identity that are created with or without our awareness, at an abstract or aggregated level339.340  

Psychological studies which focus on identity issues reveal several different aspects of identity 

perception. People can perceive their own identity and present themselves to their environment 

according to the ways in which they view themselves.341 Such self-perception of personal identity refers 

to the first-person perspective.342 Apart from self-perception, ΨpresentationΩ refers to the active form of 

presenting oneself to others, whereas ΨrepresentationΩ means an indirect presentation based on the 

perception of others.343 Therefore, the permanent building and rebuilding of identity includes the first-

                                                           
336 Ibid. 
337 Andreas Pfitzmann and Marit Hansen, ΨA terminology for talking about privacy by data minimization: 
Anonymity, Unlinkability, Undetectability, Unobservability, Pseudonymity, and Identity ManagementΩ (Version 
v0.34, August 2010) 30 <https://dud.inf.tu-dresden.de/literatur/Anon_Terminology_v0.34.pdf> accessed 24 
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339 Like those created by use of profiling techniques  
340 Nabeth (n 335) 40-47.  
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342 Ibid. 
343 Arnold Roosendaal, 5ƛƎƛǘŀƭ tŜǊǎƻƴŀ ŀƴŘ tǊƻŦƛƭŜǎ ƛƴ [ŀǿΥ tǊƻǘŜŎǘƛƴƎ LƴŘƛǾƛŘǳŀƭǎΩ wƛƎƘǘ ƛƴ hƴƭƛƴŜ /ƻƴǘŜȄǘ (Wolf 
Legal Publishers) 18.  
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person perspective and the perspective of others (the third-person perspective). However, it is difficult 

to make a clear distinction between these two perspectives. The first-person perspective generates a 

ΨƳŜΩ344 perspective, that is constantly reconstructed due to the changes that third-person perspectives 

ǊŀƛǎŜ ŦƻǊ ƻƴŜΩǎ particular identity. In other words, our perception about ourselves inter alia considers the 

opinions of others. In addition to ǘƘŜ ΨƳŜΩ ǇŜǊǎǇŜŎǘƛǾŜΣ there is ŀƴ ΨLΩ perspective that is not as prone to 

reconstruction.345 Notwithstanding various understandings of the ŎƻƴŎŜǇǘ ƻŦ ǘƘŜ ΨLΩ as concerns identity, 

Nabeth considers ǘƘŜ ΨLΩ as an undetermined self-identity that is released from the influence of third-

person perspectives.346 Further differences between ǘƘŜ ƛŘŜƴǘƛǘȅ ŎƻƴŎŜǇǘǎ ΨLΩ ŀƴŘ ΨƳŜΩΣ can be seen 

when we look beyond the issue of self-perception. The presentation and representation of ƻƴŜΩǎ 

identity, for example, indicate a philosophical problem regarding the distinction between idem-identity 

and ipse-identity. These identities are complementary, and yet, at the same time, conflicting. The idem-

identity refers to the sameness of an entity over time, as well as to its similarity with other entities that 

are placed in the same category. The ipse-identity refers to the sense of self and depends on continuity. 

On the one hand, the ipse-identity constructs the first-person perspective of identity that considers how 

one is different from others. On the other hand, the idem-identity is based on sameness and the 

similarities one can have with others. However, the fluid and dynamic structure of the ipse-identity not 

only depends on its own first-person perspective, but also on the idem-identity, including the 

perceptions we may have about ourselves that are influenced by third-persons.347 Therefore, identity 

might be conceptualized άŀǎ ŀƴ ŜȄŎƭǳǎƛǾŜ ǇŜǊŎŜǇǘƛƻƴ ƻŦ ƭƛŦŜΣ ƛƴǘŜƎǊŀǘƛƻƴ ƛƴǘƻ ŀ ǎƻŎƛŀƭ ƎǊƻǳǇΣ ŀƴŘ 

continuity, which is bound to a body and ς at least to some degree ς ǎƘŀǇŜŘ ōȅ ǎƻŎƛŜǘȅέΦ348  

Identity can be observed as the unity of all ƻŦ ŀ ǇŜǊǎƻƴΩǎ personal attributes, but also as a set or subset 

of attributes. A traditional model of identity associates one physical person to one identity.349 

Nevertheless, various social roles, such as being a parent, employee, student, tax payer or basketball 

player, create personal attributes and shape ŘƛŦŦŜǊŜƴǘ ǇŀǊǘǎ ƻŦ ƻƴŜΩǎ identity. Therefore, an identity may 

refer to a particular social role and/or to a complete identity that includes all roles.350 Different activities 

create social roles in the physical world, but individuals make various actions in the online environment 

too. The development of new opportunities for social interaction, business transactions, education and 

entertainment, enlarge the scope of peopleΩs activities in the online environment. For that reason, 

activities undertaken in the online environment evolve the concept of identity, and form a digital 
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identity. According to Pfitzmann and Hansen, a digital identity is the representation of a partial identity 

and denotes personal data stored and processed by computer-based applications.351  

Partial identities might be perceived as being isolated from each other. The social role of being a parent 

is obviously different from the role of being an employee. However, ƻƴŜΩǎ complete personal identity is 

not comparable to a wall built with partial-identity bricks. People are used to changing their behaviors, 

habits, activities, environments, relations and emotions. Thus, partial identities are not inalterable. Their 

structures tend to be rather flexible and dynamic (except the parts that are immutable) with the 

propensity to change other partial identities that one may have, as well as ƻƴŜΩǎ complete identity. The 

identity of an online gambler is not an exception, and ǘƘŜǊŜŦƻǊŜ ǎƻƳŜƻƴŜΩǎ ƛŘŜƴǘƛǘȅ ŀǎ ŀ ƎŀƳōƭŜǊ 

influences the other spheres of their life (and vice versa). This identity, composed of digital and non-

digital parts, interacts with different social roles creating desirable, but also adverse factors in the life of 

a real-world individual. Some of the most challenging tasks concern how to identify ŀƴ ƻƴƭƛƴŜ ƎŀƳōƭŜǊΩǎ 

partial identities and link them to form a more complete and accurate profile of said gambler, which is 

important for the responsible gambling approach, and so enable the timely recognition of gamblers at 

risk.      

3 The role online gambler identification plays in the protection of 

online gamblers 
The identification of gamblers is important for the implementation of a responsible gambling approach. 

However, different national and non-harmonized gambling regulations in the European Union influence 

the diversity of rules regarding the identification of online gamblers. The contemporary regulatory 

framework, inter alia, features different national approaches toward the utilization of responsible 

gambling measures. Therefore, in different Member States, responsible gambling measures ς including 

those aimed at the prevention of problem gambling ς are regulated, organized and implemented in 

accordance with national standards. Notwithstanding this legislative diversity, the identification of 

online gamblers and the implementation of responsible gambling measures are an inseparable part of 

online gambler protection in EU Member States. Concerning the prevention of problem gambling, as the 

most important goal in regard to responsible gambling, the identification of gamblers is performed to 

prevent underage people from gambling, as well as to protect other vulnerable groups of gamblers, in all 

EU Member States. 

This part of the chapter sheds light on online gambler identification as a resource for the protection of 

online gamblers. The first section explains the significance of consumer identification for the goal of 

preventing underage gambling. This section explains why underage people are prohibited from gambling 

and points out certain controversies regarding the notion of underage people in the context of gambling 

ƛƴ ǘƘŜ 9¦Φ Lƴ ŀŘŘƛǘƛƻƴΣ ǘƘŜ ǇǊƛƴŎƛǇƭŜǎ ƻŦ ŀ Ǌƻōǳǎǘ ŀƴŘ ǊŜƭƛŀōƭŜ ǎȅǎǘŜƳ ŦƻǊ ǘƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ŎƻƴǎǳƳŜǊǎΩ 

data is proposed by presenting several different mechanisms that have been used for these purposes in 

different Member States. The following sections focus on the identification of online gamblers and its 

role in the protection of vulnerable groups of gamblers. Particular attention is given to the role of big 

data analytics and artificial intelligence and their use for the detection of risky gambling behavior. The 

subsequent part provides a detailed explanation of the function and organization of self-exclusion 
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mechanisms. The reason for giving particular attention to self-exclusion mechanisms is their widespread 

use by contemporary online gambling service providers in Europe.   

3.1 Prevention of underage gambling 
Underage people are not permitted to gamble.352 It is one of the most important rules in terms of the 

protection of vulnerable consumers. However, there is no singular benchmark in the EU that determines 

an age threshold for gambling. Differences regarding both the age limit, and mechanisms for the 

ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ŀ ŎǳǎǘƻƳŜǊΩǎ Řŀǘŀ ǘƘŀǘ ǊŜǾŜŀƭ Ƙƻǿ ƻƭŘ ƘŜκǎƘŜ ƛǎ, evidence a difference in approach among 

Member States.    

3.1.1 Ψ¦ƴŘŜǊŀƎŜ ǇŜƻǇƭŜΩ are prohibited from gambling 

The internet and its contents are omnipresent and often available to all generations. The internet offers 

numerous channels for young people to communicate with their friends, play, entertain themselves, 

learn, express their thoughts and even argue. Engagement in activities within the online environment 

starts at a very early period of life. A study conducted by The London School of Economics and Political 

Science shows that a substantial percentage of children in EU Member States being using the internet at 

a very early age.353 In the UK, three out of four children under 8 years old go online. According to the 

study, in Germany considerable lower percentage of kids under 8 have access to the Internet (21%), 

whereas in other researched countries (France, Belgium, Sweden, Netherlands, Austria, and Norway) the 

percentage is higher, ranging from 50% to 70%. The EU Kids Online Survey found that almost 60% of 

Europeans aged between 9 and 16 go online on a daily basis, with youths between 15 and 16 years of 

age spending more than three hours online per day.354 The same survey indicates that playing games 

and/or enjoying other forms of entertainment are highly ranked online activities among the researched 

sample. Going online should not be viewed as necessarily bad for the development of children and 

young people in general. The online environment can also lead young people to develop a lot of skills in 

ways that are quite desirable and productive. However, the Internet has also brought along the 

development of new social, psychological, cultural and economic risks, with certain existing risks having 

shifted from the offline to the online environment.355       

Gambling as a way of entertainment is only permitted to adults. National gambling legislations should 

impose an obligation ǿƘƛŎƘ ǊŜǉǳƛǊŜǎ ǘƘŜ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ ŀ ŎƻƴǎǳƳŜǊΩǎ ŀƎŜ ōŜŦƻǊŜ ƘŜκǎƘŜ Ŏŀƴ ōŜ 

permitted to gamble.356 This obligation is one of the main goals of responsible gambling ς the 

prevention of underage gambling. The fulfillment of this goal is the first step toward gambler protection. 

Despite the formal prohibition of underage gambling, an analysis of the available studies indicates that 
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77% to 83% of adolescents are involved in gambling.357 In addition, the prevalence of risky/problem 

gamblers among young people and adolescents is considerably higher than among the general 

population.358 The prevalence of problem gamblers among the youth population differs between 

different regions and countries. In their analysis of 44 studies about youth gambling (regarding gamblers 

whose ages ranged from 10 - 24) Calado et al. discovered that the percentage of the researched 

population that fulfills the criteria for problematic gambling differs from 0.2% to 12.3%.359 Establishing 

the prevalence of underage gambling also depends on the metrics used to define problem gambling. In 

Denmark, around 1.3% of young people between 11 and 17 years old show indications of problem 

gambling.360 Using the same diagnostic criteria as that used for Denmark, scientists in Finland arrived at 

a similar percentage of young people whose behavior might be described as showing evidence of 

problem gambling.361 Yet, the implementation of different diagnostic criteria indicated that almost 8.0% 

of the interviewed adolescents in Finland could be identified as risky/problem gamblers.362 

Findings from numerous research projects have demonstrated that underage people suffer from various 

adverse gambling consequences. Psychological, personal and financial problems among adolescents are 

the most prevalent gambling-related harms.363 Adolescents are identified as a vulnerable group due to 

their propensity for developing severe gambling problems and the consequences these bring.364 Young 

people have a higher tendency to engage in risky activities (especially during childhood and 

adolescence) than adults. Observing the literature, Hardoon and Derevensky point out several socio-

cultural and psychological factors, as well as accessibility and availability of gambling, as proven 

contributors that influence (or are influenced by) gambling behavior among the youth population.365 

Cultural factors and social environments might also encourage young people (especially boys) to express 

their courage (or masculinity). In addition, financial motivation plays an important role in the decision-

making process. Sensation seeking, as an important factor of personal development during the 

adolescent period, could influence the social and emotional state of an adolescent, as well as his/her 

need to seek rewards.366 As a consequence, adolescent problem gamblers show a lack of self-esteem, a 
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363 Neven Ricijas, Dora Dodig Hundric and Aleksandra Huic, ΨPredictors of adverse gambling related consequences 

ŀƳƻƴƎ ŀŘƻƭŜǎŎŜƴǘ ōƻȅǎΩ όнлмсύ ст Children and Youth Services Review 168, 172.  
364 Jeffrey 5ŜǊŜǾŜƴǎƪȅ ŀƴŘ [ȅƴŜǘǘŜ DƛƭōŜŀǳΣ ΨAdolescent gambling: Twenty-fiǾŜ ȅŜŀǊǎ ƻŦ ǊŜǎŜŀǊŎƘΩ όнлмрύ с 

Canadian Journal of Addiction/Le Journal Canadien d'Addiction 4. 
365 Hardoon and Derevensky (n 358) 273.  
366 aƻǊŜ ŀōƻǳǘ ƛƴΥ [ŀǳǊŜƴŎŜ {ǘŜƛƴōŜǊƎΣ Ψwƛǎƪ ¢ŀƪing in Adolescence: New Perspectives from Brain and Behavioral 
{ŎƛŜƴŎŜΩ όнллтύ мс /ǳǊǊŜƴǘ 5ƛǊŜŎǘƛƻƴǎ ƛƴ tǎȅŎƘƻƭƻƎƛŎŀƭ {ŎƛŜƴŎŜ ррΤ [ŀǳǊŜƴŎŜ {ǘŜƛƴōŜǊƎΣ Ψ! ǎƻŎƛŀƭ ƴŜǳǊƻǎŎƛŜƴŎŜ 

https://link.springer.com/article/10.1186/s13011-015-0003-8#citeas
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higher rate of depression and higher propensity toward suicide than their peers.367 Therefore, it makes 

sense to not allow underage peoplŜ ǘƻ ƎŀƳōƭŜΦ IƻǿŜǾŜǊΣ ǘƘŜ ǘŜǊƳ Ψŀƴ ǳƴŘŜǊŀƎŜ ǇŜǊǎƻƴΩ is vague, or at 

least could be interpreted in various different ways.   

It is a fact that young people are legally prohibited from certain goods and services. Products such as 

alcohol and tobacco are age-restricted in Europe. Thus, national regulators in Europe tend to prevent 

underage people from consuming age-restricted products, by prohibiting sellers from selling age-

restricted products to underage people. Usually, people who are under 18 years of age are considered 

underage consumers. However, the age of 18 is not a standard threshold for full legal capacity which 

applies throughout all EU Member States. People under 18 years of age are not legally prohibited from 

buying (non-age-restricted) products or of bearing responsibilities for certain actions. In that light, it is 

unclear why a particular date in ƻƴŜΩǎ life (mainly ƻƴŜΩǎ 18th birthday, but there are exceptions) would 

formally transform a vulnerable consumer into a non-vulnerable one. However, this argument presents 

a very general problem in law. Its consideration might prevent legislators from using any age limit in any 

context. A regulation without generic age limits could present various difficulties and challenges, 

particularly from the perspective of legal certainty and consistency. 

Disagreements among stakeholders (primarily among national regulators) regarding the age threshold 

for gambling, contribute to the fragmentation of gambling regulations in Europe and confusion as to the 

legal age for gambling in the EU. In France, Slovenia, Denmark, Finland, Great Britain, Italy and Bulgaria, 

underage people, as concerns gambling, are those under the age of 18. In 12 of 16 German states, being 

18 years old is the required age standard in order for one to be able to gamble, whereas in the other 

four German states a consumer has to be at least 21 years old (as is the case in Belgium and Lithuania 

too). The Swedish national legislation determines that a consumer has to be 20 years old in order to be 

permitted to gamble. In Greece, casinos only permit gambling to consumers aged 23 years or over. 

However, in some cases, people under the age of 18 are allowed to gamble. In Estonia the threshold age 

for playing the lottery is 16.368 Therefore, from a legal perspective, consumers from different EU 

Member States are treated differently as concerns the age threshold for gambling. However, 

considering the fact that online gambling is de facto a cross-border service, often accessible in states 

that did not grant a license for the operations of the relevant service providers in their country, 

compliance with national rules as regards the age threshold age for gambling is becoming very complex.  

3.1.2 Age verification mechanisms    

In order to buy age-restricted products, some consumers must prove that they are old enough to buy 

them. By revealing their age, consumers disclose a part of their identity. However, it is often the case 

that various other data may also be revealed for the purpose of the identification of a consumerΩs age. 

When a young consumer tries to buy a bottle of alcohol or purchase tobacco, he/she would be asked to 

present an identity document (ID), in order to prove that he/she is over the required age limit. Checking 

the ID provides the checker not only with ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ ŀƎŜΣ ōǳǘ ŀƭǎƻ ǎŜǾŜǊŀƭ ƻǘƘŜǊ elements of 

personal data.  

                                                                                                                                                                                           
ǇŜǊǎǇŜŎǘƛǾŜ ƻƴ ŀŘƻƭŜǎŎŜƴǘ Ǌƛǎƪ ǘŀƪƛƴƎΩ όнллуύ ну 5ŜǾŜƭƻǇƳŜƴǘ wŜǾƛŜǿ туΤ [ŀǳǊŜƴŎŜ {ǘŜƛƴōŜǊƎΣ Ψ! 5ǳŀƭ {ȅǎǘŜƳ 
Model of Adolescent Risk-¢ŀƪƛƴƎΩ όнлмлύ рн 5ŜǾŜƭƻǇƳŜƴǘŀƭ tǎȅŎƘƻōƛƻƭƻƎȅ нмсΦ 
367 Hardoon and Derevensky (n 358) 272-274. 
368 For more about see: The Federal Association of Child and Youth Protection ς .!WΣ ΨtǊƻǘŜŎǘƛƻƴ ƻŦ ƳƛƴƻǊǎΩ 
<http://www.protection-of-minors.eu/en/info.html> accessed 24 November 2017.  

http://www.protection-of-minors.eu/en/info.html
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A large volume of online gambler-related data is disclosed and processed before, during and after 

gambling sessions. This data is processed for several reasons ς whether that be on account of 

mandatory legal rules, account management, research, analysis, or promotional and advertising 

activities.369 Before being able to gamble, a new customer has to register him/herself. Registration is a 

necessary step for several purposes. The first one is for forming a personal account. The personal 

ŀŎŎƻǳƴǘ ƛǎ ƴŜŜŘŜŘ ŦƻǊ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ŀƭƭ ŦǳǊǘƘŜǊ ƎŀƳōƭƛƴƎ ŀŎǘƛǾƛǘƛŜǎ ŀƴŘ ǘƘŜ ƻƴƭƛƴŜ ƎŀƳōƭŜǊΩǎ 

personal details.370 Although necessary, registration alone is insufficient for authorizing a customer to 

ƎŀƳōƭŜΦ !ŦǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴΣ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ Ƙŀǎ ǘƻ ōŜ ǾŜǊƛŦƛŜŘΦ371 Verification is necessary 

for confirming the disclosed personal data during the registration process. Successful verification 

ŎƻƴŦƛǊƳǎ ǘƘŜ ŀŎŎǳǊŀŎȅ ƻŦ ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ Řŀta and allows him/her to start gambling. In cases where 

ǾŜǊƛŦƛŎŀǘƛƻƴ ƛǎ ǳƴǎǳŎŎŜǎǎŦǳƭΣ ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ ǊŜƎƛǎǘǊŀǘƛƻƴ ǎƘŀƭƭ ōŜ ǎǳǎǇŜƴŘŜŘΦ ¢ƘǳǎΣ ǘƘŜ ǊŜƎƛǎǘǊŀǘƛƻƴ ŀƴŘ 

verification processes are necessary for investigating whether the customer fulfills the mandatory legal 

requirements to gamble, including being over the age threshold. 

The verification of a customerΩs data, including data that reveals the customerΩs age, is complex work. 

The process of personal data verification has to be carried out in accordance with the rules promoted by 

the national gambling legislation. Also, privacy and data protection regulations should not be violated. 

However, considering the possibility providing a cross-border service, the consumerΩs age verification 

could be carried out in several different ways:  

- Service providers could discard the registration of a customer who is not a citizen of a country 

that has issued a license for their online gambling service and whose national gambling 

legislation has to be complied with.     

- Service providers could accept a customer, carry out the registration process and the validation 

of the customerΩs data in accordance with the national rules of the licensor.   

- A third option is available in the form of a double-checking system. Service providers could 

accept a customer, carry out the registration process and the validation of the customerΩs data 

in accordance with the national rules of the licensor, but also conduct a registration and 

validation procedure following the national rules of the country whose citizenship (or residence 

permission) a customer indicates is applicable to him in the registration process.  

Whereas the first two options are practically implementable, the third one is quite complex and, under 

certain circumstances, very difficult to apply. There is the possibility that the age threshold for gambling 

is not the same in the country of where the customer is a citizen as that in the country of the licensor. If 

the age threshold in the country of the customer is higher than in the country of the licensor, then there 

are not so many obstacles in the way of carrying out the registration and validation of the customerΩs 

data. In the opposite situation, the customer who is under the age threshold of the country of the 

licensor has to be rejected, due to the impossibility of complying with the national gambling legislation 

of that country. There is a hypothetical possibility for cooperation among states on matters of 

                                                           
369 ¢ƘŜ ŎƭŀƛƳ ƛǎ ōŀǎŜŘ ƻƴ ŦƛƴŘƛƴƎǎ ƻōǘŀƛƴŜŘ ŦǊƻƳ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ мм ƻƴƭƛƴŜ ƎŀƳōƭƛƴƎ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎΩ ǇǊƛǾŀŎȅ 
policies. For more about see the Chapter IV, subsection 3.4.  
370 .ǿƛƴΣ ΨtǊƛǾŀŎȅ ǇƻƭƛŎȅΩғhttps://help.bwin.com/en/general-information/registration/why-register> accessed 24 
November 20мтΤ .Ŝǘ/ƭƛŎƪΣ ΨDŜƴŜǊŀƭ ¢ŜǊƳǎ ŀƴŘ /ƻƴŘƛǘƛƻƴǎΥ пΦ hǇŜƴƛƴƎ ŀƴŘ ƳŀƴŀƎƛƴƎ ȅƻǳǊ ŀŎŎƻǳƴǘΩ 
<https://en.betclic.com/content/tandcҔ ŀŎŎŜǎǎŜŘ нп bƻǾŜƳōŜǊ нлмтΤ .Ŝǘ ŀǘ IƻƳŜΣ ΨDŜƴŜǊŀƭ ¢ŜǊƳǎ ŀƴŘ 
Conditions: I. AccountΩ ғhttps://www.bet-at-home.com/en/terms#I> accessed 24 November 2017.   
371 EC Recommendation, art 18.   

https://help.bwin.com/en/general-information/registration/why-register
https://en.betclic.com/content/tandc
https://www.bet-at-home.com/en/terms#I
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ǊŜƎƛǎǘǊŀǘƛƻƴ ŀƴŘ ǾŀƭƛŘŀǘƛƻƴ ƻŦ ŎǳǎǘƻƳŜǊǎΩ Řŀǘŀ ǘƘŀǘ ǿƻǳƭŘ ōŜ ǿƻǊƪŀōƭe for the provision of cross-border 

services. However, considering the declared reasons for the current fragmentation of gambling 

legislations and the de jure limitation of the provision of online gambling services within national 

borders, it would be difficult to find a reason as to why regulators would start developing this kind of 

cooperation.  

The author of this research considers that the quality of the age verification system depends on reliable 

data, and on the mechanisms used for data processing. Data reliability refers to the accuracy and 

completeness of data that meets the intended purposes and that is not subject to inappropriate 

alterations.372 ¢ƘŜǊŜŦƻǊŜΣ ŦƻǊ ǘƘŜ ŦƛǊƳ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ƻŦ ŀ ŎƻƴǎǳƳŜǊΩǎ ŀƎŜ ǘƘŜ Ƴƻǎǘ ǊŜƭƛŀōƭŜ ǇŜǊǎƻƴŀƭ Řŀǘŀ 

is that which indicate ƻƴŜΩǎ personal age by the immutable attributes of personal identity, obtained 

from birth; attributes that are very difficult to change, or that cannot be changed at all.  

The mechanisms for preventing underage people from gambling might be perceived as tools that should 

ensure a proper, reliable, effective and efficient system of age verification. Properness refers to systems 

that seek to comply with certain ethical norms, determined standards and mandatory legislation. 

Therefore, the use of age verification mechanisms serves to decide whether a consumer fulfills the legal 

standards for becoming a gambler in accordance with the determined regulation. Notwithstanding the 

various ways ŀǾŀƛƭŀōƭŜ ŦƻǊ ǾŀƭƛŘŀǘƛƴƎ ŀ ŎǳǎǘƻƳŜǊΩǎ ǇŜǊǎƻƴŀƭ ŘŀǘŀΣ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴ is based on the 

ŜƳŀƛƭƛƴƎ ƻǊ ŦŀȄƛƴƎ ƻŦ ŀ ŎƻǇȅ ƻŦ ŀ ƎŀƳōƭŜǊΩǎ ŘƻŎǳƳŜƴǘǎ ƛƴ ƻǊŘŜǊ ǘƻ ŎƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜȅ ǇƻǎǎŜǎǎ ǘƘƻǎŜ ŦƻǊƳŀƭ 

identity documents.373 ¢ƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ŀ ŎǳǎǘƻƳŜǊΩǎ Řŀǘŀ ŀƴŘ ǘƘŜ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ǘƘŀǘ ŘŀǘŀΩǎ ǊŜƭƛŀōƛƭƛǘȅ 

could involve a third, trustworthy party. In Italy, in order to create a consumer account, potential 

ŎǳǎǘƻƳŜǊǎ ŀǊŜ ǊŜǉǳƛǊŜŘ ǘƻ ǊŜǾŜŀƭ ǘƘŜƛǊ ŦƛǎŎŀƭ ŎƻŘŜ όǎƻ ŎŀƭƭŜŘ ΨŎƻŘƛŎŜ ŦƛǎŎŀƭŜΩύΦ 9ǾŜǊȅ Lǘŀƭƛŀƴ ǊŜǎƛŘŜƴǘ Ƴǳǎǘ 

possess an Italian fiscal code. Data verification is carried out by the Agency of Customs and Monopolies, 

the state agency in charge of, inter aliaΣ ƎŀƳōƭƛƴƎ ƛǎǎǳŜǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ 

fiscal code and real-time monitoring of all online gambling winnings, deposits and withdrawal 

transactions.374 The interfeǊŜƴŎŜ ƻŦ ǘƘƛǎ ǎǘŀǘŜ ŀƎŜƴŎȅ ƛƴ ǘƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ 

ƳƛƎƘǘ ōŜ ǾƛŜǿŜŘ ŀǎ ŀ ǊŜƭƛŀōƭŜ ƳŜŎƘŀƴƛǎƳ ŘǳŜ ǘƻ ǘƘŜ ǳǘƛƭƛȊŀǘƛƻƴ ƻŦ ǘƘŜ ǎǘŀǘŜΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŦƻǊ ǎǳŎƘ 

purposes. Notwithstanding the fact that the state is often perceived as a ǘǊǳǎǘǿƻǊǘƘȅ ŀƎŜƴǘΣ ǘƘŜ ǎǘŀǘŜΩǎ 

effectiveness in various domains could be a matter of contention. Therefore, it is quite desirable that a 

verification system demonstrates its functional and workable abilities. In Finland, the verification of a 

ƎŀƳōƭŜǊΩǎ ƛŘentity is conducted by the TUPAS system. TUPAS is a digital authentication system formed 

by The Federation of Finnish Financial Services.375 This system was primarily developed and used for the 

ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ŎǳǎǘƻƳŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŦƻǊ ŦƛƴŀƴŎƛŀƭ ǎŜǊǾƛŎŜǎ in Finland. Nevertheless, due to its proven 

effectiveness, TUPAS became a reliable instrument for data verification for other services. It is because 

of its proven effectiveness that it is available for public and industry sectors and their operations, 

                                                           
372 ¦ƴƛǘŜŘ {ǘŀǘŜǎ DƻǾŜǊƴƳŜƴǘ !ŎŎƻǳƴǘŀōƛƭƛǘȅ hŦŦƛŎŜΣ Ψ!ǎǎŜǎǎƛƴƎ ǘƘŜ wŜƭƛŀōƛƭƛǘȅ ƻŦ /ƻƳǇǳǘŜǊ-Processed Data: Section 
нΥ ¦ƴŘŜǊǎǘŀƴŘƛƴƎ 5ŀǘŀ wŜƭƛŀōƛƭƛǘȅΩ ό9ȄǘŜǊƴŀƭ ±ŜǊǎƛƻƴ LΣ Wǳƭȅ нллфύ п-5, <http://www.gao.gov/assets/80/77213.pdf> 
accessed 24 November 2017.     
373 This claim is based on an analysis ƻŦ мм ǇǊƛǾŀŎȅ ǇƻƭƛŎƛŜǎΣ ŀǎ ǿŜƭƭ ŀǎ ƻƴ ǘƘŜ ŀǳǘƘƻǊΩǎ ƘŀƴŘǎ-on experience within 
the gambling domain. 
374 DƛƻǾŀƴƴƛ /ŀǊōƻƴƛΣ ΨIƛǎǘƻǊȅ ŀƴŘ ¢ǊŜƴŘǎ ƻŦ Lǘŀƭƛŀƴ wŜƳƻǘŜ DŀƳōƭƛƴƎ ς tŀǊǘ мκоΩ ό9ǳǊƻǇŜŀƴ DŀƳōƭƛƴƎ [ŀǿȅŜǊǎ ŀƴŘ 
Advisors, June 2014) <http://www.egla.eu/w/taxation/history-and-trends-of-italian-remote-gambling-part-12/> 
accessed 25 November 2017. 
375 For more about The Federation of Finish Financial Services see: Finance Finland, <http://www.finanssiala.fi/en> 
accessed 25 November 2017.   
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incƭǳŘƛƴƎ ŦƻǊ ǘƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ CƛƴƛǎƘ ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ376 Similarly, in Denmark there is 

the common login solution for public and private services known as NemlD.377 This system of 

identification for customers is used for logging on to online gambling service provider platforms. Only 

people who have the Danish CPR number (Danish personal identification number) are allowed to get a 

NemlD.378 Finally, a verification system has to be efficient. After registration, the verification of data has 

to be carries out in a period determined by law. Before the date is verified, consumers get temporary 

accounts and may gamble with certain limitations (e.g. without the possibility of withdrawing funds). 

After the successful verification of the data, temporal accounts become permanent. If, however, the 

data cannot be verified, the temporal accounts are suspended and the consumers rejected. Therefore, 

efficiency relates to effectiveness, which takes into account resources such as time, costs and effort. 

The vulnerability of underage people is undisputable, and for that reason, the determination of a 

customŜǊΩǎ ŀƎŜ is obligatory. However, there are vulnerable gamblers that do not belong to the category 

of underage gamblers. Their vulnerability is acquired and is not obvious or easily identifiable. To identify 

them, a broad spectrum of personal identity attributes that mainly refer to gambling-related behavior 

has to be observed.        

3.2 Digital persona and behavioral analytics  
A gamblerΩs age is just part of their identity, the consideration of which might contribute to their 

protection. Nevertheless, ƻƴŜΩǎ personal identity contains attributes that, when analyzed, might reveal 

various aspects of the individuals behavior, including gambling behavior. Creating a unity from all the 

ŦŜŀǘǳǊŜǎ ƻŦ ƻƴŜΩǎ identity ŀƴŘ ŦƻǊƳƛƴƎ ŀ ƘƻƭƛǎǘƛŎ ǇƛŎǘǳǊŜ ƻŦ ǎƻƳŜƻƴŜΩǎ ƛŘŜƴǘƛǘȅ ƛǎ ǉǳƛǘŜ ŘƛŦŦƛŎǳƭǘ ǘƻ 

achieve. Observing related aspects of behavior in order to get an insight into certain parts of ƻƴŜΩǎ 

personal identity is a more manageable endeavor. Thus, the observation of certain aspects of behavior 

might reveal partial personal identities (e.g. features of being a gambler, parent or employee). 

aƻǊŜƻǾŜǊΣ ŜǾŜƴ ŀ ŎƻƳǇƭŜǘŜ ǇƛŎǘǳǊŜ ƻŦ ǎƻƳŜƻƴŜΩǎ ƎŀƳōƭƛƴƎ ōŜƘŀǾƛƻǊ ƛǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ŀŎƘƛŜǾŜŘ ōȅ only 

analyzing the features of gambling behavior that are recognizable in the online environment. Some 

elements of online gambling behavior are possible to detect in the online environment, but are 

insufficient for obtaining a complete picture of ŀƴ ƛƴŘƛǾƛŘǳŀƭΩs gambling behavior and to determine 

ǿƘŜǘƘŜǊ ŀ ǇŀǊǘƛŎǳƭŀǊ ƎŀƳōƭŜǊΩǎ ƛŘŜƴǘƛǘȅ ŘŜƳƻƴǎǘǊŀǘŜǎ any evidence of problem gambling as a medical 

disorder. Therefore, it might be claimed that both parts of an online gamblerΩs identity, those formed in 

the online environment and those representations which are given in the physical world, mutually 

influence each other and may affect ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ overall gambling behavior. 

Concerning the significance of the data generated by online gamblers in the online environment and its 

usefulness for forming a picture of their personal identities, the following subsection seeks to answer 

whether online gamblers might be considered in terms of digital personas and sheds light on behavioral 

analytics tools and their contribution to gambler protection.   

                                                           
376 CƻǊ ƳƻǊŜ ŀōƻǳǘ ¢¦t!{ ǎȅǎǘŜƳ ǎŜŜΥ CŜŘŜǊŀǘƛƻƴ ƻŦ CƛƴƴƛǎƘ CƛƴŀƴŎƛŀƭ {ŜǊǾƛŎŜǎΣ Ψ¢¦t!{ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ǎȅǎǘŜƳΣ 
LŘŜƴǘƛŦƛŎŀǘƛƻƴ ǇǊƛƴŎƛǇƭŜǎΩ όversion2.0c, December 2013) 
<http://www.finanssiala.fi/maksujenvalitys/dokumentit/TUPAS_identification_principles_v20c.pdf> accessed 25 
November 2017.   
377 CƻǊ ƳƻǊŜ ŀōƻǳǘ bŜƳL5 ǎŜŜΥ bŜƳL5Σ Ψ!ōƻǳǘ bŜƳL5Ωғhttps://www.nemid.nu/dk-en/about_nemid/> accessed 25 
November 2017.   
378 [ƛŦŜƛƴŘŜƴƳŀǊƪΦŘƪΣ ΨbŜƳL5Ω ғhttps://lifeindenmark.borger.dk/Pages/nemid.aspx> accessed 25 November 2017.   

http://www.finanssiala.fi/maksujenvalitys/dokumentit/TUPAS_identification_principles_v20c.pdf
https://www.nemid.nu/dk-en/about_nemid/
https://lifeindenmark.borger.dk/Pages/nemid.aspx
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3.2.1 The digital representation of an online gambler  

Creating the concept of the digital persona, Roosendaal defines a ŘƛƎƛǘŀƭ ǇŜǊǎƻƴŀ ŀǎ ŀ άŘƛƎƛǘŀƭ 

representation of a real-world individual, which can be connected to this real-world individual and 

includes a sufficient amount of (relevant) data to serve, within the context and for the purpose of its 

ǳǎŜΣ ŀǎ ŀ ǇǊƻȄȅ ŦƻǊ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΦέ379 LŦ ǿŜ ǘŀƪŜ ƛƴǘƻ ŎƻƴǎƛŘŜǊŀǘƛƻƴ wƻƻǎŜƴŘŀŀƭΩǎ ŎǊƛǘŜǊƛŀ ŦƻǊ ŘŜǘŜǊƳƛƴƛƴƎ 

whether a data set is a digital persona380, we might come to the conclusion that an online gambler could 

be perceived as a digital persona. Firstly, there is a related data set that can be observed. Secondly, this 

data set constitutes a partial identity of an identifiable person. The data set is a digital representation of 

the real-world individual and a connection between data set and real world individual can be established 

by identifiers such as name, surname, address and other data that has to be revealed during the 

registration process and formation of an account. Finally, the data set has a practical application and can 

be used for decision making purposes that concern the real-world individual. Thus, the significance of 

the concept of the digital persona is in its reflection of the real-world individual. In the context of online 

gambling, the digital persona may influence various individual domains, including those that are used for 

the prevention of problem gambling.  

The individualization of particular gambling behavior is account-based. As it was explained, a properly 

formed account is a guarantee that there is a real-world individual who is legally allowed to gamble. 

However, the presumption that an online gambler, as a digital person, is always the representation of 

the particular real-world individual, should not be taken for granted. It may be the case that several 

people use the same account, which, at the very least, breaches the single-user system of gambling. One 

person may also be using several different accounts. An online gambler may also make use of the 

services offered by several different online gambling operators. There is nothing illegal in that. However, 

service providers can process gambler data and form their representation of their customers using only 

the data available to them. For ǘƘŀǘ ǊŜŀǎƻƴΣ ǊŜǇǊŜǎŜƴǘŀǘƛƻƴǎ ŀōƻǳǘ ŀ ƎŀƳōƭŜǊΩǎ ōŜƘŀǾƛƻǊ Ƴŀȅ ŘƛŦŦŜǊ ŦǊƻƳ 

one service provider to another. An online gambler who is a passionate online poker player could be a 

loyal and regular customer to one service provider, but rarely bet online via another operator. This 

hypothetical case illustrates how the processing of the data available to service providers regarding their 

customers might result in the creation of two different sets of representations about gambling behavior 

(this is the case should we presume that service providers do not exchange their customer data, which is 

generally the case in light of data protection laws and the business interests of said service providers).  

Apart from the possibility of the occurrence of false negative and false positive cases that might 

influence the accurate representation of a real-world individual in the online environment, it is a fact 

that playing a game and wagering a stake for online gambling purposes are both detectable through the 

processing of relevant data. Processing this and several other sets of data could serve the creation of a 

more accurate ǊŜǇǊŜǎŜƴǘŀǘƛƻƴ ƻŦ ǎƻƳŜƻƴŜΩǎ ōŜƘŀǾƛƻǊ ƛƴ ǘƘŜ ƻƴƭƛƴŜ ŜƴǾƛǊƻƴƳŜƴǘΦ /ƻƴsidering that online 

gambling belongs exclusively to the online environment, it may be presumed that the core of an online 

ƎŀƳōƭŜǊΩǎ ƛŘŜƴǘƛǘȅ is their digital persona. Taking this into consideration, one could claim that an 

intervention made in order to affect a digital persona might influence the state of the real-world 

individual represented by that digital persona.  

                                                           
379 Roosendaal (n 343) 41. 
380 Ibid 65. 
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3.2.2 Behavioral analytics and gambling behavior  

The analysis of consumer behavior and making predictions as to their future acts, are both very common 

aims in contemporary approaches to marketing and business. These are quite legitimate goals that are 

useful for discovering and/or creating profitable data. However, data and related knowledge can not 

only be used for immediate lucrative purposes, but also for other interests that do not necessarily 

increase corporate wealth. Data professionals seek to create meaningful and reliable data that can be 

used to ǳƴŘŜǊǎǘŀƴŘ ǎƻƳŜƻƴŜΩǎ ōŜƘŀǾƛƻǊΣ ƛƴŎƭǳŘing their gambling habits. As previously explained, online 

gambling service providers process an incremental volume of gambler data381. Apart from marketing 

ǇǳǊǇƻǎŜǎΣ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ can also be used for gambler protection 

purposes, by helping with the timely recognition of (potentially) problematic behavior.     

The personal data of online gamblers may be used for behavioral analytic purposes. This type of analysis 

provides insights into gambler behavior in order to recognize the potential of risky gambling. When 

searching for certain features of data regarding gambling behavior, data professionals look for signals of 

problem gambling. Because of this, they also work on data quality and its integration in order to obtain 

reliable indications of risky gambling. Unlike other potentially addictive behaviors (such as the 

consumption of tobacco or alcohol for example), data processing regarding online gambling behavior 

can be done in real-time.382 Tracking real-time online gambling parameters such as the time and money 

spent on gambling, frequency of gambling, duration of gambling sessions, type of games played, and 

reactions to gambling advertisements, helps service providers reach a better understanding of gambling 

behavior and what influences a gamblerΩs choices, in order to help with the prevention of problem 

gambling.383 However, the scope of the risk factors related to problem gambling is not set in stone.384 

Scientific findings demonstrate that a combination of data (e.g. data gathered through interviewing 

gamblers with real-time data regarding time and money spent on gambling) not only contributes to the 

recognition of gambling behavior, but also reveals new risk factors for problem gambling.385  

Notwithstanding several different possible techniques for recognizing potential risky gambling, Griffiths 

and Whitty consider behavioral analytic tools to be unreliable instruments for diagnosing problem 

gambling as a medical disorder. Taking into consideration the screening instrument for pathological 

                                                           
381 For more about see Chapter IV and feedback loop about profiling (section 4).   
382 Michael Todd, Interview with Prof. Mark Griffiths (Sage Publishing, February 2016) 
<http://connection.sagepub.com/blog/sage-connection/2016/02/11/methods-in-action-behavioral-tracking/> 
accessed 25 November 2016.   
383 In 2010, at the very beginning of their implementation, Playscan and Observer, behavioral tracking tools 
developed as responsible gambling tools, used approximately 40 different parameters for analyzing the behavior 
ƻŦ ƎŀƳōƭŜǊǎΦ CƻǊ ƳƻǊŜ ŀōƻǳǘ ǎŜŜΥ aŀǊƪ 5Φ DǊƛŦŦƛǘƘǎ ŀƴŘ aƻƴƛŎŀ ²ƘƛǘǘȅΣ ΨhƴƭƛƴŜ ōŜƘŀǾƛƻǊŀƭ ǘǊŀŎƪƛƴƎ ƛƴ LƴǘŜǊƴŜǘ 
ƎŀƳōƭƛƴƎ ǊŜǎŜŀǊŎƘΥ 9ǘƘƛŎŀƭ ŀƴŘ ƳŜǘƘƻŘƻƭƻƎƛŎŀƭ ƛǎǎǳŜǎΩ όнлмлύ о LƴǘŜǊƴŀǘƛƻƴŀƭ WƻǳǊƴŀƭ ƻŦ LƴǘŜǊƴŜǘ wŜǎŜŀǊŎƘ 9ǘƘƛŎǎ 
104, 106.   
384 Johansson and others identified 35 risk factors for problematic gambling. For more about see: Agneta 

WƻƘŀƴǎǎƻƴ ŀƴŘ ƻǘƘŜǊǎΣ Ψwƛǎƪ ŦŀŎǘƻǊǎ ŦƻǊ ǇǊƻōƭŜƳŀǘƛŎ ƎŀƳōƭƛƴƎΥ ! ŎǊƛǘƛŎŀƭ ƭƛǘŜǊŀǘǳǊŜ ǊŜǾƛŜǿΩ όнллфύ нр Journal of 
Gambling Studies 67.     
385 Dragicevic et al. developed a three-ǘƛŜǊ ƳƻŘŜƭ ŦƻǊ ŀǎǎŜǎǎƛƴƎ Ǌƛǎƪ ƛƴ ƎŀƳōƭƛƴƎ ōŜƘŀǾƛƻǊ ōȅ ǳǎƛƴƎ ǇƭŀȅŜǊǎΩ Řŀǘŀ ƛƴ 

order to predict harms related to ƎŀƳōƭƛƴƎΦ ¢Ƙƛǎ ƳƻŘŜƭ ŎƻƳōƛƴŜǎ ΨŜȄƘƛōƛǘŜŘ ōŜƘŀǾƛƻǊΩ ǿƛǘƘ ΨŘŜŎƭŀǊŜŘ ōŜƘŀǾƛƻǊΩ ŀƴŘ 
ΨinferreŘ ōŜƘŀǾƛƻǊΩ. The three-tier model uses multimodal data on gambling behavior in order to get a more 
ŀŎŎǳǊŀǘŜ ǇǊŜŘƛŎǘƛƻƴ ƻŦ Ǌƛǎƪȅ ƎŀƳōƭŜǊ ōŜƘŀǾƛƻǊΦ CƻǊ ƳƻǊŜ ŀōƻǳǘ ǎŜŜΥ {ƛƳƻ 5ǊŀƎƛŎŜǾƛŎ ŀƴŘ ƻǘƘŜǊǎΣ Ψ! Descriptive 
Analysis of Demographic and Behavioral Data from Internet Gamblers and Those Who Self-exclude from Online 
DŀƳōƭƛƴƎ tƭŀǘŦƻǊƳǎΩ όнлмрύ ом Journal of Gambling Studies 105.  

http://connection.sagepub.com/blog/sage-connection/2016/02/11/methods-in-action-behavioral-tracking/
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gambling from DSM-4 they realize that some diagnostic criteria related to pathological gambling, such as 

escaping from reality, concealed involvement, unsocial behavior and ruined relationships/opportunities, 

cannot be detected by using behavioral tracking tools that process online gambler data. However, they 

claim that preoccupation with gambling, tolerance and acts of chasing losses can be spotted online.386 

Even though DSM-4 is now obsolete and has been replaced by DSM-5, some of data that applied to the 

diagnostic criteria from DSM-4 could nevertheless be detected online, whereas some other data is 

difficult or even impossible to investigate via the application of behavioral tracking tools that operate 

online. The need to gamble online, increases the amount of money spent in order to achieve the desired 

excitement, and chasing losses can be detected. However, whether a gambler is irritable when 

attempting to cut down or stop gambling, has made repeated unsuccessful efforts to control, cut back 

or stop gambling, is preoccupied with gambling, gambles when feeling distressed and lies to conceal 

his/her involvement in gambling, borrows money to relieve a desperate financial situation , and, in 

general,  in what state ŀ ƎŀƳōƭŜǊΩǎ social and professional relations are in, are difficult, if not impossible, 

questions to answer simply via the analysis of data gathered online. However, we should not exclude 

the possibility that further technological developments may be able to provide insights into data that 

are currently inaccessible or unreliable. Weyde believes that the future development of artificial 

intelligence that uses multimodal data, including data collected from connected devices (such as 

wearables, home appliances, and industrial goods and machines) could be utilized for the detection of 

emotions, and so bring with it new opportunities for behavioral data analysis.387  

An additional drawback of behavioral tracking tools is that problem gambling is quite contextual. Games 

have different structural and situational characteristics and for that reason, modus operandi in data 

analysis, as well as the implementation of responsible gambling measures, have to be developed 

contextually rather than generally.388 Differences also exist among gamblers. Different sub-types of 

consumers are formed based on the influences of individuals, as well as their cultural, social and 

national features. Therefore, having additional sets of data available that do not necessarily refer to 

gambling behavior (e.g. nationality, gender, data regarding personal wealth, family status etc.), could be 

beneficial for analyzing data that can then be used to explain particular gambling behavior.       

Notwithstanding several drawbacks, behavioral analytical techniques have been developing in order to 

empower the responsible gambling approach. Empirical studies demonstrate that after the detection of 

risky gambling behavior, proper preventive reactions influence gambling behavior in a way that 

contributes to the protection of a gamblerΩs health.389 These tools have served to support the decision-

                                                           
386 Griffiths and Whitty (n 383) 112.  
387 .Ŝǘ.ǳŘŘȅ ŀƴŘ /ƛǘȅ ¦ƴƛǾŜǊǎƛǘȅ [ƻƴŘƻƴΣ ΨwŜǎǇƻƴǎƛōƭŜ DŀƳōƭƛƴƎ !ƭƎƻǊƛǘƘƳǎΩ όwƻǳƴŘǘŀōƭŜ ƻƴ wŜǎǇƻƴǎƛōƭŜ DŀƳōƭƛƴƎ 
Algorithms, City University London, 13 July 2016) <http://www.bet -buddy.com/media/1190/responsible-gambling-
algorithms-roundtable-1-august-2016-final.pdf> accessed 25 November 2017.  
388 Richard T.A. ²ƻƻŘΣ Dƛƭƭƛŀƴ ²Φ {ƘƻǊǘŜǊ ŀƴŘ aŀǊƪ 5Φ DǊƛŦŦƛǘƘǎΣ ΨwŀǘƛƴƎ ǘƘŜ {ǳƛǘŀōƛƭƛǘȅ ƻŦ wŜǎǇƻƴǎƛōƭŜ DŀƳōƭƛƴƎ 
CŜŀǘǳǊŜǎ ŦƻǊ {ǇŜŎƛŦƛŎ DŀƳŜ ¢ȅǇŜǎΥ ! wŜǎƻǳǊŎŜ ŦƻǊ hǇǘƛƳƛȊƛƴƎ wŜǎǇƻƴǎƛōƭŜ DŀƳōƭƛƴƎ {ǘǊŀǘŜƎȅΩ όнлмпύ нр 
International Journal of Mental Health Addiction 94.  
389 For more about results of behavioral analytic tools that serve responsible gambling purposes see: David 

Forsström, Hugo Hesser and Per Carlbring, ΨUsage of a Responsible Gambling Tool: A Descriptive Analysis and 
Latent Class Analysis of UǎŜǊ .ŜƘŀǾƛƻǊΩ (2016) 32 Journal of Gambling Studies 889; Michael Auer and Mark D. 
DǊƛŦŦƛǘƘǎΣ Ψ¢ƘŜ ǳǎŜ ƻŦ ǇŜǊǎƻƴŀƭƛȊŜŘ ōŜƘŀǾƛƻǊŀƭ ŦŜŜŘōŀŎƪ ŦƻǊ ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΥ ŀƴ ŜƳǇƛǊƛŎŀƭ ǎǘǳŘȅΩ όнлмрύ с CǊƻƴǘƛŜǊǎ 

in Psychology <https://doi.org/10.3389/fpsyg.2015.01406> accessed 25 November 2017; Mark D. Griffiths, Richard 

T.A. Wood, and Jonathan Parke, ΨSocial Responsibility Tools in Online Gambling: A Survey of Attitudes and Behavior 
ŀƳƻƴƎ LƴǘŜǊƴŜǘ DŀƳōƭŜǊǎΩ όнллфύ 12 CyberPsychology & Behavior 413. 

http://www.bet-buddy.com/media/1190/responsible-gambling-algorithms-roundtable-1-august-2016-final.pdf
http://www.bet-buddy.com/media/1190/responsible-gambling-algorithms-roundtable-1-august-2016-final.pdf
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making process (regarding gambling) among those gamblers whose gambling behavior was detected as 

risky, but not yet identifiable as evidence of problem gambling as a medical disorder. By creating a 

ǇŜǊǎƻƴŀƭƛȊŜŘ ǿŀǊƴƛƴƎ ŀōƻǳǘ ǘƘŜ ƎŀƳōƭŜǊΩǎ Ǌƛǎƪȅ ƎŀƳōƭƛƴƎ, these tools influence and correct the 

ƎŀƳōƭŜǊΩǎ ŘŜŎƛǎƛƻƴ-making process in relation to future gambling.     

Analyses of individual gambling behavior are also carried out by third party agents (gambling service 

providers that use powerful software algorithms to analyze ƎŀƳōƭŜǊǎΩ ŘŀǘŀύΦ bŜǾŜǊǘƘŜƭŜǎǎΣ ǘƘŜ ŎǊŜŀǘƛƻƴ 

of ƻƴŜΩǎ personal identity also includes self-ǇŜǊŎŜǇǘƛƻƴΦ ¢ƘŜǊŜŦƻǊŜΣ ǘƘŜ ƎŀƳōƭŜǊΩǎ ǇŜǊŎŜǇǘƛƻƴ regarding 

his/her gambling behavior is also important for responsible gambling purposes. Despite a lack of self-

awareness amongst gamblers in regard to the severity of their gambling behavior (often 

underestimating the severity)390, self-exclusion mechanisms are one of the most widespread responsible 

gambling tools.  

3.3 Identification and self-exclusion mechanisms  
Online gamblers who think that they spend too much time or money on gambling or are concerned with 

other aspects of their gambling behavior may use self-exclusion tools to exclude themselves from 

gambling for a certain period of time.391 Registration in databases of excluded players should guarantee 

that gamblers who willingly exclude themselves from gambling are not allowed to gamble for the period 

of time that they set. In addition, any gambling-related commercial communication shall be interrupted 

during said period of self-exclusion. 

Self-exclusion mechanisms are organized in several different ways. Regulatory arrangements on self-

exclusion mechanisms vary from self-regulation to regulations at the international and supranational 

level. Regulations may limit data processing mechanisms in a manner that affects the accessibility and 

availability of self-exclusion databases. Thus, for the purposes of this research the presentation of 

several different organizations which offer self-exclusion mechanisms are distinguished according to two 

dimensions ς horizontal and vertical. Notwithstanding the fact that these dimensions are intertwined, 

for presentation purposes, the horizontal dimension concerns the connectivity between self-exclusion 

databases, whereas the vertical dimension concerns the existence of (or lack of) regulations aimed at 

organizing self-exclusion mechanisms. Taking into consideration both dimensions and their practical 

variations, a self-exclusion mechanism could be understood as being constructed in the following ways:  

- Horizontally disconnected; vertically unregulated 

- Horizontally connected; vertically unregulated 

- Horizontally connected; vertically regulated 

- Horizontally disconnected, vertically regulated  

3.3.1 Horizontally disconnected; vertically unregulated 

A self-inclusion mechanism that is within a system that is horizontally disconnected and vertically 

unregulated refers, firstly, to the organization of self-exclusion databases that are not connected 

(horizontal dimension). Online gambling service providers might organize and maintain self-exclusion 

databases that are at the disposal of their consumers, but only representatives of the service provider 

may access those databases. In other words, service provider A is allowed to access its own database of 

                                                           
390 For more about see Chapter IV, subsection 2.1. 
391  .ŜDŀƳōƭŜ!ǿŀǊŜΣ Ψ²Ƙŀǘ ƛǎ ǎŜƭŦ-ŜȄŎƭǳǎƛƻƴΚΩ ғhttp://www.gambleaware.co.uk/confidential-support-and-
advice/self-exclusion> accessed 25 November 2017.  

http://www.gambleaware.co.uk/confidential-support-and-advice/self-exclusion
http://www.gambleaware.co.uk/confidential-support-and-advice/self-exclusion
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self-excluded gamblers (database A), but is not allowed to access the list of self-excluded gamblers on 

database B (that is managed by service provider B). Second, in this system the organization of the self-

exclusion mechanism is based on self-regulation (vertical dimension). Competent national legislation 

may (or may not) enshrine the obligation that every licensed service provider ought to organize and 

maintain a self-exclusion mechanism. However, if a national gambling legislation contains a general 

obligation, without specified organizational and functional features of a self-exclusion mechanism, this 

system should not be considered as vertically regulated.      

Online gambler registration in this kind of database enables the gambler to exclude themselves from a 

particular type of game (e.g. a gambler who would like to stop betting, but intends to keep playing 

casino games), or from all of the games offered by the service provider. The main duty of online 

gambling service providers, in this regard, is to reliably identify their customers who have willingly 

excluded themselves from gambling and who have therefore requested to not be allowed to gamble for 

a determined period of time. However, if a self-excluded gambler would still be able to gamble, several 

risks may appear. Gamblers may exacerbate their already undesirable gambling behavior and provoke 

problem gambling. In such a hypothetical case, the liability of service providers (and/or subjects that 

manage the self-exclusion database) could be claimed, and gamblers may initiate a judicial trial in a 

competent forum. There are not many court decisions regarding responsibility in relation to the 

organization and maintenance self-exclusion mechanisms. However, the Calvert vs. William Hill Credit 

Ltd, decided in the United Kingdom392, is worth mentioning here.  

The claimant, Mr. Calvert, was a compulsive gambler. He was aware of his destructive and 

uncontrollable gambling behavior, which had led to the loss of a substantial part of his wealth. 

Recognizing this, he asked William Hill to exclude him for six months from any further gambling. 

IƻǿŜǾŜǊΣ ǘƘŜ ŜƳǇƭƻȅŜŜ ǘƘŀǘ ǿŀǎ ƛƴ ŎƘŀǊƎŜ ƻŦ ƳŀƴŀƎƛƴƎ ²ƛƭƭƛŀƳ IƛƭƭΩǎ ǊŜƎƛǎǘŜǊ ƻŦ ǎŜƭŦ-excluded players 

did not take all the necessary steps to ensure that the exclusion was completed and functional. 

Therefore, Mr. Calvert was allowed to keep on gambling. He continued to gamble using William HillΩǎ 

services and destroyed himself financially by losing almost two million GBP whilst self-excluded. Mr. 

Calvert initiated a claim against William Hill, claiming negligence in the duty of care to refuse self-

excluded players from gambling. He claimed the overall amount of funds lost during the self-exclusion 

period. What is interesting is ǘƘŀǘ ǘƘŜ ŎƻǳǊǘ ŘŜŎƛŘŜŘ ŀƎŀƛƴǎǘ aǊΦ /ŀƭǾŜǊǘΩǎ ŎƭŀƛƳΣ ŦƛƴŘƛƴƎ that William Hill 

was not responsible for the financial damage incurred by Mr. Calvert. According to the courtΩǎ findings, 

aǊΦ /ŀƭǾŜǊǘ ǿŀǎ ŀƭǊŜŀŘȅ ŀ ǇŀǘƘƻƭƻƎƛŎŀƭ ƎŀƳōƭŜǊ ōŜŦƻǊŜ ƘŜ ŜȄŎƭǳŘŜŘ ƘƛƳǎŜƭŦ ŦǊƻƳ ²ƛƭƭƛŀƳ IƛƭƭΩǎ ǎŜǊǾƛŎŜǎ, 

and could have found many alternative options to gamble and ruin his finances.          

It is outside the scope of this research to discuss whether service providers should be held responsible 

for the losses of their self-excluded players in such a case, and what the arguments supporting the 

CourtΩǎ decision in the Calvert case are. What is important is that the CourtΩǎ decision in this case points 

out the main weakness of a self-exclusion system that is both horizontally disconnected and vertically 

unregulated. Self-excluded players in these cases limit themselves from the services provided from only 

one service provider. But there are still a large number of other available service providers on the 

market. Hypothetically, if this system of self-exclusion prevailed on the market, then a gambler who 

would like to fully exclude him/herself from all possible gambling options, would have to initiate a self-

exclusion process at all applicable licensed gambling service providers (and to unlicensed service 

                                                           
392 Calvert v. William Hill Credit Ltd [2008] EWCA Civ 1427.  
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providers too, if these are accessible on the market). Such a self-exclusion system will be more 

protective if there is a monopoly in the provision of online gambling services or if just a few operators 

are licensed and accessible.  

Despite its drawbacks, the main advantage of this self-exclusion mechanism is based on self-regulation. 

Self-regulation might enable the broad autonomy of service providers when deciding to accept the 

registration of gamblers from different national states. Under the presumption that a service provider 

does not apply discriminatory measures based on the citizenship of consumers or their residence during 

the registration process, service providers ought to make the self-exclusion mechanism available to all 

registered online gamblers. Therefore, this system of self-exclusion mechanism is not available 

exclusively to gamblers with a certain citizenship or residence permits (typical of self-exclusion systems 

that are vertically regulated)393, but is likely available to all registered gamblers.   

3.3.2 Horizontally connected; vertically unregulated 

The second type of self-exclusion mechanisms is based on collaboration between service providers. 

Namely, service providers are horizontally connected in a way that enables them to exchange data 

about self-excluded gamblers. Within this system, two sub-systems are recognizable. The first sub-

system is featured by a unique database of self-excluded gamblers created and managed by several 

connected service providers (e.g. affiliated or associated companies). This register contains personal 

data that should be available to all the connected companies. The second sub-system is composed of 

several databases of self-excluded players. Each company in the group of connected companies has its 

own register of self-excluded players that should be available to the other companies. Therefore, any of 

the connected companies should have access to ǘƘŜ ƻǘƘŜǊǎΩ ŘŀǘŀōŀǎŜǎ when checking whether a 

customer is allowed to gamble. In both sub-systems, a gambler might exclude him/herself from a 

particular type of game or from all gambling services. 

In general, both solutions should not only enable self-exclusion from the gambling services offered and 

provided by one operator, but also from the gambling services offered by the other connected 

companies. If we presume that a gambler has three different accounts with three different, but 

connected, online gambling service providers (one each), and that there is one unique database of self-

excluded players, it is clear that the gamblerΩs registration in this database is a sufficient step to activate 

the self-exclusion mechanism for all three connected online gambling service providers. In contrast, if 

these three connected operators organize and manage three different self-exclusion registers (one 

ǊŜƎƛǎǘŜǊ ǇŜǊ ƻǇŜǊŀǘƻǊύ ǘƘŜƴ ŀ ƎŀƳōƭŜǊΩǎ ǊŜƎƛǎǘǊŀǘƛƻƴ ƛƴ ƻƴŜ ŘŀǘŀōŀǎŜ ƻŦ ǎŜƭŦ-excluded gamblers will be 

sufficient for the activation of the self-exclusion mechanism, due to the fact that all three service 

providers are bound ōȅ ŀ ƎŀƳōƭŜǊΩǎ self-exclusion regardless of where it is expressed (one registration 

would be enough).   

Cooperation among service providers enables interoperability in relation to self-exclusion data. This 

factor refers to the horizontal connectivity of a self-exclusion mechanism. The lack of a legislative 

requirement for the exchange of self-exclusion data reveals that such a system is not regulated 

vertically. Like the first type of self-exclusion mechanism (that is neither horizontally connected, nor 

vertically regulated), mandatory legislation might oblige service providers to develop and offer the self-

exclusion mechanism as a responsible gambling measure. However, in this case it is still at the service 

providerΩs disposal to decide on the form of said mechanism. For that reason, cooperation among 

                                                           
393 More about in the following subsections.   



93 
 

service providers that ensures a level of interoperability between databases is formed based on 

agreements made between service providers (and not because of national or international legislation).    

Again, the positive side to vertically unregulated self-exclusion systems is that the systems are self-

regulated. National gambling legislations might limit cooperation among service providers by obliging 

them to only exchange gambler data with operators that are formally licensed in their particular 

national jurisdictions. For this reason, systems that are vertically unregulated enable cooperation and 

data exchange among service providers which may be licensed in various jurisdictions, or even not 

licensed at all.  

Notwithstanding the interoperability between databases being one of the core characteristics of 

horizontally connected mechanisms, the vertical dimension in this type of system might present several 

challenges for the effective functioning of the mechanisms, especially if the databases of self-excluded 

online gamblers are managed by service providers licensed in different countries. Firstly, data protection 

legislation in different countries may regulate data processing and the transfer of data in different ways. 

This could create difficulties concerning issues of legal compliance. Secondly, non-harmonized national 

legislations might impose different technical standards concerning the registration and identification of 

gamblers, as well as regarding information security issues. Data might be transferred to national systems 

with lower security standards and expose said data to information security risks. This issue would be 

particularly complex if the self-exclusion mechanism is based on several interoperable databases 

managed by several service providers, each licensed in different national states. Finally, it may also be 

possible that a particular type of game is legal in one national market, and illegal in another. Therefore, 

gamblers should at least be aware of the service providers and the types of games that will be 

inaccessible for the agreed period of self-exclusion and, conversely, which service providers and games 

will remain accessible.  

 

Figure 2 - the schema of a horizontally connected self-exclusion mechanism 

3.3.3 Horizontally connected; vertically regulated  

A horizontally connected and vertically regulated mechanism of self-exclusion might appear at two 

different levels. The first concerns vertical regulation at the level of the national state. The second 
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concerns vertical regulation at the international or supranational level. The main difference concerns 

the entities (state, international or supranational organization) that create and enforce the applicable 

regulations. Regardless as to whether we are concerned with vertical regulation at the national, 

international or supranational level, the main trait of this mechanism is the cooperation of service 

providers licensed in a state or states that are members of an international or supranational 

organization. In this type of mechanism, regulations at the national, international or supranational level 

bind all the relevant service providers to engage in the exchange of data. That means that all of the 

service providers licensed in a particular state would have to exchange self-exclusion data among 

themselves (the case with mechanisms organized at the national level), or with service providers 

licensed in other states that are members of the relevant international or supranational organization.      

The interoperability between databases containing self-exclusion data is the main feature of horizontal 

connectivity. This aspect is not significantly different from the other case of horizontally connected self-

exclusion mechanisms. Rather, the difference here concerns the regulatory aspects that are related to 

the vertical dimension. This is important in relation to organizational aspects concerning the 

functionality of a vertically regulated self-exclusion mechanism. The organization of data exchange shall 

be regulated in ways that enable effective database interoperability. In other words, it would be strange 

to create a mandatory self-exclusion mechanism that is horizontally connected and vertically regulated 

at the supranational or international level if states, or members of the organization, have no harmonized 

standards for a technical infrastructure necessary for the proper functioning of the self-exclusion 

mechanism. For instance, if Italy, Spain, and France decide to harmonize their gambling legislation in 

order to enable the effective exchange of self-exclusion data, they would, inter alia, have to harmonize 

their procedures and standards for the registration of gamblers. A similar claim might be made in regard 

to mechanisms organized at the national level ς the standards have to be harmonized in order to enable 

effective data exchange among online gambling service providers.  

The current lack of harmonized technical standards might lead to problems related to the registration 

ŀƴŘ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ŎƻƴǎǳƳŜǊǎΩ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ ¢ƘŜ Ƴŀƛƴ ǇǊƻōƭŜƳǎ will be difficulties related to the 

accurate identification of self-excluded gamblers and privacy concerns. The registration of consumers in 

one state might be based on the processing of certain personal data that differs from that in another 

country. In such a case, certain difficulties in the identification of self-excluded gamblers from different 

countries might appear. In addition, certain challenging security issues also emerge in a vertically 

regulated and horizontally connected system of self-exclusion mechanisms. On the one hand, 

considering that all service providers must be allowed to access the data of all self-excluded players, 

regardless of where the data is stored, a high level of security measures (that are potentially not 

harmonized among service providers or entities that manage self-exclusion databases) could hinder 

effective access. On the other hand, ŀƴ Ψeasily accessƛōƭŜΩ approach would expose databases, potentially 

making them desirable targets for cybercrime actors.  

The main advantage of this type of mechanism is the possibility for gamblers to exclude themselves 

from the services offered by a large number of online gambling operators. Moreover, by using this 

mechanism, these exclusions are obligatory for all service providers that are licensed in at least one 

country (vertical regulation at the level of a state), or even in several countries (international or 

supranational level). Therefore, from an organizational perspective, service providers have to check all 

registered self-excluded players in the state, or states, before providing their services. Nevertheless, this 

solution could be problematic if there are dozens or even thousands of licensed service providers in one 
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state (e.g. the United Kingdom). However, it would more manageable if there are very few service 

providers (like in Finland or Poland). 

Allowing for the exchange of data only among licensed online gambling service providers presents a 

challenge of another sort. It is hard to believe that operators whose services are accessible, but who 

operate without the required national gambling license for the provision of gambling services, would be 

included in a national self-exclusion mechanism, since it is organized and managed by the state, who is 

the gambling licensor. In a vertically unregulated self-exclusion mechanism, it is up to service providers 

to decide upon which operators will be included in the joint self-exclusion system. Therefore, even 

unlicensed operators might be part of horizontally connected (but vertically unregulated) entities. 

However, concerning the vertical dimension of a vertically regulated self-exclusion mechanism, it is 

reasonable to assume that unlicensed operators are formally considered illegal and because of this, are 

not allowed to be a part of this system.          

If we use an example of a self-exclusion mechanism that is regulated at the supranational level and that 

includes all licensed online gambling service providers from three countries (e.g. Italy, the Netherlands 

and Portugal), then all of the licensed operators in these countries would have to exchange data about 

self-excluded players in a way that is regulated at the supranational level. However, say that imaginary 

operator BetZED, licensed in Italy, is considered a legal online gambling service provider in Italy, if it is 

not licensed in the Netherlands it might be considered an illegal service provider in the Netherlands. This 

would be the case too if imaginary operator SORT is licensed in the Netherlands (is a legal service 

provider in this country), but not in Italy (is, formally, an illegal service provider in Italy). A problem 

occurs when Bob, who is an Italian resident that is self-excluded from BetZED tries to gamble at SORT. 

From the perspective of Italian gambling law, SORT it is not allowed to provide gambling services to Bob. 

Therefore, BobΩs registration has to be denied. However, SORT has to carry out its own actions in 

accordance with Dutch law and might accept Bob, allowing him to register, but not allowing him to 

gamble due to his self-exclusion from BetZED. Thus, SORT infringes Italian law by registering Bob who is 

an Italian resident. However, without registering Bob, it would be impossible to check whether Bob is a 

self-excluded player. bŜǾŜǊǘƘŜƭŜǎǎΣ ƛǘ ǊŜƳŀƛƴǎ ǉǳŜǎǘƛƻƴŀōƭŜ ǿƘŜǘƘŜǊ .ƻō ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ ǳǎŜ {hw¢Ωǎ 

services after the expiration of his self-exclusion period. This hypothetical situation depicts a 

disagreement between de facto and de jure situations.394 On the one hand, it is clear that the provision 

of online gambling services is a cross-border affair that is difficult to constrain within political borders. 

On the other, national gambling legislations provide regulatory contours for the national gambling 

market and to ignore them would risk sanctionsΦ ¢ƘŜǊŜŦƻǊŜΣ {hw¢Ωǎ ŀŎŎŜǇǘŀƴŎŜ ƻŦ .ƻō ƛǎ ƛƭƭŜƎŀƭ ŦǊƻƳ ǘƘŜ 

perspective of Italian gambling law. But despite the illegal registration, enforcing self-exclusion rules 

might be considered beneficial. This situation might open a PandoraΩǎ box of several very complex legal 

problems and dilemmas, such as whether something that is useful shall be vitiated by something that is 

illegal; questions as to what is more important ς the protection of gamblers (by enforcing the self-

exclusion mechanism) or the protection of public interests (the general goal of national law); or 

questions as to which legal source has greater significance (national law or international and 

supranational obligations). Thus, a harmonization of national regulations over gambling-related issues 

should be carried out for the proper functioning of this sort of self-exclusion mechanism.  

                                                           
394 For more about regulatory landscape of online gambling in EU see Chapter II, section 4.     
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3.3.4 Horizontally disconnected; vertically regulated 

A horizontally disconnected but vertically regulated mechanism is the last form of self-exclusion 

mechanism of the typology proposed in this thesis. Similar to the previous form, this sort of self-

exclusion mechanism could be organized at the national, international or supranational level. The 

difference here is in the lack of data exchange between service providers. In contrast to the first form 

(horizontally disconnected and vertically unregulated), however, the vertical regulation of this system 

does require some form of jurisdiction-wide check as to whether a would-be gambler has self-excluded 

him/herself. Therefore, instead of relying on a horizontal exchanging of data, the mechanism here can 

rely on a central database of self-excluded online gamblers that service providers ought to check.      

In Spain395 and Denmark396 self-exclusion mechanisms are implemented at the national level. These 

registers are administrated by national gambling authorities and contain data of all the registered 

gamblers in Spain and Denmark who wish to exclude themselves from gambling online. The main 

advantage of vertically regulated national self-exclusion mechanisms is the opportunity given to 

gamblers to exclude themselves from the games offered by all online gambling service providers 

licensed in the state that administers the self-exclusion mechanism. From an organizational perspective, 

it might be claimed that those mechanisms that are not horizontally connected are easier to form and 

operate than horizontally connected ones. Any horizontally connected mechanism is composed of a 

large number of channels for the exchange of data (each service provider needs to establish 

communication channels that are necessary for the exchange of self-exclusion data with all the service 

providers that legally operate in a particular system), whereas in horizontally disconnected mechanisms 

each service provider must only establish a channel with the central database. Therefore, it might be 

presumed that horizontally disconnected (but vertically regulated) mechanisms are supposed to be 

more effective than those that are horizontally connected. In addition, a beneficial aspect to consider 

with the inclusion of a state authority (or international and supranational organization) may contribute 

to the gamblerΩs trust in the proper functioning of the self-exclusion mechanism. However, one central 

database might be more vulnerable to hackers compared to several databases included in horizontally 

connected self-exclusion systems. Furthermore, taking into account how each service provider has to be 

able to communicate automatically with the central database, the standards for data exchange have to 

be established and followed.  

Apart from the mechanisms organized at the national level, vertical regulation could entail central 

databases of self-excluded online gamblers that are operated and managed by a supranational or 

international body. Taking into consideration how online gamblers can also be offered services by 

operators licensed in a foreign jurisdiction (an operator licensed in one country but available in others), 

it seems that an effective supranational or international register of self-excluded gamblers could enable 

better protection than that possible with any other type of self-exclusion mechanism. However, its 

practical implementation is quite difficult and it will probably never see the light of day. Because of both 

political and regulatory issues in the EU, there is no international or supranational organization that 

would be in charge of this task. Nor is it likely that such an organization would be established in the EU 

                                                           
395 For more about Spanish national register of self-excluded gamblers see: Directorate General for the Regulation 
ƻŦ DŀƳōƭƛƴƎΣ ΨDŜƴŜǊŀƭ wŜƎƛǎǘŜǊ ƻŦ DŀƳƛƴƎ !ŎŎŜǎǎ .ŀƴǎ όwDL!WύΩ <http://www.o rdenacionjuego.es/en/rgiaj> 
accessed on 25 November 2017.   
396 For more about Danish register of self-excluded gamblers see: {ǇƛƭƭŜƳȅƴŘƛƎƘŜŘŜƴΣ ΨwƻŦǳǎ ς Exclusion from 
DŀƳōƭƛƴƎΩ <https://spillemyndigheden.dk/en/rofus-exclusion-gambling> accessed 25 November 2017.  

http://www.ordenacionjuego.es/en/rgiaj
https://spillemyndigheden.dk/en/rofus-exclusion-gambling
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in the near future. It is hard to believe that EU Member States will create an international or 

supranational organization in charge of gambling issues whose regulations will have supremacy over 

national rules. Moreover, many sources of EU Law are not applicable to gambling issues in the EU due to 

strong national desires to regulate gambling affairs exclusively at the national level.397  

 

Figure 3 - the schema of horizontally disconnected (but vertically regulated) self-exclusion mechanism 

3.4 Concluding points on the identification of gamblers for protective purposes   
The identification of gamblers as a process based on the processing of personal data in order to reveal 

ǾŀǊƛƻǳǎ ƛƴŘƛǾƛŘǳŀƭ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎΣ ƛƴŎƭǳŘƛƴƎ ŦŜŀǘǳǊŜǎ ǎǳŎƘ ŀǎ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ƎŀƳōƭƛƴƎ ōŜƘŀǾƛƻǊΣ Ƙŀǎ ŀ ǾŜǊȅ 

important function for the implementation of responsible gambling. The study presented three very 

important mechanisms for a responsible gambling approach. In the context of the presented 

mechanisms, it could be argued that the identities of gamblers are never completely reliable, or even 

accurate. They are formed through instances of data processing that stem from complex interactions 

between service providers and online gamblers. ¢ƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ŀ ƎŀƳōƭŜǊΩǎ ŀƎŜ ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ 

ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǘƘŀǘ ƛǎ ǎǳǇǇƻǎŜŘ ǘƻ ōŜ ŀŎŎǳǊŀǘŜΦ wŜǾŜŀƭƛƴƎ ǎƻƳŜƻƴŜΩǎ ƎŀƳōƭƛƴƎ ōŜƘŀǾƛƻǊ ōȅ 

behavioral analytics might be problematic if the available data does not provide information that 

matches the real state of the behavior. Finally, data regarding self-exclusion from gambling depends on 

how the gambler perceives their gambling behavior. Thus, this data cannot be a reliable indicator of 

problem gambling. Gamblers are laymen, parties without the skills and knowledge necessary to 

recognize patterns of problem gambling. Nevertheless, their subjective feelings as well as wishes should 

not be ignored.         

Notwithstanding the vulnerabilities of gambler identification systems, empirical scientific findings testify 

that they are necessary and useful for the protection of gamblers. As the above discussion shows, the 

potential for improvement exists through the extension of the scope of available data and 

interoperability between databases. This potential will be further explored in Chapter VII.             

                                                           
397 For more about see the Chapter II, section 4.    
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4 Synthesis 
Behind any account created for gambling purposes there is a real world individual. The creation of an 

ƻƴƭƛƴŜ ƎŀƳōƭŜǊΩǎ ŀŎcount requires the collection and processing of personal data that refers to the real-

world individual. Mandatory national gambling legislation will impose obligations for the registration 

and verification of personal data. Because of this, certain attributes are attached to an online gamblerΩs 

identity (e.g. age, nationality, given name and surname). Gambling also generates new data, the 

subsequent collection and processing of which is undertaken by online gambling service providers (or by 

third parties on ōŜƘŀƭŦ ƻŦ ƻƴƭƛƴŜ ƎŀƳōƭƛƴƎ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎύΦ 5ŀǘŀ ǊŜƎŀǊŘƛƴƎ ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ 

preferences toward specific types of games, funds and time spent gambling, frequency of gambling, 

purchases of non-gambling related items, and enjoyment of other types of entertainment, emerge as 

consequences of a gamblerΩǎ activities. This data might be utilized for the aggregation of gambler data 

and their classification into various categories. Some categories are composed of risky gamblers who 

should be warned about their gambling behavior, whereas others may be composed of profiled 

gamblers that should be supplied with a personalized advertising appeal. Such categorization and 

aggregation of gamblers is under the control of online gambling service providers.  

Real-world individuals are also able to contribute to the projection of their representations. They set up 

their accounts by, inter alia, creating passwords and usernames, uploading profile photos, and leaving 

their contact details and basic info about themselves, as well as information about their lifestyle, online. 

In addition, the production of data can be a mixture of decisions made by real-world individuals and 

their activities on the one side, and the operations of service providers on the other. Online gambling 

service providers can process gambler data in order to recognize patterns of risky gambling and warn a 

gambler about it. However, after said warning, it is the gambler that will have to decide about his/her 

next steps and, in a certain sense, shape their own gambling behavior. But so too may personalized 

advertising be sent to a gambler and influence his/her gambling behavior. Add-response reactions will 

generate new data. Thus, it could be said that various data sources are used for building online gambler 

identities. Apart from the diversity of data sources, the scope of collected data, and ways of processing 

data, as well as the purposes that data processing may serve, all shape the contours of an online 

gamblerΩs identity, which usually includes several different representations.    

The assumption that gambler data flows contribute to the protection of gamblers could, therefore, be 

asserted. A scenario in which all gambler-related data is available to all service providers and 

professionals whose job it is to recognize problem gamblers, would probably produce helpful effects in 

the prevention of problem gambling. The accuracy and reliability of the detection of problem gambling 

in the online environment will be proportional to the scope of the processed data from gamblers. The 

digital representation of a problem gambler is not concerned about who the real-world individual is, but 

about what the real-world individual does when gambling online. In other words, the quantity of 

personal data retrieved from gamblers will be proportional to the quality of the digital representation 

that is useful for the protection of gamblers. Therefore, data interoperability plays a crucial function. 

However, collecting and processing as much personal data as possible, so to then process it, creates 

various privacy-related risks. The challenge, therefore, is to find ways to combine both perspectives, or 

in any case, to find ways for optimizing gambler protection insofar as this is compatible with the 

minimum requirements of data protection. This challenge will be taken up in the second part of this 

research.  
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/ƘŀǇǘŜǊ ±LΥ IƻŜǇƳŀƴΩǎ ǇǊƛǾŀŎȅ ŘŜǎƛƎƴ 
ǎǘǊŀǘŜƎƛŜǎ 

 

1 Introduction  
With a view to answering the general research question, this chapter focuses on strategies for the 

processing of online gamblersΩ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ ¢Ƙƛǎ ŎƘŀǇǘŜǊ Ŏƻƴǘŀƛƴǎ ŀƴ ƛƴǘǊƻŘǳŎǘƛƻƴ to the concept of 

personal data processing strategies, whose application contribute to the protection of privacy and 

personal data protection. Privacy preserving strategies have been selected as a crucial aspect in respect 

to the processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ, due to the hypothesis established in this research 

that the processing of online gamblersΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ is relevant for the provocation/prevention of 

problem gambling.  

The chapter aims to shed light on strategies for processing online gamblersΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŀƴŘ ǘƘŜƛǊ 

relation to policies and tactics. The explanation of these relations should clarify the reasons why the 

research focuses on personal data processing strategies, how these strategies interrelate with more 

general plans and tendencies in the gambling domain (e.g. with leading policies), as well as unpack 

concrete measures for achieving strategy goals. Therefore, the overall purpose of this chapter is to 

outline the concept of strategies for the processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŀƴŘ to position 

them among the relevant related concepts. In this way, the chapter explains how their implementation 

contributes to answering the central research question. The chapter presents the work of Jaap-Henk 

Hoepman, and his privacy design strategies, as a source of inspiration for the development of strategies 

for the processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ.          

This chapter is divided into three parts. The first part deals with a brief explanation as to the general 

notion of strategy, shedding light on the reasons for the creation of strategies, as well as for their 

implementation and structure. The second part of the chapter provides some details about IƻŜƳǇŀƴΩǎ 

work on the development of privacy design strategies, presenting an in-depth explanation of his 

strategies and the reasons why they have been selected for the purpose of this research. The third part 

of the chapter then explains the importance of IƻŜǇƳŀƴΩǎ work in the context of the present research 

and explains which part of his work is particularly applicable and why.    

2 The notion of strategy and its role in the context of the present 

research  
The multifaceted meaning of the word strategy has been utilized for numerous purposes and in various 

settings. The origin of the word strategy can be traced to the Greek word strategos, which was the name 

of an elected general with a political function in ancient Athens.398 In fact, strategy is most often used in 

the context of the science and art of military activities, especially in regard to the commanding of 

                                                           
398 9ƭƛƻǘ !Φ /ƻƘŜƴΣ Ψ{ǘǊŀǘŜƎȅΩΣ Encyclopedia Britannica <https://www.britannica.com/topic/strategy-military> 
accessed 17 December 2017.  

https://www.britannica.com/topic/strategy-military
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military troops.399 Explaining the general notion of strategy, whilst focusing on the context of war, Carl 

von Clausewitz emphasizes that άǎǘǊŀǘŜƎȅ ƛǎ ǘƘŜ ŜƳǇƭƻȅƳŜƴǘ ƻŦ ǘƘŜ ōŀǘǘƭŜ ǘƻ Ǝŀƛƴ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ǿŀǊΦέ400 

In this respect, a strategy would contain plans for military campaigns and regulate combat. Von 

Clausewitz adds that a strategy for military purposes is based on propositions, and for that reason, some 

of the plans may experience difficulties in practice. Moreover, some arrangements cannot be designed 

down to the smallest details. They have to stay general until they develop their fully operative shape as 

an outcome of the development of a situation.401 Von Clausewitz`s observation of military strategy 

reveals the concept as a general means composed of several sectorial but interacted plans, whose 

execution lead to a common goal. A strategy has a certain level of abstraction, and its particulars 

depend on the particular context. Therefore, it might be said that the individual elements of a strategy, 

as well as the situations created by the environment and circumstances to which a strategy it is meant 

to be applied, are all important factors for the  development and implementation of any strategy. 

Placing particular attention to the preparation of war as the primary military strategy, Von Clausewitz 

points out that a military strategy refers to the planning of actions of war for reaching military goals and 

how to achieve them via the available means one has in the situation at hand.402  

From this, we may deduce that strategies are inherently concerned with meaningful relations between 

means and ends. The bridging of means and ends could be indicated by another military-related term - 

tactics. Similar to the notion of strategy, this term goes beyond the military context. A standard concern 

for both terms is the planning of how to reach a particular point or end state.403 Therefore, they serve to 

achieve a certain goal (e.g. to bridge the gap between two different points) via the adoption of certain 

means. As to the different points which need to be bridged, the first refers to an undesirable state 

composed of a problem or group of challenges that need to be solved. The second is the desired end 

state that is reached after solving the problem. Notwithstanding their similarity, the distinction between 

strategies and tactics can be indicated by several factors. The relationship between strategies and tactics 

might be perceived as a relationship between the general and the specific. Tactics are usually part of a 

strategy, and for that reason, their realization contributes to the overall strategic goal. Tactics might 

serve to achieve an aim that is necessary, but may be insufficient for the achievement of the overall 

strategic goal. Thus, the implementation of new tactics may contribute towards achieving said goal. In 

some cases, the application of one out of several proposed tactics could be sufficient for reaching a 

strategic goal; there may exist several tactics within a strategy. In order to achieve the goal of a strategy, 

some of the proposed tactics have to be realized. In certain cases, several proposed tactics have to be 

realized cumulatively to achieve the goal. For these reasons, the level of abstraction among strategies is 

higher than that of tactics, which are supposed to be more detail oriented. It could, therefore, be said 

that tactics may bring concrete solutions for parts of a problem, whereas strategies promote the 

solution of the problem as a whole.   

                                                           
399 Merriam-²ŜōǎǘŜǊ hƴƭƛƴŜ 9ƴƎƭƛǎƘ [ŀƴƎǳŀƎŜ 5ƛŎǘƛƻƴŀǊȅ ŘŜŦƛƴŜǎ ǎǘǊŀǘŜƎȅ ŀǎ άthe science and art of military 
command exercised to meet the enemy in combat under advantageous conditƛƻƴǎέΣ ΨǎǘǊŀǘŜƎȅΣ ƴΩ 
(Merriam-Webster, December 2017) <https://www.merriam-webster.com/dictionary/strategy> 17 
December 2017. 
400 Carl von Clausewitz, On War, Book 3, Chapter 1 Strategy 
<https://www.clausewitz.com/readings/OnWar1873/BK3ch01.html#a> accessed 17 December 2017.  
401 Ibid. 
402 Ibid.  
403 Cohen (n 398).  

https://www.merriam-webster.com/dictionary/strategy
https://www.clausewitz.com/readings/OnWar1873/BK3ch01.html#a
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There is no single guideline as to how to create a strategy. However, all strategies (up to a certain point) 

are problem-solving in their aim. Therefore, the first step in creating a strategy is concerned with the 

detection of the problem and its analysis. In the context of the provision of gambling service, the most 

noticeable problem is that gambling bears various risks and that because of this, online gamblers 

exposes themselves to gambling-related risks. However, this is a very general observation of the 

problem, which is difficult to couple with a unique strategy. As this research has demonstrated, 

commercial communication for gambling purposes should be considered a gambling-related risk, and, 

accordingly, the processing of ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ŦƻǊ ŎƻƳƳŜǊŎƛŀƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇǳǊǇƻǎŜǎ ǎƘould 

also be considered as a risk factor. In contrast, data processing used for identification purposes 

contributes to online gambler protection. Therefore, the need to protect players from gambling-related 

risks imposes the creation of an appropriate strategy in relation to both identification and commercial 

communication. However, since a strategy whose primary goal would be to stimulate the consumption 

of gambling through effective commercial communication, including behavioral advertising based on 

personal data that has been collected through identification processes, is also logically justified from a 

business perspective, the strategy cannot, in itself, be a goal. This indicates that implementable 

strategies shall derive their legitimacy from more general sources, such as policies.        

2.1 Strategy: Between policy and tactic(s) 
Strategy is not an isolated phenomenon. As Von Clausewitz noticed, ǿŀǊ ƛǎ ƴƻǘ ŀƴ άŀŎǘ ƻŦ ōƭƛƴŘ passion, 

but is dominated over by political objectΦέ404 One could claim that any strategy can be viewed as 

something that serves the realization of a policy. Regarding the context of online gambling in the 

European Union, however, the determination of the relevant policy which could be used as a landmark 

for the development of strategies for various domains of online gambling is extremely complicated. This 

is mainly due to the lack of unified and/or harmonized national gambling policies. Furthermore, 

gambling activities might impact (or be affected by) health and youth policies. Therefore, in this 

research, the scientific conceptual framework of responsible gambling, which refers to a set of general 

principles, policies, and practices designed to prevent gambling-related harms, has been selected as a 

guiding policy. 

 

Figure 3 ς The relation between policy, strategy, and tactics: From general to specific  

Considering their importance, policies could claim a higher position in respect to strategies and tactics. 

In terms of quantity, a policy might have one goal, a handful of strategies, and many tactics. In other 

                                                           
404 Roger Parkinson, Clausewitz: A Biography (Cooper Square Press 2002) 315. 

Policy Strategy Tactics
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words, to achieve a policy goal, several strategies may have to be developed and realized, and several 

tactics employed in the pursuit of each strategy.    

This research particularly focuses on strategies for the processing of online gamblersΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ in 

order to explain how personal data processing might affect the prevention/provocation of problem 

gambling. However, strategies for the processing of personal data are affected by various policies that 

are not primarily concerned with the protection of online gamblers. Because of this, the research takes 

into consideration relevant regulations (e.g. gambling regulations and data protection regulations), as 

well as practice (made by online gambling service providers) and theory (e.g. theoretical proposals for 

strategy design) in order to create strategies for the ǇǊƻŎŜǎƛƴƎ ƻŦ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ. However, the 

primary goal of this research is not to propose one sole approach that seeks to solve the concrete 

problem of online gambler protection. This study demonstrates how one sort of protection (personal 

data protection) influences another kind of protection (gambler protection), and how conflicts between 

the two need to be resolved for the achievement of an overall policy goal of responsible gambling. This 

methodological approach requires the formulation of one or more strategies in relation to data 

processing that can lead toward a better protection of gamblers, while taking data protection into 

account. The strategies developed in the context of Ψprivacy by designΩ provide a useful starting point for 

formulating such strategies.  

2.2  Privacy by design  
Privacy by design is a concept drawn up to deal with the increasing trend of privacy encroachment 

provoked by the development and application of new technologies. Privacy by design has been 

conceived as a contributory response to increasing concerns related to the protection of personal 

privacy. Therefore, it is supposed to be a modus operandi for organizations and entities that process 

personal data. It is not only a voluntary tool but a legal requirement, set by thŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ΨŘŀǘŀ 

ǇǊƻǘŜŎǘƛƻƴ ōȅ ŘŜǎƛƎƴΩ ŀƴŘ Ψōȅ ŘŜŦŀǳƭǘΩΣ ǎŜǘ by the GDPR.405 Notwithstanding the variations amongst 

conceptualizations of privacy by design (mainly as a consequence of the constant development of 

technology and various interpretations of the concept ς e.g. legal, philosophical, technical), both 

conceptual contours of privacy by design and its principles are determinable.406    

The principles of privacy by design are meaningfully created and explained by former Ontarian 

Information and Privacy Commissioner, Ann Cavoukian. She has described the most important features 

of the concept and has outlined its main principles.407 Privacy by design refers to a scope of proactive, 

rather than reactive, measures. They primarily serve to anticipate and prevent the occurrence of 

privacy-invasive activities. Therefore, personal data should be automatically protected in any IT system 

or business, by default. In other words, if an individual does not change the default settings for personal 

data protection, they are going to stay protected. The next feature refers to privacy by design as an 

integral part embedded into an IT system or business. The full functionality of privacy by design should 

follow a positive-sum ƎŀƳŜ όΨǿƛƴ-ǿƛƴΩ) and should not be based on a zero-ǎǳƳ ŀǇǇǊƻŀŎƘ άǿƘŜǊŜ 

                                                           
405 GDPR, recital 78, art 25.   
406 ¦Ǝƻ tŀƎŀƭƭƻΣ Ψhƴ ǘƘŜ tǊƛƴŎƛǇƭŜ ƻŦ tǊƛǾŀŎȅ ōȅ 5ŜǎƛƎƴ ŀƴŘ ƛǘǎ [ƛƳƛǘǎΥ ¢ŜŎƘƴƻƭƻƎȅΣ 9ǘƘƛŎǎ ŀƴŘ ǘƘŜ wǳƭŜ ƻŦ [ŀǿΩ ƛƴΥ 
Serge Gutwirth and others (eds), European Data Protection: In Good Health? (Springer 2012) 331-346; Seda Gurses, 
/ŀǊƳŜƭŀ ¢ǊƻƴŎƻǎƻΣ ŀƴŘ /ƭŀǳŘƛŀ 5ƛŀȊΣ Ψ9ƴƎƛƴŜŜǊƛƴƎ tǊƛǾŀŎȅ ōȅ 5ŜǎƛƎƴΩ όYΦ¦Φ [ŜǳǾŜƴκL..¢Σ 9{!¢κ{/5-COSIC) 
<https://www.esat.kuleuven.be/cosic/publications/article-1542.pdf> accessed 17 December 2017. 
407 !ƴƴ /ŀǾƻǳƪƛŀƴΣ ΨtǊƛǾŀŎȅ ōȅ ŘŜǎƛƎƴΥ ¢ƘŜ ŘŜŦƛƴƛǘƛǾŜ ǿƻǊƪǎƘƻǇΥ ! ŦƻǊŜǿƻǊŘ ōȅ !ƴƴ /ŀǾƻǳƪƛŀƴΩ όнлмлύ о LŘŜƴǘƛǘȅ ƛƴ 
the Information Society 247.  

https://www.esat.kuleuven.be/cosic/publications/article-1542.pdf
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unnecessary trade-ƻŦŦǎ ŀǊŜ ƳŀŘŜΦέ408 AlsoΣ ǘƘŜ ΨŎǊŀŘƭŜ-to-ƎǊŀǾŜΩ approach imposes lifecycle 

management for a particular project, so to promptly ensure personal data protection and privacy 

safeguards from the moment personal data is collected until the erasure of that data. Another feature is 

transparency. Regardless of the technological or business practices involved in a particular project, the 

design of data protection mechanisms should be visible and transparent to the relevant stakeholders. 

Finally, privacy by design promotes a user-friendly approach. Its overall architecture and operation 

ǎƘƻǳƭŘ ōŜ ŎǊŜŀǘŜŘ άto keep the interests of the individual uppermost by offering such measures as 

strong privacy defaults, appropriate notice, and empowering user-ŦǊƛŜƴŘƭȅ ƻǇǘƛƻƴǎέΦ409   

The privacy by design principles formed by Cavoukian are well developed, and their general character 

allows them to be applied in various contexts, including ours, for the creation of strategies for the 

processing of ƻƴƭƛƴŜ ƎŀƳōƭŜǊǎΩ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ IƻǿŜǾŜǊΣ it is important to remember that privacy by 

design principles remain general and do not provide guidance ŀǎ ǘƻ Ƙƻǿ ǘƻ ΨŘƻΩ privacy by design. For 

that reason, this research focuses on the work of Jaap-Henk Hoepman, which makes privacy by design 

less abstract and fit for practice.    

3 Jaap-Henk IƻŜǇƳŀƴΩǎ privacy design strategies  
One of the pioneers in implementing an interdisciplinary methodology for the development of privacy 

protective strategies is Jaap-Henk Hoepman. Hoepman is associate professor of privacy enhancing 

protocols and privacy by design in Nijmegen. He works on the implementation of data protection 

principles that are imposed by law into the technical design of products and services. His work aims to 

contribute to the development of privacy by design by proposing more concrete ways for their 

implementation. In 2012, he published a paper in which he proposed privacy design strategies to 

support privacy by design during technological development, particularly in the process of software 

development.410 Since their publication, IƻŜǇƳŀƴΩǎ privacy design strategies have been analyzed and 

developed by follow-up papers created by Colesky, Hoepman and Hillen.411  

By combining legal principles, organizational factors and technological aspects, Hoepman has 

significantly contributed toward preservation or privacy. His privacy design strategies present a 

convergence of knowledge from different scientific disciplines (primarily law and technology) and seek 

to assist in the protection of personal privacy. The privacy design strategies are not fine-grained; they 

are abstract. Nevertheless, they illustrate how legal principles could be transformed into the 

technological and organizational processes necessary for supporting personal data protection. 

Therefore, these strategies might be considered as conceptual frameworks for the protection of 

personal privacy via personal data protection during technological processes. Considering their level of 

abstraction on the one hand and their concrete approach for protection of personal privacy during 

technological and organizational processes on the other, these strategies are very suitable to 

contextualization. It is for these reasons that they have been selected for the purpose of this research.  

                                                           
408 Ibid 250.  
409 Ibid.   
410 Jaap-IŜƴƪ IƻŜǇƳŀƴΣ ΨtǊƛǾŀŎȅ 5ŜǎƛƎƴ {ǘǊŀǘŜƎƛŜǎΩ ό¢ƘŜ Privacy Law Scholars Conference (PLSC) 2013) 
<https://arxiv.org/abs/1210.6621v2> accessed 17 December 2017.  
411 Michael Colesky, Jaap-IŜƴƪ IƻŜǇƳŀƴ ŀƴŘ /ƘǊƛǎǘƛŀŀƴ IƛƭƭŜƴΣ Ψ! /ǊƛǘƛŎŀƭ !ƴŀƭȅǎƛǎ ƻŦ tǊƛǾŀŎȅ 5ŜǎƛƎƴ {ǘǊŀǘŜƎƛŜǎΩ 
(Security and Privacy Workshops (SPW) 2016) <https://www.cs.ru.nl/J.H.Hoepman/publications/iwpe-privacy-
strategies.pdf> accessed 17 December 2017.       

https://arxiv.org/abs/1210.6621v2
https://www.cs.ru.nl/J.H.Hoepman/publications/iwpe-privacy-strategies.pdf
https://www.cs.ru.nl/J.H.Hoepman/publications/iwpe-privacy-strategies.pdf
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3.1 The structure of IƻŜǇƳŀƴΩǎ privacy design strategies 
IƻŜǇƳŀƴΩǎ privacy design strategies were primarily created as an integral part of the privacy by design 

approach within the overall software development cycle. Hoepman outlines a software development 

cycle by presenting a feedback loop composed of six subsequent phases: concept development, 

analysis, design, implementation, testing, and evaluation.412 The first node in this feedback loop is 

devoted to the development of software from the conceptual (abstract) perspective. The second phase 

is an analytical phase (the second node). These stages serve for outlining and analyzing the 

requirements, purposes, and expectations regarding the software that has to be created. They are 

preconditions for the design of the software (the third node in which the software code is created). 

When the software is designed, a threefold process of implementationςtestingςevaluation (the three 

following nodes) has to be carried out. After evaluation, the overall software development cycle is 

refined and starts again.  

Analyzing the role of privacy by design in the software development cycle, Hoepman particularly focuses 

on the first four phases of the cycle.413 Privacy by design is a complex, interdisciplinary process that 

among other things may include legal, business, organizational and technological analyses and 

processes. One of the critical processes within privacy by design that help with the identification and 

minimization of privacy risks in new projects and policies is known as a privacy impact assessment.414 A 

privacy impact assessment carries weight for recognizing privacy-adverse activities, as well as for 

evaluating of their effects. This process has distinct goals that need to be achieved in several different 

phases. However, the creation, implementation, and improvement of privacy by design pervade all the 

ǎǘŀƎŜǎ ƻŦ ŀ ǇǊƻƧŜŎǘΩǎ ƭƛŦŜŎȅŎƭŜΦ /ƻƴǎƛŘŜǊƛƴƎ ǘƘŀǘ ǇǊƛǾŀŎȅ ōȅ ŘŜǎƛƎƴ Ƙŀǎ ǘƻ be included from the very 

beginning, from planning a project up until its very last stage of realization, it is an inseparable part of 

every node in the feedback loop of a software development cycle. However, at the very beginning of the 

cycle, the most obvious privacy-related risk factors shall be identified and evaluated. Thus, privacy 

impact assessments should be exercised during the early phases of a software development cycle. 

Nevertheless, it might be expected that more refined risks will be detected in the latter stages (e.g. 

during or after the software implementation and/or testing).   

                                                           
412 Hoepman (n 410) 2. 
413 Ibid. 
414 LƴŦƻǊƳŀǘƛƻƴ /ƻƳƳƛǎǎƛƻƴŜǊΩǎ hŦŦƛŎŜΣ Ψ/ƻƴŘǳŎǘƛƴƎ tǊƛǾŀŎȅ LƳǇŀŎǘ !ǎǎŜǎǎƳŜƴǘΥ /ƻŘŜ ƻŦ tǊŀŎǘƛŎŜΩ ό±ŜǊǎƛƻƴ мΦлΦ 
2014), 5 < https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf> accessed 17 
December 2017.      

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
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Figure 5 - The software development cycle and its relationship with strategies, patterns, and 

technologies. Source: IƻŜǇƳŀƴΣ ΨtǊƛǾŀŎȅ 5ŜǎƛƎƴ {ǘǊŀǘŜƎƛŜǎΩΦ 

IƻŜǇƳŀƴ ŘŜŦƛƴŜǎ ŀ ŘŜǎƛƎƴ ǎǘǊŀǘŜƎȅ ŀǎ άŀ ŦǳƴŘŀƳŜƴǘŀƭ ŀǇǇǊƻŀŎƘ ǘƻ ŀŎƘƛŜǾŜ a certain design goal that has 

certain properties that allow it to be distinguished from other approaches that achieve the same 

goalέΦ415 However, Colesky, Hoepman and Hillen have developed IƻŜǇƳŀƴΩǎ privacy design strategies, 

defining them, inter alia, ŀǎ άa distinct architectural goal in privacy by design to achieve a certain level of 

ǇǊƛǾŀŎȅ ǇǊƻǘŜŎǘƛƻƴέΦ416 It seems that this definition emphasizes the role ƻŦ ǇǊƛǾŀŎȅ ŘŜǎƛƎƴ ǎǘǊŀǘŜƎƛŜǎ όΨa 

distinct architectural goalΩ) in a privacy by design aǇǇǊƻŀŎƘ ŀƴŘ ǘƘŜƛǊ ǇǊƛƳŀǊȅ ŀƛƳ όΨto achieve a certain 

ƭŜǾŜƭ ƻŦ ǇǊƛǾŀŎȅ ǇǊƻǘŜŎǘƛƻƴΩύΦ IƻŜǇƳŀƴΩǎ initial definition regards the structural design as a cornerstone 

that serves to distinguish between the different approaches created to achieve a certain goal.        

A further analysis of IƻŜǇƳŀƴΩs work reveals the important roles and interesting relations between 

privacy design strategies, privacy design patterns and privacy enhancing technologies. He distinguishes 

between them in a considerably abstract, but still functional manner. Whilst discussing design patterns, 

Hoepman builds upon the explanation of design patterns by Buschmann and others. According to this 

explanation, a design pattern άǇǊƻǾƛŘŜǎ ŀ ǎŎƘŜƳŜ ŦƻǊ ǊŜŦƛƴƛƴƎ ǘƘŜ ǎǳōǎȅǎǘŜƳǎ ƻǊ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ŀ 

software system, or the relationships between them. It describes a commonly recurring structure of 

communicating components that solves ŀ ƎŜƴŜǊŀƭ ŘŜǎƛƎƴ ǇǊƻōƭŜƳ ǿƛǘƘƛƴ ŀ ǇŀǊǘƛŎǳƭŀǊ ŎƻƴǘŜȄǘΦέ417 In 

addition to design patterns, privacy enhancing technologies are explained ŀǎ άa system of ICT measures 

protecting informational privacy by eliminating or minimizing personal data thereby preventing 

unnecessary or the unwanted processing of personal data, without the loss of the functionality of the 

information system.έ418 The distinction between a privacy design pattern and privacy enhancing 

technologies is based around their level of abstraction. A design pattern refers to a structure that aims 

to solve a problem within a particular context, whereas privacy enhancing technologies are concrete 

technologies that can be employed to implement design patters and achieve privacy protection goals in 

concrete cases.  

                                                           
415 Hoepman (n 410) 3. 
416 Colesky, Hoepman and Hillen (n 411) 2. 
417 Hoepman (n 410) 3.  
418 Ibid 4. 
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At first glance, it could seem as if Hoepman perceived the implementation of privacy design patterns as 

coming after the determination of privacy design strategies, and privacy enhancing technologies as 

coming after privacy design patterns (see the feedback loop above). However, this claim should be 

approached with caution. One could argue that privacy design patterns and privacy enhancing 

technologies derive from privacy design strategies. Nevertheless, Hoepman developed his work by 

presenting a process within a software development cycle as demonstrated in the feedback loop. 

Therefore, all processes within the feedback loop influence each other. Therefore, privacy design 

patterns and privacy enhancing technologies do not only derive from privacy design strategies, but also 

affect the shape of said strategies in every subsequent round of the loop.         

Hoepman focused on the structure of privacy design strategies, positioning them among a similar 

process during the software development cycle. Colesky, Hoepman and Hillen add relevant tactics for 

any of the proposed strategiesΦ ¢ƘŜȅ ŘŜŦƛƴŜ ǘŀŎǘƛŎǎ ŀǎ ŀƴ άŀǇǇǊƻŀŎƘ ǘƻ ǇǊƛǾŀŎȅ ōȅ ŘŜǎƛƎƴ ǿƘƛŎƘ 

contributes to the goal of an overarching privacy design strategyΦέ419 Based on the literature review, 

Colesky, Hoepman and Hillen extract and describe tactics as practical ways (translatable to technological 

tools) for the realization of privacy strategies.420 These works supplement each other, and this relation 

was brought into existence by the implementation of different research methodology. IƻŜǇƳŀƴΩǎ initial 

work focused more on the organizational aspects of strategies (design patterns) that should be used for 

the creation of privacy enhancing technologies. Colesky, Hoepman and Hillen propose a set of tactics per 

strategy that are more concrete than patterns (in terms of their organizational aspects), but that cannot 

be considered privacy enhancing technologies due to the higher level of abstraction they carry 

compared to privacy enhancing technologies.  

The relation between strategies, tactics and patterns could be explained by following the illustration - 

Minimization is a strategy whose essential goal is to limit the use of personal data and to enable the 

processing of data within the bounds of an agreed set of processing purposes. Relevant tactics that may 

serve this strategy could be, inter alia, those of selecting and destroying data. Thus, the data controller 

that implements a minimization strategy would carefully select from the collected data and process only 

that data which is necessary for the agreed purposes. All other collected data shall be destroyed. In 

order to arrange this kind of practice, data controllers can create internal documents that oblige all data 

processors that process data on behalf of the controller to implement relevant tactics. The creation of 

the documents and the setting up of the management system that will monitor the practice of 

implementing said tactics could be perceived as patterns.   

This observation of IƻŜǇƳŀƴΩǎ privacy design strategies leads us to the conclusion that privacy design 

strategies, patterns, and enhancing technologies, as well as tactics, could be perceived as a coalition of 

parts that form an essential unity for the protection of privacy. Whereas privacy patterns outline an 

internal structure for strategy, defining its communicating components and their responsibilities, tactics 

are composed of concrete actions. However, tactics should correlate with a proper pattern. Otherwise, 

their random implementation could be useless. Therefore, tactics shall be enforced through determined 

privacy patterns to achieve the goals of privacy strategies. As a result, privacy enhancing technology 

could be created and implemented.     

                                                           
419 Colesky, Hoepman and Hillen (n 411) 2.  
420 Ibid. 
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3.2 Eight privacy design strategies  
In creating his privacy design strategies, Hoepman takes several methodological steps. Firstly, he 

analyses data protection standards and points out several principles that have to be respected (or at 

least are supposed to be respected). He not only observes the legal, but also the technical, 

organizational and procedural features of privacy protection in order to create a ΨƴŀǘǳǊŀƭ ǎǘŀǊǘƛƴƎ ǇƻƛƴǘΩ 

for creating privacy preserving strategies.421 He takes into consideration the OECD privacy guidelines,422 

the US fair information practices,423 the EU Data Protection Directive and the ISO 29100 Privacy 

Framework424, to extract 10 common privacy protection principles. Summarizing the requirements 

enshrined in these documents, Hoepman derives the following principles:   

¶ tǳǊǇƻǎŜ ƭƛƳƛǘŀǘƛƻƴ όŎƻƳǇǊƛǎƛƴƎ ōƻǘƘ ǘƘŜ ǎǇŜŎƛŬŎŀǘƛƻƴ ƻŦ ǘƘŜ purpose and limiting the use of data 

to the stated purpose)  

¶ Data minimization  

¶ Data quality 

¶ Transparency (Openness in OECD terms)  

¶ Data subject rights (in terms of consent, and the right to view, erase, and rectify personal data)  

¶ The right to be forgotten  

¶ Adequate protection (Security Safeguards in OECD terms) 

¶ Data portability  

¶ 5ŀǘŀ ōǊŜŀŎƘ ƴƻǘƛŬŎŀǘƛƻƴǎ  

¶ Accountability and (provable) compliance425 

The second step concerns the determination of activities that violate privacy. Hoepman considers 

information storage and information flow as processes within which privacy violations may occur. 

Notwithstanding a broad scope of operations that refer to personal data processing, data storage and 

data flow are the most common ways of data processing, and therefore warrant particular focus. 

Hoepman notices that in practice, IT systems are often hybrid systems and include both data storage 

and data flow.426 Nevertheless, he also discerns that due to the limited storage capacity of database 

systems, data flow is necessary for purposeful processing.427 Thus, data storage and data flow are 

viewed as the most common ways of data processing. 

In the third step, Hoepman applies the 10 extracted privacy principles on data storage and data flow 

systems. Firstly, he considers information storage systems. He views databases as tables with rows and 

columns. Every table represents a set of attributes concerning the individual, with every column 

containing a fixed set of attributes. Every newly added row in a table is about new individuals and their 

records. The table 2, presented below, is an example of a database that contains the address details of 

                                                           
421 Hoepman (n 410) 6. 
422 Organisation of Economic Co-hǇŜǊŀǘƛƻƴ ŀƴŘ 5ŜǾŜƭƻǇƳŜƴǘΣ Ψh9/5 ƎǳƛŘŜƭƛƴŜǎ ƻƴ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǇǊƛǾŀŎȅ ŀƴŘ 
ǘǊŀƴǎōƻǊŘŜǊ ƅƻǿǎ ƻŦ ǇŜǊǎƻƴŀƭ ŘŀǘŀΩ όмфулύΦ 
423 ¦{ CŜŘŜǊŀƭ ¢ǊŀŘŜ /ƻƳƳƛǎǎƛƻƴΣ ΨtǊƛǾŀŎȅ ƻƴƭƛƴŜΥ CŀƛǊ ƛƴŦƻǊƳŀǘƛƻƴ ǇǊŀŎǘƛŎŜǎ ƛƴ ǘƘe electronic marketplace: A report 
ǘƻ ŎƻƴƎǊŜǎǎΩ όнлллύΦ 
424 LƴǘŜǊƴŀǘƛƻƴŀƭ hǊƎŀƴƛȊŀǘƛƻƴ ŦƻǊ {ǘŀƴŘŀǊŘƛȊŀǘƛƻƴΣ ΨL{hκL9/ нфмллΥ LƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ ς Security techniques ς 
tǊƛǾŀŎȅ ŦǊŀƳŜǿƻǊƪΩ όŜŘƛǘƛƻƴ мΣ нлмм-12). 
425 Hoepman (n 410) 6. 
426 Ibid 7. 
427 Ibid 6-7. 
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citiȊŜƴǎΩ ǇŜǊƳŀƴŜƴǘ ǊŜǎƛŘŜƴŎŜǎ. The shaded row in the table contains personal data about the 

ƛƴŘƛǾƛŘǳŀƭǎΩ home address, whereas the shaded column contains their postal codes. Therefore, the data 

might be observed at the individual level (observation of a row) or at the aggregated level (focusing on a 

column), or both.  

Table 2 - A database example composed of rows and columns 

Addresses ƻŦ ŎƛǘƛȊŜƴǎΩ ǇŜǊƳŀƴŜƴǘ ǊŜǎƛŘŜƴŎŜǎ (city: Nis, country: Serbia) 

Personal name, surname Street name  Municipality  Postal code City  

Χ Χ Χ Χ Χ 

Dusan, Pavlovic  Karpatska 16a Pantelej  18106 Nis 

Olgica, Cvetkovic Pariske Komune 9  Medijana  18105 Nis 

Bratislav, Djuric  Zmaja od Nocaja 23 Palilula   18106 Nis 

Slobodan, Micic  Jovana Nedina Crveni Krst  18209 Nis 

Χ Χ Χ Χ Χ 

 

HoeǇƳŀƴ ŦƛƴŘǎ ǘƘŀǘ ǘƘŜ ŎƻƭƭŜŎǘƛƻƴ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ άǎƘƻǳƭŘ ōŜ ǇǊƻǇƻǊǘƛƻƴŀƭ ǘƻ ǘƘŜ ǇǳǊǇƻǎŜ ŦƻǊ ǿƘƛŎƘ ƛǘ 

ƛǎ ŎƻƭƭŜŎǘŜŘέ428. He adds that the purpose άǎƘƻǳƭŘ ƴƻǘ ōŜ ŀŎƘƛŜǾŀōƭŜ ǘƘǊƻǳƎƘ ƻǘƘŜǊΣ ƭŜǎǎ ƛƴǾŀǎƛǾŜ ƳŜŀƴǎέ 

and for that reason, data collection should be minimized.429 Therefore, the rows in a database, which 

correspond to each and every individual, should not be stored if it is not necessary. If data is stored, 

then it should correspond to the purpose (e.g. if the data presented in the shaded row is collected for a 

census and subsequent statistical analysis, it should not be used for marketing purposes). The legitimate 

limitation of data utilization is also based on data separation. Thus, data collected for one purpose 

should be stored separately from data stored for another purpose, and it should not be easy to link 

them (e.g. the data about individuals presented in the table above should be stored separately from the 

ƛƴŘƛǾƛŘǳŀƭǎΩ ƘŜŀƭǘƘ ǊŜŎƻǊŘǎ ƛŦ ǘƘŜǊŜ ƛǎ ƴƻ ƭŜƎƛǘƛƳŀǘŜ ǇǳǊǇƻǎŜ ŦƻǊ linking said data). Access to data should 

be limited and accessible only to authorized subjects, and should be properly protected, and more 

specifically, properly hidden. Data subjects have to be informed about the facts regarding the processing 

of data that is related to them, as well able to request the modification of said data. Giving control to an 

individual over the data produced about him/her is at the core of informational self-determination. 

Finally, data processing should be carried out in accordance with relevant privacy policies and 

mandatory data protection law. Concerning EU Data Protection Law, data processors have to be able to 

demonstrate that their actions comply with the law. 

                                                           
428 Hoepman (n 410) 7. 
429 Ibid.  
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Figure 6 - The database metaphor of eight privacy design strategies 
Source: IƻŜǇƳŀƴΣ ΨtǊƛǾŀŎȅ 5ŜǎƛƎƴ {ǘǊŀǘŜƎƛŜǎΩΦ 

 

Considering the application of privacy principles to information flow systems, Hoepman proposes that 

data minimization ought to be exerted in a way where only selected data is processed, and other data is 

thrown away. The separation of data needs to be done by splitting a data stream430 into several parts, 

which are later processed at different locations. The further combining and compressing of data streams 

corresponds to the process of data aggregation. Data transmission has to be encrypted or protected in 

another manner, to ensure that the data is hidden. The following phases are mainly based on 

compliance with mandatory legal principles that do not differ from those in the information storage 

system.        

                                                           
430 Whereas data streaming could be defined as a process of transmission, the term data stream refers to a set of 
ŘƛƎƛǘŀƭ ǎƛƎƴŀƭǎ ǘƘŀǘ ǎŜǊǾŜ ǘƻ ǘǊŀƴǎƳƛǘ ŎƻƴǘŜƴǘ ǿƛǘƘƛƴ ŀ ƴŜǘǿƻǊƪΦ CƻǊ ƳƻǊŜ ŀōƻǳǘ Řŀǘŀ ǎǘǊŜŀƳ ǎŜŜ ¢ŜŎƘƴƻǇŜŘƛŀΣ Ψ5ŀǘŀ 
stǊŜŀƳΩ ғhttps://www.techopedia.com/definition/6757/data-stream> accessed 17 December 2017; and for more 
ŀōƻǳǘ Řŀǘŀ ǎǘǊŜŀƳƛƴƎ ǎŜŜ ¢ŜŎƘƴƻǇŜŘƛŀΣ Ψ5ŀǘŀ ǎǘǊŜŀƳƛƴƎΩ ғhttps://www.techopedia.com/definition/13604/data-
streaming> accessed 17 December 2017.   

https://www.techopedia.com/definition/6757/data-stream
https://www.techopedia.com/definition/13604/data-streaming
https://www.techopedia.com/definition/13604/data-streaming















































































































































































































