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Abstract

Progress in miniaturization of electronic components and design of wireless systems

paved the way towards ubiquitous and pervasive communications, enabling anywhere

and anytime connectivity. Wireless devices present on, inside, around the human body

are becoming commonly used, leading to the class of body-centric communications.

The presence of the body with all its peculiar characteristics has to be properly taken

into account in the development and design of wireless networks in this context.

This thesis addresses various aspects of body-centric communications, with the

aim of investigating network performance achievable in different scenarios. The main

original contributions pertain to the performance evaluation for Wireless Body Area

Networks (WBANs) at the Medium Access Control layer: the application of Link

Adaptation to these networks is proposed, Carrier Sense Multiple Access with Colli-

sion Avoidance algorithms used for WBAN are extensively investigated, coexistence

with other wireless systems is examined. Then, an analytical model for interfer-

ence in wireless access network is developed, which can be applied to the study of

communication between devices located on humans and fixed nodes of an external

infrastructure. Finally, results on experimental activities regarding the investigation

of human mobility and sociality are presented.





Chapter 1

Introduction

This introductory chapter gives an overview of body-centric communications, being

the central topic of the thesis. A particular focus is dedicated to Wireless Body Area

Networks (WBANs), with the description of their main reference standards and of a

related research project. Finally, the structure and main contributions of the work

are outlined.

1.1 Body-Centric Communications

Wireless communication systems have become in the past two decades so widespread

that nowadays they can be considered as part of everyday life in different contexts,

such as homes, offices, factories, transports, schools, entertainment places. Thanks to

advances in electronics, portable devices are becoming smaller and/or more powerful

every day and they are carried around by people in every situation, leading to almost

seamless and ubiquitous connectivity.

Research on Wireless Personal Area Networks (WPANs) began around the end

of the last century, and the first applications considered were to replace the cables

connecting electronic devices, such as the mouse with the Personal Computer (PC)



Chapter 1. Introduction

or the headset with the mobile phone. WPAN focus on the Personal Operating

Space (POS), that is the space around a person or an object that typically extends

up to 10 meters in all directions and envelops the person/object whether stationary

or in motion [1]. Devices belonging to a POS may be worn, carried, or located

near the human body; this class of devices includes, for example, laptop computers,

cellular phones, Personal Digital Assistants (PDAs), handheld personal computers,

microphones, headsets, bar code readers, sensors, and pagers.

The advent of miniaturized sensors and actuators for monitoring, diagnostic, and

therapeutic functions, together with advances in wireless systems, paved the way

towards WBANs [2], where the network scope is even more focused on the vicinity

to the human body. The increasing attention that has been devoted to WBAN in

the past years is certainly related to the potential impact that such a technology

can have on our society, in supporting new medical and healthcare services, as well

as a variety of applications in various fields, such as fitness and training, gaming,

entertainment [3].

The general topic of the thesis are body-centric communications, also referred to as

body or human-focused communications [4], which include all those communication

processes between devices located in the proximity of the human body, and of which

WBANs represent an important big subset. Therefore, the defining element of body-

centric communications is the presence of the human body, where at least one of the

devices involved in the communication has to be located. In the thesis, the human

body will be considered in the totality of its distinctive aspects that may affect the

communication processes, such as its effect on the propagation medium, the mobility

of the subject, his or her social behaviour, even if not all the aspects will be always

2



1.1 Body-Centric Communications

taken into account simultaneously.

With respect to the position of the communicating devices, the following classifi-

cation, graphically depicted in Fig. 1.1, can be drawn:

• on-body communications : all the devices are located on the body of the same

person, most of the radio channel is on the surface of the body;

• in-body communications : at least one of the end-points of the communication

link is implanted in the body, a significant part of the channel is thus inside the

body (a further distinction could be made between in-in and in-on communi-

cations, if both devices, or only one of them, are situated inside the body);

• off-body communications : one of the devices is placed on the body, while the

other one is located outside it, being an external device, such as a router or a

gateway;

• body-to-body communications : the communication takes place between devices

placed on the body of at least two different subjects.

Figure 1.1: Body-centric communications.

3



Chapter 1. Introduction

The first three cases can be included in WBAN scope, as defined and specified by

the IEEE 802.15 Task Group (TG) 6 [5], and the attention of the research community

has been greatly devoted to them in the past years, from different perspectives. Fo-

cusing on the communication viewpoint, propagation issues have been extensively ex-

amined (e.g. [6,7]) and several Physical layer (PHY), Medium Access Control (MAC),

and network layer solutions have been proposed and evaluated [8].

Body-to-body (B2B) communications, on the other hand, represent a quite recent

research direction, which has received limited contributions so far, mainly with regard

to the propagation channel [9,10]. B2B networks may be used to complement and ex-

tend existing infrastructure networks (e.g., cellular networks) by supporting capacity

and improving achievable data rates. Besides, they allow the realisation of innovative

services and applications that involve human users. In both cases, outcomes on for-

warding and routing, coming from research on Delay Tolerant Networks (DTNs) and

opportunistic techniques [11], could be fruitfully merged with the above mentioned

studies to develop this kind of networks.

In the following subsections, a general overview on WBANs will be given, going

into more details about its scope, definition, applications, requirements, and open is-

sues. The reference standard air interface solutions, mainly IEEE 802.15.4 and IEEE

802.15.6, will also be thoroughly described. Finally, an outline of the Integrating

Project (IP) WiserBAN will be presented, as a practical example of WBAN employ-

ment and since a significant part of the research of the thesis has been carried out in

its framework.

4



1.1 Body-Centric Communications

1.1.1 Wireless Body Area Network Overview

A WBAN can be defined as a collection of low-power, miniaturized, invasive or non-

invasive, lightweight devices with wireless communication capabilities that operate in

the proximity of a human body [8]. These devices are often wireless sensor nodes

that can monitor the human body functions and characteristics from the surrounding

environment.

Wireless Body Sensor Network (WBSN) and Wireless Body Area Sensor Network

(WBASN) are sometimes used as WBAN synonyms, to underline the presence of

sensor nodes in the network.

On one hand, WBANs enable new applications and thus new possible markets

with respect to WPANs and Wireless Sensor Networks (WSNs); on the other hand,

the design is affected by several constraints that call for new paradigms and protocols.

In some works from the literature, there is no strict distinction between WPANs and

WBANs [3]. Actually, WBANs complement WPANs, target diverse applications and

are limited to a shorter range (typically around 2 or 3 meters from a person) [12],

while WPANs could extend up to 10 meters for high data rate applications and

even to several tens of meters for low rate cases [13]. WPANs do not meet medical

guidelines due to the proximity to human tissues and are not able to fully support

Quality of Service (QoS) for the wide variety of applications WBANs are supposed to

enable [14]. With respect to WSNs, the presence of the human body affects the radio

wave propagation, leading to a specific and peculiar radio channel, which has to be

properly accounted for in the design of the protocols [15]. The diversity of envisioned

applications, which span from the medical field (vital signs monitoring, automatic

drug delivery) to the entertainment, gaming, and ambient intelligence sectors, creates

5
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a set of technical requirements with a wide variation in terms of expected performance

metrics (e.g., throughput or delay) [16]. Therefore, scalable and flexible architectures

and protocols are needed.

As already mentioned, the ability to deploy wireless devices on the human body

leads to the opportunity of developing a large number of applications in several fields,

which could be summarised as follows.

1) Healthcare and medical services – At a first glance, this could be the most promis-

ing field of application for a WBAN. Several non-intrusive sensors deployed in

the human body allow the patients and the doctors to sample continuous wave-

form of biomedical signals in a remote and continuous way [17]. Events that

require prompt assistance, like heart attack and epileptic seizure, can be de-

tected and even foreseen thanks to the continued monitoring of the heart and

brain activity respectively. WBANs can not only detect fatal events and anoma-

lies, they can also improve the life style of hearing and visually impaired peo-

ple, by means of earing aids or cochlear implants and artificial retina, respec-

tively [18–20]. A non-exhaustive list of medical applications that can benefit

from WBAN usage is: Electrocardiogram (ECG), Electroencephalogram (EEG),

Electromyogram (EMG), drugs delivery, post operative monitoring, monitoring of

vital parameters or body functions, such as temperature, respiration rate, glucose

level, oxygen saturation, toxins, blood pressure [21, 22].

2) Sport and fitness – A real-time log of vital parameters like blood pressure, heart

beat, blood oximetry, and posture can improve fitness and sport experience [23]. In

this way the users can gather information concerning their sport activity and use

them to prevent injuries and to plan future training to improve their performance.

6
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Moreover, the central network controller (e.g., a smartphone) can be used to stream

music to a pair of wireless headphones thus eliminating the wires, which are very

annoying when performing physical activity.

3) Entertainment and gaming – WBANs can bring more realism in the user experi-

ence in the field of entertainment. Motion capturing techniques allow the tracking

of the position of different body parts by means of a set of gyroscopes and ac-

celerometers wirelessly connected to a central node and worn by the user. The

real-time information about motion makes possible for the user the direct employ-

ment of his body as a controller in videogames. Moreover, film industry takes ad-

vantage of motion capture along with post production techniques to realise highly

realistic digital movies where actors play the role of non-human subjects [24].

4) Emergency services – In the domain of public safety, WBANs can be used by

firefighters, policemen, or rescue teams [14]. Police uniforms could for example

incorporate vital signs, audiovisual communications and positioning functionality

in the textiles. In addition to these functions, firefighters suits could also incorpo-

rate environmental sensors to measure parameters such as external temperature,

carbon monoxide, and carbon dioxide levels, in order to warn if a life threatening

situation is detected. Paramedics uniforms would also be able to discover and

query patient WBANs and link BAN data with the electronic medical record.

Audio-visual communications integrated into the paramedic uniforms would en-

able telepresence and augmented reality experience of the scene for hospital staff.

Similarly, disaster coordinators could benefit from remote viewing of the scene

using the same technology [25].

7
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5) Military and Defence – Network-Enabled Capability is the name of the NATO

long term program aimed to achieve enhanced military effect through the use

of information systems [26]. New capabilities added by a WBAN will improve

the performance of soldiers engaged in military operations at both individual and

squad levels. At individual level, a set of sensors can monitor vital parameters

and provide information about the surrounding environment in order to avoid

threats, whereas information taken at squad level will make the commander able

to better coordinate the squad actions and tasks. Spatial localization techniques

and communications between different WBANs play an important role in this field,

as well as security in order to prevent sensitive information from being caught by

the enemies [27].

6) Industrial – In the industrial framework WBANs can improve the safety condi-

tions of workers, for example monitoring their movements and the surrounding

environment in order to prevent the exposure to toxic gasses and radiations, or

checking the shocks and vibrations human machine operators are subject to [28].

The deployment of WBANs is not limited to human subjects, robotics arms can

also be equipped with wireless nodes whose primary goal is to track their fine

grained movements. Interaction between machines and workers can as well be

improved by the exploitation of inter-WBAN communication.

7) Lifestyle applications – In this last domain several applications could be envisioned,

such as emotion detection, ambient intelligence, smart keys, identification and au-

thentication. For instance, WBANs can be used to monitor people vital signs

as a basis to develop systems that adapt the surrounding environment depend-

ing on the user condition and emotional status (music, lights, heating/cooling).

8
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A secure authentication system could use both physiological and behavioral bio-

metrics schemes collected by a WBAN, like facial patterns, finger prints and iris

recognition.

Due to this broad range of possible applications, developing WBAN technologies

is a challenging task. Main WBAN requirements are detailed hereafter, following [16]

guidelines.

1) Range and Topology – The communication range should not be larger than few

meters (3 ÷ 6 m) for most of the applications. Thus, a simple star topology

is usually enough; however, the human body can represent an obstacle for the

radio propagation especially for the implanted nodes. In this case, a multihop

communication must be established. The number of nodes forming the WBAN

may range from two (e.g., glucose meter) to few hundreds (e.g., accelerometers and

gyroscopes on a robotic arm) and can vary at run time. Therefore the network

should implement reliable association and disassociation procedures to allow nodes

to take part and leave the WBAN as needed by the application.

2) Bit rate – The bit rate requirement varies on a very broad range depending on

the application and the type of data to be transmitted. It goes from less than 1

kbit/s (e.g., temperature monitoring) to 10 Mbit/s (e.g., video streaming).

3) Quality of Service – High level of QoS should be guaranteed in medical and military

applications. The critical factor is the reliability of the transmission, meaning

that appropriate error detection and correction methods, interference avoidance

methods, or any other suitable technique should be implemented at MAC and

PHY layers. QoS provisions should be flexible so that they can be tailored to suit

9
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specific application needs.

4) Time constraints – Real time communication is required for some applications.

Reliability, latency, and jitter (variation of one-way transmission delay) shall be

supported for applications that need them. The latency in medical applications

should be less than 125 ms [16]. The latency in non-medical applications should be

less than 250 ms and jitter should be less than 50 ms [16]. Capability of providing

fast (< 1 s) and reliable reaction in emergency situations and for alarm messages,

which have higher priority than others, shall be provided after the network has

been set up.

5) Coexistence – Coexistence between WBANs, coexistence between WBAN and

other wireless technologies, and coexistence of WBAN in medical environments

shall be addressed. The devices must be able to operate in high noise, high multi-

path and dynamic environment. In particular, implantable and wearable WBANs

should gracefully coexist in-and-around the body. Medical applications may be

given higher priority than others when bandwidth is scarce.

6) Form Factor – Size constraints can be stringent; the most critical aspect in this

regard is to fit the antenna and the battery into a very tight case while providing

good radiation property and lifetime. This is obviously true for implantable de-

vices; on the other hand, when a WBAN node is designed to be worn, flexibility

and stretchability may be more relevant in order to be comfortable for the user,

especially in sport and fitness applications.

7) Antenna – As already stated, antenna design can be very critical. This holds not

only because of the size constraints, but also due to the presence of the human

10
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body, which represents an obstacle for the radio wave propagation and affects

antenna radiation properties.

8) Security – Security and privacy are of primary importance especially for what

concerns medical and military applications. Secure authentication processes (e.g.

biometric identification based mechanism) and data encryption mechanisms should

always be implemented. The latter usually requires high computational resources

and storage, thus, an energy efficient and lightweight implementation is essential.

The inability of the user to provide key information when needed must be taken

into account (devices, for example, should be accessible to paramedics/medics in

a trauma condition; however, in such situations, the unconscious user may not be

able to provide authentication information).

9) Power Consumption – The power consumption requirement depends on the nature

of the application. However, WBAN devices are generally battery powered and

the battery lifetime is required to be in the order of years for implanted devices

(e.g., pacemakers require at least five years). Ultra-low power design for radio

transceivers is essential, as well as power-wise MAC design.

In order to meet these technical requirements, a lot of research effort has been

carried out in the last years from different perspectives, but some design issues still

remain open or to be fully solved. The first five aspects underlined above certainly

guided the development of protocols for PHY, MAC, and network layers. Several

proposals and studies can be found in the literature, as it will be more detailed in

Chapter 2.

Advances in integrated circuit design and miniaturization of components strive

11
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to realise devices with proper form factors to be implanted or comfortably worn.

Similarly, researches on miniature antennas are leading to more efficient solutions [29].

Security has to be addressed in terms of privacy, confidentiality, authentication,

authorisation, and integrity [2]. Since conventional mechanisms are not suitable for

WBANs, due to several reasons (limited processing power, memory, energy, etc.),

novel lightweight and resource-efficient methods are being developed [30, 31]. A

promising solution in this context is the use of biometrics [32].

As far as power consumption is concerned, it is a requirement that has to be

accounted for in the design of all WBAN aspects. On one side, proper design of

circuits and transceivers is needed to ensure low current consumption. On the other

side, protocols have to be energy-efficient. A common technique for the latter aim,

which may come at the expense of end-to-end delay, is the duty cycling of the devices.

In this way, devices are allowed to be in sleep mode (transceiver and CPU shut

down) for most of the time. This is effective for applications that require infrequent

transmissions; however, a proper trade-off between delay and power consumption

should be found. Energy scavenging or harvesting could also be an interesting option

to prolong nodes lifetime. In the WBAN context, indeed, energy scavenging from

body sources such as heat [33] and movements [34] seems very well suited.

Besides these technical requirements, some social challenges and economic con-

cerns should also be overcome to allow practical WBAN widespread adoption [35].

Value and ease of use perceived by the users are of foremost importance: WBAN

must improve quality of life being unobtrusive, ergonomic, easy to put on, and even

stylish. Once developed, WBAN systems will likely involve numerous stakeholders

(users, caregivers, researchers, etc.), creating complex relationships, which can raise

12
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ownership and liability issues. Questions such as “who will pay for WBAN systems?”,

“who will own WBAN data?”, “who is liable for damages involving WBAN?” should

be answered to protect all interests and to promote WBAN adoption and diffusion.

1.1.2 Reference Standards

IEEE 802.15.4

IEEE 802.15.4 wireless technology [36] is a short-range communication system in-

tended to provide applications with relaxed throughput and latency requirements in

WPAN. The key features of IEEE 802.15.4 wireless technology are low complexity,

low cost, low power consumption, low data rate transmissions, to be supported by

either fixed or moving cheap devices. The main field of application of this tech-

nology is the implementation of WSNs. The IEEE 802.15 TG 4 [37] focuses on

the standardization of the bottom two layers of the International Organization for

Standardization (ISO)/Open System Interconnection (OSI) reference protocol stack,

namely the PHY and MAC layers. As for the upper layers, one of the most used

solution is the ZigBee protocol stack, specified by the industrial consortium ZigBee

Alliance [38]. A different possible approach, aiming at using 802.15.4 standard in IP-

based networks, has been specified by the Internet Engineering Task Force (IETF) as

6LowPAN (IPv6 over Low power WPAN).

The IEEE 802.15.4 PHY operates in three different unlicensed bands (with dif-

ferent modalities) according to the geographical area where the system is deployed.

However, Direct Sequence Spread Spectrum (DSSS) is mandatory to reduce the in-

terference level in shared unlicensed bands.

The PHY provides the interface with the physical medium. It is in charge of

13
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radio transceiver activation and deactivation, energy detection, link quality, clear

channel assessment, channel selection, and transmission and reception of the message

packets. Moreover, it is responsible for establishment of the Radio Frequency (RF)

link between two devices, bit modulation and demodulation, synchronisation between

the transmitter and the receiver, and, finally, for packet level synchronisation.

Figure 1.2: IEEE 802.15.4 standard channelization.

The standard specifies a total of 27 half-duplex channels across the three frequency

bands, whose channelization is depicted in Fig. 1.2 and is organized as follows:

• The 868 MHz band, ranging from 868.0 to 868.6 MHz and used in the European

area, implements a raised-cosine-shaped Binary Phase Shift Keying (BPSK)

modulation format, with DSSS at a chip-rate of 300 kchip/s (a pseudo-random

sequence of 15 chips transmitted in a 25 µs symbol period). Only a single

channel with a data rate of 20 kbit/s is available.

14
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• The 915 MHz band, ranging between 902 and 928 MHz and used in the North

American and Pacific area, implements a raised-cosine-shaped BPSK modula-

tion format, with DSSS at a chip-rate equal to 600 kchip/s (a pseudo-random

sequence of 15 chips is transmitted in a 50 µs symbol period). Ten channels

with rate of 40 kbit/s are available.

• The 2.45 GHz Industrial, Scientific, and Medical (ISM) band, which extends

from 2400 to 2483.5 MHz and is used worldwide, implements a half-sine-shaped

Offset Quadrature Phase Shift Keying (O-QPSK) modulation format, with

DSSS at 2 Mchip/s (a pseudo-random sequence of 32 chips is transmitted in a

16 µs symbol period). Sixteen channels with data rate equal to 250 kbit/s are

available, whose center frequencies are defined by fc = 2405+5 · (k−11) [MHz],

k = {11, . . . , 26} [36].

Focusing on the latter band, which will be the reference one in the rest of the

thesis, the process to convert bits to the final signal is represented in Fig. 1.3. A

16-ary quasi-orthogonal modulation technique is applied: during each data symbol

period, four information bits are used to select one of 16 nearly orthogonal 32-chip long

pseudo-random sequences to be transmitted. The sequences for successive symbols

are concatenated, and the resulting chip sequence is modulated onto the carrier using

O-QPSK with half-sine pulse shaping, which is equivalent to Minimum Shift Keying

(MSK) modulation [39].

According to the standard, transmission is organized in frames, which can differ

according to the relevant purpose. In particular, there are four frame structures,

each designated as a Physical layer Protocol Data Unit (PPDU): a beacon frame,

a data frame, an acknowledgment (ACK) frame, and a MAC command frame. As

15
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Figure 1.3: IEEE 802.15.4 modulation and spreading functional block diagram for
the 2.45 GHz band.

shown in Fig. 1.4, they are all structured with the Synchronization Header (SHR),

which allows a receiving device to synchronise and lock onto the bit stream, the

Physical Header (PHR), which contains frame length information, and the Physical

Service Data Unit (PSDU), which carries the MAC Payload Data Unit (MPDU). The

latter is constructed with the MAC Header (MHR), which comprises frame control,

sequence number, address information, and security related data, the MAC Footer

(MFR), which contains a frame check sequence (FCS), and the MAC Service Data

Unit (MSDU), which contains information specific to the frame type, except for the

ACK frame, which does not contain an MSDU.

The beacons are used by the WPAN coordinator to synchronise the attached

devices, to identify the WPAN, and to describe the structure of the superframes,

which are used to access the channel, as will be explained below. The data frames

are used to transmit application data, while the ACK frame is optionally used for

confirming successful frame reception. The command frame is used for handling all

MAC control transfers.

The MAC layer provides access control to a shared channel and reliable data de-

livery. IEEE 802.15.4 uses a protocol based on a Carrier Sense Multiple Access with

Collision Avoidance (CSMA/CA) algorithm, which requires listening to the channel
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Figure 1.4: IEEE 802.15.4 PPDU format.

before transmitting to reduce the probability of collisions with other ongoing trans-

missions.

The main functions performed by the MAC layer are: association and disassocia-

tion, security control, optional star network topology functions, such as beacon gen-

eration and Guaranteed Time Slots (GTSs) management, generation of ACK frames

(if used), and, finally, application support for the two possible network topologies

described in the standard, that are the star topology and the peer-to-peer one.

IEEE 802.15.4 defines two different operational modes, namely beacon-enabled

and non beacon-enabled, which correspond to two different channel access mecha-

nisms. In the beacon-enabled case, the access to the channel is managed through a

superframe, starting with the beacon packet, transmitted by the network coordinator.

The superframe is subdivided into three parts: a Contention Access Period (CAP),
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during which nodes use a slotted CSMA/CA, a Contention Free Period (CFP), con-

taining a number of GTSs, that can be allocated by the coordinator to specific nodes

with stringent requirements, and an inactive part. The coordinator may allocate up

to seven GTSs, but a sufficient portion of the CAP must remain for contention-based

access. The minimum CAP duration is equal to 440 Ts, being Ts the symbol time (its

duration depends on the band used). An example of superframe structure is shown

in Fig. 1.5.

Figure 1.5: Example of IEEE 802.15.4 superframe structure [36].

The duration of the active part of the superframe, containing CAP and CFP, is

called superframe duration (SD), and it can be expressed as SD = 960 ·2SO ·Ts, where

SO is the superframe order, an integer parameter ranging from 0 to 14. The duration

of the whole superframe, i.e. the interval of time between two successive beacons, is

called beacon interval (BI), and it can be expressed as BI = 960 · 2BO · Ts, where BO

is the beacon order, an integer parameter ranging from 0 to 14. Note that BO must

not be smaller than SO.

The CSMA/CA algorithm used in the CAP portion of the superframe is imple-

mented using units of time called backoff periods: a backoff period has a duration of
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320 µs.

Each device shall maintain three variables for each transmission attempt: NB,

CW, and BE. NB is the number of times the algorithm was required to backoff

while attempting the current transmission; it is initialized to zero before each new

transmission attempt and its maximum value is NBmax. CW is the contention window

length, defining the number of backoff periods that need to be clear of channel activity

before the transmission can start; its initial value is equal to 2. BE is the backoff

exponent, which is related to how many backoff periods a device shall wait before

attempting to assess the channel; its initial value is BEmin and its maximum value is

BEmax.

Fig. 1.6 illustrates the steps of the CSMA/CA algorithm. When using slotted

CSMA/CA, the MAC layer shall first initialize NB, CW, and BE, and then locate

the boundary of the next backoff period [step (1)]. Any activity is delayed (backoff

state) for a random number of backoff periods in the range [0, 2BE − 1] [step (2)].

Then, channel sensing is performed for one backoff period [step (3)]. If the channel

is assessed to be busy [step (4)], CW is reset to 2, while NB and BE are incremented

by one, ensuring that BE is not larger than BEmax. If the value of NB is less than

or equal to NBmax, the algorithm shall return to step (2). Otherwise, the algorithm

will unsuccessfully terminate, meaning that the node does not succeed in accessing

the channel. If the channel is assessed to be idle [step (5)], the CW is decremented

by one. If CW > 0, the algorithm shall return to step (3), otherwise the transmission

of the frame may start on the boundary of the next backoff period.

In the non beacon-enabled mode, on the other hand, nodes use an unslotted

19



Chapter 1. Introduction

CSMA/CA

NB = 0, CW = 2,

BE = BEmin

NB = 0,

BE = BEmin

Locate backoff

period boundary

Delay for

random(2BE -1)

backoff periods

Performe sensing

on backoff period

boundary

Channel idle?

Slotted?

CW = 2, NB = NB +1,

BE = min(BE+1, BEmax)

NB>NBmax?

Failure

CW = CW - 1

CW = 0?

Success

Delay for

random(2BE -1)

backoff periods

Performe sensing

Channel idle?

NB = NB +1,

BE = min(BE+1, BEmax)

NB>NBmax?

Failure Success

Y

N

Y

Y

Y

N N

N

N

Y

Y

N

(1)

(2)

(3)

(4) (5)

(2)

(3)

(4)
(5)

Figure 1.6: IEEE 802.15.4 CSMA/CA algorithm [36].
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CSMA/CA protocol to access the channel and transmit their packets and no super-

frame structure is defined. Its steps are also shown in Fig. 1.6. The main differences

between the slotted algorithm and the unslotted one are that in the latter only one

sensing phase should be performed, and that the backoff periods of devices are not

related in time to each other. In the former, instead, all backoff periods are aligned

with the superframe slot boundaries, i.e., the start of the first backoff period of each

device is aligned with the start of the beacon transmission, and transmissions may

start only at the beginning of backoff boundaries.

The description given above refers to IEEE 802.15.4 standard as defined in its

2006 version [36]. During these last years, several amendments have been issued to

complement and enhance its applicability, as briefly summarised in Table 1.1.

Among these amendments, it is worth mentioning IEEE 802.15.4e [40], which

presents new MAC layer behaviors to better support industrial markets. Timeslot-

ted Channel Hopping (TSCH), targeting application domains such as process au-

tomation (oil and gas industry, food, beverage, chemical, pharmaceutical products,

water treatments, green energy production, climate control), uses time synchronised

communication and channel hopping to provide network robustness through spec-

tral and temporal redundancy. Instead of using superframes, communication re-

sources are broken up into timeslots that are organized into repeating slotframes.

According to Low Latency Deterministic Networks (LLDN), designed for factory au-

tomation application domains (automotive manufacturing, robots, overhead cranes,

milling machines, automated dispensers, airport logistics, automated packaging),

where very low latency (transmission of sensor data in 10 ms) and many sensors

per PAN coordinator (in the order of hundreds) are strongly required, a fine granular
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Table 1.1: IEEE 802.15.4 amendments [37].

TG Aim Amendment Status

PHY MAC

15.4a Alternative PHYs (IR-UWB and
CSS) supporting high throughput,
ultra low power consumption, high
precision ranging and location

X X 802.15.4a-2007
Amendment

15.4c Chinese regulatory changes for
WPAN channels (314-316, 430-434,
and 779-787 MHz )

X 802.15.4c-2009
Amendment

15.4d New frequency allocation (950-956
MHz) in Japan

X 802.15.4d-2009
Amendment

15.4e Better support to industrial mar-
kets and compatibility with Chinese
WPAN

X 802.15.4e-2012
Amendment

15.4f Active RFID system X X 802.15.4f-2012
Amendment

15.4g Smart metering utility network X X 802.15.4g-2012
Amendment

15.4j Medical BAN band (2360-2400 MHz) X 802.15.4j-2012
Amendment

15.4k Critical infrastructure monitoring de-
vices

X Latest draft in
January 2013

15.4m Operation in the available TV white
spaces

X X First draft in
November 2012

15.4n Medical bands in China (174-216,
407-425, and 608-630 MHz )

X X TG approved in
March 2012

15.4p Applications specific to rail and rail
transit

X X TG approved in
April 2012
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deterministic Time Division Multiple Access (TDMA) is used to access the chan-

nel, through an enhanced superframe specification. For general industrial and com-

mercial application domains cited by Chinese WPAN regulations (process and fac-

tory automation, smart metering, home automation, smart building, entertainment,

healthcare monitoring, telemedicine), Deterministic and Synchronous Multi-channel

Extension (DSME) has been defined: GTSs use has been extended towards a multi-

channel, multi-superframe, mesh mechanism for deterministic latency, flexibility, and

scalability. Two channel diversity modes (channel adaptation and channel hopping)

have also been introduced for robustness and reliability in dynamic channel condi-

tions.

Moreover, a low-energy protocol has been specified [40], which is suitable for all

application domains, to allow very low duty cycle devices to send ad hoc data using

minimal amounts of energy. Two possible mechanisms are described: coordinated

sampled listening, suitable for applications with relatively low latency requirements

(i.e. < 1 s), and receiver initiated transmissions, applicable to situations where a high

latency (e.g., tens of seconds) is tolerated.

IEEE 802.15.6

IEEE 802.15 TG 6 was established in November 2007 to realise a standard specifically

designed for WBAN, namely Standard IEEE 802.15.6, whose final version was released

in February 2012 [41].

The standard defines PHY and MAC layers optimised for short range transmis-

sions in, on, or around the human body. The purpose is to support a low complexity,

low cost, ultra-low power, and high reliable wireless communication for use in close
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proximity to, or inside, a human body (but not limited to humans), to serve a variety

of applications both in the medical/healthcare and in the non medical fields.

The broad range of possible application fields in which WBANs could be used

leads to an equally wide variety of system requirements that have to be met. Hence,

the definition of a unique PHY layer solution could not be appropriate, and three

different alternatives are then proposed in the standard [41] (see Fig. 1.7):

I) Narrowband PHY: A compliant device shall be able to support transmission

and reception in at least one of the following optional frequency bands:

• 402-405 MHz: Medical Implant Communication System (MICS) band, it

is widely accepted although the possible bandwidth is limited;

• 420-450 MHz: Wireless Medical Telemetry System (WMTS) band, avail-

able in Japan;

• 863-870 MHz: WMTS band, available in Europe;

• 902-928 MHz: ISM band, it is available to be used without licence in North

America, Australia, and New Zealand;

• 950-958 MHz: available in Japan;

• 2360-2400 MHz: newly proposed band to be used for WBANs applications;

• 2400-2483.5 MHz: ISM band, it is available worldwide, but there could be

issues of coexistence with other wireless systems that use the same band.

II) Ultra Wideband (UWB) PHY: UWB band is divided into two frequency groups:

low band (3.25-4.75 GHz) and high band (6.6-10.25 GHz), both of them are sub-

divided into operating channels of 500 MHz bandwidth each. The low power
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levels used in UWB make this particular band very appealing to be used in

WBAN applications, where the human safety and the coexistence aspects with

other communication systems are primary issues to deal with. UWB PHY

is then specifically designed to offer robust performance for high quality, low

complexity, and ultra low power operations.

III) Human Body Communications (HBC) PHY: this PHY solution uses the human

body as communication media. The band of operation is centred at 21 MHz

with a bandwidth of 5.25 MHz.

Figure 1.7: IEEE 802.15.6 possible bands of operation.

In the 2.45 GHz band, which will be the reference band in the following of the

thesis, 79 RF channels are defined, with a bandwidth of 1 MHz each. Four possible

information data rates are specified, which are obtained as combinations of different

modulations (from the Differential Phase Shift Keying (DPSK) family), coding, and

spreading. Details are reported in Table 1.2. Either Differential Binary Phase Shift

Keying (DBPSK) or Differential Quadrature Phase Shift Keying (DQPSK) modula-

tions are used, with BCH code, and a square root raised cosine (SRRC) pulse shape.

IEEE 802.15.6 PPDU is composed of three main components, as illustrated in
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Table 1.2: IEEE 802.15.6 modulation parameters for the 2.45 GHz band [41].

Packet
component

Modulation Symbol
rate

Code
rate

Spreading
factor

Information
data rate

PLCP
header

π/2-DBPSK 600
ksymb/s

19/31 4 91.9 kbit/s

PSDU π/2-DBPSK 600
ksymb/s

51/63 4 121.4 kbit/s

PSDU π/2-DBPSK 600
ksymb/s

51/63 2 242.9 kbit/s

PSDU π/2-DBPSK 600
ksymb/s

51/63 1 485.7 kbit/s

PSDU π/4-DQPSK 600
ksymb/s

51/63 1 971.4 kbit/s

Fig. 1.8: the Physical Layer Convergence Protocol (PLCP) preamble, with the pur-

pose to aid the receiver in packet detection, timing synchronisation and carrier-offset

recovery, the PLCP header, used to convey information about PHY and MAC pa-

rameters needed to decode the PSDU, and the PSDU itself. The PSDU is formed by

concatenating the MAC header with the MAC payload and the FCS.

PLCP Preamble PLCP  Header PSDU

90 bits 31 bits Variable length

PPDU

MAC Header MAC Frame Payload FCS

7 bytes 0 255 bytes 2 bytes

Figure 1.8: IEEE 802.15.6 PPDU format [41].
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The PLCP is transmitted at a specific header data rate, while the PSDU is trans-

mitted using one of the four possible information data rates, as reported in Table 1.2.

Three frame types are defined: management, control, and data. The first in-

cludes beacons and frames used for association and security procedures. The second

comprises ACKs and poll frames, while the last type is used to transmit application

data.

Even if different PHYs are proposed in the standard, just a single MAC protocol is

specified. In order to support different applications and data flow types (i.e. continu-

ous, periodic, non-periodic, and burst), each one characterised by specific performance

requirements, the MAC protocol should be as versatile as possible, combining both

contention-based and time division-based access techniques [42].

The standard provides several priority values in order to diversify and prioritise the

medium access of data and management type frames, according to the payload type

contained (e.g., background data, video traffic, medical data, or emergency traffic;

for more details refer to the standard [41]).

A WBAN coordinator could decide whether to operate in one of the following

three access modes:

a) Beacon mode with beacon periods (superframes): the coordinator establishes a

common time base by sending beacon packets that define the beginning of an active

beacon period. It shall also divide each active superframe into applicable access

phases, ordering them as shown in Fig. 1.9, and defining their specific duration.

The length of any phase may be set to zero, except for Random Access Phase

(RAP) 1, which must have a minimum guaranteed duration. The coordinator may

also maintain inactive superframes where it transmits no beacons and provides no
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access phases, if there are no allocation intervals scheduled in those superframes.

Figure 1.9: IEEE 802.15.6 superframe structure for beacon mode access [41].

During the Managed Access Phase (MAP), the coordinator may arrange scheduled

uplink, downlink, and bilink allocation intervals, or it may provide unscheduled

bilink allocation intervals or even improvise immediate polled and posted alloca-

tion intervals. A poll indicates a control frame sent by the WBAN coordinator

to grant an immediate polled allocation (non recurring time interval for uplink

traffic), or to inform a node of a future poll or post. A post, instead, is a manage-

ment or data type frame sent by the coordinator to a node to inform of a posted

allocation, which is a non recurring time interval that the coordinator grants to

itself for downlink traffic exchange. Further details on polled and posted allocation

techniques can be found in [41].

In Exclusive Access Phase (EAP) 1 and EAP2, RAP1 and RAP2, and CAP,

the allocation process may take place only by contention between nodes, using

CSMA/CA or Slotted ALOHA based random access methods.

In CSMA/CA, time is divided into slots, whose duration is equal to 145 µs. When

a node has data to be sent, it randomly chooses a backoff counter (BC) in the

interval [1,CW], where CW ∈ [CWmin,CWmax]. The values of CWmin and CWmax

depend on the user priority. If the channel has been sensed as idle for a Short Inter

Frame Spacing (pSIFS = 75µs), the node decrements its BC by one for each idle
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slot that follows. Once the BC has reached zero, the node can transmit its frame.

The CW is doubled every two failures, ensuring that it does not become larger

than CWmax. If the channel is found busy, the BC is locked until the channel

becomes idle again for pSIFS.

As for the Slotted ALOHA technique, time is divided into slots whose duration

should be set depending on the length of the frames that have to be transmitted.

Each node wishing to transmit a frame obtains a contended allocation in the

current slot if z ≤ CP , where z is a random value in the interval [0, 1], newly

drawn for every attempt, and CP is the Contention Probability, set according

to the following strategy. If the node did not obtain any contended allocation

previously or succeeded in the last contended allocation it had obtained, it shall

set the CP to CPmax (parameter that depends on the user priority). If the node

transmitted a frame requiring no ACK, or the ACK was received at the end of

its last contended allocation, it shall keep the CP unchanged. If the node failed

in the last contended allocation it had obtained, it shall halve the CP value every

two failed attempts, ensuring that it does not become smaller than CPmin.

b) Non-beacon mode with superframes : In this mode a coordinator may have only

a MAP access phase in any superframe, and it may organise the access to the

medium as explained above for the MAP phases.

c) Non-beacon mode without superframes : A WBAN coordinator may provide un-

scheduled bilink allocation interval. After determining that the next frame ex-

change will take place in non-beacon mode without superframe, a node shall treat

any time interval as a portion of EAP1 or RAP1 and employ CSMA/CA based
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random access to obtain a contended allocation [41].

Other Candidate Technologies

A brief overview of Bluetooth, low-power Wi-Fi, and ANT systems is given in this

section, since they can be considered candidate technologies for WBAN applications

in the 2.45 GHz band [2].

Bluetooth wireless technology is a short-range communications system intended to

replace the cable(s) connecting portable and/or fixed electronic devices. The key fea-

tures of Bluetooth are robustness, low power consumption, and low cost [43]. There

are two main core configurations of Bluetooth technology systems: Basic Rate (BR),

with optional Enhanced Data Rate (EDR), and Low Energy (LE). BR is the ‘clas-

sic’ Bluetooth, which allows a bit rate up to 3 Mbit/s with EDR. The LE system

includes features designed to realise products characterised by lower current con-

sumption, lower complexity, and lower cost than BR/EDR. The LE system is also

designed for use cases and applications with lower data rates and duty cycles. LE aims

at small and cheap devices, powered by button-cell batteries, such as wireless sensor

devices, for several applications: sports and fitness (sport equipment and monitoring

devices, speedometer, heart rate meter, pedometer), healthcare and illness treatment

(weight scale, blood pressure monitor, glucose meter, pulse oximeter), home automa-

tion and entertainment (remote controls, home sensors and switches), automotive

(tyre pressure monitoring, parking assistant, keyless entry), watch/wrist wearable

devices (music players and mobile phones remote controls, proximity detection).

Bluetooth LE specifications regard the whole protocol stack. Only star topologies

are possible. Two implementation options are defined: a single-mode (stand-alone)
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implementation, targeted at applications requiring low power consumption and small

size (typically button cell battery powered devices), and a dual-mode implementation,

an extension to the classic Bluetooth radio, targeted at mobile phones and PCs.

Bluetooth LE operates at the 2.45 GHz ISM band, in the frequency range of

2400-2483.5 MHz, where forty 2 MHz RF channels are defined. The modulation is

Gaussian Frequency Shift Keying (GFSK) and the supported bit rate is equal to 1

Mbit/s.

At the Link Layer (LL), the RF channels are allocated into two different types:

advertising physical channels and data physical channels. The three advertising chan-

nels are used for discovering devices, initiating a connection, and broadcasting data.

The thirty-seven data physical channels are used for communication between con-

nected devices during normal operation. In both cases, channels are sub-divided into

time units known as events: advertising events and connection events, respectively.

On data channels, the communication is managed by a master node, which defines

the timings of transmissions and channel hopping procedures.

Being Bluetooth a well-known and widespread technology, it could be a good

option for WBANs. The most recent mobile phones and tablets come with dual-

mode Bluetooth radio, and some monitoring devices equipped with LE can already

be found on the market (e.g., heart rate belts) [44]. The main drawbacks of Bluetooth

LE are the lack of multihop communication and the limited scalability.

Low-power Wi-Fi refers to the optimisation of standard Wi-Fi chips targeting low

power consumption, in order to meet sensor applications requirements [45]. Wi-Fi is

the commercial brand for products and networks based on the IEEE 802.11 standard

[46], as certified by the Wi-Fi Alliance [47]. IEEE published the first 802.11 standard
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in 1997, to specify PHY and MAC layers for Wireless Local Area Network (WLAN),

and several amendments were released aftewards to improve performance, for example

in terms of achievable data rate, QoS, or covered range. For many years, Wi-Fi

technology has not been considered as an option for low-power wireless applications

because it was not designed for energy efficiency. However, multiple companies have

recently developed power-efficient Wi-Fi components with appropriate system design

and usage models (e.g., G2 Microsystems [48]).

Low-power Wi-Fi devices have the advantages of easy integration with existing

infrastructure, built-in IP-network compatibility, and having known protocols and

management tools. Low-power Wi-Fi operation uses duty cycling technique to in-

crease battery lifetime, and, on top of it, such systems employ fast network access,

low sleep current, and battery power management in order to meet multiple years bat-

tery lifetime. Recent studies have claimed that low-power Wi-Fi devices have power

consumption comparable with sensors based on 6LowPAN (i.e. IEEE 802.15.4) [45].

Low-power Wi-Fi targets application domains such as smart-grid utilities, healthcare,

home and building automation, transportation, and, given the current penetration of

Wi-Fi technology, it could be another viable option to be considered for body-centric

communications.

ANT is a proprietary wireless sensor network protocol running in the 2.45 GHz

ISM band [49]. It is designed for ultra-low power, ease of use, efficiency and scalability

and it allows to handle different network topologies: peer-to-peer, star, tree, and mesh.

The ANT protocol provides reliable data communications and flexible and adaptive

network operation. The protocol stack is extremely compact; it is based on a Nordic

2.45 GHz Radio PHY, and it includes Data Link, Network, and Transport layers.
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The implementation of the upper layers is left to the user.

The access is managed through a TDMA-like adaptive scheme. Frequency Agility

is introduced to improve coexistence with other wireless devices operating in the same

band: the channel is monitored and the operating frequency is changed in case of a

significant degradation in the performance. A network data rate of 20 kbit/s can

be achieved (the over-the-air bit-rate is equal to 1 Mbit/s). The ultra-low power

consumption is obtained through duty cycling (nodes spend most of their time in an

ultra-low power sleep mode) and the use of very short packets (minimizing the time

spent in transmitting or receiving modes). A battery life (with coin-cell batteries) of

up to 3 years is possible.

ANT+ is an open alliance of over 100 member companies that defines health and

fitness device profiles, such as Heart Rate Monitor, Stride-Based Speed and Distance

Monitor (footpod), Bicycle Speed and Cadence, and Bicycle Power [2].

1.1.3 WiserBAN Project

The WiserBAN (Smart miniature low-power wireless microsystem for Body Area

Networks) project [50] is a large-scale Integrating Project, funded by the European

Commission through the Seventh Framework Programme, started in September 2010

and with a duration of three years. The aim of the project is to create an ultra-

miniature and ultra low-power RF microsystem for WBANs, targeting primarily

wearable and implanted devices for healthcare and biomedical applications. The

WiserBAN microsystem will be fifty times smaller than today’s radio modules for

WBANs and will implement flexible communication protocols.

Four industrial-driven use cases are specifically addressed: Hearing Instruments
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(DE-SAT use case), Cochlear Implants (MEDEL use case), Cardiac Implants (SORIN

use case) and Insulin Pump (DEBIOTECH use case).

As for the first two cases, illustrated in Fig. 1.10, wireless connectivity is central

for the performance and comfort of modern hearing systems. A wireless communi-

cation module for hearing systems and cochlear implants needs to be extremely low

power, while allowing the transmission of different kind of traffics, both streaming

and non streaming. Communication among the hearing instruments and an external

Remote Control (RC), together with bidirectional ear-to-ear communication, should

be allowed.

(a) (b)

Figure 1.10: WiserBAN use cases: (a) hearing instruments, DE-SAT, (b) cochlear
implants, Medel.

The cardiac implants use case concerns people carrying a cardiac implant in the

context of enabling remote monitoring of the patient at home, see Fig. 1.11. The

reduction of the power consumption of these implantable devices will allow to decrease

the size of the battery and hence of the implant, leading to more comfort for the

patient. In this case, the communication between the implanted device and the RC
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should be allowed.

Figure 1.11: WiserBAN cardiac implant (Sorin) use case.

In the case of the insulin pump, shown in Fig. 1.12, a patch pump is applied on

the patient’s skin, concealed under his clothes, for medication delivery. In order to

interact with the pump, the patient uses the RC. The weight and the size of the

pump, as well as the power consumption, are critical issues for this application.

Figure 1.12: WiserBAN insulin pump (Debiotech) use case.
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Besides the reference primary use cases described above, the WiserBAN tech-

nology differentiators, i.e. ultra low-power and miniature radio microsystems, may

be leveraged in complementary applicative areas such as ambient intelligence, home

automation, motion capture and gaming, sports and wellness, rehabilitation, smart

clothing, and other applications related to WBANs and WSNs in general.

According to the differences among the use cases and the different kind of traffics

generated in each of them (streaming or non streaming traffic, large amount or small

amount of application data to be transferred), a huge set of requirements, in terms of

expected battery lifetime, maximum delays, and Packet Loss Rate (PLR) has been

defined. Therefore, a flexible protocol solution has been designed, not only to properly

take into account these requirements, but also to allow possible future extensions or

different end-user applications.

WiserBAN is thus developing a dedicated protocol communication stack, shown

in Fig. 1.13. In the vertical layer, energy management and time synchronisation

functions are implemented. The former is fundamental for all WiserBAN envisioned

applications, while time synchronisation will be used only by some of the applications

(where streaming traffic is envisioned or when needed at the application layer).

Energy Management

According to WiserBAN use cases, the traffic generated in the network will be aperi-

odic and loose. Thanks to this, a duty-cycled protocol may be implemented, in order

to save energy. Preamble sampling, also referred to as Low Power Listening (LPL),

is a key technique to enable duty-cycled operations. Two main approaches have been

proposed in the literature, based on the transmission of a single long preamble [51]
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Figure 1.13: WiserBAN protocol stack.

or on the transmission of a burst of short preambles [52]. The latter solution has

been chosen in WiserBAN, since it is more energy efficient, better preventing the

overhearing problem.

The LPL mechanism is depicted in Fig. 1.14. Devices in the network alternate

sleeping and active phases, which durations are Tw and Ton, respectively. Each node

wishing to send data to a given receiver, or a set of receivers, will transmit a burst

of short preambles, separated by an interval of time T1 for the reception of the ACK.

Once the preambles, which contain the addresses of all the intended receivers, are sent,

the transmitter will wait for the ACK from all these devices. Before the transmission

of the first preamble, the node will sense the channel for Ton, in order to check that

no other device is already transmitting, and to avoid preambles collision. To be sure

that the intended destination node receives at least one preamble, the transmitter has

to send preambles for at least the duration of the sleep period of the destination node.

When a node wakes up and receives a preamble packet, it looks at the target node
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address that is included in the packet: if the node is not the intended recipient, it

returns to sleep immediately and continues its duty cycling as if the medium had been

idle; if the node is the intended recipient, instead, it sends an ACK to the transmitter

and it remains awake for the subsequent data packet.
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Figure 1.14: Description of the LPL mechanism.

In WiserBAN networks, depending on the number of nodes in the network and on

the type of traffic that has to be exchanged, after the preamble procedures, the com-

munication could take place directly as explained above, or through the establishment

of a superframe when needed. Details can be found in [53].

Physical Layer

At the WiserBAN PHY, three different modulation options have been specified:

• PHY 1 : IEEE 802.15.4-compliant PHY, that is MSK modulation with spread-

ing, with a bit-rate of 250 kbit/s;

• PHY 2 : in this case MSK modulation is used, derived starting from PHY 1 and

removing the spreading, with a bit-rate of 2 Mbit/s;
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• PHY 3 : Bluetooth Low Energy-compliant PHY, i.e. Gaussian Minimum Shift

Keying (GMSK) modulation, with a bit-rate of 1 Mbit/s.

Medium Access Control Layer

The MAC layer is responsible for the association and disassociation of devices to the

network (network formation), the maintenance of the network, and the management

of the access to the radio channel. As for network formation and maintenance, pro-

cedures similar to the ones proposed in IEEE 802.15.4 standard have been specified

(see [53] for details). Hereafter, the channel access mechanisms will be described.

When more than one device (apart from the coordinator) are present in the net-

work, the access to the channel is managed by the coordinator, through the estab-

lishment of a superframe. When the RC is in the range of the other network devices,

it will always act as WiserBAN coordinator. When, instead, it is out of the range

(i.e., it cannot reach the devices), whatever a node in the network may take the role

of coordinator. In particular, such a node will be the first node having a packet to

be transmitted after the disconnection of the RC.

To establish and maintain the superframe, the coordinator periodically broadcasts

beacon frames, containing management information. The period between two consec-

utive beacons defines the superframe structure. The superframe may have an active

portion and an inactive part; during the latter, nodes can go into a stand-by state,

in order to reduce the energy consumption. The durations of the superframe and of

the different parts composing it are set according to the application requirements. As

shown in Fig. 1.15, the active portion is composed of different parts:

• Beacon portion, reserved for the transmission of the beacon by the coordinator;
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• Indicators portion, where nodes have reserved mini-slots to send an ACK to the

coordinator in case the beacon has been successfully received;

• Contention Free Period (CFP), where the access is TDMA based: a certain

number of time slots is allocated to nodes with stringent requirements;

• Contention Access Period (CAP), where the access to the channel is contention

based, according to a CSMA/CA or a Slotted ALOHA algorithm;

• ACK portion, where mini-slots are assigned to the nodes to communicate if the

transactions in the superframe were successful or not.

In particular, three different protocols were proposed to be used in the CAP portion:

the CSMA/CA protocol in the two different versions considered respectively in the

IEEE 802.15.4 and 802.15.6 standards, and the Slotted ALOHA algorithm as defined

in IEEE 802.15.6.

Figure 1.15: WiserBAN superframe structure.
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The CAP should always be present in a superframe, at least to handle slots re-

quests. If no other traffic needs to be managed in it, its duration will be set to the

minimum.

If there will be the need to assign different priorities to the nodes in the access

to the channel, two possible solutions are envisaged. One approach is to split the

CAP into different parts, allowing the access in one part or in another one depending

on the priority of the data to be transmitted; this splitting is shown in Fig. 1.15

as CAP 1 and CAP 2 phases. The second solution is based on the assignment of

different parameters values for the algorithm used in the CAP (e.g., sensing duration,

contention window, and backoff exponent for CSMA/CA, contention probability for

Slotted ALOHA) to the nodes according to their priorities.

1.2 Structure and Contributions of the Thesis

Various aspects of body-centric communications are explored in this thesis. Follow-

ing the classification mentioned above regarding nodes position with respect to the

body, Chapter 2 is mostly dedicated to on-body communications, Chapter 3 is re-

lated to off-body communications, while Chapter 4 deals mainly with body-to-body

communications.

The focus of most of the described research is on the characterisation of the ac-

cess to the channel; network performance is in fact evaluated at the MAC layer,

always taking into account electromagnetic propagation aspects and PHY layer fea-

tures properly in order to attain realistic results.

In Chapter 2 the performance of WBAN is investigated under three different per-

spectives. The main tool used for this purpose is simulation. In this way it is in fact
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possible to consider in details all the significant aspects of the system under examina-

tion even for complex scenarios. First, Link Adaptation (LA) is applied to a WBAN

with the aim of decreasing packet losses. Two different strategies are presented and

demonstrated to improve performance. The novel contribution of this activity lies in

the proposal of LA application to a new context (i.e. WBANs) and with a different

goal (decreasing packet loss rate in query-based applications, instead of increasing

throughput as usually considered in most LA related works). Then, performance of

CSMA/CA algorithms in several WBAN scenarios is extensively examined. Some of

the results reported are among the firsts that can be found in the literature referring

to networks based on the IEEE 802.15.6 standard. Finally, the behaviour of WBANs

in the presence of interference from other wireless networks is analysed. This coex-

istence study accounts for detailed interference characterisation and specific models

regarding the on-body channel and PHY layer. It represents a complete evaluation

of a still quite uninvestigated but relevant issue in WBAN context.

In Chapter 3 an interference model for wireless access networks is presented. It

is a mathematical model based on the integration of a stochastic geometry model for

the interference power and Markov chain analysis for CSMA/CA. The main novelty

lays in the consideration of the detailed operation of the CSMA/CA algorithm as

described in the IEEE 802.15.4 standard, together with a stochastic description of

the interference power and connectivity considerations, in order to evaluate success

probability for nodes in the network.

Chapter 4 describes preliminary results of an experimental activity aiming at char-

acterising human mobility and sociality, whose knowledge represents the necessary

basis to develop B2B protocols. The experiments have been carried out distributing
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wireless mobile devices to volunteer participants, in order to gather the contacts of

each device with other mobile devices and with a fixed infrastructure. With respect

to similar experiments described in the literature, this activity is focusing specifically

on indoor scenarios and is characterised by higher temporal and spatial accuracy.

The research activities leading to many of the results described in the thesis have

been carried out in the framework of the European Project WiserBAN, the Cost

Actions 2100 (Pervasive Mobile and Ambient Wireless Communications) and IC1004

(Cooperative Radio Communications for Green Smart Environments). The experi-

mental campaign described in Chapter 4 was realised at the Centre for Communica-

tion Systems Research (CCSR) of Surrey University, where six months were spent as

a visiting PhD student.

Parts of the PhD activity described in the thesis brought to the following publi-

cations:

• Flavia Martelli, Roberto Verdone, Chiara Buratti. Link Adaptation in IEEE

802.15.4-Based Wireless Body Area Networks. IEEE PIMRC2010 International

Workshop on Body Area Networks, Istanbul, September 2010;

• Flavia Martelli, Chiara Buratti, Roberto Verdone. On the performance of an

IEEE 802.15.6 Wireless Body Area Network. European Wireless Conference,

EW 2011, Vienna, April 2011 [also presented at the Joint Newcom++/Cost 2100

Workshop on Wireless Communications (JNCW 2011), Paris, March 2011];

• Flavia Martelli, Roberto Verdone, Chiara Buratti. Link Adaptation in Wire-

less Body Area Networks. IEEE VTC 2011 Spring, Budapest, May 2011 [also

TD(10)12043 presented at the XII Management Committee Meeting of Cost 2100,
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Bologna, November 2010];

• Chiara Buratti, Raffaele D’Errico, Mickael Maman, Flavia Martelli, Ramona

Rosini, Roberto Verdone, Simon Huettinger. Design of a Body Area Network for

Medical Applications: the WiserBAN Project. ACM ISABEL 2011, Barcelona,

October 2011 [also TD(11)02020 presented at the II Management Committee

Meeting of Cost IC1004, Lisbon, October 2011];

• Ramona Rosini, Flavia Martelli, Mickael Maman, Raffaele D’Errico, Chiara Bu-

ratti, Roberto Verdone. On-Body Area Networks: from Channel Measurements

to MAC Layer Performance Evaluation. European Wireless Conference, EW

2012, Poznan, April 2012 [also TD(12)03060 of the III Management Committee

Meeting of Cost IC1004, Barcelona, February 2012];

• Flavia Martelli, Roberto Verdone. Coexistence Issues for Wireless Body Area

Networks at 2.45 GHz. European Wireless Conference, EW 2012, Poznan, April

2012 [also TD(12)03039 presented at the III Management Committee Meeting

of Cost IC1004, Barcelona, February 2012];

• Flavia Martelli, Chiara Buratti, Roberto Verdone. Modeling Interference-Limited

Wireless Access Networks with IEEE 802.15.4 – A Stochastic Geometry-Based

Approach. Submitted to IEEE Transactions on Vehicular Technology ;

• Riccardo Cavallari, Flavia Martelli, Ramona Rosini, Chiara Buratti, Roberto

Verdone. A survey on Wireless Body Area Networks: Technologies and Design

Challenges. Submitted to IEEE Communications Surveys and Tutorials.

Other Temporary Documents presented at Cost Action IC1004 Meetings follow:
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• TD(12)03063 – Ramona Rosini, Flavia Martelli, Mickael Maman, Roberto Ver-

done, Raffaele D’Errico. Radio Channel Requirements for BAN Performance

Evaluation. III Management Committee Meeting of Cost IC1004, Barcelona,

February 2012;

• TD(12)04050 – Flavia Martelli, Chiara Buratti, Roberto Verdone. A Mathe-

matical Model for Interference-limited Wireless Access Networks based on IEEE

802.15.4. IV Management Committee Meeting of Cost IC1004, Lyon, May 2012.

As for WiserBAN project, contributions to the following deliverables were given:

• D1.1 – Report about WiserBAN platform applications, edited by Jean-Francois

Debroux, November 2010;

• D4.1 – BAN Upper Layers, Base Band and DSP Architecture Specification,

edited by Laurent Ouvry, September 2011;

• D4.2 – Characterization and Validation of the first Base-Band version, edited

by Laurent Ouvry, February 2012;

• D5.2 – Computer Simulation Results and Test of BAN Protocols over Bench-

mark Platform, edited by Chiara Buratti, April 2012.
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Chapter 2

Medium Access Control Layer
Performance for Wireless Body
Area Networks

On-body communications are the focus of this chapter: the MAC layer performance

of a wearable WBAN is evaluated through different perspectives. After a detailed

description of relevant literature works (Section 2.1), the use of LA in WBANs is

proposed and examined in Section 2.2. The two main reference standards for WBANs,

IEEE 802.15.4 and IEEE 802.15.6, are analysed in Section 2.3, by means of extensive

simulations in different realistic scenarios. Finally, Section 2.4 considers coexistence

issues with other networks operating at 2.45 GHz, in a general framework that takes

into account both time and frequency interference characterisation.

2.1 Related Works

Several works about WBAN MAC protocol solutions, proposals, and evaluations can

be found in the literature of recent years.

Since there was no standard specifically devised for WBANs until IEEE 802.15.6
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was released (February 2012), many contributions refer to the study of applicabil-

ity of existing WSN protocols in WBAN scenarios, with a particular emphasis on

IEEE 802.15.4 standard. Potential improvement and optimization of these existing

protocols are also proposed. Reference [54], for example, evaluates via extensive sim-

ulations the suitability of IEEE 802.15.4 to the medical environment, underlining

some scalability issues and problems due to interference caused by WLANs. Exper-

iments with IEEE 802.15.4 compliant devices were carried out in [55], in order to

test the connectivity of different on-body links. Results show how the position of

the nodes can significantly impact the performance. In [56] and [57], modifications

of IEEE 802.15.4 beacon-enabled mode are proposed, where BO and SO values are

dynamically changed according to nodes requests. In the former, a different priority is

given to requests based on a parameter computed taking into account the remaining

energy level, buffer occupancy, and data time criticality for each node. In this way,

energy efficiency is demonstrated to be improved. In the latter, instead, the network

coordinator adjusts superframe timing parameters depending on nodes application

characteristics (sample rate, data length), in order to improve the delivery ratio and

reduce the energy consumption. The authors of [58] carried out an experimental

comparison of Bluetooth and B-MAC protocol (which is similar to IEEE 802.15.4

one) in a wearable WBAN scenario composed of five nodes and a coordinator. They

showed that Bluetooth can provide better success rates but at the expenses of a sig-

nificantly higher power consumption. BAN Adaptive TDMA MAC (BATMAC) is

proposed in [59]. It is a protocol based on an adaptation of IEEE 802.15.4 super-

frame structure, which automatically detects the shadowing effect on the channel in

order to accordingly change the parameters of the superframe and to use relay nodes
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when necessary. Latency outage probability is reduced at the expense of a reasonable

increase in the power consumption for the nodes that act as relays.

Reference [60] gives a general overview of MAC protocols for WBANs, discussing

also the possibility to use LPL or contention-scheduled mechanisms thought for

WSNs, such as WiseMAC [61] and S-MAC [62]. The former is a preamble sam-

pling based technique, while in the latter nodes sleep schedules are synchronised

among neighbours and carrier sensing is performed before transmissions. Both ap-

proaches are not suitable to efficiently handle low-traffic or emergency events and do

not represent an optimal solution to support both in-body and on-body communi-

cations simultaneously [8, 60]. A simulation comparison of S-MAC, WiseMAC, and

IEEE 802.15.4 is reported in [63], where an improved mechanisms for beacon-enabled

networks is also proposed. Beacons are not continually sent, but they are generated

depending on the traffic of the different applications, in order to reduce the energy

consumed for the reception of unnecessary beacon frames. Preamble sampling is con-

sidered also in [64], which presents a modified version of X-MAC [52]. The destination

address is proposed to be encoded as the length of the preamble frame. In this way, it

can be decoded without the need of demodulating the preamble, leading to a decrease

in the energy consumption.

Many other WBAN-related contributions offer MAC proposals that are TDMA

based. [65], for instance, describes a TDMA based strategy, focusing on a non dynamic

network for vital signs monitoring. H-MAC [66] aims at improving energy efficiency by

exploiting heartbeat rhythm information to perform time synchronisation. Following

the rhythm, biosensors can achieve time synchronisation without having to turn on

their radio to receive periodic timing information from the coordinator, so that the
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energy cost for time synchronisation can be reduced and network lifetime can be

prolonged. In [67] nodes can decide whether or not to transmit their data in the

assigned slot, depending on their battery status and buffer occupancy, aiming at

maximizing device lifetime. A wake-up strategy is introduced in [68] to deal with

failed transmissions and alarms management. Reference [69] focuses on reducing

devices’ duty-cycle, using an out of band centralized and coordinated external wake-

up mechanism. References [70] and [71] present dynamic features to adapt to time

changing characteristics of WBANs: in particular, the former is traffic aware and

consequentially varies the wake-up interval, while the latter proposes an adaptive

scheme to allocate channel and time for coexisting networks.

The LA proposals of this thesis (Section 2.2) can be placed in the first research

direction described above: the evaluation of IEEE 802.15.4 suitability in the WBAN

context. Having realised that the standard as is cannot always achieve desirable

performance, the introduction of LA is considered with the aim of improving PLR

results, assuming different modulation schemes available at the PHY.

LA is a well-known technique that has been traditionally employed in cellular

networks [72], according to which nodes change the modulation and coding scheme

(and thus the bit rate) depending on the channel quality, in terms of shadowing,

fading and interference. The possibility of selecting different bit rates in networks

using contention-based protocols has been later investigated, with a particular focus

on IEEE 802.11 networks. In [73] and [74], for example, rate adaptation mechanisms

are proposed based on the measured Signal-to-Noise ratio (SNR) values or experi-

enced loss rate, respectively. [75] introduces an adaptive rate control technique that

dynamically changes success and failure thresholds based on which the rate change
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decision is taken. The main purpose of the introduction of LA in all these works is to

increase the throughput of the network. Only few papers are devoted to LA in IEEE

802.15.4 networks, for example [76], where a variable data rate scheme is proposed

with the aim of reducing the average power consumption.

With respect to these works, in Section 2.2, a query-based WBAN scenario is con-

sidered, where the nodes have to send one fixed-size packet every time the coordinator

requests it. In this case, the throughput is fixed by the application, and the LA is

introduced to reduce packet losses. LA in itself is not a new idea, but its application

in such a scenario, taking into account WBAN characteristics, is novel.

As for IEEE 802.15.6, a few studies can be currently found in the literature. [77]

gives an overview of the different MAC mechanisms proposed in the standard, describ-

ing their pros and cons. In [78] a simple analysis of theoretical throughput and delay

limits is carried out, considering an ideal channel with no transmission errors and the

different IEEE 802.15.6 frequency bands and bit-rates. [79] extends the work in [78],

comparing theoretical limits with simulation for networks with increasing number of

nodes. An analytical model to examine the energy lifetime performance of periodic

scheduled allocations is presented in [80]. Performance analysis based on a Markov

chain model for CSMA/CA can be found in [81] and [82], which study networks in

saturated and unsaturated conditions, respectively. All of these contributions so far

account for simplified assumptions regarding WBANs.

IEEE 802.15.6 CSMA/CA performance is evaluated through simulations in Sec-

tion 2.3. This evaluation is carried out in realistic scenarios, where WBAN specific

applications are considered and the propagation around the human body is prop-

erly taken into account. Comparisons with IEEE 802.15.4 CSMA/CA and Slotted
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ALOHA algorithms will also be reported.

Coexistence of WBAN with other systems operating at 2.45 GHz (e.g., IEEE

802.11 (Wi-Fi), Bluetooth, IEEE 802.15.4) is of primary importance to guarantee

reliable use during daily life. However, this is a topic that has been only little inves-

tigated, yet. Some works about coexistence issues for other technologies working at

2.45 GHz can be found in the literature. Focusing on IEEE 802.15.4, experimental

tests in a hospital room are described in [83]. The interference caused by an IEEE

802.11 network is shown to cause significant packet error rate degradation. Similar

results are reported in [84] for experiments carried out in an apartment. Results show

that IEEE 802.11 interference can be mitigated choosing an appropriate frequency

channel. Tests of coexistence with a microwave oven are also performed, leading to

the conclusion that its impact is negligible for distances longer than 2 meters. Simi-

lar experiments are described in [85], where tests with Bluetooth interfering devices

are also illustrated. Authors of [86] validate experimentally the coexistence model

between IEEE 802.15.4 and IEEE 802.11 of [87], which takes into account power and

timing aspects, and they show that IEEE 802.11 interference impact on IEEE 802.15.4

networks is significant. Coexistence of Bluetooth and IEEE 802.11 networks has been

addressed by several works. Impact of IEEE 802.11 interference on Bluetooth piconets

is shown in [88] to cause packet errors and throughput degradation. Vice versa, the

effect of Bluetooth transmissions on an IEEE 802.11 network is examined in [89].

The coexistence framework that is presented in Section 2.4, though describing a

generally valid methodology to evaluate interference impact on a network, is referring

specifically to WBANs and takes into account a complete system characterisation.

A realistic channel model for on-body propagation is considered, together with a
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frequency domain interference description, allowing to accurately model interference

impact at PHY layer. Besides, a time domain interference characterisation leads to

an appropriate simulation of MAC dynamics to evaluate network performance.

2.2 Link Adaptation in Wireless Body Area Net-

works

The use of LA in a wearable WBAN scenario is proposed in this section. The network

is based on IEEE 802.15.4 standard, while different modulation schemes are assumed

to be available at the PHY layer. Two different LA proposals are reported, with the

aim of reducing packet losses. The underlying idea is that higher bit rates decrease

the time the channel is occupied and then the collision probability due to the random

channel access.

2.2.1 Reference Scenario

A WBAN composed of a set of wearable sensor devices, hereafter denoted as nodes,

is considered, to monitor body parameters, like heart rate, body temperature, blood

pressure, oxygen saturation, and movements. Up to ten nodes are deployed in different

parts of the body as shown in Fig. 2.1. Small movements of the body are accounted for

in the simulations. Results are, in fact, achieved by averaging over slightly different

positions of the nodes in the body (without changing the considered parts of the body

listed in Fig. 2.1).

A star topology and a query-based traffic are considered: the coordinator, which

is placed in the center of the body, periodically sends a query to all nodes asking for
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Figure 2.1: Reference WBAN for LA evaluation: position of the nodes on the body.

data and, upon reception of this query, the WBAN nodes transmit their packets to

the coordinator through direct links. One packet per query is generated by nodes,

with the assumption that all nodes have to transmit data having the same size. If a

node is not able to transmit its packet before the next query, it has to discard it and

the packet is considered as lost.

The channel loss, denoted as A, is modeled according to [90]:

A(d)[dB] = A0 + 10n log

(
d

d0

)
+ s, (2.2.1)

where d is the distance between transmitter and receiver, A0 is the path loss in dB

at a reference distance d0 (A0 = 35.2 dB for d0 = 0.1 m), n is the path loss exponent

(n = 3.11), and s is a random Gaussian variable, having zero mean and standard

deviation σ = 6.1 dB.

For what concerns the packet capture model, a threshold model is accounted for.
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A packet is correctly received when the two following conditions are both satisfied:{
PR > PRmin

C
I
≥ C

I
|min

(2.2.2)

where PR is the received power given by: PR[dBm] = Ptx[dBm] − A[dB], Ptx is the

transmit power, A is given by Eq. (2.2.1), PRmin
is the receiver sensitivity, C is the

power received from the useful transmitter, and I is the total power received from

the interfering nodes. C
I
|min is the protection ratio, that is the minimum Signal-to-

Interference ratio (SIR) ensuring the correct reception of a packet. The values of PRmin

and C
I
|min depend on the modulation and coding scheme used by the transmitter and

are evaluated in the following section.

2.2.2 Physical Layer

The PHY is assumed to be compliant with IEEE 802.15.4 specification for the ISM

band at 2.45 GHz, where the bandwidth allocated to each channel is B = 5 MHz

and the bit rate Rb = 250 kbit/s. As described in Section 1.1.2, the modulation used

is O-QPSK with half-sine pulse shaping, and DSSS as spreading technique, with a

spreading factor f = 8.

Besides the IEEE 802.15.4 O-QPSK, DPSK with L modulation levels (L-DPSK),

with L = {2, 4, 8, 16}, is considered, which is one of the modulation formats proposed

for the IEEE 802.15.6 standard [91].

LA is assumed to be performed by varying the bit rate, once the bandwidth is

fixed to a common value, that is the bandwidth of the IEEE 805.15.4. In the case

of L-DPSK modulation, a SRRC filter is assumed to be used for equalization, with

roll-off factor α = 0.2, and a DSSS technique with spreading factor, f , equal to 8 (as

55



Chapter 2. Medium Access Control Layer Performance for Wireless
Body Area Networks

in the case of 802.15.4) is also applied. In such conditions, the bandwidth is given by:

B =
Rb

log2(L)
f(1 + α). (2.2.3)

By setting B = 5 MHz, the bit rates, Rb, achievable in the case of L-DPSK modula-

tions can be derived (see Table 2.1).

The performance of O-QPSK with half-sine pulse shaping in terms of the bit error

probability Peb in an additive white gaussian noise (AWGN) channel can be expressed

as:

Peb =
1

2
erfc

√
W, (2.2.4)

where W indicates the conventional SNR, given by: W = PR

2N0Rb
, where PR is the

received power, N0 is the bilateral power spectral density of the gaussian noise, and

erfc(·) is the complementary error function, defined as:

erfc(x) =
2√
π

∫ ∞

x

e−y2 dy. (2.2.5)

The bit error probability for L-DPSK modulation in AWGN channel with SRRC

equalization can be expressed as:

Peb =


1
2
e−

W
b if L = 2

1
log2(L)

erfc

[√
W
2b
log2(L)

π
L

]
if L > 2

(2.2.6)

b is the filter normalized equivalent noise bandwidth, that is set equal to 1.2.

A packet composed of Nbit bits is assumed to be successfully received if all its

bits are correct, which happens with probability Pep = (1 − Peb)
Nbit . The receiver

sensitivity is defined as the received power so that Pep is equal to 0.99 [36].

Table 2.1 summarises the bit rates, the receiver sensitivities, and the protection

ratios for the different modulation schemes. The values of PRmin
are obtained for
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Nbit = 960 and N0 = 7.2 · 10−19 W/Hz. The value C
I
|min= 1.3 dB for O-QPSK has

been derived experimentally [92]. The values of C
I
|min for L-DPSK are estimated

from the one measured for O-QPSK, by adding the same amount that also shifts the

Peb curves over the SNR axis.

Table 2.1: Modulations parameters for LA evaluation.

Modulation Bit rate [Mbit/s] PRmin
[dBm] C

I
|min [dB]

O-QPSK 0.25 -84.9 1.3

2-DPSK 0.5 -80.3 2.8

4-DPSK 1 -76.0 4.2

8-DPSK 1.5 -70.1 8.2

16-DPSK 2 -64.2 12.9

2.2.3 Medium Access Control Layer

The beacon-enabled mode of the IEEE 802.15.4 is considered [36], as described in

Section 1.1.2. The beacon packet transmitted by the coordinator to manage the

superframe coincide with the query of the scenario under investigation.

The acknowledge mechanism is taken into account: each node, after the trans-

mission of a packet, waits for the ACK for an interval of time equal to 0.86 ms. In

case the ACK is not received, the packet is retransmitted till the maximum number

of retries is reached, or the superframe ends.
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2.2.4 Proposed Link Adaptation Strategies and Results

First Proposal

The LA strategy proposed is based on the following considerations. When the SNR is

low, meaning that the node is far from the coordinator or a deep shadowing occurs, the

bit rate is decreased, so that a lower value of PRmin
is required and the probability to

correctly receive the packet increases. When, instead, the SNR is high it can happen

that packets are not successfully received because they collide with packets coming

from other nodes. In this case, higher bit rates, which lead to packets transmitted in a

shorter time, can be more suitable to reduce the probability that a collision happens.

Fig. 2.2 summarises the LA algorithm. It is assumed that at the beginning all

nodes start with IEEE 802.15.4 O-QPSK modulation. As stated above, a beacon-

enabled network is considered, therefore the nodes wait for the beacon (which corre-

sponds to the query) coming from the coordinator, before sending their data. From

the measure of the received beacon power each node estimates the SNR which charac-

terises the channel between the coordinator and itself: if the estimated SNR is below

the threshold ThSNR the node decrements its bit rate. Otherwise, it estimates the

SIR (i.e., the level of interference on the channel) through the evaluation of a failure

probability, denoted as PF , that is the probability that a packet sent is not received by

the coordinator. This probability can be estimated as the ratio between the number

of unacknowledged packets (i.e., packets for which the ACK is not received) and the

number of packets which are sent on the channel (including retransmissions):

PF =
#not received ACKs

#sent packets
. (2.2.7)

PF is evaluated counting the unacknowledged and sent packets over a window of 20
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superframes. If PF is above the threshold ThPF
, the node is in a situation where many

of its packets are lost and, since the channel quality is good (high SNR), these losses

are due to interference. Therefore, in this case the bit rate is incremented, in order

to reduce the packet transmission time and the probability of collision. If PF < ThPF

the node does not change the bit rate it is using.
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�
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�
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�
�

��

�
�
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Figure 2.2: Scheme of the first proposed LA algorithm.

Numerical Results

A dedicated simulator has been written in C to numerically evaluate the performance

of the proposed LA strategy. Results are achieved by simulating 25.000 superframes,

meaning 25.000 transmissions from each node to the coordinator. The CSMA/CA

parameters are set to the default values provided by the standard [36]: NBmax = 4,

BEmin = 3, BEmax = 5, the maximum number of retransmissions equal to three. The

superframe order is set equal to 3 (SO = 3).
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Performance is evaluated in terms of average PLR, which represents the probabil-

ity that a packet generated by a node is not received by the coordinator. This can

happen because of four possible different causes:

a) the node cannot receive the beacon, meaning that it is not connected to the net-

work;

b) the node cannot access the channel (the number of times the node tries to access

the channel exceeds NBmax + 1);

c) the node cannot transmit the packet correctly within the three retries (Eq.s (2.2.2)

are not satisfied, i.e.: PR ≤ PRmin
or C

I
< C

I
|min);

d) the node cannot succeed before the end of the superframe.

First, some simulations were run for N uniformly distributed nodes in a square

scenario. In this scenario, the side of the square and the transmit power of the nodes

are set so that no problems due to connectivity for any of the considered modulations

occur, that is the received power at the coordinator is always higher than PRmin
. The

side of the square is equal to 7 m and the transmit power is set to 0 dBm. In this

way it can be evaluated how the use of the different considered modulations affects

the performance when packets are lost only because of interference. Fig.s 2.3 and 2.4

show the PLR as a function of the packet length in such a scenario, with N = 50 and

N = 10 nodes, respectively. It can be noticed that, among the considered modulation

schemes, there is not one single modulation which outperforms the others for every

traffic load. In fact, for short packets, O-QPSK and 2-DPSK achieve a lower PLR

than 4-DPSK and 8-DPSK, while for longer packets the situation is the opposite.

The advantage of the shorter channel occupancy of packets transmitted at a higher
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Figure 2.3: PLR as a function of the packet length for N = 50 nodes uniformly
distributed in a square scenario, for different modulation schemes.
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Figure 2.4: PLR as a function of the packet length for N = 10 nodes uniformly
distributed in a square scenario, for different modulation schemes.
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bit rate is increasingly relevant when the packet length increases, while for packets

composed of a small number of bytes O-QPSK performs better. This is due to the

higher C
I
|min requested by the modulations with a higher number of levels.

Fig.s 2.5 and 2.6 show the PLR as a function of the transmit power, Ptx, in the

WBAN scenario described in Section 2.2.1, considering N = 10 and N = 5 nodes,

respectively (that is, considering all the nodes listed in Fig. 2.1, or only the first five

nodes of the list). Nbit is set to 960, corresponding to a packet length of 120 bytes,

that is long enough to have significant differences in the time needed to transmit it

with the different bit rates considered. Continuous curves show the performance
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Figure 2.5: Comparison of the PLR for a WBAN with N = 10 nodes, for different
modulation schemes and for the first proposed LA strategy.

achieved when all the nodes in the WBAN use the same modulation, while dotted

curves represents the cases where the LA algorithm is applied. The LA curves are

achieved by fixing ThSNR = 11 dB and by varying ThPF
. The use of LA with an

optimum choice of thresholds allows to lower the PLR. As we can see, the optimum

value of ThPF
varies by changing Ptx: it assumes a large value when Ptx is low and it is
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Figure 2.6: Comparison of the PLR for a WBAN with N = 5 nodes, for different
modulation schemes and for the first proposed LA strategy.

low (equal to zero, meaning that the bit rate is simply increased when SNR > ThSNR),

when Ptx is high. This can be clearly seen in the case N = 5 (Fig. 2.6). This is due

to the fact that when Ptx is low the network is limited by connectivity problems,

whereas for large values of Ptx the main problem are interferences.

The use of a null threshold for PF (ThPF
= 0) suggested a change to the proposed

LA strategy, leading to a second proposal, described in the following section.

Second Proposal

The second LA technique proposed is based on the observation of the channel quality

in terms of SNR. Also in this case, it is assumed that the beacon is always sent with

IEEE 802.15.4 O-QPSK modulation and that, at the beginning, all nodes start with

O-QPSK.

The nodes wait for the beacon (which corresponds to the query) coming from the

coordinator, before sending their data. From the measure of the power received, each

63



Chapter 2. Medium Access Control Layer Performance for Wireless
Body Area Networks

node estimates the SNR which characterises the channel between the coordinator and

itself. According to this SNR value, the node chooses the modulation which yields

the highest possible bit rate satisfying the condition on the receiver sensitivity (see

first of Eq. (2.2.2)). Higher bit rates, in fact, lead to packets transmitted in a shorter

time, and are more suitable to reduce the probability that a collision happens and

that the packet is sent before the superframe ends.

A graphical representation of the algorithm is reported in Fig. 2.7. For every

modulation two thresholds are defined: Thi and Thi+1, which correspond to the

minimum SNR that must be guaranteed for the current modulation and to the one

of the subsequent modulation with a higher bit rate (see Table 2.1), respectively.

When the SNR is lower than Thi the bit rate is decreased because it is not possible to

satisfy first of Eq. (2.2.2) with the current modulation; when the SNR is higher than

Thi+1 the node increases its bit rate since the channel is good enough to use a higher

order modulation. Finally, when Thi < SNR < Thi+1 the bit rate is not changed,

because the current bit rate is the highest possible that could be used in such channel

conditions.

SNRTh
i+1

R
b

R
b

R
b

Th
i

Figure 2.7: Scheme of the second proposed LA algorithm.

Numerical Results

The simulation settings are the same described in the previous section, if not otherwise
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explicitly stated.

Fig.s 2.8 and 2.9 show the PLR as a function of the transmit power, Ptx, for

SO = 0 and SO = 3, respectively.
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Figure 2.8: Comparison of the PLR for a WBAN with N = 10 nodes, for different
modulation schemes and for the second proposed LA strategy, SO = 0.

Continuous curves show the performance achieved when all the nodes in the

WBAN use the same modulation, while the dashed curve represents the results re-

lated to LA. As noticed above in the discussion of the results for the first LA proposal,

among the considered modulation schemes, there is not a single modulation which

outperforms the others for every value of Ptx. This is due to the fact that for low

values of the transmit power the network is limited by connectivity, while for higher

values it is limited by interference. Basically, the application of LA improves the

performance; this is more evident with SO = 3.

In Fig.s 2.10 and 2.11 the different causes of packet loss are highlighted.

Only some modulations are shown, for conciseness; anyway, the trend of the cases

which are not shown is similar to the ones plotted. When SO = 0 (Fig. 2.10), for
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Figure 2.9: Comparison of the PLR for a WBAN with N = 10 nodes, for different
modulation schemes and for the second proposed LA strategy, SO = 3.
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Figure 2.10: Causes of PLR for different modulation schemes and for the second LA
strategy, SO = 0.
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every modulation, the main cause of losses is the end of the superframe (cause (d)),

that means that nodes do not have enough time to get access to the channel. When

the superframe duration is longer (SO = 3, Fig. 2.11), losses are due to different

causes for the different modulation schemes, as expected. When nodes use O-QPSK,

almost all packets are lost because of cause (b): they cannot access the channel within

NBmax+1 attempts, meaning that the channel is found busy with other transmissions.

When nodes use 16-DPSK the retransmissions are the main reason for the losses. As

already mentioned, in fact, the receiver sensitivity and the protection ratio for this

modulation are higher, so packets are not correctly received.
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Figure 2.11: Causes of PLR for different modulation schemes and for the second LA
strategy, SO = 3.

Finally, Fig. 2.12 shows the percentage of nodes which use the different modulation
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schemes when LA is applied. The trend confirms previous considerations: schemes

with more modulation levels (that need a higher receiver sensitivity) are used more

often when Ptx is high.

Unconnected O−QPSK 2−DPSK 4−DPSK 8−DPSK 16−DPSK
0

10 %

20 %

30 %

40 %

50 %

60 %

70 %

80 %

90 %

100 %
Distribution of the nodes in the different modulations with LA

 

 

Ptx = −25
Ptx = −20
Ptx = −15
Ptx = −10
Ptx = −5
Ptx = 0
Ptx = 5

Figure 2.12: Percentages of the nodes using the different modulation schemes for dif-
ferent values of the transmit power when the second proposed LA strategy is applied.

2.2.5 Concluding Remarks

The reported results have shown how the use of LA in the considered WBAN sce-

nario allows a performance improvement in terms of PLR. Packet losses reduction

can be important for many applications. However, it has to be underlined that the

possibility of applying such LA strategies usually comes at the expenses of a higher

energy consumption (modulations characterised by higher bit rates usually require

higher currents drained from the power supply) and a more complex hardware imple-

mentation of the devices. The impact of the former will be application dependent,

a proper tradeoff between tolerable losses and low energy consumption has to be set
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case by case. As for the latter, micro-electronics developments are allowing realisa-

tion of multi-modulation transceivers even on ultra-miniaturized chips (the Wiser-

BAN project is a practical example in this direction), showing that the assumption of

availability of different modulation schemes to choose from is feasible and reasonable.

2.3 Carrier Sense Multiple Access with Collision

Avoidance Performance inWireless Body Area

Networks

CSMA/CA is one of the most common approaches for random access wireless net-

works. Indeed, several IEEE standards, among which 802.15.4 and 802.15.6, specify

the use of a CSMA/CA algorithm for the contention-based accesses to the channel.

In this section, its performance in WBANs is evaluated: first IEEE 802.15.6 standard

is considered in a generic on-body scenario and it is compared to IEEE 802.15.4,

then WiserBAN scenarios are examined, comparing the two different CSMA/CA al-

gorithms of the mentioned standards and Slotted ALOHA, in realistic situations.

2.3.1 Comparison between IEEE 802.15.6 and IEEE 802.15.4

Standards in a Wearable Wireless Body Area Network

Scenario

Reference Scenario

A WBAN composed of wearable sensor devices to monitor body parameters, like

the one described in Section 2.2.1 for the evaluation of the LA, is considered. Ten
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nodes deployed in different part of the human body (see Fig. 2.1) have to periodically

report the measured data to a coordinator, according to a query-based traffic and a

star topology.

Two different channel models for the 2.45 GHz band, taken from the IEEE 802.15.6

Channel Model (CM) document [93], are accounted for. They are indicated in the

following as CM3 A and CM3 B. According to CM3 A, the path loss, denoted as L,

is modeled as:

L(d)[dB] = a · log10(d) + b+N, (2.3.1)

where d is the distance between transmitter and receiver expressed in mm, N is

a random Gaussian variable, having zero mean and standard deviation σN = 3.8,

and a and b are two constants that depend on the environment under investigation.

Considering the values referred to the hospital room case, we have a = 6.6 and

b = 36.1 dB.

According to CM3 B, instead, L follows an exponential decay around the perimeter

of the body and it is expressed as:

L(d)[dB] = −10 · log10(P0 e
−m0 d + P1) +N, (2.3.2)

where P0 = −25.8 dB, m0 = 2 dB/cm, P1 = −71.3 dB, and N is a random Gaussian

variable, having zero mean and standard deviation σN = 3.6 dB.

The path loss as a function of the distance for these two channel models is shown

in Fig. 2.13.

As far as the packet capture model is concerned, the same threshold model de-

scribed in Section 2.2.1 is accounted for.
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Figure 2.13: Comparison of the path loss for two different channel models from [93].

Physical and Medium Access Control Layers

As for IEEE 802.15.6, the narrowband PHY specified for the ISM 2.45 GHz band is

considered, as described in Section 1.1.2. In the following of the section, the different

combinations of modulations, coding, and spreading, which lead to the four possible

information data rates for this PHY, will be referred to as Modulation and Coding

Schemes (MCSs).

Table 2.2 reports the modulation scheme and information data rate for the differ-

ent MCSs, together with the receiver sensitivity (PRmin
) and protection ratio (C

I
|min)

values. The values of PRmin
are taken from the draft version of the standard [94],

while the values of C
I
|min are estimated starting from the reference value C

I
|min= 3 dB

for MCS2 (π/2-DBPSK with no spreading) [95], by adding or subtracting the same

amount that also shifts the receiver sensitivity values.

At the MAC layer, the beacon mode with superframes is considered, according to

which a beacon is transmitted at the beginning of every beacon period (superframe).
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Table 2.2: IEEE 802.15.6 Modulation and Coding Schemes

MCS Modulation Information Data
Rate [kbit/s]

PRmin
[dBm] C

I
|min [dB]

0 π/2-DBPSK 121.4 - 95 - 2

1 π/2-DBPSK 242.9 - 93 0

2 π/2-DBPSK 485.7 - 90 3

3 π/4-DQPSK 971.4 - 86 7

In this way, the beacon will coincide with the query of the coordinator to the nodes

of the WBAN under investigation. The superframe is assumed to be composed of a

single RAP, during which nodes use CSMA/CA to access the channel, as described

in Section 1.1.2. Immediate Acknowledgment (I-Ack) mechanism is considered, ac-

cording to which the recipient sends back an ACK frame pSIFS after the end of a

correctly received frame.

At the time this study was carried out, IEEE 802.15.6 was still in a draft form [94],

therefore some values used for the parameters were different from what described in

Section 1.1.2. Namely, pCSMASlotLength = 125µs and pSIFS = 50µs.

Numerical Results

Results reported hereafter are achieved through a simulator written in C, by simulat-

ing 25.000 superframes, meaning 25.000 transmissions from each node to the coordi-

nator, where the shadowing samples on the links (random variable N in Eq.s (2.3.1)

and (2.3.2)) are changed every 50 superframes.

The performance for the WBAN described above is evaluated, comparing the

different IEEE 802.15.6 MCSs (see Table 2.2) and the performance achieved with
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IEEE 802.15.4 standard in beacon enabled-mode [36]. The query of the considered

application scenario coincides with the beacon, therefore every node has one packet

to send in every superframe. The beacon period is set to 250 ms and nodes are

supposed to have all the same user priority, equal to 6, which corresponds to medical

data traffic, and which is characterised by CWmin = 2 and CWmax = 8 [41]. The

maximum number of frame retransmissions is set equal to three. For IEEE 802.15.4,

the MAC parameters are set to the default values provided by the standard and a

superframe order of 4 (SO = 4) is considered, which corresponds to a superframe

of 245.76 ms. Besides, the receiver sensitivity is equal to −85 dBm [36], and the

protection ratio is 1.3 dB [92].

Performance is evaluated in terms of average PLR and average delay.

The PLR represents the probability that a packet generated by a node is not

received by the coordinator. This can happen because of different possible causes:

• the node cannot receive the beacon, meaning that it is not connected to the

network;

• the node cannot transmit the packet correctly within the three retries (C
I
<

C
I
|min for 4 subsequent times);

• the node cannot succeed before the end of the superframe.

For IEEE 802.15.4, there is another cause of loss: the channel is found busy for more

than five subsequent times while trying to transmit the same packet [36].

Fig. 2.14 shows the PLR as a function of the MAC frame payload that is achieved

with the path loss model CM3 A, Eq. (2.3.1). Different values of the transmit power

have been simulated: Ptx = {−20,−10, 0} dBm; the results obtained were in all cases
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equal to the ones reported in this figure. This is due to the fact that the values of
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Figure 2.14: Comparison of the PLR for IEEE 802.15.6 MCSs and IEEE 802.15.4,
channel model CM3 A, Ptx = {−20,−10, 0} dBm.

the path loss for CM3 A are low enough (L ≈ 50 dB, see Fig. 2.13) to guarantee

that the received power is higher than the receiver sensitivity for all the simulated

Ptx. For CM3 B, instead, the performance changes as Ptx varies. Fig.s 2.15 and 2.16

illustrate the PLR obtained with Ptx = −20 dBm and Ptx = 0 dBm, respectively. In

this case, the value of the path loss (L = 71.3 dB for d > 30 cm, Fig. 2.13) is such

that the condition on the receiver sensitivity is not always satisfied when the transmit

power is low. From these figures, we can see that the use of different channel models

has a great impact on the results. It is thus important to choose the most proper

model for every specific scenario in order to have a realistic evaluation of the network

performance.

A general consideration on the IEEE 802.15.6 PLR is that the MCSs with lower

data rates perform better than the others. This is due to the higher protection ratios

of the MCSs characterised by higher data rates, which lead to more losses in case of
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Figure 2.15: Comparison of the PLR for IEEE 802.15.6 MCSs and IEEE 802.15.4,
channel model CM3 B, Ptx = −20 dBm.
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Figure 2.16: Comparison of the PLR for IEEE 802.15.6 MCSs and IEEE 802.15.4,
channel model CM3 B, Ptx = 0 dBm.
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collisions. The PLR obtained for CM3 B with Ptx = −20 dBm (Fig. 2.15) does not

depend on the MAC payload. This happens because the main reason for loss in this

case is the lack of connectivity: the beacon is received with PR < PRmin
. As for IEEE

802.15.4, from Fig.s 2.14 and 2.16, we can notice that when the MAC payload is

short the achieved performance is better than that of 802.15.6 MCSs, whereas when

the payload is longer 802.15.4 PLR is very high. In fact, longer frames occupy the

channel for a long time, leading to a higher probability to find the channel busy.

The delay is evaluated as the time elapsed between the reception of the beacon

by the node and the correct reception of the node frame by the coordinator. Average

delay results are shown in Fig.s 2.17, 2.18, and 2.19, as a function of the MAC payload,

for CM3 A, CM3 B with Ptx = −20 dBm, and CM3 B with Ptx = 0 dBm, respectively.
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Figure 2.17: Comparison of the delay for IEEE 802.15.6 MCSs and IEEE 802.15.4,
channel model CM3 A, Ptx = {−20,−10, 0} dBm.

In all cases, the delay for MCSs with lower data rates is higher, as expected, since

more time is needed to send the frame. Anyway the obtained values are always lower
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Figure 2.18: Comparison of the delay for IEEE 802.15.6 MCSs and IEEE 802.15.4,
channel model CM3 B, Ptx = −20 dBm.
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Figure 2.19: Comparison of the delay for IEEE 802.15.6 MCSs and IEEE 802.15.4,
channel model CM3 B, Ptx = 0 dBm.

77



Chapter 2. Medium Access Control Layer Performance for Wireless
Body Area Networks

than 125 ms, that is the maximum delay reference requirement for WBAN medical

applications [16]. For IEEE 802.15.4, in Fig.s 2.17 and 2.19 the delay appears to be

lower than that of 802.15.6. This is due to the different CSMA/CA strategy, which

allows less nodes to transmit their data on the channel, because some nodes find the

channel busy for more than 5 subsequent times, as stated above.

2.3.2 Performance in WiserBAN Scenario

Reference Scenario

In order to compare the performance of the random channel access solutions consid-

ered for the CAP according to WiserBAN protocol, extensive simulation campaigns

have been performed. Some results will be shown both for CSMA/CA algorithms

and Slotted ALOHA. The simulator for the formers was realised in this thesis work,

while the latter was analyzed by one of the partners in WiserBAN project.

The reference network topology is a star one, composed of four nodes transmitting

data to the RC, which acts as network coordinator. Each of the end-devices is placed

in a specific on-body position related to the four WiserBAN use-cases (described

in Section 1.1.3), as shown in Fig. 2.20. Nodes on the ears refer to the hearing-

aids application or to the cochlear implant one, the node on the heart is related

to the cardiac implant use-case, and the hip device accounts for the insulin pump

application. As for the RC, it is considered to be placed in three different positions,

each one corresponding to an investigated sub-scenario: sub-scenarios A and B are

the cases when the RC is held in the left hand and in the right hand, respectively,

while in sub-scenario C the RC is located on the thigh position. Both walking and

standing situations are accounted for in the evaluation.
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Figure 2.20: WiserBAN sub-scenarios and related nodes positions.

Figure 2.21: Reference WiserBAN superframe structure for the simulations.
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A simplified traffic is taken into account, according to which at the beginning of

every superframe each node has one packet to send to the coordinator, and packets

have all the same length. Only the CAP portion of the superframe is considered to

transmit data, as illustrated in Fig. 2.21.

Various simulation campaigns have been carried out in the framework of the

project. In the remaining of this section, results for two of them will be reported:

a preliminary study and the final more extensive campaign. The main difference

between them regards how the propagation is modeled in the simulator. In the pre-

liminary campaign, a joint mobility-channel model for the human body has been

considered [96]. In this case, a semi-deterministic channel model is combined with a

biomechanical representation of the body, in order to preserve spatial and temporal

dependency based on geometrical analysis; the model was benchmarked with mea-

surement data. An average walking speed of 3 m/s has been set in the simulations.

As for the second campaign, instead, simulations have been performed using channel

gain values derived from measurements realised by one of WiserBAN partners. In

fact, a specific real-time measurements campaign was realised in order to characterise

the propagation channel for on-body communications. These measurements were re-

peated using four different human subjects, two males and two females with different

physical characteristics, with several scenarios and movements. For the simulation

purposes, in particular, two sets of data were used: data acquired in anechoic cham-

ber while the test subject stood still for the entire duration of the experiment, and

data acquired in an indoor environment (office premises with general furniture) while

the subject walked on a straight line for the duration of the acquisitions. In both
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cases, measurements were repeated with two kinds of antenna characterised by a dif-

ferent polarisation: Top Loaded Monopole (TLM), normally polarised with respect

to the body surface, and Planar Monopole (PM), tangentially polarised. A complete

description of the measurements and their results can be found in [97] and in the

project deliverable [98].

Another minor difference between the two simulation campaigns regards the exact

nodes emplacement on the body. With respect to what is shown in Fig. 2.20, in

the first campaign the node representing the insulin pump was placed on the right

hip, instead on the left one, and in sub-scenario C the RC was located on the left

thigh. These differences do not lead to meaningful changes in the results, due to the

symmetry of the human body.

At the PHY, all the three modulation schemes defined in the framework of Wis-

erBAN project (as detailed in Section 1.1.3) have been considered.

Packet Capture Model

This section illustrates how the packet capture phenomenon is modeled in the sim-

ulator. The model takes into account the fact that packets can overlap totally or

partially. An example of a partial overlap between two packets is shown in Fig. 2.22.

SINR1             SINR2 

t 

k = 1 k = 2 

Useful 

packet 

Interfering 

packet 

Figure 2.22: Example of packets partial overlap.
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For a given packet of interest sent by aWBAN node, several Signal-to-Interference-

and-Noise ratio (SINR) values can be computed depending on current variations of

interference level. Therefore, for every packet portion k (see Fig. 2.22 for an example),

we have:

SINRk =
PR

Pn + PI

, (2.3.3)

where PR is the useful received power, Pn is the noise power, and PI is the inter-

fering power.

PR can be expressed as:

PR = PT Gonu ηC ηED, (2.3.4)

considering PT as the power transmitted by WBAN nodes, Gonu as the on-body

channel gain for the useful link, ηC and ηED as antenna factors that take into account

the antenna efficiency at the coordinator and at the end-device when placed on the

human body. These correction factors are used to consider the efficiency reduction due

to the miniaturisation effect, according to the physical limitation of small antennas

[99].

PI is evaluated through:

PI =
∑
m

PT Gonmbkm , (2.3.5)

where Gonm is the on-body channel gain for the m-th link and bkm is a boolean

variable indicating if the m-th interferer is present during the packet portion k (in

the example of Fig. 2.22, b11 = 0 and b21 = 1).

For each computed SINR value, the Bit Error Rate (BER) or the Symbol Error

Rate (SER) for each portion k is calculated in a different way for every PHY, in order
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to derive the Packet Error Rate (PER) according to the following:

PER =


1−

∏N
k=1(1− SERk)

Nsk for PHY 1

1−
∏N

k=1(1− BERk)
Nbk for PHY 2,3

where N is the number of packet portions (N = 2 in the example of Fig. 2.22) and

Nbk (Nsk) is the number of bits (symbols) in the portion k.

PHY 1

In this case the SER has to be computed:

SERk =
32∑
n=1

(
32

n

)
CERn

k (1− CERk)
32−n · Ps(n), (2.3.6)

where Ps(n) is the symbol error probability when n chips are not correctly received

(values are taken from [100]) and CER is the Chip Error Rate. The expression of

the Chip Error Rate (CER) as a function of the SINR is evaluated here through the

formula CERk =
1
2
e−(SINRk)

0.66
. The latter has been obtained through the comparison

between experimental derivations of [92] and the PER expression found in [100], and

minimum least square fitting.

PHY 2

Without spreading, the expression given above (PHY 1) for the CER applies in this

case to the BER, owing to the absence of any sort of bit aggregation to form multi-

level symbols:

BERk =
1

2
e−(SINRk)

0.66

. (2.3.7)

PHY 3

The following expression, empirically derived for Bluetooth Low Energy PHY [96], is
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used:

BERk =
1

2
e−(SINRk)

0.7

. (2.3.8)

Numerical Results

100 000 superframes have been simulated, meaning 100 000 packets to be transmitted

by each node to the RC.

The packet reception decision is based on the PER value calculated as explained

in the previous section: considering x as a uniformly distributed random variable in

[0, 1], drawn for each packet, if x ≥ PER the packet is correctly received, otherwise

the packet is lost.

Relevant simulation parameters are shown in Table 2.3.

It can be noticed that the main difference in parameters between the two simu-

lation campaigns lies in transmit power, receiver sensitivity, and antenna efficiency

values. In the preliminary study, a reasonable general setting was considered, in or-

der to evaluate the contention access schemes proposed for the CAP. For the second

campaign, instead, updated and more precise values have been taking into account,

according to hardware development in the project. The numerical values provided

may negatively affect the connectivity between nodes and the RC, leading to a per-

formance degradation.

Therefore, results from the preliminary campaign are useful to draw a comparison

among the different proposed CAP solutions, but the numerical values obtained could

be unrealistic for an actual deployed WBAN. On the other hand, the second campaign

brings more realistic results, which have to be analyzed bearing in mind that in some

cases losses are not due to the access protocols under consideration but to the lack of
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Table 2.3: Simulation parameters for WiserBAN scenario

Parameter Value

First campaign Second campaign

Transmit power, PT - 12 dBm 0 dBm

PHY 1 - 96 dBm

Receiver sensitivity - 87 dBm PHY 2 - 87 dBm

PHY 3 - 90 dBm

Coordinator antenna efficiency, ηC 0 dB - 3 dB

End device antenna efficiency, ηED 0 dB - 15 dB

Current consumption, transceiver on 10 mA

Current consumption, stand-by 100 nA

Supply voltage 1.2 V

PHY header + preamble 121 bits 112 bits

MAC header + FCS 9 bytes

Maximum number of retransmissions 3

CAP duration, TCAP 37 ms

connectivity.

If not explicitly otherwise stated, walking scenarios are considered.

Results will be reported for the following values of algorithms parameters: for

802.15.6 CSMA/CA, CWmin = 8 and CWmax = 16; for 802.15.4 CSMA/CA BEmin =

3, BEmax = 5, and NBmax = 4; CPmin = 1/8 and CPmax = 1/4 for Slotted ALOHA.

Outcomes from the preliminary simulations showed, in fact, that these were the values

leading to the best performance for the scenarios under investigation.

Fig.s 2.23, 2.24, and 2.25 illustrate the PLR as a function of the MAC payload,

from the preliminary simulation campaign, for the three considered PHYs. Results

refer to CSMA/CA algorithms as defined in IEEE 802.15.4 (left) and in IEEE 802.15.6
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(right).
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Figure 2.23: PLR for 802.15.4 CSMA/CA (left) and 802.15.6 CSMA/CA (right),
obtained in the first WiserBAN simulation campaign, PHY 1.
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Figure 2.24: PLR for 802.15.4 CSMA/CA (left) and 802.15.6 CSMA/CA (right),
obtained in the first WiserBAN simulation campaign, PHY 2.

Firstly, it can be noted that the PLR does not change significantly in the different

sub-scenarios. Therefore, for the nodes emplacement under investigation, the RC po-

sition does not affect the performance. Then, IEEE 802.15.6 CSMA/CA outperforms

802.15.4 one in these cases. This fact is especially evident with PHY 1. This PHY is

characterised by the lowest bit-rate among the ones considered, which leads to longer

time needed to transmit a packet over the channel. In this case, 802.15.4 CSMA/CA

mechanism, according to which a maximum number of backoff is allowed, leads to a
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Figure 2.25: PLR for 802.15.4 CSMA/CA (left) and 802.15.6 CSMA/CA (right),
obtained in the first WiserBAN simulation campaign, PHY 3.

higher amount of packets lost with respect to 802.15.6, because the channel is often

found busy.

An example of average delay obtained in the preliminary simulations is shown in

Fig. 2.26. The figure refers to PHY 3, but similar results have been obtained for the

other PHYs. Also for this performance metric, the same two considerations drawn

above for the PLR apply: RC position does not affect the outcomes and 802.15.6

CSMA/CA performs better than 802.15.4 algorithm.
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Figure 2.26: Delay for CSMA/CA algorithms, obtained in the first WiserBAN simu-
lation campaign, PHY 3.
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Results for the second simulation campaign are reported hereafter. Fig. 2.27 shows

the PLR obtained with PHY 3 when TLM antennas are used. Again, the sub-scenario

considered only slightly influences the values achieved.
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Figure 2.27: PLR for different channel access algorithms, obtained in the second
WiserBAN simulation campaign, PHY 3, TLM antennas.

In this case, IEEE 802.15.4 CSMA/CA performs slightly better than 802.15.6 one.

This could be explained considering that, with respect to the preliminary campaign,

higher path losses among nodes are present (mainly due to the antennas efficiency

values), leading to a less effective carrier sensing. This affects 802.15.6 CSMA/CA

more since sensing is done for a longer time period. Slotted ALOHA, instead, is

characterised in general by the worst PLR performance.

If a comparison with PLR obtained with PM antennas (presented in Fig. 2.28)

is drawn, it can be noticed that PM antennas lead to worse PLR values. This con-

firms what was expected from the channel measurements; indeed, for their particular

propagation and radiation characteristics, PM antennas present lower channel gain
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values as compared to TLM, which results in a higher attenuation among nodes caus-

ing connectivity problems. TLM antennas present, in fact, a normal polarisation

with respect to the body surface, which helps creeping waves propagation around the

body [97].
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Figure 2.28: PLR for different channel access algorithms, obtained in the second
WiserBAN simulation campaign, PHY 3, PM antennas.

This effect is confirmed in Fig. 2.29, where each curve represents a possible cause

for packet loss, for CSMA/CA algorithms in sub-scenario A. It is possible to note that

when the PM antennas are used (figures above), 2% of losses are due to connectivity

problems; whereas, in the TLM case (figures below), packets are lost mainly because

of collisions or maximum number of backoffs reached, and no problems related to high

path loss values are present at all.

The PLR obtained for the other PHYs, using TLM antennas in sub-scenario A,

is illustrated in Fig. 2.30, and the different causes are highlighted in Fig. 2.31.

As for PHY 1, the trends confirm what already stated for the preliminary results.

PHY 2 PLR is comparable with the one achieved with PHY 3. Slotted ALOHA
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Figure 2.29: PLR causes, for 802.15.6 CSMA/CA (left) and 802.15.4 CSMA/CA
(right) algorithms, PM (above) and TLM (below) antennas, obtained in the second
WiserBAN simulation campaign, PHY 3, scenario A.
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Figure 2.30: PLR for different channels access algorithm, obtained in the second
WiserBAN simulation campaign, with (a) PHY 1 and (b) PHY 2, TLM antennas,
scenario A.
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Figure 2.31: PLR causes, for 802.15.6 CSMA/CA (above) and 802.15.4 CSMA/CA
(below) algorithms obtained in the second WiserBAN simulation campaign, with
PHY 1 (left) and PHY 2 (right), TLM antennas, scenario A.

always shows the worst performance.

A comparison between performance obtained in walking and standing scenarios is

reported in Fig. 2.32. In general, the performance attained is worst in the latter case.

This is due to the fact that when the person is standing still, if there is not connectivity

in one link (i.e., the received power is lower than the receiver sensitivity), this situation

will never change during the duration of the simulations. On the contrary, when the

subject walks, the obtained PLR is averaged among different relative positions of the

nodes (corresponding to different channel gains), leading to an overall lower PLR.

Some simulations were performed considering an antenna efficiency reduction of

−35 dB for the device located in the heart position, in order to take into account the

in-body channel attenuation, from the heart to the body surface. This particular value

was set considering a typical efficiency for implanted antennas [98]. The underlying
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Figure 2.32: Comparison of the PLR in standing and walking cases for CSMA/CA
algorithms, obtained in the second WiserBAN simulation campaign, PHY 3, scenario
A.

assumption is that the implanted antenna radiation pattern is not modified with

respect to the case when the node is placed on-body, and just an efficiency reduction

is considered. Fig. 2.33 shows the values of PLR obtained using 802.15.4 CSMA/CA

with TLM antennas in sub-scenario A, where each curve refers to a specific node

position. The degradation of the performance is evident for the heart link when

considering the efficiency reduction (dashed line with squares) if compared to the

case where it was not taken into account (continuous line). In the former situation,

in fact, the implanted device is not able to directly reach the coordinator in most of

the cases.

In order to evaluate how the end-device antenna efficiency, ηED, affects the system

performance, an additional set of simulations was performed setting this parameter

to different values, from −15 dB to −21 dB with a resolution of 2 dB, whereas the

coordinator antenna efficiency, ηC , was set to −3 dB as before (Table 2.3). As
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Figure 2.33: PLR per node for IEEE 802.15.4 CSMA/CA algorithm, obtained in the
second WiserBAN simulation campaign, PHY 3, TLM antennas, scenario A.

expected, the PLR increases as the efficiency decreases, since the received power

results to be lower, causing connectivity problems (see Fig. 2.34 for results obtained

with 802.15.6 CSMA/CA). It is important to remark that antennas miniaturisation

implies smaller efficiencies and hence Fig. 2.34 could be useful to define a proper

trade-off between network performance and antenna size, considering that the size

issue is of primary importance in WBAN context.

Delay results are reported in Fig.s 2.35 and 2.36. In the former, the differ-

ent contention access schemes are compared, when PHY 3 is used. In the lat-

ter, 802.15.6 CSMA/CA values obtained for the different PHYs are plotted. IEEE

802.15.6 CSMA/CA, achieving the lowest delay values, is the best protocol solution

from the delay viewpoint. For the specific case shown in Fig. 2.35 ALOHA delay

is lower than 802.15.4 one for short payloads (i.e. < 140 bytes), whereas for longer

payloads the situation is the opposite. As expected, when the PHY is varied, lower

delay values are achieved when higher bit-rates are used (recalling that PHY 2 has
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Figure 2.34: PLR for IEEE 802.15.6 CSMA/CA algorithm, obtained in the second
WiserBAN simulation campaign, PHY 3, TLM antennas with varying efficiency.

the highest bit-rate, equal to 2 Mbit/s, while for PHY 3 the bit-rate is 1 Mbit/s, and

PHY 1 is characterised by the lowest value, equal to 250 kbit/s).

The average energy consumed by the devices to complete their transmissions is

presented in Fig. 2.37, for the different channel access schemes, when PHY 3 is used.

From the energy consumption point of view, Slotted ALOHA is generally the best

option, being the less consuming one among the three under investigation. This

is due to the lack of backoff and sensing operations, with respect to CSMA/CA

algorithms. Fig. 2.38 reports the comparison of consumptions for the different PHYs,

with 802.15.6 CSMA/CA. Considerations parallel to the ones stated for the delay

apply: when the bit-rate is higher, less energy is consumed, since the time needed to

send a packet is lower, and thus the time spent with the transceiver on.
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Figure 2.35: Delay for different contention access algorithms, obtained in the second
WiserBAN simulation campaign, PHY 3, TLM antennas, scenario A.
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Figure 2.36: Delay for 802.15.6 CSMA/CA algorithm, obtained in the second simu-
lation campaign with the different PHYs, TLM antennas, scenario A.
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Figure 2.37: Average energy consumption for different contention access algorithms,
obtained in the second WiserBAN simulation campaign, PHY 3, TLM antennas,
scenario A.
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Figure 2.38: Average energy consumption for 802.15.6 CSMA/CA algorithm, ob-
tained in the second WiserBAN simulation campaign with the different PHYs, TLM
antennas, scenario A.
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Validation of Simulation Results

In order to validate the simulation results, a set of experiments was performed

in collaboration with other researchers of the working group. The Texas Instru-

ments CC2530 platform was used. The chip contains an IEEE 802.15.4-compliant

transceiver, working in the 2.45 GHz band [101]. The access to the channel is man-

aged through the superframe shown in Fig. 2.21 and using the 802.15.4 CSMA/CA

protocol in the CAP portion. As in the case of simulations, experiments were per-

formed by locating five CC2530 devices (one coordinator and four end-devices) on

a human subject, according to the simulated sub-scenario B (see Fig. 2.20). The

coordinator, located on the right hand, periodically sends beacon packets and waits

for replies from devices. As for the packet sizes, the beacon is composed of 20 bytes,

whereas the data packets size is equal to 17 bytes (including PHY and MAC headers)

plus the MAC payload (different payload lengths have been considered). For fair

comparison with simulations, the transmit power was set equal to −22 dBm, instead

of 0 dBm, to compensate the different antennas efficiency: the antennas used in the

experiments have an efficiency of 4.1 dB at both the transmitter and the receiver.

Acquisitions were performed in an indoor environment while the human subject

performed several continuous walking cycles.

Numerical results, in terms of PLR and average delays, were achieved by averaging

over 10 000 packets transmitted by each end-device towards the coordinator.

Fig. 2.39 shows the PLR as a function of the MAC payload. The dashed line

presents the values obtained from the experiments, while the continuous curve refers

to the simulated results achieved considering PHY 1 and 802.15.4 CSMA/CA. This

figure demonstrates a good agreement between simulation and experimental results;
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the slight differences when comparing the two curves can be explained considering

how differently the connectivity can affect the results. Indeed, the antennas used in

the experiments and in the measurements campaign used for the simulations present

different radiation characteristics, even if the polarisation is the same. Equivalent

considerations can be done for the exact node emplacement and the environment

considered in the two cases.

In Fig. 2.40 the comparison between simulated (continuous curve) and measured

(dashed line) average delay, as a function of the packet payload, is presented. Also in

this case, the curves follow the same trend, confirming the reliability of the numerical

results obtained, except for a constant delay difference of approximately 5 ms. This

has been proved to come from the inner data processing delays, which are not taken

into account in the simulations.
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Figure 2.39: Comparison of simulated and experimental PLR results for 802.15.4
CSMA/CA, PHY 1, TLM antennas, scenario B.
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Figure 2.40: Comparison of simulated and experimental delay results for 802.15.4
CSMA/CA, PHY 1, TLM antennas, scenario B.

2.3.3 Concluding Remarks

Comparison of IEEE 802.15.6 and IEEE 802.15.4 standards for a wearable WBAN

and of different random channel access algorithms in WiserBAN scenarios has con-

firmed that a single optimum solution for diverse WBAN applications does not exist.

Depending on the performance metric of interest (PLR, delay, or energy consump-

tion), on the PHY layer used, on the movements of the subject, and on the antenna

polarisation, the “best” MAC algorithm may vary. Therefore flexible protocols al-

lowing a choice among different possibilities (as proposed in WiserBAN project) are

encouraged. The results obtained in this section can help in this choice, depending on

the application requirements. As a general consideration, CSMA/CA solutions are

preferred when PLR is of primary relevance, whereas Slotted ALOHA allows lower

energy consumption values.

The impact of proper channel characterisation on network performance at MAC

layer has also been demonstrated, together with the effect of antenna properties, such

99



Chapter 2. Medium Access Control Layer Performance for Wireless
Body Area Networks

as gain and polarisation, on the results.

2.4 Coexistence Issues

This section deals with coexistence issues that may arise for WBANs, since the 2.45

GHz band is already used by different wireless networks. In particular, IEEE 802.11

and IEEE 802.15.4 interference are considered. Firstly, the interfering systems are

characterised both in the frequency and in the time domains. Then, the coexistence

of a WBAN with these networks is assessed via simulations. The WiserBAN protocol

stack is taken into account, therefore the performance is evaluated for three different

modulation schemes at the PHY and two CSMA/CA algorithms at the MAC.

2.4.1 Reference Scenario

The reference WBAN scenario is a network composed of four nodes and a RC, as

illustrated in Fig. 2.41.

The scenario defined for coexistence evaluation is shown in Fig. 2.42: in a room

of 3m x 3.5m, a person wearing a WBAN is walking according to the trajectory

represented by the arrow. In order to evaluate the coexistence with IEEE 802.11, a

Wi-Fi access point (AP) and a notebook are located in the room (Fig. 2.42 left), while

a Zigbee coordinator (ZC) and 4 Zigbee end-devices (ZEDs) are present (Fig. 2.42

right) to assess the performance achievable with IEEE 802.15.4 interference. The AP

and the ZC are positioned at a height of 3 m, whereas the notebook and the ZEDs

are at an average height of 0.8 m.

The same joint mobility-channel model for the human body, which was described
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Figure 2.41: WBAN reference scenario for coexistence evaluation.
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Figure 2.42: Reference scenario for WBAN coexistence evaluation with IEEE 802.11
(left) and with IEEE 802.15.4 (right).
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in the previous section and used for the preliminary WiserBAN simulation campaign,

is considered.

As for the channel model from the interfering devices to the WBAN nodes, the

path loss, L, at a distance d, is evaluated in dB as:

LdB(d) = k0 + k1ln(d), (2.4.1)

where k0 = 40 dB and k1 = 13.03 (values obtained for the frequency of 2.45 GHz and

a propagation exponent equal to 3).

2.4.2 Interference Characterisation

The sources of interference considered are IEEE 802.11 (Wi-Fi) and IEEE 802.15.4

(Zigbee). The interference has been characterised both in the frequency and in the

time domain. The frequency characterisation, for the above mentioned interference

sources, can be derived from the standards, while time characterisation has been

performed through specific measurements. For the following studies it is considered

that the WBAN can operate in 16 different frequency channels in the 2.45 GHz ISM

band, which are characterised by:

• center frequencies: fc = 2405 + i · 5 [MHz], i = {0, . . . , 15};

• bandwidth: B = 5 MHz, when MSK modulation is used (PHY 1 and 2); B = 2

MHz, when GMSK modulation is used (PHY 3).

Frequency Characterisation

In order to have a frequency characterisation of the considered interference sources

to be used as input for the simulator, the percentage of interfering power falling into
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WBAN receiver band, denoted as p
(i,j)
int , has been computed. Indexes (i) and (j) refer

to the channel used by the WBAN and by the interfering network, respectively. Due

to the different bandwidth of WBAN and interfering channels, in fact, complete or

partial channel overlapping may occur. A graphical example of channel overlapping

with IEEE 802.11 is reported in Fig. 2.43, for WBAN MSK PHYs.

Figure 2.43: Example of overlapping between IEEE 802.11 and WBAN channels.

Indicating with W (f) the power spectral density of the interfering signal and with

Fr(f) the receiver filter transfer function, we have:

p
(i,j)
int =

1∫ +∞
−∞ W (j)(f)df

·
∫
B(i)

W (j)(f)|Fr(f)|2df. (2.4.2)

In the following, an ideal receiver filter is assumed:

|Fr(f)| =

{
1 if f ∈ B(i)

0 otherwise
(2.4.3)

As for IEEE 802.11, the power spectral density is assumed to be compliant with

the mask reported in Fig. 2.44 and the 13 frequency channels defined for operation

in Europe at 2.45 GHz [46] are considered. The values of pint obtained for WBAN

channels i = {8, 9} are shown in Table 2.4.

As for IEEE 802.15.4, the center frequencies defined in the standard for operation

at 2.45 GHz are the same used for the WBAN network in this study, therefore all
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Figure 2.44: IEEE 802.11 transmit power spectrum mask [46].

the power transmitted by 802.15.4 devices falls into the WBAN receiver band when

PHY 1 or 2 are considered, whereas only the 2/5 of the power will be source of

interference when PHY 3 is used (B = 2 MHz), assuming that 802.15.4 signal is

characterised by a 5 MHz bandwidth.

Time Characterisation

In order to characterise the traffic generated by an IEEE 802.11 network in the time

domain, some experiments have been carried out. The traffic between an AP and a

notebook, positioned at a distance of 2 m and in Line-of-Sight condition, has been

measured using the network protocol analyzer Wireshark Version 1.6.2 [102]. Three

different traffic flows have been evaluated:

• no traffic, in this modality only synchronisation packets are supposed to be

exchanged;

• web browsing, that refers to simple navigation operations: alternating the open-

ing of web pages with their reading;

• heavy traffic, meaning a more intense web navigation and the download of files
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Table 2.4: Percentage of interference from IEEE 802.11 channels on WBAN channels

PHY 1, 2 PHY 3

WBAN channel WBAN channel

8 9 8 9

1 0.010 0.002 0.004 0.001

2 0.028 0.010 0.011 0.004

3 0.086 0.028 0.034 0.011

4 0.508 0.086 0.081 0.034

5 22.06 0.508 9.93 0.081

IEEE 6 24.82 22.06 9.93 9.93

802.11 7 24.82 24.82 9.93 9.93

channel 8 24.52 24.82 9.93 9.93

9 2.98 24.52 0.090 9.93

10 0.109 2.98 0.044 0.090

11 0.032 0.109 0.013 0.044

12 0.014 0.032 0.005 0.013

13 0.003 0.014 0.001 0.005

with dimensions up to 20 Mbytes.

All the above mentioned traffic modalities have been measured for a time interval of

5 minutes.

Similarly, an IEEE 802.15.4 (Zigbee) network of Freescale MC1322x devices has

been set up. The devices implement the BeeStack protocol stack (Zigbee compliant,

as it is defined by Freescale [103]). In order to measure the traffic exchanged between

the devices, Daintree SNA software [104] has been used. Experiments were carried

out for different numbers of ZEDs in the network, respectively 1, 2, and 4. The

network was programmed to emulate a simple common monitoring application and
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traffic exchanged could be described as follows:

• the ZC broadcasts a Time Synchronisation and Route Request (RREQ) packet

every 60 s;

• each ZED replies to every received RREQ with a Route Response packet, broad-

casts a Link Status frame every 15 s, and sends to the ZC a Report frame every

30 s.

Packet Capture Model

The same packet capture model described in the previous section is used. In this case,

however, the interference power, PI , in the computation of the SINR, see Eq. (2.3.3),

takes into account both the power coming from other WBAN nodes, denoted as PIon ,

and the power coming from external interfering devices, indicated as PIoff :

PI = PIon + PIoff . (2.4.4)

PIon is evaluated through Eq. (2.3.5), whereas PIoff is similarly computed as:

PIoff =
∑
l

P
(j)
l G

(j)
off p

(i,j)
int bkl , (2.4.5)

where P
(j)
l is the power transmitted by the l-th external interferer on channel (j),

bkl is a boolean variable indicating if the l-th interferer is present during the packet

portion k (see Fig. 2.22), and Goff is the off-body channel gain, given by Goff = 1/L,

with L modeled according to Eq. (2.4.1).

2.4.3 Numerical Results

In order to evaluate the performance of the WBAN when interference is present,

simulations (achieved through a C written simulator) have been performed. 100 000
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superframes have been simulated, meaning 100 000 packets to be transmitted by each

node to the RC.

Simulation parameters have been set as for the second WiserBAN campaign, re-

ported in the previous section (see Table 2.3).

The interference characterisation described above has been integrated into the

simulator through the proper consideration of pint and bk terms for the computation

of the interfering power in Eq. (2.4.5). The captured traffic time patterns have been

used to define bk evolution in time.

For the results obtained in presence of IEEE 802.11 interference, we use the heavy

traffic flow from the time characterisation measurements; Case 1 and Case 2 in the

following figures refer to two different values of pint (different WBAN-802.11 channels

overlapping), that for PHY 1 and 2 are 0.028% and 24.82%, corresponding to an

interfering power fraction equal to -15 dBm and +14 dBm, respectively (considering

a total transmit power for 802.11 devices set to +20 dBm), while for PHY 3 they are

equal to 0.011% and 9.93%, corresponding to an interfering power fraction equal to

-20 dBm and +10 dBm.

As for performance achieved with IEEE 802.15.4 interference, instead, the inter-

ference transmit power is equal to 0 dBm and Case 1 refers to an 802.15.4 network

composed of only 2 nodes (ZC and Dev3), while Case 2 indicates a networks with all

the nodes shown in Fig. 2.42 (right).

Fig.s 2.45 and 2.46 show the PLR obtained when PHY 1 is used, as a function

of MAC payload, for 802.15.4 CSMA/CA and 802.15.6 CSMA/CA, respectively.

It can be noticed that, as expected, the PLR is higher when interference sources

are present, and this is more evident for IEEE 802.11 interference, since the traffic
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Figure 2.45: PLR for IEEE 802.15.4 CSMA/CA with interference, PHY 1.
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Figure 2.46: PLR for IEEE 802.15.6 CSMA/CA with interference, PHY 1.
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Figure 2.47: PLR for IEEE 802.15.6 CSMA/CA with interference, PHY 2.
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Figure 2.48: PLR for IEEE 802.15.6 CSMA/CA with interference, PHY 3.
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generated is heavier than the one produced by an 802.15.4 network. Besides, even

when the channels used by the WBAN and the 802.11 devices are only partially

overlapping (Case 1 ), the degradation in the performance is significant, and this is

also due to the heavy 802.11 traffic: the channel is very often found busy by WBAN

devices, which are therefore not able to correctly transmit their data (main cause of

losses for 802.15.4 CSMA/CA is the maximum number of backoff reached, while for

802.15.6 is the end of the superframe).

IEEE 802.15.6 CSMA/CA performs better than the 802.15.4 one when external

interference is present, because nodes sense the channel for a longer period. Therefore,

the PLR obtained with the other PHYs is shown only for 802.15.6, in Fig.s 2.47

and 2.48. For both PHY 2 and 3, the degradation of PLR performance in presence

of interference is less evident, because many packets are lost due to connectivity

problems (higher receiver sensitivity values).

Fig.s 2.49 and 2.50 show the average delay and energy as a function of MAC

payload obtained with PHY 1, for both CSMA/CA algorithms.

Curves attained with 802.15.4 interference are not reported, because they overlap

with the one obtained without interference. When IEEE 802.11 is present, both delay

and energy consumption increase, but the degradation is not as significant as for the

PLR.

2.4.4 Concluding Remarks

Coexistence evaluation results have shown that the presence of interfering sources

degrades WBAN performance. In particular, it has been shown that the performance

metric that is mainly affected by the interference is the PLR. The degradation is more
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Figure 2.49: Average delay for IEEE 802.15.6 CSMA/CA with interference, PHY 1.
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evident when the interfering sources generate more traffic compared to the WBAN

under evaluation (802.11 interference with respect to 802.15.4 one in the reported

studies). Therefore, in order to guarantee acceptable performance, an appropriate

channel selection is of great importance, and, given the variability of the environment

in which WBANs are supposed to operate, the selection procedure should also be

periodically repeated.

The framework presented to evaluate WBAN coexistence with other wireless sys-

tems is fairly complete, since it takes into account specific models regarding the

propagation channel and the PHY layer, and realistic interference characterisation.

Nonetheless, it presents a limitation due to the fact that the possible impact of WBAN

transmissions on the interfering system is ignored. This impact is anyway expected

to be limited in case of IEEE 802.11 interference, because of the difference in the

transmit power used.
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Chapter 3

A Stochastic Geometry-Based
Model for Interference-limited
Wireless Access Networks

In this chapter a mathematical model to characterise the performance of interference-

limited wireless networks based on IEEE 802.15.4 will be derived. It is developed

through the integration of an interference power model from stochastic geometry and

an IEEE 802.15.4 CSMA/CA model from Markov chains analysis. The considered

framework is general and can be used for different possible applications where WSNs

are involved. In particular, we can think of body-to-infrastructure (off-body) com-

munications, in which devices carried around by humans exchange information with

external fixed devices in the surroundings, such as in Smart Environments. The de-

veloped model focuses on cases where there is a single coordinator (infrastructure

access point), towards which the devices randomly scattered around try to transmit

their data when their are requested to do it (query-based traffic). The model jointly

takes into account connectivity and MAC related issues.
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3.1 Related Works

Stochastic geometry is a branch of applied probability that allows the study of ran-

dom phenomena in different kinds of context [105,106]. Its development was initially

stimulated by applications in biology, astronomy, and material sciences; in the last

decade it has also been extensively used in the analysis and design of wireless net-

works. In fact, it represents an useful tool for the study of the average behaviour

over many spatial realisations of a network whose nodes are placed according to some

probability distribution [106]. The basic objects studied in stochastic geometry are

point processes, which can be visually depicted as a random collection of points in

space. These points can thus represent nodes of the network and statistics of the

received power, aggregate interference power, SNR, SINR, can be computed.

Several kinds of wireless networks have been studied applying stochastic tech-

niques, from cellular systems [107], cognitive radios [108], ultra wideband communi-

cations [109], to ad hoc and sensor networks [110]. The latter category, in particular,

being fully distributed and often characterised by random nodes locations, has re-

ceived many relevant contributions.

Two main research areas can be identified as important basis for the following

of this chapter: connectivity issues and interference characterisation. The former is

related to the possibility for nodes of a network to communicate among each other.

Several works can be found in the literature, both for single and multi-sink scenarios,

considering infinite or finite regions. In [111], for example, the probability distribu-

tion of the distance between a pair of devices which can correctly communicate with

one another is evaluated. The scenario considered is a plane where base stations

and mobile phones are randomly deployed. Besides, the probability of the number
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of audible base stations from a given mobile is obtained. These results were derived

referring to cellular networks, but can straightforwardly apply also to ad hoc net-

works (evaluation of the number of nodes within range of a given node). In [112], a

mathematical approach to evaluate the degree of connectivity of a multi-sink WSN

is presented, taking into account both bounded and unbounded domains.

Interference can be one of the main factors affecting performance in wireless multi-

user networks. A classical approach to model interference, which is suitable for sit-

uations with a large number of nodes and no dominant contribution, is to consider

the sum of the interfering powers as a Gaussian random process. In the more recent

literature, different frameworks were proposed for the cases in which the Gaussian

approximation does not hold, as for example [113, 114]. In [114], in particular, a

general framework is developed to characterise the aggregate network interference for

nodes distributed according to a homogeneous spatial Poisson point process (PPP).

All physical relevant parameters are taken into account: the spatial distribution of

the interference, the transmission characteristics (e.g., modulation, power), the prop-

agation characteristics of the medium. In case of infinite domain, the aggregated

interference power is shown to follow an alpha-stable distribution. The proposed

framework is then applied to the evaluation of interference in cognitive radio and

wireless packet networks, and for the coexistence between ultra wideband and nar-

rowband systems.

Homogeneous PPP is a useful model for location of nodes in a network when their

position is not known a priori and it has been widely used in several of the studies

based on stochastic geometry mentioned above. For a homogeneous PPP, the density

of the nodes is constant throughout the considered domain. Nonetheless, if we look
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at how the actual interfering nodes are spread, there could be several cases in which

they are not homogeneously located, due for example to MAC mechanisms. In case of

the Carrier Sense Multiple Access (CSMA) algorithm, a node may start transmitting

only if it has sensed the channel to be free, meaning that no other node is already

transmitting. This leads to a non uniform distribution of interferers in the space,

which is not straightforward to model. In some works, CSMA-based MAC protocols

are considered to create a guard zone around the receiver (e.g., [115]) or around the

transmitter (as in [116]).

Jointly consideration of MAC and connectivity issues under an analytical ap-

proach can be found in few papers from the literature. Reference [117] presents a

mathematical model to study multi-sink WSNs, evaluating the area throughput, i.e.

the amount of samples per unit of time successfully transmitted to the sinks from

a given area. Interference is taken into account implicitly in considering MAC layer

packet collisions, but all interferers have the same impact on the receiver (the in-

terference power statistics are not accounted for). In [118] performance of ALOHA

and CSMA MAC algorithms is evaluated in terms of outage probability based on

the SINR, but considering only the closest interferer node in the computation of the

interfering power, providing a lower bound to the performance achievable.

The novelty of the work presented in this chapter lays in the precise consideration

of CSMA algorithms in the framework of a mathematical approach based on stochastic

geometry, with particular reference to the detailed operation of the CSMA/CA defined

in IEEE 802.15.4 standard as a case study. Starting from the model presented in [119]

for IEEE 802.15.4 networks working in non beacon-enabled mode, the probability that

a given node in the network is interfered is derived. The latter is then integrated with
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the stochastic description of the interference power as found in [114], together with

connectivity considerations, in order to evaluate success probability for nodes in the

network, that is the probability that a packet transmitted by a node is correctly

received by the destination.

As described in Section 1.1.2, IEEE 802.15.4 is a standard developed for low data

rate WPANs [36] that can be seen nowadays as the de-facto standard for WSNs.

In the work presented in this chapter, query-based applications are considered: the

network is managed by a coordinator that triggers the sensor nodes to send their

sampled data. A star topology and the non beacon-enabled mode are taken into

account: nodes send their data to the coordinator through direct links accessing the

channel according to the unslotted CSMA/CA algorithm defined in the standard [36].

Different models have been proposed in the literature for the characterisation of

the MAC of IEEE 802.15.4 networks (see for example [120–123]), but they typically

apply to networks where nodes have always (saturated traffic conditions), or with a

given probability, a packet to be transmitted. All the above mentioned models, in

fact, assume that packets transmitted from different sources collide with constant and

independent probabilities, regardless of the backoff stage. However, this assumption

is not accurate for query-based applications, where the number of sensors accessing

the channel varies over time. Moreover, some of these models (e.g., [120,122]) do not

show a good agreement with simulation results.

An analytical model for networks implementing query-based applications, where

devices have only one packet per query to be transmitted, is presented in [119]. Such

model has been validated through simulations [124] and experimental measurements

[92]. The statistical distribution of the traffic generated by a network based on IEEE
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802.15.4 is predicted by using a 2-D chain analysis. In this work neither connectivity

issues nor hidden terminal node problem are considered. In Section 3.4, such model

will be extended to properly characterise interference, taking into account also the

hidden node problem.

3.2 Reference Scenario and Assumptions

Nodes are assumed to be distributed on a two-dimensional area according to a homo-

geneous PPP, with a spatial density equal to ρ [nodes ·m−2]. They have to commu-

nicate with a central coordinator (CC), which is conventionally located at the origin

of the plane. A query-based application and a star topology are considered: the CC

periodically triggers all nodes and those which correctly receive the query will try to

access the channel and send their data to the CC through direct links.

The aim is to evaluate the performance achievable with CSMA/CA algorithm,

considering the non beacon-enabled mode defined in IEEE 802.15.4 as a case study.

In particular, the success probability for a generic node located at a distance r0 from

the CC (reference transmitter TX0) to correctly transmit its data is mathematically

derived. In the model, both connectivity and interference issues are taken into ac-

count:

• connectivity is considered since only the nodes that receive the query from the

CC can attempt their data transmission;

• interference at the CC can happen because of the following causes: i) hidden

node problem (i.e., two nodes cannot “hear” each other); ii) according to the

query-based application considered, all nodes start the procedure to access the
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channel simultaneously and this implies that two or more nodes may sense the

channel at the same time, finding it free and transmitting simultaneously.

Fig. 3.1 shows the reference scenario, with the CC at the origin and the reference

transmitter TX0 at distance r0. In the following of the analysis, a polar coordinate

Figure 3.1: Reference scenario.

system will be used, according to which each point on the plane is determined by

the distance r from the origin and the angle θ. For the sake of simplicity, TX0 is

considered to be located on the polar axis, i.e. θ0 = 0.

Channel propagation characteristics are taken into account modeling the received

power, denoted as Pr, as a decreasing function of the transmitter-receiver distance d,

that is:

Pr(d) =
PT

dβ
Z, (3.2.1)

where PT is the power received at a reference distance of 1 meter from the transmitter
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(all nodes are assumed to use the same transmit power), β is the power loss exponent,

and Z is a random variable representing channel fluctuations, like shadowing and/or

fading.

In the following, two different cases will be considered:

• ideal channel : Z = 1, which corresponds to a deterministic channel with no

fluctuations;

• lognormal channel : Z follows a lognormal distribution with coefficient σ, Z =

eσG, with G ∼ N (0, 1)1; in this case probability density function (p.d.f.) of Z is

fZ(z) =
e
−
(

ln(z)√
2σ

)2
√
2πσz

. (3.2.2)

The receiver sensitivity is defined as the minimum power that has to be received

by a node to consider it connected to another one and it is indicated as Prmin
. The

term sensing capability, Psmin
, refers to the minimum power that has to be received

by a node during the carrier sensing phase of the CSMA to hear another node that is

transmitting and therefore to assess the channel as busy. In the case of ideal channel,

Prmin
and Psmin

bring to the definition of the transmit and sensing range, respectively,

once β and PT are set. They are denoted as R and Rs, respectively (see Fig. 3.1):

Prmin
= Pr(R) and Psmin

= Pr(Rs).

As for the capture model, a packet is assumed to be correctly received at the

CC when C
I
≥ α, where C is the useful power received (equal to Pr(r0)), I is the

total power received from interferes, and α is the protection ratio (minimum Signal-

to-Interference ratio that has to be received to guarantee a correct reception of the

packet).

1N (a, b) indicates a Gaussian random variable with mean value a and standard deviation b.
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3.3 Interference Model

Even starting from a homogeneous PPP, due to the query-based traffic and to the

use of CSMA, the density ρint of the nodes that actually interfere with TX0 will not

be homogeneous. Specifically, it can be modeled as follows:

ρint(r, θ) = qint(r, θ) pcon(r) ρ, (3.3.1)

where qint is the probability that a node will interfere with TX0, conditioned on the

fact that such node is connected to the CC, and pcon(r) is the probability of being

connected to the CC for a node situated at distance r from it. It holds that

pcon(r) = P{Pr(r) ≥ Prmin
}, (3.3.2)

since a node is connected to the CC if the power received from it is greater than the

receiver sensitivity. P{E} denotes the probability of the event E.

The distance between the reference transmitter TX0 and the location (r, θ) is

indicated as dr0 (see Fig. 3.1):

dr0(r, θ) =
√

r2 + r20 − 2rr0 cos(θ). (3.3.3)

The probability for TX0 of hearing a node located at the position (r, θ) can hence be

expressed as

psens(dr0(r, θ)) = P{Pr(dr0(r, θ)) ≥ Psmin
}. (3.3.4)

The introduction of qint allows to account for MAC mechanisms in the model. In

particular, to derive such probability for CSMA it is possible to distinguish between

the contribution due to the nodes that can be heard by TX0 and the one caused by

those for which TX0 is hidden. In the first case, interference is generated when a node
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senses the channel at exactly the same time as TX0, finding it free, and transmitting

simultaneously to TX0; whereas in the second case collisions are also due to the fact

that a node cannot hear TX0 and viceversa. Hereafter, the nodes that are within the

sensing range of a given transmitter and that compete with it to access the channel

will be denoted to as the competitors for that transmitter.

qint1 and qint2 will indicate the probability that a node will interfere, conditioned

to the former or the latter condition, respectively.

Therefore, it is possible to account for different CSMA strategies properly defining

qint1 and qint2 . In case of an ideal CSMA, qint1 should be equal to zero, since all

TX0 competitors should be refrained from transmitting sensing TX0 activity on the

channel. Through qint2 , the hidden node problem is taken into account.

In general it holds:

qint(r, θ) = qint1 · psens(dr0(r, θ)) + qint2 · (1− psens(dr0(r, θ))), (3.3.5)

where

qint1 =
∞∑
k=0

qint1(k)pnc1
(k), (3.3.6)

and

qint2 =
∞∑
k=0

qint2(k)pnc2
(k). (3.3.7)

pnc1
(k) is the probability that the number of competitors for TX0 is equal to k, or, in

an equivalent way, that k nodes are connected to the CC and can hear TX0. In the

case of ideal channel, these nodes are inside the circle of radius Rs depicted in Fig. 3.1.

pnc2
(k) is the probability that a generic connected node has k competitors. In the

case of ideal channel, these nodes are inside a circle of radius Rs, centered in (r, θ)

(not shown in Fig. 3.1). This means that, for the sake of simplicity, qint2 is computed
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by assuming that all nodes in the network (including TX0) have the same number of

competitors in the area, nc2 . The derivation of pnc1
(k) and pnc2

(k) is described in the

following subsection.

The probabilities qint1 and qint2 must be evaluated depending on the specific MAC

scheme used. For the reference case of IEEE 802.15.4 CSMA/CA, they will be derived

in Section 3.4.

3.3.1 Derivation of nc1 and nc2 Distributions

For a PPP with density ρ(r, θ), the probability of having n nodes inside the region R

is given by [125]:

pn(n) =
(
∫∫

R ρ(r, θ)r dr dθ)n

n!
e−

∫∫
R ρ(r,θ)r dr dθ. (3.3.8)

The variable nc1 represents the number of competitors for TX0, whose density can

be expressed as

ρnc1
(r, θ) = ρ pcon(r) psens(dr0(r, θ)). (3.3.9)

The probability pnc1
(k) = P{nc1 = k} can hence be computed through Eq. (3.3.8),

using ρnc1
density and integrating over the entire plane.

As for the variable nc2 , it represents the number of competitors for a generic

connected node. Considering a node located in (r1, θ1), the density of its competitors

is equal to

ρnc2 |(r1,θ1)(r, θ) = ρ pcon(r) psens(d(r1,θ1)(r, θ)), (3.3.10)

being d(r1,θ1)(r, θ) the distance between the considered node and the position (r, θ).

With this density, the probability of having k competitors conditioned on being in

the location (r1, θ1), i.e. P{nc2 = k|(r1, θ1)}, can be computed from Eq. (3.3.8). From
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this it follows that

pnc2
(k) =

∫ 2π

0

∫ ∞

0

P{nc2 = k|(r1, θ1)} · P{r1}P{θ1} dr1 dθ1, (3.3.11)

where P{r1} is the probability that a connected node is located at distance r1, which

can be found in [126], Eq. (10), whereas P{θ1} = 1/(2π) considering the circular

symmetry of the scenario.

3.3.2 Ideal Channel

Assuming a channel without random fluctuations, the probability of being connected,

Eq. (3.3.2), reduces to

pcon(r) =

{
1 if r ≤ R

0 if r > R
(3.3.12)

Similarly,

psens(dr0(r, θ)) =

{
1 if (r, θ) ∈ ATX

0 otherwise
(3.3.13)

where ATX is the sensing area, defined as the circular area centered at TX0 and having

radius Rs.

The total interference power at CC, I, can be expressed as [114]

I =
∞∑
i=1

PIi = PT

∞∑
i=1

1

r β
i

, (3.3.14)

where PIi is the power received from i-th interfering node, located at distance ri from

the CC. The characteristic function of the aggregate interference, ϕI(ω), is given by2

ϕI(ω) = exp

(
−
∫ 2π

0

∫ ∞

0

ρint(r, θ)
(
1− ej

PT ω

rβ
)
r dr dθ

)
. (3.3.15)

2This follows from Campbell’s theorem for Poisson processes [125].
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The success probability for TX0, indicated as Ps, can be evaluated as follows:

Ps(r0) = P
{
C

I
≥ α

}
= P

{
I ≤ PT

αr β
0

}
=

= FI

(
PT

αr β
0

)
, (3.3.16)

where FI(·) is the Cumulative Distribution Function (CDF) of the interference power

I.

As known from the probability theory [127], the CDF can be obtained from the

p.d.f. of the interference, fI(·), as

FI(y) =

∫ y

0

fI(x) dx, (3.3.17)

and the p.d.f. of I can be numerically evaluated from ϕI(ω):

fI(x) =
1

2π

∫ +∞

−∞
ϕI(ω)e

−jωx dω. (3.3.18)

3.3.3 Lognormal Channel

When a lognormal channel is considered, the probability of being connected can be

computed from Eq. (3.3.2) as

pcon(r) = P
{
PT

rβ
Z ≥ Prmin

}
=

∫ ∞

Prmin
PT

rβ
fZ(z) dz =

1

2
erfc

(
ln
(

Prminr
β

PT

)
√
2σ

)
, (3.3.19)

where erfc(·) is the complementary error function defined as

erfc(x) =
2√
π

∫ ∞

x

e−t2 dt. (3.3.20)

Similarly, the sensing probability can be expressed from Eq. (3.3.4) as

psens(dr0(r, θ)) =
1

2
erfc

(
ln
(

Psmin (dr0(r,θ))
β

PT

)
√
2σ

)
. (3.3.21)
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In this case, the total interference power I is equal to

I =
∞∑
i=1

PIi = PT

∞∑
i=1

Zi

r β
i

(3.3.22)

and its characteristic function can be expressed as

ϕI(ω) = exp

(
−
∫ ∞

0

∫ 2π

0

∫ ∞

0

ρint(r, θ)
(
1− ej

PT ωz

rβ

)
fZ(z)r dr dθ dz

)
. (3.3.23)

Finally, the success probability for TX0 can be obtained as follows:

Ps(r0) = P
{
C

I
≥ α

}
=

∫ ∞

0

(∫ ∞

ay

fZ(z) dz

)
fI(y) dy =

=
1

2

∫ ∞

0

erfc

(
ln(ay)√

2σ

)
fI(y) dy, (3.3.24)

where a =
αr β

0

PT
.

3.4 The IEEE 802.15.4 Model

In this section the probabilities qint1 and qint2 , introduced in the previous section, will

be mathematically derived through extension of the mathematical model for IEEE

802.15.4 networks presented in [119]. For details on the protocol refer to Section

1.1.2 and to the standard [36]. Here we simply recall that each time a node finds

the channel busy it moves to a new backoff stage, trying again to access the channel.

Since there exist NBmax + 1 (where NBmax = 4) possible backoff stages, a maximum

number of times a node can try to access the channel is imposed. According to this,

there exists a maximum delay affecting packets transmission. The time resolution of

the model in [119] is equal to backoff period, having a duration of 320 µs, denoted as

slot in the following. Retransmissions are not allowed in this scenario.
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It is assumed that nodes transmit packets of size L [byte], such that the corre-

sponding packet duration is equal to D times the backoff period, being D an integer

parameter.

By denoting as nc1 the number of competitors of TX0, the probability, qint1 , that

a node among the nc1 interferes on the transmitter, given that TX0 is transmitting,

is computed as:

qint1(nc1) =
pcoll1(nc1)

pacc(nc1)
, (3.4.1)

where pcoll1 is the probability that TX0 collides with a given node among its competi-

tors, and pacc is the probability that TX0 has access to the channel, that is it succeeds

in finding the channel free. The latter is given by:

pacc(nc1) =

jmax∑
j=1

p(j)acc(nc1) =

jmax∑
j=1

P{C(j−1)} · p(j−1)
f (nc1 + 1), (3.4.2)

where p
(j)
acc is the probability that TX0 accesses the channel is slot j, when it is

competing with other nc1 nodes, meaning that it will start the transmission in slot j,

having sensed the channel finding it free in j − 1. P{C(j−1)} is the probability that a

node senses the channel in slot j−1, given by Eq. (16) of [119], and p
(j−1)
f (nc1+1) is the

probability that the channel is free in j−1, when nc1 +1 nodes are competing for the

channel. The latter is given by Eq. (24) of [119] for the case D = 1 (corresponding to

a packet length L = 10 bytes) and Eq. (25) of [119] for the case D > 1 (packet length

L > 10 bytes), by setting the value of Nc defined in [119] as the number of nodes in

the network and competing for the channel, equal to nc1 + 1. Finally, jmax is the last

slot in which the transmission of a packet may start. The latter is obtained when

the node extracts at every backoff stage the highest backoff time counter (denoted

as Wk for the k-th backoff stage) and it always finds the channel busy. Therefore
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jmax =
∑NBmax

k=0 Wk = 120, when W0 = 8, W1 = 16, and Wk = 32 for k > 1, according

to the default parameters of the standard [36].

pcoll1 is the probability that TX0 accesses the channel together with one of the

competing nodes:

pcoll1(nc1) =

jmax∑
j=1

P{C(j−1)}2 · p(j−1)
f (nc1), (3.4.3)

where the fact that the competitors share the same channel of TX0 is accounted for.

In fact, pcoll1 is given by the probability that TX0 and the generic interferer sense the

channel together in slot j − 1 (that is P{C(j−1)}2), multiplied by the probability that

the channel is found free in slot j−1. The latter is the probability that the remaining

nc1 − 1 competing nodes are not transmitting, and it is given by Eq. (24) of [119] for

D = 1 (L = 10 bytes) and Eq. (25) of [119] for D > 1 (L > 10 bytes), by setting

Nc = nc1 .

By denoting as nc2 the number of competitors for a generic node in the area, qint2

is given by:

qint2(nc2) =
pcoll2(nc2)

pacc(nc2)
, (3.4.4)

where pacc is given by Eq. (3.4.2), whereas pcoll2 is given by:

pcoll2(nc2) =

jmax∑
j=1

pacc(j)(nc2) ·
ib∑

i=ia

pacc(i)(nc2), (3.4.5)

with ia = min{0, j − (D − 1)} and ib = min{j + (D − 1), jmax}. The first term of

Eq. (3.4.5) represents the probability that TX0 accesses the channel (whatever the

slot in which this happens is), while the second term is the probability that a node,

hidden to TX0, also accesses the channel, causing interference on TX0. Eq. (3.4.5)

accounts for the fact that, being TX0 and the interferer hidden one to each other,

also partial overlapping among packets may occur (this justifies the presence of the
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second sum in the equation). Moreover, for the sake of simplicity in the analysis,

in Eq. (3.4.5) it is assumed that: i) TX0 and the interferer have the same number

of competitors, nc2 , meaning that border effects are neglected; ii) the channels seen

by TX0 and the interferer are uncorrelated, that is the fact that some nodes could

be competitors of both and could inhibit TX0 and the interferer simultaneously is

not taken into account. The impact of the latter assumption decreases by decreasing

Rs/R.

3.5 Numerical Results

In the results reported in this section, all nodes, including the CC, are supposed to

use the same transmit power, equal to -12 dBm. Prmin
is set to -95 dBm and β = 3.

These values lead to a connectivity range R = 27 m (assuming that the network

operates at the 2.45 GHz ISM band). The protection ratio is fixed to α = 1.3 dB.

The node density is equal to ρ = 0.02 nodes ·m−2. Different values of the sensing

range, Rs, and of the packet length, L, are considered to see how these parameters

affect the performance of the network.

Fig. 3.2 show qint1 and qint2 probabilities as a function of Rs/R (ratio between

sensing and connectivity range), for different packet length values. The curves shown

refer to r0 = 6 m, but analogous trends were found for different values of the distance

between the reference transmitter and the CC.

These trends can be better understood by looking first at the following figures.

Probabilities qint1 and qint2 are reported in Fig.s 3.3 and 3.4, as a function of the

number of competitors, nc1 and nc2 , respectively. qint1 has also been validated by

means of simulations. A dedicated simulation tool written in C was used [119],
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Figure 3.2: Probabilities qint1 and qint2 as a function of Rs/R, for ρ = 0.02 nodes ·m−2,
r0 = 6 m, different values of packet length, ideal channel.

where a query-based 802.15.4 network composed of a certain number of nodes in a

star topology is simulated. 10 000 transmissions from the nodes to the coordinator

were simulated, and the probability that a given node interferes with a reference

transmitter was derived. A good agreement between qint1 model and the simulations

can be noted.

Fig. 3.5 shows the distribution probabilities for the number of competitors in case

of ideal channel.

In Fig. 3.2 it can be noted that: i) as the sensing range increases, qint1 slightly

increases, while qint2 decreases; ii) the former is not significantly affected by the packet

size, while the latter is larger when L increases.

Remark i) can be explained considering that the number of competitors for the

reference transmitter nc1 increases when RS gets larger (Fig. 3.5 (a)), while for pnc2

the increase of the number of competitors with the sensing range is less significant.

Therefore in this case the decrease in qint2 is due to the decrease of qint2 as more

competitors are present (see Fig. 3.4).
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Figure 3.3: Probability qint1 as a function of nc1 , for different values of packet length,
comparison of model and simulations.
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Figure 3.4: Probability qint2 as a function of nc2 , for different values of packet length.
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Figure 3.5: Probability distributions of the number of competitors for different values
of Rs/R, ρ = 0.02 nodes ·m−2, r0 = 3 m, ideal channel: (a) pnc1

(k), (b) pnc2
(k)

The effect of the packet size is more evident on qint2 than on qint1 , leading to ii).

Specifically, qint2 increases when L assumes larger values, since longer packets occupy

the channel for a longer time, increasing the collision probability when nodes are

hidden to each other.

The success probability is illustrated in Fig. 3.6 for the ideal channel case and

in Fig. 3.7 for the lognormal channel, as a function of the distance of the reference

transmitter from the CC.

Two values of sensing range (RS/R → 0 and RS = R) and two different packet

length values are reported. First, it can be seen that, obviously, when the reference

transmitter goes further away from the CC, Ps decreases. Then, as expected, it can

be noticed that increasing the sensing range leads to a performance improvement,

since more nodes can be heard and the hidden node problem is reduced. When the

sensing range is higher, the success probability is higher for longer packets, while the
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Figure 3.6: Success probability as a function of r0, obtained for different values of the
sensing range and packet length, ideal channel, ρ = 0.02 nodes ·m−2.
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Figure 3.7: Success probability as a function of r0, obtained for different val-
ues of the sensing range and packet length, lognormal channel with σ = 6 dB,
ρ = 0.02 nodes ·m−2.
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opposite holds for low sensing ranges. Indeed, when nodes cannot sense other nodes

transmissions, it is more convenient to use shorter packets, in order to reduce the time

needed to send a packet and hence the collision probability. In order to understand

the curves obtained for RS = R, it has to be underlined that L = 10 bytes (D = 1)

represents a peculiar case for 802.15.4 CSMA/CA, where the packet duration is equal

to the backoff period. In this case the sensing is thus not effective, being nodes

synchronised by the query (i.e. they start CSMA/CA at the same time).

If we compare the success probability obtained with the ideal (Fig. 3.6) and the

lognormal (Fig. 3.7) channel, it can be noticed that for short distances from the

CC the success probability is higher in the former case, while when r0 is larger, the

situation tends to invert. The difference between ideal and lognormal channel is more

evident for small values of RS.

Finally, in Fig. 3.8 the success probability obtained for an intermediate value of

sensing range (RS = R/2) is shown, for different packet lengths, in case of ideal

channel.
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Figure 3.8: Success probability as a function of r0, obtained for different values of the
packet length, ideal channel, ρ = 0.02 nodes ·m−2, RS/R = 0.5.
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For nodes in proximity of the CC (r0 < 6÷7 m), longer packets are more beneficial

(even if the difference on PS is almost negligible), while when r0 increases the effect

of the presence of more interferers closer to the CC becomes important, leading to

more convenience in sending shorter packets.

3.6 Conclusions and Future Works

A mathematical model to characterise the performance of interference-limited wireless

networks based on IEEE 802.15.4 standard was derived. Numerical results showed

the impact of sensing range, packet length, and channel fluctuations on the success

probability.

The model was developed integrating an interference power model from stochastic

geometry with a model based on Markov chains analysis for 802.15.4 CSMA/CA. In

particular, the impact of the MAC dynamics was accounted for through the consid-

eration of the probability for one node to transmit simultaneously with the reference

transmitter.

On one hand, the model is useful to optimize MAC performance depending on

network parameters. On the other hand, the developed framework could be used as

a tool to compare the performance of different MAC protocols, if the above men-

tioned interfering probability is properly taken into account for different channel ac-

cess methods. This could be a first direction for future research: to extend the model

for different access protocols relevant for the scenario under evaluation, such as Blue-

tooth Low Energy or IEEE 802.15.6. This would require an analytical description of

the protocol to investigate, to extract the probability that a competitor node inter-

feres with the reference one, as described in Section 3.4 for the case of IEEE 802.15.4
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standard. Moreover, the consideration of different models for the channel random

fluctuations would be interesting, possibly considering those specifically derived for

off-body communications.

Further work could as well include a complete validation of the model, through

simulations or experimental activities. Being a quite complex mathematical frame-

work, approximation of integral formulas to be more easily processed by computers

would also enhance its applicability.
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Chapter 4

Human Mobility and Sociality
Characterisation

This chapter presents preliminary results about experiments performed to gain an

understanding on human mobility and sociality characteristics in an indoor scenario,

since they represent a necessary knowledge to develop body-to-body (B2B) commu-

nications. After an introduction about possible applications of B2B communications

with a special emphasis on opportunistic networking techniques, related experiments

from the literature will be surveyed. Then, the set-up of the realised experiments

will be described and the first results about temporal and social properties of human

mobility will be presented.

4.1 Introduction and Related Works

B2B communications are a quite recent research topic that could represent an inter-

esting and important component of future wireless systems and networks. Devices

with wireless communication capabilities carried around by people everyday, such as

the mobile phone as probably the most common one, could indeed be used to enhance



Chapter 4. Human Mobility and Sociality Characterisation

current existing networks on one side or to develop new applications and services on

the other side. In both cases, applying the opportunistic paradigm could turn out as

a fruitful direction.

Opportunism in wireless systems is a concept that has been spreading in the

wireless research community in recent years. Generally speaking, it aims at jointly

exploiting the resources of separate networks according to the needs of specific ap-

plication tasks. These resources may include different device functionalities, such as:

memory, processing, communication, sensing, and actuation.

Focusing on its application at the network layer, that is opportunistic networking,

mobile nodes carried by people can be exploited to improve network connectivity and

coverage. This is a concept coming from the DTN paradigm and that considers cases

in which source and destination nodes might never be connected to the same network

at the same time. A complete path between two nodes wishing to communicate

may not exist; nonetheless, opportunistic networking techniques allow such nodes to

exchange messages [11].

Just to cite some of the various applications that can be envisioned in this frame-

work, human mobility can be opportunistically exploited in WSNs. Data sensed by

nodes in a WSN are usually sent to one (or more) central device, denoted as sink,

which collects the information and can either act as a gateway toward other networks

(e.g. Internet), or properly process it to command actuators to perform specific tasks.

If the sink cannot be directly reached by all sensor nodes, multi-hop is used to trans-

mit data to it. In this context, the presence of people moving around in the area

carrying mobile devices can help the delivery of the data coming from sensors distant

from the sink. People can hence be seen as data mules or ferries to carry data from
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sensor nodes to the sink [128]. Depending on the paths covered by the different sub-

jects, in some cases it may be convenient to pass the data from one mule to another

in order to reach the sink faster, then applying B2B communications.

In cellular networks, where there is an increasing demand for higher capacity

in order to support high data rate applications, the networks users themselves may

be exploited for this purpose. This could be achieved by creating B2B networks of

interlinked wireless devices, carried, worn or integrated into clothing, allowing data

to be routed from person to person before being forwarded to the recipient or the

relevant infrastructure network if necessary [9].

Data dissemination and content distribution applications could also take advan-

tage of opportunistic networking using people mobility. These refer to cases where

the infrastructured network or some fixed nodes generate and/or distribute contents

whose final users are specific groups of people. In an urban scenario for example local

news could be circulated from some devices placed in public places and popular sites.

In shopping malls, train stations, or airports, shops and restaurants may advertise

their presence, exact location, and special offers to potential clients passing by. In

offices and working places, reminders of meetings could be sent to appropriate par-

ticipants. As in the above mentioned cases, devices carried by people moving in the

area could be used to spread the messages to relevant destinations (i.e. interested

users).

In order to efficiently develop the applications described above, a deep knowledge

of human mobility and sociality characteristics is needed. Some studies related to

human mobility features can be found in the literature of recent years. They were

based on experimental activities summarised in Table 4.1.
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Table 4.1: Experimental studies about human mobility

Traces Environment Duration Devices
number

Ref.

Wi-Fi Dartmouth University
campus

11 weeks ∼ 2000 [129]

UCSD University
campus

11 weeks 275 [130]

KAIST University
campus

4

NCSU University
campus

20

GPS State fair Fair Some days 8 [131]

Disneyworld Theme park 4

New York City 8

Cellular phones Nation 6 months ∼ 10 000 [132]

City 2 months ∼ 100 000 [133]

Reality Mining University
campus

∼ 9 months 100 [134]

Intel Research cen-
tre

3 days 8 (+ 1
fixed)

[135]

Cambridge-Uni University
campus

5 days 12

Bluetooth INFOCOM05 Conference 3 days 41 [136]

Cambridge-City City ∼ 2 months 36 (+ 18
fixed)

[137]

INFOCOM06 Conference 4 days 78 (+ 20
fixed)

Singapore University
campus

4 months 9 (+ 3
fixed)

[138]

Bluetooth & Wi-Fi University
campus

3 weeks 28 [139]

On-purpose designed devices University
campus

19 days 44 [140]
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Some works analyzed APs traces collected from Wi-Fi networks deployed on uni-

versity campuses [129, 130]: the mobility of users is estimated from the AP they are

connected to, and their proximity is inferred from the connection to the same AP

(i.e., two users are considered to be in range of each other if they are connected to the

same AP). The accuracy regarding both the position estimate and the social contacts

is limited (the coverage area of a Wi-Fi AP can be of hundreds of meters).

Experiments performed with Global Positioning System (GPS) receivers are de-

scribed in [131]. In these cases, traces are collected separately for the different par-

ticipants, so mobility can be evaluated only at the individual level. Besides, traces

refer only to outdoor settings.

The trajectories of mobile phone users tracked for a period of several months are

examined in [132,133], giving insights of spatial and temporal mobility characteristics

on a macro-scale (nation or city wide).

Various experiments were conducted using Bluetooth enabled devices. In the Re-

ality Mining project [134], 100 university students were given mobile phones with

special software to collect information about their usage, including results from Blue-

tooth scanning performed every five minutes. No knowledge about behaviour in space

can be inferred from such traces, but they are useful in providing information on so-

cial contacts. Researchers from the University of Cambridge used small Bluetooth

transceivers to collect contact data in different settings, such as conferences [136],

Cambridge campus [135] and city [137]. In this case, Bluetooth inquiry is performed

every 2 minutes, but mainly inter-devices information is collected, since few fixed

nodes are present, leading to a limited spatial accuracy. In [138] authors describe a

smaller scale experiment conducted in a university campus using mobile phones.
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An experiment performed with both Wi-Fi and Bluetooth is presented in [139].

The former is used to gather spatial data (locations visited in terms of seen APs),

whereas the latter allows to collect social encounters information.

Finally, another experiment realised in a campus is reported in [140], where on-

purpose designed devices were given to participants. Each device transmits a beacon

packet every second, and for the rest of the time it listens to the channel and records

data about beacon received from the other nodes.

The analysis of these works lead to the discovery of several properties and charac-

teristics related to human mobility. Following and extending the taxonomy proposed

in [141], they can be classified in three main categories:

• Spatial properties include all characteristics that pertain to the behavior of users

in the physical space. The jump size, that is the travel distance of individuals

(referred to also as flight length) has been found to follow a truncated Pareto

distribution1 [131] or a truncated power law2 [132]. This means that we tend to

move over short distances, taking long trips only occasionally, and underlines

the difference between human and random motion. A truncated power law is

1For a truncated Pareto random variable X [142]:

P{X > x} =
γα(x−α − ν−α)

1− (γ/ν)α
, for 0 < γ ≤ x ≤ ν < ∞.

α is the shape (or tail) parameter.
2Indicating the jump size with ∆r, its p.d.f. can be expressed as [132]

p(∆r) = (∆r +∆r0)
−β · e−∆r

k ,

where ∆r0, the coefficient β, and the cutoff parameter k values depend on the experimental set
considered.
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also typical for the radius of gyration3, which depicts the characteristic distance

traveled by a user with respect to the “center of mass” of the trajectory [132],

meaning that most people usually travel in close vicinity to their home location,

while a few frequently make long journeys. In [143] a least action tendency is

recognized: humans tend to make actions that require the least amount of effort,

minimizing the total amount of traveled distance.

• Temporal properties refer to the time-varying features of human mobility. The

visiting (or pause) time is the time spent in the same location and it has been

modeled with a truncated Pareto distribution1 [144]. The return time (or inter-

visit duration) for the home location (location where the user spends most of its

time) has been characterised by a power law with exponential decay [145]. The

probability that a user returns after t hours to the position where he was first

observed (return probability) has been shown to have peaks at 24, 48, . . . hours

[132], underlining the tendency of people to return regularly to locations they

visited before.

• Social properties are related to the interactions between users. Number of con-

tacts recorded are usually not uniformly distributed among nodes [136], nor

evenly distributed for the different hours of the day or days of the week [146].

The contact time (or contact duration), that is the time interval during which

two devices are in radio range of one another, has been thoroughly examined

3Similar to the jump size case, the p.d.f. for the radius of gyration rg can be expressed as [132]:

p(rg) = (rg + r0g)
−βr · e−

rg
kr ,

where r0g , βr, and kr values depend on the experimental set.
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and demonstrated to follow an approximate power law [135,136,140,146]:

P{Y ≥ t} =
(t0
t

)α
for t ≥ t0, (4.1.1)

where Y is the random variable representing the contact time; the values of t0

and of the coefficient α > 0 depend on the data set under investigation. Similar

findings apply to the any-contact time, which represents the time period that

a node spends in contact with at least another node [136]. A power law trend

has been recognized also for the inter-contact time (time elapsed between two

successive contacts of a given pair of nodes) [137, 140], with different slopes

characterising inter-contacts in various part of the day [135,136], or for different

devices pairs [145, 146]. Meeting times (duration of contacts with more than

one node), inter-meeting times and meeting size have been evaluated in [146].

As far as opportunistic networking is concerned, on one hand knowledge about

human mobility characteristics is useful to design proper forwarding and routing

algorithms, on the other hand it can serve to develop realistic mobility models to use

in the evaluation of the performance of the algorithms themselves. Several models

have been proposed in the literature of recent years (e.g. [147–149]), trying to describe

human movements according to the properties examined above. None of the existing

models is able to comprise all the characteristics, and they usually focus on a city-

scale spatial dimension, while global (world) and building views have been addressed

only partially [141].

As for opportunistic routing algorithms, different proposals can be found in the

literature. The main concept behind them is that routes are computed dynami-

cally while the messages are being forwarded towards the destination, and contacts
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among devices are opportunistically exploited (in a store-carry-and-forward mecha-

nism). The first proposed approaches, such as Epidemic Routing [150] and Spray and

Wait [151], are based on some sort of controlled flooding, which leads to a good de-

livery ratio at the expenses of high overhead and possibly network congestion. Other

works, like Prophet [152] and 3R (fine gRained encounteR-based Routing) [153] algo-

rithms, establish which the best forwarders are according to a delivery predictability

(probability for a node to encounter a certain destination), the latter computed from

the frequency of meetings between nodes. They allow to limit the overhead, but at

the same time the delivery ratio is lower and the achieved delay higher. Moreover,

the efficiency of this approach may strongly depend on the mobility characteristics

of nodes. Social-based routing or forwarding represents an interesting quite recent

approach, where metrics from social networks analysis are exploited, such as com-

munities structure, nodes centrality, or similarity, as in Bubble Rap [154] and Sim-

BetTS [155]. Authors in [156, 157] propose a routing scheme based on a sociability

indicator, defined taking into account the frequency and type of encounters that nodes

have.

In this chapter, preliminary results about experimental activities carried out to

characterise human mobility and sociality in indoor environments are reported. With

respect to the above mentioned works that had similar purposes, here the focus is

specifically on an indoor scenario. Besides, the experiments involved a relevant num-

ber of both fixed and mobile (carried by people) devices, in order to evaluate mobility

characteristics in all the three dimensions (spatial, temporal, social). In the following

analysis, attention will be given to the study of social metrics, to assess if social-based

opportunistic routing techniques could be usefully applied in scenarios of this kind.
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4.2 Experiments

4.2.1 Set-up

The experimental activity described in this chapter was carried out at the Centre for

Communication Systems Research (CCSR) of Surrey University. The research center

is located in a three floors building (with few rooms at the ground floor, half of the

first floor, the entire second floor).

The basic principle guiding the experiments is the use of short range communi-

cation signals to gain understanding of proximity among devices carried by humans

and those deployed in the environment, similarly to other works described in the pre-

vious section. Two different wireless technologies were exploited: Bluetooth (using

Android-based mobile phones) and IEEE 802.15.4 (implemented in TelosB Motes).

In the former case, periodic Bluetooth scanning was performed to discover nearby

Bluetooth-enabled devices, and for the remaining time the phones were left in discov-

erable mode, while in the latter one, each device periodically sent beacon messages

every 3 seconds and listened to possible incoming messages for the rest of the time.

In both cases, the following information was recorded (for every scanned Bluetooth

device and for each IEEE 802.15.4 beacon received): MAC address, timestamp, Re-

ceived Signal Strength Indicator (RSSI).

Thirty-one volunteer participants were involved, from CCSR administrative staff,

PhD students, researchers, and professors. Both a mobile phone and an 802.15.4 Mote

were given to each of them to carry around during daily activities. These distributed

devices will be referred to as mobile devices in the remainder of the chapter.

Besides, the experiments leveraged on the SmartCampus infrastructure of CCSR,
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which is a testbed deployed inside CCSR building to act as an inter-disciplinary exper-

imental environment for future smart spaces and which consists of several embedded

computing devices distributed across all offices and public places (such as meeting

rooms). Each of these devices offers different short range communication capabilities

(e.g., 802.15.4 or Bluetooth). Forty-six of these devices were considered (all of them

with Bluetooth interface, sixteen also with IEEE 802.15.4). As these devices are static

and permanently installed in the premises they will be referred to as fixed devices.

Fig.s 4.1, 4.2, and 4.3 show the maps of the three CCSR floors, with indication of

the location of involved devices. As for the mobile devices, the positions reported in

the maps refer to where the desks of the participants were situated.

Figure 4.1: Map of CCSR ground floor.

The experiments lasted for one month, data were collected every day from 8 am

to 8 pm.
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Figure 4.2: Map of CCSR first floor.

Figure 4.3: Map of CCSR second floor.
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4.2.2 Results

In this section preliminary results about analysis of IEEE 802.15.4 traces are reported.

The basic information that can be directly extracted from the log files regards the

time instants at which different devices are met by every participant. A graphical

representation of such information is given in Fig. 4.4, considering device 26 as an

example.
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Figure 4.4: Devices met by device 26 during the experiment: (a) mobile devices, (b)
fixed devices.

In the following analysis, the assumption is that if a device receives a beacon packet

from another device at time instant t0, then the two are in contact (i.e. in range of

each other) from t0−1.5 [s] to t0+1.5 [s], since beacons are sent every 3 seconds. This

applies for both mobile-mobile and mobile-fixed device pairs. Furthermore, only data

logs from 8 days were considered, during which most devices were active (in the other

days, only information from few devices could be gathered, due to expiration of the

batteries or to absences of the participants). Since data during the experiments were

149



Chapter 4. Human Mobility and Sociality Characterisation

gathered only from 8 am to 8 pm, all metrics and properties are analysed considering

the different days separately, that is the maximum measurable duration is equal to

12 hours.

Temporal Properties

Fig. 4.5 shows the distributions of visiting time and return time. The former is the

time spent by a device in a certain location, while the latter represents the inter-visit

duration (i.e., the time elapsed between two consecutive visits of a device to the same

location). A location is identified by a fixed infrastructure device; more specifically,

a mobile device is considered to be in a certain location at a certain time instant

according to the fixed device from which it receives the beacon with highest RSSI in

that instant.
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Figure 4.5: Visiting and return time distributions.

Both visiting and return time appear to follow heavy tail distributions, that can

be approximate with power laws (as in Eq. (4.1.1), with (t0, α) equal to (0.7, 0.95)

and (2.7, 0.6), respectively). These results are in line with related studies that were

mentioned in Section 4.1.
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Social Properties

Contact and Inter-contact Times

Contact and inter-contact times are the two metrics among social properties of human

mobility that have been more extensively examined in the literature, since they are

strictly connected to the feasibility of opportunistic networking techniques and the

performance achievable by them. Contact times are related to the amount of data

exchangeable between nodes, and thus to the capacity of this kind of networks, while

inter-contact times affect the delay in the reception of packets by destinations.

Due to the inner nature of human mobility, contacts characteristics vary when

considering different device pairs. This can be seen for example from Fig. 4.6, where

the cumulative contact duration versus the number of contacts is reported for various

experiment days. Each point in the figure refers to a different device pair.
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Figure 4.6: Contacts number versus contact duration for all mobile devices pairs,
different experiment days.

The examined behaviour is similar from day to day. It can be seen that most of

the pairs are characterised by a small number of contacts and short contact duration.
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Some of the pairs present a high number of contacts with short duration, or small

number of contacts with long duration, while very few have high number of contact

and long contact duration.

Contact times distribution is shown in Fig. 4.7. Its power law trend can be noticed

(t0 = 7.4, α = 1.15). This distribution refers to aggregated contact times for different

device pairs. Because of the heterogeneity in people behaviour described above, the

contact distribution of specific device pairs is different, as illustrated in Fig. 4.8.

In Fig. 4.7 the any-contact time distribution is also reported. The any-contact time

is the duration of time spent in contact with at least another device. An approximated

power law trend is visible (t0 = 5.25, α = 1.3).
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Figure 4.7: Contact and any-contact time distributions.

Fig. 4.9 reports inter-contact and inter-any-contact times distributions. Similar

considerations as the ones drawn for the contact times hold; in this case (t0, α) equal

to (1.8, 0.62) and (0.85, 0.65), respectively.

All the described results about contact and inter-contact times are in line with

the other studies about parallel experiments that can be found in the literature,

demonstrating that inner characteristics about human mobility patterns remain the
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Figure 4.8: Contact time distribution for specific device pairs.
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Figure 4.9: Inter-contact and inter-any-contact time distributions.

153



Chapter 4. Human Mobility and Sociality Characterisation

same in different environments and scenarios.

Social Network Analysis

A recent approach in opportunistic routing algorithms is the exploitation of social

network analysis metrics to identify best possible forwarders [158], as proposed in [154,

155]. Social network analysis is based on the examination of social graphs, which are

abstract graphs mapping people into vertices and their social ties into edges. Social

graphs can be estimated from the contact graphs obtained by experimental activities;

anyway, how to detect peoples relationships and create the relative social graph from

the recorded contact graph may affect estimation accuracy and the efficiency of social-

based approaches [158].

Fig. 4.10 shows the contact graphs of mobile devices considering different durations

for aggregating contacts. A link between two nodes is considered if the devices had

at least one contact in the period under investigation. Besides, nodes dimension

in the figure is proportional to their degree (i.e. the total number of edges they

have). As expected, considering longer periods leads to a more connected graph (as

in Fig. 4.10(a) where more days of the experiment are aggregated). Moreover, being

the network under evaluation a dynamic network evolving in time, the contact graph

varies when different days are considered.

Among different metrics of centrality, which can quantify the importance of a

node in a graph, in the remaining of the section the focus will be on the degree

centrality. In fact, the degree (counting how many edges a node has, that is how

many other devices have been encountered) represents the simplest measure of how

much social a device is in the network. Besides, the degree can be easily computed by

each device individually without need of knowledge of all network topology, allowing
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(a) (b) (c)

Figure 4.10: Contact graphs obtained for different days of the experiment: (a) all
experiment duration (8 useful days), (b) 09/08, (c) 13/08.

straightforward use for opportunistic forwarding.

In particular, it will be shown how the degree varies with respect to the different

devices, to different days or moments of the day, and to various durations of the time

window considered for constructing the graph (denoted as ∆t).

Considering a network of N nodes, the degree for node ni (i = 1, . . . , N) can be

formally defined as [159]:

D(ni) =
d(ni)

N − 1
, (4.2.1)

being d(ni) the number of neighbours for ni. According to this definition, 0 ≤ D ≤ 1:

D = 0 corresponds to an isolated node, whereas D = 1 represents the most possible

social node, which has an edge with all the other network nodes.

A graphical visualization of the degree evolving in time is given in Fig. 4.11, where

the degree values computed every 60 s in several experiment days for two devices are

shown. These values are evaluated on a time window of length ∆t = 1 h.

The variation of degree when considering different days in the experiment can
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Figure 4.11: Variation of the degree during several experiment days for two devices,
∆t = 1 h.

be noted from Fig. 4.12, where the percentage of nodes characterised by different

degree values is shown, for some experiment days, considering ∆t = 12 h (the contact

graph is formed taking into account all devices contacts happening in one day). The

percentage distribution is different for each day, even if the range of degree values

obtained turns out to be the same (from 0 to 0.7).
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Figure 4.12: Degree distribution for different experiment days, ∆t = 12 h.

The heterogeneity in people sociality can be appreciated from Fig. 4.13, which
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reports degree values for different nodes in a specific experiment day. Degree values

have been computed every 60 s on time windows of an hour (∆t = 1 h); the figure

shows the average degree obtained, with the corresponding variation interval (mini-

mum and maximum values experienced). Similar results were obtained for the other

days or other ∆t. As expected, there are some devices that are more social than

others, meeting more devices. This poses the necessary basis for consideration of

application of social-based opportunistic routing, since these nodes could be used as

suitable forwarders, since they are supposed to meet others with higher probability.
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Figure 4.13: Degree values for the different devices in a specific day (13/08), ∆t = 1 h:
average value and variation interval (minimum and maximum values).

The impact of the choice of ∆t on the degree is illustrated in Fig. 4.14. Degree

values obtained when varying ∆t from 3 s to 12 h are shown for two devices taken as

example. As for Fig. 4.13, these values have been computed in a specific day every

60 s, and the figure reports the average and the variation interval. Device 26 can be

considered a quite social device, since during the day it meets up to 70% of the other

nodes, whereas device 14 appears to be less social, encountering only less than 10%

of other devices.
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Figure 4.14: Degree values for two devices as a function of ∆t, in a specific day
(13/08): average value and variation interval (minimum and maximum values).

Not surprisingly, the degree assumes larger values as ∆t increases, since a longer

period is considered in constructing the graph and it is more likely for a node to meet

more devices. This increase is much more evident for the more social device than for

the other one. The most suitable ∆t value to use in the evaluation of social metrics

to apply in opportunistic routing surely depends on the application requirements

(acceptable delays and delivery ratios) and needs further study to be determined, but

it clearly appears from this figure how a proper tradeoff has to be found to obtain

significant degree values. On one hand, small ∆t values lead to similar degrees for

different nodes and cannot deeply capture differences in devices behaviour; on the

other hand, very large ∆t values taking into account past history could be not good

indicators of current sociality of a device.

For some applications or scenarios where opportunistic networking techniques

could be exploited, the presence of fixed infrastructure should also be taken into

account and possibly leveraged, as for example in WSNs with mules or in data con-

tent dissemination, as described in Section 4.1. Therefore it is important to assess not
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only sociality of devices with respect to the other mobile network devices, but also

mobility characteristics with regards to the fixed nodes present in the environment.

Parallel to the degree definition in Eq. (4.2.1), for each mobile device ni a degree

evaluated with respect to the fixed devices can be considered as follows:

DF =
f(ni)

NF

, (4.2.2)

where f(ni) is the number of fixed devices met by node ni, and NF is the total number

of fixed devices.

Fig. 4.15 illustrates DF for individual devices in a specific day (DF values have

been computed every 60 s on a time window ∆t = 1 h, the average and the variation

interval are plotted). Its variation both in terms of average and maximum values

among the different nodes can be noted: some devices could be more suitable than

others to use as forwarders towards fixed destinations.
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Figure 4.15: DF values for the different devices in a specific day (13/08), ∆t = 1 h:
average value and variation interval (minimum and maximum values).

Considerations about variability in time and dependence on ∆t similar to the ones

detailed for the degree apply also to DF , as Fig. 4.16 shows.
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Figure 4.16: DF values for two devices as a function of ∆t, in a specific day (13/08):
average value and variation interval (minimum and maximum values).

4.3 Conclusions and Further Work

Preliminary results about experimental activities to characterise human mobility and

sociality in indoor scenarios have been reported in this chapter. With respect to works

with similar purposes that can be found in the literature, the scope of the realised

experiments and related analysis is only on indoor scenarios, as offices of a university

department.

The initial analysis presented regarding temporal properties and social properties

in terms of contact and inter-contact times revealed trends of human mobility that are

similar to those found for other scenarios in past experiments. This means that some

characteristics of mobility are intrinsic to human nature. Therefore human mobility

models that have been developed for other environments could be easily adapted also

to indoor scenarios, with proper settings of the model parameters.

A first possible direction for future works regards a detailed analysis about spatial

properties of human mobility from the performed experiments, to assess if analogy to
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other scenarios could be found also in this regard.

In order to evaluate the suitability of the opportunistic networking paradigm to the

scenario under investigation, and in particular of social-based approaches, the degree

of devices has been extensively examined. Degree variability in time and with regard

to the different nodes has been shown, together with considerations on the impact of

the length of the time window used for creating the social graph. Moreover, devices

heterogeneity has been explored not only in terms of number of other mobile nodes

met, but also taking into account the fixed infrastructure nodes.

Social-based opportunistic routing appears to be a promising technique to apply

in such scenarios, with adequate methods to compute the social metric to base the

forwarding decision on. This aspect needs further investigations. One one side,

it could be interesting to account for weighted graphs in the definition of nodes

centrality. A weight may be assigned to each edge depending for example on the

contact duration, in order to consider both number of contacts and their duration in

the delineation of the importance of devices for forwarding. On the other side, mixed

metrics based on both device sociality with other devices and mobility with respect

to fixed network nodes could be designed for applications and scenarios where both

people and infrastructure are involved.
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In this thesis, several aspects of wireless systems for body-centric communications

have been explored. It has been shown how the presence of the human body with

its peculiar and distinctive characteristics, such as its impact on the propagation

medium, the subject’s mobility and social patterns, should be taken into account for

a proper design and development of this kind of networks.

In particular, a relevant part of the work has been devoted to on-body communi-

cations, evaluating the performance of Wireless Body Area Network (WBAN) under

different perspectives. First, the application of Link Adaptation (LA) has been pro-

posed in a wearable WBAN scenario to improve performance reducing packet losses.

Two strategies have been introduced and evaluated, showing how the possibility of

choosing among different bit-rates at the physical layer, depending on the interference

experienced, allows an enhancement in network performance, since the packet loss rate

is decreased. Then, the channel access methods of two reference WBAN standards

(IEEE 802.15.4 and IEEE 802.15.6) have been thoroughly examined. Results have

been obtained accounting for several realistic scenarios, with different on-body nodes
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positions, a proper characterisation of the propagation channel, and appropriate con-

sideration of physical layer and packet capture mechanisms. They demonstrated how

a single protocol solution is not suitable in this context, since WBAN applications

can be quite diverse. Depending on the most stringent and important requirements

(in terms of packet losses, delays, or energy consumption), the optimum channel ac-

cess method may vary. As a general statement, Carrier Sense Multiple Access with

Collision Avoidance (CSMA/CA) algorithms have proved to be preferable when re-

ducing packet losses is desirable, while Slotted ALOHA mechanism is more suitable

when low energy consumption is a primary concern. Results reported may help in

guiding in the choice of the right solution. Finally, coexistence issues of WBANs with

other wireless networks operating at the same frequency band have been studied. A

general framework has been developed, to take into account realistic WBAN features

(propagation, packet capture) on one side, and precise frequency and timing charac-

terisation of interfering sources on the other side. The study pointed out the impact

of interference on WBAN performance, which can be significant in some cases.

The work presented leaves some open issues that can be interesting to investigate.

As for LA in WBAN, the heuristic approach followed has been useful to prove the

utility of its introduction to enhance network performance, but a more analytical

characterisation would help to find an optimal solution and setting of the decision

thresholds. A documentation of energy consumption would as well be useful to better

assess the possible packet losses/consumed energy performance tradeoff. CSMA/CA

evaluation has been carried out for query based applications, which are significant in

WBAN context, for example in case of vital signs monitoring. The analysis can be

completed with the consideration of different traffic patterns generated by nodes, to
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account also for non periodic cases.

Furthermore, off-body and body-to-body communications have been partially ad-

dressed. A mathematical model to characterise the performance of interference-

limited wireless access networks has been developed. It integrates an interference

power model from stochastic geometry and an IEEE 802.15.4 CSMA/CA model from

Markov chain analysis and it allows the evaluation of packet success probability for

nodes in a query-based network. Results have shown the impact of sensing range,

packet length, and channel fluctuations on it. The framework is general and could

be used for several applications; it can be applied for example to communications

between devices carried around by humans and fixed infrastructure devices (off-body

communications). In this case, an interesting open research direction is related with

the consideration of different models to characterise random channel fluctuations,

taking into account in particular those developed for off-body links. Further work

can also be performed to account for other channel access methods (instead of IEEE

802.15.4 CSMA/CA) to integrate in the developed framework, and possibly to com-

pare the different performance achievable.

As far as body-to-body (B2B) communications are concerned, an experimental

activity aimed at evaluating human mobility and sociality properties has been pre-

sented. Understanding how people move and interact with each other is in fact a

basic groundwork to develop networks involving communications of this type. The

realised experiment focused on an indoor scenario; devices were distributed to people

working in a university department, and the contacts of these devices among them

and with fixed infrastructure nodes deployed in the building were recorded. Analysis
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of the collected traces has shown that basic temporal properties of human move-

ments in the examined scenario are similar to the outcome of previous experiments

from the literature, which were carried out in diverse environments. Social properties

have then been investigated, mainly in terms of degree of the devices in the network.

These preliminary results have indicated that social-based opportunistic networking

techniques could be promisingly applied in this context. The main open issue in this

context regards the complete study of opportunistic routing protocols based on the

collected traces. This requires first of all the definition of which metric to consider

in the selection of the best forwarders. Starting from node centrality as proposed by

some related works, an optimal metric could be found taking into account weighted

social graphs. A proper evaluation of the time window used to construct the social

graph is also needed. Consideration of nodes sociality characteristics related both

to other mobile nodes and to the fixed infrastructure would then be interesting for

some application contexts. Finally, a proper evaluation of the opportunistic routing

paradigm would have to account for accurate modeling of the propagation channel,

PHY and MAC features. In this respect, the work presented in the first chapters of

the thesis would be helpful to point out how to consider the various important aspects

in the analysis.
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