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Chapter 1

Introduction

Technology provides power to modern devices. Pomesds control and control
requires annfrastructure

Examples of modern devices relying on an infrastmg include smart phones,
PDAs, RFID tags and readers but also sensing desmesad in the environment such
as temperature, humidity and light sensors, inesgasors, camera and many others.
They are integrated through amfrastructure to impact people behaviour and life
style.

The infrastructures are architecture implementatidhey enable the just mentioned
technology products to interact and co-operatereshad exchange information and
they behave like a Service Oriented Architectur@Ay the services provided have
the ability to adapt to the user situation, proéited preferences; in other words they

are context-aware services.

In my thesis | will review the history of my resehractivity on interoperable context-
aware computing. At the beginning interoperabilitgs not considered an issue, as
the focus was on using sensors in a specific agplic with a specific device, namely
guiding museum and archaeological sites visitorth \&i context-aware multimedia

guide.

Then the context-awareness concept was extenddoketaultural heritage domain
aiming to multiple services for many user profilescultural heritage applications.
This led to two requirements: the need to sharengmmoultiple services information
originating from sensors and the devices spredbdrenvironment, and the need for

service interoperability across multivendor devices
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Eventually the focus was further extended beyonitual heritage towards multi-
domain and also cross-domain applications (sudbrasxample, personal healthcare,
city and domestic smart services), bringing in @aclrequirement for information
level interoperability, which is considered the leliveg factor for a new industry of
context-aware multi-domain services. In fact, archdecture that supports
interoperability of information originating fromerenvironment will allow to develop
applications easily without the constrain of knogvieverything about the new

technologies involved in any new project.

A lot of research worldwide is currently investiigat architecture solutions to support
inter-communication and data sharing between mreltidor devices. Interoperability
is usually considered the ability of heterogenedasices to interoperate — i.e. to
interact and exchange semantically meaningful mégron — without the need to a-
priori know each other communication protocols antbrmation representation

models.

My research activity in this area was carried dutha University of Bologna and
partially at VTT (Technical Research Centre of &nmd) in Oulu, mostly within the
framework of European Projects and Networks of Henee, but also within joint

research projects between the University of Bolcamd the Italian industry.

1.1 Thesis structure

The rest of this document is organized as follomschapter 2 research are and the
principles that drive the research are shown. Relatork and the state of the art are
described in chapter 3. Chapter 4 is dedicated dmildprojects and networks
associated to my work. All work done is detailectirapter 5. In chapter 6 conclusion
are drawn. Chapter 7 is dedicated to my publicatidine list of references is reported
in chapter 8. Design time tools and acronyms apdagmed respectively in chapter 9
and 10.
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Chapter 2

An architecture for interoperability:

requirements and principles

Provide a zero-effort interface between machinetandan is one of the key aspects
of this research. The goal is to achieve a smaa#raction — for both end-user and
developers — based on human desires and not anabkine world rules for a novel

form of Human-Computer Interaction (HEI)

Smart Environment (SE) is intended as an envirommgth an associatedigital
representationcalled Smart Space (SS) [1] that is a named seaxtént of
information. In a SE it should be possible — byhgsan own personal mobile device —
to share context informatiénBoth content and service fruition should be pulesi
and they can be both context and device performdrigen. Innovative applications
could be developed because developers have meaoire by operating on ready to

use infrastructure. These applications will beathibmart Applications (SA).

! Definition: Human-Computer InteractiofHCI) is a discipline concerned with the desigraleation
and implementation of interactive computing systéandiuman use and with the study of major
phenomena surrounding them. -- 1992, SIGCHI CuuiauDevelopment Group

2 Context Definition by Dey, Abowd & Salber (2001 ontext is any information that can be used to
characterize the situation of an entity. An enista person, place, or object that is considerddvant
to the interaction between a user and an applicatiocluding the user and application themselves
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So far no context management system has been stigmeth yet, nor there are
solutions that can be considered de-facto standartthere are many approaches and

many architecture hypothesis, which depend onrthgiring principles.

Interoperability at different levels could be reable by using an architecture that is
able to support modules shown in Fig.1 that cannkelved depending on the use
case. So, not all of these components are alwaysresl.

With reference to Fig. 1, @ommunication and Connectivity Infrastructuseneeded
to be able to interact with other actors on userdevice level. An advanced
middleware is necessary to overcome issues like:

o which communication channel is available?

. which is the best one?

. How can a Bluetooth device exchange informatiorhvaihother device
with a WiFi interface?

Applications and services
for both the end users and
- the developers

for Smart Environment

Advanced system service to
improve the interaction

o.nlng between the user and his
englne environment
— T Data representation,
— dissemination and
Context adaptation components for
both context and content
—
7
Content Ontology
Management aligner
“________________/

Services to enhance and
[ Security and ] nication and support basic interaction

- 3 N between the environment
trust middleware ity middleware| actors

Figure 1: Interoperability enabling architecture components.
Applications or services for SE could be made by eloiting
one or more of these components
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In the other levels you may find:

A Context Management Systémthe infrastructure component to keep track of a
digital representation of the environment and ef ititeraction between the user and

the environment itself.

A Content Management Systeran be involved generally when content must be
distribute — and/or store outside the user deviaad-in every case where the original
content is not compatible with the addressed devareware performance but must
be adapted to. Because of that, a content managesystem should be a pro-active

and dynamic module rather than a simple contemée sto

A User Preferences Managean be useful to drive the services selectiontaratlapt

service behaviour.

The final user could be interested to a new oriQddr service or to a new
application. AService Management Systean help to manage service discovery and
service dissemination. This can be done by reggrdser preferences, profile and
context. A portion of this theme should be dedidate developers because some
services can be design to improve and reduce tfet aieeded to make smart

application and new services.

It is possible to reach tHaformation Interoperabilityby specifying an ontology that
add semantics to the set of data. Since it is duip®ssible to represent of the extra
human knowledge into only one ontology it becomesarefficient to provide the
system withOntology Alignersthat could work like translators or like a bridge

between different ontologies.
A Reasoning Engine- by working on user preferences, context and ilprof

information — could improve the quality of a seeviprovider by finding the target

point with less user interaction and reducing tleekng time.
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Security and trusare a hot discussion theme in many applicatidd<ieA module to
handle data encryption or to manage an accessotdistris often required to ensure

protected and secure information exchange andcgeadcess.

Multi-vendor devices offer an increasing number ®érvices and end-user
applications that base their value on the abibtgxploit the information originating
from the surrounding environment by means of ame&msing number of embedded

sensors, e.g. GPS, compass, RFID reader, camesoand

Interoperability level Related to

Interoperability at the protocol and access
control levels. Different applications/services
must be able to communicate with each other,
and connectivity despite of heterogeneous programming
interfaces and/or implementation languages

Communication

Capabilities sharing —e.g. temperature sensofs or
speakers — , smooth exchanging and replacing

Devices

User preferences, context and location. Event
Information data exchange capabilities. Ontology driven data

management

Service adaptation and reasoning based| on
Services a_valla_ble resources. Dynamic service discovery

situation based

Content adaptation based on device features
Content

Table 1: Smart Environment Interoperability levels

However, usually such devices are not able to exghénformation because of a lack
of a shared data storage and common informatiohagge methods. A large number
of standards and domain specific building blocksarailable and are heavily used in
today's products.However, the use of these sokiti@sed on ready-to-use modules is
not without problems. The integration and cooperabtf different kinds of modules

can be daunting because of growing complexity agkddency. In this scenarios it is
necessary to have an infrastructure that makesctiexistence of multi-vendor

devices easy, able to allow a low cost developimdy & simple fruition of services for
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both developers and final use. This sortte¢hnologies glueshould reduce both

software and hardware integration issue by remotrimgples of interoperability. The

result should be also speed up and simplify theggdedevelopment, and deployment

of cross-domain applications.

The shared information principle

Information ontology based model should dr

ve

the information interoperability and semantics.
Information should include all data involved

with the context.

The simplicity principle

The information level should not
knowledge about the use case and

include

the

architecture should be composed by few,

general and simple components.

The Service principle The SE behaviour should be close to the SOA
one, that is, exporting functionalities like
discovering and accessibility.

The Agnostics principle Knowledge about ontology, application
programming language, servige,

communication layer and hosting device/syst
should be not included into the architecture.

The extensibility principle

em

Functionality to manipulate information are not

provided a-priori.

extend the set of architecture functionality

The notification principle

Publish-subscribe  functionality should

available for application to receive notificatipn

when context data changes.

The security and trust principle

Both the service level and information le
should implement access control functiona
if security and trust are required.

The RAS (Reliability,
Availability and Serviceability)

principle

At development time Reliability, Availability
and Serviceability should be evaluated for bg
localization and application .They should be
also measurable at execution time.

Table 2. Interoperability principles

Domain ontologies and
information manipulation applications can

Interoperability is intended ds¢he ability of two or more systems or componewts t

exchange information and to use the informationt thas been exchanged?2].

According to this definition interoperability care bocated on different abstraction

levels as shown in Tab. 1.
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To evaluate an interoperability enabled architecgsame architecture principles should
be outlined to define a priori capabilities and uiegments. The following table
summarizes some of the principles. taken from #teo&principles defined in SOFIA

project (Smart Object For Intelligent Applicatidd] that will be discussed later.
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Chapter 3

Related work

In the previous paragraph the view on interopeitgiplatforms adopted in the project
where I'm doing my activity was introduced. Inteepability platforms enable
different kind of objects to interact. Objects daame.g. sensors, devices, appliances,
and embedded systems. These interacting objecta fifferent kind of smart
environments. The idea is to connect physical wavith information world by
enabling the sharing of information in digital faatrin physical spaces. This, sharing
of information, enables novel and possibly crossdim applications.

Here some related works are summarized.

3.1 Comparison of Interoperability Models

Interoperability models proposed or adopted intexgsplatforms vary depending on
which interoperability levels are considered, omwhoteroperability is conceived and
on the technical solution adopted. The Connect@mmmunication, Consolidation,

Collaboration Interoperability Framework (C4IF) &difs the concepts of language
theories such as the language form, syntax, meaaim use of symbols and
interpretations [5]. C4IF maps the linguistics cepis to the interoperability levels as

follows:
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« Connection interoperability is i) an ability to dwange signals, ii) a channel as an
object of integration, and iii) out of content. @eation interoperability can be
easily mapped to the device interoperability in madel.

« Communication interoperability is i) an ability éxchange data, ii) information as
an object of integration, i.e. format and syntax dzta, iii) out of context.
Communication interoperability is mapped to the idevinteroperability in our
definition.

« Consolidation interoperability is i) an ability tmderstand data, ii) information as
an object of integration, and iii) out of usageisltmapped to the service level
interoperability in our model.

e Collaboration interoperability addresses i) an igbito act together, and ii)
process as an object of integration. The definii®similar to the information
interoperability in the sense that it concentrabesusage of information, i.e.
actions/modelling. However, dynamism, cross-domand cross-business
interoperability are not considered. The main rease the difference in

application fields; smart spaces vs. informatiosteys.

One of the definitions of interoperability levelsdely used is the reference model of
interoperability [6], where levels are defined asegrability, interoperability and
composability. Integrability is achieved by techaliend syntactical interoperability
(related to network and connectivity). The inten@dlity level focuses on semantics
and pragmatic interoperability that are relatedstmulation and implementation.
Composability tries to manage dynamic and concéptogeroperability with
abstraction and modelling. This is very similartt® ontology oriented modelling
adopted in our approach and used for achievingseslomain interoperability through
abstraction and modelling.

In [7], a different approach has been taken foermperability: Conflict Resolution
Environment for Autonomous Mediation (CREAM). CREAMs similarities with
our ontology oriented application development applo that gives support for
modelling and abstracting concepts and their st at the information
interoperability level by means of a core ontolodgmain ontologies and application

specific ontologies. CREAM has three levels:
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« Semantic conflict resolution ontology that providedynamic mechanism for
comparing and manipulating contextual knowledge uabeach information
source.

« Ontology relationship knowledge that forms the coir¢he reasoning process for
semantic reconciliation.

e Semantic mediation service layer that manages scheapping and ontology-

schema mappings.

This kind of support is still missing from our appch although we are working for it.
For example, a semantic information broker couls as a conflict resolver, the core
ontology as a mediator, and SmartModeller, a todended for smart space
application development, could handle schema map@End ontology-schema
mappings. However, there is still a lot of worko® done in order to get the approach
to work in practice.

Interoperability maturity models are compared if. [y summary, none of the
compared models are based on system theories butamstrong basis on computer
science. All of them have potential because of eupfor standards. However, less
support was for flexibility to adapt, agility toaet, openness and re-configurability.
Inter-system interoperability was addressed in oaglel. Thus, we conclude that
there are still much work to be done in order tt¢ ipteroperability into practice in

smart spaces that are made of heterogeneous sysievites, and services.

3.2 Application domains

The recently published papers on information irperability highlight issues and
topics related to the following fields:

e Health care systems
e Cross-border public services and
e Networked manufacturing systems.

Interoperability is seen as a fundamental requirgroéa health care system to derive
the societal benefits promised by the adoption letteonic medical records [9].

However, its achievement is difficult because oparability benefits are highly
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dispersed across many stakeholders, and early erdopte penalized by negative
network externalities and first-mover disadvantageg. faced barriers and challenges
that have resulted in partial success, slow pregeesl outright failure. However,
Extensible Markup Language (XML) is considered as iategration glue for
biomedical information interoperability among dispte and dispersed systems — a
common constellation in the fragmented world ofltineare [10]. The Open Health
Tools [11] is an open source community with a wisimf enabling an ecosystem,
where members of Health and IT professions coliateoto build interoperable
systems that enable patients and their care pnavitte have access to vital and
reliable information at the time and place it ieded. Tools are really needed in order
to tackle all interoperability challenges of hetggneous environments, practices and
cultures [12].

In [13], four types of Pan-European Public Servig@sSPS) have been introduced and
analyzed, and thereafter, a typology of semantioflicts in PEPSs is defined;
evidences, i.e. a piece of information that is ukedctivate the service, evidence
placeholders, pre-conditions, service providerdlipuservices, effects and service
versions. In SOFIA, we focus on three types of Smspaces, personal spaces, indoor
spaces and smart cities. We use a set of ontoldgidmndle differences between
spaces, domains, applications and businesses btdrsowe have not taken into

account the differences between countries on tleenration interoperability level.

In [14], a product ontology based on standards apmduct data representation and
exchange is proposed as a vehicle for achievirggaperability between networked
production processes. In practice, PDM STEP SchemdalEC 62264 models were
renormalized, conceptualized and represented bffeddnviodeling Language (UML)

class diagrams in order to have a common minimunogiénator which allows the

matching and mapping between the two standardhoAgh the context is far away
of smart spaces, the solution is analogous to eoirimal common ontology shared
with two worlds of standards and rules for mappiing concepts of two standards.

The work was made in a bottom-up fashion, simidaour approach.
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3.3 Context

Designing context-aware applications requires aeqadte context representation

model. One of the most popular context definitioras provided by Dey and Abowd

[16]. They describe context as "any informationt tban be used to characterize the

situation of entities (i.e., whether a person, elagz object) that are considered

relevant to the interaction between a user andpafication, including the user and

the application themselves" [17].

Context modelling may be categorized by considering method adopted to

represent and share context information. The fafigwapproaches should be

mentioned:
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« Key-value pairs. This is the simplest way to model context datadulsy

Schilit et al. [22] to model context informatiotkdi the location and export
this as an environmental variable. Because its Igitp the key-value
modeling approach is widely used in distributed/iser frameworks, such
as discovery frameworks, e.g. Jini [23] or SLP [24here a list of simple
attribute-value pairs describe service functioredit— as well as system
context information. The discovery procedure islized by a matching
mechanism on these attributes. In some cases Kag-yairs can not be
adopted because a lack of structured data to enadiéext retrieval

algorithms.

Markup scheme Markup tags with attribute and content are orgedhiin a
hierarchical data structure. ISO 8879 Informatiormdessing Standard
Generic Markup Language (SGML) [25] is a standaachhology to define
generalized markup languages. “eXtensbile Markupguage” (XML) is

the most commonly adopted language — or one ebitabularies [26].

Graphical model. UML is one of the widely used graphical oriented
general purpose modeling instrument appropriaie talsnodel the context.

Henricksen et al. in [27] introduce a significaample of the graphic-




oriented context model which is a context extensiérthe Object-Role
Modeling (ORM) approach [28]. Database-oriented liappons are a
prolific field for a graphical approach to modelntext for example to

derive Entity-Relationship (ER) context models.

Object-oriented model Object-oriented approaches export encapsulation
and reusability concept often useful to model,gpresent and to access to
multi level/multi actors environment context infaation. The object
abstraction permit to encapsulate and hide lowl lde&ils on the context
data while providing contextual information by meant interfaces. It is an
example the TEA project [29] with its concept ades It provides an
abstraction for physical and logical sensors andvige a symbolic
representation of a certain context data startiognfthe value of single

physical or logical sensors data.

Logic-based models The means of facts, expressions and rules — in a
logic-based context model — are used to represehpeocess the context.
Generally a reasoning process is applied on camditiexpressions and
facts to obtain a derived set of new expressiorBaarfacts. Conditions
usually are a set of rules. Contextual informatrepresented by means of
logical expressions. All logic based models adopt legh degree of
formality to represent the context and processingFor example, the
Sensed Context Model proposed by Gray and Saldrig3based on a
first-order predicate logic as a formal represemtatof contextual
propositions and relations. Another approach witthis category is the
framework GAIA [31]. However others solutions cae bdopted — e.g.
fuzzy logic — to represent and reason about urniceztantext information or
to determine the quality of context information [32A\ logic context
representation allows an automated reasoning innpya¥e quality of the

service.
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« Ontology-based modelsAn ontology can be defined as "a formalization
of a conceptualization” in according with the Gnibedefinition [33].
Ontologies allow the description of context withsépecific knowledge
domains. Semantic-based context models represeetanging approach
in context representation expecially if it is coegblwith an ontology — that
permit to check the consistency of context infoliorat Examples can be
the CONON context modeling approach by Wang et[24] and the
SOUPA ontology developed within the CoBrA systers][3

Many other approaches to context modelling arelabigi in the literature. For a more

extended analysis of this topic refer to [18].

3.4 Context-Aware architectures

According to [19] a smart environment is a dynarsystem that can change its
behaviours based on context-awareness mechanignenented as core elements of
its architecture. A context-aware architecture extif, uses and interprets context

information and changes its functionality to thereat context of use.

In the survey on context-aware web service systamasented in [19], the following

guestions were considered:

1. Context information and context representatishich techniques should be

adopted to modeling context information?
2. Context sensor techniqudsw to measure and sense context information?

3. Context storage techniqudsow context information is stored and how the

information can be accessed from its storage?

4. Context distribution techniquelow application and services can access and
retrieve context information? How to disseminatategt information to
different components?

5. Security and privacy techniqud®w to protect context information and the
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access to it? Which authentication and/or authbomanechanism should be

adopted? How to reach privacy on connection chadaribé context shared store?

6. Context adaptation techniquda which context information are actually

used?

According to [16] context-aware systems have @piayered architecture like
distributed systems. According to [21] the classifion framework of context-aware

systems can be decomposed in five layers (Fig. 2):

e end user infrastructure
« application and service
e middleware

e network infrastructure

e concepts and research

;" Application Layer N
E Smart Tour Mobile Web Communication Information i
H Space Guide Commerce Service System System H

;" Middleware Layer

Agent Metadata QSGi Reflective Adaptive and Tuple space :
based based based based object based based H

E Protocol Sensin Network Network Handoff E
:‘ 9 requirement implementation management ':

:” Concepts and Research Layer \‘.
: Algorithrm . '
Agent, Context Deve_lopr_nent B anacy_ Context Data :

X . Guideline And Security Management |;

Reasoning, Service H

Figure 2: The classification framework of context-avare systems [21]

My contribution was mainly is in the research lagad particularly on:

e context reasoning (see section 5.3)

« the use of agent and service technologies for xioaeareness (see section 5.4.1)
« context-awareness design and evaluation (see se@&id.4, 5.2.5)

e security and privacy (see section 5.4.3)

« context data management (see sections 5.2.1, 5.4.1)
25




Chapter 4

Research frameworks

My research program was carried out within the #aork of three main research
initiatives: a European Network of excellence ortwal heritage EPOCH (2004-
2008), a joint research project with Telecom Itdl&b on social advertising and a

European project on interoperable smart environsneamed SOFIA.

Common thread within these projects was the goatudy system architectures that
can handle context information and services angauhe interaction between user

and context-aware applications.

Acting in different scenarios, ranging from cultuneritage to social applications to

smart buildings, my research concerned:

-Profiling
Tools able to dynamically model the behaviour oé toystem by

monitoring and know the user context and actions
-Recommendation

Special purpose engine able to automatically recenthservices and

content by combining context, profile, domain andugp information
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-Content adaptation
Special purpose engine able to adapt user integadecontent based

on the user preferences, profile and context

-Domain ontology definition
Formal representation of a set of concepts withidioaain and the
relationships between those concepts. It is usedtdason about the

properties of that domain, and may be used to ee¢fia domain.

With reference to the list of my publication — sewt7 - the following topics were
mainly covered:

User preference service adaptation [pub. 2]

Context management [pub.8]

Content management [pub.3]

Information interoperability [pub.1]

Multivendor device interoperability [pub.1],[ pub.8
Communication/connectivity interoperability [pub[gjub.1]
Service discovery [pub.6],[ pub.3]

4.1 European Network of Excellence on Cultural Hetage
(EPOCH)

EPOCH [36] is a network of about a hundred Europearttural institutions joining
their efforts to improve the quality and effectiges of the use of Information and
Communication Technology for Cultural Heritage. #eapants include university
departments, research centres, heritage institgtiocsuch as museums or national
heritage agencies, and commercial enterprises, ttgeendeavouring to overcome

the fragmentation of current research in this figRIr].

The goal of the network is to define a frameworkowercome fragmentation on
cultural heritage applications. EPOCH is focusedatimprocesses and information
involved in cultural heritage domain, from archaeptal discovery to education and

dissemination.
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Within EPOCH | worked on a project called CIMAD ‘H@imon
Infrastructure|Context Influenced] Mobile Acquisiti and Delivery of cultural
heritage data" [38][39]. CIMAD provided a framewalpporting the development of
cultural heritage "services". CIMAD results wer@sm in many European museums

as an itinerant exhibition callddteractive Salorj12].

4.2 Joint research Telecom ltalia Lab

Within a collaboration with TiLab-TELECOM Italia (4, | was involved in a
research project on social advertising. The goad wadevelop and implement an
algorithm and a web based service to recommenditzetito the end-users based on
their preferences and context. The proposed solut@s based on the Telecom CAP
— Context Aware Platform —an implementation ofeBelm context management
architecture [41],[42]. Research goal was to imprakile CAP by introducing a
mechanism to discover and recommend new socialitgesi The project was called
CaPUA (Context-aware Preferences, Users, and Aesyiand it was carried out

under the supervision of professor Paolo CiactitheaUniversity of Bologna.

4.3 European technology platform on embedded system
(SOFIA)

Sofia (2009-2011) is an European research projaciec out by 19 academic and
industrial partners led by Nokia. Partners joineeirteffort to enable people to benefit
from smart environments, byraking information in the physical world availalite

users while maintaining existing legd¢g4].

SOFIAis funded through the European ARTEMIS pragrae [45] under the
subprogramme SP&mart environments and scalable digital servicewithin the
7th European Framework Programme, and it aims ¢wige a shared information

search extent for cross-domain end-to-end appicatiexecuted by multivendor
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devices. The primary SOFIA project contributionais Inter-Operability Platform

(IOP). Sofia IOP is an infrastructure to assist elepers with added-value
interoperable information about objects/sensorségevspread within the surrounding
environment. The information repository is activelat can trigger external entities
to react to relevant and selected environmentahgé® The IOP was designed
starting from sixteen principles [4] that origindtem vertical application domains,

i.e. personal spaces, smart housing and smart city.
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Chapter 5

Architectures and platforms

This section will review the context-aware platferinwas involved with along my

PhD program, starting from a dedicated solution,vimgp to the Interoperability
Platform developed within SOFIA Project (see pa) 4

These solutions are intended to support a wideerasfgapplications, addressing

domain-specific as well as multi-domain scenarlsthods, architecture components

and SW agents developed to support context-awavess will be described.

The following platform and frameworks will be cotered:
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WHIRE: Application specific,context-aware mobile client with server based
multimedia contendlistribution[49][50]

MobiComp a context management framework for Cultural raeyet
applications [38]

CAB: a context, preference and profile based apptinaliroker to support
service and application distribution [12]

Smart-M3 "Semantic Web based" information sharing infuasture for
smart spaces designed by Nokia within the Europeaject SOFIA

NoTa a service and transport independent connectitgiyework designed
by Nokia [47]

OSGi the well known Java based service support framiewo




5.1 Multimedia guide for museums and archaeologicalites

WHYRE® is a hands-free, sensory augmented, weacahgputer designed to turn
museums and archaeological sites into communicatiaghines. It offers a unified
interface to multiple format contents, includingeiractive 3D, sensors driven QTVRs,
and streamed animations. It is based on an 1A32il@@tatform with a 3D graphics
accelerator. Its operating system is Windows XP é&dded[12]. WHYRE was
developed by Ducati Energia [48] in cooperatiorhviiie University of Bologna and
other partners within an Italian research projeB&arnaso (2000-2003).
WHYRE[49],[50] was used as a dedicated context aware platformewthe context
(basically the user current place and field-of-viema Museum or archeological site)
was evaluated based on on-board sensors, i.e. pagsma gyroscope and two
accelerometers [51]. The WIFI interface was alsostered a sensor as it was used

not only for wireless communication but also foaxse location detection [76].

Figure 3: Two WHYRE views (left and centre). On theright a museum use
case where a visitor wearing the WHYRE can enjoy mitimedia contents
while sensors localize him in terms of position andrientation

WHYRE tracks the user position and direction whenidvisiting a museum or an
archaeological site. A specific application runnioly WHYRE exploits the user’s
context to dynamically select the relevant multimedontent associated to each
exhibit to be shown to the visitor.

The architecture is sketched in Fig.4. Multimedmtents are centralized, shared and
distributed through the network. This is a simpleh@ecture for a specific use case.

Context — e.g. sensors data — is managed locatpg@lication level; it is not shared
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and it does not have any impact on the environn¥éns reduces the interoperability

level and it prevents to develop services or apfibois that exploit the user context.

Content
Management

The Architecture

P e

Figure 4: Minimalistic architecture for an application specific system

Only adopting a context management system - as ghothe next section — it

becomes possible to share context data openingvdlyeto additional services like
visitor monitoring and object localization servideside the museum — i.e. to define
for every object or exhibit of interest some contexXormation like their position

and/or location to be used in multiple services kBgwing exhibits and user exhibits
position, it is possible to collect some importanfbrmation about the visit — e.g.
amount of time spent on each exhibit, which exkilaere visited, the path followed
by the user — and then build new interesting sesvigpon this information, such as,

for example, pedestrian navigation support.

Next section will show the way to “extend” the rangf services through a shared
context management system. This will demonstrage réguirement for and the
implementation of theextensibility principle i.e. one of the principles of a target

interoperability platform (see section 2).

To summarize this section, WHYRE relies on a céiatzd dedicated architecture
which is unable to establish interoperability aformation and device level. The

evolution towards a smart environment scenario lshetart from context sharing.
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Next section will address a context managementgpfatsupporting context sharing
among a set of context-aware services and applitatilssues like multi-vendor
device support, device usability, service distritmit information sharing and content

interoperability will be faced.

5.2 A Context-aware platform for Cultural Heritage

applications and services

This section is dedicated to context-aware solstionthe Cultural Heritage domain.
Here not only the visitor guide is considered, &lsb several additional services that
we want to provide with the same platform.

The goal is to provide an infrastructure supportiegess to customized services and

to focus on the following properties [12]:

« Scalability

« Interoperability of Context Information
o Context-awareness

« Developers facilities

« Support to heterogeneous devices

« Content adaptation

This activity was carried out within the framewodf the EPOCH Network of
Excellence.
The focus was to discover pros and cons of ardioitecomponents implementations

and extend them to meet new requirements.
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Content
Management

\—-_______.-—’/
Context

The Architecture

o e e e e

Figure 5: Schematic view of the architecture adoptdin EPOCH. It provides context,
preferences, profile and content management. Parff ¢he architecture was dedicated to
service management for the end user

Services and applications for both end-users andenom curators were also
considered. Fig. 5 shows a schematic view of tlohitecture. Here a more complex
architecture was adopted compared with the one showparagraph 5.1. Very

important was to introduce a shared context managesystem. This was the first
step towards a interoperability SE. Next paragraghdedicated to the work done on

this architecture.
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5.2.1 MobiComp: a context management solution for @tural Heritage

Mobicomp is a context management framework to stoe&rieve and aggregate
context elements.e. heterogeneous static and dynamic informadioout the entities
involved (e.g. people, exhibits, devices, sensofs)context-elemenincludes: a
subject-predicate-object triple — relating an gnitentifier to a named context value
— a time-stamp, and additional specifiers (e.giditgl period and privacy level).

MobiComp also provide a data store features to taeirhistory of entities data.

MobiComp is written in Java. Hence, multiplatforppéications can be easily written.
To develop a MobiComp based custom application, ilotmp client source code
needs to be compiled with the appropriate cliepeddent JDK. Standard PCs, PDAs
and mobile phones are supported. The compatilgliguarantee from the JVM 1.4 to
the 1.6 at the moment of writing.

Three components exist allowing the interactiorhvidtobiComp: trackers, listeners

and aggregators. The Fig. 6 report a top view efMlobiComp components:

Application |
or
Aggregator |

=
]
a2

PUT
REMOVE
NOTIFY

| Tracker W ContextService }__”m”"‘,: Context ‘
REMOVE {GET) Llsmner

i L

|’ Sensor

PuT
REMOVE
NOTIFY
GET

¥
Remote
ContextService

Figure 6: MobiComp architecture

- A tracker is a MobiComp component that acts asomatext producer. Trackers
register their availability and capabilities by dem appropriate information to the
ContextService. Their purpose is to collect rawtegndata from sensors, such as

GPS receivers, and other dynamic or static soumcelsiding configuration files for
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device capabilities and user-preferences. Trackarsform their input into context
elements which are then put into the MobiComp reépos It sends to MobiComp a
subject-predicate-object triple , e.g. the track@rand the pair (“predicate-ID”,
“value”). Trackers can provide multi level datadikensor data (e.g. the user position
inside a room), higher level information (e.g. tpéace ID) or other context

information made by a reasoning engine.

- The second component that interacts with MobiCasrplistener. It is a Java object
waiting for events. Listeners receive notification$ ContextEvents from the
ContextService and perform some actions basedeoodhtext element carried by the
event object. They receive event notifications vevem a context element is put into
the store or modified by a tracker that sends at&orElement to MobiCompp(t
action). On receiving a notification, the listemaay get the element from the store

and use it as required.

- The third MobiComp component is the “Aggregatdrhe Aggregator combines the
behaviour of both a tracker and a listener. Aggi@gamonitor events from the
ContextService, rather than a sensor device, amly a@ transformation before
returning a new element to the repository. For gdamaggregators can combine
several low-level sensor elements to produce amegie at a higher level of
abstraction. Also, aggregators may perform tramsédion services, i.e. converting
latitude and longitude coordinates from a GPS gsetoscoordinates on an appropriate
local or national grid. Many non-trivial context-are applications utilise a number of

complex context aggregators, e.g. the FieldMap gdflication.

MobiComp has a local context data stor€entextServicesee Fig. 6 — automatically
aligned with the remote one. It can prevent losiata in case of remote MobiComp
service not reachable and can speed up both dataatd retrieve. XPath query are
also supported [65].

The widely reused model of a MobiComp applicat®shown in Fig. 7.
Usually each use case involves at least two sexvlta use MobiComp components.

The first service is a context producer, based otraaker that collects some
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interesting context data and sends them to MobiCorhp second one is a context
consumer, based on a listener that reacts to donteange events reading from
MobiComp repository information originated by theogucer. Producers and
consumers may run on different machines. An aggoegan be used rather than a

listener or a tracker whenever deemed useful.

MobiComp class Package
on mobile device

VX

MobiComp
Remote Service

W
- MobiComp class Package
on mobile device

Figure 7: abstract view of a MobiComp application:an aggregator produces new
context data by processing already available informtion; a listener gets context
information from the context store, e.g. for moniteing purposes

MobiComp was one of the first context managemearné&works ever developed by
the academic world and had the following main latigns experienced in some use
case. There was not an event notify mechanism furer¢o implement an event
driven interaction model it was necessary to udkngdoop method to discover data
changes. This reduced performance and it took dpeed time. A first solution
should be to integrate this mechanism inside théillomp middleware and then to
change the interaction model froMeb Serviceto Publish Subscribemodel.
Furthermore MobiComp should be enhanced by adopdéingontology to give
semantics to the data store and make possible rifegmation interoperability
between different vertical use cases and diffedamhains. MobiComp was used to
track people position inside a museum site. Attizanent of writing MobiComp was
not intended to supporeal-time use . Therefore MobiComp it can not be used in
scenarios where information changes quickly or win@ny clients call for services at
the same time. This was demonstrated by many empats done in cultural heritage

scenarios aiming to evaluate the scalability offtaenework.
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5.2.2 Device and language interoperability for MolComp

Another issue with MobiComp was its Java dependepcygramming languages
interoperability was not supported. My contributioere was to design and to develop
a service called MMPI (MobiComp Multi Platform Intace). MMPI service is an
alternative — servlet/socket based — interface tbilomp that removes both the
requirement to have a JVM installed on the cliede sand the need to use the
MobiComp java classes. With MMRAYJobiComp can be accessed from any platform

because MMPI removes constrains in term of progrengtanguages and OS.

World Wide Web

f‘ SOCKET

MMPI
Server

Java Servlet and JavaServer
Pages technologies enabler

MobicComp
class package

Figure 8: MMPI architecture

MMPI consists of two components (Fig. 8): a javavls and a stand alone server.
They can work in conjunction or separately. Tharfer works as a web interface
resolving HTTP client request and enabling web iappbn developers to access to
MobiComp through a browser. The latter is a miiltead Mobicomp aggregator Java
program that wait for client connection throughlsgic
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ﬁ ﬁ MMPI Serviet | | MMPI Server MobiComp
User A User B : : :

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

2 i 3 i
68 enmmmmmes 5 —————————— D 4

User can have different type of device
User can use both the web service interface (servlet) or the socket one (server)

. Arrequest for context data is sent through the LAN to the MMPI Serviet
The servlet receive the request and move it to the MMPI server

The server move the user request to MobiComp

. MopiComp elaborate the request and then reply to the request

. Send back the answer to the server that...

. Send back the answer to the serviet (B:to the user) that...

. Send back the query response to the client

NOURON =

Figure 9: MMPI message tracking UML sequence diagna

Both the servlet and the server can handle redjikest

- publish -put- data on MobiComp:
The put command allow clients to publish new subject-praté-object data
triple on MobioComp. It is required that the cliesgnd him MobiComp ID
(MID) and a list of papameters: the predicate dedobject value.

- retrieve -get- data from MobiComp:
Thegetcommand is used to search the context repositrggdecific context
elements. A context elements include triple asestikpredicate-object. With
this command is possible to specify the triple. @@ment can be a wildcard
with the meaning ofiny element the wildcard adopted was the “*". If the
subject is the “*” wildcard, a list of all subjectsith relative values is
retrieved. It is required that the client send Mi©® and a list of parameters:

the subject MID, the predicate and the object value

- register - reg - a new entity in MobiComp:
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Thereg command is used to register a new entity on Mahjolt is required
that the client send him MID and a list of param&tehe entity name, the

entity type and an entity description.

Fig. 9 shows how a MMPI request can evolve durirggtime. The user A sends his
request to MobiComp through a socket connectionhto server and receives the
answer directly from the MMPI server. The user Bushe web interface so his

request goes first through the servlet (steps 67and-ig.9).

5.2.3 Multi programming languages: MobiComp EnablerLibrary

The MMPI could not be a scalable solution in sorage¢ so devices involved need to
be MobiComp enabled by adopting the MobiComp’s diaah library. However to
reduce programming languages constrains a set GH4C/DLL libraries was
developed to wrap the MobiComp Java library suppgrdifferent programming
languages interoperability - MobiComp Enabler LigrdMEL). The Java Native
Interface [53] was used to encapsulate Java claisessquite simple to use these
C/C++ DLL from many different programming languageg.g. Visual Basic, Java,
C/C++, C# and so on. These modules allow the ustagkers, aggregators and
listeners from programming languages other thanaJawlarging developers
expression possibilities. These library wrap notlyothe basic functionality
MobiComp class but also some specific use case ®dulas. The Fig. 10 show the
generic wrapper layered model.

Init(...)
PUT(..)
GET(...)
Reset(...)

DLL Java WRAPPER

Java Native interface

Listener or
Tracker or
Aggregator

Figure 10: MobiComp wrapper model. Non-java applicdions
can use MobiComp with this method
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Not all methods and functions of a generic MobiCompdule are provided by the
wrapper to the top level user. The wrapper provadg high level methods useful to
communicate with MobiComp and some methods to leatiiel state of the DLL - e.g.
for the latter INIT and RESET methods and for thefer the PUT and GET methods
and an event notifier method used in case of cormtata changing. To support the
experimental CIMAD services a wrapper for a visiguide and people tracking

services were developed.

The following rules were adopted for class naming:

« MD stands for “Mobile Device” (WHYRE® in our case)

e VTS stands for “Video Tracking System” (VTS) (debed below in par.
5.2.6.2) [56]

« |ITS stands for “inertial tracking system”, i.e. thavigation system available
on WHYRE®

VEITS_YTS_Const.java

“E¥TSAggregator,java
WEYTSEventCallback.java

EYTSCounterMonitor . java

“#|MDAggregator. java

w#|MDLocationMonitor .java

“#MDRegression.java

Figure 11: List of MobiComp actors classes

With reference to Fig. 11, which shows my MobiCoclgsses:

« The VTSAggregatorclass supports mechanism to publish and to retriev
context information provided by the VTS itself t@amtains the people counter
service working.

« The VTSCounterMonitoclass is a listener reacting to events generagetic
VTS and it provides functions supporting Monitoriggrvices.

« The MDLocationMonitorclass is a listener. It is activated by contexrge
events originated by the mobile devices — e.g. pesition or new Point Of
Interest (POI). It is the base component for usesite tracking service.

Other classes provide auxiliary functions. For egnVTS EventCallbaclsupports

the functionality to receive and handle contextadeltanges event. MDRegression
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supports reference coordinate system changesfieng.stereo camera vision system

coordinates to museum coordinates). ITS_VTS Const class containing useful

naming constants.

5.2.4 Context-aware application broker

A first prototype of a service/application manageteervice was developed within a
project named CIMAD (section 4.1) and was therefalked “CIMAD Application
Broker” (CAB). CAB is a web service, it is based BMMPI service and it was
developed in PHP and Java-ScrittAB enables the discovery of context-aware
applicationsreachable on the welC[MAD application$. It enables the user to
choose a CIMAD application from a list. The lismmde by considering user profile,

preferences, context and device features.

ﬁ User #1 % User #N

User device
Web Browser

Client
(CAB web application
customized by context,
preferences and user profile)

User device
Web Browser
Client
{CAB web application

customized by context,
preferences and user profile)

L4 1+

World Wide Web

1+ 1+

CAB
(not customized
_ web application)

Java Servlet and JavaServer
Pages technologies enabler

Java Script, HTML and PHP
enabler SW platform JVM

( os ] ( oS ]

Figure 12: CAB architecture enhanced by the contexaccess service
provided by MMPI. The CAB service is customized orthe client side by
using user preferences, profile and context. It ibased on the HTTP
communication protocol

Fig. 12 shows the system architecture and theaadten between modules. CAB
requires that both the users and their own deviee @movided with a MID
(MobiComp Identifier). The hypothesis is that a idevis owned by just one user. A

CAB service understands automatically if the devwsceegistered or not and if it has
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an owner. This is done by using cookies to saveesoformation on the device — e.g.

device and user MIDs. A CAB'’s feature allows toetehis information at any time.

2 3

YOU ARE NOT A MOBICOMP ENTITY I

MobiComp - Device Subscription

FC s
_Devica Rt |

CIMAD-CAB S~/

MENT.

List of CIMAD APPLICATION

Modify User Preferences |
ARCES, University of Bologna

ARCES, University of Bologua

The user device is not
recognized as a valid
MobiComp device. It
means that the device
doesn’t have a MID

The user device is not CAB reCOgnizeS the user and
recognized as a valid the device. It is pOSSible to
MobiComp device. It | change the own preference
means that the device or to search for a CIMAD

7))

doesn't have a MID Application
4 5 6
st of CIMAD APFLICATION [ 3odify User Preferences |
Cimad Application - Details
MobiComp - Marina Preferences Cimad Application - List
ARCES, University of Bologna [ Hame@) Jcerericoe || ok | ARCES, T
ARCES, University of Bologna
Preferences example. List of available Details on the selected
The user language and CIMAD applications CIMAD Application .
the user role based on user It can be executed or
preferences, profile and downloaded.
context

Table 3: Steps to find and select a CIMAD applicatn

This is useful when a device may be time-sharedniojtiple users who became
temporary owners; this is the case, for examplenoe$eum guides for hire. Context
can include also information about the device #g. screen resolution and list of

sensors available on-board. To reach a CIMAD Ajapian, the CAB service requires
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that the user follows some steps. These are exalam Tab. 3. Future work may
include the definition of services and users thfoag ontology. This could made
interoperable the CAB service and the way to phldisd associate a new service to a
set of users. At the moment the CAB has only a wédrface for user interaction
purposes, but the service could be made availabdeigh a socket or HTTP interface

in the future.

Next paragraph is dedicated to the content managesygstem adopted within
EPOCH and to its integration in the platform witie tpurpose to achieve content and

device interoperability.

5.2.5 FEDORA content management system

FEDORA (Flexible Extensible Digital Object ReposjtoArchitecture)[54] was
adopted for its scalability and ability to adaptliimeedia contents to heterogeneous
devices.Fedora was originally developed by researchers atn@ll University as an
architecture for storing, managing, and accessiigjtdl content in the form dfigital
objectsinspired by the Kahn and Wilensky Framework. Feddedines a set of
abstractions for expressing digital objects, agsertrelationships among digital

objects, and linking "behaviours" (i.e., servicesyligital objectd55].

Context Manager || Content Manager |Application Broker L
(MobiComp) (FEDORA) (CAB) CIMAD Application

R S— — B —

. communication inf

[ contet_|
[Preferences | :
Crote | ou |

...........................................

Figure 13: Schematic view of the final architecture
developed under the EPOCH project
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To reach device interoperability it is necessaryeduce technologies constrains. In
CH scenario, multimedia content needs to be adafmedevice performance and

technologies features — e.g. screen resolutionolatien can be to adopt a content
management system able to adapt content on-demé#hdtive respect to device

features.

My target was to study how to integrate FEDORA witie other architecture

components. Fig. 13 shows a schematic view of ithed &rchitecture whereby it is

possible to handle context information, adapt aanteased on device performance
and find the appropriate context-aware applicaigrusing user preferences, profile

and context.

The integration of FEDORA was simple because itsise can be reached through
the HTTP protocol, reducing communication and dapilg issues.

5.2.6 Tool chain for Cultural Heritage sites

A set of applications and services was developecerinch a cultural heritage

environment. Some tools were integrated to suppsat-system interaction, the user

being the visitors, the museum curator and alsaéwelopers.

=Y MobiComp class Package

(Machine dependent)
T+ =

MobiComp

Remote service

Operator
(or Wisitar)

Ja
Wm‘;':w

Figure 14: Structure of a generic MobiComp applicaiton.
Actors means MobiComp Java classes that implement
a listener, a tracker or an aggregator
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Fig. 14 shows a layered structure of a generic icgamn that exploits context

information provided by MobiComp. It can be a veignple application. Thanks to
architecture and the related MobiComp library iplementation required a minimal
effort i.e. the development of a Graphic User liasteg (GUI), because most of the
work was done previously and it could be reusedanijpdes of this type of

applications were Visitor Monitoring and Trackifguseum Guide and a Site Data
Collection service detailed below (see section®5120 5.2.6.5).

5.2.6.1 Monitoring, Tracking guiding and data cdection service

With reference to fig. 15 this paragraph describbes structure of a Multimedia
Museum Guide and a Site Data Collection servicee Tdrmer is addressed to
museum Vvisitors, the latter is addressed to musepenators who need to collect
information about exhibits spread into the muselnformation may be additional
detail including multimedia content for the exhjkaind context information like the
exhibit “place” inside the museum and/or its positi Looking from the user
perspective, we first find a GUI that can changeoading to the user profile and
preferences. Configuration info — e.g. connectimiormation or specific application
setting — can be stored locally on the device. Nexhe GUI there is the “engine”

level acting as coordinator between the user, Motng and, the CAB service.

P
l l o' ator
| PO CAB

Profile Eﬂg remote service

MMobiComp class Package
{Machine dependent)

Wt

T MobiComp

Remote service

Ja
Configuration va Wfapper

Figure 15: Layered structure of a “visitor guide” CIMAD Application.
This is a generic example on how all components cae put
together to build a CIMAD application following the MVC pattern
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The GUI and the Engine are two separate componenthe same client-side
application. In the prototype the engine and thd Gere developed in C# and C++
respectively.

As MobiComp is java-based, a java wrapper allovesdghgine to communicate with
MobiComp directly. Information exchange and evegtifitations are managed by a
MobiComp aggregator.

The behaviour of the application is customizaliler example, by changing some
configuration data, such as the user profile angfeferences, the scenario changes

and the guide behaviour may be turned into a ddkaction behaviour.

5.2.6.2 Access detection service

Some of the MobiComp based services developedmiEROCH rely on a computer
vision based tracking system named VTS [56] dewdpy third parties ([56] ).
The VTS accurately tracks people walking under eaest camera and counts the

people crossing a virtual line located in its FeféView.

From these counting events, higher level dynanfarination about the museum (e.g.
Day visitors, Average Occupancy, Average Visit Tiame others) can be estimated
and exploited by a CIMAD application.

Figure 16: On the left the stereo camera field-ofiew. On the right the stereo camera
installed in a museum access gate (STH-MDCS2-C ViaeDesign)
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Fig. 16 shows the camera installation set up. Ig. Ai7 some VTS program
screenshots are reported, in order to show the reamiew and the counter of the

virtual line crossings.

Figure 17: VTS program screenshots. People under ¢hstereo camera are tagged with a
colored cube. The VTS counts the people crossingetlgreen virtual line

The application was modified to become a MobiCorafagroducer; in this way the

stereo camera was turned into a smart sensor.

48

Architectures for Context-Aware Services in SmarviEbnments



5.2.6.3 Presence monitoring service

A service to remotely monitor the presence of peoipiside the museum was
implemented starting from the VTS coupled to theBC#ervice, the MMPI service
and MobiComp. Fig. 18 shows a schematic view oflthe case where appropriate
users can enjoy the monitoring application on tmeabile device. A user — with
curator profile — can join the CAB, discover themitoring application and then run it

on his personal mobile device.

fﬁ — ol
CIMAD Application:
People presence People Counter Monitor
s Monitor Eml

T «on li=== =
ﬁ : (t@) * ﬁ [ Feroun |
> (Q) —
Stereo Vision ﬁ 5 -
Tracking System

{MaobiComp enabled)

MobiComp
service
MMPI
service
CAB
service

OFEm

Figure 18: Integration of the stereo vision basedacking system

The monitoring application is a web application eleped with PHP and Java-Script
technologies. It is a data consumer. Thanks tohE°| service it is possible to reach
the VTS context data stored in MobiComp.

Musernn Presence Monktor
STOCKHOLMS STADMUSEUNM
INTERACTIVE SATL.ON

Fisitors currenely  Visitors enfered
in the exibition today

Ao il Tims Arvenace Fiow
Contest Manager: Mlobicomp - epocw
Sensors: Omne sterco pairs T Hrpere il o Kot
- Univeiaily o Bobigrs
Dheds: | 2000 27 apei Time:  360F

Figure 19: Real time visitors flow indicator
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Fig. 19 shows the output of the presence monitcajyjication developed in C++ on
Windows XP. The application is based on a “Mobicdamabler Library” (MEL) and

it demonstrates that heterogeneous applicationslaieed in different programming
languages can coexist and use the same data wgkibje different purposes.
Development time and effort are reduced by usimgsrvices and the ready-to-use
SW packages provided by the infrastructure. Thisliegtion demonstrates is a tiny
step in the direction of interoperability at platiolevel in context-aware computing.

The VTS was installed on the access gate of seweuseum exhibitions — please
refer toThe Interactive Salof40] - In order to make the best use of the infation
produced by the VTS a Smart Application was devedoip gather statistics about the
visitor flow over long periods of time. Tab. 4 sh®gcreenshots of charts produced by

the service.
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5.2.6.4 Statistics on visitors flow

The VTS was installed on the access gate of skwawaeum exhibitions — please
refer toThe Interactive Salof40] - In order to make the best use of the infation
produced by the VTS a Smart Application was devedbip gather statistics about the
visitor flow over long periods of time. Tab. 4 sh®gcreenshots of charts produced by
the service.

Two set of four charts showing
presence information during
the day in two visit days.
Charts show:

visitors total count during the
day, visitors hourly rate,
occupancy (i.e. the average
amount of people inside the
exhibition in every hour) an
average visit time (ie. th
average amount of time spent
inside the exhibition in every
hour).

Do =

Monthly reports show amount
of visitors and average Vvigit
time day by day over a month

Table 4. Screenshot of statistics produced by a wdilased visitor flow monitoring service
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5.2.6.5 People tracking service

Here a MobiComp application called “People TrackiAgplication” (PTA) is
summarized. The PTA is based on positioning infdionagathered by WHYRE's on
board sensors (section 5.1) and it is a data comsyroviding a mobile device
tracking service to museum curators (screenshbign20). It is developed in C++ on
Windows XP and it uses the MEL. It is a generalppge smart application and can
be adopted when position information is provided the Context Management
Platform. All kind of device that share the samateat information in the same way
— e.g. the user position — can be tracked by tpigli@tion. Under semantics
constrains all kind of information can be shared ased smoothly in cross domain
applications.

T Fozkoa: Fozito-.

Figure 20: User tracking inside a museum site

Within EPOCH information interoperability was assdiby a standard XML schema.
However, while XML schemas is most useful to ddeethe structure and to validate
documents [57] an ontology should be used to ensidoemation interoperability.
With the help of an ontology and its related aligeach context-aware application
can produce compatible and machine understandahtext information, as it will be
shown in section 5.4.

Additionally, as proof of concept, a context awaervice that exploit this shared

information is shown in next paragraph.
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5.2.6.6 Pedestrian navigation support

An important principle for context-aware platfornss the extensibility principle
introduced in section 2. As proof of concept a reawice was introduced to add
more features to the platform. This was a pedestrévigation support service. It was
developed both as a stand-alone C++ DLL library\WWindows OS and as a web
service to achieve device interoperability and dtsoreliability and serviceability
purposes (see RAS principle in section 2). Theisersimply finds the shortest path
between a source point and a target point. In rllfweritage applications the source
point often coincides with the user position and target point with an exhibit to
reach. The service can also be used whenever a@atr is required.
A complete tool chain was made to support the ¥alhg functions:

« add a new map to the service

« starting from a 32bit BMP raster map image creastractured map graph

representation
« change the map reference system

« simulate people walking on the area representdatidynap

The service was enhanced by a dedicated and stlublished image
manipulation algorithm calleBubbleswhich automatically creates an optimized
graph representation of the map and:

« reduces the memory amount occupation

« speeds up the path solving computation

« optimizes and makes “pedestrian-friendly” the pgatfollow
The service was integrated into a multimedia museisitor guide. This drives the

user to an exhibit by showing him the path to #nget and the direction to follow.

Incremental position information is provided byiaertial sensor platform.
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The user
is here

Piece of
path to
the target

Suggested
direction
to follow

Inertial Motion
Sensor Board

Services

Figure 21: Pedestrian navigation support: a user vih a mobile device - enriched with a
wireless inertial motion sensor board —enjoys thegaestrian navigation service .
The path to the target and the direction to followare shown (screenshot on the right)

Fig.21 shows a screenshot of an application exptpthe service. In this paragraph a
mechanism to guide a user to a target was shown. 8w is the target selected?
Some support to implement user preference basedtisal policies is required.

Next paragraph introduces an architecture moduleatalle context-dependent user

preferences.
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5.3 User preferences in service platforms

The user preferences are an important context cwied They complete the
information related to the environment and theyowllto model a service or
application behaviour. The use case presentedsrp#tagraph concerns a preference
management system developed during a joint resgaagram with Telecom ltalia
Lab (par. 4.2).

The idea was to extend Telecom Context-Aware-RiatfCAP) with an “activity
suggestion service”, being the suggestion achidyedggregating context and user

profile and preferences. Main architecture comptsare shown in Fig. 22.

: 1
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2 ences .
=) agement - .
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<C Context 1
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=1 Management
=, !
1
! I
! 1
! 1
! 1
! 1
1
I}
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Figure 22: Architecture components for a preferenceind
context based recommendation service

The CAP is a software platform for the managemémbatextinformation. The term
context indicates the collection of information availableom the environment
surrounding an entity, the terminal capabilitiebe tnetwork connectivity, the
preferences and the available services. Thusislaidarge amount of information that

grows with time. A description of the CAP architeret follows.
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The CAP is a comprehensive and distributed coraesre platform capable of
aggregating and processing a variety of contexirmétion [58]. Fig. 23 shows how
this architecture facilitates re-use and supportm@ny applications from context
acquisition to context usage or consumption.

The CAP has been designed according to the prodoosumer paradigm where
some entities produce contexte. Context Providers (CP), while other entities
consume contexti.e. Context Consumers (CC). These entities commumieath
each other through a central entity named Conteakd (CB), which also provides
some additional functions within the system (seg E8). The main characteristics of

the above mentioned entities follow.

Context Broker (CB) creates and manages the relationship between @PE@s.
The CB performsContext Sourceliscovery and management and it offers subject-

based lookup services.

Context Provider (CP) is the logical point where context is detected aoguired or
extracted fromContext SourcesA CP supplies mechanisms for on-demand queries
and it may optionally support subscription basetfinations depending on defined
event occurrence®.g. general context change or timer expiration. Alavith the

acquisition of context data, a CP performs dataegggion, fusion and inference.

i

[
g ~z Address Book |
" =H
~,_,/ ,| Calendar |
| I‘/.l-/
\ ""TH Proximity |

CcP _\ Location Engine l

7'% DynamicGroupProfile |

Context Update

¢o g cm @8
3 0O = e~ 0 O = —T T P>
"

X
O
88
TR
ContextML/Trigger
v

; /_,—-i, < | " Services |
W CP Publish " I ———
recs \". [N ntext Cacl l
ContextAP! '
=)

Figure 23. Context Management Architecture [75]
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Context Consumer (CC)is the logical point where context is used (orstoned)
accordingly to the context-aware service logic. @@glement an event-based model

to support a query-based publish-subscribe meainaioiscontext data notification.

5.3.1 Preference based information processing model

The interoperability between CPs from different @ams is based on a common
language for context information representation e@dr@ontextML [59]. It is an
XML-based language that all CPs need to comply witlorder to be registered in the
CB and to enable potential CCs to discover the eoarinformation they need. To
simplify the data management, context has beenigdbd into scopes namely a
simple a priori aggregation of data with a semaatiberence, grouped together and
identified by a name. Such names could easily bppeth to concepts within an
ontology. Scopes can be atomic or aggregated, esution of different atomic
scopes.

Any information given by a CP is characterized Imyemtity and a specific scope.
When a CP is queried, it returns the required da@aContextMLdocument, which
contains the following XML elements:

e contextProvider: a unique identifier for the CP of the data;

e entity: the identifier of the entity which the data aséated to;

e scope the scope which the context data belongs to;

e timestamp and expires the time in which the response has been creatdd a
the expiration time of the dataPart;

e dataPart: part of the document which contains actual infation data which
are represented by a list of name-value pairs tirothe <par> element
(“parameter”). Parameters can be grouped through<garS> (“parameter
structure”) or<parA> (“parameter array”) elements if necessary.

« CAPUA was developed on top of the CAP. CaPUA isagaJServlet that
exploits user preferences and context. CaPUA egpovreb GUI to allow user
interaction — e.g. from a smart phone — but caruged directly from other
applications that need to use the service dir¢btiyugh the HTTP protocol. My
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job here was to participate to the developmenhefGaPUA architecture and to
integrate an activity discovery service that exglan optimized algorithm —
called Opt_Activity — able to handle qualitativeefarences instead of the

common quantitative preferences often adopted.

GUI
CLIENT
Activity: Activity: Preferences:
Search ADD REM GET ADD MOD REM GET
— e
Opi_Activity Activity F';\ﬁi\_-ir_\“' Preference| Pref
Algorithm Manager DB Manager DB
e —— e . -
Query Composer
Context Based > CaPUA
Preference Selector
CAP Context Profile Calendar
Import Import Import
| CAP 1O |
\ CB Context Broker | \l CAP
————————— e = e = and
User Calendar || Google External |1 External
1| Profiles provider || calendar resources 1 .
et === lt=s=ss=s=s=s====== i Providers

Figure 24: Context-aware and user preferences
activities suggestion service architecture

This algorithm searches on the activities datalbaged all the activities most close

to the user preferences and context.

The following service interface methods were im@eiad:
« add, remove, update activity
 activity search
« add, remove, modify preference
update context information
Fig. 24 depicts the architecture split in clierdesi CaPUA server side and external
services side — that include the CAP service. Tdrarnunication protocol between a

client and CaPUA is based on a set of XML messages.

So far, in this thesis, all services that exchanf@mation need to know the meaning
of the information exchanged. Thus, informationeinperability was based on a
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“service-to-service” agreement. Rising the leveirddrmation interoperability from
service to platform would dramatically extend tleepse of context-aware platforms,

bringing in an inherent ability to support multivdain applications.

Next section is dedicated to the project SOFIA dadthe related impact on

interoperability and multi-domain context awarevieses.

5.4 An Interoperability Platform for Smart Spaces

As already introduced in section 4.3, SOFIA goas i® provide an interoperability
platform (IOP) to make the information originatifrgm the physical world available
to smart services and then to the users. Thisnmton is stored in Smart Spaces
(SSs). Smart Space interoperability is based arrnmétion sharing and on adaptation
to existing legacy devices and systems. Ontologiesadopted to share the semantics
of the information and to assure a complete undedsible interaction. Because the
fulcrum is information, context management servgca central to SOFIA. On top of
this service it is possible to build others sersicg applications that consist of a
collection of small SW modules. These modules adependent each other i.e. they
can be developed separately based on a previoediyed and shared ontology.
These SW modules are callédowledge Processo(&Ps) and are mostly developed
in Python, even if they may also be coded in offtegramming languages.

In order to help developers to interact with the v@®out the need to be expert on
ontologies and related description languages sooienas developed. An example of
these tools is the “Ontology to Python Tool” fronbd Akademi University [66]
which creates an ontology dependent library thatps” the ontology and takes the

developer to a higher programming level, adoptimgoalel based approach.

Within SOFIA, my contribution was to add side bylesito the already available
Python library a new library to enable Java KP$nteract with the Interoperability
platform. This library is independent from develaggarhsupport tools. It is a SOFIA’s
core SW module that interacts with the IOP diredtlgan be used to implement data

providers and data consumers.
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Furthermore, as the architecture originally lackédervice oriented facilities, an OSGi

(Open Service Gateway initiative) based interfadié IOP was introduced [60].

The Architecture

Figure 25: an architecture example where informatia semantics is handled under
ontologies constrains. This improves the interopeitlity at information level

In the following paragraph | will introduce the jot, the architecture, its actors and
how they were integrated together. The last papdgria dedicated to describe a

proposal to add access security and service disgovechanism.
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5.4.1 Smart-M3 and interoperable context managemersplution

Smart-M3 [61] is an open source architecture [6@jp®rting a tuple-space and agent-
based model of computation upon a semantic wehtrstibgproviding integration of
different kinds of devices at the information levahd thereby facilitating
interoperability between applications and devidegrovides cross domain search
extent of information. As an example, Smart-M3 whoan application developer who
works on a specific mobile platform to access stemdously and in a uniform way
contextual information of a car, home, office, toat stadium, etc. Smart-M3 stores
information in RDF (Resource Description Languai@)] format, which is a W3C

standard.

SS Physical Semantic Information Smart Space Access
Distribution Protocol

/" Business domain A

Smart Space Applications Knowledge Processor

Figure 26: Smart-M3 Functional and Logical Architedure

First, RDF provides the ability to join data frorncabularies belonging to different
business domains, without having to negotiate &irat differences between the
vocabularies. Second, adopting RDF allows to benefithe Ontology Based
Reasoning theory, practice and tools developedhieysemantic web community.
Wilbur query language [64] is also supported toagme data retrieving. The Smart-

M3 functional and logical architecture is showrfFig. 26.
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The following elements can be underlined:

Smart Space (SS): a named search extent of infanmat

Semantic Information Broker (SIB): an entity foromshg, sharing and
governing the information of one smart space as RIpkes, i.e. ontology.
Triple governance transactions using an XML basemmmunication
protocol, namely Smart Space Access Protocol (SSAR)e SSAP
primitives are: join, leave, insert, remove, updatpiery, subscribe,
unsubscribe.

Knowledge Processor (KP): any entity contributirg groduce igsert
remove updatg and/or consumeq(ery, subscribg information in a SS.
Common functionalities to access and use SS infoomare made available
to KP by Knowledge Processor Interfaces (KPIs), K®Is hide SSAP
details.

SS Physical Distribution: allow the formation of 8% using multiple SIBs.
SIBs physical distribution is hidden to KPs.

Smart Space Application (SSA): a subset of KPsubatone (or more) SS as

resource to perform the desired functionality.

As shown in Fig. 26, Smart-M3 architecture allowBrunning in different business

domains to share interoperable information. Smast-Mll also provide a set of

commonconvenience librariet facilitate the access and the usage of ontdiaged

information, i.e. RDF triples are hidden. Smart-M3till under development and its

access protocol, i.e. at device level, can be impfged by using any transport
protocols, e.g. TCP/IP or NoTA.
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5.4.2 Integrated service and information interoperaility

A SOA approach can be a promising solution in otdesptimize costs, provide ICT
agility and guarantee software/systems evolutidlj.[Blowever, it is not enough: i)
applications should be able to integrate easily dyimically, ii) without writing
custom specific glue code and iii) without extrastso The philosophy behind OSGi
[60] is an answer to these requirements. OSGi mepa@ dynamic modular SOA
application platform for Java™ that has been adbptemany enterprises in different
application fields, e.g. home and office environm@&@SGi specifications have been
implemented in several certified platforms thatéhéeen adopted by a wide range of
device vendors to empower their products with O&$a hosting platform for wired
and wireless SOA oriented applications. Exampleshe$e platforms are: Equinox
[67], Knopflerfish [68], Apache Felix [69] and Caaoge OSGi [70]. They define a
standardized, component-oriented computing envienminfor general networked
services that is intended to significantly incretsequality of the produced software.
In OSGi the application emerges from a set of dyinamodules — calledbundles—
that collaborate with each other. Dependencies émtwbundles and associated
consistency are automatically managed. Explicitisai.e. importing and exporting,
and automatic management of code dependencievaitebde for bundles, and their
associated services, that may appear or disappeaydime. OSGi Service Platform
specification adds in a networked device the cdipyaltio manage through the
network the lifecycle of the software services esqub by the device itself [71].
Software services can be installed, updated, orovedh in a controlled manner
without having to disrupt the operations the devisedoing [72], increasing
maintainability, scalability and evolvability. TH@SGi service oriented component
model enables networked services to dynamicallgadier other services and work
together to achieve the desired functionality [42]s also possible to receive event
notification when a service emerges or changegraperties [73]. Services could be
linked to devices. If a device is no more availabllee services it offers are
automatically unregistered. OSGi has a componesgdbarchitecture that enables
device-side applications to load required companémim the management server at

run time [74]. In this sense, application composerdn be customized on demand,
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e.g. if a new sensor is available or a new sempeears, then specific module can be
loaded and used smoothly.
The OSGi framework provides the following benefits:

e The modular approach based on bundles reduce®thplexity, in terms of
bundle development and in terms of system architectt contributes to the
rationalization of applications and exploits reuserelying on a huge
community of bundles developer.

e OSGi framework is simple, because the core APlompmosed only of 30
classes and the entire framework consists of afl@&Rf about 300KB. With
this footprint it can be used on a large range eviaks, with the only
requirement of a minimal JVM.

e OSGi is a dynamic framework, where bundles canguated on the fly and
the associated services came and go dynamicallg. dymamicity is fully
supported by the framework and it is transparethdaleveloper. Bundles can
be installed, started, stopped, updated, and @hedtwithout bringing down
the whole system.

« The framework is adaptive, because bundles carofindvhat capabilities are
available on the system through a service regéid/can adapt consequently
the functionality they can provide.

« OSGi based solutions are easy to deploy, becaesstdhdard specifies how
components are installed and managed. It suppossiae versioning system,
solving the big issue of JAR version management.

« It provides a new security model that leverages lawtlens the Java fine
grained security model but improves the usabilityritroducing a simple way
to specify the security details of the bundles.

« It is not intrusive because it can run potentiallyany existing facility and can
be easily ported to almost any software environmirtan run everywhere
there is a JVM, because it is entirely written &aval and the APl uses only
standard Java classes.

« It is available since 1998 and has been extensivedgl in several application
contexts (automotive, mobile and fixed telephomydustrial automation,
gateways & routers, private branch exchanges,. étd9 supported in many

development environments (IBM Websphere, SpringSouApplication

64




Server, Oracle Weblogic, Sun's GlassFish, Eclipsé,Redhat's JBoss) and by
key companies (Oracle, IBM, Samsung, Nokia, IONAptdfola, NTT,

Siemens, Hitachi, Ericsson, etc.).

OSGi specifications do not concern with interopéttatat the information level so
the introduction of elements that allow informatioteroperability would represent

an important improvement for OSGi platform.

The functionalities of the information interopeidlilevel in Smart-M3 are based on
the interaction between the actors involved in arsmnvironment, i.e. KPs and SIBs,
and on the common access protocol, i.e. SSAP.fgattese elements into OSGi, i.e.
OSGi bundles, introduce the information interopéitgblevel into OSGi allowing

OSGi Smart Environments applications to exchanfggnmation and use services in a
unified and simple way. From Smart-M3 side, it d#sefrom the entire OSGi

Framework, both in terms of architecture and fuoralities and in terms of software

engineering — by introducing a modular servicerddd architecture.

The result of this integration (see Fig. 27) is ynamic interoperability service
architecture where it is possible to publish a sevwice at runtime, discover and use
services, share both raw data and high level indtion obtained from devices and

SEensors.

|0OP enabling technologies

N

KPI 1 ( KP ’ Service

Framework

0SGi

T T T T T T R P P T YT TP T T

Sofia Runtime
Support Toelkit

LI L L L LR L L TR LT L T L R T TR TP T

M3 enabling technologies
Sofia Runtime Support Toolkit (SRST) : communication and information interoperability

Interoperability Platform {IOP) Application : it can merge all of these technologies

Figure 27: Overview of the OSGi and SMART-M3 Integation
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The most important parts of the integration betw8erart-M3 and OSGi are the SIB
and the SSAP. The availability of a native OSGi $Bvides complete autonomy to
OSGi by introducing the possibility to implement@mplete OSGi based SSA. At the
same time, from a communication point of view, tirgplementation of SSAP on

OSGi allows legacy Smart-M3 application to interadh the OSGi SIB localization.

With respect to the service oriented architectdr®9Gi, a specific bundle for SSAP
has been developed. This bundle provides an SSAkae for all the bundles that
want to access a SS and it allows each OSGi ba&etb Kommunicate with every
SIB in the SS. Fig. 27 describes the current statuSmart-M3 implementations,

specifying the development language/platform ardted support tools. The frame
related to OSGi explains how the integration of 8AwB8 has been performed and

which components have been involved.

Smart Space Cross Platform Application

OSGi Framework

('ssaP (c#, Phyton, Java, cic++) ) SSAP (0SGi)

SIB
(C, Phyton)

Figure 28: Integrated Smart-M3/OSGi Solution

The integration is fully compatible with existingm@rt-M3 implementations,
allowing developers to create multi-platform SSAshewn in Fig. 28: on the left side
— the Smart-M3 KPs written in Python, Java, C#,#3/@nd — on the right side — the
same modules implemented in Java as bundles ruroninthe OSGi framework.
Through the SSAP these modules can communicatexidinge information in both
directions, i.e. Smart-M3 to OSGi, OSGi to Smart-M3

66




5.4.2.1 Application of Integrated Service and Infomation

Interoperability

In this paragraph, an application of the proposellit®n to the maintenance of
buildings and, in general, maintenance of indo@rcsp (Fig. 29) is presented. In this
scenario, maintenance needs shoulddeatified specifiedandcommunicatedo the
reference maintenance company, as early as pass$ibfteflexibility reasons any
authorized maintenance company may subscribe toragtenance action needed.
As shown in Fig. 29, the main actors involved ire themonstration are: the
maintenance company, maintenance operators andceoffenants. In the
demonstration, maintenance needs are representélily related to environments.
Faults are automatically detected on the base efettvironmental conditions, i.e.
temperature, humidity, presence of water. Enviramaleconditions are gathered
from a set of EUROTECH ZigBee sensors spread actiessenvironment. A
EUROTECH local gateway acts as a controller of Wgeless Sensor Network
(WSN) and it hosts Smart-M3/OSGi. The local gatewagvides two different
interfaces: SSAP through a TCP/IP connection an@iOBhe former is used by non
OSGi compliant devices, i.e. the office tenant devand the building management
station, and the latter by OSGi compliant devides, a wearable device used by
maintenance operators. Relevant items that neduk talentified are tagged using
RFID tags, e.g. Heating Ventilation Air ConditiogigHVAC) system, light, window
(Fig. 29). RFID tags are also placed on the engawor of each environment. In the

first instance, this information will be used t@&ie maintenance operators.
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Figure 29: System Architecture of the Maintenance &nario Demonstration

According to the Smart-M3 vision, the applicatiencomposed by a set of KP — see
Fig. 30 - , each of them with a specific function:

WSN Managelacts as a legacy adapter. It gathers data frorelegs sensors and
provides information to the Smart-M3/OSGi in terofdRDF triples.

Automatic Fault Generatasrstarting with environmental information, i.e. {gmature,
humidity, presence of water, and a set of ruleteadéhe presence of an anomalous
condition, i.e. a fault. In the demonstration tb&es consist of simple threshold-based
conditions.

Fault/Intervention Announces subscribed to the presence of fault instantésen it
receives a notification of a new fault, it updagmart-M3/OSGi with a request of a
corrective intervention related to the detectedtfau

Tenant Notifieris subscribed to corrective interventions relaiedhe environment,
i.e. an office, of a tenant. It notifies the tenahthe time and time expected for the
intervention. The tenant is also notified at thd ehthe intervention.

Maintenance Software for Operatoiss subscribed to corrective interventions. When
it receives a notification of a new interventionquest it asks the user, i.e.
maintenance operator, if he wants to take caréeiritervention. When the operator
reaches the place of intervention, he verifieseihg in the right place by reading the
RFID on the entrance door. This operation also theténtervention start time.

68




Building Monitor is subscribed to corrective intervention. This KResents a user
interface, where all relevant information are shpwrg. fault location, fault time,

relevant parameters, scheduled intervention datdiare.

Automatic Fault Fault/Intervention Building Monitor ,
Generator Announcer !
Temperature !
... Humidity | KP ) |
% t |
Fault - Fault E Caorrectivelntervention i i
Automatic Fault N i Corrective ntervention Tenant
Generator Ly Ly notifier
Vitater on floor / \ Correctivelntervention = = = =™
KP Je———r R R kP
Fault e R
f—) ~—
T —— - “Smsansmanaion] KP
Maintenance
Smart- M3/0SGi J Software for
operators
[P, Temperature
KP Humidity Update
Wateronfloor i producer  : | ------ Subscribe
WSN ssssssrsasmssmssn u
== Query
Manager | Aggregator |

Figure 30: Software Architecture of the MaintenanceScenario
Demonstration in Terms of KPs

Information interoperability is achieved by usingh&t-M3/OSGi with a domain
specific ontology. In Fig.31, as an example, a shap of the ontology used to

describe a fault is depicted.

maintenance-parameter

Figure 31: Snapshot of the Ontology Used for the Matenance Scenario
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When creating a SE becomes a concrete opportuaityafreal implementation,
challenging issues like authenticated security s&@nd service discovery must be
considered. The next paragraph is dedicated tassabout a possible solution to

these challenges.

5.4.3 Service discovery and access control proposal

Security-and-trusandservice discovergre fundamental topics in many use cases.
Often it is important to ensure that only a sulefaisers may discover and access a
service. [3] is a comprehensive survey on serviseodery protocols. This paragraph
introduces an idea for a future implementationest/ge discovery and access control
mechanisms on top of the architecture presenté&ddiri. Basically the idea is to put
side by side to the SIB a core service. All theinfation useful to reach this core
service should be available on the relative SiBhi relative SE. Every KP should
know how to obtain this information from tHecal SIB — because this is a core
service. Some information handled by the core serwhay be useful to the same
service in another SE so this information shouldabke to migrate from one SS to
another one. The scenario consists of a set oftl&$san be related to a set of SEs
through an N-to-M relation, i.e. one SE can includere that one SS, as shown in
Fig. 32.

Figure 32: the environment can be split in many SEs
Every SE can contain one or more SS, depending dnet use case
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Several system topologies are suitable to link ttegreevery SS and to put a core
service next to the SS. One of these topologietddoe a network where every node

is a core service linked to one or more SSs. Téxpires that every SIB contains

information to reach all other SIBs. This coulddmne with a hierarchical topology

where not all the SSs know the other SSs but oméyspecial candidate can be used
as a gate to the others (Fig.33).

This topology could be similar to a distributed atsise. A distributed database is
collection of multiple, logically interrelated dateses distributed over a computer
network where a distributed database managemetgnsy({ODBMS) manages the

distributed databases and makes this distributiansparent to the user. This help
when the information to handle could be put alletibgr. In other cases — when it is
necessary to keep apart every set of informatipeaaslly if they refer to different

ontologies — a scalable solution that can evolvanduthe time should be a better

solution.

4 ™ SE () 88 — | know you, you know me . Core service

Figure 33: an example on how to model the topology
of the available SSs and core service

Fig. 33 shows a SE distribution example with thatnee SS and core service. More

that one core service can be present into the Sinéhe concept does not change.
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In this scenario a special purpose KP can be dedigmfeel when a new user enters
the SE and to retrieve the user sensitive informnatiom the other SSs by browsing
the network. The user can carry very little infotima like his/her identifier and the
last SE visited. The user can enjoy the smoothagaton of his sensitive data and
does not need to provide it again when enters a $Ewas the platform recognizes
the user from the above mentioned minimum inforaratAll services in the new SE

can exploit the user sensitive data propagated gffir¢the network.

Likewise anaccess control serviceshould offer functionalities to subscribe to the
service and to check if a user is subscribed aodgrézed by the system. When a
user tries to use a service, this can understatie ifiser is able to use it and his role,
by using the access control service. In this wagutitorized use is prevented
Security-free service can coexist with the secumeso The latter will be more
complex, while the former will keep unmodified. SlBFArchitecture doesn’t change

but it requires a shared ontology to handle the/ssevice interaction.

The service discovery servicehould offer functionalities to subscribe to a new
service and to search for a service. This coulddres, for example, with a reasoning

engine based on the user preferences and profile.
The way to interact with core services should laedardized and it should be known

from all KPs. An ontology that describes serviced aser types should be defined to

fix which user type can use a service.
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Chapter 6

Conclusions

My research intended to investigate which architectcomponents can be devised
and combined to enable multi-level interoperabilityontext-aware computing.

The following interoperability levels were considdr

« Communication and connectivity

« User Device

« Information

« Service (discovery and composition)

« Content (adaptation)

Some solutions were proposed in terms of architecand systems components.
Considering both the developer and the user poinviews, their aim was to

implement an extended interoperability concept,fis;id then to provide a mature
architecture for context-aware services.

With reference to fig. 1 (pg. 9), rearranged intg. 34 and starting from the
device/communication level, | am now going to summneathe results of my

experience.
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Figure 34: architecture components for extended irgroperability

The proposed solution is based on the “separatiosoacerns” principle. Each
module can base its behaviour on the others if #ieyavailable.

Often legacy architectures are limited by the devimvolved and by the services
offered which depend on the specific use case deresil.

By increasing the level of abstraction of the #edture and the generality of actors

and modules belonging to the architecture - theragerability will improve too.

This should be considered when different scenamiesused and evolve into a new,
more general smart environment configuration. Basethe roadmap of my research,
activity, fig. 33 shows how the increasing genéyabf actors and tools leads to

increasing interoperability levels.
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integrated service and information
interoperability solution
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1
Smart-M3 1 semantics context management system
I
!

CAPUA ;’ Context aware user preferences management

CH Services !’ people tracking, visitor monitoring...
FEDORA I’ general purpose content management system
CAB ,’ Context aware Application Broker
MobiComp ,/’ context management system

Increasing Interoperability

’
4

Whyre _ - “context aware multimedia museun guide

-

v

Increasing Generality

Figure 33: From dedicated context-aware platformsd interoperable smart spaces for
multi-domain context aware services

The underlying vision is that when all informatiabout the surrounding environment
is easily available, the life quality will greatbenefit, as the variety of applications
that that could get an added value by making theinaviour dependent on the

environment “state” is only limited by fantasy [1].

The first requirement for an extended interopeigbitoncept is an architecture
component to handle communication and connectilaBtween heterogeneous

multivendor equipment.

The strategy is to provide a framework able to dpamently manage the
connection/communication channel. This allows tgéb issues like:

e communication protocols between multivendor devices
« best communication channel to use
« communication channel interoperability

A solution in this respect could be provided byeavie architecture that can export

communication facilities — e.g. NoTA [47].
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Then the requirement arises to handle servicespamvde mechanisms like service
discovery, service composability and service irgerability. This was shown in

Section 5 where a service platform for culturaitagie applications was analysed.

Then the need for information interoperability camiato play. Data sharing, as
currently implemented for example in the context negement framework
MobiComp (Par. 5.2.1) is just a step forward bus mot enough. A shared agreement

on information semantics is also needed.

This work is about smart environments, therefore té&rm information has been
mostly associated to “context”. Context informatioim a SE for advanced services—
could not just be stored or exchanged as is, becdnespossible differences in the

associated semantics could be source of lack ai@mhunderstanding.

A popular solution is to add information to infortiem by adopting ontologies.
Ontologies define the domain, the entities involeed their properties. By adopting
ontologies it is possible to prevent a wrong intetation of shared data and to help in

case of need for data alignment in different dosain

Ontologies can be also adopted to describe nottbelyiser and his environment but
also services and security mechanism that are goingprove the quality of the
entire platform. This information representation ve® the scene from machine
readable information to machine interpretable infation. Cross domain application
become more natural and easy to develop.

On top of this substrate of communication and imfation interoperability, new
advanced services can be developed for multi veselasors and devices, such as the

tool chain developed for the cultural heritage dong&ection 5).

By exploiting information interoperability, intgperable connectivity and
communication facilities together with the digitapresentation of the environment,
services can be composed to form new and more eddaservices; in this way
appropriate answers to the growing demand for nemMiHtiormain and cross-domain

services may be provided.
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In this respect a service oriented mechanism bass¢de OSGi framework was added
to an architecture natively devised for informatiewel interoperability (see section
5.4). OSGi introduces standardized mechanismstegrate easily and dynamically
new platform services. As shown in section 5.4.3nyn OSGi features can be
exploited to support service discovery by an applic.. The same mechanism may
be used to enable service discovery for the end-ugeg. to discover services like a
museum guide service or a pedestrian navigationcgerFurthermore the mechanism
shown in section 5.4.3 could be implemented usigg>0Oand could be exploited to

extend the service discovery feature to not-OSGebaservices.
Zero-effort interfaces and context-aware smootr ugeraction models should now

be investigated to maximize user satisfaction inltidmmain service-based

applications offered by future interoperable sneastironments.
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Tools

This section lists the tools used.

Tool Description
Eclipse Java, Python IDE
C++Builder 6 C/C++ IDE
Microsoft Visual Studio 2005| C/C++ IDE

NetBeans IDE 6.1 - C++

Java and C/C++ IDE

Apache ANT

Java build tool

Dreamweaver MX

HTML, PHP, JavaScript IDE

PAPYRUS

Open source tool for graphical UML2 moahgjli

Apache

HTTP Server

Apache Tomcat

Java Servlet Server

JVM (1.4, 1.6) Java Virtual Machine

EasyPHP PHP and MySQL administration tool
MySQL Database management system
ArcView GIS 3.2 Maps geo-processing tool

GIMP 2 Image manipulation program
notepad++ Advanced text editor
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Acronyms

SwW Software

DLL Dynamic Link Library

SOA Service Oriented Architecture

XML Extensible Markup Language

UML Unified Modeling Language

GUI Graphic User Interface

OSGi Open Service Gateway initiative

IDE Integrated Developing Environment
DDBMS Distributed Database Management System
MVC Model View Controller

HCI Human-Computer Interaction

CH Cultural Heritage

MID MobiComp ID

POI Point Of Interest

MMPI MobiComp Multi Platform Interface

VTS Video Tracking System

ITS Inertial Tracking System

MEL MobiComp Enabler Library

PTA People Tracking Application

CAP Context Aware Platform

CaPUA Context-aware Preferences, Users, and Activities
SOFIA Smart Object For Intelligent Application
CIMAD Common Infrastructure/Context Influenced Mobile

Acquisition and Delivery
ARTEMIS Advanced Research & Technology for EMbedded
Intelligence and Systems
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