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ABSTRACT

In the last decade, manufacturing companies have been facing two significant challenges that push
towards a remarkable transformation of their factories. First, digitalization imposes adopting the
technologies that fall into the principles of Industry 4.0 and that allow creating smart, connected, self-
aware, and self-predictive factories. Second, the incredible attention on sustainability imposes to
evaluate and reduce the impact of the implemented solutions from economic and social points of
view. Production processes transform raw materials into finite products, involving considerable
investments in materials, machinery, technologies, and people. The main goal of manufacturing
companies is to remunerate such investments by increasing productivity while keeping qualitative
standards of produced goods and ensuring the safety of working environments. At the center of these

conflicting goals, the maintenance of physical assets assumes a critical role.

On the one hand, increasing the reliability and the availability of production systems leads to the
minimization of systems’ downtimes; on the other hand, the proper system functioning avoids
production wastes and potentially catastrophic accidents. Digitalization and new ICT technologies
have assumed a relevant role in maintenance strategies. First of all, they allow assessing the health
condition of machinery at any point in time. Moreover, they allow predicting the future behavior of
machinery so that maintenance interventions and the spare parts supply can be planned, and the useful

life of components can be exploited, ideally, until the time instant before their fault.

Predictive Maintenance typically involves four steps, i.e., data acquisition, feature extraction,
diagnostics, and prognostics. First, signals like vibrations, currents, acoustic emissions, and others
are collected through sensors installed on the most critical components. Then, signal processing
techniques are applied to extract relevant and synthetic information revealing the health condition of
the monitored components. Finally, in the case of data-driven Predictive Maintenance, Machine
Learning algorithms are applied to find the relationships between the extracted parameters and the
health condition (diagnostics) and predict the Remaining Useful Life (RUL) of components or
systems under analysis. This process highlights the importance of two aspects, i.e., the data collection
and the data analysis. Data acquisition is critical because of the high volume of structured and
unstructured data generated by equipment in Smart Factories. The data analysis is critical because of
the lousy quality of collected data, which are often unprovided with additional context-related
information required by typical machine learning approaches.



This dissertation aims to provide insights on Predictive Maintenance goals and tools in Industry
4.0 and propose a novel data acquisition, processing, sharing, and storage framework that addresses
typical issues encountered by machine producers and users. In particular, the research elaborates on
two research questions that narrow down the set of potential approaches to the problem of data
acquisition, processing, and analysis for fault diagnostics in evolving environments. The research
activity is developed according to a research framework, where the research questions are addressed
by research levers that are explored according to research topics. Each topic requires a specific set of
methods and approaches; however, the overarching methodological approach presented in this
dissertation includes three fundamental aspects: the maximization of the quality level of input data,
the use of Machine Learning methods for data analysis, and the use of case studies deriving from both

controlled environments (laboratory) and real-world instances.

Initially, this dissertation depicts the state-of-the-art literature and industrial practice in fault
diagnosis in the Industry 4.0 era and identifies the main research trends over the last years. The other
two chapters illustrate the research activity. The first focuses on developing a framework for data
collection and processing at the edge and data storage in the cloud, and the second narrow down the
research focus to diagnostics in evolving environments. The explored research topics lead to

theoretical, methodological, and practical contributions highlighted in the last chapter.



SOMMARIO

Negli ultimi decenni le aziende manifatturiere hanno affrontato, e stanno ancora affrontando, due
grandi sfide che le spingono verso una profonda trasformazione dei loro impianti di produzione. In
primo luogo, la digitalizzazione, che impone 1’utilizzo di una serie di tecnologie che possono essere
racchiuse nel concetto di Industria 4.0 e che consentono di creare fabbriche intelligenti, connesse,
consapevoli e in grado di prevedere il futuro. In secondo luogo, 1’attenzione in tema di sostenibilita
impone di valutare e ridurre I’impatto delle soluzioni adottate sia dal punto di vista economico che
sociale. | processi produttivi trasformano materie prime in prodotti finiti, richiedendo quindi enormi
investimenti in materiali, impianti, tecnologie e persone. L’obiettivo principale delle aziende
manufatturiere € la remunerazione di tali investimenti, resa possibile dalla massimizzazione della
produttivita, cercando, al tempo stesso, di mantenere lo standard qualitativo promesso al cliente e
assicurando la sicurezza degli ambienti lavorativi. Al centro di questi tre obiettivi in conflitto tra loro,
la manutenzione degli impianti assume un ruolo centrale. Da un lato, I’aumento dell’affidabilita e
della disponibilita delle macchine porta alla minimizzazione dei fermi impianto dovuti a guasti
improvvisi; dall’altro lato, il loro funzionamento corretto evita scarti di produzione e incidenti
potenzialmente catastrofici. La digitalizzazione e le nuove tecnologie ICT (Information and
Communication Technology) hanno un impatto notevole sulle strategie manutentive. Non solo
consentono di conoscere lo stato di salute dell’impianto in qualsiasi momento, ma consentono di
predirne il comportamento futuro, in modo che gli interventi manutentivi, cosi come
I’approvvigionamento delle parti di ricambio, possano essere pianificati con un certo anticipo, e la
vita utile di componenti e sistemi possa essere sfruttata, idealmente, fino all’istante di tempo

immediatamente precedente al guasto.

La Manutenzione Predittiva in genere si articola in quattro step, che sono la raccolta dei segnali,
I’estrazione di parametri rilevanti, la diagnostica e la prognostica. Prima, segnali come vibrazioni,
correnti, emissioni acustiche, e altri, vengono raccolti tramite opportuni sensori montati su
componenti critici. Poi, il segnale grezzo viene processato in modo da estrarre delle grandezze
rilevanti e sintetiche che sono in grado di rivelare lo stato di salute del componente o sistema
monitorato. Infine, nel caso di approcci data-driven, vengono utilizzati algoritmi di apprendimento
automatico per individuare le relazioni che sussistono tra le grandezze estratte e la condizione di
salute (diagnostica) e predire la vita utile residua. In questo processo, possono essere individuate due

aspetti critici: la raccolta dati ¢ 1’analisi dati. La raccolta dati & particolarmente ostica data I’elevata



mole di dati, piu 0 meno strutturati, generati da un impianto. La parte di analisi dei dati, invece, si
complica a causa della difficolta nell’ottenere dati di qualita, ovvero corredati di tutte le informazioni

al contorno necessarie per I’applicazione degli algoritmi di apprendimento automatico.

L’obiettivo di questa tesi ¢ quello di fornire degli approfondimenti sugli obiettivi e strumenti per
la Manutenzione Predittiva nell’era dell’Industria 4.0 e¢ di proporre una metodologia per
I’acquisizione, 1’analisi, la condivisione e la memorizzazione dei che risponde ai problemi tipici
incontrati sia dai produttori che dagli utilizzatori delle macchine. La ricerca si basa sue due Research
Questions, che focalizzano 1’attenzione sull’insieme di possibili approcci ai problemi
dell’acquisizione dati e della loro analisi per la diagnostica in ambienti dinamici. In particolare, per
rispondere a tali domande, la ricerca presentata approfondisce alcuni argomenti all’interno di una
cornice ben definita, esplorati rispetto ad alcune leve. Sebbene ciascun argomento richieda metodi ed
approcci specifici, si puo definire un quadro metodologico comune, basato su tre aspetti fondamentali:
la massimizzazione del livello di qualita dei dati in input, I’utilizzo di algoritmi di apprendimento
automatico per 1’analisi dei dati, e 1’utilizzo di casi studio sia forniti da aziende che condotti in

laboratorio.

All’inizio, la tesi illustra lo stato dell’arte dell’attuale letteratura e pratica industriale sul tema della
diagnostica nell’era dell’industria 4.0 e identifica le direzioni della ricerca negli ultimi anni. I
successivi due capitoli illustrano le attivita di ricerca. Il primo si focalizza sullo sviluppo della
metodologia per la raccolta e 1’analisi dei dati a bordo macchina e la loro memorizzazione in un cloud
centrale, mentre il secondo si concentra sulla diagnostica in real-time nei contesti dinamici. | risultati
ottenuti, che portano contributi alla ricerca, alla metodologia e supportano le aziende a livello tattico

e strategico, saranno illustrati nell’ultimo capitolo.
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“There are known knowns; there are things we know we know. We also know there are known
unknowns; that is to say, we know there are some things we do not know.
But there are also unknown unknowns—the ones we don 't know we don’t know”

Donald Rumsfeld, US Secretary of Defense
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1. INTRODUCTION

Almost all physical objects in our lives are subject to degradation or are willing to fail at a certain
point in their lives. This statement is particularly true for industrial assets, consisting of several
components that perform a determined function until one or more of them do not function properly
anymore. When a component or system reaches its end of life, it needs to be repaired or replaced. In
industries, the maintenance function is the business unit that deals with the health management of

physical assets.

Maintenance is a collection of actions intended to retain an item or restore it to a state where it can
perform a required function (Brundage et al. 2019). Therefore, maintenance directly impacts
productivity since the failure of a component may cause unplanned production downtimes, whose
duration may vary depending on the type of needed actions and the availability of spare parts. Besides,
the output quality of a production system may be compromised when an item does not work correctly,
and the safety of working environments is also compromised. In other words, maintenance impacts

the company's economic, environmental, and social dimensions (Holgado, Macchi, and Evans 2020).

In 2016, maintenance expenditures and preventable losses in discrete manufacturing were
estimated at $193.6 billion U.S. dollars (Thomas and Weiss 2021). Lemes and Hvam (2019) divided
maintenance costs into eight different families, including production loss, wages, assets, components,
institutional, energy, IT, and outsourcing. Maintenance assumes a critical role in the firm's
profitability (Alsyouf 2007) (Maleti¢ et al. 2014) too, and from a cost center, it becomes a profit

center. From a necessary evil, it becomes a critical aspect in the achievement of the company's goals.

Since maintenance cannot be eliminated, it must be well-managed. Planned downtimes may be
less expensive than unplanned interventions. For this reason, reactive maintenance, which is
performed after a failure occurs, is replaced by preventive maintenance first and predictive
maintenance then (Poér, Zeniek, and Basl 2019). Preventive maintenance aims to schedule
interventions on physical assets depending on statistical parameters extracted from historical
databases. The problem of preventive maintenance is twofold: the lack of historical data and the
potential loss of useful life without eliminating the possibility of breakdowns during the defined
optimal interval between two consecutive interventions. On the contrary, predictive maintenance does
not rely on historical data only. Instead, it considers the actual condition of machinery to decide

whether and when performing a maintenance intervention.
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Predictive Maintenance (PdM) is the process of determining maintenance actions according to
regular inspections of equipment’s physical parameters, degradation mechanisms, and stressors to
correct problems before machine-down occurs (Fraser, Hvolby, and Watanabe 2011). In other words,
relevant parameters, like vibrations, acoustic emissions, currents, pressures, temperatures, and others,
can be monitored in a continuous or discontinuous way, and the health condition of the system can
be assessed at any point in time based on their values. Finally, predictions on future health conditions
and the Remaining Useful Life (RUL) of the monitored component or system can be made (Lei et al.,
2018). These predictions will be the basis for scheduling maintenance interventions and spare parts

supply, and optimizing maintenance actions (de Jonge and Scarf 2020).

Manufacturing companies and equipment manufacturers face two significant changes affecting
their business: digitalization and sustainability (Jasiulewicz-Kaczmarek, Legutko, and Kluk 2020).
The development of sensor technologies and Industry 4.0 tools and principles offers a remarkable
opportunity for health system management. Machinery is equipped with sensors able to collect data
at high frequencies; machinery in the same shop floor communicate with each other and are connected
to a central server, where the data of machinery installed in other plants can be gathered. The
differences between the current Industries and Industry 4.0 are divided into three main lines:
components, which become self-aware and self-predictive; machines, which become self-aware, self-
predictive, and self-compare; productive systems, which become self-configure, self-maintain, and
self-organize (Zonta et al. 2020). Therefore, the type of data and their analysis objectives are the

differentiation key of digitalized industries compared to traditional industries.

In this context, considering data science into maintenance management is fundamental. Data
science takes place in five different steps: data retrieval, data preparation, exploration data analysis,
modeling, and presentation (Sajid et al., 2021). Data are collected from multiple sources and need to
be integrated and converted in a structured way; raw data are high in volume and can be redundant
or irrelevant. Data science helps discover possible trends by extracting statistical measures; data
science helps model the historical data to make reference trends available for future decisions. These
steps basically can be associated with the steps of a typical PdM system: data collection (data

retrieval), feature extraction (data preparation and EDA), diagnostics, and prognostics (modeling).

In the literature, there are plenty of Machine Learning algorithms applied to PdM of specific
components, like rolling bearings, gearboxes, wind turbines, and others. Given the multi-disciplinary
nature of the problem, and the high number of models and tools that can be adopted, a literature

review covering all topics is not trivial nor helpful. For this reason, this dissertation will analyze the
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research background and review the literature topic by topic, with the aim to provide general concepts

and guidelines for further investigation.

Although the high number of publications, the use of Al in industrial environments is still in its
infancy. The large body of existing literature on diagnostics and predictive maintenance focuses on
improving the accuracy of ML models. However, the problem with Industrial Al is not the technology
but how to produce application value (Lee, 2020). As Lee (2020) states in his book on Industrial Al,
the typical elements of Al, i.e., algorithms, Big Data, and computational power, become algorithms,
analytics, and computational platform in Industrial Al. Unlike algorithms, analytics refers to
modeling the algorithms in specific application scenarios and for specific objectives. Contrary to
Internet Big Data®, Industrial Big Data needs to manage the 3Bs challenges, named Broken data (data
integrity), Bad quality data, and Background (context and domain of data). Finally, besides
computational power, the computational platform for Industrial Al should also encompass cloud,
edge, and fog computing to integrate endpoints with the cloud and integrate distributed systems with

centralized ones.

Within the big challenge to fit the Al in industries, there are more specific issues concerning Big
Data and Machine Learning for PdM in Industry 4.0 (Dalzochio et al., 2020). Concerning Big Data,
the amount of the data and their acquisition are of a significant concern. A large amount of generated
data limits the opportunity of real-time monitoring because of latency, bandwidth, and network
scalability. Moreover, data acquisition deals with unstructured data, which may have missing values
and annotations (contextual data). Concerning ML, the main issues are the data quality
(heterogeneity, unbalanced data, lack of run to failure data), the training of large datasets, the dynamic
nature of industrial environments, and the lack of a universal model that applies to multiple scenarios.
To deal with issues, evolved approaches like deep learning and transfer learning have been proposed.
Although the promising results of these tools, how to construct deep learning-based diagnosis models
subject to particular issues in the revolution of big data, and how to improve the interpretability of

the deep learning-based diagnosis models are worthy of being further investigated (Lei et al. 2020).

Finally, Original Equipment Manufacturers (OEMS), who are interested in a PdM as a post-sale
service, show several limitations and requirements, including the difficulty to get the data from their
clients because of transferring and storage limited space, the difficulty to get labeled and contextual
data, and the difficulty to conduct, in the same time, PdM at a component-level and a system-level
(Calabrese et al., 2021).

1 The 5 V’s of Internet Big Data are volume, velocity, variety, veracity, and value
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To summarize the illustrated research background, Figure 1 locates the issues mentioned above

into three boxes, corresponding to different categories:

Technology-related issues (1) concern the Industry 4.0 technologies, like 10T, Big Data, and

Machine Learning. They include the complexity of Big Data collection and analysis in 10T
environments, the data sharing among different actors (clients and machine manufacturers)
under privacy constraints, the quality of the data that will input intelligent algorithms, and
their integration into structured databases;

Domain-specific issues (2) concern the specific domain of application of PdM, i.e., production

plants. They include the lack of historical data related to faulty conditions (unbalanced
datasets), the lack of operating and environmental data (unlabelled datasets), the dynamic
nature of industrial environments, and the economic and temporal constraints that limit the
collection of the necessary data and information;

Methodology-related issues (3) concern the methodology to realize a PdM system. They

include the lack of a comprehensive methodology, including component-level and system-
level PdM, and a structured information storage and sharing system.

/—o LI T ) o\\

Big Data R /- Unbalanced Datasets R . Component-level h
IloT . Unlabelled Datasets P
. . . « System-level
Data sharing . Dynamic environments . ]
! = : « Information storage
Privacy . Economic and temporal . ©

Information sharing

Data quality and integration AR contraints

- 4 . < - 4

Data-driven } [ Real-time } [ Self-learning } [ Interpretable }

Figure 1 Research background framework

Given the three categories, the research project presented in this dissertation falls within the scope

of creating a framework including all elements needed for data collection, sharing, storage, and

analysis, that allows industries to monitor and assess the health condition of machinery continuously

either in their plants or spread worldwide to their clients' plants. In particular, according to (R. Li,

Verhagen, and Curran 2020), the framework includes physical, logical, and functional architectures,

which allow implementing a data-driven methodology that (1) provides real-time feedback on the

machinery health condition, (2) autonomously recognizes novel behaviors based on historical and
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current data, (3) gives interpretable results that will feed optimization models for maintenance

activities optimization.

Based on these statements, the research is motivated by three research questions discussed in detail
in the next section, followed by the research purpose and objectives. Then, the scope and demarcation

behind this thesis, the research framework, and the adopted methodology are illustrated.

1.1 Research questions and objectives

This thesis is primarily motivated by the following questions.

RQ 1. How can a Predictive Maintenance system that takes advantage of Industry 4.0
technologies and data-driven solutions be implemented to extract information about the
health condition of machinery in real-time, and provide interpretable results to schedule

maintenance activities from the double perspective of machinery producers and users?

Such a question is broad and can be approached from a variety of angles and standpoints. In addition,
the introduction of the 14.0 concepts and technologies increases the complexity of RQ 1, making it a
multi-disciplinary problem that requires acting at different levels. In particular, the core of a health
management system is transforming raw data into useful information to support the decision-making
process. However, data-driven solutions impose challenging issues from two main points of view,
mainly derived from the constraints of the current real-world factories. First, the lack of a systematic
methodology for choosing the right tools or sources for data collection, and the lack of proper
infrastructure for managing the massive data could be potentially available from one or more plants.

Hence, RQ 2 is formulated as follows:

RQ 2. How can industries collect and store enough but essential condition monitoring

data from their machinery?

Underpinned by this research question, the first purpose of this thesis is to exploit the experience
derived from several collaborations with industries in the Emilia Romagna region and the knowledge
acquired from the existing literature for proposing a classification of the available data sources and
explaining how each kind of extracted data can contribute to building a health management system.
Furthermore, defining how to share the data among different actors, which data need to be shared,
and how data have to be organized are also the objects of this dissertation. In other words, this research
question acts at the basic level of a predictive maintenance system, which collects the correct data

and transforms them into a suitable form to be transferred and analyzed.
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RQ 3. How can condition monitoring data be processed and analyzed for real-time

detection and identification of machinery faults in evolving environments?

The second issue posed by data-driven solutions is related to the lack of historical data and the
dynamic nature of industrial environments. Hence, RQ 3 requires acting at the data analysis level,
which focuses on different approaches and learning paradigms to integrate historical information with
streaming data to provide real-time feedback on the machinery health condition for the maintenance
actions scheduling.

The second and third research questions can encompass a wide range of related sub-issues. For
this reason, this thesis includes a set of research topics that are underpinned by specific objectives.

These will be explicated in the following sections.

In addition, a transversal goal of this thesis is to provide knowledge to both scholars and
practitioners on the criticalities affecting the realization of a predictive maintenance system for the

health management of industrial assets.

1.2 Scope and demarcations

The breadth of the research scope as it was previously introduced makes it essential to delimit the
research area by defining the demarcations. The research presented in this dissertation presents
limitations related to the hardware technologies, the set of selected topics, and the optimization

models for the maintenance decision-making process.

Firstly, research does not intend to discuss in detail the technical characteristics of the physical
architecture of the PdM system. This thesis focuses on concepts and principles of Industrial 10T, cloud
and edge computing, giving attention to how the different tasks should be distributed among these
actors, which kind of data should be stored in the corresponding memories, and when data and
information should be transferred. The definition of the connection types and the performance

evaluation in terms of required bandwidth, latency, and scalability are left out from this dissertation.

Secondly, the research topics included in this dissertation gravitate around three macro areas only.
These are feature extraction and reduction, diagnostics, and novelty detection. Even the approaches
and methods to investigate these macro-areas reflect a specific standpoint. This thesis introduces a
framework for predictive maintenance in manufacturing and assembling industries, which are still
beginning their transformation toward the smart factory. Hence, complicated and innovative
approaches are left out from this dissertation. Similarly, the lack of historical industrial data about

failure progressions made it hard to perform prognostics and RUL prediction. However, the proposed
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framework also includes modules for prognostics, for which, best models and solutions will be

investigated and validated in the future.

Finally, given the limitations mentioned above, the multi-disciplinary nature of the research topic,
and the lack of a complete implementation of the framework in the industrial context, this dissertation
does not perform an economic evaluation of results. In general, the estimation of the savings
achievable through maintenance optimization is challenging. In addition, in the literature, very few
works deal with this issue, and most of them are focused on maintenance strategies optimizations
rather than the evaluation of predictive maintenance investments and costs. Finally, since the
proposed framework and methodology consider implementing an infrastructure that also affects other
business units, a more comprehensive study should have been conducted to assess the economic

impact of an lloT-based Predictive Maintenance system.

The introduced demarcations both identify the research path and expose the limitations of this
thesis. Further limitations deal with the specific methodologies applied to study the following

research topics. Therefore, they are discussed within each specific chapter.

1.3 Research framework

The research presented in this dissertation has been developed within the framework illustrated in
Figure 2, where the research topics and levers corresponding to each research question are identified.

Research Questions Research Levers Research Topics
~H LemmTTTITTEES el 1) ACTING ON OFFLINE [ e ]
[___.._._ Fi. - RQ3 | ANALYSIS 1 Supervised leaming
I e TS 2) ACTING ON STREAMING - ;:I::‘l";]l” and _“3"'“12'.‘[“[_“"“”; ]
_ Nﬁ ANAL VSIS - Semi-supervised and incrementa
[__]|E\ =TT leaming
[aE D/' i 3)  ACTING ON THE [ T T ]
[__:]r\\d] i: EEE—— [ METHODOLOGY DESIGN lIoT-based Predictive Maintenance
— i
| i
i
i
RQ] I N =i 1)  ACTING ON DATA [ ) - ] ]
. ., COLLECTION AND SHARING - Edge-cloud infrastructures
1 7 cmm e RQ2 2)  ACTING ON DATA - Signal processing, feature
{ n=fg - ™ REDUCTION extraction/selection/reduction

Figure 2 Research Framework

Two research levers are proposed to address RQ 2. The first one explores the collection of the data
from machinery that are able to provide helpful information about their health status. Hence, it

explores the infrastructure for data collection and sharing among different actors to improve the
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quality and quantity of raw data and the real-time monitoring of assets. In particular, given the
demarcations mentioned in the previous section, research is conducted on existing edge-cloud
infrastructures, the benefits they bring to the whole plant, and where performing computation and
storage. The second research lever deals with reducing the amount of collected data to improve the
informative content of the data and facilitate their transmission and storage. This lever explores signal
processing and dimensionality reduction techniques that extract or select synthetic and relevant

information from raw data.

Three research levers are proposed to address RQ 3. The first one deals with using supervised ML
approaches for batch analysis to improve the system's diagnostic capability. The second lever deals
with the use of unsupervised and incremental learning for streaming data to identify the unknown
behaviors of the machine under analysis, face the dynamic nature of the industrial environment, and
deal with the different operating conditions of machinery. In other words, the problem of novelty
detection in evolving environments is addressed. Finally, the third research lever deals with
integrating the outputs of the offline and streaming analyses to provide a methodology to design a
general framework for the realization of Predictive Maintenance, including the logical connections
between the different functions of the health management system, and addressing defined

stakeholders’ requirements.

1.4 Methodology

The methodology used during the research activity and described in this dissertation includes
different approaches, models, and research tools according to each specific research topic. In
particular, three main pillars can be identified. These will be illustrated with more details in the

following.

Firstly, integrating different kinds of input data from physical assets (1) assumes a critical role in
addressing the research questions formulated in Section 1.1. In particular, a first distinction can be
made between sensor data and other data types, like event data and log data. In the first case, the data
are collected from sensors installed on the machinery at high frequencies and generally specific to
each component or sub-systems. On the other hand, event and log data are low-frequency data that
may contain general information about the maintenance interventions carried out during the operation
and the machinery setting parameters (contextual data). The second distinction of input data can be
made between historical data and streaming data. Historical data are generally collected from the
machinery in several known health conditions and stored in an offline database, from which they will

be picked for batch analysis aiming to build predictive models. On the contrary, streaming data are
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collected during the machinery functioning and are generally transmitted to a cloud or temporarily
stored in edge devices. The development of proper tools and architectures for data collection,
integration, and storage represents one of the biggest challenges in Smart Factories.

Second, research activity focuses on Machine Learning (ML) and Deep Learning (DL) techniques
for analyzing the collected data (2). In particular, the goal is twofold. On the one hand, ML and DL
aim to build accurate models on historical data, where accurate stands for capable of well-separating
data referring to each known health condition of machinery and classifying them according to the
health condition. Then, the so-built models are modified and integrated to make inferences on
streaming data to provide real-time feedback on the current health condition of machinery and adapt

themselves to novel conditions.

To achieve (2), the use of case studies and proof-of-concept deriving from real-world instances is

preferential to validate the proposed diagnostic solutions. The case studies constitute the third pillar
A).

Based on these pillars, several research topics are explored according to a specific protocol that
deserves special attention in this chapter. Such protocol is illustrated by the mean of a framework
represented in Figure 3. As shown in the figure, the real-world complex system considered in this
dissertation consists of machinery (potentially) distributed in different plants located all over the
world. Machinery produces a significant amount of data, which are temporarily stored in the edge
devices. The protocol suggests reducing data at the edge and gathering and storing such reduced data
into a central cloud. Here, collected data can be organized into relational databases to support the
decision-making process. For instance, the relevant information can be grouped for component,

machinery type, product family, and client.

Component level
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[\- R Client level

e ﬁ. e RTINS Databases design Modellmg and ‘
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Figure 3 Research Methodology
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Data in this form can successively be investigated through models that explain the behavior of the

observed system.

1.5 Research activities

The research activity performed with respect to the introduced research levers led to a set of
outcomes summarized in Figure 4. These outcomes contribute to the research scope following the

two research sub-questions and have been obtained by adopting different perspectives.
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Figure 4 Outcomes of the research activity
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According to an operational perspective, some outcomes support the performance improvement
of the daily information. In contrast, others support the strategic decision-making on how to use the
daily data and information to maintain and enhance the remote monitoring of plants in the long term
(i.e., strategic perspective). In addition, the two perspectives can be associated with the two main
actors interested in the proposed PdM system, i.e., Original Equipment Manufacturers (OEMs) and
clients. OEMs assume a more strategic perspective and are interested in the information extracted
from raw data rather than receiving continuous data flows. On the contrary, clients assume an
operational perspective since they are interested in continuous monitoring and real-time feedback to
avoid machinery shutdown. Finally, these two perspectives and actors also require different times of
data collection and storage. Hence, computing and storage can be divided between edge and cloud.
At the edge, the tasks to achieve the daily clients' objectives can be realized, while the data storage
and organization and the models training can be realized into the cloud, which acts as a service for

edge computing and provides information for strategic purposes.

The research outcomes generated to address RQ 2 include the framework for data collection, the
DB organization in the cloud for information collection and sharing, the evaluation of different
methods for data processing, and the distinction between system-level and component-level features
that allow performing different kinds of task. As illustrated in Figure 4, the first outcome impacts
both perspectives since the data are collected at the edge, processed, and then sent to the cloud. The
third outcome impacts only the operational perspective since data reduction is performed at the edge,
while the remaining two outcomes impact only the strategic perspective since OEMs take the most

advantage from the contained information.

The research outcomes generated to address RQ 3 include evaluating several offline and batch
diagnostics models, streaming anomaly detection and incremental novelty detection approaches, and
their integration into the framework for information collection, storage, and sharing. The first two
outcomes impact both perspectives since they are based on models training in the cloud and models
inference at the edge. Instead, the last outcome only impacts the strategic perspective since it
represents a way to achieve specific goals and can be integrated with the functionalities required by

the system owner.

1.6 Thesis outline

This thesis has been developed following the research framework presented in previous sections.
The defined research levers and research topics have been arranged in a sequence of chapters, as

shown in Figure 5.
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Chapter 1 introduces this dissertation by outlining the context investigation, the research questions

and objectives, the research framework, and the methodological approach.

1. INTRODUCTION

{' Research Questions and objectives

Research Framework
Methodology
Research Activity

2. DIAGNOSTICS AND PROGNOSTICS IN THE INDUSTRY 4.0

Literature and industrial practices

+  Literature: tools

« Literature: frameworks and methodologies
¢ Industrial applications

3. DATA COLLECTION AND PROCESSING FOR SYSTEM

HEALTH MANAGEMENT

1) ACTING ON DATA [ o ] ]
[ COLLECTION AND SHARING ] - Edge-cloud infrastructures
2) ACTING ON DATA - Signal processing, feature
REDUCTION extraction/selection/reduction

. THE INTEGRATION OF LEARNING PARADIGMS FOR

SYSTEM HEALTH MANAGEMENT

P
/l) ACTING ON OFFLINE

ANALYSIS - Supervised leaming ]

- Anomaly and novelty detection
- Semi-supervised and incremental
learning

2) ACTING ON STREAMING
ANALYSIS

3) ACTING ON THE
\ METHODOLOGY DESIGN
\

5. CONCLUSION REMARKS

Figure 5 Thesis outline

- loT-based Predictive Maintenance ]

Chapter 2 discusses the current industrial practice on maintenance of production systems in the era
of Industry 4.0 to provide the reader with the reasons driving the choice of the research topics (see
section 2.5). The chapter illustrates a literature review on the problem, facing it from three points of
view, i.e., the object (diagnostics and prognostics), the tools (Machine Learning), and the technologies
(Industrial 10T, edge, and cloud computing). Section 2.2 introduces the concept of diagnostics and
prognostics, which represent the primary goals of a PAM system. Section 2.3 introduces the main
concepts and tasks of Machine Learning, which is the primary tool adopted for data-driven

diagnostics and prognostics. Finally, section 2.4 introduces definitions and characteristics of
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emerging Industry 4.0 technologies, like Industrial Big Data, Industrial Internet of Things, edge

computing, and cloud computing.

Chapter 3 addresses RQ 2 by exploring the two research topics underpinned by two strategic levers,
as illustrated in the figure. First, a literature review on existing edge-cloud architecture for Predictive
Maintenance, signal processing techniques, and dimensionality reduction models is provided in
Section 3.1. Then, The first lever, acting on data collection and sharing, is reported in section 3.2,
while the second, acting on data reducing, is in section 3.3. Subsections from 3.2.1 to 3.2.6 illustrate
the data collection process of several case studies. In particular, the first case study considers a test
rig built by the research team of the Department of Industrial Engineering of the University of
Bologna. It is considered operating in a controlled environment since several scenarios are simulated
according to a specific object, and datasets are labeled, balanced, and complete. The other three case
studies consider sub-systems of automatic machinery, and the data have been collected by machinery
producers during simulations or by their clients during production. Hence, they are considered
operating in uncontrolled environments. Case studies on Data Processing are reported in sections
3.3.1, 3.3.2, and 3.3.3, in which applications of signal processing techniques, feature selection
methods, and feature construction methods are described. Finally, in section 3.4, relevant conclusions

are drawn, and the outcomes of the research activity are provided.

Chapter 4 addresses RQ 3 by exploring three research topics underpinned by three strategic levers,
as illustrated in the figure. First, a literature review on classification models for fault diagnosis and
detection and novelty detection approaches is provided in section 4.1. Then, the first level, acting on
offline and supervised ML models for diagnostics, is reported in subsection 4.2. Sections 4.3 and 4.4
report the strategic levers of online and streaming analysis and the methodology design, respectively.
In particular, the offline analysis is divided according to two objectives, i.e., operating setting
recognition and fault diagnosis, which are addressed in sections 4.2.1 and 4.2.2, respectively. Section
4.3.1 describes the deep learning approach for novelty detection, and results of the analysis are

provided in section 4.3.2.

Finally, chapter 5 concludes the dissertation by illustrating the obtained results and the managerial

insights and proposing potential future developments.

The readers interested in exploring some of the presented research topics are referred to the list of

appended papers.
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2. DIAGNOSTICS AND PROGNOSTICS IN INDUSTRY 4.0:

LITERATURE, TOOLS, AND INDUSTRIAL REQUIREMENTS

In the last decades, scientific and industrial interest in asset health management has grown,
together with Information and Communication Technologies (ICT) and digital innovation of
factories, whose elements fall into the concept of Industry 4.0. In this context, machines are connected
into an Industrial Internet of Things (I10T) that enables the collection of as much data as possible
from all complex physical assets on the shop floor, their transmission into the cloud, and their
processing with intelligent algorithms to make factories more productive, less costly to operate, and
more reliable (Balogh et al. 2018). From a strategic point of view, the knowledge of the exact assets'
health condition in a given time instant has become an essential driver in the maintenance
management, since it provides the opportunity of setting efficient, just-in-time, and just-right
maintenance strategies, resulting in the maximization of the production profits and minimization of
all costs and losses, including asset ones (Compare, Baraldi, and Zio 2020). From an operational point
of view, this implies the collection of large volumes of data from multiple sources and requires proper
Big Data processing technologies to build an integrated environment in which the production process,
and the maintenance process, can be represented transparently and managed in a more efficient way

(Yan et al. 2017). Hence, two areas of interest can be highlighted among Industry 4.0 technologies.

The first area corresponds to the scope of the analysis itself, i.e., maintenance of physical industrial
assets, and concerns the analysis of the collected data to increase the knowledge about assets' health
management. In this context, Karim et al. (Karim et al. 2016) developed a concept for Maintenance
Analytics, which aims to improve information extraction and knowledge discovery from industrial
Big Data to support the maintenance decision-making process. The proposed concept is based on four
interconnected and sequential phases:

1. Maintenance Descriptive Analytics. It uses retrospective analysis of maintenance processes
and the evaluation of proper KPI (e.g., the machine with less availability) to answer the
question "what happened?"

2. Maintenance Diagnostic Analytics. It identifies the relationships between the event (failure)
and its cause (e.g., the gearboxes failed because of an overload of the braking force) to answer

the question "why it happened?"
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3. Maintenance Predictive Analytics. It uses historical data and forecasting analysis to answer the
question "what and when will happen?"

4. Maintenance Prescriptive Analytics. It aims to prescribe optimal actions in real-time and
analyze potential decisions and their interactions. In other words, it answers the question "what

should be done?"

The second area of interest is related to the infrastructure to collect, transmit, and store data that
allows monitoring the equipment's technological processes and health condition. Considering that a
large volume of data is generated on the shop floor, creating systems that enable data collection from
different data sources automatically and transparently is necessary (Yan et al., 2017). For this
purpose, the development of data collection systems demands an efficient selection of technologies
to collect data based on loT technologies (Cachada et al. 2019). In particular, the hardware

architecture should allow (Vlasov et al. 2018):

1. Transfering signals from the field level devices (sensors) to engineering units and transfer of
information to a data collection station (monitoring of engineering system);

2. Executing algorithms for calculating physical quantities to take into account the obtained data
(processing of obtained data);

3. Controlling technical systems, taking into account the built-in algorithms (self-diagnostics of
the central nodes);

4. Creating and transmitting warning and alarm signals (timely notification and assistance in

decision-making).

Within the Industry 4.0 context, these areas have become strictly dependent. Traditionally,
processing methods relied on local high-performance computers and simple parallel operations to
improve computational power. However, these conventional in-house computers with constrained
resources, i.e., storage, memory, and processing power, and also cloud data centers, are not suitable
to address the Big Data challenges, mainly due to scalability and computational complexity, and the
higher latency and network usage due to the vast geographical distance between IloT devices and
cloud data center (Teoh, Gill, and Parlikad 2021). Hence, there is a need to overcome the limitations
of original relational databases and serial algorithms by developing new types of distributed
processing systems (Madden 2012). That goal can be achieved by considered the current Big Data
processing systems, which are are mainly focused on batch processing of historical monitoring data

and real-time processing of online data (Y. Xu et al. 2017):
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1.

Offline batch processing aims to uncover valuable information from accumulated massive data
for fault prediction, and it is more suitable for mass stored data, as it focuses more on the
accuracy and comprehensiveness of analysis rather than real-time diagnosis.

Real-time stream processing, needed in variable and complex operating conditions to realize a

real-time diagnosis and ensure timely maintenance.

Within the context generated by the interconnection between hardware and software elements that

realize different tasks to achieve the digitalization of the factory and impact all industrial functions,

defining the burden of the research, and the elements that contribute to the defined object, is

necessary. Figure 6 depicts the main elements of research, listed according to 4 Ws questions:

1.

Why, to express the ultimate goal of this research, that is the real-time health assessment of
physical assets installed in one single or more production plants;

What, to express the main research activities to achieve the goal mentioned above. Diagnostics
and prognostics, which aim to detect and predict faults, represent the object.

How, to express the tools to address diagnostics and prognostics. In this research, only data-
driven approaches based on Machine Learning and Deep Learning are considered,
Where/When, to express the computing location, i.e., where ML algorithms are trained and

applied to make the inference, and the time in which they are used (batch or streaming).

Diagnostics and
Prognostics

Machine
Learning

N

Real-time health assessment

Figure 6 Research objects

The following sections address the defined topics. First, an analysis of the existing literature is

presented to discover the research trends and the state-of-the-art. Then, an overview on prognostics

and diagnostics, Machine Learning algorithms, and I10T, edge, and cloud computing technologies is

provided to describe general concepts of such tools.



2.1 Research trends

In order to support companies and managers during the initial step of a predictive maintenance
system implementation, scholars are called to develop accessible and data-driven diagnostics and
prognostics models to handle the large amount of data generated by connected machines. This chapter
presents a bibliometric analysis to explore the scientific landscape on data-driven Predictive
Maintenance and provide the reader with an initial macroscopic overview of the literature on the

topic.

A database containing all the papers addressing the topic was analyzed through a pattern
classification tool, identifying main research trends over the last decade. The dataset was retrieved on
September 13", 2021, from Scopus, one of the most widely used search engines among the scientific
community. The keywords included in the search query, i.e., condition monitoring & maintenance,
have been chosen because they represent the most general and fundamental concepts of Predictive
Maintenance, allowing collecting all papers addressing the equipment health assessment based on its
actual condition while leaving out other kinds of maintenance strategies. In addition, the research
query has been built to include only engineering and computer science areas to limit the search to the
engineering field and to the data-driven approach. Finally, keywords related to structural health
monitoring, which belongs to the civil engineering subject area, have been excluded to consider only
industrial applications. In total, 9473 were obtained, ranging from 1964 to 2022. The time span from
the first publication to the last one has been divided into seven bins of different duration to find
research trends. As shown in Figure 7, in the first 28 years, from 1964 to 1991, only 10% of papers

were published. A relevant increase in the number of publications can be seen from 2007. Indeed,

21.8%

16.3%
12.3%

10.3%

Percentage of published papers

1964 1991 2001 2006 2011 2016 2019 2022

Years

Figure 7 Distribution of published papers on Predictive Maintenance using condition monitoring techniques
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from 2007 to today, 70% of papers were published. In particular, 21.8 % of papers were published in
the period 2012-2016.

In order to track the evolution of maintenance approaches using condition monitoring data and the
adopted tools from 1964 to today, a keyword analysis has been conducted. In particular, three
categories of topics have been defined, i.e., condition-based maintenance, predictive maintenance,
and technologies related to Industry 4.0. For each period, the most adopted keywords have been
assigned to each category. For instance, diagnostics, fault diagnosis, Condition-Based Maintenance
are assigned to the first category. Similarly, prognostics, Remaining Useful Life, fault prognosis have
been assigned to the second category. Finally, keywords related to Machine Learning models, Big
Data, sensor networks, Internet of Things have been assigned to the third category. Results are shown
in Figure 8. It can be seen that Condition-Based Maintenance was subject to notable growth until
2016. In the meantime, Predictive Maintenance began to receive attention while ICT technologies
were still in their infancy. In 2016, the trend completely changed: papers related to Condition-Based
maintenance decreased, while papers addressing Industry 4.0 technologies increased notably. This
trend seems to continue in the following years, too.

Condition-based Maintenance Predictive Maintenance Industry 4.0 technologies
400
350
300
250
200
150
100

50

1964-1991 1992-2001 2002-2006 2007-2011 2012-2016 2017-2019 2020-2022

Figure 8 Publishing trends on maintenance strategies and tools

Although the subjective assignment of keywords to the three categories biases the results, an
increased use of ICT technologies in maintenance is undeniable. The new paradigm of Industry 4.0
promoted the factory's digitalization, enabled a faster and more reliable collection of data, and made
diagnostics and prognostics the core of maintenance optimization. On the other side, improvements

in infrastructure technologies, like sensors and computational power, made Artificial Intelligence
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(Al) a valuable opportunity for several industrial activities. Consequently, we are experiencing

exponential growth of published papers that belong to several knowledge domains.

A co-occurrence analysis of all the keywords in the database was conducted to provide a
demonstration of this statement. The citation information and keywords of the collected papers were
exported and analyzed through the freely available software VOSviewer to construct and visualize
bibliometric maps (van Eck and Waltman 2010). The software can draw bibliometric distance-based
maps, paying much attention to their graphical appearance and facilitating the users’ understanding.
Results are visualized in a map, where the relatedness of pairs of items is calculated with respect to
the number of documents in which they occur together. The fractional counting approach was
implemented since the focus was to identify all documents in which each keyword occurs at least
once, rather than the count of the total number of occurrences of a keyword. Given the high number
of papers and keywords, a minimum number of occurrences equal to 10 were set, and the study was
limited to the set of the most related keywords. All other settings have been given by default. The
distance among items was calculated based on the association strength (van Eck and Waltman 2010),
representing the ratio between the number of co-occurrences of term i and term j and the total number

of occurrences of i multiplied for the total number of occurrences of j. The higher the association
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strength between two nodes of the network, the shorter their distance is. The color scale refers to the
average year of publications. Therefore, Figure 9 provides an overview of the most cited keywords
over the years, from 2007 to 2022, enabling to identify the most debated research topics.

A preliminary analysis showed how the highest color variation is limited to the period between
2012 and 2020. Therefore, the color scale was re-set to this period. This phenomenon is partly
influenced by the selected threshold on the occurrences number and the publication trend (see Figure
8). However, it is worth noting how a similar phenomenon is obtained by reducing the minimum
number of occurrences to 15. Therefore, it is possible to assume an initial phase of warmup of the
literature on condition monitoring-based maintenance (i.e., from 2007 to 2012) characterized by

exploratory studies on different themes. Based on the map of keywords, the identified research trends

are summarized in Table 1.

The obtained results provide the reader with a macroscopic overview of the extant literature on the
topic. Moreover, Figure 9 allows visualizing past research trends and supports researchers in
identifying potential literature gaps. In particular, the distance among nodes in the map could show

new links among research topics, while a little bubble size could indicate a still little debated topic.

Table 1 Research Trends

Year Research Trends

2012 — 2013 Condition-based maintenance for increasing the availability of machinery
2014 — 2015 Prognostics and health management

2016 — 2017 Vibration-based fault diagnosis

Predictive Maintenance based on Remaining Useful Life prediction
Fault Detection

2018 — 2019 Machine Learning for Predictive Maintenance in the Industry 4.0 era
Internet of Things for Big Data collection

2020 Deep Learning and Digital Twin for Predictive Maintenance

From the keywords co-occurrence analysis, it is possible to see that keywords like novelty
detection, or streaming analysis, do not appear. The reason behind this result may depend on the
threshold on the minimum number of keyword occurrences, which in turn may happen because it is
a still unexplored topic. Indeed, although the studies on incremental learning and novelty detection
are abundant in other fields, like data science, they still find little application in fault diagnosis and
detection. However, considering the emergent Industry 4.0 technologies and the necessity of real-
time monitoring of physical assets, they are necessary tasks to consider when dealing with Predictive
Maintenance in industrial contexts.
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The present dissertation addresses fault diagnosis and detection using data-driven approaches
relying on data collection through sensor networks and the analysis using edge and cloud computing.
Hence, diagnostics, prognostics, and the existing architectures for their implementation are first
described. Then, Industrial Artificial Intelligence, and in particular Machine Learning models, for
diagnostics are introduced. Finally, Industry 4.0 technologies, potentially involved in a predictive
maintenance strategy, with a particular focus on edge and cloud computing, are reviewed. Finally,
the last sub-chapter explores Predictive Maintenance from the point of view of industries. In
particular, it illustrates the current industrial expectations and requirements on data-driven predictive
maintenance in the context of Industry 4.0, with a focus on condition monitoring data collection,

sharing, and analysis.

2.2 Overview on Diagnostics and Prognostics

According to (Lei 2016), diagnostics consists of three steps: (1) Fault detection, which is to
indicate whether a fault has already occurred in the monitored machines; (2) Fault isolation, which is
to find the faulty component and the position of the fault; (3) Fault identification, which attempts to
determine the pattern and severity of the fault. Similarly, prognostic involves (1) State estimation,
which relies on the output of fault identification in diagnostics and quantitatively identifies the
severity of the fault and the degradation state of machinery; (2) State prediction, which predicts the
degradation trend and speed of the state according to the information of the historical degradation
curve; (3) RUL prediction, which is carried out by calculating the time length of the degradation curve

from the current state to the final failure based on a predetermined Failure Threshold.

In other words, when monitoring the health condition of a component or system, the first step is
to extract relevant parameters that allow detecting the fault. For instance, by monitoring the frequency
spectrum of a rolling bearing instead of raw signals, a faulty bearing is easier to recognize. Hence,
fault detection basically deals with the extraction of parameters revealing the component’s health
condition. Then, fault isolation deals with the recognition of where the fault occurred. In rolling
bearings, different frequency value ranges correspond to different fault locations, e.g., inner race and
outer race. Finally, the value of the frequency spectrum in a specific faulty mode allows identifying
the severity of that fault, which corresponds to the fault identification phase. Once the relevant
parameter (e.g., the frequency spectrum) and its specific value are known for a specific fault (e.g., a
crack on the inner race), it is possible to conduct prognostics. In the state estimation phase, the main

activity is to identify the severity of the fault based on the value assumed by the extracted Health
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Indicator? at a specific moment. If what happened in the past is known, i.e., the degradation curve for
that fault is available, then it is possible to predict the future values of the Health Indicator with a
certain probability. Finally, the Remaining Useful Life can be computed as the difference between
the time instant in which the Health Indicator is expected to achieve the known Failure Threshold

(FT) and the current time.

From the above definitions, it emerges that while diagnostics is an a posteriori activity that detects
and recognizes the fault after its occurrence, prognostics is an a priori activity that predicts the fault
before its occurrence by computing at any point in time the time left before the failure, i.e., its
Remaining Useful Life, or the system shutdown. Hence, diagnostics is the basis of Condition-Based
Maintenance, while prognostics is the basis of Predictive Maintenance. The two activities are strictly
correlated since the exact failure has to be known before predicting its occurrence. Hence, fault
diagnosis is a prerequisite of prognostics. The opposite is not always true. Not all failures’ cause is
degradation. For example, a fault in an electric motor caused by a voltage drop cannot be predicted

in any way.

Diagnostics and prognostics can be faced through physics-based, data-driven, or hybrid
approaches (An, Kim, and Choi 2015). Physics-based modeling is preferred for simple components
whose degradation behavior is readily available. In this case, mathematical models describing the
degradation processes based on physics principles are built. However, it is difficult to describe
complex systems physically and to know every possible failure mode for the component. These
reasons, and the advances in the data analytics field, suggest using data-driven approaches, which can
build degradation models only depending on data collected during the component functioning, i.e.,
CM data. Even if highly promising, data-driven approaches require data to be reliable and consistent,
which may be a problem when considering peculiarities of CM data, like noise and measurement
errors. Hybrid models, combining both model-based and data-driven prognostic, represent a valid

alternative to solve issues related to each approach.

Concerning data-driven approaches, several frameworks and architectures have been proposed in
the literature for diagnostics and prognostics, which consider the whole process from data acquisition

to knowledge development.

First, the BS ISO 13374-1:2003 (ISO 2003) establishes general guidelines for software
specifications related to data processing, communication, and presentation of machine condition

monitoring and diagnostic information. According to that standard, machine condition assessment

2 The Health Indicator is a particular feature, characterized by a monotonic trend, which can reveal the fault progression
during the componnet’s life
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can be broken into six distinct, layered processing blocks (Figure 10). The first three blocks are
technology-specific, requiring signal processing and data analysis functions targeted to a particular
technology. The final three blocks usually combine monitoring technologies to assess the machine's
current health, predict future failures, and provide recommended action steps to operations and
maintenance personnel. The technology-specific blocks and the functions they should provide are the

following:

1. Data Acquisition (DA) block: converts an output from the transducer to a digital parameter
representing a physical quantity and related information (such as the time, calibration, data
quality, data collector utilized, sensor configuration).

2. Data Manipulation (DM block): performs signal analysis, computes meaningful descriptors,
and derives virtual sensor readings from the raw measurements.

3. State Detection (SD block): facilitates the creation and maintenance of normal baseline
“profiles”, searches for abnormalities whenever new data are acquired, and determines in

which abnormality zone, if any, the data belong (e.g. “alert” or “alarm”).
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Figure 10 Data-processing and information-flow blocks (BS ISO 13374-1:2003)

The final three blocks and the functions they should support are the following:

1. Health Assessment (HA) block: diagnoses any faults and rates the current health of the

equipment or process, considering all state information.
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2. Prognostic Assessment (PA) block: determines future health states and failure modes based
on the current health assessment and projected usage loads on the equipment and process and
remaining useful life predictions.

3. Advisory Generation (AG) block: provides actionable information regarding maintenance or

operational changes required to optimize the life of the process and/or equipment.

Jardine et al. (2006) consider the process for Condition-based Maintenance made of 4 steps, named
data collection, feature extraction, diagnostics, and prognostics. According to the definition given in
the paper, data collection is the process of acquiring data through condition monitoring techniques;
feature extraction aims to extract and select relevant parameters that are able to distinguish the
different health conditions of a component or system; diagnostics aims to find the relationships
between the extracted features and the health condition; finally, prognostics deals with the RUL

prediction.

More recently, the Prognostics and health management (PHM) approach has assumed a crucial
role in the research on Predictive Maintenance. It enables real-time health assessment of a system
under its actual operating conditions and the prediction of its future state based on up-to-date
information by incorporating various disciplines, including sensing technologies, failure physics,
Machine Learning, modern statistics, and reliability engineering (Kim Dawn An Joo-Ho Choi 2017).
In (R. Li, Verhagen, and Curran 2020), functional architecture for PHM implementation is proposed.
Similarly to the BS 1SO 13374-1:2003, it includes several blocks with the same functions, which are
named as Data Acquisition (DA), Data Processing (DP), Diagnostic Assessment (FDA), Prognostic
Assessment (PA), Health Management (HM) (See Figure 11). In addition to the functions specified
in the standard BS ISO 13374-1:2003, this architecture also includes the temporary storage memory

as a function in the DA block and the data transmission into the DP block.

Lei et al. (2018) proposed a PHM approach from a different perspective. Similar to the PHM
architecture proposed in (Jardine, Lin, and Banjevic 2006), it includes four steps named data
collection, Health Indicator (HI) construction, Health Stage (HS) division, and the Remaining Useful
Life (RUL) prediction. Contrary to previous architectures, the variable time is considered in this
approach. Indeed, the HS division aims to divide the continuous degradation processes of machinery
into different HSs according to the varying trends of the Health Indicator (HI) in each HS. The Hl is
a particular feature with peculiar characteristics that reveals the component behavior during the
degradation. In other words, this architecture creates the basis for a streaming implementation of the
PHM approach, in which the traditional blocks of feature extraction, diagnostics, and prognostics are
performed in a cyclic way to assess the machinery health condition at any point in time.
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Figure 11 PHM function hierarchy diagram (R. Li, Verhagen, and Curran 2020)

Shin et al. (2018) provide a guideline for PHM application to six common core modules of
intelligent manufacturing systems, classified depending on their main functional roles: power,
hydraulic, control, drivers, transmission, and machining. In particular, the authors suggest four
different PHM approaches depending on the amount of domain (physical) knowledge and sensing
data. For instance, when high sensing data are available, and the domain knowledge is low, the data-

driven approach is preferred, while the physics-based approach is suggested in the opposite case.

In the last two years, frameworks and architectures for the implementation of Predictive
Maintenance using Industry 4.0 technologies have been proposed. In (Ran et al. 2019), a framework
including five modules is introduced. The Data Acquisition module is responsible for the data
collection from several sources via “wireless sensor networks” and the data storage in a data
warehouse. The Data Pre-processing module is responsible for the data cleaning, integration,
transformation, and feature extraction. The output of this module will be used as the input of the Data
Analysis module, where advanced data analytics and machine/deep learning are used to perform the
knowledge generation. The Decision Support module will visualize the Data Analysis module's result
and provide an optimized maintenance schedule. Finally, the Maintenance Implementation module
reacts to the physical world according to the maintenance decision and implements maintenance

activities to achieve a specific purpose. The primary Industry 4.0 elements involved in this framework
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are comprise Cyber-Physical Systems (CPS), Internet of Things (loT), Big Data, Data Mining, and
Internet of Services (10S), which will be defined in sub-section 2.4.

Similarly, Yu et al. (2021) developed an integrated framework for health state monitoring in Smart
Factories employing 10T and Big Data techniques. The framework consists of four phases: (1) data
ingestion, which is responsible for extracting different types of data from various data sources into a
system; (2) data management, which is responsible for data storage; (3) data preparation, or data
cleaning, which includes sensor selection, noise detection, and high-variance feature removal to
produce high-quality data and avoid bias in predictive model training; (4) predictive modeling, in
which the embedded prediction model acts as a real-time anomaly detector which takes the pre-
processed data as inputs, yielding diagnostic results for maintenance decision support.

In conclusion, several frameworks for Condition-based Maintenance, Prognostics and Health
Management, and Predictive Maintenance have been developed in the literature. Despite the different
terminology adopted by the authors, four main activities are involved in these processes. First, data
must be collected from machinery and processed to extract relevant information from weak signals;
then, the outputs feed advanced data analytics techniques for fault classification and RUL prediction.

Finally, the extracted information is used for maintenance activities optimization.

The following sub-sections provide the basic knowledge of data analytics techniques, particularly

Machine Learning techniques, involved in diagnostics and prognostics.

2.3 Overview of Machine Learning for Predictive Maintenance®

Machine Learning is a computer science discipline that is part of the broader branch of Artificial
Intelligence, whose goal is to design general-purpose methodologies to extract valuable patterns from
data, ideally without much domain-specific expertise (Deisenroth, Faisal, and Ong 2020). Contrary
to traditional systems that receive input values, process them, and produce output results, an
intelligent system continuously adapts its model parameters and architectures to external stimuli
(datasets or real-time inputs) and predicts the future using uncertain and fragmentary pieces of
information. The ability to change according to external stimuli and remember most of the previous
experience is what learning means. More precisely, the main goal of machine learning is to study,
engineer, and improve mathematical models that can be trained (once or continuously) with context-
related data (provided by a generic environment) to infer the future and to make decisions without
complete knowledge of all influencing elements (external factors) (Bonaccorso 2018). Learning can

3 The section is based on (Bonaccorso 2018) and (Deisenroth, Faisal, and Ong 2020).
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be understood as a way to automatically find patterns and structures in data by optimizing the model's
parameters. In other words, given a dataset and a suitable model, training the model means using the
data available to optimize some model parameters with respect to a utility function that evaluates how

well the model predicts the training data.

As illustrated in Figure 12, Machine Learning has four pillars, i.e., regression, dimensionality
reduction, density estimation, and classification, which lie on several mathematical foundations. This
section will focus on the basic concepts, i.e., input data format, learning paradigms, and goals, of
Machine Learning without going deep into the mathematical formulations. In particular, the focus
will be on classification and dimensionality reduction since they are the main involved tasks in the
goals of the present dissertation. In addition, basic concepts of clustering will also be provided.

Machine Learning

Dimensionality
Reduction

Regression

-----

Vector Calculus Probability & Distributions Optimization

Linear Algabra Analytic Geomeatry Matrix Decompasition

Figure 12 The foundations and four pillars of machine learning (Deisenroth, Faisal, and Ong 2020)

First of all, to build a Machine Learning model, input data need to be in a tabular format. Having
data in this format does not mean that data in the form of images or text cannot be processed.
However, it is always necessary to manipulate the data to find numerical representation and transform
them into a tabular format. A typical input dataset for Machine Learning is represented in Figure 13,
where each row corresponds to an example or observation, and each column represents a particular
feature of interest of the example. In addition, in some cases, the column containing the output to
predict, also named label or target variable, is included within the dataset. The consideration of the
label in the learning process is what distinguishes supervised learning from unsupervised learning.
While supervised learning aims to learn a mapping from the input to output, unsupervised learning
aims to discover hidden patterns in data and is helpful to learn how a set of elements can be grouped
(clustered) according to their similarity (or distance measure). A trade-off between supervised and
unsupervised learning, named semi-supervised learning, involves using both labeled and unlabeled

data. It can be adopted when it is necessary to categorize a large amount of data with a few labeled
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observations or when there is the need to impose some constraints to a clustering algorithm (for

example, assigning some elements to a specific cluster or excluding others).
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Figure 13 The structure of a training dataset for ML problems

During the supervised learning process, three phases can be distinguished (Deisenroth, Faisal, and
Ong 2020):

1. Training or parameter estimation consists of finding a function and adjusting its parameters
based on training data to find a good predictor. For non-probabilistic models®, the principle of
empirical risk minimization is commonly adopted, which directly provides an optimization
problem for finding suitable parameters

2. Hyperparameter tuning or model selection allows the model to perform well on training data
and unseen data. Hyper-parameters are different from the parameters learned during the
training (Luo 2016). They are set before training and can either be set manually by the user or
optimized through automatic selection methods (L. Yang and Shami 2020).

3. The prediction or inference phase consists of the inference by the trained predictor on

previously unseen data.

Given a sufficiently rich class of functions for the predictor, the training data can be memorized
to obtain zero empirical risk, i.e., the error. However, such predictors will not be expected to
generalize well to unseen data. Since the training aims to build a predictor that also performs well on
unseen data, i.e., has good generalization ability, a portion of the whole dataset, that is called test set,
is held out during the training phase. Therefore, the training set is used to fit the model, i.e., to learn
the relationships between input and output, and the test set (not seen by the machine learning
algorithm during training) is used to evaluate generalization performance. A predictor that fits too
closely the training data, i.e., having a small error on the training set, and that does not generalize
well to new data, i.e., having a high error on the test set, presents an issue commonly referred to as

* Instead of considering a predictor as a single function, predictors can be considered probabilistic models, i.e., models
describing the distribution of possible functions.
42



overfitting. This may result from too complex models, i.e., models having too many parameters to
learn. On the other hand, the opposite problem, named underfitting and leading to opposite results,
may occur if model complexity is low. Hence, a predictor can be considered good enough if it finds
the optimal trade-off between the complexity and the generalization ability, also named bias-variance
trade-off (Dougherty 2013). When the input dataset is not large enough, splitting it into training and
test sets may reduce the number of samples used to fit the model. As the assumption is that the dataset
represents an underlying data generating process, it is necessary that both the training and test sets
obey this rule. Small datasets can have only a few samples representing a specific area of the data
generating process, and it is essential to include them in the training set to avoid the lack of
generalization ability. K-fold cross-validation can help solve this problem with a different strategy.
According to this technique, the whole dataset is divided into k non-overlapping sets, and the training-
test cycle is repeated k times. One of the k sets is held for testing at each iteration, while training is

performed on the remaining k — 1 sets (Rauber et al., 2021).

A classification problem assigns the input to one or more classes based on classification rules
learned from training data. In some cases, the probability that a given input belongs to a class can
also be calculated. The application of classification in Predictive Maintenance is mainly related to
fault diagnosis. The training data set for fault diagnosis is represented by signals (condition
monitoring data) collected during the machine nominal functioning and one or more faulty conditions.
Hence, the label is represented by the different modes in which the system worked during data
collection. Similar to classification, regression is a supervised learning problem that aims to find a
mapping from the input to the output. Contrary to classification, the output is numerical instead of
categorical. Regression problems in Predictive Maintenance are related to fault prognosis. Hence, the

target variable is represented by the Remaining Useful Life.

Clustering is an unsupervised learning problem that aims to find groups of similar inputs without
knowing the target value. Clustering may be used instead of classification when labels are not
available. Therefore, it is mainly used for fault detection. The difference between classification,

clustering, and regression is shown in Figure 14.

a) A

Figure 14 a) Classification; b) Clustering; ¢) Regression
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Dimensionality Reduction aims to reduce the number of variables in a dataset to increase the accuracy
of classification, regression, and clustering models and avoid the “curse of dimensionality” problem.
High-dimensional data are hard to analyze, interpretation is problematic, visualization is nearly
impossible, and (from a practical point of view) storage of the data vectors can be expensive. In
addition, many dimensions may be redundant and can be explained by a combination of other
dimensions, or are correlated, so that the data possesses an intrinsic lower-dimensional structure.
Dimensionality reduction exploits structure and correlation and allows us to work with a more
compact data representation, ideally without losing information. Dimensionality Reduction
techniques may adopt supervised and unsupervised learning paradigms and, in the field of fault
diagnosis and fault prognosis, are often applied after feature extraction to construct or select the most

relevant variable for classification, clustering, or regression (F. Calabrese et al., 2022).

Another application of machine learning is anomaly detection, which finds instances that do not
obey the general rule and are exceptions. The idea is that typical instances share characteristics that
can be stated, and instances that do not have those characteristics are atypical. In such a case, the goal
is to find a simple rule that covers as large a proportion of our typical instances as possible (Ahmad
et al., 2017). Any instance that falls outside is an exception or a novel, previously unseen but valid
case, and hence the other name novelty detection. Anomaly detection can be seen as a classification
problem with two classes, i.e., nominal and anomalous, or may adopt a semi-supervised approach, in

which only the nominal class is used in model training.

Details on specific algorithms for each of the Machine Learning tasks will be provided in the

following chapters.

2.4 Overview on Industry 4.0 technologies for Predictive Maintenance

The new vision for the manufacturing systems provided by Industry 4.0 produces a manufacturing
environment composed of product, intelligence, communication, and networking (Oztemel and
Gursev 2020). In Smart Factoris, all machines on the shop floor are connected among each other and
with a central data cloud, communicate and share data and information. They are self-aware and self-
maintained, meaning that machines can self-assess their past or current health condition and further
use similar information from other peers for smart maintenance decisions to avoid potential issues (J.

Lee, Kao, and Yang 2014). Data-driven models are built to analyze data/information collected from
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machines whose health condition is fed back to the machine controller in real-time for adaptive

control and in-time maintenance.

The core technologies of Industry 4.0 include the Internet of Things (110T), Big Data analysis,
horizontal and vertical integration of systems, simulations, clouds, augmented reality, autonomous
robots, 3D printing, and Cyber security (Bona et al. 2021). For the aim of this dissertation, four main

elements will be considered, CPS, I10T, cloud computing, edge computing.

Industrial Cyber-Physical Systems (CPS) integrate the physical world, made of sensors, actuators,
and equipment deployed in the industrial plant, with the cyber world, composed by the computation,
networking, and control systems, that collect and analyze data from both the physical and digital
worlds to enable the operation, interconnection and provide industrial systems with intelligence. In
Industrial CPS, machines devices exchange information with each other through the Machine-to-
Machine (M2M) communication model, realized with either “Wired” or “Wireless” networks (G. Y.
Lee et al. 2018). In (Bagheri et al. 2015), a five-level architecture for the industrial CPS
implementation is proposed. First, in the smart connection layer, accurate and reliable data are
acquired from machines from sensors. A second layer is dedicated to the data-to-information
conversion, in which algorithms transform data into meaningful information to bring self-awareness
to machines. The third layer is the cyber layer, which acts as a central information hub, which receives
information from all connected devices and integrates them with historical information, providing
machines with self-comparison ability. Then, in the cognition level, the priority of tasks to optimize
the maintenance process is decided. Finally, a supervisory control from the cyber to physical devices
makes the machine self-configurable and self-adaptive. As shown in Figure 15, in an loT-based CPS,
smart connection can be realized through the IoT devices, the data-to-information conversion at the
edge for data pre-processing and real-time analytics, the cyber layer could be represented by only the
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-------------- « Data Pre-processing ~
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Figure 15 A CPS architecture based on loT technology
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cloud computing, in which complex data analytics and the integration with historical information can

occur.

According to (W. Z. Khan et al. 2020), I10T is the network of intelligent and highly connected
industrial components deployed to achieve high production rate with reduced operational costs
through real-time monitoring, efficient management, and control of industrial processes and assets
operational time. In other words, 10T makes possible the interconnection between intelligent
industrial devices and control and management platforms. In Industrial 10T systems, the data source
is represented by the sensors deployed in a wide area that provides different data types. The
requirements generated by end devices are carried out into the cloud through the core network. Thanks
to its significant storage and computational capabilities, the cloud is responsible for data processing.
Therefore, the Industrial 10T offers ubiquitous access to entities on the Internet by using a variety of
sensing, location tracking, and monitoring devices and enables “objects” to interact with each other
and cooperate with their “smart” components (Ran et al. 2019). In other words, the loT corresponds
to the integration of communication layers of Industrial CPS (Fei et al. 2019) and provides the cyber
space components, i.e., control, networking, and computing systems. In particular, the control system
provides self-awareness and self-diagnosis capabilities to machines, enabling the detection and
classification of failures for efficient management, effective utilization, and timely maintenance. The
networking system enables communication among isolated industrial devices. The computing system
provides the computational platform for time collection, storage, processing and data analysis (H. Xu
et al. 2018).

Traditionally, the Industrial 10T requirements, i.e., transmission, storage, and computing, have
been satisfied by cloud-based structures made of centralized servers that collect data from the
connected devices and send back the results after data processing. Although its high storage and
processing capacity, high reliability, scalability, and interoperability, cloud-based computing has two
drawbacks from the data transmission point of view. First, the significant volume of data to transfer
to the cloud may overload the network. Second, delays can occur in data transmission due to the
distant location of the end devices from the cloud, which is especially critical for time-sensitive
requirements and real-time applications. Hence, edge computing attracts significant attention since it
moves data computing and storage from the cloud to the network edge located near the users. In this
way, the peak traffic flows, the centralized network's bandwidth requirements, and the transmission
latency during data computing and storage are notably reduced. Specifically, (1) due to the short
transmission time of edge computing, the latency of the network is reduced, enabling real-time

collection and analysis of the information; (2) due to its location, the edge-based storage provides
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short upload times of massive data; (3) Even though limited, edge devices have enough capacity to
satisfy real-time 10T requirements; (4) Finally, edge nodes mitigate the power consumption of the
10T devices through the computation tasks offloading. However, because of the limited storage
capacity of edge devices, several edge nodes will be used and coordinated for storing data, increasing
the complexity of data management. Moreover, they are not able to perform complex data analytics.
Hence, an loT-based CPS can be realized by integrating cloud, and edge computing, which locally
processes high-priority and delay-sensitive tasks while processing low-priority and delay-tolerant

tasks in the cloud.

2.5 Industrial issues and expectations

Predictive Maintenance represents a great opportunity for manufacturing companies to improve
productivity and profitability. In addition, the possibility to continuously monitor physical assets,
enabled by the Industrial 10T and edge and cloud computing, opens a business opportunity for
Original Equipment Manufacturing (OEM), which can offer to their client after-sales services through
remote diagnostics and prognostics. (Brax and Jonsson 2009). This after-sale service has benefits for
both OEMs and clients. For the former, it can represent a differentiation key from competitors.
Indeed, machine producers usually adopt traditional preventive maintenance models to schedule
maintenance interventions for their clients. This strategy often implies inspections that result in either
the intervention or its rescheduling, depending on the actual detected condition. In both cases,
maintenance inspections represent a waste of resources for machine producers and production losses
for clients. Also, spare parts management is compromised. Second, thanks to the advances in
technologies like Augmented Reality, corrective interventions are often conducted through remote
maintenance, including the time needed for recognizing the problem before guiding the operator to
the machine maintenance. The interest of OEMs in Predictive Maintenance as an after-sale service
has also another objective. Machine producers are interested in the fault behaviors of machines
operating in different environments. Indeed, they can use collected information to improve the
machine design phase. Thus, a properly designed Predictive Maintenance service could (1) avoid
inspections and support the optimal spare parts management, thanks to the continuous monitoring
and prognostics; (2) speed up the process of remote maintenance, thanks to the streaming
anomaly/fault detection; and (3) allow a structured data collection for the continuous improvement
of existing diagnostics and prognostics models. On the other hand, clients could (1) always know the
health condition of their machines; (2) recognize anomaly behaviors as they occur and, if possible,
intervene without the involvement of the machine producer so to reduce the time to repair; (3) benefit

from a most robust analysis conducted by the machine producer.
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Despite the advances in ICT technologies and predictive analytics, companies at the beginning
of the development of Predictive Maintenance, when actual data of normal and abnormal equipment
behaviors are lacking or scarce, and companies producing new systems, when there is no experience
on their operation, are intended to distrust the investment in Predictive Maintenance solutions
(Compare, Baraldi, and Zio 2020). In the case of OEMs, they constantly design new types of
machinery, for which historical data for models training is not available; moreover, clients are not
always willing to share their data, as they feel their market share threatened by those producers that
could decide to enter the same market with their own business. In particular, they tend to hide
confidential data, such as the number of pieces produced every day, machinery settings, and the
production process or materials. However, while the vendor knows its machine from the design phase,
he does not know its behavior under the user’s operating conditions (Sala et al. 2019), which affect
the degradation of monitored component and often represent the labels (target value) needed for
training the diagnostic and prognostic models. As a result, the data collected from clients are in most
cases unlabelled, meaning that they do not record information about environmental conditions,
operating conditions, fault modes (if any), maintenance interventions, or regulations carried on the
machinery. Second, the amount of data generated by machinery is difficult to manage. The weight of
high-frequency data is in the order of gigabytes per hour. It is impossible to acquire and store raw
signals from all machinery in a continuous way. Therefore, data are usually collected intermittently,
often during short tests conducted by machine producers in very controlled environments. Thus, data
in fault conditions is trickier than data in healthy conditions to get, resulting in very unbalanced
datasets; also, the dataset may not include data in different operating conditions, resulting in the
impossibility to train accurate diagnostic and prognostic models. According to a study conducted by
Madhikermi et al. (2018) in collaboration with two globally operating Original Equipment
Manufacturing (OEM) companies, the following pitfalls that hinder companies from optimizing the
maintenance service have been identified: wrong or incomplete data reported, lack of data validation
technique, sensor data not logged for Condition-Based Maintenance, difficulty to integrate machine
data and service reports.

Given these issues, the main objective of OEMs becomes to find a Predictive Maintenance
architecture that: (1) can start from scratch, with very little prior knowledge about machinery
behaviors; (2) supports the exchange of the data between producers and client, paying attention to
privacy issues; (3) helps to collect the data in a structured way, with labels associated with each
observation, i.e., low-frequency data associated with high-frequency data; (4) provides an early
indication of anomalous and novel behaviors; (5) can learn from experience in different contexts; (6)

performs different functions depending on the specific component and the whole machinery.
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According to the findings of several interviews conducted on several machinery producers

operating in the North of Italy, stakeholders requirements and benefits for a Predictive Maintenance

system that allows remote monitoring, diagnosis, and prognosis, are the following (F. Calabrese et al.

2021):

1.

A PdM system should allow the simultaneous monitoring of machines spread worldwide.
Producers want to gather relevant data from installed equipment to expand their knowledge
about the machinery’s behavior during the actual functioning. Also, the remote monitoring
of machinery health conditions would avoid inspections; hence, maintenance interventions
and the spare parts management are improved.

A PdM system should be able to detect novel behaviors and learn from new incoming data.
Machine producers have no sufficient data for training ML models because of the scarce
possibility to conduct tests in their plants. The main issue is the lack of knowledge of all
possible working conditions. Besides, many components fail after years of functioning,
making it hard for the real-time application of pre-build prognostic models.

A PdM system should allow the collection of the data in a more structured way. Even if
machine producers can get historical data from their clients, this data is not easy to process
since the label (e.g., health status, implemented setting, and so on) is hardly available, and
signals often present uncomprehensive trends. Low-frequency data, e.g., the setting of the
machinery, and event data, e.g., the tuning made by operators or the anomalies that occurred
during the machine functioning, should be collected together with high-frequency data.
Hence, data would be automatically labeled, and every event affecting the trend of collected
data would be recorded, speeding up the data pre-processing step.

A PdM system should accomplish various functions based on a specific component, which
means that functions should be performed separately depending on the analysis goal. A
complex machine consists of many elements, e.g., suckers, or sub-systems, e.g., extruder, for
which various analyses may be helpful. For example, an extruder's screw degrades over time,
and the goal is to predict its RUL. Instead, the detachment of a sucker happens suddenly.
Thus, the goal is to detect the anomaly. Hence, the real-time analysis should consider these
two components separately to understand the problem's cause and, if possible, let the machine
operator intervene as soon as possible. However, as long as these two components work
simultaneously under the same operating conditions, machine producers are also interested
in how the anomalies or failures affect each other, considering a given working condition.
A PdM system should allow the CM data to integrate historical data usually recorded in an

external database (e.g., Computerized Maintenance Management System — CMMS),
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collecting work orders, spare parts management, and other information to develop a whole
maintenance program. For machine producers that want to provide their clients with full-

service maintenance, this is extremely important to get an internal optimization.

The above-described requirements represent the basis for the formulation of the research questions
pointed out in section 1.1. Links between research questions, strategic lever, and requirements are
shown in Table 2. In particular, the strategic lever acting on data collection and sharing derives from
requirements 1, 3, and 5 since they imply building proper infrastructure for real-time data collection,
sharing, and organization. The strategic lever acting on data reduction derives from requirement 4
since data reduction techniques allow performing both component-level and system-level analysis,
depending on what data refer to. Similarly, the research lever acting on offline analysis addresses
requirement 4 since it allows performing diagnostics and prognostics for each component and,
eventually, at a system level. Research lever acting on streaming analysis derives from requirements
2, 3, and 4 since streaming algorithms allow discovering novel situations in real-time, automatically
labeling current data, and performing component and system-level analysis. Finally, the last research
lever acts on the design of a methodology that addresses all requirements.

Table 2 Research questions and industrial requirements

Research Question Strategic Levers Requirements
RQ 2 Acting on data collection and sharing 1,35

RQ 2 Acting on data reduction 4

RQ 3 Acting on offline analysis 4

RQ 3 Acting on streaming analysis 2,3,4

RQ 3 Acting on the logical architecture 1,2,34,5
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3. DATA COLLECTION AND PROCESSING FOR SYSTEM HEALTH
MANAGEMENT IN SMART FACTORIES

Since the first generation of maintenance strategies, for which data were collected manually from
the operator experience and their storage, analysis, and transfer only relied on human abilities and
verbal communication, data have always been crucial for optimizing the system health management
(Jasiulewicz-Kaczmarek, Legutko, and Kluk 2020). Models and algorithms to extract knowledge
from the data, and technologies for their collection and storage, are critical choices in this process.
However, the effectiveness of the maintenance strategy also depends on specific components chosen
for the analysis and the kind of data collected for selected components. In other words, a maintenance
strategy may be suitable for a component and not suitable for another one, and the choice also depends
on the efforts needed to get the right data for implementing a specific strategy. In particular, given
the high investments required by Predictive Maintenance, e.g., sensor technologies and resources for
data analysis, the first step towards its implementation is the selection of critical components and

signals to collect.

Although the methods for identifying critical components have been studied and proposed
primarily for reliability-centered maintenance, they are also adequate to select critical components
for Predictive Maintenance. The most common approaches proposed in the literature are the Failure
Mode, Effects and Criticality Analysis (FMECA), the Fault Tree Analysis (FTA), the Event Tree
Analysis (ETA), the experience feedbacks, and others, which can rely on qualitative and quantitative
information and adopt inductive or deductive kind of reasoning (Sarih et al. 2018). Therefore, the
criticality of a component is often measured through the effect of components’ failure on the
productivity and environment and can be evaluated according to multiple criteria, i.e., fault severity,
fault occurrence, and fault detectability, which consider both the technical and the economic aspects
(Ji et al. 2019). According to (J. Lee et al. 2014), the critical components for which Predictive
Maintenance represents the best solution for their health management are those with the most
downtime, although their failure occurs infrequently. For instance, Lee et al. (2018) conducted a
qualitative evaluation of critical components based on an extensive review on papers addressing fault
diagnosis and prognostics in smart factories. They identified six main components suitable for
Predictive Maintenance, i.e., the rotary component, machining and micro machining tool or process,
electric component, components in non-conventional manufacturing machines, and other

components. In particular, gears, bearings, and shafts represent the most frequently monitored
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component for the machine health assessment in the rotary components group. Among various
machining tools, milling and turning tools’ failures have the most significant impact on the machinery
availability. In the electric components group, the electric motor is considered the most critical

component.

Once critical components have been selected for Predictive Maintenance, choosing or identifying

the signals providing helpful information on their health condition is necessary.

According to (Sajid et al. 2021), the types of data used for Predictive Maintenance are maintenance
history (73%), asset usage (72%), asset condition (71%), condition data and maintenance history of
other assets within the company (42%), environmental data (29%), condition data and maintenance
history of other assets from other companies (9%), others (7%). Tiddens et al. (2020) grouped the
data required for Predictive Maintenance into four categories: (1) asset history data, which are
gathered from technical knowledge, inspections, and historical records of failures or costs; (2) usage
and process data, which entail operational data, e.g., running hours, mileage or tons produced; (3)
stressor data, which describe the exerted loads (stressors) on the system, including environmental
data; (4) Condition Monitoring data, which provide signs of imminent failure of the equipment.
Although all these data may contribute to implementing a Predictive Maintenance strategy, intelligent
fault diagnosis and prognostics only rely on Condition Monitoring data in practice. In particular,
vibration signals have been used most frequently for machinery health management, followed by
acoustic emissions, force/torque, temperature, and electric signals (G. Y. Lee et al. 2018). In few
cases, Big Data information provided by machine log systems, without installing sensors into the
machines to collect specific Condition Monitoring data, are also considered in Predictive
Maintenance (M. Calabrese et al. 2020). However, the number of studies exploring other types of
data for Predictive Maintenance and the industrial applications that exploit the Industry 4.0

technologies for intelligent maintenance are limited.

For this reason, in this dissertation, several industrial case studies are reported, which focus on
data collection and data processing in order to provide a screenshot of the state-of-the-art of Predictive
Maintenance in industries of Northern Italy and highlight the constraints to overcome to make data
exploitable by companies and make possible the transition towards Smart factories. The first case
study concerns a system operating in a controlled environment, meaning that proper tests and
simulation in a laboratory have been performed considering the goal of the analysis and recording all
related data. The other case studies consider data provided by companies that collaborate with the
Department of Industrial Engineering of the University of Bologna. Industrial environments are
considered non-controlled environments since the data may be noisy and unreliable, and much
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information may be hidden because of privacy issues or is unavailable. Based on the collected

datasets, the data that will be considered in this dissertation are classified as follows:

1. Condition Monitoring data: they include signals like vibrations, currents,
pressures, temperatures, collected continuously in a certain period through 't(l(\ﬂ(t(l(
proper sensors during machinery functioning;

2. Environmental data: they include the parameters that determine a specific setting, @
the type of product or material processed during data collection, external @
temperature or humidity;

3. Event data: they include all the actions to which the component/machinery was }(
subject to, like maintenance interventions and sudden or planned shutdowns;

4. Domain knowledge information: they include all information related to the @

machine functioning provided by experts in the technology.

Therefore, after a literature review on data collection infrastructures and data processing methods,
section 3.2 will provide, for each case study, the information on the data collection process, including
the description of the available data, their format, and how they have been collected, transferred, and
pre-processed for the subsequent analysis. Then, section 0 will provide the analysis results, grouped
for the task to accomplish, highlighting the advantages of each task and data processing methods.

Finally, in section 3.4, the outcomes of the data collection and processing steps will be presented.

3.1 Literature review and theoretical background

Condition Monitoring data, like force, vibration, temperature, voltage, and others, which indicate
the health condition/state of the equipment under a given load profile, are fundamental to build a fault
diagnosis and prognosis model, estimate its parameters and verify/validate its maturity (Javed,
Gouriveau, and Zerhouni 2017). Since raw data are redundant and noisy, and the relevant information
linked to the degradation process is usually hidden in raw data, they cannot be directly used for fault
diagnosis and prognosis (Javed, Gouriveau, and Zerhouni 2017). Therefore, when using a data-driven
approach for diagnostics and prognostics, processing and transforming raw signals is a fundamental
step (Sarih et al. 2019). In particular, it is crucial to extract some characteristics from raw signals,
named features, which should have two main properties. First, they have to be relevant, meaning that
they reveal the health condition of the system under analysis; second, they have to be non-redundant,
in order to reduce the computational complexity of Machine Learning (ML) algorithms used for the

subsequent activities of diagnostics and prognostics.
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In (Lei et al. 2020), the authors divide the studies on data processing into two categories, according

to the evolution stage of Machine Learning theory:

1. Artificial feature extraction, which consists of two steps: feature extraction and feature
selection. First, time, frequency, and time-frequency-domain analysis are conducted to extract
common-used features from collected data; then, supervised Machine Learning algorithms are
trained to select the most sensitive features from the extracted features; this approach to data
processing is considered belonging to past practices, when fault diagnosis was addressed with
traditional Machine Learning algorithms;

2. Deep Learning-based fault diagnosis, in which features are automatically learned from
collected data in an unsupervised way. Therefore, end-to-end diagnosis models are constructed
to learn features directly from raw data, and recognize the health state of machines by using
Deep Learning theories; this approach belongs to the current practice, in which Big Data
assume a relevant role and domain knowledge is decreased due to the increased complexity of

systems.

Indeed, the traditional approach, i.e., artificial feature extraction, depends on prior knowledge of
signal processing techniques, and shallow Machine Learning models limit their ability to learn
complex non-linear relationships and handle Big Data. On the contrary, Deep Learning can
effectively overcome the two issues above due to its automated learning process. However, their
performance depends substantially on the quality and quantity of the data. Moreover, they require a
large number of calculations during the training process and a large number of hyperparameters
settings (Chen et al. 2020). For this reason, data processing for fault diagnosis and prognostics in
industries can still benefit from the traditional approach, which includes two main steps, i.e., signal
processing and dimensionality reduction. Signal processing involves extracting the features in one of
the signal analysis domains, i.e., time, frequency, or time-frequency domain. Dimensionality
reduction reduces the number of variables of a dataset and may be directly applied to raw signals or

the previous extracted feature set.

Feature extraction and dimensionality reduction notably reduce the amount of data, which may
have an important implication from the data sharing and storage perspective. Through the IloT
architecture, it is possible to collect the data from all machines on a shop floor and query streaming
data used for Machine Learning models (Ayvaz and Alpay 2021). They can be trained by resorting
to the Cloud Computing paradigm, which represents a hosting platform that provides diagnosis and
prognosis solutions as a service (Fila, El Khaili, and Mestari 2020). However, the cloud may have

high response times due to the long-distance transmission of massive data volumes, which is not
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suitable for fault detection systems for which real-time responses are essential (Fawwaz and Chung
2020). Performing data processing at the edge may solve this issue since only features extracted at
the edge may be sent to the cloud (C. Cheng, Zhang, and Gao 2019). In addition, the reduced amount
of data resulting from the transmission into the cloud of relevant features only may allow an easier
aggregation of data collected from similar machines installed in different plants, obtaining larger
datasets for models training. Therefore, a proper infrastructure including sensor networks, edge
devices and cloud data centres should be built in order to distribute the computing among different
“devices” and reduce the latency of both transferring and inference as well as the required storage

memory.

3.1.1 HoT architectures for data collection

According to (S.-W. Linetal. 2017), a general 10T system can be decomposed into five functional
domains, among which data flows and control flows take place (Figure 16). As the information moves
up in the functional domains, the scope of the information becomes broader and more general, new
information can be derived, and new intelligence may emerge in the larger contexts. The control
domain includes the functions performed by industrial control and automation systems, like sensors
and actuators. Components or systems implementing these functions are usually deployed in
proximity to the physical systems they control and may be geographically distributed. The operation
domain is responsible for the management and operation of the control domain. Functions in this
domain include prognostics, optimizations, monitoring and diagnostics, previsioning & deployment,
and asset management. At this level, the set of functions should support major automation and
analytics features, including (a) automated data collection, processing, and validation, (b) the ability
to capture and identify significant events, such as downtime, delay, and (c) the ability to analyze and
assign causes for known problems. Furthermore, many of the core functions in the operations domain
may require performing advanced analytics on potentially large volumes of historical asset
operational and performance data. The information domain is a functional domain for managing and
processing data. It represents the collection of functions for gathering data from various domains,
most significantly from the control domain, and transforming, modeling, and analyzing those data to
acquire high-level intelligence about the overall system. These functions can be used in online
streaming mode or offline batch mode. The application domain represents the collection of functions
implementing application logic that realizes specific business functionalities. Functions in this
domain apply application logic, rules, and models at a high level for optimization in a global scope.
Finally, the business domain represents business functions supporting business processes and
procedural activities business functions that an IloT system must integrate to enable end-to-end

operations of IloT systems. Examples of these business functions include Enterprise Resource
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Planning (ERP), Customer Relationship Management (CRM), Product Lifecycle Management

(PLM), Manufacturing Execution System (MES), Human Resource Management (HRM), asset

management, service lifecycle management, billing, and payment, work planning, and scheduling

systems.
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Figure 16 A general architecture for 10T systems (W. Z. Khan et al. 2020)

An lloT platform for Condition Monitoring and Predictive Maintenance follows the above-

described architecture. In (Siddhartha et al. 2020), an IloT architecture for real-time Condition

Monitoring of a CNC machine is proposed, in which the five layers are named as machine layer, loT

layer, Internet Layer, Data Processing Layer, and Management Layer. In addition, a hierarchy made

of four kinds of users of the designed system is also introduced. The plant head has complete access

to all the machines' data analytic reports, oversees all the daily operations, division of work between

managers, and makes sure all the procedures are followed. The Manager tracks the work progress and

the data analysis. The supervisor oversees the daily operations on the shop floor, creates work

schedules, monitors and evaluates the performance. Finally, operators set up and adjust machines,
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monitor them for unusual noises or movements, and execute the scheduled tasks to ensure the

factory’s equipment functions efficiently and that all procedures work correctly.

Xiaoli et al. (2011) proposed an Intelligent Internet of Things for Equipment Maintenance
(ITEM), which guarantees the safe operation of critical equipment, performs specialized remote
diagnosis, realizes online monitoring and transmission of dynamic operating parameters, conducts
real-time analysis and assessment of the operating status, and makes timely and automatic alarm on
the status when exceeding the limited value. In addition, the system makes early predictions of the
potential equipment failure, predicts when the work status reaches an unacceptable level, and the
equipment should be shut down for maintenance. Finally, the proposed IITEM offers, through the
information network, the technical service for remote equipment fault diagnosis and scientific
maintenance, provides the feedback control signals for optimal control of the operating status of
equipment, implement the optimal control of equipment running status, and make the equipment work

in the security zone or under the energy-saving and environmental protection state.

In (Balogh et al. 2018), a cluster of tools and services have been conglomerated in a distributed
cloud, which encompasses cyber-physical systems, IloT, M2M, big data analytics, data mining,
predictive models, machine learning, and cloud technology for the establishment of a successful
collaborative predictive maintenance framework, focusing on three main goals: data collection
frameworks and interfaces, data analytics and methodologies for health monitoring and predictive

maintenance, maintenance planning and scheduling, collaborative cloud analysis platform.

Bellavista et al. (2019) introduced a layered architectural model for collecting and analyzing the
data collected from manufacturing machines to bring Small and Medium Enterprises (SMES) closer
to the Industry 4.0 transition. In particular, the proposed architecture includes three layers: (1) the
machine layer, the Information Technology Layer, and the Operation Technology Layer. The
proposed architecture is particularly suitable for data sharing between the vendor and his customers.
Indeed, separating the machine layer from the higher layers allows achieving the desired performance
levels and security and safety. Information security also embraces proprietary data extracted from the
machines that generally vendors want to keep private. Strict access mechanisms in this layer prevent
malicious intrusions and theft or alteration of application logic that could lead in their turn to
dangerous situations or information leaks. Finally, the division of information in the OT and IT levels
reflects the different needs of the technical and managerial departments. The managerial departments
are often not interested in viewing and storing all the information coming from the manufacturing
machines. On the contrary, technical departments are typically interested in the complete history that

allows evaluating complex inferences helping identify critical parts of physical machines and improve
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production processes based on the actual operating values and not on those statically foreseen in the

development phase.

The described 10T architectures present all the characteristics and functionalities needed to
implement intelligent health management in a smart factory. In particular, while the first and the last
architectures are general and refer to an 10T system that serves several objectives, e.g., process
monitoring and predictive maintenance, the other two architectures are more maintenance-oriented.
In addition, the last architecture also considers the possibility to distribute the system among different
actors. Therefore, there is no generalizable architecture suitable for all contexts. On the contrary, the
company’s specific requirements and expectations guide the selection of the elements and actors to

include in an 10T system.

3.1.2 Signal analysis

Manual feature extraction is typically conducted in the time, frequency, and time-frequency
domain (Goyal and Pabla 2015). One of the most common approaches in the time domain is the
extraction of statistical features. The idea is that if a change occurs in the signal because of a variation
in the operating condition, the Probability Density Function (PDF) of signal samples and its statistical
parameters change accordingly (Mehrjou et al., 2017). Typical statistical features are peak, peak-to-
peak, mean, variance, skewness, kurtosis, Root Mean Square (RMS), crest factor, root amplitude,
shape factor, and impulse factor. Mean, variance, skewness, and kurtosis correspond to the first,
second, third, and fourth statistical moment of the PDF of signal samples, respectively; in particular,
skewness measures the asymmetry of the probability distribution about its mean, while kurtosis
provides information about tails and peaks of the probability distribution (Gomes Teixeira de
Almeida, Alexandra da Silva Vicente, and Rodrigues Padovese 2002). The RMS is a measure of the
signal energy intensity, while the crest factor is a measure of the number and sharpness of peaks in
the signal. In Table 3, the mathematical formulations of the most common statistical features in the

time domain are provided.

Signal processing in the time domain is easy and requires low computational complexity, making
it more suitable for real-time calculations. However, many critical components show characteristic
frequencies for some fault modes. In these cases, frequency-domain analysis is preferred, as it easily
allows identifying and isolating frequency components of interest. Frequency-domain analysis is
often based on Fourier Transform of the signal, from which the power spectrum, higher-order spectra,
and cepstrum, can be obtained (Liang, Iwnicki, and Zhao 2013). Instead, the envelope analysis is

based on the Hilbert transform and is a reliable demodulation technique for detecting and isolating
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many faults in bearings, gear boxes, diesel engines, hitting machine parts, and even the imbalance

and the misalignment when they are extreme (Geropp 1997).

Table 3 Statistical time-domain features

Feature Formula Feature Formula
1% (x; — 0)*
Peak Ximax = max|x;| Kurtosis NZ 104
1 & (x; — %)3
Peak-to-peak Imax(x;) — min(x;)]  Skewness NZ =
1 N =1
Mean value Nz X Shape Factor RMS/Mean
i=1
Root Mean Square (RMS) %Z x;2 Impulse Factor Xmax/Mean
i=1
Crest Factor Xmax/RMS

Although both time and frequency analysis often provide pretty good results, signals generated by
a machine are non-stationery in most cases, and the Fourier Transform cannot be calculated. The
time-frequency-domain analysis is mandatory in these cases. In addition, non-stationary components
of signals contain rich fault-related information, and the time-frequency-domain analysis provides a
more interpretable representation of the signal. Typical time-frequency analysis techniques are the
Wigner-Ville Distribution (WVD), the Short-Time Fourier Transform (STFT), and the Wavelet
Transform (WT). WVD and STFT are time-frequency distributions representing the energy or the
power of signals into a two-dimensional function of both time and frequency. WT can be used for
multi-scale analysis of a signal since its time-frequency resolution depends on the signal’s frequency
(Z. K. Peng and Chu 2004). The WT is a time-scale transform expressing the signal in a series of
oscillatory functions (sons) with different frequencies at different times by dilations and translations
from the wavelet prototype (mother wavelet). Continuous wavelet transforms (CWT) can be
performed based on different wavelet bases (L. Li, Qu, and Liao 2007), (J. Lin and Qu 2000). Because
of its good energy concentration properties, WT can present the signal with a minimal number of
coefficients, which measure the similarity between the signal and each of its son wavelets; these

coefficients can be effectively used as fault features. A continuous wavelet transform is defined by
Eq. (1)

W(a,b) = \/ia j_ :Q X(OY* (%) dt (1)
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where x(t) is a waveform signal, a is the scale parameter, b is the time parameter, i is a zero-average
oscillatory function centered around zero with finite energy, and ¥ is its complex conjugate. The
series of wavelets with different frequencies at different times are obtained by dilations of the scale
parameter and translation of the time parameter. In order to interpret the signal, the scalogram, defined
as |W(a, b)|?, and the wavelet phase spectrum, defined as the phase angle of the complex variable
W (a, b), are used. Continuous WT can be performed based on different wavelet bases, which may
lead to different results. One of the most commonly used wavelets is the Haar wavelet, which has
good low-pass filter characteristics and is mainly used for the fault diagnosis of rotors, gearboxes,

and rolling bearings. Eq. (2) expresses the standard Haar wavelet

[N

{ 1 0st<s>

Mt):i_l , )

=<t<1
2
0 otherwise

Since the Haar wavelet is discontinuous in amplitude, it is a poor feature detector and is rarely used

in machine diagnosis.

Sometimes, the Morlet wavelet is used. It has a band-pass characteristic, and it is a good

detector of high-frequencies The Morlet wavelet is given by Eq. (3)
() = e P(t?/2)giwot ©)

where the parameters f = w3 and w, are defined in the particular application.

Besides feature extraction, WT, and in particular the discrete wavelet transform (DWT) and the
wavelet packet transform (WPT), are also used as signal pre-processing techniques due to their
powerful signal denoising ability (Gokhale and Khanduja 2010).

Recently, many researchers have used a new time-frequency analysis technique named Empirical
Mode Decomposition (EMD). It consists of a time adaptive decomposition of the signal into a set of
almost complete, almost orthogonal, and almost mono-component components, named Intrinsic
Mode Functions (IMFs), from which energy features can be extracted (Ricci and Pennacchi, 2011).
From the obtained IMFs, it is possible to extract the energy of the signals in different frequency bands
that change when a fault condition occurs (Bin et al., 2012). The decomposition starts with the
research of the maxima and the minima along with the signal x(t). Then, the maxima and minima
are interpolated by means of two splines, s,,4,(t) and, s,,4,(t), that represent the boundaries of the
signal. Finally, the mean function m(t) is extracted and removed from the original signal, obtaining

the new signal x, (t) = x(t) — m(t). This signal is an IMF if satisfies the following conditions (Rai
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and Upadhyay 2017): (1) There must be equality or a difference of at most one between the number
of extrema and the number of zero crossings, and (2) the envelope defined by the local maxima and
the envelope defined by the local minima must have zero average. The procedure is repeated until the
obtained signal satisfies those conditions. When the conditions are satisfied, then the first IMF, C, (t),
is obtained and subtracted from the original signal, obtaining the residual signal r,(t) = x(t) —
C,(t). The residual signal represents the input for the second IMF computation. The process stops
when the residual signal is a constant or a monotonic function (Ricci and Pennacchi 2011). From the
obtained IMF, the energy features can be extracted by using Eq. (4):
E; =ici|(k)|2 (4)

k=1
where E; is the energy of the jth subband for the IMF C;, and k represent the data samples.

Although domain-specific features are often used, the choice of the analysis domain requires
knowledge and expertise about vibration signals. For each component, a deep study has to be
conducted to identify the most representative features, which is an expensive and time-consuming
activity that makes it difficult the online monitoring and its application in real industrial contexts.
However, when no other options are available, for instance, because the physical meaning of relevant
features wants to be kept or training data are few, relevant features may be selected through feature
selection techniques. In other cases, dimensionality reduction techniques can be applied to avoid
hand-crafted feature extraction. The next section will present the methods of dimensionality reduction

for fault diagnosis.

3.1.3 Dimensionality reduction

In the context of data science, reducing the number of variables in a dataset is referred to as
Dimensionality Reduction (DR). It can be performed by feature selection or feature learning methods.
In the first case, the dimension of the dataset is reduced by selecting the subset of features that most
contribute to the classification accuracy and eliminating those that contain redundant information. In
the second case, original features are subject to different transformations to produce features with

more informative content (Tang, Alelyani, and Liu 2014).

The basic idea of feature learning is to learn discriminative and effective features from massive
data automatically. These features may not have a direct physical meaning as time, frequency, and
time-frequency features, but can capture explanatory information hidden in the raw data, augment the
essential information for discrimination, and suppress irrelevant variations (Lei et al. 2016).

Traditional feature learning methods are Principal Component Analysis (PCA) (F. Wang et al., 2015)
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and Linear Discriminant Analysis (C. Zhang et al., 2018), that map all features into a low-dimensional
space and remove the noise and outliers inhere in data, obtaining in this way robust learning models
and stable performance. However, these methods have limitations in nonlinear transformations.
Recently, manifold learning methods, such as Locality Sensitive Discriminant Analysis (LSDA) and
Locality Preserving Projection (LPP) (X. Zhang et al. 2017), are emerging. They identify the structure
of low-dimensional spaces (manifolds) embedded in the high-dimensional input space, near which
this data is likely to concentrate, thus preserving the local neighborhood structure (Gan, Wang, and
Zhu 2015). Feature learning can also be seen as a representation tool, which learns representations
and transformations of the data, making it easier to extract useful information (Bengio, Courville, and
Vincent 2013). As representation learning tools, sparse representation theory and deep learning are
attracting more and more attention in machinery fault diagnosis. Sparse representation is a signal
reconstruction method representing the input signal by a sparse linear combination of atoms chosen
from a collection called a dictionary. In this way, only a small proportion of atoms will contribute to
approximate the input signal (Han et al. 2017). This process is an NP-hard optimization problem,
often solved by efficient greedy methods, such as matching pursuit (MP) and its variations. Unlike
conventional basis representation models, the dictionary provides a broader array of basis functions
in sparse representation, which offers more flexibility in signal representation. Traditional
dictionaries included a manually set of basis functions, such as STFT or WT. However, they could
not sufficiently match the characteristics of decomposed signals. Therefore, a dictionary learning
process could be employed to capture statistical features in the signal as the basis function, in such a
way that the dictionary is directly learned from data themselves (H. Liu, Liu, and Huang 2011). An
easy and hyper-parameter-free method for unsupervised feature learning, i.e., sparse filtering, is
proposed in (J. Wang et al. 2017), which only focuses on optimizing the sparsity of the learned
representations and ignores the problem of learning the data distribution. Deep learning represents a
breakthrough in feature learning. Deep architectures perform a series of nonlinear transformations to
automatically learn a hierarchy of features representing data in a more and more abstract way. These
architectures can be seen as a way to decompose the problem of feature extraction into sub-problems
with different levels of abstraction. Indeed, if one-layer is able to extract relevant features, it is
intuitive that a second layer taking as input those features could extract slightly higher-level features
(Lillicrap et al. 2009).

Feature selection methods are applied to a set of features previously extracted in order to obtain
the smallest subset of features in which only relevant and non-redundant features are selected. A so-
build subset has a strong positive influence on several aspects of the following machine learning

model: the prediction accuracy, the generalization ability, the over-fitting issue (that will be explained
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in the next chapter), the computational time, and the required storage. Features selection methods can
be grouped into supervised, unsupervised, and semi-supervised methods. Supervised learning
requires a set of observations associated with both descriptive attributes (features) and a pre-specified
target variable (class or label) that, in this context, corresponds to the health/fault class to which
features belong. Therefore, supervised methods determine the importance of a feature by evaluating
its correlation with the fault classes, while unsupervised methods select features with the maximum
representative and discriminant power, only depending on their values. Semi-supervised methods use
both a limited number of labeled samples and a large number of unlabelled samples. Feature selection
methods can also be divided into filter, wrapper, and embedded methods. Filter methods evaluate
features by assigning a score to each of them depending on the general characteristics of the data.
Then, they select the features with higher scores. The computational cost of filter methods is relatively
low, and they are pretty robust to the problem of over-fitting. However, as they do not involve any
classification algorithm, they ignore the effects of the selected features on the classification
performance. Wrapper methods make use of classification algorithms for assessing the quality of the
extracted features. First, a subset of features is extracted and evaluated based on the accuracy of a
predefined classifier; then, the process is repeated with different subsets, and the feature subset with
higher accuracy is selected. This process is an NP-hard problem, and different search strategies have
been proposed in the literature. Genetic algorithms are one of the most adopted approaches in wrapper
models (Cerrada et al. 2015). Although selected features usually have good performance, wrapper
methods are computationally expensive and prone to over-fitting. Finally, embedded methods
perform feature selection and classification tasks into a single optimization problem, considering
feature selection as part of the training process. Therefore, they combine the advantages of both filter
and wrapper methods, as they are less computationally expensive and consider the classification
performance. Finally, embedded methods are also used to construct one or more optimal features in
a supervised way. Among them, Genetic Programming (GP) is receiving significant attention. The
difference with more traditional methods lies in the output, which is a combination of original features
rather than one or more original features. Finally, unsupervised filter, wrapper, and embedded feature
selection methods have also been proposed (Xie et al., 2018). Unsupervised filter methods, e.g.,
Laplacian Score, assign to each feature a score indicating its capacity to preserve the structure of data.
Unsupervised versions of wrapper methods use clustering techniques instead of classification models
(D. Wang, Nie, and Huang 2014). In embedding methods, feature selection is often combined with
subspace learning models, such as Principal Component Analysis (Yonghua Zhu et al. 2018a), sparse
learning (R. Hu et al. 2017), or manifold learning (X. Zhu et al. 2017), in order to make feature

selection more stable and to enable objective functions to achieve global optimum.
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At this point, basic concepts and mathematical formulations of some common methods are
provided. They are the Pearson Correlation analysis, the Recursive Feature Elimination, The Principal
Component Analysis and its incremental version, and Genetic Programming. The reason why of
describing in detail these methods lies in the application of these methods to the case studies presented

in this dissertation.

Pearson Correlation analysis is a filter-based method used for redundancy elimination. It assumes
that if two variables have a high linear relationship, they contain redundant information (X. Cheng et
al. 2019). A fixed threshold usually determines if features are highly correlated or not. In the present
paper, first, the Pearson correlation is conducted, and a threshold equal to the absolute value of 0.9 is
chosen. Then, the correlation matrix is first built using the Pearson correlation coefficient computed

among all features and expressed by Eq. (5)

Cov(X,Y)

T = JVar(X)Var(Y) (5)

where, X and Y are two random variables, Cov(X,Y) is the covariance of the two variables, and
Var(X) and Var(Y) are the variance of the variable X and Y, respectively. The Pearson correlation
coefficient, ryy, is always included in the range [—1,1], where -1 indicates that the two variables are
negatively correlated, 1 indicates that the variables are positively correlated, and 0 that the variables
do not correlate. After the correlation matrix construction, an iterative process for feature elimination
is conducted. Hence, for each column, and for each row, if ry, < —0,9 or ryy = 0,9, the column is

eliminated.

The Recursive Feature Elimination is a supervised and wrapper feature selection method, which
assigns a weight to the features based on a particular classification model and recursively removes
the features with the most negligible weight (Su, Liu, and Tao 2020). When the Support Vector
Machine is used as the classification model, the RFE consists of the following steps:

1. Given a set of training samples {x;,y;}i = 1, ..., N, where x;is the feature vector sample with
S features, y; is the label associated with the sample x;. A linear SVM model is trained using

these training samples, and its decision function is given by Eq. (6):
FXO) =w-X+b (6)

2. According to the trained SVM model, the ranking criterion of features can be calculated as

follows:
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N
w = Z AiXiYi (7)

J(s) = w? (8)

Where «; is the Lagrange multiplier, w is the weight vector of the trained SVM model with S

elements wg, J(s) is the ranking criterion for the feature s(q);.

3. Eliminate the feature s(q); with the lowest criterion from the feature set

s(qQ) = argmin(J) 9
SF' = {s(0)1, (D)2 0 S( @D, S D1 - 5(@)s) (10)

Where SF1 is the feature subset with S — 1 features in the first iteration of feature selection

4. Repeating the above operations until all the features are eliminated from the feature set,

obtaining the S feature subsets:

SFY = {s(@)1,5(@)2 = S(Qs) -, S(Ds) (11)

using the cross-validation technique, the feature subset SF* with the best accuracy will be

selected as the optimal feature subset for the subsequent fault diagnosis.

The Principal Component Analysis (PCA) (Yonghua Zhu et al. 2018) is a feature learning method. It
is a statistical analysis approach to mapping multiple characteristic parameters to a few
comprehensive features. These PCA-based comprehensive features are not related to each other and
can represent original fault features effectively (F. Wang et al. 2015). Given a dataset X, of dimension
m, PCA aims to find a set of orthonormal basis vectors of dimension p < m, which are called
Principal Components (PCs), that maximize the variance over the dataset when it is projected onto
the subspace spanned by these PCs. Basically, if we have data points in a two-dimensional space and
we want to project them in one-dimensional space, what PCA does is to find the direction of the
vector and the position of the points on that vector, which is expressed by coefficients, such that the
reconstruction or projection error is minimized. To this aim, the covariance matrix of the dataset is
first computed, and the eigenvalues and eigenvectors are extracted. The eigenvectors correspond to
the PCs, while the corresponding eigenvalues represent the variance associated with that PC. The PCs
are selected so that the cumulative variance described by them is higher than a certain percentage
(usually, from 90 to 99%). Lippi & Ceccarelli (2019) presented an exact incremental implementation
of PCA. As the authors state, exact means it provides the same results, i.e., the same PCs as in the

batch version. In addition, it also contains an online data normalization, which is fundamental when
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variables assume very different values. Basically, the difference between the batch PCA and its

incremental version formulated in that paper lies in the covariance matrix computation, which is

recursive. The steps of the algorithm are the following:

1. The sample mean X, ; and the standard deviation a,,(;, are computed for each variable j (j =

1, ...,m) over the first n available observations, in order to compute the standardized matrix

Z,, as follows
X1 — X

e }z;l (12)
Xn — Xn

Where X,, = diag(o,,) is an m X m matrix

The covariance matrix Q,, of the data matrix X,,is computed as follows
1
Qn = ;Zgzn (13)

The standard diagonalization of Q,, is made by means of the eigenvector matrix C,, as follows

X
Qn = Ci* Cn (14)
A

Where the eigenvalues A; are put in descending order and express the variance associated with

the ith Principal Component (PC), that is the ith eigenvector of C,,.

Finally, the time evolution of PC values until the time stamp n is computed as

PC, = Z,C, (15)

. Atthestepn + 1, the mean and the standard deviation are updated and the standardized matrix

Z 44 1s computed as follows
Zn41 = [anr;,-l_ A] Z'731 (16)

Where y = x,,.1 — X,+1, A I1Sa n X m matrix made of repeating n times the vector § = x,, —
fn+1

The covariance matrix nQ,,,; is computed ad follows

NQns1 = Zns1Zns1 (17)

Which only depends on the covariance matrix computed at the point n and the new feature

Vvector x,,, ;.

Finally, the updated Q, are used to compute the nth values for the evolving PCs by means of Eq.

(4).
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Many Al optimization algorithms for the research of a maximum (or minimum) value of a function
work in a finite domain, considering multiple constraints on the solution set and having issues if the
objective function has multiple local maxima or non-linearity trends (Muni, Pal, and Das 2004). These
algorithms require an unacceptable amount of time to reach the optimal solution. Hence, the attention
moves towards heuristic algorithms, which can guarantee sub-optimum solutions to the problem in a
reasonable time. One of the most effective categories of heuristic algorithms is represented by
Evolutionary Algorithms (EA), which have their fundamentals in Darwin’s evolutionary theory. As
such, Genetic Programming (GP) is receiving great attention, especially in feature selection and
construction for classification problems (Neshatian, Zhang, and Andreae 2012). GP emulates the
evolution of the population’s individuals through genetic operators (Guo et al. 2011). The individuals
represent the possible solutions belonging to a population of a specific size. Their strength is
evaluated by their ability to adapt to the environment. A fitness function measures this ability. Thus,
only individuals with high values of the fitness function survive during the construction process. The

main steps of GP can be summarized as follows (Vanneschi and Poli 2012):
1. First, an initial population of individuals is randomly generated
2. Then, the following steps are performed until a certain termination criterion is met

A fitness value is assigned to each individual

a
b. The individuals with the best fitness value are selected and reproduced for the next generation

134

A new population is created through genetic operators

o

The result of genetic operators represents a possible solution of the generation
Typical termination criteria are the fitness function threshold and the number of generations.

The main genetic operators used for individuals evolution are reproduction, crossover, and
mutation. The reproduction operator copies an individual (chosen for his fitness score) into the new
population without any transformation. The crossover operator introduces variation in the population
by creating offspring that includes some parts of their parents, chosen by a selection method. The
mutation operator is a stochastic alteration of one or more genes. It introduces the exploration of new
spaces of the fitness surface to avoid the premature convergence of the program. Each operator is
realized with a certain probability. In particular, the probability of the mutation operator B, that does

not go over 0,1. Between the operators’ probabilities, the following relation holds:

P4 PtPy=1 (18)

Where B, P., P, represent the probability of reproduction, crossover, and mutation, respectively.
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At each iteration, the GP creates a program, which can have a tree-based representation. The nodes
represent the function set, which contains all the operator types, e.g. mathematical, arithmetic,
Boolean, conditionals, and looping. Typical elements of the function set are summarized in Table 4
(H. Wang, Dong, and Chen 2020). The tree's leaves represent the terminal set, which includes the
variables that have to be combined with the operators and sometimes constant values. Other important
parameters for the GP are the generation gap, that is the percentage of the population that survives
from a generation to another, and the parents selection methods, often chosen between tournament

selection and roulette-wheel selection (Folino 2003).

Table 4 Function set of Genetic Programming

Kind of primitive Example(s)

Arithmetic Add, Multiplication, Division
Mathematical Sin, cos, exp

Boolean AND, OR, NOT

Conditional IF-THEN-ELSE

Looping FOR, REPEAT

Summing up, this section has provided basic concepts of 10T infrastructure for data collection
and analysis and a brief description of the methods usually adopted for signal processing and

dimensionality reduction, which are depicted in Figure 17.

In the following sections, the case studies to which these techniques will be applied are presented.
First, the available datasets are described in section 3.2. Then, data processing, including signal

processing and dimensionality reduction, is conducted in section 0 on all or some of the described

datasets.
Signal Processing Dimensionality Reduction
— Time domain analysis (statistical features) Feature selection Feature leammg
Filter (Pearson S
Frequency domain analysis (spectriumn —» Con‘el(ation — Principal Component
i ' Analysis
analysis) analysis) y
Time — Frequency domain analysis (Short- —» Wrapper (Recursive — Deep Learning
—» Time Furier Tranform, Wavelet Transform, Feature Elimination)

Empirical Mode Decomposition)
—» Embedded (Genetic
Programming)

Figure 17 Signal Processing and Dimensionality Reduction techniques
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3.2 Data collection

This section describes the available datasets for fault diagnosis. In particular, it focuses on the
format in which data are collected, i.e., number of different sources, number of files, weight (in terms
of GigaBytes), and the type of available information. The first subsection considers a test rig built in
the Department of Industrial Engineering of the University of Bologna. The system operates in a
controlled environment, meaning that the operating and environmental conditions are known and kept
under control in each experiment. The other subsections consider different case studies of industries
that produce automatic machinery for the packaging sector. The case studies differentiate from each
other for the collected data and the analyzed component or subsystem. Table 5 reports the available
data (according to the classification presented at the beginning of this chapter) and the type of

Condition Monitoring data for each case study.

Table 5 Case studies’ available data

System/component Available Data Kind of CM signals

Test rig Condition Monitoring, environmental, event, and domain Vibrations
knowledge data

Sealing group Condition Monitoring and Environmental data Displacement

Suction cups Condition Monitoring data Pressures

Case packer Condition Monitoring data Currents

Sealing group Condition Monitoring and environmental data Vibrations

Automatic Machinery  Condition Monitoring and domain knowledge data Temperatures

3.2.1 Testrig (vibration signals)
The case study is conducted on vibration signals collected from an experimental platform built in

the Department of Industrial Engineering of the University of Bologna (Figure 18).

The platform consists of an asynchronous motor, a gearbox made of two pulleys that exchange

the rotation through a belt, two shafts that share the motion thanks to a couple of gears, an

Acceleromet ters Desktop Computer

Figure 18 The test rig (left) and its mechanical scheme (right)
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electromagnetic brake. The three-phase electric has eight poles with power equal to 0.13 kW and
rotation speed equal to 660 rpm. The motion is transmitted to the first shaft through the belt running
on the pulleys and put in tension thanks to a screw system positioned on the motor’s support. A steel
disk is attached to the second shaft to simulate a load on the centerline using a key and an o-ring. The
braking system consists of an electromagnetic dust brake with adjustable braking torque in the range
of 0-7.5 Nm and a 90 VDC command control fed by a transformer. The platform contains three
accelerometers and a pyrometer. 3 Dytran 3093D3 triaxial accelerometers with IEPE technology are
placed on the bearing’s support, next to the second pulley and the two gearboxes. They have a
sampling frequency of 12.8 kHz per axis and an acceleration range of 500 Gpeak. An OPTRIS
CSmicro infrared sensor placed near the second pulley measures the pulley or the belt’s temperature
at a sampling frequency of 1 kHz. Regarding the data collection system, the acceleration sensors are
connected to a computer through three-channel N19230 I/O modules with a maximum sampling rate
of 12.8 kS/s for each channel mounted on a four-slot NI 9274 chassis that collects all the data from
the accelerometers before sending it to the computer through a USB connection. A data acquisition
interface is placed in the pyrometer’s cable, and temperature measurements are collected using the

plug-n-play software CompactConnect supplied by the Optris company.
From the test rig, two kinds of data are collected, which are divided into three files

1. Afile .txt, shown in Figure 19, in which the context data are recorded. In particular, the date
of the specified setting implementation, the machine setting parameters (tension, rpm, braking
force), the sensor location, and the sampling frequency of each sensor. This file is generated
at the beginning of each test.

21/10/2020 » Date

(alta tensione)

el ytazione= 9€@ rpm (motore nuovo) . .
cop 20% }— Machine setting
arico disco= SI

‘ > Sensor location

acc= 12,8 .\k:‘ I / > Sensor sampling frequency
tro= 1 kHz

re temperatura puntato su puleggia. temperatura di interesse= Tatt --> temperatura attuale oggetto

Figure 19 Test rig: file .txt

2. A file .lvm, shown in Figure 20, in which the vibration signals collected by the three

accelerometers are recorded. This file contains two headers in which Labview parameters and
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acquisition parameters are recorded. In particular, acquisition parameters contain the date and
time of recording, sampling frequency, unit of measure (g), the difference in time between
two acquisitions. Finally, the accelerations for each ax of the accelerometers are recorded at
each timestamp. For the accelerometers, these files are generated automatically every ten
minutes during the machine functioning, and the resulting dimension of each file is equal to
1 GB. The length of the time interval between the two consecutive file creations has been set
by the user, and corresponds to the best trade-off between the weight of each file and the
number of resulting files from a complete test. Indeed, one single file including hours of data
would be difficult to manage. On the other hand, too many files would require a larger pre-

processing phase.

Labview parameters

}— Acquisition parameters

Time stamp

Sensor data

Figure 20 Test rig: file .lvm

3. A file .dat, which contains the data collected from the temperature sensor. The context data
contained in the file is the same as the file .lvm. The difference lies in the CM data, which is
the temperature signal, and in the fact that one only file covers all the test duration, because
the lower sampling frequency. For this reason, the dimension of each file varies according to
the duration of the test. For instance, for a test of 2 hours and 41 minutes, the dimension of
the corresponding file is equal to 852 KB. Note that this file will not be used in this context
since it does not provide helpful information on system settings and components’ health

conditions.
Two kinds experiments have been carried out on the test rig, according to two distinct goals:

1. The first experiment includes four datasets collected from the system under four distinct
operating conditions, whose parameters are summarized in Table 6. All components of the
test rig, i.e., the electric motor, the belt, the pulleys, and the gears, are in optimal conditions
in three settings out of three. At the end of the last test, a sudden failure occurred to the electric

motor. As it will be explained in the next sections, the goal of this experiment is the automatic
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collection of contextual data during subsequent tests, that is to determine in which operating
condition the system is working.

2. The second experiment has been conducted to collect run-to-failure data of the belt, which
was put under an higher-than-nominal tension. These failure data have been collected under
three different operating conditions, whose parameters are summarized in Table 7. In
particular, two distinct trajectories have been obtained for setting 5 (F1 and F2) and setting 6
(F3 and F4); one trajectory has been obtained making vary the setting during the degradation

of the belt (F5); finally, the last failure trajectory has been obtained under setting 7 (Table 8).

Figure 21 shows 1 second of data collected from each accelerometer.

Acc 1x Acc 1y Acc 1z

r 1 40
2 - 4 40
0 0.2 04 06 08 1 0 02 04 0.6 08 1

Time Time

Acc 2x

Figure 21 Test rig: raw signals collected from accelerometers (1 second)

Table 6 Operating conditions (first experiment on the test rig)

Operating Distance between Breaking torque (Nm)  Rotation speed Duration (min)
Condition pulleys (mm) (rpm)

Setting 1 27,33 0,1 660 82,8

Setting 2 27,33 0,5 660 184,2

Setting 3 27,54 0,1 660 77,4

Setting 4 27,54 0,328 660 25,8

Table 7 Operating conditions (second experiment on the test rig)

Operating condition AC motor speed (rpm) Braking force (Nm)
Setting 5 710 0.1
Setting 6 710 0.2
Setting 7 700 0,1

Table 8 Available Run-to-failure trajectories

Operating Condition Run-to-Failure trajectories
Setting 5 F1-F2

Setting 6 F3-F4

Setting 5 — Setting 6 F5

Setting 7 F6
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3.2.2  Sealing group (displacement signals)

The case of an automatic machinery of a manufacturer operating in the pharmaceutical sector is
introduced in this subsection. The machine under analysis is a packaging line made of two parts
connected by an automatic robot. The first section is a thermoforming machine that realizes the
products in different materials; the second section is a cartooning machine, which packs the product
into the carton. The machine can produce up to 320 products per minute and more than 260 cases per
minute. Here, failures and malfunctions of the sealing group are considered, which is placed in the
first section and is responsible for sealing the two parts of the product. The group includes two tables,
in which the film flows horizontally and continuously, allowing the sealing at a low temperature.
Each sealing cycle consists of five steps: (1) the top table goes up, (2) the tables close, (3) the cover
is sealed to the base, (4) the tables open, and (5) the parts back to the initial position. The health
condition of the sealing group is monitored through a displacement sensor that records the positions
of the two tables. Figure 22 depicts the trend of the measured signal during a sealing cycle. Each
cycle lasts 800 milliseconds, and the sampling frequency of the sensor is 1000 Hz.

A file .xlIs has been created for each test, containing the time stamp and the value recorded by the
sensor. Table 9 summarizes the test performed on the system with the corresponding number of cycles
included in each test. In total, four conditions are available, i.e., nominal, fault 1, fault 2, and fault 3.
The condition "restored" is assumed to be equal to the nominal one. Hence, almost 50% of the
available dataset corresponds to the nominal condition, while the remaining includes three different
fault conditions.

15
0 100 200 300 400 500 600 700 800
time (ms)

Figure 22 Sealing group: displacement signal of one cycle of the welding process in the nominal condition

Table 9 Sealing group (displacement signals): experiment type and duration

Dataset Condition Number of cycles Dataset Condition Number of cycles
D1 Nominal 1 360 D6 Restored 2 110
D2 Fault 1 240 D7 Nominal 2 108
D3 Fault 2 200 D8 Nominal 3 48
D4 Restored 1 70 D9 Fault 1 93
D5 Fault 3 100 D10 Fault 3 90
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3.2.3 Suction cups (pressure signals)

This case study considers a critical part of an automatic machine, whose malfunctioning strongly
affects the quality of the products. The component is made of four suction cups, which rotate and
push the product forward. The time length of a cycle is 0.134 s. The main problem that is related to
this component is that, at each cycle, the pressure of the suction cups on the product decreases until
one or more of the suction cups detach. It has been noted that if one only suction cup detaches, then
the quality of the resulting product is still acceptable; however, if two suction cups detach, the
component is not able to perform its function properly. Note that the detachment of the suction cup
is almost instantaneous. The measure that best describes the component’s functioning is the pressure,
which suddenly drops when a suction cup detaches. Therefore, the pressure (bar) is collected at a
sampling frequency of 10 kHz, under three conditions, named Nominal, Fault 1, and Fault 2, where
Fault 1 represents the state in which only one suction cup is missing, and Fault 2 corresponds to the
system with two suction cups missing. The pressure values in the different conditions are shown in
Figure 23. Note that the test during which data was collected was not performed for maintenance

purposes. Thus, the choice of the sampling frequency was derived from other considerations.
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Figure 23 Suction cups: (a) Signals related to three different conditions. (b) Complete dataset containing all conditions.

3.2.4 Case packer group (current signals)

Like in the other cases, a subgroup of an automatic machinery is considered in this case study. In
particular, the case packer group is responsible for putting the blisters into the case and sticking its
edges. The incorrect execution of the sticking phase may generate unacceptable final products. For
this reason, it is necessary to recognize the malfunctioning as soon as possible. To this aim, the current
(mA) absorbed by the main actuator of the system is monitored. Indeed, different current trends
corresponds to the different non-optimal working conditions. To demonstrate this assumption, the

current signal during each machine cycle been collected with a sampling frequency of 500 Hz in
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different conditions. In total, one normal condition and four fault conditions were simulated. For each
condition, 100 cycles are available, except for one condition, for which the test lasted only 47 cycles.
Each cycle is made of 75 data samples and lasts 0,15 seconds. Therefore, 15 seconds of monitoring
have been conducted for each condition, except for fault 4, for which the monitoring is 7,05 seconds.

In Figure 24, all cycles of each condition are shown.

Figure 24 Case packer: raw signals corresponding to the five available conditions

3.2.5 Sealing group (vibration signals)

The fourth case study considers vibration signals collected from the sealing group of an automatic
machinery for the packaging of tea sachets. The machinery is able to perform of 400 cpm (cycles per
minutes), and realizes eight sachets at each cycle, resulting in a nominal production rate equal to 3200
sachets per minute. The sealing group is made of eight pockets paired up in twos. During each cycle,
which lasts 0.15 seconds, two sachets are sealed and the component moves forward by two pockets.
The monitoring objective is ensuring that the sachets sealed correctly. Vibration signals were
collected through a triaxial accelerometer installed on the sealing group. Acceleration measurements
were taken in three directions: radial, axial, and tangential to the circumference generated by the
rotation of the component around its drum axis. The three signals collected by an accelerometer were
connected to the three channels of a digitizer. For each channel, samples were taken every 3,9063e-5
seconds. The resulting sampling frequency is 25,600 Hz. This component can be used in four different
configurations to make four distinct final products. In addition, two load conditions can be considered
for each product: 50%, which is the most common, and 100%. In order to understand the component
behavior in each possible configuration, eight different situations were simulated, during which
vibration signals were collected. For the first condition, three tests were conducted, each including

eight files, while for the second condition, only one test was conducted. Tests were carried out on the
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component in both nominal and damaged conditions. 412,000 samples are included in each file of
each test, lasting 16.09 seconds, except for the last file of each test, which contains 140,750 samples
for a time of 5,58 seconds. Figure 26 shows an example of a signal generated by one of the tests. It is
worthy to note that some signals present anomalous peaks due to electric problems. By visualizing
signals obtained from the three channels, it was evident that the z-axis was the most problematic. For

this reason, analysis has been conducted by considering first the total value of acceleration Acc;,;,
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Figure 26 Vibration signals collected from the accelerometer

and then by considering the acceleration of only on x-y axis, Acc,_,,.

Accror = Ay + by + alys (19)

N. samples «10*

N. samples %104

(@ | |

08|
306
3

Loaf

0.2

N. samples %10
(d)' B T 1 T T
0.8

; 0.6
Q9

< 0.4

0.2

0 0.5 1 15 2 25
N. samples %104

Figure 25 Sampled Signal. (a) New component- Case 1 (b) New component- Case 2 (¢) Damaged
component - Case 1 (d) Damaged component - Case2
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Accy_y = , alpy + afp; (20)

Accyor and Accy—, Will be referred to as Case 1 and Case 2, respectively. Figure 25 shows signals in

each window of 1 second for both cases and conditions.

3.2.6 Automatic Machinery (temperature signals)

The last case study considers several subgroups of an automatic machinery. In particular, the data
were collected from different users of different machinery belonging to the same product family. All
the datasets were gathered in a unique folder organized by the machine producer, as depicted in Table
10. First, the dataset is divided for client and for machinery type. Then, for each client C and
machinery type M, data are divided into five groups corresponding to five distinct subsystems (A, B,
C, D, E). The data are recorded into three log files, each containing signals collected from different
sources, at different sampling frequency, and form sensors placed on one or more subsystems. All
files are provided in the .xIs format. The log files belong to two categories: files extracted from the
automation PC of the machinery and files extracted from the HMI interface, which were extracted
continuously or on-demand. For this reason, datasets collected from distinct machinery cover
different periods. In total, eight distinct data sources are available. Two of them are extracted from
the HMI interface and can be considered low-frequency data, while the others are high-frequency
data extracted from the PLC.

The first log file extracted from the HMI interface contains the data recorded one time per day

after 30 minutes of the machinery functioning (low-frequency data). Variables in this file include:

1. The timestamp

2. Parameters collected from all, or some, sensors placed on the subsystems of the machinery (it
depends on the clients)

3. Statistics (minimum, maximum, mean, and standard deviation) of the above-mentioned
parameters, which were computed on a batch of 30 minutes

4. Setting values of the machinery.

The second log file extracted from the HMI interface contains the event “setting change” data (low-
frequency data). Note that while the setting values of machinery recorded in the first log can be
considered contextual data, the data recorded in the second log are event data. The difference lies in
the “moment” in which the information is recorded. While in the first case the information is recorded
for each observation (at each time stamp), in the second case, the information is only recorded when
the setting changes. Thus, it can be considered an event.
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The third and fourth log files contain the Condition Monitoring Data collected from sensors located
in different positions of subsystem A, i.e., the extruder. In particular, the third log file contains
temperature and pressure signals collected at a sampling frequency of 1 Hz. The fourth log file
contains the speed and, in some cases, the production rate, collected at a sampling frequency of 10
Hz. The other logs contain the signals collected from the other subsystems at a sampling frequency
corresponding to the production rate. These files will not be described in detail because no analysis
has been conducted. The reason is that the datasets are extracted in different moments. Even for the
same machinery, the different log files contain different timestamps. Hence, in some cases, no

valuable data are available.

Table 10 Automatic machinery: available datasets

) ) . Log File
Machinery Client Machinery Group
1 2 3 4 5 6 7 8
A X
X X
B X
C1
C X
M1 X X X X
E X
A X
C2 X X X
B X
A X
M2 C3(2 B
2 %
C X
A X
C3 B
X
C X
M3 A X
C4 B
X
C X
C6 (2) A X
A
B X X
M4 C5 C X
D X
X
E X
A X X
B X X
M5 C3
C X X
E X X
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3.3 Data processing

This section describes the results obtained from applying several data processing methods to the
datasets described in the previous section. Data processing is conducted to obtain two kinds of feature
sets: the component-level feature set and the system-level feature set. In the first case, the feature set
represents a nominal or fault condition in which a specific component operates. In the second case,
the feature set represents the operating condition (i.e., the machinery setting) in which the system
operates in a given instant. The methods used to obtain the feature sets can be divided into signal
processing techniques and dimensionality reduction methods. The first set of methods consider time-
domain and time-frequency-domain analysis. Then, in some cases, dimensionality reduction methods,
i.e., filter and wrapper feature selection methods or feature construction methods, are also applied to
select, or build, the most relevant feature sets. The goals and methods for each case study are

summarized in Table 11.

Table 11 Case studies goals and methods for data processing

Case study Goal Method
Test rig System-level feature extraction 1. Statistical features in the time-domain
(Case 1) 2. A) Feature selection (Pearson Correlation analysis and
manual feature selection)
Component-level feature B) Feature Construction (Genetic Programming)
extraction

1. Statistical features in the time-domain
2. A) Feature selection (Pearson Correlation analysis and
manual feature selection)

Sealing group: Component-level feature 1. Statistical features in the time-domain
Displacement extraction 2. Pearson Correlation analysis

(Case 2) 3. Recursive Feature Elimination
Suction Cups Component-level feature 1. Statistical features in the time-domain

(Case 3) extraction 2. A) Feature selection (Pearson Correlation analysis and
Recursive Feature Elimination)
B) Feature Construction (Principal Component Analysis)

Case packer Component-level feature 1. Statistical features in the time-domain

group extraction 2. A) Feature selection (Pearson Correlation analysis)
(Case 4) B) Feature Construction (Principal Component Analysis)
Sealing group: Component-level feature 1. Data pre-processing

N

Vibrations extraction A) Statistical features in the time-domain
(Case 5) 3. B) Statistical features in the time-frequency domain
(Morlet wavelet transform)

Automatic System-level feature extraction 1. Feature construction (Principal Component Analysis)
Machinery
(Case 6)

The results are presented in the following subsections according to the specific task, i.e., signal
processing, feature selection, and feature construction. In particular, signal processing techniques in
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the time-domain are applied to all datasets, except the extruder; the time-frequency analysis is only
conducted for the sealing group (vibrations). Feature selection using filter and wrapper methods is
applied to all datasets, except the extruder and the sealing group (vibration signals). Feature
construction is applied to the second dataset of the test rig to extract both component-level and
system-level features, the suction cups and the case packer to extract component-level features, and

the extruder to extract system-level features.

3.3.1 Signal processing

The preliminary steps before signal processing are the following:

1. To determine the length of the window from which the statistics have to be extracted.

2. For the analysis in the time-frequency domain, to determine the wavelet for transforming the
raw signal in the time-frequency domain.

3. To identify statistics to compute. In all cases, all or some of the typical statistical time-domain
features described in Table 3 (section 3.1.2) are used. The statistical time-frequency features
extracted from coefficients produced by the wavelet transform are described in Table 12,
where, C;(t) are the coefficients generated by the Morlet transform, and C,, is the average

value of C;(t).

The output of signal processing is represented by a matrix [mxn], where m is the number of
observations, which corresponds to the number of signal segments in which the raw signal has been

divided, and n is the number of extracted features.

Note that signal processing does not consider the aim, i.e., component-level or system-level feature
extraction. This aspect is considered in the feature selection or construction step. In addition, the
goodness of the extracted features is generally assessed through classification models. For this reason,
results from this analysis will be presented in the next chapter, after providing details on classification
and clustering models for fault detection and diagnosis.

Table 12 Statistical features extracted in the time-frequency domain

Feature Formula Feature Formula
fi min(C;(t)) f3 VEL(Ci(t) — Cn)?]
f max(C;(t)) fa fo—fi

Case 1. Test-rig: statistical features in the time domain. First, the dataset related to the first

experiment conducted on the test rig is considered (Table 6). Each of the nine vibration signals (three

for of the three accelerometers) is divided into segments of 1 second, including 12.800 samples, and
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the most typical features in the time domain, i.e., peak, peak-to-peak, mean, RMS, Crest Factor,
Skewness, Kurtosis, Shape Factor, and Impulse Factor, are extracted from each segment. In total, 81
time-features are extracted. As an example, the nine features extracted from the first signal (axes x of
the first accelerometer) are shown in Figure 27. From the figure, it is possible to see that the trends of
Crest Factor, Skewness, the Kurtosis, do not show any difference between the four settings, while the
trend of the other features is more or less different among different settings, especially considering
setting 4. Note that, in all the cases, several abnormal peaks are present, which may compromise the

classification models and the anomaly detection models for setting recognition and fault detection.
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Figure 27 Test rig: Statistical time-domain features extracted from x-axes of accelerometer

Case 2. Sealing group (displacement signals): statistical features in the time domain. In Figure 28,

the trend of the extracted features from displacement signals collected from the sealing group (Table
9) in each condition is shown. In this case, the length of the window is set to 800 ms, equal to the

cycle duration. Ten typical time-domain features are extracted for each cycle, i.e., peak, peak-to-peak,

x 135f L x5
3 | L [Fumptrsontrn s 8 27| L
a 43t - Ot N . g, g g 265" - o X e
0 500 1000 1500 0 500 1000 1500
r 1m LR - e v— * —r
5-05 s .
@ £ 0
B ol e | ‘.,M« ® E05
0 500 1000 1500 0 500 1000 1500
28R T o
@ | ™erre gy PR | N . | % 852 iy l
E ;; Al e SR [ e . g _cé 5 AR ,_.J.‘m“l s ism bR,
" ] 500 1000 1500 0 500 1000 1500
w ]
2 0.2 P Ra et P @ 167 ]
= 1] - . " A i [=]
15 PP M A gl e e LT L IPPRTIF COV S s
§ 03 Ly Ve o Sl : |
@ 0 500 1000 1500 0 500 1000 1500
gs4f T ﬁ*’ Syl T T T : —
@ O .5 a 9.30-
e J £ 40- i
0 500 1000 1500 0 500 1000 1500
cycle cycle

Figure 28 Sealing group (displacement signals): The trend of the extracted features during the nominal condition (blue),
fault 1 (orange), fault 2 (yellow), fault 3 (violet).
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mean, absolute mean, RMS, crest factor, skewness, kurtosis, shape factor, and impulse factor. During
the nominal condition, an initial increasing trend can be observed for some features, e.g., kurtosis,
which corresponds to the warm-up phase of the machine. Finally, fault 3 is very similar to the nominal

condition.

Case 3. Suction cups: statistical features in the time domain. In Figure 29, the trends of the time-

features extracted from the pressure signals collected from the suction cups in three conditions are
shown. In this case, the time window from which features are extracted is set equal to 0.134 seconds
(1340 observations), which corresponds to the duration of a cycle. It can be seen that the peak, the
peak-to-peak, the mean, and the RMS assume different values in the three conditions, while the other

features have similar trends.
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Figure 29 Suction cups: statistical time-domain features

Case 4. Case packer group: statistical features in the time domain. Figure 31 shows the extracted

features at each cycle (75 samples), for each condition. It can be seen that, for each condition, all
features assume similar trends during the cycles, except for the last condition. Indeed, all features
extracted from data corresponding to Fault 4, except for the peak and the peak-to-peak, show a

decreasing trend over the cycles.
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Figure 31 Case packer group: statistical time-domain features

Case 5. Sealing group (vibration signals): statistical features in the time domain and in the time-

frequency domain. For this analysis, two different configurations (products) have been chosen, both

with the 50% as load condition. Each test has been divided into 16 windows, containing 25,600 and
lasting 1 second each, except for the last file of each test, which has been divided into five windows.

Hence, 351 windows (signal segments) were obtained for each product for both nominal and failed
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Figure 30 Sealing group (vibration signals): time-domain features for (a) product 1, and (b) product 2 in nominal
condition (blue) and damaged condition (orange)
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components. From each signal, the following statistical time-domain features have been extracted:
RMS, variance, skewness, kurtosis, peak, crest factor, root amplitude, clearance, shape factor, and
impulse factor, which are shown in Figure 30. It can be seen that the trend of the time features, in
both nominal and damaged condition, are different for product 1 and product 2. For Time-Frequency-
domain analysis, each signal segment has been transformed by using the Morlet wavelet transform.
Figure 32 shows the signal in the time domain (red signal), the coefficients C;(t) and the
reconstruction of the signal (green signal) for the component in nominal condition (on the left) and
the damaged component (on the right). It is evident that damaged components present higher

frequencies than the component in the nominal operating condition.
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Figure 32 Sealing group (vibration signals): Morlet Wavelet Transform of nominal signals (left) and demaged
signals (right)

3.3.2 Feature selection

Two methods are considered for feature selection: the Pearson correlation analysis and the
Recursive Features Elimination. The Pearson Correlation analysis has been conducted in Matlab,
through the function corrcoe f, which gives a squared matrix containing the correlation coefficients
among all the features. Then, features with a correlation coefficient greater than 0.9 or lower than -
0.9 have been eliminated. Note that the Pearson Correlation analysis is a filter method, that does not
require any classification models to evaluate the selected feature sets. Hence, the selected set of
features is independent from the specific aim (setting recognition or fault diagnosis). On the contrary,
the wrapper feature selection approach named Recursive Feature Elimination (RFE) is a wrapper
method, and has been used to select the optimal feature set in terms of classification accuracy. The

RFE algorithm has been applied using the function rfe cv of the Python library Scikit Learn. In
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some cases, a manual feature selection is also performed, meaning that the relevant features have

been selected based on subjective judgments derived from the graphic visualization.

Case 1. Test rig: Pearson Correlation analysis and manual feature selection. For the first

experiment on the test rig, the most relevant features were selected using two methods, i.e., the
Pearson Correlation Analysis and the manual selection. In the first case, 32 features have been

selected, which are summarized in Table 13.

Table 13 Test Rig. Selected Feature through Pearson Correlation Analysis

>
<

Feature

Peak, Mean, RMS, Shape Factor, Impulse Factor

Mean, Impulse Factor

Mean, RMS, Shape Factor, Impulse Factor

Peak, Mean, Crest Factor, Kurtosis, Shape Factor, Impulse Factor
Peak, Mean, Impulse Factor

Peak, Mean, Kurtosis, Impulse Factor

Mean

Mean, Crest Factor, Kurtosis, Skewness

Mean, Kurtosis, Impulse Factor

Accelerometer

N
N < XINK XN X

In the second case, all features have been plotted and relevant features have manually been selected

according to two criteria, reflecting the purpose of the analysis.

1. For the operating condition recognition (OCR) goal, relevant features should be as much as
constant (similar) when refer to the same condition. On the contrary, they should assume different
values depending on the condition they refer. Therefore, the mean value of signals 4, 6, and 8
(corresponding to the x and z axes of the second accelerometer and the y axes of the third
accelerometer, respectively) were selected. Indeed, they best distinguish the four settings, which
are represented with different colors in Figure 33a.

2. For the fault detection goal, relevant features should be as much as constant (similar) in all the
settings. On the contrary, they should assume anomalous values when the fault occurs. Therefore,
the impulse factor of signal 2 (axes y of the first accelerometer) was selected, as it resulted to be
independent of the implemented setting and shows anomalous peaks, which are depicted in red in

Figure 33b, when the electric motor fails.

Thanks to the manual feature selection, only 4 of the 81 previously extracted features have been
selected, which are divided into two sets: the system-level feature set, including the three features
selected for the OCR task; the component-level feature set, including one only feature, selected for

the fault detection task.
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Figure 33 Test rig: features selected for condition recognition; b) Feature selected for fault

detection

Case 2. Sealing group (displacement signals): Pearson Correlation analysis and Recursive Feature

Elimination. Although only ten features have been extracted from displacement signals (Figure 28),
they show similar trends. Hence, some redundancy is present. To select the relevant and non-
redundant features, first, the Pearson correlation analysis has been conducted. Then, the Recursive
Features Elimination is also applied to take into account the ability of the features to classify the
different classes. First, datasets corresponding to all available machinery conditions are considered
in the feature selection process. In a second scenario, fault 2 has been removed from the training
dataset to evaluate how the selected feature set changes when not all conditions are known in advance.
In other words, the generalization ability of the feature sets is evaluated, where generalization, in this
case, means the relevance in distinguishing not only known conditions, but also operating conditions
that can be implemented in the future (this concept will be better explained in the next chapter). The
ten statistical features extracted in the time domain are used to build the Pearson correlation matrices
of both scenarios, shown in Figure 34. It can be seen that, in both cases, some of the extracted features
have a high correlation, like the mean and the mean of the absolute values, which have a correlation
coefficient equal to -0.98 (Figure 34a). In this case, the mean absolute on the column is eliminated,
while the mean on the row is kept. This process is repeated until the whole matrix is analyzed. In the
end, for scenario 1, only four features, i.e., peak, peak to peak, the mean, and the skewness, are
selected, whose correlation coefficients are shown in Figure 34b. For scenario 2, the peak, peak to
peak, and the skewness are selected (Figure 34d). To further evaluate the goodness of the selected
features, the RFE algorithm is applied, which assigns a score equal to 1 to both feature subsets
selected through the Pearson correlation analysis. This score confirms that the selected features have

a low correlation and positively contribute to the classification accuracy.
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Figure 34 Pearson correlation matrix of the whole set of features (a) and Pearson correlation matrix of the
selected features (b) — scenario 1. Pearson correlation matrix of the whole set of features (c) and Pearson
correlation matrix of the selected features (d)

Case 3. Suction Cups: Pearson Correlation analysis and Recursive Feature Elimination. In this

case, the ten statistical features extracted in the time domain are used as input of the Pearson
Correlation analysis and the Recursive Feature Elimination. In both cases, the peak, the Crest Factor,
the Kurtosis, the Skewness, the Shape Factor, and the Impulse Factor are selected since they are the

less correlated among each other and provide the best classification accuracy results.

Case 4. Packer group: Pearson Correlation analysis. In this case, only 4 features, i.e., the peak, the

mean, the RMS, and the Crest Factor have been selected through the Pearson Correlation analysis.
3.3.3 Feature construction

Feature construction is intended as a combination or transformation of extracted features that
implies the loss of their original physical meaning. The Genetic Programming, and the Principal
Component Analysis are considered feature construction methods. When applied to the case studies,
some common decisions have been taken. In case of the PCA, the PCs retaining at least the 99% of
the variance are selected. In the case of GP, two fitness functions are built, according to the kind of
features (Health Indicator or system-level features) that need to be extracted. Both algorithms are
implemented using MATLAB. In particular, the PCA has been applied using the function pca, while
the GP has been applied using the Genetic Programming Toolbox developed by Janos Abonyi (2021).

Case 1. Test rig: Genetic Programming. In the GP design, both classification and clustering

measures have been considered in the objective function to evaluate both the supervised and
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unsupervised learning ability of the GP. For the classification GP-based feature construction, the
accuracy of K-NN is considered in the fitness function, as in (B. Peng et al. 2020). For the clustering
GP-based feature construction, the mean of the silhouette coefficient of all observations, given by Eq.
3, is used as the fitness function (Schofield and Lensen 2020). The silhouette coefficient of a given
point measures its similarity to points belonging to the same cluster, compared with points belonging

to the other clusters. Here, it is computed on clusters generated by the k-Means algorithm.

Fit = 23N, s, (21)
where
o 5, = — 471 js the silhouette value of the point i,
max {a;,b;}

e q;, = ﬁzjeci,iij d; j is the average distance from the ith point to the other points in the same
-

cluster as i,

b; = minL is the minimum average distance from the ith point to points belonging to other

k=i |Ckl

clusters

N is the total number of observations.

The silhouette value ranges from -1 to 1. A high silhouette value indicates that i is well matched to
its cluster, and poorly matched to other clusters. If most points have a high silhouette value, then the

clustering solution is appropriate.

The so-built GP algorithms have been applied to the second experiment conducted on the test rig
(see Table 7), in order to find the system-level feature set able to distinguish the two operating
conditions despite the belts’ degradation. In particular, the 81 statistical features (9 for each of the 9
signals) extracted in the time domain from run-to-failure trajectories F1, F2, F3, and F4 have been
used for training the GP. After running the GP 20 times, the best fitness value of classification-based
GP, equal to 0.9999, is provided by the feature given in Eq. 22 and shown in Figure 35a, where the
black line corresponds to the constructed feature for the first operating condition, and the red line

corresponds to the constructed feature for the second operating condition.

faz + fa (22)

where, f,, corresponds to the skewness extracted from the fifth signal (the y-axis of the second

accelerometer) and f, corresponds to the RMS of the x-axis of the first accelerometer. For clustering-
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based GP, the best fitness value, equal to 0.8408, is provided by the feature given in Eq. 23 and shown
in Figure 35b.

fo7 * faz * fas (23)

where f,- is the RMS of the x-axes of the third accelerometer, f,, is the skewness extracted from the
y-axis of the second accelerometer, and f,g is the mean extracted from the z-ax of the second

accelerometer.
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Figure 35 Constructed feature through (a) classification-based GP, and (b) clustering-based GP

Case 2. Suction cups: Principal Component Analysis. In this case, the PCA is applied to the set of
time-domain features extracted in the previous section (see Figure 29), for each condition. For the
nominal condition and the first fault condition, the first two PCs are selected, which explain the 99.9%

and 99.6% of the variance, respectively. For the last condition, three PCs are selected, which explain

Selected Principal Com
T
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Samples

Figure 36 Suction Cups. Extracted Principal Components
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the 97.38% of the variance. Since Machine Learning models require the same number of variables
for each condition, three PCs are selected for each condition. As it can be seen in Figure 36, the PCs

assume similar values in all conditions.

Case3. Case Packer group. For each condition, the statistical time-domain features are used as

input for the PCA and results are depicted in Figure 37. For the nominal condition and the first fault
condition, the first three PCs explain the 99.5% and the 99.6% of the variance, respectively. For the
second and fourth fault conditions only the first PC is selected, which explains the 99.04% and the
99.16% of the variance, respectively. Finally, for the third fault condition, for PCs are selected, which
explain the 99.99% of the variance. However, the number of features for classification through
Machine Learning has to be the same for all conditions. Hence, the maximum number of PCs (four)

has been selected for each condition.
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Figure 37 Case Packer. Extracted Principal Components

Case 4. Automatic machinery: Principal Component Analysis. Given the heterogeneity of the

provided data (see Table 10), a selection of the most suitable datasets is made. In particular, the period
of time in which CM data, context data, and event data are available is selected®. At the end, only the
data listed in Table 14 have been selected, which include the data related to two components installed
in two distinct machinery. As summarized in Table 14, the first machinery (M1 — C1) was monitored
for 11 months, while the second machinery (M1 — C2) was monitored for 21 months. For each unit,

two different settings were implemented. While for the first machinery, there is only a change from

5 The reason why even if context data are available, CM data are considered for the analysis will be explained in the
section dedicated to the outcomes and considerations of the next chapter.
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setting 1 to setting 2, in the second unit, there are two changes: from setting 3 to setting 4, and from
setting 4 to setting 3. The 11 variables (temperatures) in the third log (sampling frequency of 1 Hz)
have been considered for feature extraction, since they provide valuable information on the operating
condition of the machinery. Indeed, as shown in Figure 38, they correspond to the actual values (CM
data) of the set values of the machinery (contextual data). Note that the actual temperatures are stored
in the third log (1 Hz), while the setting temperatures are stored in the second log. Since the ground
truth (the implemented setting, given by the machinery set values) is necessary to evaluate the
performance of feature extraction and clustering, only a subset of the total observations, having both
the actual and the set values of the temperature, were used in this case.

First, a sampling step has been conducted before extracting relevant features from Condition
Monitoring data (Log 1 Hz). The mean value of each variable is computed over a batch of 1800
samples, which correspond to 30 minutes of data. This value has been arbitrarily chosen based on the
following factors: the accuracy of prediction, the latency of the algorithm, the memory storage of the
possible edge device, and its computational capacity. In this case, the batch of 1800 samples
represents a reasonable compromise among all these factors, which demonstrates to smooth the signal

with no loss of information.
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Figure 38 Extruder's settings: set value vs. actual value

Table 14 Extruder: Selected datasets

Unit Period Setting
1 From 2017-10-20 to 2017-11-03 1
From 2017-12-04 to 2018-09-17 2
2 From 2017-01-12 to 2017-06-12 3
From 2017-06-12 to 2017-06-26 4
From 2017-06-26 to 2018-09-06 3
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Therefore, both batch and incremental PCA are applied to the 11 sampled signals. Figure 39 shows
the results of the Incremental PCA, compared with those obtained from a batch PCA, for unit 1 and
unit 2, respectively.

I On-line PCA

I Batch PCA
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Figure 39 Extruder: Performance of Incremental PCA vs. batch PCA for unit 1 (left) and unit 2

(right)
As shown in Table 15, the first four PCs extracted from the data related to the first unit can retain
90% of the variance during all the analyses. The first five PCs retain the same variance for the second
unit. The trend of these PCs for units 1 and 2 are shown in Figure 40, on the left and on the right,

respectively.

Table 15 Extruder: Explained variance of the extracted PC's

Unit PC  Variance Cumulative Variance Unit PC  Variance Cumulative Variance

1 66.45% 66.45% 1 46.61% 46.61%
2 11.88% 78.33% 2 14.49% 61.1%
1 3 7.81% 86.14% 2 3 12.46% 73.56
4 10.16% 83.72%
0 0
4 4.17% 90.91% 5 7.55% 91.27%
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Figure 40 Extruder: Trend of selected PC's of unit 1 (left) and unit 2 (right)
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As in the case of the sealing group (vibrations), the extracted PCs for the two units are pretty

different among each other.

3.4 Outcomes

The main considerations and outcomes of the data collection and data processing are summarized

in this section.

The first outcome concerns the data availability, completeness, and quantity issues. Table 16
shows the characteristics of all available datasets, i.e., the kind of collected signals, the other data
(that include contextual, event, and domain knowledge data), the number of nominal conditions and

fault conditions, and the duration of corresponding datasets.

Table 16 Characteristics of the available datasets

GB Other N . . .
Case study CM data (raw data  unit N no_m_lnal Duration N faqlf[ Duration
. conditions  (s) conditions  (s)
signals)
e 1 (sudden)
Testrig  Vibrations 18.19 }{% 1 4 22212 4(runto-  IMKNown
failure)

Sealing {3 F1:266.4

rou Displacement ~ 0.05 0 1 5 556.8 3 F2: 160
group F3: 152
Suction F1:11.65
Cups Pressures 0.009 - 1 1 15.99 2 E2- 352
Case F1, F2,
packer Currents 0.0004 - 1 1 15 4 F3: 15
group F4:7.05
sealing /iy ations 260 4 2 1,891.36 1 945.68
group

Q ~2 hours
Extruder*  Temperature 48.8 5 4 p(fegrdgy 0 -
years

* All the data, including those that were not used for the analysis

As it can be seen, the first evidence is the difference between the quantity of data collected from the
test rig and the quantity of data collected by industries. Except for the last two cases, the other datasets
contain only a few seconds of data for each condition. In addition, the data associated with a fault
condition are very limited in respect to nominal ones. The last two cases are two exceptions. For the
sealing group, the tests were conducted exactly for the purpose of fault diagnosis, within an European
project. Hence, they are similar to controlled environments. In the last case, the datasets include the

95



signals collected from all sensors installed on five different machines. However, only 10% of them
can be used for effective fault diagnosis, which happens because of the different datasets are collected
in different periods even of the same machinery. The second consideration that can be drawn from
the comparison of available data is that contextual data are missing in most cases. Except for the test
rig and the second sealing group, considered controlled environments, the operating condition under
which the data have been collected are provided in only one case (sealing group — displacement), in
which one only operating condition is available. Therefore, the effect of the operating condition on
failures and machinery behaviors cannot be evaluated. Finally, even when a large amount of data is
provided, for instance, in the extruder case study, any fault conditions are available. The goal of the
analysis was to evaluate the degradation of the screw. However, the mean life of a screw is three
years, and therefore, during the data collection period, no degradation occurred. Similarly, for other
case studies, it is not possible to build prognostics models since the test cannot cover the whole life

of the component.
In other words, concerning the data collection phase, two situations may occur:

1. Companies collect too little data. In this situation, the data are collected during controlled
simulations of the different nominal or faulty conditions for a few seconds or minutes. In these
cases, almost all methods work well. The goal is to find the best method for the case under
analysis. However, the identified methods are not generalizable, and the many doubts about
their application into the actual industrial environments are justified. In other words, the built
models are hardly used for a real-time PdM strategy.

2. Companies collect too much data without contextual information. Although “more is better”
is usually true, when speaking of data collected from industrial machinery, the quality of the
data should be the primary goal. As demonstrated in the last case, in which data coming from
several machinery for a long period of time are available, if data are collected in different
moments, or if data are not enclosed with contextual data, they do not provide valuable

information or cannot be even used.

Therefore, a proper data collection methodology should be selected as the first step towards the

implementation of a PAM system.

The second outcome concerns the data processing methods. In particular, the focus is on signal
segments’ length from which to extract the features, the advantages of data reduction, and the
qualitative evaluation of the extracted and selected feature sets. The effectiveness of the methods will
be evaluated in the next chapter since this process involves classification models. Table 17
summarizes the results regarding the number of selected features and the corresponding reduction of
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datasets’ weight. Note that this table adopted the notation PC analysis for Pearson Correlation

analysis.

Table 17 The impact of feature extraction and selection

GB (raw Time window Extracted Selected/Constructed
Case study . KB (Feature sets)
signals)  (samples/seconds)  Features Features
i PC analysis = 32
Testrig 12.800/ 1 81 Y
(system-level) Manual = 3
_ 18.19 PC analysis = 9
Testrig PC analysis = 32 Manual = 1.15
(component- 12.800/1 81
level) Manual = 1
Sealing group -~ 5 800 / 0.008 10 4 34 KB
(displacement)
. PC analysis =5 PC analysis = 21
Suction Cups 0.009 1,340/0.134 9
PCA=9 PCA =13
PC analysis = 4 PC analysis = 21
Case packer 0.0004 75/0.15 9
PCA =20 PCA =29
Sealing group 0.84 25,600/1 14 14 1.9*103
(vibrations)
Extruder* 441 18,000/1,800 11 4 4.5*103

* Only the data used for the analysis

Concerning the length of the signal segments, it can be seen that for data collected at high
frequencies, like vibrations, currents, displacements, and pressures, the time window is chosen
according to the cycle duration or the number of samples collected in 1 second. In the case of
temperature signals, the time window is set equal to 30 minutes. Hence, the first aspect that affects
the choice is the kind of signal. The aim of feature extraction and selection is to reduce the amount
of data to analyze while keeping as much informative content as possible. Hence, in the case of pretty
stable temperature values, as in the last case study, the informative content is retained even if a large
time window is chosen. In addition, when the goal is to recognize the operating condition (OCR), the
change detection may also be seen after several minutes since it does not affect the machinery's
functioning. Hence, the length of the time window also depends on the goal of the analysis. Indeed,
in the case of fault detection (for instance, the detachment of a suction cup), a high frequency should
also be kept in the feature set since the anomalous condition should be recognized as soon as possible
in order to restore the optimal condition. Given that, the choice of the time window length mainly
impacts streaming applications, in which the feature vector has to be extracted before the samples
included in the next time window arrive in the system. In other words, the latency of the feature

extraction and selection algorithm has to be lower than the time window.
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Concerning the second point, i.e., the reduction of data quantity, it is evident how signal processing
and data reduction notably reduce the amount of data to use as input of diagnostics models. This
aspect represents an advantage for two reasons: first, as will be described in the next chapter, a well-
reduced feature set improves the performance of classification models and reduces the execution
times of the algorithms. Second, it facilitates data transferring and storage. Since machinery and
sensors may be in large numbers, the idea is to gather into the cloud only relevant features, at least
when a high quantity of raw signals from which features are extracted is already available, so to
reduce the amount of data. For instance, it is unnecessary to collect all raw signals of a system in a
nominal condition. However, features that represent in a more synthetic way that signals may be
helpful to evaluate modifications in the environment. Hence, in some cases, it would be better to
transfer only the relevant information into the cloud, i.e., the features, reducing the problems related

to the latency of both transfer and analysis and the storage memory required.

Finally, considering the several signal processing and dimensionality reduction techniques, we can
conclude that no technique outperforms the other in all cases. In particular, the fact that each case is
different represents a constraint for building general solutions applicable in all situations. In addition,
the relevance of this consideration increases if considering the difference existing between sets of
features extracted from datasets collected from the same machinery. Indeed, in the sealing group
(vibration signals), two different products processed by the same machinery generate very different
signals. Therefore, we can conclude that the operating condition under which a component operates
and external factors strongly affect the trend of the extracted features and, ultimately, the fault
diagnosis ability of models. However, time-domain features can represent different conditions in all
cases and are fast to compute, making them suitable for streaming feature extraction. On the contrary,
the PCA applied directly to raw signals requires long execution times and, eventually, it is applied to
a time-domain feature, i.e., the mean, extracted from raw signal segments to decrease the training
time (see the case study of the extruder). Finally, it can be seen that the GP provides very different
results if trained with the classification-based or the clustering-based objective function. Looking at
the second experiment conducted on the test rig, the feature constructed using the classification-based
objective function retains the increasing trend corresponding to the degradation of the belt, which
may represent an issue for the streaming application of fault detection. On the contrary, clustering-
based approaches are more suitable in the case of operating condition recognition because of their

nature to create groups of similar (near) data.

Given the primary importance of the data collection and processing phases for the system health
management, the design of a proper infrastructure that facilitates the collection of structured data and

98



the reduction of their quantity is a crucial aspect for implementing Predictive Maintenance in Smart
Factories. For this reason, a framework for data collection, processing, and transferring is proposed,
which represents the third outcome of the activity research presented in this chapter. The framework,

depicted in Figure 41, includes two layers.

The edge storage and analytics layer consists of distributed computing devices close to the
machines in one or more plants. They should be provided with a storage memory, whose capacity
depends on the number of signals collected from each machinery and the sampling frequency. The
idea is that raw signals are stored for a given time. Then, based on the output of fault detection and
diagnosis (that will be explained in the next chapter), the raw signals may be sent to the cloud or not
in certain moments of the day. Then, once the signals have been sent, the data in the temporary storage
memory may be overwritten. The analytics part aims to extract relevant features based on the analysis
performed in the cloud. Hence, a permanent memory is needed to store the parameters needed for the
extraction and selection: the length of the time window and the script for feature extraction and
selection. In addition, the analytics part generates the features matrices. These have to be sent into

the cloud. Note that the data flow between edge and cloud, in this case, is not necessarily in real-time.
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Figure 41 Framework for data collection

In the cloud storage and analytics layer, the analytics part of the cloud consists of data processing,
as described in the previous sections. Hence, different algorithms and models are trained to identify
the optimal feature sets for each component and system. To facilitate the feature extraction and
selection, the data in the storage memory of the cloud can be organized as depicted in Figure 42. In
particular, two databases can be obtained. The first one collects the data from the edge storage

memory of each machinery. In this database, the following information should be included:
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The timestamp, to know precisely when each record is collected

The client, to identify the location of machinery to which the data refer. In case one only
company is involved in the system, the client could correspond to the plant or the
manufacturing cell in which the machinery is installed.

The machinery, to identify the type of machinery to which the data refer.

The component to which the data refer.

The setting. It is the operating condition and environmental information at the moment of data
collection. It corresponds to the label of the system condition.

The condition. It expresses the health condition of the component. It corresponds to the label
of the component condition.

The CM data (if present). They include all relevant signals referred to the component in that
health condition at that time.

The features sets. They include all the relevant variables extracted at the edge.

The event data. They may be a change in the operating condition of the system or one of the

components, a maintenance intervention (e.g., lubrification), or a sudden shutdown of the

system.
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Figure 42 Database organization for data integration

The event data, the CM data, and the feature sets have to be recorded at different times. Records

may be inserted according to the highest sampling frequency, and the other fields are filled with

default values. In the alternative, the DB may be duplicated for each sampling frequency. In this

case, more storage memory is needed, and the analysis is more challenging because of the

disaggregation of the information.
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4. THE INTEGRATION OF LEARNING PARADIGMS FOR SYSTEM

HEALTH MANAGEMENT

The previous chapter addressed the problems of Condition Monitoring data, contextual data, and
event data collection from machinery. Moreover, the methods for data processing that allow
extracting valuable information for effective fault diagnosis were also described and applied to
several case studies. As a result, a framework for data collection and processing is proposed based on
the interaction of edge and cloud computing and on the concept of keeping only the relevant features
in memory. In addition, a database structure for data integration and organization in the cloud is

proposed, which facilitates the data analysis.

The next step in the system health management is fault diagnosis. As described in Chapter 2, fault
diagnosis consists of 3 steps, i.e., fault detection, fault identification, and fault isolation. In particular,
fault detection deals with the recognition of behaviors different from the nominal one and can be
addressed through anomaly detection algorithms. Instead, fault identification deals with recognizing
the specific fault, e.g., a crack in the raceway ring of a rolling bearing. To this aim, classification
algorithms are adopted to build models that predict the health condition to which a new observation
belongs. As pointed out in many parts of this dissertation, the necessary condition for fault detection
and diagnosis is the availability of the correct data. In particular, in the first case, the data collected
when the system operates in a nominal condition are sufficient. Then, everything considered different
from the nominal learned behavior falls into one category, i.e., anomalous behavior. On the contrary,
the data needed for fault identification includes all possible, i.e., nominal and fault, modes in which
the system could operate to identify the system's condition and determine the kind of maintenance

intervention to perform.

However, as demonstrated in the previous chapter, collecting a large amount of data during
nominal and faulty conditions is critical for many industries. In particular, the following issues may

be pointed out:

1. Data availability. It refers to the lack of data collected during all possible conditions in which
a system may operate during its life (Y. Hu et al. 2017). In particular, while it is easy to obtain
data in nominal conditions, data in fault conditions are hard to obtain given the loss of
productivity and the quality, the environmental and safety issues arising from machinery
working in fault conditions. In addition, failures may happen for several reasons, which might

be unpredictable.
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2. Data quantity. It refers to the amount of data collected for each condition and is strictly
correlated to the data availability issue. However, in this case, the focus is on the number of
observations and duration of each test. Either data are collected continuously from machinery
or batches of data are downloaded from the PLC at certain moments, the quantity of data
corresponding to the nominal behavior is always larger than data collected during fault
conditions. The insufficient quantity of fault data implies that unbalanced datasets are
available, making classification models less accurate.

3. Data incompleteness. Complete data should include condition monitoring data and the
condition they refer to, i.e., the label. In addition, the event data, like the occurrence of a
failure, the maintenance interventions, or the presence of transients, speed up the data pre-
processing phase, which usually takes 70% of the time of the whole process of data analysis.
Finally, since the system’s settings, e.g., the load or the braking force, affect its behavior,
contextual data are necessary to build models independent of, or specific for, a particular
condition. While it is easy to obtain all this information in controlled environments, like
laboratories, industries struggle with getting all required contextual information due to time,

economic, and cultural constraints.

All these aspects are especially critical for Original Equipment Manufacturers, which only collect the
data during the brief tests conducted for the quality assessment. In some cases, OEMs may get the
data from their clients’ machinery, partially solving the data availability and quantity issues.
However, the problem of data incompleteness notably increases due to the limited clients’ disposition
to share sensitive information, like the production rate or the machine settings. In addition, clients are
often spread worldwide, and the data transferring is not trivial. Firstly, because of the high volume of
the data to transfer, which would require a long time and a large bandwidth. Secondly, for the privacy

issue. Industries are still skeptical, and networks are still subject to cyberattacks.

Given these issues, the traditional offline and batch fault diagnosis, which relies on many labeled
data, may be ineffective and impracticable. The framework for data collection and processing
proposed in the previous chapter may solve this issue. However, the analysis of the data at the edge
requires a combination of different approaches that consider the peculiarities of streaming data. In
other words, the system health management has to handle unlabelled and unbalanced datasets and
operate in an evolving environment. These two aspects are strictly correlated and can be addressed
by integrating offline and batch fault diagnosis with online and streaming models to recognize both
known conditions (fault diagnosis) and detect unknown behaviors (fault detection) (Y. Xu et al.
2017).

106



According to (Gouriveau, Ramasso, and Zerhouni 2013), two strategies exist to cope with
unlabeled and unbalanced datasets. The first one considers evolving algorithms, which rely on a
training scheme that enables repeating the learning phase as required to manage state discovery (as
new data are available), notably when data are imbalanced. The second strategy deals with
incompleteness and uncertainty of labels by taking advantage of semi-supervised learning
approaches. A solution that integrates the two strategies may consider novelty detection as part of the

incremental or evolving learning framework (Saucedo-Dorantes et al. 2020).
To this aim, a health management system should include

1. Classification algorithms that can classify known conditions (fault diagnosis)
2. Anomaly detection algorithms that can detect novel behaviors (fault detection)

3. Incremental algorithms able to deal with streaming data peculiarities (novelty detection)

Therefore, classification models for fault diagnosis, models for fault detection, and novelty detection
approaches and frameworks will be revised in this chapter. The theoretical background of some
models for each of the three tasks will also be provided. Finally, they will be applied to the case

studies listed in the previous chapter.

4.1. Literature review and theoretical background

In evolving environments, observations are assumed to arrive in a data stream, and no ground truth
for class labels is available in the data stream at all times, except for the initial training set (Yue Zhu,
Ting, and Zhou 2018). When new unlabelled observations arrive in the data streams, new labels may
emerge. The main goal of incremental learning, which also includes novelty detection, is to recognize
abnormal conditions (anomalies) that have never occurred before while classifying machinery
conditions (nominal and fault health condition) as one of the known classes if there is no novel
abnormality (Z. Yang, Long, et al. 2021). In other words, incremental learning approaches allow
detecting the so-called concept drift, which occurs in the data stream when a machinery condition
changes. In addition, novelty detection algorithms establish whether the concept drift corresponds to
a known machinery operating condition or a novel operating condition. In the first case, a classifier
pre-trained on the available training data is applied to assign one known label to the observation. In
the second case, a new label has to be created and the classification model updated. This problem is
also known as novelty detection in a data stream, rarely addressed in the literature (Y. Wang et al.,
2021). In other words, novelty detection deals with detecting new data samples that an ML model
was not previously aware of (J. Zhang et al. 2006).
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Novelty detection is traditionally considered a one-class classification problem, in which only one
class, i.e., the nominal class, is known. Hence, it usually requires a dataset including many data
samples belonging to the same class. Unlike anomaly detection and outlier detection, novelty
detection aims to find a set of points not explained from the diagnosis model, instead of one single
point differing from the nominal or known data (Pimentel et al., 2014). In addition, novelty detection
is also included in multi-class systems, where two or more normal classes exist, and a condition is
considered novel if it differs from all known classes (Chan et al., 2020). In other words, the problem
becomes recognizing novelties and, at the same time, classifying the known instances into two or
more diverse classes. The first relevant papers on this topic were published in early 2000. In (Y. Li,
Pont, and Barrie Jones 2002), the authors highlighted how threshold-based classifiers might be
appropriate for condition monitoring and fault diagnosis systems as they allow interpreting an
unknown fault when none of the classifier output exceeds the defined threshold. Recent studies rely
on novelty detection and diagnosis models to discover new scenarios, starting from data related to a
healthy condition and known fault conditions. In (Carifio et al. 2018), an ensemble-based classifier
for novelty detection and an evolving classifier for diagnosis are separately applied to a different set
of features and then integrated into a unique methodology to discover new patterns in case only data
related to a healthy condition is available. In that work, a measurement labeled as ‘unknown’ can
represent either an outlier, a new fault, or a new operating condition. Thus, machine user intervention
is required to verify which of the above cases the detected novelty refers to. In (Carifio et al. 2020), a
hybrid approach for multi-modal signal analysis, novelty detection, and fault diagnosis is presented.
It aims at detecting and incrementally including newly discovered scenarios based on time-frequency
features. In (Dyer, Capo, and Polikar 2014), a new scenario named Initially Labelled Streaming
Environment (ISLE) is defined. It is characterized by an infinite verification latency, meaning that no
labeled data are received after initialization. In this context, the authors developed a new algorithm
named COMPOSE, which learns drifting concepts from a streaming and non-stationary environment
that provides only unlabelled data after initialization. An application to fault diagnosis of COMPOSE
is introduced in (Y. Hu et al. 2016). The resulting framework detects gradual and abrupt changes;
then, a classifier is updated to include a new class, and a feature set is selected to represent the new

class.

Another approach to novelty detection sees novelty as a concept, an abstraction of cohesive and
representative examples, that introduces characteristics different from known concepts. In this sense,
several clustering algorithms for novelty detection in data streams have been proposed, such as
OnL.ine Novelty Detection and Drift Detection Algorithm (OLINDDA) (Spinosaa, de Carvalhoa, and

Gamab 2009), Higia (Garcia et al. 2019), MINAS (Multliclass learNing Algorithm for data Streams)
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(de Faria, Ponce de Leon Ferreira Carvalho, and Gama 2016). The idea behind these algorithms is to
learn a decision model based on labeled data during the offline training phase; then, during the online
phase, novelty patterns are recognized as unknown sets, or micro-clusters, made of examples that the
model does not explain. Even in these cases, the offline decision model can represent different classes.
Other clustering-based approaches for novelty detection do not require the training of models with
the nominal class. Evolving Intelligent Systems (EIS) can handle streaming data and adapt their
structure and parameters depending on the input data. EISs can be seen as an evolution of the Fuzzy
Rule-Based models (FRB), i.e., sets of linguistic statements in the form IF-THEN, where conditions
and consequences are associated with fuzzy concepts, i.e., linguist terms (L. Wang 1992). Evolving
FRB classifiers can classify the data from scratch. Thus, they can start building the model sample by
sample from the first input data. Evolving clustering algorithms can be used to identify the antecedent
part of evolving FRB classifiers. Clustering algorithms rely on the idea that multiple clusters
correspond to different system modes (Agelov and Zhou 2006). As a new input data arrives, the
system integrates it into existing clusters if the data is compatible with the existing model structure
and adapts the local parameters of the corresponding cluster (parameter adaptation); otherwise, the
algorithm creates a new cluster (structure evolving) (Kasabov and Filev 2006). In (Inacio, Lemos,
and Caminhas 2015), a recursive clustering algorithm incorporating a drift detection method is
proposed, in which the clustering updating process depends not only on the similarity measure but
also on the monitoring changes in the input data flow, which gives the algorithm greater robustness
to the presence of outliers and noise. However, these methods require the membership function to be
determined a priori. In (Angelov and Yager 2011), a new way of determining the antecedent part for
FRB has been introduced. The antecedent part is called AnYa system and is non-parametric. The
membership function is directly extracted from the data and represents their density and distribution.
Hence, the cluster concept is replaced by the concept of cloud, which has no boundaries, could assume
any shape, and is not represented by any centers or prototypes. Therefore, in contrast to traditional
clustering methods, in AnYa there is no need to use a particular kind of distance; local and global
density, which can be calculated recursively as new input arrives, are the only variables affecting the
cloud shape and the point assignment process. Based on AnYa fuzzy systems, an evolving system is
proposed in (Andonovski et al. 2018), which can protect from the addition of new clouds based on

outliers and allows removing less active and informative clouds.

To summarize, novelty detection approaches may be classified according to two criteria: the
learning paradigm, which can be supervised or unsupervised, and the necessity of a training phase
before the streaming application. Hence, three different approaches can be distinguished, as shown

in Figure 43:
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1. Classification-based approaches with training on one or more classes (e.g., COMPOSE)
2. Clustering-based approaches with training on one or more classes (e.g., OLINDDA, MINAS)
3. Clustering-based approaches that can be applied from scratch (e.g., ADP)

In addition, classification-based approaches may adopt an incremental or non-incremental learning
paradigm, depending on whether the classification model is re-trained when a novel class is detected.

On the contrary, all clustering-based approaches adopt an incremental learning paradigm.

LEARNING PARADIGM

S|

Clustering-
based with
pre-training

Classification

-based with
pre-training

TRAINING

I:l Incremental

Clustering-
based from
scratch

D Non-Incremental

Figure 43 Classification of novelty detection approaches in evolving environments

More recently, deep learning models, like autoencoders and Long Short-Term Memory (LSTM)
networks (Z. Yang, Gjorgjevikj, et al. 2021), (Park et al. 2019) are used to detect novelties and

simultaneously classify known normal and faulty conditions.

4.1.1. Supervised learning for fault diagnosis

In a linear classification problem with two classes, the goal is to find an optimal hyperplane that
best separates the two classes. Given a dataset made up of n m-dimensional samples X =
{x,,%,, ..., %, }, X; € R™ associated with the target set Y = {y,, V5, ..., ¥}, Where y; € {0,1}, the

weight vector made of m continuous components can be defined as in Eq. (24)

W = (wy,wy, ..., wy)T WhEre w; e R (24)

Then, the quantity z can be defined as in Eq. (25), which represents the value determined by the

hyperplane equation.
Z=% W=Y;wx; Vi €R™ (25)

Therefore, in a binary problem, if the coefficients’ set has been correctly defined, the output is
given by Eq. (26)
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1, z=>0.5
Z= {0, z2<05 (26)

The goal of classifiers is to optimize the values of the vector W to minimize the classification error.

Among the most adopted classifiers for diagnostics, there are Decision Trees, k-Nearest
Neighbour (k-NN), Artificial Neural Networks (ANNSs), Support Vector Machines (SVMs) (R. Liu
et al. 2018), and Deep Learning models (S. Khan and Yairi 2018), such as Deep Belief Networks
(DBNSs), Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs).

Decision Trees are heuristic methods that classify an object into a certain number of classes,
defined by the user, based on its attribute values. They recursively partition the instance space,
starting from a root node containing all samples, and dividing samples in each node into two (binary
trees) or more (multi-split trees) disjoint sets (nodes), based on a predefined splitting criterion until a
defined termination criterion is met. The children nodes are characterized by a higher uniform degree
of the target class than the parent nodes. Nodes with no outgoing edges are called leaves: observations
in each leaf are labeled with the most representative class (Figure 44). Alternatively, the leaf may
hold a probability vector indicating the probability that the target attribute has a specific value. The
probability is estimated as the class frequency among training instances that belong to the leaf for
each leaf. Each path from the root node to a leaf is called the decision rule and is used to classify new
observations. When building a classification tree, two parameters have to be set:

o the splitting rule identifies the best target attribute among those available and selects the best
splitting criterion for making descendent nodes;
e the stopping criterion is evaluated for each node to establish whether it is a leaf.

Splitting criteria can be univariate or multivariate, depending on whether the splitting is based
on a single attribute value or on a function of different attribute values. Univariate criteria are often
adopted: they are based on the function evaluation, called impurity, which expresses the degree of
homogeneity of the observations in a node (Vercellis, 2009). Even though large decision trees are
more accurate, they may lead to overfit the data. Furthermore, a large number of leaves reduces the
interpretability of the decision rule. For these reasons, an appropriate stopping criterion has to be
defined. The algorithm can terminate when: (1) all instances in the training set belong to a single
value of the target attribute; (2) the maximum depth of the tree has been reached; (3) the number of
cases in the terminal node is less than the minimum number of cases for parent nodes; (4) if the nodes
are split, the number of cases in one or more child nodes would be less than the minimum number of

cases for child nodes; (5) the best splitting criteria is not greater than a certain threshold (Rokach &
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Figure 44 Example of a binary classification tree

Maimon, 2015). Classification trees are non-parametric models that require low computational speed
and are easy to understand. However, their heuristic procedure can get stuck in local minima (Khan
and Yairi, 2018). For this reason, the depth of the three is often considered during the hyper-
parameters optimization process in order to find the best trade-off between prediction accuracy on
the training set and the generalization error (Yadav and Jadhav 2021).

The Support Vector Machine (SVM) finds its theoretical foundations in statistical learning theory
(STL). Given a set of input features with the associated labels, SVM constructs a hyper-plane that
separates the hyper-space into two or more classes to achieve the maximum separation between the
classes and minimize the expected generalization error. This process leads to the formation of two
hyper-planes (bounding planes) parallel to the separating plane, which are located at a certain distance
(margin) from each other (Figure 45). Points on the bounding planes at the minimum distance from
the separating hyperplane are the support vectors: they define the position of the separating plane
generated by the classifier in the attribute space and correspond to the most representative
observations for each target class. In the case of binary classification and linearly separable data, the

separating hyperplane is given by (Widodo and Yang 2007):

Figure 45 Separating plane and boundaries planes for a linearly separable dataset

fx)=wlx+b=0 (27)
where, x;(i = 1 ... M) are the input data, and M is the number of samples. w (M-dimensional vector)

and b (scalar) define the position of the separating plane. Supporting hyperplanes are given by
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wix—b=1, wix—b=-1 (28)
2

Denoting the margin with § = wl’

the optimization problem can be formulated as follows

M
. 1 2 C
min> lwl|* + Z &i
F

yiw'x—b) 21—
s.to{ 630

(29)
ieM

where C is the penalty for misclassifications and ¢; is the distance between the margin and sample x;,
laying on the wrong side of the margin. The constraints force each point x; to lie in the half-space
corresponding to the class value y;. The problem can be solved via Lagrangian duality. It also allows
identifying the support vectors associated with positive Lagrange multipliers in the optimal solution
of the dual problem. Given the Lagrangian function of the model, the optimal solution can be found
by setting the partial derivatives for the variables w and b of the primal problem equal to zero. The
objective of the dual problem can be obtained by replacing the obtained equality constraints in the
Lagrangian function. The decision function used by the SVM algorithm to classify a new observation
X is given by the not linear function in Eq. (30)

f(x) =sgn ( Z a; yixixj + b) (30)
ij=1

SVM can also be used in non-linear classification tasks. Non-linearly separable original space
might be transformed into a linearly separable space through a kernel, i.e., a function that maps the
n-dimensional input vector into I-dimensional feature space. Several Kernel functions, like linear,
polynomial, and Gaussian Radial Basis Function (RBF), can be used. The choice is crucial since the
kernel defines the feature space in which the training set observations will be classified (Dhiman et
al., 2021). For this reason, the kernel and the penalty error are the primary hyperparameters to
optimize (Prosvirin, Duong, and Kim 2019). SVM has good generalization capabilities with few
training data, and a hyperplane can always separate data from two or more categories. It produces
better accuracy and generalization capabilities than any other classification model, especially when

facing large problems.

k-Nearest Neighbour (KNN) algorithm is an instance-based learning algorithm in which new
observations are classified by comparing them with the most similar in the training set. The
assumption is that input data of the same class should be closer in the features space. Therefore, the
algorithm computes the distance between a new input data and all the training set observations: the

new observation will be assigned to the class of its k nearest neighbors (Figure 46). Alternatively, the
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method can make discrete predictions by reporting the relative frequency of the classes in the
neighborhood of the prediction point (Holmes and Adams 2002). Three decisions have to be taken
when building a k-NN classifier: the distance metric, the number of neighbors, and the combination
function for observations in the training set. The distance between two observations is a measure of
their degree of similarity. Among the several distance metrics, the Euclidean distance is the most
adopted. In any case, attribute values should be normalized before their computation. The number of
neighbors, kK, is a critical issue because it highly influences classification accuracy. Large values of k
reduce the effect of outliers but reduce the boundaries evidence between two classes; on the other
hand, small values of k make the algorithm particularly sensitive to the presence of anomalous values,
causing the over-fitting of the data. Finally, similar samples in the training set can combine in different
ways to classify a new observation. The primary combination function is the so-called unweighted
voting: it calls for establishing how many observations have to be involved in the classification, K,
and comparing the new observation with its k nearest neighbors. An advanced combination function
is weighted voting, which considers the significant influence of the nearest neighbors by assigning a
vote to each of them. The weight is inversely proportioned to the distance between neighbors and the
observation to classify. k-NN shows an advantage of simple implementation. It requires less
computation power during the training than other methods but more effort during the classification

process.
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Figure 46 K-Nearest Neghbor

Artificial neural networks (ANNS) are learning algorithms constituted by sets of nodes connected
by weighted edges. The adjustment of weights is based on a pre-established rule and represents the
learning process. Different connection modes and learning rules generate different kinds of neural
networks. The typical structure adopted in the fault diagnosis is the feedforward neural network
(FFNN), a layered, acyclic network in which connections are allowed only between nodes belonging
to two consecutive layers. It contains an input layer, one or more hidden layers, and an output layer,
each having a certain number of nodes (Figure 47). The number of nodes in the input layer depends

on the dataset's number and type of attributes. In the output layer, it depends on the specific
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classification task; the number of hidden layers and the number of nodes in each of them is established
by the user, who should consider that more nodes produce higher accuracy and flexibility but make
the network more sensitive to the overfitting; few nodes may lead to an unacceptable training
accuracy (Larose 2005). Data inputs are collected in the input layer, which is only used for passing
input values along with the first hidden layer. Then, they are linearly combined with weights through

a combination function, which gives a scalar value, named net:

net; = Z Wi,jxi,j (31)
where x; ; is the ith input to node j and W ; is the weight associated with the ith input to node j.
Within each node, the net function is then passed as input to an activation function, that usually is the
Sigmoid function:

1

YT Tyeme

(32)

Then, the Sigmoid function’s output is passed to the nodes of the next level, and the procedure is
repeated until the activation function for the output node is computed. The obtained value is the output
of the learning process, i.e., the predicted value for the target variable of the first sample. It is
compared to the actual value, and the difference between them, called error, is estimated. Neural
networks are, in most cases, trained by using the back-propagation algorithm. It takes the prediction
error for a particular observation and filters it back to the network, assigning a portion of
responsibility for that error, §;, to each node. Weights are adjusted in order to minimize the sum of
squared errors (SSE). The new value of the weight is given by adding to the current weight value the

amplitude of its adjustment, equal to:

AWL"]' = xl_]é']r) (33)

where

(34)

{outputj(l - output]-)(actualj - outpt]-) if jis an output layer node
& =

outputj(l — outputj) Z Wi if j is an hidden layers node

downstream
and Y. qownstream Wjr9; is the weighted sum of error responsibilities for nodes downstream to node j.
n is a constant ranging between 0 and 1, called learning rate: if small, the adjustment tends to be
small, and it would take more time before letting the new weight converge to the optimal value; on
the other hand, if n is too large, an oscillation around the optimal value may occur. The trade-off
between convergence time and accuracy has to be found. The back-propagation algorithm terminates
when: (1) the number of iterations or the total amount of time consumed by the algorithm is reached;
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or (2) a threshold level for the SSE on training data is set, considering that short training times may
reduce the model efficacy and that ANNSs are prone to overfitting. ANNSs require a small number of
parameters to optimize for training but may require more computational resources, and there is no

standard to determine the network structure.
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Figure 47 Feedforward neural network

Classification models can be evaluated by using different criteria. The most common criteria is
accuracy, which is a measure of the ability of the model to predict the target class for future
observations and is given by Eqg. (35)

| ~ TP + TN (35)
CouracY =Tp {FN + TN + FP

Where:

e TP (True Positive) is the number of positive observations correctly classified
e TN (True Negative) is the number of negative observations correctly classified
e FP (False Positive) is the number of positive observations classified as negative

e FN (False Negative) is the number of negative observations classified as positive

When the distribution of the class is not balanced, i.e., the dataset contains much more majority
class than minority class instances, the accuracy is not a sufficient measure for the model evaluation,
as long as one can always select the majority class and obtain good accuracy performance. Thus,
other measures, like sensitivity, specificity, and precision, can be used. Sensitivity, also called recall
or true positive rate, measures how well the classifier recognizes positive samples. It is equal to the
ratio of the number of true positive samples (correct predictions for the positive examples) to the
number of positive samples (Eg. 36). Precision measures how many samples classified as a positive
class are indeed positive, and it is equal to the ratio of the number of true positive samples to the sum
of the number of true positive samples and the number of false-positive samples (Eq. 37). Specificity,
also named true negative rate and defined by Eq. (38), measures how well the classifier recognizes
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negative samples and is equal to the ratio between the number of true negative (correct predictions

for the negative examples) to the number of negative samples.

TP

Recall = m (36)
Precision = % (37)
Specificity = % (38)

Confusion matrices for binary classifications are 2 x 2 matrices whose rows correspond to the
observed values and whose columns correspond to values predicted by the classifier. As we can see
in Table 18, the main diagonal of the confusion matrix contains the number of elements that have
been correctly classified for each class, while the off-diagonal contains the number of observations
that have been incorrectly classified. The confusion matrix is built comparing the actual class of every

instance in the test set to the class assigned by the trained classifier.

Table 18 Confusion matrix

Predicted negative Predicted positive
Negative examples True negative (TN) False positive (FP)
Positive examples False negative (FN) True positive (TP)

To visually evaluate the accuracy of a classier, Receiver Operating Characteristic (ROC)
curve charts are available. Using a two-dimensional plot, they illustrate the trade-off between the
number of correctly classified positive observations and the number of incorrectly classified negative
observations. The x-axis represents a false positive rate, and the y-axis represents a true positive rate.
To build the trajectory of the ROC curve for a specific classifier, it is necessary to have pairs of values
(false positives, true positives) that have been obtained for different parameters of the learning
function. In each ROC curve, we can individuate three characteristic points: the point (0,0), which
represents a negative prediction for all the observations; the point (1,1), which represents a positive
prediction for the observations; the point (0,1), that indicates that no prediction error has been made
and therefore is the ideal condition. In addition, ROC curves can also be used to compare different
classifiers and to find the optimal one. A classifier is preferred when its ROC curve has a greater area

than others’ ones (AUC); the classifier at a certain point of the ROC convex hull is optimal if a line
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passes through that point since no other line with the same slope passing through another point with

a larger TP intercept exists. ROC curves are typically used in binary classification.

4.1.2. Unsupervised learning for fault detection

Unsupervised learning is mainly performed by clustering, in which a set of unlabelled data is
grouped into clusters in such a way that objects belonging to the same clusters are similar between
each other and dissimilar to objects belonging to other clusters. A typical clustering analysis involves
the following activities (Flynn 1999): pattern representation, the definition of the pattern proximity
measure, clustering, data abstraction, and assessment of the output.

Receiver operating characteristic example
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The first distinction of numerous clustering techniques can be made between hard and fuzzy
clustering. In hard clustering, the membership of elements in a cluster is assessed in binary terms,
meaning that an element either belongs to a cluster or not. On the contrary, the membership of
elements in a fuzzy cluster is described by a membership function valued in [0,1], meaning that
elements can belong to more clusters to a certain degree. According to (Warren Liao 2005), clustering
algorithms can be grouped into five categories: hierarchical methods, partitioning methods, density-
based methods, grid-based methods, and model-based methods. A hierarchical algorithm groups
patterns into hierarchical structures, like dendrograms, showing how patterns are grouped and the
similarity levels of each grouping. Hierarchical algorithms can adopt either a divisive or
agglomerative strategy. In the first case, the whole dataset is considered a cluster and then divided
into smaller clusters depending on the data structure; at the opposite, the agglomerative strategy
considers a certain number of initial clusters and then merges clusters at each level according to their
similarity. Hierarchical algorithms have several drawbacks: first, they are not able to adapt themselves

once a merge/split decision have been made (Warren Liao 2005); second, they are computationally
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expensive, and there are no standards for the identification of the stopping criterion; finally,
information about relationships between cluster is lost (Datta, Mavroidis, and Hosek 2007).
Partitioning methods construct k partitions of the data by minimizing a specific objective function,
normally chosen to be the squared error. The most popular partitioning algorithms perform an initial
partition of the data set into k clusters, with randomly selected k centroids; then, they assign each
feature vector to its closest centre and update the centroid of the clusters; the procedure is repeated
until a convergence criterion is met. Partitioning methods are simple and rapidly converge when the
dimensionality of the input data is small. However, they only work well for finding spherical-shaped
clusters and small and balanced data sets; the number of the desired output clusters, k, have to be
known in advance; the initial random partition can lead to stack in a local optimum. Density-based
methods (Ester et al. 1996) and grid-based (Xiangli Li, Han, and Qiu 2017) techniques expand
clusters from core points/dense grids to boundary points/grids. The main difference lies in the
definition of clustering/grid boundaries, which are based on density in density-based methods, while
they are determined by statistics of points within a single grid. These methods are both able to form
clusters of arbitrary shape and do not require to specify the number of clusters.

Clustering methods are often used for detecting anomalies corresponding to the occurrence of a
failure. An anomaly can be defined as a point or a set of points, which differ from the most common
behavior. In general, anomaly detection methods learn, during the training, a representation of the
normal operation of the machinery and are used at serving time to identify deviations from this
representation. During the test phase, they are therefore required to assign novelty scores to each test
data and then categorize them as belonging to a new operating condition depending on whether the
score exceeds a certain threshold or not. Anomaly detection techniques can adopt a supervised,
unsupervised and semi-supervised learning paradigm, according to the availability of labeled data. In
particular, unsupervised anomaly detection algorithms can be categorized in nearest neighbor-based
techniques, clustering-based methods, and statistical algorithms (Goldstein and Uchida 2016).

The most common ML methods adopted for novelty detection are summarized in this section. The
Local Outlier Factor (LOF) algorithm is an unsupervised anomaly detection method that computes
the local density deviation of a given data point to its neighbors. It considers as outliers the samples
that have a substantially lower density than their neighbors (Breunig et al. 2000). The Isolation Forest
‘isolates’ observations by randomly selecting a feature and then randomly selecting a split value
between the maximum and minimum values of the selected feature. Since a tree structure can
represent recursive partitioning, the number of splits required to isolate a sample is equivalent to the
path length from the root node to the terminating node. This path length averaged over a forest of

such random trees measures normality and our decision function. Random partitioning produces
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noticeably shorter paths for anomalies. Hence, when a forest of random trees collectively produces
shorter path lengths for particular samples, they are highly likely to be anomalies (W. Xu et al.
2010). In our case, the One-Class Support Vector Machine is an unsupervised learning algorithm
trained only on the nominal data, the negative examples. It learns the boundaries of these points and
can, therefore, classify any points that lie outside the boundary as outliers (Scholkopf et al.,
2001). The Principal Component Analysis (PCA) is frequently used in exploratory data analysis
because it reveals the inner structure of the data and explains the variance in the data. PCA looks for
correlations among the variables and determines the combination of values that best captures
differences in outcomes. For anomaly detection, each new input is analyzed, and the anomaly
detection algorithm computes its projection on the eigenvectors, together with a normalized
reconstruction error. The normalized error is used as the anomaly score. The higher the error, the
more anomalous the instance is (F. T. Liu, Ting, and Zhou 2012). Online clustering can be considered
a distance-based anomaly detection approach, in which the “normal” class is characterized by a small
number of prototype points in the data space. During the prediction step, the distance between the
“normal” points and new points is computed. A threshold is set to determine whether the current
pattern belongs to the same cluster as the normal one, or creates a new cluster. Among DL approaches,
the most widely adopted method for anomaly detection problems are autoencoders. They are neural
architectures that compress the input data into a compact vector representation (encoding phase) and
try to reconstruct the original data starting from this intermediate representation (decoding phase)
(Xiang Li, Li, and Ma 2020). In the context of anomaly detection, these architectures identify new
operating conditions when the reconstruction error obtained exceeds a certain threshold, which
confirms that the processed input cannot refer to any normal condition encountered in the training
phase. This generic architecture can be implemented using different types of neural networks: simple
Feed-Forward neural networks, Convolutional Neural Networks (CNNs) or Recurrent Neural
Networks (RNNSs). Feed-Forward AutoEncoder relies on Multilayer Perceptrons, or MLPs for short,
to encode and decode the input data and intermediate representations, respectively. CNN
AutoEncoder applies convolutive filters to an input organized in a grid to derive an intermediate
representation that encodes the spatial proximity information of the original data (encoding phase)
and adopts an inverse strategy to re-expand this intermediate knowledge. RNN AutoEncoder (LSTM
in our case) is based on a recurrent connection of hidden representations generated from multiple
MLPs, which is exploited to compress and reconstruct data while preserving their sequentiality and

order of occurrence.
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4.1.3. Incremental learning for novelty detection

In the context of incremental learning, anomaly detection, clustering, and classification algorithms
dealing with streaming data are integrated. These methods should have the following characteristics
(Ahmad et al. 2017): (1) they have to identify the state of the current data point before the next data
point is available; (2) they have to learn continuously without storing the entire data stream; (3) have
to adopt an unsupervised approach; (4) have to deal with the concept drift problem, that means to
have the ability to adapt model structures if a data point cannot be considered a true anomaly; (5)
have to identify an anomaly as early as possible; (6) they should minimize false positives and false
negatives. Recently, two novel online data-driven anomaly detection approaches have been proposed,
namely ODDAD (Khalastchi et al. 2015) and TEDA (Bezerra et al. 2016). ODDAD algorithm, for
each new input, looks at the latest m samples of input (sliding window) and quickly decides whether
or not this online data present a fault by using the Mahalanobis Distance calculation. Above a
calculated threshold, the algorithm declares an anomaly. TEDA (Typicality and Eccentricity Data
Analytics) algorithm belongs to the one-class classification models, which assume that the label of
nominal data is provided. It is based on the concepts of typicality, related to the similarity of a
particular data sample to an entire data set in the sense of spatial proximity and eccentricity, which
reflects how distinct is a data sample from the data group. This algorithm is entirely unsupervised and
does not rely on any assumption on data distribution; it is recursive, fast, and has low computational
complexity. Typicality and eccentricity are calculated and updated as new data points arrive based on
a distance measure. However, it requires the definition of a certain threshold to assign the label
nominal or faulty to a data point.

Angelov, Ramezani, & Zhou (2008) introduced the concept of Recursive Density Estimation
(RDE) in the context of detection and object tracking in video streams. Aiming to decide whether a
pixel belongs to the background or the foreground in real-time, the introduced approach substitutes
the standard Gaussian kernel adopted for modeling the pixel probability density function (pdf) with
the Cauchy function, which allows the recursive estimation of pixel pdf as a new image frame occurs.
In Costa et al. (2015), concepts of RDE theory are adopted in the context of online fault detection in
order to discover anomalous behaviors. The parameters involved are the global density, the mean
value, and the scalar product, which can be recursively computed by Eq. (39), Eq. (40), and Eq. (41),

respectively.

1
1+ |Ix =Pl 2 +Ze—ll el

D(xy) =

(39)

M = %l’-k + %Xk (40)
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k-
Be= e+ L (41)

where x;, € R™ is the feature vector at the time stamp k.

At the first iteration (k = 1), the parameters are initialized as D(x;) = 1, g, = x4, 2, = |[x4]|. The,
foreach k > 1, the parameters are updated, and the condition in Eq. (42) is checked to decide whether
the current point represents an anomaly or not

IF D(xy) < pp

fork=ty,...k—1k (42)

THEN x; is an anomaly

Where
o = (S22 p + 2D (1= 45) + D4 (43)
is the mean value of the local density computed recursively,

Ap = ID(x) — D(x,—1)| 1S the absolute value of the difference between the global density computed at
two consecutive time stamps, and ks is the number of data samples from the last status changes.
Indeed, if the condition is satisfied, then the status of the system switches from normal to anomalous,
and ks is set to 0. The condition expressed in Eg. (42) means that if the global density is lower than
the mean density for a certain number of time stamps (or seconds), the status becomes anomalous.
Indeed, when a new data point arrives if it is close to the previous point, then u, is close to the x;,
D(x,,) stays close to 1 and uj, stays close to the actual mean of the data points, as (1 — Ap) is very
close to 1, which gives more importance to the first term of Eq. (43). However, when the new point
is far from the previous ones, D(x;) slightly decreases, while u, becomes closer to D(x}), as the
term Ap gives more importance to the second term of Eq. (43). As new points are closer to the
previous point, then D (x;) continues to decrease until the condition in the Eq. (42) is satisfied. Note
that, when the status changes from normal to anomalous, ks is set to 0, leading u, to notably decrease.
When the mean density is lower than the global density for a certain number of points, or seconds,
the status returns normal. Thus, the condition expressed by Eq. (44) applies:

IF D(x) > up

fork =ty ...k—1,k (44)

THEN xy, is normal

Note that, both ¢, in Eq. (42) and t, in Eq. (44) are set by the user and may represent either the data

samples or seconds.
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Based on the concepts of RDE, a clustering algorithm has also been introduced in Gu et al. (2018),

in both offline and online versions. Here, the online version will be briefly described. At the first

iteration (k = 1) the local parameters of each cluster are initialized as follows

Co=1pl=x;St=1 (45)

Where, Cy is the cluster at the time stamp k = 1, uj is the focal point of cluster 1 at the time stamp

k =1, and S} is the number of data points belonging to the cluster 1 at the time stamp k = 1. In

addition, the parameters expressed by Eq. (40), Eq. (41) are also initialized. Then, for each k > 1,

1.

The mean value u;, and the scalar product ¥, are updated by means of Eq. (40) and (41),
respectively.

The condition expressed by Eq. (46) is checked to decide whether the current point has to be
assigned to an existing cluster or should be a new focal point itself
IF D(xy) > max Dyc(mi) OR D(x;) < Jmin Dy (i)

(46)

THEN x; becomes a new focal point

The condition expressed in Eq. (46) means that if the global density is higher than, or lower
than, the densities computed at each of the existing focal points (the density of each cluster),

then the current point creates a new cluster.

If Eq. (46) is satisfied, then a new cluster is created, whose parameters are initialized by means
of Eq. (47)

Ci = Cvrs B = Xi; S = 1 (47)
Otherwise, the distance between the current feature vector x; and the focal point of each
existing cluster is computed in order to decide whether the current point can be assigned to

the closest cluster, using Eq. (48)

IF |l — pell < v/ 23 — Nl lI?

THEN x; is assigned to p}}

(48)

The condition expressed by Eq. (48) means that if the distance between the current point and
the nearest focal point p; is lower than the distance among all points arrived until the current
timestamp, the current point is assigned to the nearest cluster.

If Eq. (48) is satisfied, then the parameters of the closest cluster C;} are updated through Eq.
(49)
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Summing up, this section has provided a classification of the novelty detection approaches, and a
brief description of the methods usually adopted for fault diagnosis and fault detection in evolving

environments, which are depicted in Figure 49.

Classification algorithms Clustering algorithms

* Hierarchical methods
* Partitioning methhods
*  Density-based methods
* Grid-based methods
. * Model-based methods

*  Decision Trees

*  Support Vector Machine

»  K-Nearest Neighbor

» Artificial Neural Network

Anomaly detction algorithms Incremental algorithms

» Local Outlier Factor (LOF)
!« Isolation Forest (IF)
*  One-Class Support Vector Machine
(OCSVM)
* Principal Componnet Analysis (PCA)
» Autoencoders (AE)
» Convolutional Neural Network (CNN)
i+ Recurrent Neural Network (RNN)
* Long-Short Term Memory (LSTM)

* OnLine Novelty Detection and Drift
Detection Algorithm (OLINDDA)

*  Multiclass learNing Algorithm for data
Streams (MINAS)

» Typicality and Eccentricity Data Anlytics
(TEDA)

* Autonomous Anomaly Detection (AAD)

* Autonomous Data Partitioning (ADP)

In the following sections, the case studies to which these techniques will be applied are presented.
In particular, section 4.2 describes the cases for which offline and batch analysis for fault diagnosis
and setting recognition is conducted; section 4.3 describes the cases for which novelty detection in
evolving environments is performed. Details about the adopted methods will be provided in each

section.

4.2. Offline and batch analysis

This section will describe the results obtained from applying several classification methods to the
feature sets extracted in the previous chapter. Classification is conducted for both operating condition
recognition and fault diagnosis. Also, the goodness of the features extracted through data processing
techniques is evaluated in terms of provided classification accuracy. To these purposes, the
Classification learner and Pattern recognition toolboxes provided by MATLAB have been used for
model building, during which the 5-fold cross-validation and the hyper-parameter optimization have

been performed. In particular, the datasets have been divided into training and testing sets. The
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training sets are used during the model building step. Then, the so-built models are applied to the test
set, and the predicted class is compared with the actual class for computing the accuracy on the test
and evaluating the generalization ability of each model. Besides the classification accuracy, computed
by Eqg. (35) on both training and testing sets, the training time, which represents the time needed for
model building, is also used to compare the performance of the classification models. The goals for
each case study are summarized in Table 19, where applied feature selection and construction models
are also summarized. The sets of features extracted in the time or time-frequency domain, the feature
sets selected manually or through Pearson Correlation analysis, and the feature sets constructed

through Genetic Programming and PCA are described sections 3.3.1, 3.3.2, and 3.3.3, respectively.

Table 19 Case studies goals for offline and batch analysis

Case study Goal Feature selection/construction method
) - Experiment 1. Pearson Correlation analysis and manual
: Operating Condition feature selection
Testrig .
recognition

Experiment 2. Genetic Programming

Sealing group
(displacement)

Pearson Correlation analysis + Recursive Feature

Fault diagnosis extraction

; ; Pearson Correlation analysis, Principal component
Suction cups Fault diagnosis

Analysis
Case Packer Fault diagnosis 'Iz\ene;rls;)sr;SCorrelation analysis, Principal component
Sealing group (vibrations)  Fault diagnosis -
Operating Condition Principal component Analysis

Automatic machinery recognition

The results are grouped according to the specific task, i.e., operating condition recognition and
fault diagnosis. In addition, the effect of feature selection or construction on classification accuracy

is also assessed for each case study.

4.2.1. Operating condition recognition

Case 1. Test rig: experiment 1. For this case study, three feature sets are considered, i.e., the

statistical features extracted in the time domain, the selected feature set obtained after the application
of Pearson Correlation analysis, and the feature set obtained by manually selecting the relevant
features. Each feature set is used as input of four classification models, i.e., Decision Tree, K-Nearest
Neighbor, Artificial Neural Network, and Support Vector Machine. The whole dataset has been
divided into the training set, including the 70% of the samples (i.e., 15,554 observations, equal to 10
MB), and the testing set, including the remaining observations. Results of all cases are summarized

in Table 20. It can be seen that the feature set providing the best results are the set of all time-features
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and the set of features selected through the Pearson Correlation analysis. In all cases, both training
and testing accuracy are greater than 99.5%, while the training accuracy achieves the 100% in the
case of KNN and SVM. However, both these feature sets require high training times, especially in
the case of SVM. On the contrary, the feature set manually selected provides slightly worse results,
especially in the case of DT, which requires more time for the training and is less generalizable.
However, when KNN and SVM are used for condition classification, the training time are much

lower, while the training and testing accuracies are lower of less than 1%.

Table 20 Test rig. Experiment 1: Features evaluation for operating condition recognition

Features extracted in the time- Features selected through Pearson

domain Correlation analysis
Model Training  Training  Testing  Training Training  Testing  Training  Training  Testing
Time (s) Accuracy Accuracy Time(s) Accuracy Accuracy Time (s) Accuracy Accuracy

Manually selected features

(%) (%) (%) (%) (%) (%)

DT 52.3 99.9 99.5 41.2 99.9 99.6 773 98.7 97,6
KNN  1,650.2 100 99.8 1,054.2 100 99.8 380.9 99.0 98.0
SVM 6290 100 99.8 10,496 100 99.8 1274.6 99.1 98.1

Case 1. Test rig: experiment 2. Consider the features constructed through the classification-based

GP (Figure 35) and the clustering-based GP (Figure 36). These two features have been input,
separately, to two classification models, i.e., Decision Tree and K-Nearest Neighbor, and the
performances are summarized in Table 21. The whole dataset has been divided into training and
testing sets. The training set consists of two run-to-failure trajectories for each of the two distinct
settings (F1 — F2 for setting 5, and F3 — F4 for setting 6), the test set consists of one run-to-failure
trajectory (F5), obtained under settings 5 and 6, put in sequence without stopping the system. The
training accuracy and the testing accuracy of the cluster-based feature are higher than those provided
by the classification-based feature. In addition, the training time in the clustering case is lower. In this
case, the Decision Tree provides better results in terms of training accuracy. However, both
classification-based and clustering-based features provide low accuracy when applying both models
to the failure trajectory F5. Hence, both models applied to both the feature sets have not high

generalizability.

Table 21 Test rig: experiment 2. Classification performance with GP-based feature construction

Classification Clustering
Model Training 'I_'raining Testing Training 'I_'raining Testing
Accuracy (%) Time (sec) Accuracy (%) Accuracy (%) Time (sec) Accuracy (%)
DT 90,4 2,6 67,03 96 0,71 67,30
KNN 90,8 1,25 67,03 94,5 0,72 66,85
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The two classification models have also been applied to the whole set of extracted features (before
GP) to evaluate the effect of feature construction on the classification accuracy. Finally, to evaluate
the performance of the GP-based feature construction, other methods have been applied to the
extracted features to construct or select a more relevant feature set. In particular, the PCA has been
chosen for the comparison. Using PCA before classification, 4 PCs are selected, which explain 92%
of the variance. Table 22 shows the results of this analysis. In both cases, the training accuracy is
higher than 95%. However, the resulting models are less generalizable, and the training time is higher,
especially in the case of KNN. In this case, the training accuracy is higher than GP-based feature
construction. However, the testing accuracy is lower, meaning that models are less generalizable

using PCs.

Table 22 Test rig: Training classification performance without feature selection and construction and with PCA

Without Feature selection/construction With PCA
Model Training T_raining Testing Training T_raining Testing
Accuracy (%) Time (sec) Accuracy (%) Accuracy (%) Time (sec) Accuracy (%)
DT 99,99 3,53 31,52 95,2 1,96 64,46
KNN 100 56,94 61,14 95,42 0,89 61,50

Finally, the performance of the extracted features for classification and cluster are also evaluated
in relation to the ability to distinguish unknown conditions. To this aim, a run-to-failure trajectory of
each “known” condition and a trajectory corresponding to a “novel” operating condition (F6) are used
for training classification models. In Figure 50, the constructed features with the clustering GP-based
(left) and the classification GP-based (right) are shown, where distinct colors represent distinct
operating conditions. The results of classification models trained on these datasets are summarized in
Table 23. It can be seen that when the system-level feature is constructed with the classification-based

GP, classification models trained with the additional operating condition provide a class prediction

CF for clustering ~ CF for classification
GF €1 GF C1
GF C2 CF C2
CF &3 5 CF C3
015 Al
H

0.05 . Ip" dj

0 05 1 15 2 25 3 0 0.5 1 15 2 25 3
Time {sec) 10* Time (sec) 10*

Figure 50 Constructed features through clustering-based GP and classification-based GP
with an additional operating condition
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accuracy lower than 75%. On the contrary, the classification accuracy is greater than 90% when using

the clustering-based GP.

Table 23 Classification accuracy (%) with GP-based FCs for classification and clustering with additional operating condition

Model Classification Clustering
DT 72,9 93,8
KNN 63,4 91,3

Case 2. Automatic machinery. For the automatic machinery, the application of PCA provided 4

PCs for unit 1 and 5 PCs for unit 2. To evaluate its effectiveness, two classification models, i.e.,
Support Vector Machine (SVM) and K-Nearest Neighbor (K-NN), have been applied to both the
original matrix X (without PCA) and the matrix of extracted PCs. Results for both the units are shown
in Table 24. Both models, in both cases, provide 100% of accuracy in classifying the different

operating conditions.

Table 24 Extruder: classification results with and without PCA

Unit 1 Unit 2
Model Without PCA With PCA Without PCA With PCA
SVM 100% 100% 100% 100%
K-NN 100% 100% 100% 100%

4.2.2. Fault diagnosis

Case 1. Test rig. Experiment 1. In this case, the goal is to detect the sudden fault that occurred to

the electric motor. Since both the Pearson Correlation analysis and the manual selection do not take
into account the classification accuracy to select the best feature set, the input features are the same
as section 4.2.1. However, only two classes are considered in this case. The first one contains the
three nominal settings, and the second contains observations belonging to the fourth setting, during
which a sudden fault to the electric motor occurred. The dataset has been divided as for the case of
condition recognition (70% of observation for training and 30% for testing). Results are summarized
in Table 25. In all cases and for all models, both training and testing accuracies are greater than 99.0%,
which demonstrates that all models have good generalization ability. Training times are particularly
high for the SVM, while the DT is the fastest model. Concerning the feature sets, the feature manually
selected require less training time for all models, and the accuracies can be considered similar to those

obtained with the other feature sets.

Table 25 Test rig. Experiment 1: Features evaluation for fault diagnosis

Features extracted in the time- Features selected through Pearson
domain Correlation analysis
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Training  Training Testing  Training  Training Testing  Training  Training Testing
Time (s) Accuracy Accuracy Time(s) Accuracy Accuracy Time(s) Accuracy Accuracy

(%) (%) (%) (%) (%) (%)

DT 337 100 99.8 80.2 100 99.8 273 99.1 99.4
KNN 4862 100 99.9 279.6 100 99.9 2304 99.2 99.6
SVM 3866 100 99.7 31948 100 99.9 1,133 99.1 99.7

Case 2. Sealing group (displacement). In this case, the aim is to build models able to classify four

different conditions, one nominal and three fault conditions. Two feature sets are considered, i.e.,
time-domain features without feature selection/construction and selected features through Pearson
Correlation analysis and Recursive Feature Elimination. Each feature set has been divided into a
training set, including the 70% of observations, and a testing set, including the remaining samples.
The original features extracted in the time domain provide better results in terms of training accuracy.
However, the testing accuracy is much lower. On the contrary, the reduced feature set provides lower
training accuracy, but the built models are more generalizable. The training time of models is similar

in the two cases, except the SVM, which requires more time in case of the reduced feature set.

Table 26 Sealing group (displacement): Features evaluation for fault diagnosis

Features selected through Pearson Correlation analysis +

Features extracted in the time-domain . .
Recursive Feature Elimination

Model Training Training Testing Training Time Training Testing Accuracy
Time (s) Accuracy (%)  Accuracy (%) (s) Accuracy (%) (%)
DT 23.37 91.3 72.71 26.1 86.4 85.6
KNN 34.33 89.4 72.24 40.6 86.4 82.1
SVM 78.32 90.4 71.76 363.6 86.7 82.3

Case 3. Suction cups. Given the few observations available, the whole dataset has been used for

the training in this case, ,. Three sets of features are considered, i.e., the set of statistical time-features,
the set obtained after Pearson Correlation analysis, and the set of extracted PCs after PCA. From
Table 27, it can be seen that PCA provides the best training time and training accuracy for all models,

while the feature set obtained after feature selection provide the worst results.

Table 27 Suction cups: Features evaluation for fault diagnosis

Features extracted in the time- Features selected through Pearson
. . . Features extracted through PCA
domain Correlation analysis
Training Training Training Time  Training Accuracy Training Training
Time () Accuracy (%) (s) (%) Time (s) Accuracy (%)
DT 20.4 97.4 23.7 96.6 27.7 100
KNN 30.0 97.0 325 97.4 31.3 100
ANN 0.1 98.1 0.1 97.5 0.1 100
SVM 58.8 97.8 56.8 97.8 71.8 100
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Case 4. Case packer group. Like the previous case, three sets of features are considered. Results are
shown in Table 28. In this case, the time-domain features, without feature selection, provide the best
results for all models. Except for ANN, both the reduced feature sets provide similar results. However,

in the case of the features extracted through the PCA, the Decision Tree has low generalizability

ability.
Table 28 Case packer group: features evaluation for fault diagnosis
Features extracted in the time- Features selected through Pearson
. . g . Features extracted through PCA
domain Correlation analysis

Model Training  Training Testing  Training  Training Testing  Training  Training Testing
Time (s) Accuracy Accuracy Time(s) Accuracy Accuracy Time (s) Accuracy Accuracy

(%) (%) (%) (%) (%) (%)

DT  22.34 99.0 83.7 19.55 97.4 85.1 2433 96.2 76.3
KNN 3515 99.7 88.15 27.38 98.7 86.6 31.72 98.8 85.1
ANN 0.1 98.4 97.0 0.1 89.1 85.0 0.1 97.0 97.0
SVM  124.28 99.4 8593  185.42 98.1 82.9 158.06 96.8 86.6

Case 5. Sealing Group (Vibrations). The features extracted from raw vibration signals in the time

and frequency domains have been divided into training and test sets. The training set is built by using
the first run of each product, while the test sets contain the other two runs. Classification models
applied in this case are the Decision Tree, the K-Nearest Neighbor, the Artificial Neural Network,
and Support Vector Machine. The selected splitting rule in the DT training is the Gini-index, while
the Euclidean distance is chosen as a similarity value of the k-NN. Also, the k-NN has been trained
with different values of k to find the best value of the nearest neighbors. k = 2 provided the best
training accuracy for both products. A Feed Forward Neural Network is trained using the
backpropagation algorithm, with the minimum gradient (10E-10) and the maximum number of
iterations (500) set as termination criteria. After several iterations, with different numbers of hidden
layers and neurons in each layer, a neural network made of 1 hidden layer with six nodes has been
chosen since it provided the best training accuracy. Finally, the Support Vector Machine is trained
with a linear kernel function. As shown in Table 29, which summarizes accuracy values on the
training set and the testing sets using time-domain features, the results of different models are similar
for product 1. For product 2, the DT and the K-NN algorithm give higher accuracy than other models.
However, the DT and the ANN give lower testing accuracy for both products. Therefore, they are
less generalizable than other models. On the contrary, the SVM has the best trade-off between

accuracy and generalization for both products.
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Table 29 Sealing group (vibrations): accuracy of classification models using time-domain features

Model Product 1 Product 2
Training Testing 2 Testing 3 Training Testing 2 Testing 3
DT 95,71 72,65 94,06 95,71 75,93 73,15
K-NN 95,71 93,36 97,90 90,00 74,53 72,34
ANN 95,71 77,89 86,55 81,43 60,31 56,87
SVM 97,90 98,43 97,60 82,50 83,74 85,30

Results of both training and testing using time-frequency-domain features are summarized in Table
30. For product 1, models provide similar accuracy values, and no model seems to over-fit data. For

product 2, the same consideration can be done.

Table 30 Sealing group (vibrations): accuracy of classification models using time-frequency-domain features

Model Product 1 Product 2
Training Testing 2 Testing 3 Training Testing 2 Testing 3
DT 95,71 97,60 98,04 94,29 90,17 91,79
K-NN 97,14 97,65 97,65 91,43 91,86 91,79
ANN 95,71 96,87 98,04 95,71 90,66 90,93
SVM 98,30 97,65 97,65 88,20 93,51 92,88

In general, results obtained in the time-frequency domain are better than those in the time domain,
especially considering the generalization ability of the models. In addition, both training and testing
accuracy values of product 2 are lower than product 1. The reason could be the presence of anomalous
peaks in the vibration signature of product 2. In particular, the z-axis seems to give some problems,
which are not related to the health condition of the component. Hence, further analysis is conducted
considering the value of the acceleration without the component along the z-axis. Results are shown
in Table 31. Results provided by the decision tree are slightly better in the time domain but much
worse in the time-frequency domain. For k-NN, the situation is the opposite. Instead, results obtained
with ANN are similar in the time-frequency domain but much better in the time domain, especially

from the generalization point of view. SVM provides similar or slightly better results.

Table 31 Sealing group (vibrations): accuracy of classification models using time-frequency-domain features and signal pre-
processing

Model Time-domain Time-frequency-domain
Training Testing 2 Testing 3 Training Testing 2 Testing 3
DT 98,57 79,99 74,76 92,86 50,78 51,64
K-NN 91,43 62,65 63,43 94,29 91,79 92,18
ANN 82,86 90,23 87,81 95,71 89,84 90,54
SVM 82,10 86,71 84,99 89,90 96,32 92,57

To conclude, in this case, all models work better when signals are transformed into the time-

frequency domain. In this particular case, wavelet transform is used to reduce the noise and the effect
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of anomalous peaks. The second experiment on product 2 highlights that the manual cleaning of
signals in this domain does not improve the accuracy. However, it would be preferable for some
models, particularly ANNSs, in the time-domain analysis, in which the distribution of the acceleration

values influences the classification results.

4.3. Online and streaming analysis

In this section, novelty detection in evolving environments is performed on the case studies. As
for the offline and batch analysis, the ability of algorithms to detect a change in the system operating
condition and to assess the component's health condition are evaluated. In particular, according to the
classification of novelty detection approaches in evolving environments provided at the beginning of
this chapter, two kinds of analysis are conducted. In the first case, a clustering-based approach is
used, which can start from scratch or include a training phase. In this case, the performance of the
algorithm are evaluated in terms of latency, i.e., the time difference between the moment in which
the algorithm detects a change in the behavior of the component or system and the moment in which
actually the change or fault occurs, and the number of created clusters, which expresses the ability of
the algorithm to recognize novel behaviors. In addition, the number of false alarms, i.e., the number
of anomalies that do not determine a change of the cluster to which the points are assigned, is also
considered. This metric has to be intended as the number of false alarms that are avoided by applying
the AAD and the ADP in sequence. The second kind of analysis uses a classification-based approach,
which may be incremental or non-incremental. In this cases, the metrics adopted are the precision,

recall, the training accuracy, the training time and the execution time.

The case studies will be presented in order of increasing complexity. First, the Autonomous
Anomaly Detection (AAD) algorithm is applied to current signals extracted from the case packer
group to evaluate its ability to detect a change in the component’s health condition. Then, a clustering-
based approach with pre-training is applied to the first dataset of the test rig for operating condition
recognition and fault detection. A similar approach, with no pre-training, is then applied to the section
cups dataset for fault detection and the extruder dataset for operating condition recognition. Finally,
a classification-based approach consisting of an anomaly detector and a pre-trained classification

model is used to detect and diagnose faults in the sealing group (displacement).

Table 32 Case studies goals and methods for novelty detection in evolving environments

Case study Goal Approach Method Feature selection/construction

method
_ Clustering-based Pearson_Co_rreIation analysis
Case packer Fault detection f tch AAD and Principal Component
rom scratc Analysis
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Operating Condition AAD +

Test rig recognition and fault Clustering-based ADP Manually selected features
detection with pre-training
. Clustering-based
Suction cups Fault detection from scratch A/:‘DDPJ' Pearson Correlation analysis
Automatic Operating Condition Clustering-based AAD + . _
Machinery recognition from scratch ADP Principal Component Analysis
Clustering-based
Sealing group Fault detection and with pre-training KItNET + Pearson Corre!ation analysis
(displacement) diagnosis Classification-based DT and Recursive Feature

. Elimination
(non-incremental)

Case 1. Case packer group. In this case, the main goal is to detect a known fault as soon as possible,

without any training phase. Faults have been separately considered since they cannot occur in
sequence. Hence, four scenarios have been simulated, in which the dataset corresponding to one fault
is appended after the nominal behavior. In all cases, the main parameters of the AAD algorithm (¢,
and t,, which compare in Eq. (42) and Eq. (44), respectively, and define the number of past
observations to compare with the current point for establishing if a point is nominal or anomalous)
are set equal to 5 and 3. Results of the AAD algorithm applied to the two sets of features, i.e., features
selected through the Pearson Correlation analysis and the features extracted through the PCA, are
shown in Figure 51a and Figure 51b, respectively. In this figure, the points assigned to different
clusters are depicted in different colors and anomalies with red crosses. The performance of the
algorithm applied to the features selected through the Pearson Correlation analysis is summarized in
Table 33. In all cases, a false positive (red cross) is detected during the nominal behavior. Fault 1,
Fault 2, and Fault 3 are detected after 5 cycles (0.75 seconds) of their occurrence, and a novel cluster
is created when the anomaly corresponding to the fault is detected. Instead, when Fault 4 occurs, an
anomaly is detected. However, the following points continue to be assigned to the cluster

corresponding to the nominal behavior.
Table 33 Case Packer. Performance of the AAD

Fault  Detected Fault (cycle) Latency (s) N created clusters N points False Alarms
F1 105 0.75 2 Custer 1= 1 69
F2 105 0.75 2 Custer 1= 14 56
F3 105 0.75 2 Cluster 1= 108 41
F4 - 1 Clusterl = 147 54
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Finally, As shown in Figure 51b, the features extracted through the PCA do

distinguishing the nominal behavior from any of the four faults.
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Figure 51 Case Packer. AAD for fault detection using features selected through the Pearson Correlation analysis (a) and

constructed through the PCA (b)

Case 2. Test rig. For this case study, the manually selected features are chosen for online novelty

detection. Indeed, they provide the best trade-off among the training time, the training accuracy, and

the testing accuracy (Table 20 and Table 25). In particular, the low number of features of that set is

more suitable for streaming applications. Unlike the previous case study, in this case a pre-training

phase is conducted. Therefore, the ADP algorithm is first trained on the features corresponding to

setting 1 and setting 2 to find the local parameters of the corresponding clusters, whose results are

shown in Figure 52, where the blue dots correspond to the first setting, while the orange dots to the

second one. Similarly, only one cluster is created for the fault detection task, meaning that the selected
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Figure 52 Test rig: results of clustering pre-training for operating condition recognition

134



component-level feature is not sensitive to the setting change. Then, the AAD+ADP algorithm is
applied to all observations of each feature set. For the operating condition recognition task, streaming
novelty detection aims to create two new clusters when setting 3 and setting 4 occurs. The goal of the
fault detection task is to create a new cluster when the fault occurs. Results are shown in Figure 52,
and the algorithm's performance is summarized in Table 34. Note that anomalies that do not determine
a system's state change and are assigned to the current cluster can be considered measurement errors
or anomalous peaks in the signal. In this case, the two parameters of the AAd algorithm (t; and t,),
are set equal to 15 and 3, respectively. For the operating condition recognition, the points corresponding to
settings 1 and 2 are rightly assigned to the initialized clusters. The algorithm detects the second setting
change after 15 seconds and the third setting change after 10 seconds. However, the fourth setting is
not detected. For the fault detection task, the algorithm creates two new clusters. The first one is
created after 18 seconds after the fourth setting change (yellow dots in Figure 53), while the second
cluster is created after 175 seconds, which corresponds to almost 23 minutes before the system
breakdown. This means that, if an alarm was triggered at the second cluster creation time, the system
breakdown could have been avoided, the cluster 2 labeled as faulty, and classification models trained

for future applications.
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Figure 53 Test rig: results of Clustering-based novelty detection (with pre-training) for operating condition recognition
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Table 34 Test rig: results of Clustering-based novelty detection (with pre-training)

Condition Detected setting Latency (s) N points assigned to False Alarms
change (sample) the corresponding
cluster
Setting 1 - 4,982
Setting 2 4.984 15 11,048
Setting 3 16.032 10 6,187 168
Setting 4 - - -
Motor Fault 20,681
20,682 -1,536 157 488
20,839 -1,379 1,380

Case 3. Suction cups. The goal of this case study is to detect the occurrence of a failure as soon as

possible. Unlike the case packer case study, in which the available fault conditions could not occur
in sequence, in this case, the two available fault conditions correspond to two different severities of
the same fault mode. Hence, the AAD + ADP algorithm is applied to detect the whole dataset.
Initially, it was applied from scratch to the feature sets constructed in section 3.3.3, through the
Pearson Correlation analysis and the PCA. However, as shown in Figure 54, any of these sets allow

distinguishing the three conditions. On the contrary, if some of the peal, the peak-to-peak, the mean,

2.5 3.5

0 50 100 150 200 250
Samples Samples

(a) (b)

Figure 54 Suction Cups. Clustering-based Novelty Detection for fault detection using features constructed through the PCA (a) and
selected through the Pearson Correlation analysis (b)

and the RMS are selected and used as input of the streaming algorithm, the two different conditions
are detected. By setting t; and t, equal to 5 and 3, respectively, results shown in Figure 55 and
summarized in Table 35 are obtained. The first behavior change is detected after 5 cycle, equal to
0.67 seconds, while the second change is detected as it occurs, with zero latency. For each condition,
a cluster is created, and points are correctly assigned to the clusters. In addition, 55 false alarms have

been avoided.
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Figure 55 Suction Cups. Clustering-based Novelty Detection for fault detection using features manually selected

Table 35 Suction Cups. Performance AAD + ADP with manual feature selection

Detected Fault Latency N created N points belonging to the False
Fault .
(cycle) (s) clusters corresponding cluster Alarms
Severity 1 124 0.67 1 88 -
Severity 2 212 0 1 21

Case 4. Automatic machinery. In this case, the AAD and ADP algorithms are applied to the

extracted PCs with no prior training. However, since one of the settings is repeated, this case
demonstrates that the algorithm is incremental. In other words, it can learn and recognize a condition
that occurred a few minutes before. As summarized in Table 36, in both cases, the algorithm
recognizes the change from setting 1 to setting 2, and from setting 3 and setting 4, after 9 data samples.
In addition, for unit 2, the algorithm also recognizes the switch from setting 4 to setting 3, as data
points are assigned to the existing cluster corresponding to the first operating condition. Results are
also shown in Figure 57 and Figure 56, where the black dots correspond to the first set, the grey dots
to the second set, and the red crosses represent the moment in which a changing behavior is detected.
Note that, in both cases, there are several data points considered anomalous. However, none of them
creates a new cluster. These points correspond to true anomalies in the data, like measurement errors

or anomalous peaks, which are evident in the raw signals.

Table 36 Extruder: clustering-based

Unit Setting change (detected) Setting change (actual)
1 114 105
2 4257 4248

5674 4904
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Figure 57 Automatic machinery: Online Anomaly Detection and Clustering (unit 1)
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Figure 56 Automatic machinery: Online Anomaly Detection and Clustering (unit 2)

Case 5. Sealing Group (Displacement). For this case study, two different approaches are applied,

i.e., the clustering-based with pre-training, and the non-incremental classification-based approach.

Concerning the first approach, the set of time features selected through the Pearson Correlation
Analysis has been used as input for the AAD + ADP. First, the training set, including the 70% of
observations for each condition, are used for clusters initialization. Then, the remaining observations
are used to see whether the algorithm assigns the points belonging to a certain fault class to the
corresponding cluster. Only 35 points belonging to the nominal condition are correctly assigned to
the first cluster. Then, at point 36, the algorithm starts to assign points to the second cluster, which
actually corresponds to the first fault. Then, the occurrence of an anomaly is detected in
correspondence with the first fault, with a latency of 5 points (4 seconds). However, a new cluster is
wrongly created. Then, at sample 230, the algorithm returns to assign points to the cluster
corresponding to the first fault, which is correct. However, after only 15 points, points start to be
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assigned to the third cluster (wrongly created). A the end, another wrong switch from cluster 3 to

cluster 2 is detected. Results of training and testing are shown in Figure 58.

Table 37 Sealing group (displacement). Performance of AAD + ADP training on features selected through Pearson Correlation
Analysis

Condition Detected setting change  Latency N created N points assigned to the False
(sample) (s) clusters corresponding cluster Alarms
Fault 1 492 4 470
Fault 2 - - 2 - 307
Fault 3 - - -
Training Testing
20 AL TR S 20 10°
P o ~ e T T e a— e
15 15
10 oy 10 —
5 s}
¢ e ——— 0 S—
50 260 450 660 860 1000 .56 50 160 150 2&) 250 360 350 450 450
Samples Samples
® Nominal

® Nominal

® Cluster 2 (Fault 1) ® Cluster 2
uster 2

Cluster 3

Figure 58 Sealing group (displacement). Training and testing results of clustering-based Novelty Detection for fault detection using
features selected through Pearson Correlation Analysis and Recursive Feature Elimination

Concerning the second approach, two steps are performed. First, a training step is conducted to
train models for anomaly detection and fault diagnosis. Then, the built models are applied in
streaming to evaluate their effectiveness in recognizing the change of the component’s health
condition (fault detection) and determining whether it belongs to a known class or is a novel fault
behavior. To these aims, two scenarios have been simulated. First, datasets corresponding to all
available machinery conditions are considered in the training phase in order to select the best feature
subset, the best classification model, and the best anomaly detection model in the hypothesis to know
all the machinery behaviors. In this scenario, the online monitoring phase has the only objective of
identifying points corresponding to a condition change as anomalies and classifying them in the
correct fault class. Note that one dataset for each condition (e.g., dataset D1 for the nominal condition)
is considered for the training, except for fault 2, for which the only available dataset is used for both
training and online testing. In a second scenario, fault 2 has been removed from the training dataset
to evaluate the novelty detection ability of the methodology. The datasets used in both scenarios for

the training and the online testing are summarized in Table 38.
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Table 38 Sealing group (displacement signals). Testing Scenarios

Scenario Training datasets Online testing datasets
1 D1+ D2 + D3 + D5 D1+D7+D8+D2+DD915D4+D6+D3+D5+
2 D1+ D2 D1+ D7+ D8+ D2+ D9 + D4 + D6 + D3

Three different classification models are trained for the classification of four conditions, i.e., Decision
Tree (DT), Support Vector Machine (SVM), and k-Nearest Neighbor (k-NN). For the training of
each model, the k cross-validation with k = 10 is used to prevent overfitting, while the Grid Search
(GS) is used for hyperparameters optimization. Table 39 shows the set of hyperparameters used for
each model and the values range. In particular, the polynomial kernel function considered in the SVM

is a third-degree function, and the y value used in the Radial Basis Function (RBF) kernel function is

equal to y = — = : =, where o2 is the sigma square value, n is the
202 (nfeatures*z:j(xj—f)z) ' y features

number of features, and ¥;(x; — )? is the variance of input variable X.

Table 39 Sealing group (displacement signals). Hyperparameter range values

Model Hyperparameter Range
Decision Tree Maximum depth {1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,20}
. C {1,5,50,100,500,1000}
Support Vector Machine Kernel {linear, rbf, polynomial}
k-NN K {1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,20}

Several considerations lead to choosing a model rather than another. First, the best model should
have the highest precision and recall. In addition, since the selected model will be applied to streaming
data and provide real-time results, the execution time, i.e., testing time, is also critical. Finally, the
model should potentially deal with an infinite amount of data. Hence, it has to be scalable and quickly
trained on a large data set. Table 40 summarizes the precision, recall, velocity, and scalability
obtained from applying the grid search algorithm. In addition, the selected hyperparameters for each
model are also present in the table. In scenario 1, the model with the best precision and recall is the
k-NN that with k = 3 achieves the 95.1% of precision and the 93.7% of recall. However, k-NN has
low scalability since it computes the distance between a point and all other points at each iteration,
making the process time-consuming for large datasets. Similar performances are also provided by the
SVM, which also has high scalability. In addition, its execution time is equal to 0.02 seconds.
However, the basic SVM does not provide the class estimation probability. Since one of the main
goals of the present study is to provide an industrial solution that is easy to implement, and since both
precision and recall of DT are slightly worse than those of the SVM, the DT has been chosen for the

online fault diagnosis. In scenario 2, all models have the 100% of precision and recall.
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Table 40 Sealing group (displacement signals) Fault diagnosis training performance of scenario 1 (S1) and scenario 2 (S2)

Scenario 1 Scenario 2
Model  Hyperparameters Optimal Precision  Recall Optimal Precision Recall | Velocity and
(Hyp.) Hyp. Hyp. scalability
DT Maximum depth 9 92.3% 92.5% 5 100% 100% High
SVM C 1000 1 ]
Kernel RBF 95.0%  93.6% Linear 100%  100% High
k-NN K 3 95.1% 93.7% 1 100% 100% Low

Three different anomaly detection algorithms are trained to determine the most suitable model
for detecting anomalous behaviors. Hence, models are only trained on the nominal class, and then
they are tested and evaluated using two different metrics. First, a variant of the traditional k-means
clustering method is applied. K-means is a distance-based algorithm that requires only the number of
clusters, k, to be set a priori. For novelty detection, k-means is trained only on a small subset of the
available nominal dataset (k = 1). In this application, the training set size is set equal to 100 cycles.
Then, a sliding window method is used to make it suitable for streaming applications. Hence, for each
new data sample, the previous x data samples and the current sample are input to the algorithm. The
sliding window method ensures a faster application since it allows keeping in memory only the last
x values instead of the whole dataset. In this application, a sliding window including ten points is
considered. In addition, the algorithm makes the inference only on one point at iteration since the x
values have all been already assigned, except the last one, that is, the current one. Finally, since the
classic k-means is expensive for large datasets, the mini-batch k-means (MBKm) proposed in
(Sculley 2010) is used for streaming novelty detection. The second trained model is the One-Class
Support Vector Machine (OCSVM). Finally, the last trained model for anomaly detection is an
ensemble of autoencoders named kitNET (Mirsky et al. 2018). In this architecture, a feature mapper
level maps the input features into k sub-instances, one for each autoencoder in the next level. The
ensemble of autoencoders constitutes the anomaly detector, which aims to detect the anomalies based
on a threshold on the reconstruction error, which is expressed in terms of Root Mean Square Error
(RMSE). The training phase takes place in the ensemble layer, in which the autoencoders learn the
nominal behavior of the input sub-instances and reconstruct the input minimizing RMSE. Then, the
minimum RMSEs are sent to the output layer responsible for the anomaly score assignment during
the execution phase. The higher the error, the higher the anomaly score of the test samples. In this
application, the threshold on the reconstruction error is set to 0.5, while the number of autoencoders
is set to 10. For the training phase, 500 nominal observations are used.

In order to evaluate how well the trained models recognize anomalies, two metrics have been

used, i.e., the probability of detection or recall and the false positive rate (FPR). The first metric is
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computed through Eq. 36. The second metric evaluates how well the model recognizes the nominal
observations and is defined by Eq. 50. In other words, a high value of this metric implies a high
number of false alarms, i.e., points belonging to the nominal class, recognized as anomalies by the

model.

FP
FP+TN

FPR =

(50)

Where TN (True Negative) is the number of observations correctly classified as negative.

The application of mini-batch k-means, one-class SVM, and KitNET led to the results

summarized in Table 41, Table 42, and Table 43, respectively. In addition, the parameters set by the

user for each model are also present.

Table 41 Sealing group (displacement signals). Parameters and results of the mini batch k-means of scenario 1 (S1) and scenario 2

(S2).
Scenario 1 Scenario 2
Parameter Value Execution Time Recall FPR E.X ecution Recall FPR
(sec) Time (sec)
K 2
Initialization time 100 cycles
] o 6.7 0.3% 37.21% 1.98 0.41% 10.38%
Amplitude of the sliding
window 10
Table 42 Sealing group (displacement signals). Parameters and results of OC-SVM of scenario 1 (S1) and scenario 2 (S2)
Scenario 1 Scenario 2
Parameter Value Execution Time Recall FPR E_xecutlon Recall FPR
(sec) Time (sec)
Initialization time 100 cycles
Amplitude of the sliding 10 1.2 100% 61,42% 0.13 97.2% -%
window
Table 43 Sealing group (displacement signals). Parameters and results of kitNET of scenario 1 (S1) and scenario 2 (S2)
Scenario 1 Scenario 2
Parameter Value E_xecutlon Recall  FPR Value E_xecutlon Recall FPR
Time (sec) Time (sec)
Initialization time
(feature mapplng) 100 CyCIeS 100 CyCIeS
Initialization time
(anomaly detection) 400 cycles 0.13 100% 6.549% | 400cycles 004 1006 0%
Number of autoencoders 10 10
Threshold 05 05

In both scenarios, kitNET is the best model from all perspectives. It is fast, has the highest recall
and the lowest false positive rate. On the contrary, the mini batch k-means has low recall values, and

the value of the false positive rate is lower than the FPR of the OCSVM in the first scenario. In the
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second scenario, the FPR of OCSVM cannot be computed since both false positives, and true
negatives are equal to zero. As aresult, the kitNET has been chosen for online monitoring.

After the training phase, the online condition monitoring has been tested. The pseudo-code of
that phase is shown in Table 44. For the scenario 1, the data flow has been generated by sequence the
observations corresponding to the nominal condition (D1 + D7 + D8), fault 1 (D2 + D9), restored
condition (D4+D6), fault 2 (D3), and fault 3 (D5 + D10). In scenario 2, the online testing has been
carried out on datasets D1, D7, D8, D2, D9, D4, D6, and D3. The first 300 cycles are used for the
initialization. Hence, the anomaly detector is only activated after 300 cycles. Then, at each iteration
k, i.e., every 800 ms, the following steps are carried out. First, the selected features are extracted.
Then, the feature vector is input to kKitNET, which computes the anomaly score. If the reconstruction
error is lower than the fixed anomaly threshold (Th,), the feature vector is considered nominal, and
the algorithm goes to the next iteration. If the reconstruction error is greater than or equal to Th,, for
two consecutive feature vectors (stored in the counter a), the feature vectors are input to the Decision
Tree, which assigns the class probability membership to the labeled observations. If the maximum
probability is greater than the fixed classification threshold (Th.), the predicted class is considered
accurate. Hence, if the predicted class is nominal, the algorithm goes to the next iteration. Otherwise,
a warning message indicating the occurred fault is generated, and the machinery is stopped. If the
maximum probability is lower than Th,, a possible novel behavior occurred, and a human check may
be required to establish the anomaly's cause. Note that the choice of the minimum number of detected
anomalies that have to occur before the classifier activation is made with the goal of finding a good
trade-off between the false alarm rate and the latency of the classifier. A single anomaly would
generate a greater probability of error. On the other hand, if the classifier is activated after more than
two anomalies, the fault or the novel behavior would be recognized after three cycles. In this case, it

would mean that at least 12,8 products would be discarded for quality issues.

Table 44 Sealing group (displacement signals). Pseudo-code of the online condition monitoring.

Initialize:

Input: Optimal feature subset, cycle duration (d), trained DT, trained kitNET, Anomaly threshold
(Th) classification threshold (Th,)
While i < d
Do nothing
k=1
Compute optimal features
Apply KitNET and assign the anomaly score
If anomaly score < (Thy)
Increment k by 1
End
Else
Increment a by 1
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End
Ifa=2
Apply DT and compute the CPE for each known class ¢
If max CPE > (Th,)

If max CPE for ¢ = nominal

c
Increment k by 1
End
Else
Fault corresponding to class ¢ occurred
Stop the machinery
Break
Else
A possible novel behavior has been detected
Generate an alarm
Break
End
End

Note that the algorithm was not stopped in the online condition monitoring if a known fault was
recognized in order to test the methodology. However, if a fault is detected in real applications, the
machinery should be stopped as soon as possible. In the first scenario, the algorithm correctly
classified observations belonging to the nominal class, fault 1, and fault 2. On the contrary, the change
from the restored condition and fault 3 was not detected. Hence, observations belonging to fault 3
were wrongly considered nominal. Moreover, in eighteen cases, the kitNET detected two anomalies
in a row. However, the DT classified them as nominal with a class probability membership value
equal to 1. Therefore, no alarm was generated. Note that because models were trained with four
classes in this scenario, the classification threshold was set equal to 0.5. In the second scenario,
observations belonging to the nominal condition and fault 1 were correctly classified. When fault 2
occurred, the KitNET detected two anomalies in a row. Hence, the DT was applied, which assigned a
class probability value of 0.87 and 0.13 for the fault 1 and nominal class, respectively. Because
models were trained with only two classes in this scenario, the classification threshold was set equal
to 0.9. Hence, when fault 2 occurred, an alarm indicating that a possible novel behavior occurred was

generated.

4.3.1. Deep Learning-based novelty detection

This section applies an incremental and non-incremental classification-based approach to the test
rig dataset for operating condition recognition. Both Machine Learning (Online clustering, LOF,
PCA, SVM, IF, MLP) and Deep Learning (CNN, LSTM) models are applied to the dataset and
evaluated in terms of effectiveness and efficiency to demonstrate the outperforming results of Deep

Learning approaches. In particular, two scenarios are considered. In the first scenario, which is non-
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incremental, the models are first trained on a single operating condition. Then, their ability to
discriminate between the known condition and the others, i.e., novel conditions, was analyzed. This
scenario corresponds to the typical approach requiring the models’ re-training each time a new
condition occurs. In the second scenario, the models are evaluated in terms of their ability to
incorporate new knowledge. This scenario evaluates an incremental learning approach, in which the
ability to learn machinery conditions that were unknown at the time of the initial offline training is
assessed. In addition, for each scenario, two levels of analysis are conducted. In the first case, each
sample is considered separately; the prediction accuracy is computed by Eq. 51, where N is the
number of samples, 1(x) is converts the outcome of a boolean condition (true or false) into 1 or 0, y;

and ¥; represent the true and the predicted labels for the i-th sample, respectively

Accuracy (Acc) = %2?21 1 =3) (51)

A second level of analysis considers a batch of samples instead of single samples. In this case, the
batch accuracy is given by Eq. 52, where | B, | indicates the cardinality of the k-th batch, with k =

1, ..., M and M the number of batches, y; ; and ¥, ;represent the true and the predicted labels for the

j-th sample in the k-th batch, respectively.
Batch Accuracy (B.Acc) = %Zle 1(2'1.)3:"1| 1(Vkj = Fij) = 1Bkl) (52)

Hence, a prediction is considered correct when all the samples of a batch are correctly predicted.
Finally, the models’ performances are also evaluated in terms of the computational time of both

training and testing.

Non-incremental scenario. To carry out this evaluation, the models are in turn on one batch at a time,

and the models’ evaluation is done on the remaining batches. This evaluation is repeated until each
batch has been used for model training. The expected behavior is that no novelty state is detected for
all the test data associated with the same machine condition used for the training, while new
machinery conditions are detected for the other samples. The results of this experiment are shown in
Table 45, where for each model and training machinery condition, the accuracy, given by Eq. 51, and
the batch accuracy, given by Eq. 52, computed over all the datasets are reported. The models that
provide the worst performance are SVM, IF, and LOF, while the remaining models are almost
equivalent. With the exception of C3, where they produce poor results, these three models generate
good performance on single samples (i.e., they obtain accuracy values in the range 0.66-0.97).
However, they produce many false alarms (i.e., they obtain batch accuracy values in the range 0.3-
0.6) in batch-level evaluation. Furthermore, it is possible to see how the most difficult operating
condition to identify is C3, in which SVM, IF and MLP show the most significant reductions in
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performance, while the models with the highest effectiveness recognize C1. This differentiation in
performance does not apply to LSTM and CNN which are highly effective on all scenarios without
distinction.

Table 45 Test rig: Breakdown of model performance by operating condition

Algorithm All C1 C2 C3
Acc. B. Acc. Acc. B. Acc. Acc. B. Acc. Acc. B. Acc.

Clustering 0.988 0.758 0.998 0.941 0.978 0.627 0.995 0.830
LOF 0.817 0.572 0.990 0.840 0.915 0.544 0.411 0.326
PCA 0.965 0.808 0.999 0.945 0.939 0.752 0.981 0.772
SVM 0.658 0.351 0.982 0.715 0.703 0.290 0.189 0.067
IF 0.880 0.619 0.994 0.867 0.967 0.598 0.561 0.379
MLP 0.957 0.911 1.000 1.000 0.945 0.906 0.933 0.821
LSTM 0.989 0.944 0.998 0.977 0.984 0.927 0.990 0.942
CNN 0.989 0.939 0.998 0.980 0.984 0.919 0.989 0.933

Incremental scenario. In this experiment, we simulate the adoption of the models in a dynamic

scenario where a continuous monitoring of the machinery is performed, and an incremental
knowledge of the operating conditions of the machinery is learned by the diagnostic system. To create

this experimental scenario we have considered the three settings shown in Table 46.

Table 46 Test rig: Incremental scenario configurations

Conf Training Set Test set
Known Set Novel Set
S1 C1 (10 min.) C1 (70 min) C2, C3, C4 (150 + 70 min + 10 min)
S2 C1,C2 (10 + 10 min.) C1, C2 (70 + 150 min) C3, C4 (70 min + 10 min)
S3 C1,C2,C3 C1,C2,C3 C4

In the first configuration, each model is trained exclusively on a 10-minute batch of C1 and an
operating cycle is then applied to the other machinery settings. In the second configuration, it is
assumed that the model has also learned of the existence of C1 and C2, and the same operating cycle
is applied to other machinery settings. Finally, the last configuration evaluates the behavior of each
model when trained jointly on all three states. Note how each model stores a limited amount of data
for each state compared to the totality of measurements made (i.e. only 10 minutes of data for each
state are considered). In this way 1) the model is trained quickly and it can continue to monitor the
behavior of the machinery and 2) no dedicated storage is needed to store the entire measurement
history. Results of this scenario are reported in Table 4, where for each model the batch accuracy is

reported both for the entire test set, i.e., all observations included in both known and novel tests as
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defined in Table 46, and the known and novel sets as defined in Table 3, individually. Similar results
were obtained considering the record-level accuracy, which were not reported due to space
constraints. From Table 47, it is possible to observe that the configuration where the models perform
best is the first one (S1), where the models are trained exclusively on C1. This confirms that C1 is
significantly different from the other states, thus facilitating its distinction with respect to the other
states. The worst-performing models are SVM, LOF, and IF in this configuration, which correctly
recognize C2, C3, and C4 as new operating conditions. However, they tend to categorize batches
belonging to C1 wrongly. In the second configuration, on the other hand, there is a significant
reduction in the models' effectiveness, except LSTM and CNN. In more detail, the LOF, PCA, and
Clustering models hardly recognize C1 and C2 as already known operating conditions (low accuracies
on the known set). This is probably due to the integration of C2 with the training data, which has
made the separation between the operating conditions less marked. Finally, analyzing the third
configuration makes it possible to note how all the models produce a good performance in recognizing
the known set. However, they are no longer able to discriminate it with respect to the state C4, which
presents very similar characteristics in the phase preceding the failure compared to other conditions.
In particular, all models except LSTM and CNN have an accuracy equal to 0, i.e., they cannot
correctly predict even a batch. A more detailed analysis of these results revealed that the record-level
accuracy of these models varies in the range 0.1-0.33, while for LSTM and CNN in the range 0.81-
0.83.

Table 47 Test rig: Models batch accuracy in online scenario

Algorithm C1 Cc2 C3

Test Known Novel Test Known Novel Test Known Novel
Clustering 0.941 0.732 1.000 0.567 0.503 0.700 0.410 0.455 0.000
LOF 0.840 0.304 0.990 0.456 0.395 0.586 0.690 0.767 0.000
PCA 0.945 0.750 1.000 0.235 0.000 0.729 0.000 0.000 0.000
SVM 0.715 0.321 0.825 0.618 0.565 0.729 0.790 0.878 0.000
IF 0.867 0.411 0.995 0.618 0.626 0.600 0.757 0.841 0.000
MLP 1.000 1.000 1.000 0.871 1.000 0.600 0.900 1.000 0.000
LSTM 0.997 0.893 1.000 0.935 0.952 0.900 0.743 0.772 0.476
CNN 0.980 0.911 1.000 0.922 0.912 0.943 0.790 0.847 0.286

To further inspect the superiority shown by the LSTM-based AutoEncoder over competitive methods,
we propose in Figure 59 a visual inspection of its internal representation for the examined operating
conditions. In the figure, this representation is compared with the raw distribution of operating states

when projected into a two-dimensional space generated by the popular t-SNE technique [15]. As you
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can see, the embedded space created by the LSTM emphasizes the separation between the different

operating conditions more than in the original feature space.
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Figure 59 Test rig: LSTM-based AutoEncoder embedded space compared with the original feature space

Impact of data size on performance. In this subsection, the impact of the size of the training data on
model performance and computation time is assessed. For the evaluation of the performance, each
model is trained on a variable number of batch-es associated with the same machinery state, i.e. 5,
10, 20, and 30 minutes of data. Each model is then required to recognize the test data as referring to
a novel or already known machinery condition. Results of this experiment are shown in Figure 60,
where for each model, the evolution of batch accuracy as the training size increases is reported for all
the three states considered. Results show that the performance of deep learning models is high even
with a small amount of training data (e.g., 5 minutes) and is not influenced by the availability of
further training data. As for the other approaches, the variable availability of training data influences
their performance (except for the PCA, which produces equivalent results for all the settings
considered). In particular, Clustering and SVM are more effective as the size of the training set
increases: SVM achieves accuracy improvements in the range between 9-20%, while Clustering
between 6-20%. Similar trends are also confirmed for the LOF and IF models on C1 and C2.
However, the latter two models perform worse as the size of the training set increases when trained
on C3. A more detailed analysis of these results has revealed that in this setting, they are unable to
distinguish new states (i.e., LOF and IF generate a batch accuracy of 3 and 6%, respectively). The
evaluation of computational time with varying training sizes is conducted to assess 1) the impact of
a training process on the inactivity of each model and 2) their velocity in detecting possible new
operating conditions of the machinery (i.e., the prediction time). Note that models are run on a VM
deployed on Google Cloud with 12 GB of RAM, GPU K80, and Intel(R) Xeon(R) CPU @ 2.30GHz.
For each model, both training and test times are considered. Each model is trained on 5, 10, 20 and
30 minutes of data, and the relative times are recorded. In addition, the prediction times over 1 sample,

10-, 20- and 30-minute batches were also recorded. The results of these two experiments are displayed
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in Figure 61 on the left and right plots, respectively. From the plot on the left in Figure 61, it is
possible to observe how the models require very different training times. Models like SVM and PCA
only take a few milliseconds to complete the training. Times equal to almost two orders of magnitude
are instead produced by IF and MLP models. On the other hand, clustering and CNN require times
in the order of a second or a few tens of seconds. Finally, the LSTM model is the one that produces

the highest training times: from 4 minutes in the configuration with fewer data to a maximum of 20
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Figure 60 Test rig: performance evaluation as the training size increase
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Figure 61 Test rig: train (left) and test (right) performance by varying the data size

minutes. These trends are confirmed by analyzing the prediction times shown in the right plot,
although the latter are two orders of magnitude lower. From these results, it is also possible to note
that the Clustering approach produces significantly higher prediction times than the other techniques
(except for LSTM). This is due to the quadratic nature of the approach, although it was partially
alleviated through a mixed training strategy where a first clustering solution was produced from 1000
samples, and then the remaining data were included in an online fashion. Finally, it is possible to
observe how the time required to evaluate whether a single sample be-longs to an already known or

novel state is a few milliseconds, making them all suitable for operating in an online scenario.
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4.3.2. Results and discussion

In this chapter, data-driven fault diagnosis and detection in evolving environments is addressed,
which aims to solve the issues that emerged from the data collection process in industrial contexts,
I.e., data availability, data quantity, and data incompleteness. In particular, unsupervised learning and
semi-supervised learning paradigms are integrated with supervised learning models to determine, in
real-time, the health condition of monitored components and the operating condition in which systems
are working. To this aim, fault detection and diagnosis models have to make predictions on
continuous data flow, i.e., data streams, which require an incremental learning approach that can
distinguish what is known from what is new, i.e., not included in the model training step. This is what

the literature calls novelty detection in evolving environments.

The main considerations and outcomes of data-driven novelty detection in evolving environments

are summarized in this section, according to the three research outcomes pointed out in section 1.5:

1. How to build an effective diagnostics model on the available training data

2. How to build effective novelty detection models for the concept drift detection and multi-class
classification of detected anomalies

3. How diagnostics and novelty detection can be integrated in an 10T environment, including edge
and cloud computing.

The first outcome is related to the analysis conducted in section 4.2, where the features extracted
in the previous chapter for each case study are used as input of classification models for both fault
diagnosis and operating condition recognition. Besides the evaluation of the classification models,
the effectiveness of the extracted and selected feature sets is also evaluated to determine the effect of
data reduction on classification performance. In particular, feature sets are evaluated according to two
objectives. First, a comparison among different dimensionality reduction methods is performed to
determine the best technique, if any. Results are shown in Figure 62, where the training accuracy,
training time, and testing accuracy are shown for each case study and each technique. These values
have been computed as the average of the results of each classification model since the goal is not to
evaluate the specific classification model performance. Then, the reduced feature sets are evaluated
against the original feature set, without any dimensionality reduction technique, to evaluate the effect
of reducing the number of variables of the input dataset on classification models' performance. Results
of the feature evaluation process are summarized in Table 48, where the applied feature selection and
construction methods, the resulting number of features, the mean increment in both training and
testing accuracy (indicated with T Accrqin and T Acceos:,respectively), and the mean training time
reduction (indicated with | T, 4;,) obtained from reducing the number of variables are reported for
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each case study. The mean values of accuracy increment and the mean training time reduction are

computed as follows:

—_ A i—A i 1
Acc = (Tt . (53)
TT = (X TT;;'—TTu') (54)

Where N is the number of applied classification models, Acc,; and TT;; are the accuracy and the
training time obtained by training model i without feature construction, and Acc,; and TT,; are the
accuracy and the training time obtained by training model i with feature construction. Note that a

negative value represents a decrement of the accuracy value and an increment of the training time.

Figure 62 Comparison of feature extraction and selection methods on classification performance

From Figure 62, it can be seen that the Pearson Correlation analysis provides good training
accuracy values (greater than 95%) for all case studies, except for the sealing group (displacement
signals), in which the mean training accuracy is lower than 90%. Testing accuracies range from 80%
to 100%, while training times are higher than other methods, especially considering the case of the
first experiment conducted on the test rig for the operating condition recognition task. However, in
this case, the number of selected features was 32, which is four times, on average, greater than other
feature sets. Indeed, the mean training time of other techniques is much lower. Similar to the Pearson
Correlation analysis, the PCA provides good training accuracy and training time results. However,
the testing accuracy is lower. Finally, while the clustering-based GP provides similar results to other

techniques, the classification-based GP provides the worst results in training and testing accuracy.
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Table 48 Feature effectiveness evaluation in offline and batch fault diagnosis

N

Case study Data reduction method features T AcCrain ! Tirain T ACCrest
. L. PCanalysis 32 0%  —11996% —0.1%
Testrig (exp. 1) 2. ;\gﬁer:;izgnFeature 4 —1.03% 20865% —1.13 %
3. Classification-based GP 1 —10.35% 28.21% 30.84 %
Test rig (exp. 2) 4. Clustering-based GP 1 —497% 29.22 % 30.82 %
5. PCA 4 —485% 28.81 % 25.84 %
Sealing group (displacement) 4. PC analysis + RFE 4 -3.8% —98.1% 11.1%
Suction cups 1. PC analysis 6 —-0.2% 1.2% -
2. PCA 3 24 % -54% -
Case packer 1. PC analysis 4 —33% —12.6 % —-3.7%
2. PCA 4 -19% -78% -24%
mete | Uiz poa i % om

From Table 48, it can be seen that, in most cases, the training accuracy decreases with the
application of dimensionality reduction techniques. Indeed, except for the first experiment of the test
rig, the original feature sets only include nine features, which cannot be considered a high-
dimensional dataset. Even for the test rig, the advantage of reduction techniques on the training
accuracy is not evident. However, the testing accuracy generally increases, especially for the features
constructed with the GPs. Indeed, these models evaluate the feature set against a classification or
clustering model, for which the cross-validation is performed. An unexpected result is an increase in
the training time in most cases. The reason may be the difficulty of learning more complex
relationships between a reduced number of variables since the model that mainly contributes to this

result is the SVM, which is based on an optimization model.

Concerning the first outcome, the evaluation of classification models' performance for operating
condition recognition and fault diagnosis is also conducted, whose results are depicted in Figure 63.
For each case study, the built classification models, the number of samples used during the training
phase, the average training time, and the average of resulting accuracies computed on the training and
testing sets using Eq. (35) are reported. The mean values of training accuracy, the testing accuracy,
and the training time are computed considering all extracted feature sets, with and without feature
construction. In the first case, if more models are applied for feature extraction, construction, or
selection, the average of these values is computed on all the cases. From the graphs, it can be seen
that the performance of each model strongly depends on the specific case study and the specific set
of features. In general, the SVM requires more training time, followed by the KNN. However, the
SVM has better generalization ability. The DT works well with original feature sets, but the training

accuracy decreases with smaller sets.
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Figure 63 Comparison of classification models using original feature sets and reduced feature sets

The second outcome is related to the analysis conducted in section 4.3 on the online and streaming
analysis. To this aim, the features extracted in the previous chapter for each case study are used as
input of novelty detection approaches for both fault detection and diagnosis and operating condition
recognition. On the contrary, subsection 4.3.1 uses Deep Learning models directly applied to raw
signals. Table 49 summarizes for each case study and each feature set the results of the clustering-
based novelty detection using AAD+ADP, in terms of the mean latency in detecting a setting or health
condition change and the number of avoided false alarms. The mean latency is computed over all
detected changes (only late detection is considered). In addition, the signal segments from which the
features are extracted are also reported.

Table 49 Clustering-based novelty detection performances /AAD + ADP)

Case stud Window Trainin Dimensionality N created Mean N false
y length (s) g reduction method clusters latency (s) alarms
1. PC analysis 2 (for each 075 55
Case packer 0.15 No scenario)
2. PCA - ) )
Test rig (OCR) . 3 125 168
5 1 Yes 1. Manual Selection
Test rig (FD) 3 -1,457,5 488
) 1. PCanalysis - - -
Suction cups 0.134 No 2. PCA - - -
3. Manual selection 3 0.33 55
Automatic 2
Machinery 2
Unit 1 1.800 No 1. PCA 4.72%10° -
Unit 2
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Sealing Group

(displacement) 0,008 Yes 1. PC analysis 2 4 307

From the table, it can be seen that the AAD+ADP algorithm recognizes the change of the
component/system behavior in most cases. In addition, when the pre-training phase is conducted, the
algorithm correctly assigns the points to the existing clusters or correctly creates new clusters. The
latency of the algorithm is also acceptable in all cases. Indeed, in the case of fault detection, the
latency is always lower than one second. In the case of the operating condition recognition, the latency
is much higher. However, real-time feedback on the implemented setting is unnecessary, and higher
latency is acceptable. The primary issue of clustering-based approaches concerns the strong
dependency on the selected features. In most cases, the extracted PCs do not recognize any change in

the system'’s behavior, although they provided the best training accuracy in the batch fault diagnosis.

The two different approaches for novelty detection in evolving environments, i.e., classification-

based and clustering-based, applied in section 4.3, are depicted in Figure 64 and Figure 65.

The traditional classification-based approach takes as input the vector of features extracted and
selected during the training phase, and determines, for each observation, whether it is anomalous or
not, based on a pre-trained anomaly detection model. If an anomaly is detected, a pre-trained classifier
assigns to it a class label. The current behavior is correctly classified if the class probability estimation
is greater than a certain threshold. Otherwise, a novel behavior is detected. Hence, this approach
consists of two phases, i.e., training and online condition monitoring. Since the training is the same
as the offline and batch fault diagnosis, only the online condition monitoring is discussed in this
section. Although results show that the models’ performances in terms of latency and accuracy are
better than the clustering-based approach, this classification-based novelty detection approach has

several drawbacks. First, it needs to train two different models, one for anomaly detection and one

Selected feature ‘ Selected model Selected model
subset for AD for FD
|
Ye
A S.tr.e.ams Feature Isitan = Fault
acquisition Exraction anomaly? diagnosis
batch g
Change to
o | existing behavior
detected
ND
Novel behavior
detected

Figure 64 Classification-based approach for novelty detection in evolving environments

154



for classification. Therefore, as in the case of offline batch diagnosis, more data are required to avoid
overfitting; it depends on the extracted features and the pre-processing. In addition, results strongly
depend on the probability class estimation, which is not a hyperparameter and is defined by the user.
Finally, classification models have to be re-trained each time a novel behavior is detected, resulting

in a non-incremental approach

The clustering-based approach takes as input the feature vector extracted in the training phase and
the local parameters of existing clusters (known behaviors), if any. Then, if the arriving observations
are considered anomalous for a specific time, or the number of samples, a change in the behavior is
detected, and the nearest cluster is identified. Finally, if the current global density is greater than the
local density of the nearest cluster, the point is assigned to a novel cluster, meaning that a novel
behavior has been detected. Otherwise, the point is assigned to the nearest cluster, meaning that the
point is considered to belong to existing behavior. This approach does not need any training phase,
except for feature extraction and selection, which strongly affects the algorithms’ performances. In
addition, although it is an incremental approach, offline labeling of clusters is needed.

Selected

feature
subset

Data Streams
acquisition
(batch)

Feature
Extraction

Assign the point
to the current
cluster

Is the gloabal density
greater than the local
density of the nearest
cluster?

uﬂ Assign the point
to the nearest
cluster
v
i Change to exisiting
Novel behavior behavior detected
detected

Yes

ND

Figure 65 Clustering-based approach for novelty detection in evolving environments

On the contrary, the DL-based approach for novelty detection does not depend on previously
extracted features and works well with few training data (as shown in Figure 61)—the less the training

data, the less the generalization ability.

The third outcome is related to the computation distribution and information transmission in edge-
cloud IloT infrastructure. The proposed architecture is shown in Figure 66. Only the model inference
on the extracted feature vectors is performed concerning the computation at the edge. On the contrary,
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models’ training and selection are performed in the cloud. Data transmission is the relevant aspect of
this framework. Two kinds of data flow have to be considered. The first one is the flow of low-
frequency data from the edge to the cloud. In this process, the labels of the different observations,
corresponding to event data and machine settings, are transmitted. This information has to be sent as
soon as possible (in real-time) to make decisions on maintenance interventions and spare parts supply.
The second data flow concerns the raw signals, which should be sent to the cloud when a novel
behavior is detected, and the extracted feature sets, which have to be sent into the cloud in any case.
Given the high quantity of data, a real-time transfer is not feasible and perhaps not needed. Indeed,
these data will serve for batch and offline analysis, which can be made when the machine is not
working (for instance, during the night). In these cases, the data can be sent in pre-fixed moments,
corresponding to the moments in which the edge storage memory reaches a certain level.

Storage 2

k- S I Fault 1
detectd

A PN . '
; .&. Layer 1. Edge storage and analytics } ; -. Layer 2. Cloud storage and analytics :
Analytics

Analytics '

g I Setting e :

: change ' ! o i
detected ' : Models training |

Figure 66 Edge-cloud infrastructure for Novelty Detection

4.4. The methodology design

This section presents the last strategic lever, acting on the methodology design. Besides the
specific methods and models to perform fault diagnosis and novelty detection, One of the main issues
of implementing a Predictive Maintenance system in industries is the design of a methodology
including the characteristic elements of the system for a specific sector, e.g., aviation, industrial, wind
energy, and others. From the methodological point of view, Li, Verhagen, and Curran (2018),
(2020a), (2020b) provided a relevant contribution. They introduced an architecture definition process
for Predictive Maintenance applications based on the ‘RFLP’ method, which consists in the definition
of Requirements, and Functional, Logical, and Physical architectures, together with the framework,
i.e., a layered structure of a system for a set of functions in a conceptual view. Similarly, the
framework and the three architectures will be described, considering manufacturing industries as the
application sector. Thanks to the collaboration with leading producers of automatic and grinding

machines located in the well-known district of the Emilia Romagna region, it was possible to
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understand the benefits of a Predictive Maintenance methodology and the issues in implementing the
existing ones. These aspects have been discussed largely in previous chapters, thanks to the described
case studies. Therefore, this section focuses on defining stakeholders’ requirements, the framework,
and the description of the functional and logical architectures, which integrate the frameworks and
logical connections resulting from chapters 3 and 4. In addition, the methodology also considers

prognostics.

4.4.1. Stakeholders requirements definition

In this dissertation, the stakeholders are the industrial machine producers. They are interested in
implementing a Predictive Maintenance methodology at machines installed at their clients’ plants. It
IS an opportunity to offer a full maintenance service to their clients, optimize the spare parts supplying
process, and improve the machine design phase. Besides, machinery users could benefit from a
Predictive Maintenance system since they can reduce maintenance investments and improve
productivity and availability. Stakeholders requirements, collected through interviews conducted on
several machinery producers operating in the North of Italy, can be summarized as follows:

1. The system should allow the simultaneous monitoring of machines spread worldwide.
Producers want to gather relevant data from installed equipment to expand their knowledge
about the machinery’s behavior during the actual functioning. Also, the remote monitoring of
machinery the health conditions would avoid inspections; hence, maintenance scheduling and
spare parts management are improved. This requirement implies building proper infrastructure
for real-time data collection, transfer, and analysis;

2. The system should be able to detect novel behaviors and learn from new incoming data.
Machine producers have no sufficient data for training ML models because of the scarce
possibility to conduct tests in their plants. The main issue is the lack of knowledge of all
possible working conditions. Besides, many components fail after years of functioning, making
it hard for the real-time application of pre-build prognostic models.

3. The system should allow the collection of the data in a more structured way. Even if machine
producers can get historical data from their clients, this data is not easy to process since the
label (e.g., health status, implemented setting, and so on) is hardly available, and signals often
present uncomprehensive trends. Low-frequency data, e.g., the setting of the machinery, and
event data, e.g., the tuning made by operators or the anomalies that occurred during the
machine functioning, should be collected together with high-frequency data. Hence, data is
automatically labeled, and every event affecting the trend of collected data is recorded,

speeding up the data pre-processing step.
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4.

The system should accomplish various functions based on a specific component, which means
that functions should be performed separately depending on the analysis goal. A complex
machine consists of many elements, e.g., suckers, or sub-systems, e.g., extruder, for which
various analyses may be helpful. For example, an extruder's screw degrades over time, and the
goal is to predict its RUL. Instead, the detachment of a sucker happens suddenly. Thus, the
goal is to detect the anomaly. Hence, the real-time analysis should consider these two
components separately to understand the problem’'s cause and, if possible, let the machine
operator intervene as soon as possible. However, as long as these two components work
simultaneously under the same operating conditions, machine producers are also interested in
how the anomalies or failures affect each other, considering a given working condition.

The system should allow the CM data integration with historical data usually recorded in an
external database (e.g., Computerized Maintenance Management System — CMMS), collecting
work orders, spare parts management, and other information to develop a whole maintenance
program. For machine producers that want to provide their clients with full-service

maintenance, this is extremely important to get an internal optimization.

Table 50 shows the elements of the framework and architectures that can address each requirement.

In the following sub-sections, each element will be investigated in detail.

Table 50 Framework and architectures connections with stakeholders' requirements

Stakeholders’

Framework Functional Architecture Logical architecture

Requirements

Remote monitoring
of several

Transmission into the cloud of
features and Hls at defined instants

Features extraction, fault
detection, diagnosis, and

Distributed edge
devices connected to a

machinery centralized cloud server

Data collection of Streaming analysis at

machinery settings  distributed edge
devices

Collection of Real-time computing at

structured and the edge and batch

labeled data analysis into the cloud

System-level and
component-level
PHM

Model training into the
cloud

Cloud server accessible
by local databases

Integration of
databases

prognosis (edge DP, FDA,
PA)

Novelty detection (OCR) to
system-level features

Fault diagnosis and
prognosis (edge and FDA
and PA) to component-level
features

System-level and
component-level feature
extraction (cloud DP)

Fault diagnosis and RUL
prediction (cloud FDA and
edge PA)

and event-data in real-time

Transmission into the cloud of
system-level features with the
associated label

Simultaneous streaming inference by
trained models and anomaly and
novelty detection on component-
level features

Streaming extraction of features
selected during the training phase

Integration of information collected
by the PHM system into local
databases
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4.4.2. The framework

This section proposes a framework to address the stakeholders’ requirements. The framework
consists of three layers: the edge storage and analytics layer, the cloud storage and analytics layer,
and the knowledge integration layer, as shown in Figure 67.

Layer 1 - Edge storage and analytics Layer 2 - Cloud storage and analytics
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ren ' I ' Machine
! '

Machine | Machine user and a dat ;

user data | producer data | ; producer data :

| 1

’ ’ S A |
' : H \[‘\ i
i ! ;

-~ \\
Raw Data ~__ N
1 i
i = ey Condition recognition i - .
! i L P i Diagnostics
' ‘».J é S mmeemmesss  Fault/Anomaly Detection 1 Prognostics
i . = 1
i E ] l .4 RULprediction | || = 4o T oooooo----
'
i 1 Layer 3 — Knowledge integration and
”””””””””””””””””””””””””” decision making
777777777777777777777777777777777777777777777777 |
ClientB | 1 i PQ PHM f\j
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, !
Ly @(J system
I results
I

_____________________": ___________________________ ‘ cMMs

Client N |

Figure 67 The framework for IloT-based condition monitoring

The edge storage and analytics layer is a network of unlinked edge nodes installed close to the
machines. Here, data processing (i.e., feature extraction and data reduction) and real-time analytics
are performed (i.e., operating condition recognition, anomaly detection, RUL prediction), allowing
the continuous monitoring of machines. In particular, the edge layer provides machine users with
information regarding the health status of the equipment at any point in time. From the machine
producers’ point of view, this level also allows the collection of low-frequency and event data,
addressing the first and third requirements. Indeed, the reduced amount of data obtained from
streaming data processing allows producers to monitor several machines. When they need to know
the health condition of a given component, they can access the information extracted at the edge node
during the machine’s functioning (i.e., features and HI values). Here, the current health condition and
the implemented setting, the information related to anomalous behaviors, setting changes, and
activities carried out by the operator on the machine are temporarily stored. Finally, sensitive
information (such as the parameters that determine the machinery setting) is hidden from the producer
since only processed data are accessible. At this level, there is no information aggregation. Results of
data processing and real-time analytics are shown for each component of the machine so that the
machine user can easily recognize where the anomaly is and intervene when necessary to restore the
correct functioning. On the other side, the machine producer can select the component of interest.

Also, as the setting is also recorded, the data related to each component in different operating
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conditions are separated, i.e., there is a label representing the implemented setting. This way, the

fourth requirement is fulfilled.

The cloud storage and analytics layer represents the link between users and producers. In this
layer, relevant information extracted at each edge node through streaming analysis is stored
permanently. This information includes labels on the operating condition, component-level features,
system-level features, Health Indicators, and RUL of each component. These data are integrated with
historical data to train diagnostic and prognostic models, which will be applied at the edge during
machinery functioning for real-time inference. At this level, which is only accessible by the machine
producer, it is possible to aggregate the information depending on the analysis objective (component-
level, system-level, client-level). In the last case, the producer uses this information to build an
optimal maintenance plan in terms of time and human resources. In other words, this layer allows

addressing the second producer requirement.

Finally, in the knowledge integration and decision-making layer, the PHM system integrates
existing offline databases, e.g., CMMS. At this level, information related to the available resources,
cost, and scheduled maintenance interventions on less critical components (e.g., preventive
maintenance) are integrated with data collected through the PHM system to have a global vision of
maintenance activities and their costs. The global vision results in optimized maintenance
interventions and production scheduling, as long as the spare parts production can be triggered when
necessary. Finally, the most critical components, or activities, can be identified, giving the possibility

to better design both the machine and the maintenance service.

The definition of physical architecture, i.e., the set technologies for the communication between
layers, is not the main topic of the present paper. However, one can consider the architecture model
presented in (Bellavista et al. 2019) and (Bosi et al. 2020) as a possible guideline for the physical

implementation of the proposed framework.

4.4.3. The functional architecture
The functional architecture includes all the activities within the framework that fulfill the defined

requirements of machine producers.

The proposed functional architecture is shown in Figure 68. The functions have the same
objectives as those introduced in (R. Li, Verhagen, and Curran 2020a), i.e., DA, DP, FDA, PA, HM.

However, some modifications based on the previous observations and producers’ requirements are

proposed here.
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First, the DP function is split into two sub-functions: the system-level feature extraction and the
component-level feature extraction. The former deals with the extraction of system-level features,
revealing the machine operating condition. The latter deals with the extraction of component-level
features that can reveal the health condition of the components. In particular, component-level
features can be used for two aims: diagnostics and prognostics. In the first case, the features allow
establishing if a fault condition has occurred. In the second case, the features are Hls and allow to
predict the RUL of the component. These sets of features change from one component to another.

Thus, they need to be selected and computed for each critical machine component.
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Recognition
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Figure 68 The functional architecture

Second, the Operating Condition Recognition (OCR) function is introduced between the DP
function and the FDA. In general, the producer wants to know the machine’s working condition at
any point in time. The operating condition can be known or unknown. If data collected during the
machine functioning under one setting are available, it means that the setting is known, and the data
can be used for diagnostics and prognostics models training. Thus, the so-built predictive models can
be applied to make inferences on streaming data. Otherwise, the collected data cannot be associated
with a specific setting if the operating condition is unknown. Hence, existing models cannot predict
the operating condition with high accuracy. However, this data can be assigned to the same unknown
group that corresponds to the same novel situation. Then, the new group can be used to train the
existing models and include the new class. Hence, the OCR function aims to recognize the setting
under which the machinery works at any point in time. It can be seen as a novelty detection problem.
Its output is system-level information that determines the choice of existing predictive models. Thus,
it can also be considered a function that automatically labels the collected observations as belonging

to an existing class or novel behaviors.
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Finally, the proposed functional architecture also includes anomaly detection into the FDA and
PA functions. In the first case, an anomalous behavior could correspond to a sudden or unknown
fault, while in the second case, the irregular behavior could mean that the component started a new

HS. Thus, it can be considered as the point for starting the RUL prediction (Aydemir and Acar 2020).

4.4.4. The logical architecture
The definition of logical architecture aims to explain the relationships between functions, and the

data flows within the framework layers.

The proposed logical architecture is shown in Figure 69. The DA function is performed
continuously at the edge to read, collect and temporarily store streaming data as the machine works.
Then, when a signal segment of a pre-defined length is stored, the DP function is activated to extract
the system-level features and the component-level features. The length of the signal segment depends
on the task that will be performed, the maximum accepted latency of the inference, and the data
transmission. Therefore, the time instant in which each sub-function of the DP is activated may be
different. The activation of the DP function implies the extraction of relevant features from raw signal
segments; then, the OCR function is triggered to assign the label “known” or “novel” to the system-

level features.

The FDA and the PA function are activated if the operating condition is known. The FDA aims
to recognize abrupt faults (for instance, the detachment of a sucker). Thus, a model trained into the
cloud assigns to the current observation a label [ € (Nominal, Fault; ...FaultN) among the (N +
1) known fault classes. At the same time, the signal batch is eliminated from the storage memory of
the edge device; in addition, in the FDA function, anomaly detection is also performed. It requires
the same input as the classification models (i.e., component-level features). However, it aims is to
detect unknown faults, i.e., faults not considered during the training of the models for diagnostics.
The PA function aims to recognize degradations occurring during the machine functioning (for
instance, the wear of a screw). Thus, a pre-built degradation model (which may depend on the
implemented setting) is used to predict the future values of the HlIs in order to compute the RUL of
the corresponding component, based on pre-defined Failure Thresholds (FT). However, the
degradation begins after several hours of machine functioning for many components; moreover, the
computation of the future values of the HI and the RUL prediction would be expensive from the
computational point of view. For these reasons, anomaly detection is also applied to the Hls to detect

the degradation starting time. Thus, the RUL is computed only when an anomaly is detected.

162



A new cluster is created if the OCR function identifies a novel operating condition for the current
observation. In this case, since the setting is novel, neither classification nor degradation models are
available. However, anomaly detection can be applied to component-level features to detect

anomalous behaviors that may represent a symptom of problems in the corresponding component.
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Figure 69 The logical arhitecture

All the above-described activities are conducted at the edge. Now, the extracted feature vectors and
the associated labels assigned by the streaming application of prediction models are transmitted to
the cloud. Here, data related to known conditions (anomalies, fault classes, and RULS) are stored in
a permanent database to help producers make decisions about maintenance interventions and spare
parts supply. Instead, the data associated with novel conditions are used to re-train diagnostic and
prognostic models. For this reason, the DA, FDA, and PA functions are also included in the cloud.
Here, the DA function aims to acquire the data in different moments, depending on the data type.
When the condition is known, the fault or anomaly detection triggers the transmission of the predicted
fault class and the predicted RUL value to the cloud so that the producer can react as soon as possible.
When the condition is unknown, or no anomalies or faults are detected in known conditions, the data
transmission occurs at fixed moments, such as at the end of a shift or during the machine’s set-up.
The data transmitted in these cases are the extracted feature vectors and the associated label

(belonging class and RUL).
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5. CONCLUDING REMARKS

The primary purpose of this dissertation is to propose an l10T-based framework for data collection,
sharing, storage, and analysis that allows industries to monitor the health condition of machinery
installed in their plants or their clients’ plants. The health management system has to take advantage
of the sensors deployed in the plant and the advances in ICT technologies for a data-driven approach
and real-time monitoring and inference. It has to be self-learning, adapt itself to the dynamic nature
of industrial environments, and produce interpretable results that support the maintenance decision-
making process. The realization of such a system represents a challenging task for maintenance
engineers given some technology, domain-specific, and methodological issues. First of all, the new
advances in Industry 4.0 technologies and related national and international initiatives push
companies to invest in transformation projects of their plants towards creating Smart Factories. The
new advances in ICT and, particularly, Industrial Al represent an opportunity for companies to create
value from data. However, although the 1loT and Industrial Big Data is seen as a strategic lever to
increase the self-awareness and self-predictive abilities of machinery on the shop floor, the inherent
characteristics of so-collected data and the distrust of companies to share information and implement
data-driven solutions obstacle the extraction of valuable information and knowledge for Intelligent
Maintenance. Moreover, the high investments required at the beginning of the project for plant
transformations demand a complete, reliable, and generalizable methodology for Predictive
Maintenance. However, the unlabelled and unbalanced datasets collected in traditional ways, the
evolving environments in which machines operate, and the lack of data referred to all possible health
conditions limit the use of Machine Learning. Consequently, engineers must deal with Al solutions

that can learn during machine functioning, starting from a few data points.

Based on these statements, the research presented in this dissertation elaborates on two research
questions that narrow down the set of potential approaches to the problem of creating a Fault
Diagnosis and Detection system that takes advantage of Industry 4.0 technologies and data-driven
solutions to extract information about the health condition of machinery in real-time and provide

interpretable results to schedule maintenance activities.

The research activity is developed according to the research framework depicted in Figure 2, where
the research questions are addressed by research levers, which are explored according to research
topics. Each topic is explored according to a specific methodology. However, the overarching

methodological approach to the research presented in this dissertation includes three fundamental
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aspects: the improvement of the quality and integrity of input data, the use of Machine Learning for
analyzing the data and provide information and knowledge of the system, and the use of case-study

deriving from real-world instances.

The outline of this dissertation is organized as follows. After a first introductive chapter, the second
chapter of this thesis draws the state-of-the-art of the current industrial practices on Predictive
Maintenance, introducing the most critical challenges for engineers and companies and illustrating
the background of this thesis. Moreover, the scientific landscape on Predictive Maintenance in 10T

contexts is explored through a bibliometric analysis of the literature over the last decades.

Chapter 3 and chapter 4 illustrate the research activity. In particular, chapter 3 addresses RQ 2 by
acting on two strategic levers: data collection and sharing and data reduction. The first focuses on the
characteristics of an 1loT infrastructure for data collection, based on distributed edge nodes connected
to a central cloud, and on the organization of a database gathering all necessary data for fault diagnosis
and detection. The second one focuses on data processing techniques to perform at the edge to reduce

the amount of data to transfer and extract valuable information on the health condition of machinery.

Chapter 4 addresses RQ 3 by exploring three strategic levers: acting on offline analysis, acting on
streaming analysis, and acting on a logical architecture to join offline and online computing,
illustrated in subsections 4.2, 4.3, and 4.4, respectively. The first lever includes Machine Learning
algorithms for offline and batch fault diagnosis. The second lever includes Machine Learning
algorithms for unsupervised and streaming anomaly detection and the approaches for Novelty
Detection in evolving environments. The third level focuses on developing a unique methodology to
address specific stakeholders’ requirements. The methodology includes data collection, data
processing, fault diagnosis, and novelty detection in IloT environments and supports Original
Equipment Manufacturers to implement a Maintenance system as a post-sale service.

Underpinned by the research questions, the explored research topics led to the development of
practical and easy approaches, methods, and tools applied on different case studies, from which some
general conclusions can be drawn. Figure 70 summarizes these research outcomes, where red lines
highlight the interdependencies between the different works. For instance, the organization of a
database for integrating multiple data sources, as proposed in section 3.4, supports the easy data
analysis for fault classification and (diagnostics) and detection (novelty detection). The definition of
the needed data allows building the framework for data collection, data storage, and data sharing. In
particular, RQ2 is addressed by the data collection and processing framework, which uses both edge
and cloud computing to reduce the amount of data to share and store relevant information in a

structured database. This database is accessible to the machine producer and can contain information
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on several machinery installed in several clients’ plants, which can be organized depending on the
objective of the analysis, e.g., scheduling maintenance interventions to one client or organizing the
supplying of specific components installed in more machinery. RQ3 is addressed by the integration
of supervised and unsupervised learning for novelty detection in evolving environments and the
integration of this activity into a wider methodology that also includes the framework for data
collection and processing and other functionalities like RUL prediction, which has not been addressed

in this dissertation but represents the fundamental aspect of a Predictive Maintenance system.

The following two subsections illustrate the research outcomes' theoretical, methodological, and

practical contributions and the potential research developments.
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5.1. Practical, theoretical, and methodological contributions

The initial bibliographic analysis included in the second chapter highlights the increasing adoption
of a wider perspective in approaching the problem of IloT-based real-time Predictive Maintenance.
This analysis also draws the landscape of the current literature intending to identify the main research
trends over the last decades, providing both scholars and practitioners with a snapshot of the state-of-
the-art. The analysis's most important contribution concerns the methodology since the map of
keywords proposed in Figure 9 constitutes a tool to explore the most debated research topics in the
field, enabling researchers to identify potential gaps in the literature. The bibliographic analysis

outcomes introduce and justify the choice of some of the research topics discussed in this dissertation.

The key elements of the research trends highlighted in Table 1, i.e., diagnostics and prognostics,
the Machine Learning for Predictive Maintenance, and Internet of Things for Big Data Collection in

the Industry 4.0 era, are further discussed in sections 2.2, 2.3, and 2.4, respectively.

In particular, the Internet of Things for Big Data Collection in Industry 4.0 has been explored since
2018. Although plenty of literature addresses this topic for Predictive Maintenance, its link with
strategic levers of data collection, sharing, and reduction makes it essential and fundamental for all
other activities, specifically in the case of Original Equipment Manufacturers interested in
Maintenance as a post-sale service. The present research confirms the importance of remote
monitoring of machinery, the benefits generated by the collection of multi-source data in a unique

database, and the reduction of data at the edge through qualitative and quantitative results.

The research proposed in section 3.1 depicts the state-of-the-art of current 10T infrastructures for
Predictive Maintenance and current methods for signal processing and reduction. This work provides
helpful insights for practitioners to enhance the effectiveness of data collection tools and data
processing models to provide practitioners with general approaches and methods to address the
problem of data collection and processing. Moreover, the application of these models to case studies
conducted in sections 3.2 and O led to defining an edge-cloud architecture for data collection,
processing, storage, and transfer. Firstly, a careful assessment of which information has to be
extracted, stored, and transferred is fundamental. An initial evaluation of the current industrial
practices for data collection and storage may lead to collecting as much condition monitoring data as
possible, rather than shrinking the collection to high-quality data only. Condition monitoring data are
fundamental for the analysis but cannot provide any information on the system health condition
without environmental and event data. Findings from the analysis highlight how collecting condition

monitoring data and contextual data to create labeled, balanced, and complete datasets is necessary.
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Secondly, the data collection from multiple machinery and plants through an IloT infrastructure
allows leaving the raw signal processing to edge devices and sending only relevant features to the
cloud (in the case of already known conditions), solving network issues, and facilitating model
training. In this way, more valuable data can be collected from more machinery, increasing the
availability of the data in multiple operating conditions. Indeed, the evaluation of the impact of data
reduction models on data quantity reduction highlights the benefits of performing data reduction at
the edge.

The analysis on the effectiveness of signal processing techniques performed in section 3.3.1
concluded that pre-processing, like signals combination or feature normalization, does not affect the
classification accuracy. On the contrary, the specific technique for signal processing may lead to very
different results. In particular, when dealing with vibration signals, time-frequency analysis increases
the classification accuracy. However, it is not suitable for real-time applications because of its high
execution times. Instead, time-domain features require a few milliseconds to be extracted while
providing acceptable results. Similarly, the analysis on data reduction performed in sections 3.3.2 and
3.3.3 demonstrates that data reduction does not affect Machine Learning results in terms of
classification accuracy, especially when the number of variables in the dataset is low, e.e., ten.
However, they strongly affect the training time of classification models because of the high reduction
of the dataset’s weight.

In conclusion, the choice of the technique to use for signal processing and data reduction strongly
depends on the specific case. There are some standard guidelines for some components, e.g., rolling
bearings and gearbox. However, a deep investigation into the best models must be performed when
dealing with more complex systems, such as sealing groups or extruders. For this reason,
infrastructures for data collection and proper organization of the database are essential in industrial
contexts. All these considerations led to conclude that creating a database in which all necessary
information is stored in a structured and standard way for all available machinery is essential.

The research proposed in section 4.1 depicts the state-of-the-art fault diagnosis and novelty
detection approaches. This work provides insights on how to deal with incremental environments in
which known and novel behaviors must be recognized. In particular, the approaches have been
classified into three categories, based on two dimensions, i.e., the learning paradigm and the necessity
of training. Therefore, three different approaches can be distinguished, and several algorithms exist
for each approach. Clustering-based approaches may have a training phase in which existing
conditions are associated with a cluster and represented by its local parameters. Then, a novel
behavior is detected if a point is considered too far or too dissimilar from existing cluster centroids.
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However, the main advantage of these approaches is that they can be applied from scratch when no
information is available on the belonging fault class. They adopt an incremental learning paradigm
and are particularly suitable for streaming applications in both cases. On the contrary, classification-
based approaches always require a pre-trained step, in which classification models are built based on
the available fault classes. The relevant aspect of this approach is that probability-based classification
models must be used because it is the probability class estimation to determine whether a point
belongs to a known class or not. In addition, the classification model has to be re-trained each time a
novel behavior is detected. Therefore, this approach is not incremental. Instead, an incremental
classification-based approach for novelty detection is provided by Deep Learning models, which can

automatically include the detected novel behavior.

The research topic of offline and batch fault diagnosis is addressed in section 4.2. It is the basis of
any Predictive Maintenance system. This kind of analysis can be done if complete datasets are
available. Indeed, it basically consists of training classification models using extracted and selected
features associated with the class label as input. Different models have been applied to two case
studies, and results are evaluated in terms of training accuracy, training time, and testing accuracy.
Although other metrics may be used to evaluate the effectiveness of a model, these three metrics are
sufficient to understand how the model works. Indeed, a low training accuracy indicates that the
model cannot effectively learn the relationships between the features and the label. This result may
depend either on the selected feature set or the selected model. A high training accuracy and a low
testing accuracy indicate that the model overfits the data and is not generalizable. Therefore, it cannot
apply to new datasets. Finally, high training times indicate that complicated relationships hold among
the features and the label and may suggest reducing the dataset dimensionality or choosing another

model.

The research topic of online and streaming analysis is addressed in section 4.3, in which both
clustering-based and classification-based approaches are applied to the case studies. In the two cases,
the considered evaluation metrics are different. In the case of clustering-based approaches, the ability
to detect an anomaly and novel behavior, the latency, and the number of observations wrongly
assigned to a cluster are considered. The precision and the false positive rate are evaluated in the
second case. It emerged that clustering-based approaches require more parameters set by the user,
and it is hard to connect data clusters with classes. On the other hand, classification-based approaches
depend on the threshold on the PCE. Finally, Deep Learning for novelty detection has been
investigated. These models can avoid manual feature extraction, which decreases classification

models’ dependency on the extracted and selected feature set. In addition, the ability to detect both
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known and novel behaviors, also with little data, and the low execution times make Deep Learning
particularly suitable for streaming applications and evolving environments. The major problem
associated with Deep Learning is the impossibility of automatically establishing the most relevant
signals. Subsequent analysis can be conducted to understand which signal or signals contribute to

novelty detection.

Finally, the research on the methodology design performed in section 4.4 led to the following
conclusions that can be explained according to two perspectives. At the methodology level,
identifying the stakeholders and the definition of their requirements and expectations is one of this
dissertation's main contributions. Moreover, the definition of an edge-cloud-based framework allows
the real-time health assessment of industrial machines and the simultaneous collection of high-
frequency data, low-frequency data, and event-data from machinery installed in several clients’
plants. At the architecture level, the integration of novelty detection into traditional architectures
allows discovering unknown or different behaviors of the machines. In addition, the distinction
between system-level features and component-level features allows knowing the setting implemented
and occurred events for each observation. The system-level feature set reveals the machinery
operating condition (i.e., the machine setting parameters implemented by the client during
production) and thus are of great interest for the machine producer to know the possible working
conditions and collect labeled data. The component-level features set reveal the health status and the

degradation trend. Thus, it serves for anomaly detection, fault detection, and RUL prediction.

5.2.  Future Developments

The findings of this dissertation prove that many challenges still exist in the field of data-driven
Predictive Maintenance in evolving environments. Vast opportunities exist for further research on the

presented research topics and unexplored research paths.

Focusing on the research topics included in this dissertation, the initial bibliometric analysis (see
section 2.1) could be further expanded, including comparing the results obtained through other search

engines (such as Web Of Science), to provide an overarching analysis of the existing literature.

Focusing on research topics included in this dissertations, the main challenges that have to be
addressed by future research are related to the following aspects. First, data processing methods
illustrated in sections 3.1.2 and 3.1.3 could consider alternative algorithms allowing the extraction of
different sets of features each time a novel fault behavior is detected. Automatic and unsupervised
feature learning methods, like Deep Learning models, may be directly applied to raw signals, avoiding
the phase of signal processing. However, research should focus on making the outputs more
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interpretable. Second, concerning the supervised learning for offline diagnostics, the research could
focus on automatically re-training existing models into the cloud when novel behaviors are detected.
This implies reducing the data pre-processing and parameter setting activities, so that data, or
information, collected from raw data can be directly used as input of diagnostics models. In addition,
further studies may be conducted to define general rules that guide practitioners to choose Machine
Learning models or Deep Learning models. Third, further research on streaming novelty detection in
industrial contexts should consider reducing the influence of external factors on detection accuracy.
Unlike offline and batch analysis, bad quality signals are directly processed from algorithms.
However, both clustering-based and classification-based approaches are strongly affected by the
quality of input signals, in which noise and outliers may occur because of the simultaneous
functioning of several machines or sensor reading errors. For these reasons, more general and less
feature-dependent approaches should be investigated. Finally, research on the edge-cloud
infrastructure for data collection should consider the implementation of large-scale platforms to solve

the issues related to the collection of data illustrated in section 3.2.

Focusing on research topics not included in this dissertation, future research should be conducted
in the field of prognostics, which should deal with data availability problems. Indeed, prognostics
and, ultimately, RUL prediction depend on run-to-failure trajectories’ availability to build predictive
models. However, as often pointed out in this dissertation, failure data are not easy to get for several
reasons, including the impossibility of conducting fault simulations in the real world for safety issues.
For this reason, the realization of digital twins and the application of transfer learning in an industrial

context need to be investigated.
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